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IN THE UNITED STATESDISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

DENIS LAWLOR and DANIEL
VARALLO,

Case No. 17-cv-117
Plaintiffs,
Judge Robert M. Dow, Jr.
V.

METROPOLITAN WATER
RECLAMATION DISTRICT OF
GREATER CHICAGO, et al.,

N N N N N N N N N N N

Defendants.
MEMORANDUM OPINION AND ORDER

Before the Court are the motion to diss [32] filed by Déendants Major Luis
Gutierrez, Lieutenant Cynthia Tencza, Karen Saéed the lllinois State Police (collectively, the
“State Defendants”), the motion to dis®i[35] filed by Defendants Metropolitan Water
Reclamation District of GreateChicago (“MWRD”), Kaye Heidenreich, David St. Pierre, and
Denise Korcal (collectively, th“MWRD Defendants), and the moti to dismiss [38] filed by
Defendant Motorola Solutions, In¢'Motorola”). For the reasonset forth below, Defendants’
motions to dismiss [32; 35; 38] are granted. the extent Plaintiffs’ claims are not dismissed
with prejudice, Plaintiffs are given until April 16, 2018 to file an amended complaint, if Plaintiffs
believe they can cure ¢hdeficiencies identified below. &ltase is set for status on April 24,

2018 at 9:00 a.m.
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Background*

This lawsuit stems from the alleged malftion of a handheld radimanufactured by
Motorola, which caused a conversation between Hifailienis Lawlor andaniel Varallo to be
inadvertently broadcast over a radihannel dedicated to the Iltiis State Police. A recording
of the conversation was copied and given to Eféshemployer, resulting in their termination.

Plaintiffs Denis Lawlor and Daniel Varallwere police officers for the MWRD. [1, at
19 15-16.] At approximately 1:00 a.m. on Janub8y 2015, Plaintiffs were engaged in what
they characterize as a private conversationghvivas intercepted by the lllinois State Police’s
Chicago North radio channelld. at § 30. Only the lllinois &te Police were authorized to
access and broadcast on the Chicago North radio chddnek § 30. The conversation between
Plaintiffs lasted apmximately 58 minuteslid. at § 32.

lllinois State Police Telecommunication Specialist Angie Vandenberg, who was working
as the dispatcher on the ChgoaNorth radio channel, did nataognize the voices of the persons
talking. Id. at  33. Vandenberg used an alert tonenimttempt to get Plaintiffs’ attention and
attempted to instruct Plaintiffs to stop talgi but the transmission tie conversation between
Plaintiffs continued. Id. at § 34. Vandenberg admitted that she recognized that Plaintiffs’
conversation was personal in nature and did not wevofficial lllinois State Police business or a
public safety matterld. at  36.

Acting Master Sgt. Rodney Collins, who was the midnight shift commander that night,
listened to the entire conversation betweenniifés as the conversation was being transmitted
over the lllinois State PoliceGhicago North radio stationd. at § 38. Sgt. Glins realized that

the conversation between Plaintiffs did not hawgthing to do with any official lllinois State

! For purposes of the motion to dismitise Court accepts as true all of Plaintiffs’ well-pleaded factual allegations
and draws all reasonable infeoes in Plaintiffs’ favor.Killingsworth v. HSBC Bank Nevada, N.A07 F.3d 614,
618 (7th Cir. 2007).



Police business or public safety mattetd. at § 39. About 40 minutes into the private
conversation between Plaintiffs, Sgt. Collingulied out that it was MWRD personnel who were
inadvertently broadcasting over the ChicagatNa@hannel of the lllinois State Policad. at
30. Sgt. Collins then called Sgt. Patricknkedy at the MWRD, and the transmission ended
shortly after.Id. at  30. Plaintiffs allegiat the lllinois State Pale recorded the entire private
conversation between Plaintiffeut Plaintiffs do notindicate whether the lllinois State Police
always recorded the Chicago North radio chantelat § 37. Plaintiffs ab fail to indicate who
at the lllinois Sta¢ Police recorded éhconversation.

After the incident, Sgt. Collins sent an emntailhis supervisor Captain Luis Gutierrez (a
State Defendant) to doment the incident.Id. at § 43. Defendant Gutrez instructed Sqt.
Collins to open an investigation after the inciléo determine whether or not there was any
criminal violation. Id. at § 44. Defendant Gutierrez vdipaequested Karen Stec (a State
Defendant) to provide him with copy of “the communication.td. at  45. Defendant Stec had
experienced several open mic ations in the past, but hadveg recorded any other open mic
situation to a CD.Id. at | 46. After listening to the caensation, Defendant Gutierrez realized
that the conversation had nothing to do with an emergency situdtibrat § 51. Defendant
Gutierrez then gave lllinois &e Police Lieutenant Cindy Terec (a State Defendant) a CD
containing Plaintiffs’ conversation and eited her to conduct an investigatioid. Defendant
Gutierrez noted, however, that any such invesitign should be closed if the MWRD conducted
an internal investigationld.

Defendant Gutierrez did not receive a formaltten request or a subpoena from the
MWRD for the CD containing the recording tbfe private conversation between Plaintiffg.

at 1 52. Rather, Defendantritiza spoke with Kaye Heidembk (an MWRD Defendant), the



Chief of Police for the MWRD, and Defendant Tencza volunteered to give Defendant
Heidenreich the CD containinthe recording of Plaintiffsconversation, which she did on
January 22, 20151d. at § 53. After Defendant Heidenreitistened to the CD containing the
recording of Plaintiffs’ conversation, Denis®orcal (an MWRD Defendat), the Director of
Human Resources for the MWRD, was summonedédfiendant Heidenreich's office to listen to
a portion of Plaintiffs conversationld. at {{ 58-59. Defendant Kl called David St. Pierre
(an MWRD Defendant), the Executive Director of the MWRD, and oddérat copies and a
transcript of Plaintiffsconversation be maddd. at 1 59-61. The MWRD Defendants used the
recording of Plaintiffs’ convegegion to terminate Plaintiff@mployment with the MWRDId. at
11 68-69.

Plaintiffs brought this lawsuit bringing ctas under 42 U.S.C. § 1983, alleging that the
State Defendants and the MWRDefendants violated Plaintiff§1) First Amendment rights,
(2) Fourth Amendment rights, (8ue process rights, and (4) eqpabtection rights. Plaintiffs
also allege that the State Defendants #&mel MWRD Defendants wlated the Electronic
Communication Privacy Act. Fitig, Plaintiffs bring a number o$tate-law claims against all
Defendants, including Defendant Motorola. f@e the Court are Defendants’ motions to
dismiss.
. Legal Standard

The standard that the Court applies to dgfal Rule of Civil Procedure 12(b)(1) motion
to dismiss for lack of subject matter julistibn depends on the purpose of the motion. Afjmx
Digital, Inc. v. Sears, Roebuck & C&72 F.3d 440, 443-44 (7th Cir. 200@ited Phosphorus,
Ltd. v. Angus Chem. Go322 F.3d 942, 946 (7th Cir.2003n( bang, overruled on other

grounds byMinn—Chem, Inc. v. Agrium, Inc683 F.3d 845 (7th Cir. 2012). If a defendant



challenges the sufficiency of the allegationgareling subject matter jurisdiction, the Court
accepts all well-pleaded factual allegations asanstdraw all reasonable inferences in favor of

the plaintiff. SeeApex Digital,572 F.3d at 443—-44)nited Phosphoruys322 F.3d at 946. In

ruling on the motion, the distriatourt also may look beyond ehjurisdictional allegations
alleged in the complaint and take into consideration whatever evidence has been submitted on
the issue to determine if subject matter jurisdiction exisity. of Cook v. HSBC N. Am.
Holdings Inc, 136 F. Supp. 3d 952, 958 (N.D. Ill. 2015Fhe burden of proof is on the party
asserting that jurisdiction exists—here, Plaintifigl.; see als@sonzalez v. Bank of Am., N.A.

2014 WL 26283, at *2 (N.D. Ill. Jan. 2, 2014) (“theaipitiff bears the burdeaf establishing the

basis for the court’s jurisdiction”).

To survive a Federal Rule of Civil Prakge (“Rule”) 12(b)(6) motion to dismiss for
failure to state a claim upon whichlief can be granted, the complaint first must comply with
Rule 8(a) by providing “a shodnd plain statement of the alaishowing that the pleader is
entitled to relief,” Fed. R. Civ. B(a)(2), such that the defendanyiven “fair ndice of what the
** * claim is and the grounds upon which it restBell Atl. Corp. v. Twombl|y550 U.S. 544,
555 (2007) (quotingonley v. Gibson355 U.S. 41, 47 (1957)) (altéi@n in origina). Second,
the factual allegations in the colamt must be sufficient to raasthe possibility of relief above
the “speculative level.”"E.E.O.C. v. Concentra Health Servs., |it96 F.3d 773, 776 (7th Cir.
2007) (quotingfwombly 550 U.S. at 555). “A pleading thafffers ‘labels and conclusions’ or a
‘formulaic recitation of the elements of a cause of action will not déShcroft v. Igbal 556
U.S. 662, 678 (2009) (quotingvombly 550 U.S. at 555). Dismisshlr failure to state a claim
under Rule 12(b)(6) is proper “whéme allegations in a complairitpwever true, could not raise

a claim of entitlement to relief." Twombly,550 U.S. at 558. In reviewing a motion to dismiss



pursuant to Rule 12(b)(6), the Court acceptstras all of Plaintiffs’ well-pleaded factual
allegations and draws all reasonablierences in Plaintiffs’ favorKillingsworth v. HSBC Bank
Nevada, N.A.507 F.3d 614, 618 (7th Cir. 2007). HoweV#tjo survive a motion to dismiss,
the well-pleaded facts of theomplaint must allow the court to infer more than the mere
possibility of misconduct.”Langworthy v. Honeywellife & Acc. Ins. Plan2009 WL 3464131,
at *2 (N.D. Ill. Oct. 22, 2009) (citindgicCauley v. City of Chicag&71 F.3d 611, 616 (7th Cir.
2011)). Evaluating whether a “claiim sufficiently plausible to suive a motion tadismiss is ‘a
context-specific task that requires the reviegyvoourt to draw on itsugdicial experience and
common sense.”ld. (quotingMcCauley 671 F.3d at 616).
1. Analysis

A. The Eleventh Amendment

“The Eleventh Amendment provides stateshwmmunity from suits in federal courts
unless the State consents to the suiCongress has abrogatéaeir immunity.” Tucker v.
Williams, 682 F.3d 654, 658 (7th Cir. 2012) (citi®gminole Tribe v. Florid&g1l7 U.S. 44, 54
(1996)). “State agencies are treated the same as states for purposes of the Eleventh
Amendment.” Id. (citing Davidson v. Bd. of Gov®920 F.2d 441, 442 (7th Cir. 1990)). “A suit
against an official in her official capacity isquivalent to a suit against the agency she
represents.” Offor v. Illl. Dep’t of Human Serys2013 WL 170000, at *3 (N.D. Ill. Jan. 16,
2013). However, there is no Eleventh Ameedinbar to federal claims for prospective
injunctive relief against a state officia his or her official capacityEx parte Young209 U.S.
123, 155-56 (1908Bruggeman ex rel. Bruggeman v. Blagojeyi8B4 F.3d 906, 912 (7th Cir.
2003). “To seek injunctive relief, a plaintiff mushow that he is unddhreat of suffering

‘injury in fact’ that is concretand particularized; the threatust be actual and imminent, not



conjectural or hypothetical; it mubge fairly traceablé¢o the challenged action of the defendant;
and it must be likely that a favorable judicidécision will prevent or redress the injury.”
Summers v. Earth Island InsB55 U.S. 488, 493 (2009¥,asich v. City of Chicagd®2013 WL
80372, at *8 (N.D. lll. Jan.7, 2013).

The lllinois State Police aran arm of the stateg., a state agencyTucker v. Williams
682 F.3d 654, 659 (7th Cir. 2012). Thus, anynstafor money damages against the lllinois
State Police are barred by the Eleventh Amendnaangre any such claims against officials of
the lllinois State Police in their officialapacities. Plaintiff Lawlor relies o@ray v. Sanders
372 U.S. 368 (1963), to argue that the Elevetiendment does not insulate states “when state
power is used as an instrument for circumvena federally protectedgit.” [51, at 2 (quoting
Gray, 372 U.S. at 381).] However, the plaintiffs@ray sought prospectiveelief only. Thus,
Gray supports Plaintiff Lawlor's argument only tcetkextent that he seeks prospective relief.

Plaintiff Varallo implicitly recognizes thaPlaintiffs’ claims for monetary damages
against the lllinois State Police and its officiatstheir official capaities are barred by the
Eleventh Amendment, instead arguing that ha&na$ against the Illinois State Police and its
officials in their official capaties are not barred by the Eleventh Amendment because Plaintiffs
are seeking prospective injunctive religirdering Defendants to refrain from further
constitutional violations.

However, Plaintiffs lack standing to seek injunctive relief ordering the State Defendants
to refrain from further constitutional violations'To have standing for prospective injunctive
relief, a plaintiff must face a ‘reand immediate’ threat of futuiajury as opposed to a threat
that is merely ‘conjectural or hypothetical.'Simic v. City of Chicaga851 F.3d 734, 738 (7th

Cir. 2017) (quotingCity of Los Angeles v. Lyand61 U.S. 95, 102 (1983)). “Unlike with



damages, a past injury alone is insufficientegiablish standing for purposes of prospective
injunctive relief: ‘Past exposure tdlegal conduct does not insglf show a present case or

controversy regarding injunctive relief * * f unaccompanied by any continuing, present
adverse effects.”ld. (quotingLyons 461 U.S. at 95-96).

Plaintiffs’ employment with the MWRD was temated. [1, at 11 68-69.] Plaintiffs have
not alleged other facts indicatirtgat they face a real or immediate threat of future injury
resulting from any alleged misconduct on the pathefState Defendants hus, Plaintiffs lack
standing to seek injunctive refiagainst the State DefendahtMcKinney v. lllinois 720 F.
Supp. 706, 709 (N.D. Ill. 1989) (disssing claim for injunctive reliedgainst plaintiff's former
supervisor because plaintiff was no longer eyt and therefore thaleged harassment was
unlikely to recur);Berry v. lllinois Dep’'t of Human Serv2001 WL 111035, at *8 (N.D. IIl.
Feb.2, 2001) (“[T]hose plaintiffthat are no longer employed kgefendant] would not have
standing to seek an injunction modifyifdefendant’s] future conduct.”); see al€3Shea v.
Littleton, 414 U.S. 488, 495-96 (1974) (“Raxposure to illegal condudoes not in itself show
a present case or controversy regardingniciive relief, however, if unaccompanied by any
continuing, present adverse effects.”). Accordingglaintiffs’ claims against the lllinois State
Police and Plaintiffs’ claims against officials thie lllinois State Police (Defendants Major Luis
Gutierrez, Lieutenant Cynthia Tencza, and K&Bec) in their officialcapacities are dismissed

with prejudice.

2 The Court notes that the Elwth Amendment bars state-law claims agatate officials in their official capacity,
regardless of the relief souglftennhurst State Sch. & Hosp. v. Haldermd@5 U.S. 89, 106 (1984), unless the
State has waived its ElewbnAmendment immunity MCI Telecommunications Corp. v. lllinois Bell Tel. C222

F.3d 323, 337 (7th Cir. 2000). Plaintiffs have not argued that the State waived its Eleventh Amendment immunity.
Thus, even if Plaintiffs had standing to seek injuncteiéef, the Eleventh Amendment would still bar Plaintiffs’
state-law claims against the State Defendants.



B. Municipal Liability

In order to find a municipality liable under1®83, Plaintiffs must @ve that a municipal
policy or custom caused their injurity of St. Louis v. Praprotnjld85 U.S. 112, 121 (1988);
Pembaur v. Cincinnati475 U.S. 469, 480-81 (1986). Ths because “[m]unicipalities are
answerable only for their own decisions and pes$cthey are not vicariously liable for the
constitutional tort of their agents.”Auriemma v. Rice957 F.2d 397, 399 (7th Cir. 1992)
(quotingMonell v. New York Dep'’t of Soc. Serv36 U.S. 658 (1978)). “When a plaintiff sues
an individual officer in his offi@al capacity, the suit is treated éighe plaintiff has sued the
municipality itself.” Pourghoraishi v. Flying J, Inc.449 F.3d 751, 765 (7th Cir. 2006), as
amended on denial of reh'g (May 25, 2006) (cititentucky v. Grahamd73 U.S. 159, 165-66
(1985)). The MWRD is a municipty for the purposes of § 1983Hewitt v. Metro. Water
Reclamation Dist. of Greater Chicag®002 WL 31176252, at *3 (N.DIl. Sept. 30, 2002).

Courts have identified three y&in which a municipality cabe liable to a plaintiff for a
civil rights violation resulting from government policy:

(1) an express policy that, when enforced, causes a constitutional deprivation;

(2) a widespread practiceadtt) although not authorizday written law or express

municipal policy, is so permanent and well-settled as to constitute a custom or

usage with the force of law; or (3) atlegation that the constitutional injury was

caused by a person with finaolicymaking authority.
Baxter v. Vigo County School Cor26 F.3d 728, 735 (7th Cit.994) (internal quotations and
citations omitted). Plaintiffs do not allegeyapolicy or practice othe MWRD that led to
Plaintiffs’ alleged civil rights violation. Accondgly, Plaintiffs’ claims against the MWRD and

Plaintiffs’ claims against officials of the MRD (Kaye Heidenreich, David St. Pierre, and

Denise Korcal) in their official capaas are dismissed without prejudice.



C. Constitutional Claims
I First Amendment

Count | alleges that the State Defendamnid the MWRD Defendantgolated Plaintiffs’
First Amendment right to free speech. The complalleges that the State Defendants’ decision
“to record the Plaintiffs’ private conversatianthout their knowledge and permission” and “to
disseminate the recording dflaintiffs’ private conversain without their knowledge and
permission violated” theiFirst Amendment rights to free speedh, at 11 82-83.] Based on the
limited allegations in the complaint, the basi$tdintiffs’ First Amendment claim is not entirely
Clear.

The MWRD Defendants understoBthintiffs to be raising &irst Amendment retaliation
claim and moved to dismiss thetakation claim, arguing that Plaintiffs fail to allege facts
establishing necessary elements of a First Amendment retaliation claim. The State Defendants
understood Plaintiffs to be raising a FirAmendment claim based on a purported First
Amendment right not to have tih@onversation recordeghd/or disseminated and also moved to
dismiss the claim, arguing that there is no cleastablished First Amendment protection against
the recording and/or dissemtitn of a private conversation.In responseto the MWRD
Defendants’ motion to dismiss, Ri#if Lawlor conceded that theomplaint fails to state a First
Amendment claim against the MWRD Defendanl, at 26.] Although Plaintiff Varallo does
not make a similar concessid®laintiffs’ First Amendment claim against the State Defendants

and the MWRD Defendants faillsder both interpretations.

% The docket entry for the responsediley attorney Alexander Mhael [51] indicates that the response was filed on
behalf of Plaintiff Lawlor. However, the response stimes refers to plural “Plaintiffs"—indicating that the
response was filed on behalf of both Plaintiff§1.] For example, the response states tR&iftiffs concede that

while although [sic] Count | is properly plead against other defendants, it does not apply to MWRDabisténd

[51, at 26 (emphasis added).] BesaPlaintiff Varallo filed a separatesponse—through his attorneys Daniel
Austin and Dennis Berkson—that specifically adopts only portions of the response filed by Mr. Alexaader, t
Court assumes that the brief filed by Mr. Michael raises arguments only on behalf of Plaintiff Lawlor. Given that

10



In order to bring a First Amendment resion claim in the employment context,
Plaintiffs must show that (1) their speech was a matter of public concern, and (2) their speech
played at least a substantial part in the emplsy@ecision to take adverse action against them.
Gustafson v. Jone290 F.3d 895, 906 (7th Cir. 2002). “Ifetiplaintiffs can carry their burden
on these two elements, the defendants can oelyaprif they prove by a preponderance of the
evidence that the government'sdarest, as an employer, iffieiently providing government
services outweighs the employees’ First Amendment interests, or if they can prove that they
would have disciplined the employeesrvn the absence of the speechd (citing Klunk v.

County of St. Josephi70 F.3d 772, 775 (7th Cir. 1999)). H& stronger the employee’s interest
in speaking, the more substan@akhowing the state must makejustify its restriction of that
speech.” Gustafson290 F.3d at 909 (citingvaters v. Churchill511 U.S. 661, 675 (1994)). In
Pickering v. Board of Education of Township High School District, Z%L U.S. 563, the
Supreme Court set forth the fad to consider in this balancing test. SpecificalBickering
contemplates a highly fact-specific inquiry intm@amber of interrelatetactors: (1) whether the
speech would create problems in maintaindigcipline or harmony among co-workers; (2)
whether the employment relatiship is one in which persdnbyalty and confidence are
necessary; (3) whether the speech impeded theogegds ability to perfan her responsibilities;
(4) the time, place, and manner of the speech; (5) the context within which the underlying
dispute arose; (6) whether the matter was onwtich debate was vital to informed decision-
making; and (7) whether the speaker should be regarded as a mentergeheral public.”

Gustafson290 F.3d at 909 (citinGreer v. Amesqu&12 F.3d 358, 371 (7th Cir. 2000)).

Mr. Michael has filed an appearance on behalf of botm#tffai [43], the Court askshat Mr. Michael clearly
indicate in future filings whether he is acting on behaliath Plaintiffs or on behalf of a single Plaintiff.

11



Plaintiffs here fail to allge facts establishinthat their speech vgaa matter of public
concern. Plaintiffs do not incledany allegations about the sulpsta of their conversation, other
than to assert that it was “a pate conversation.” [See, e.g. 1f8tl.] Plaintif VVarallo argues
that “there is no basis to asstrat the free speech of Plaintified not involve a matter of public
concern.” [55, at 5.] Plaintiff Varallo furer argues that dismidsa inappropriate, aRickering
requires a fact-specific analysisld. However, the application of thickering balancing
analysis only is necessary once Plaintiffs havet their initial burden of establishing that
(1) their speech was a matterpiblic concern, and (2) their spequalyed at least a substantial
part in the employer’s decision take adverse action against thefrhus, Plaintiffs must allege
facts sufficient to establish that theorwersation was a matter of public concekfilsap v. City
of Chicagg 2018 WL 488270, at *4 (N.D. Ill. Jan. 19018) (dismissing First Amendment
retaliation claim because plaintiff did not allegatthis speech was a matter of public concern).
Plaintiffs fail to do so here.

To the extent Plaintiffs seek to bring a First Amendment claim based on a purported First
Amendment right not to have their conversation réed and/or disseminated, Plaintiffs also fail
to state a claim. With resgeto the MWRD Defendants, Pldifis do not allege that they
recorded or disseminated theiivaite conversation. Furthermotthere is no stand-alone First
Amendment right not to have arversation recorded and/or disseated. Plaintiffs do not cite
to—and the Court is not awapgé—any cases establishing sulstand-alone right.

Even if there were a right not to havengersations recorded and/or disseminated, the
State Defendants would be entitlo qualified immunity onray First Amendment claim based
on such a right. “The qualified immunity defens designed to protect government agents

‘from liability for civil damages insofar as their conduct doaset violate clearly established

12



statutory or constitutionaights of which a reasonable person would have knowiKHox v.
Smith 342 F.3d 651, 657 (7th Cir. 2003) (quotingrlow v. Fitzgerald 457 U.S. 800, 818
(1982)). To determine the availability of quedd immunity in a particular case, the Court
engages in a two-step inquiry. “The initial, tineld question is whethéne facts, taken in the
light most favorable to the platff, show that the official’s conduct violated a constitutional
right.” 1d. (citing Saucier v. Katz533 U.S. 194, 201 (2001)). If a constitutional right is violated,
then the Court “must determine if that right was clearly established at the time of the alleged
violation.” 1d. (citing Finsel v. Cruppenink326 F.3d 903, 906 (7th Cir. 2003)). This inquiry is
flexible, however, and the Court may decidatthonduct did not violata clearly established
constitutional right without deciding if aonstitutional right was violated at allPearson v.
Callahan 555 U.S. 223, 242 (2009). Furthermorehetclearly established law must be
‘particularized’ to the facts of the caseWhite v. Pauly 137 S. Ct. 548, 552 (2017) (quoting
Anderson v. Creightqr83 U.S. 635, 640 (1987)).

As discussed above, the parties have itetle-and the Court is not aware of—any cases
recognizing that it is a violatioof the First Amendment to recoashd/or disseminate a recording
of a conversation, much less argses clearly estabtimmg a First Amendent violation under
the particular facts of thisase. Thus, the State Defendaahd the MWRD Defendants are
entitled to qualified immunity th respect to this theory.

In sum, Count | is dismissed. To the extBintiffs’ First Amendment claim is based
on the purported First Amendment right not have their conversation recorded and/or
disseminated, Plaintiffs’ First Amendment claisndismissed with prejudice, as it would be
futile to allow Plaintiffs to bring a First Amé@ment claim based on this legal theory. To the

extent Plaintiffs bring a First Amendment retaliation claim, Plaintiffs’ First Amendment claim is

13



dismissed with leave to replead any such claiat #hnot barred by the Eleventh Amendment, as
discussed above.
. Fourth Amendment

Count Il alleges that the State Defendamis the MWRD Defendantdolated Plaintiffs’
Fourth Amendment rights. The Fourth Amendnyaotects “the right of the people to be secure
in their persons, houses, papers and effectspnsiganreasonable searches and seizures.” To
state a § 1983 claim for a Fourth Amendment viofgtPlaintiffs must plasibly allege that: (1)
there was a search or seizure; andt{2)search or seizure was unreasonalliegara v. City of
Chicagq 897 F. Supp. 355, 358 (N.D. Ill. 1995). “A&th Amendment search occurs when the
government violates a subjectivepextation of privacy that satly recognizes as unreasonable.”
(alteration and quotatomarks omitted). United States v. Scot¥31 F.3d 659, 663 (7th Cir.
2013). A “seizure” for the purposes of the “Fouimendment occurs when a person’s freedom
of movement is restrained either by meahphysical force or show of authorityCarter v. City
of Milwaukee 743 F.3d 540, 543 (7th Cir. 2014) (quatatimarks omitted), or “when there is
some meaningful interference with an indival's possessory interests in that propertyriited
States v. JacobsedA66 U.S. 109, 113 (1984).

Defendants argue that Plaintiffs fail to allege facts establishing that they had a reasonable
expectation in privacy. “A reasable expectation of privacy exists when ‘(1) the complainant
exhibits an actual (subjgee) expectation of privacy and, (&)e expectation is one that society
is prepared to recogre as ‘reasonable.’United States v. Rute5 F.3d 599, 604 (7th Cir.1995)
(quoting United States v. Myergl6 F.3d 668, 669 (7th Cir. 1995 The Supreme Court has
recognized that “some government offices magdepen to fellow employees or the public that

no expectation of privacy is reasonabl€&@’Connor v. Ortega480 U.S. 709, 717-18 (1987). If

14



the area that was searched was given over tngiloyee’s exclusive use, courts are likely to
uphold that employee’s expectationprfvacy as objectiely reasonable Plock v. Bd. of Educ.

of Freeport Sch. Dist. No. 14545 F. Supp. 2d 755, 757 (N.D. Ill. 2007). A person objecting to
the search of a particular area bears the buafeestablishing “a legitimate expectation of
privacy’ in the area searchedRawlings v. Kentucky48 U.S. 98, 104 (1980) (quotik@tz v.
United States389 U.S. 347 (1967)); see alsove v. City of Chicagol998 WL 60804, at *9
(N.D. lll. Feb. 6, 1998).

Plaintiffs allege that thewere on duty at the MWRD’s Stickney plant when they had the
conversation that was allegedly intercepted ke Ithnois State Police. [1, at §{ 29-30.] But
they do not allege any facts indicafithat they were in a private arefbthe plant. Plaintiff bears
the burden of establishing that they leategitimate expectation of privacysonzalez-Koeneke
v. Rockford Dist. 2052014 WL 11370445, at *2 (N.D. llDune 16, 2014) (dismissing Fourth
Amendment claim where the plaintiff failed tdege facts showing thathe had a reasonable
expectation of privacy that s@ty recognizes as reasonable)aiftiffs fail to do so here.

Defendants also argue that@Ritiffs’ Fourth Amendment claim fails because Plaintiffs
fail to allege facts sufficient to establish any mienal search or seizure. In order to state a
§ 1983 claim against Defendants for violating Riéfis’ Fourth Amendment rights, Plaintiffs
must allege intentional conduah the part of Defendant8Bublitz v. Cottey327 F.3d 485, 488
(7th Cir. 2003). Defendants further argue that if they did not intentionally intercept Plaintiffs’
conversation, their subsequent recordingl atissemination of that conversation did not
“transform their actions inta search.” [33, at 16 (quotingnited States v. Thompsdill F.3d

944, 949-50 (7th Cir. 2016)).]

15



Plaintiffs concede that “there is nothingaththe [State Defendants] could have done
about initially overhearing [Plaintiffs’ convgation] because it came upon them through no
action of their own,” but Plairffs argue that the State Defendants “did not need to record,
transcribe, and disseminate the tape.” [51, &b5/7;at 7 (incorporating Vfallo’s response).] In
other words, Plaintiffs admit &t the State Defendants did matlate the Fourth Amendment by
listening to Plaintiffs’ conversain, but argue that the State fBedants did violate the Fourth
Amendment by recording, trandaing, and disseminating theggof the conversation.

In making this argument, Plaintiffs rely &alter v. United Statesvhich held that the
government violated the defendants’ Foumendment right to privacy by viewing
pornographic films turned over by a third-partjtheut obtaining a search warrant. 447 U.S.
649, 656 (1979). IWalter, sealed packages containing films depicting sexual activities were
incorrectly shipped to a privatcompany by a private carriedd. at 651. Employees of the
private company opened the package and discovénes with suggestivelrawings on one side
and explicit descriptions of the cemts of each film on the other sid&d. at 652. One of the
employees tried to view portions of a film by hiolglit up to the light, buthe images were too
small to be examined by the naked ey&. The employees then called the FBI, who picked up
the packages.ld. The FBI viewed the contents tife tape without obtaining a warrankd.
After the tapes were used to convict the dedensl of federal obscenitharges, the defendants
challenged the government’s use of the filngs. Even though a plurality of the Supreme Court
recognized that a wrongful search or seizewaducted by a private pgrtdoes not rise to a
constitutional violatiorof the Fourth Amendment, it concluti¢hat the FBI violated the Fourth
Amendment by expanding the scope of the search conducted by the employees of a private

company. The plurdl explained:
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If a properly authorized official seardh limited by the particular terms of its

authorization, at least the same kindstrict limitation must be applied to any

official use of a private p&/’s invasion of another pson’s privacy. Even though

some circumstances—for example, if theules of the private search are in plain

view when materials are turned ove&y the Government—may justify the

Government’s re-examination of the nréés, surely theGovernment may not

exceed the scope of the private seaurtess it has the right to make an

independent search. In these casesptivate party had not actually viewed the

films. Prior to the Government scréeg one could only draw inferences about

what was on the films. The projectiontbg films was a significant expansion of

the search that had been conducted ipusly by a private party and therefore

must be characterized aseparate search.

Id. at 657 (internal citeons omitted). InValter, the government did not know what they would
find on the films. Even though the governmeatlld speculate about what was on the films,
neither the government nor the third party tharaa the package could testify as to the content
of the films. Here, Plaintiffs’ conversation waiesented to certain Ségabefendants. The State
Defendants who were lawfully listening to Piifs’ conversation could testify as to the
contents of the conversationPlaintiffs do not allege thabDefendants conduadeany search
beyond a re-examination of the materials presented to them.

Plaintiffs point to language idustice White’s concurring apon, indicating that even if
the third party had viewed the films, the government still would have needed a warrant for any
subsequent viewings of the film. [51, at 6-/However, later Supreme Court decisions have
rejected this position.

In United States v. Jacobsahe employees of a private freight carrier observed a white
powdery substance, which was originally conedalithin eight layersof wrappings, during
their examination of a damaged packadé6 U.S. 109, 111 (1984). “They summoned a federal
agent, who removed a trace of the powder, subjetteda chemical test and determined that it

was cocaine.” Id. After being convicted opossession of an illegal substance with intent to

distribute, the defendants chaltged their conviction on the groutitht the agent’s examination
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of the box violated the Fourth Amendmenmd. It was not clear wheer the powder was visible
to the agent when he arrived on the scene thimitCourt concluded thdfe]ven if the white
powder was not itself in ‘plainiew’ because it was still encled in so many containers and
covered with papers, there wawigual certainty that nothing & of significance was in the
package and that a manual inspection of the anmkits contents wouldot tell him anything
more than he already had been toltd” at 119. The Court reasoned:

Respondents do not dispute tifa@ Government coulditlize the Federal Express
employees’ testimony concerning the contentthefpackage. If that is the case,

it hardly infringed respondesitprivacy for the agents to reexamine the contents
of the open package by brushing asidgwanpled newspaper and picking up the
tube. The advantage the Governmernhge thereby was merely avoiding the
risk of a flaw in the emloyees’ recollection, rathehan in further infringing
respondents’ privacy. Protatg the risk of misdescrijpn hardly enhances any
legitimate privacy interest, and is nptotected by the Fourth Amendment.
Respondents could have no privacy intereshéncontents of tnpackage, since it
remained unsealed and since the Federal Express employees had just examined
the package and had, of their own accamdited the federal agent to their offices
for the express purpose of viewing its @nts. The agent’s viewing of what a
private party had freely made availalita his inspection did not violate the
Fourth Amendment. Similarly, the removal of the plastic bags from the tube and
the agent’s visual inspection of their cemits enabled the agent to learn nothing
that had not previouslyden learned during the prieasearch. It infringed no
legitimate expectation of privacy antence was not a “search” within the
meaning of the Fourth Amendment.

Id. (internal citations omitted). As long astigjovernment does “not exceed the scope of the
private search, [the government] may view oplicate the results of that search without
violating the Fouh Amendment.” United States v. Sheltpd18 F. App’x 514, 517 (7th Cir.
2011) (citingUnited States v. Jacobset66 U.S. 109, 113-16 (1984Y)nited States v. HallL42
F.3d 988, 993 (7th Cir.1998)yalter, 447 U.S. at 656. Thus,tlaugh Plaintiffs rely oiwWalter

to argue that additional layers of governmenbcheeded a warrant tecord, transcribe, and
disseminate their conversatiowalter does not establish thatetlState Defendants’ conduct

violated the Fourth Amendment.
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Furthermore, a long line of cases hold tth&t recording or transmitting of a conversation
legally overheard does not violate the Fourth Amendment. eSgdJnited States. v. Whitd01
U.S. 745, 751 (1971) (“If the conduct and revelations of an agent operating without electronic
equipment do not invade the defendant’s constitutionally justifiable expectations of privacy,
neither does a simultaneous recording of the seongersations made hige agent or by others
from transmissions received from the agentwtbom the defendanis talking and whose
trustworthiness the defendant necessarily riskblijted States v. ThompsdiLl F.3d 944, 949
(7th Cir. 2016) (“[W]hen the informant discoversormation from where he is lawfully entitled
to be, the use of a recording device to accuratapture the events does not vitiate the consent
or otherwise constitute an unlawful searchUiited States v. Miller720 F.2d 227, 228 (1st Cir.
1983) (“Nor, equally, when one is lawfully listeugi to a conversation, isdle a violation merely
because, unknown to the othertgahe records it.” (citind.opez v. United State873 U.S. 427,

439 (1963));cf. Matter of John Doe Trader No. Oné22 F. Supp. 413422 (N.D. lll. 1989)
(“Where a tape recorder is used to record a conversation which the government agent is unable to
overhear with his naked ear, a diffiersituation is presented. There, the tape recorder can be the
means of ‘acquiring’ the conversation, nanply the means of preserving it.” (quotiKgtz v.

United States389 U.S. 347 (1967)).

Plaintiffs argue that these essare distinguishable becauke plaintiffs in those cases
consented to speak with the pmrgecording or transmitting th@rversation. [5lat 5; 55, at 7
(incorporating Varallo’s responsg) Although it is true that these cases involved consensual
conversations with a governmahtagent or informant, thesmases also recognize “the long-
standing constitutional principle that a person does not have a constitutional right ‘to rely on

possible flaws in [an] agent’s memory[.]"Thompson 811 F.3d 944, 950 (quotingopez v.
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United States373 U.S. 427, 439 (1963)). Furthermora]t‘fs settled that ‘once police are
lawfully in a position to observan item first-hand, its owner’s paey interest in that item is
lost.” United States v. William§37 F.2d 594, 606 (7th Cir. 1984) (quotilisnois v. Andreas
463 U.S. 765, 772 (1983)). Given that Plaintiéiesncede that the State Defendants lawfully
listened to their conversation, Plaintiffs fail to allege that the dafiendants violated the
Fourth Amendment by recording their conversation.

Since it did not violate the Fourth Amendrhém record the conveaiion, it also did not
violate the Fourth Amendment to tranbe or disseminate the recordingabara v. Webster
691 F.2d 272, 279 (6th Cir. 1982) (“We do not bedighat an expectain that information
lawfully in the possession of government agency will not bisseminated, without a warrant,
to another government agency is an expemtathat society is preped to recognize as
reasonable.”)United States v. Josep829 F.2d 724, 728 (9th Cir. 1987) (“Federal examination
of evidence in the state’s poss®n does not constitute amdependent search requiring the
execution of a search warrant.”). Nor didviblate the Fourth Amendment for the MWRD
Defendants to use a tapattlit lawfully acquired.

In sum, because Plaintiffs cannot estdblivat the State Defeants or the MWRD
Defendants violated their Fourth Amendmegthts by recording a conversation that the State
Defendants lawfully overhead, Plaintiffs Fourth &mament claim is dismissed with prejudice.

Iii. Due Process

Count 1l alleges that the State Defentta and the MWRD Defendants violated
Plaintiffs’ due process rightsThe complaint does not indicatéhether Plaintiffsare purporting
to bring a procedural due pess or a substantive due pregeclaim against Defendants.

Regardless, Plaintiffs fail to seaf claim under either theory.
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Procedural due process imposes constraints on government actions which deprive an
individual of “liberty” or “property” interests within the meaning of the Fourteenth
Amendment’s Due Process Clause. $tghews v. Eldridge424 U.S. 319, 332 (1976). To
state a claim for a violation gfrocedural due process, Plaintiff must allege (1) a cognizable
property interest; (2) a deprivatiasf that property interest; an@) a denial of due process.
Price v. Bd. of Educ. of City of Chit55 F.3d 605, 607 (7th Cir. 2014) (quotikbgan v. Bland
630 F.3d 519, 527 (7th €i2010)); see alsMlichalowicz v. Vill. of Bedford Parl628 F.3d 530,
534 (7th Cir. 2008) (plaintiff must allege “a de@iwn of a protected intest” and “insufficient
procedural protections sounding the depration”).

Defendant Varallo argues that he had a prypmterest in his employment with the
MWRD. [55, at 7.] Although Varallo was aemployee of the MWRD, he was still a
probationary officer on January 18, 2015. [1, at §16.] “To hapeperty interest [in public
employment] a person clearly must have more #rambstract need or desire for it. He must
have more than a unilateral expectation of He must, instead, have legitimate claim of
entitlement to it.” Bd. of Regents of State Colls. v. RoA88 U.S. 564, 577 (1972). The
existence and dimension of a property irgéris determined by looking to state lawd.
Pursuant to the MWRD Act, the Executive Qi@ of the MWRD may terminate a probationary
appointee “at any time during tiperiod of probation” and any sl termination “shall be final
and not subject to review.” 70 ILCS 2608/4. “[A]s a general e, probationary police
officers do not have property imésts in their employment.”Lewis v. Harris 965 F. Supp.
1179, 1183 (C.D. lll. 1997) (collecting lllinois cases); see Risdd v. Nolan663 F.3d 287, 296
(7th Cir. 2011) (“It iswell-settled that probationary pubkamployees do not possess a property

interested in continued employment and thus heveght to proceduralue process before their
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employment may be terminated.XJadala v. Civil Serv. Bd. of Metro. Sanitary Dist. of Greater
Chicagqg 366 N.E.2d 558, 560-61 (lll. App. 1977) (“[A] probationary employee may be
discharged without a hearing. To hold that qti#fi is entitled to a hearing would negate the
purpose of the probationary period.” (internghttons omitted)). Varallo has not cited any
authority or fact that would indicate that he has a property interest in his probationary
employment sufficient to overcome this general ruld. Lewis v. Hayess05 N.E.2d 408 (lll.

App. Ct. 1987) (concluding plaintiff had a protectapleperty interest in his employment as a
probationary officer because tlapplicable rules specifically prescribed procedures for the
removal of probationary employees). Thus, Varbfs not alleged facts sufficient to establish a
property interest in his posith as a probationary officer.

Even if Varallo could establish that he hadroperty interest in his employment as a
probationary officer, both Plaifits—including Varallo—fail to allege facts establishing that the
State Defendants deprived them of any propertgrést in their employment. Indeed, Lawlor
does not even respond to the Stafendants’ argument that Plaffg fail to allege that the
State Defendants played only role in any allegqatidation, instead requesting leave to amend.
[51, at 27.] Varallo does resporult fails to cite ay case or authority supporting his argument
that the State Defendants deprived him of h@pprty interest in hiemployment even though
Plaintiffs have not alleged that the State Defetslplayed any role in the decision to terminate
Plaintiffs’ employment. Plainffis were not employed by the llliriState Police. And Plaintiffs
do not allege that either the Illinois State Policeany of its employeeglayed any role in the
decision to terminate Plaintiffs’ employment. edause Plaintiffs do not allege that the State
Defendants played any role in the decision tonteate Plaintiffs’ employment, Plaintiffs fall

sufficiently to allege their procedural dugrocess claim against é¢hState Defendants.
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Horstmann v. St. Clair Cty295 F. App’'x 61, 62 (7th Cir. 2008) (holding thaiptiff failed to
state a procedural due process claim becausdetfiemdants had no role in the hiring or firing
decisions at issue).

Plaintiff Varallo also arguethat the MWRD Defendants dexd him the opportunity for a
“name-clearing” hearing, whiche argues negatively impactéés employment opportunities.
[55, at 8.] In other words, &htiff Varallo argues that thelWRD Defendants deprived him of
his occupational liberty. However, in orderliong a due process claim based on an alleged
deprivation of occupational liberty,paintiff must allege that he s longer able to obtain a job
in his chosen professiombcarian v. McDonald617 F.3d 931, 941 (7th Cir. 2010). Although
Plaintiff Varallo argues that he “no longer cataat gainful employment in his life long career
as a police officer[,]” [55, at 8], there are no factual allegations in the complaint supporting that
assertion.

Furthermore, in order to survive a motion dsmiss an occupational liberty interest
claim, a plaintiff must allege that the infortiman disseminated about him was false. Where, as
here, a plaintiff fails to allege that the charge®led against him were fashe cannot maintain
an action for a deprivation of his occupational liberGlark v. Maurer 824 F.2d 565, 566 (7th
Cir. 1987) (affirming dismissal of occupationdderty due process clai where the complaint
failed to allege that the charges against the plaintiff were faseljff v. City of Milwaukege795
F.2d 612, 626 (7th Cir. 1986) (“If the employdees not challenge the truthfulness of the
stigmatizing charges, there is no purpaésethe name clearing hearing.”); see aSodd v.
Velger, 429 U.S. 624, 628 (1977) (per curiam ) (guwecess requires hearing on discharge of

government employee “if the employer creates and disseminates a false and defamatory
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impression about the employee imoection with his termination”)Thus, to the exent Plaintiff
Varallo seeks to bring an occujmmal liberty interest claimhis due process claim fails.

Turing to substantive due prass the Seventh Circuit has digd that the right “is very
limited.” Viehweg v. City of Mount Oliy&59 F. App’x 550, 552 (f Cir. 2014) (quotingun v.
Whitticker, 398 F.3d 899, 900-02 (7th Cir. 20p5“This sort of claim idimited to violations of
fundamental rights and emploent-related rights arnot fundamental, an alleged wrongful
termination of public employmens not actionable as a vitlkan of substantive due process
unless the employee also alleges the defendamisted some other constitutional right or that
state remedies were inadequat®alka v. Shelton623 F.3d 447, 453 (7th Cir. 2010) (internal
citations omitted); see al®elcher v. Norton497 F.3d 742, 753 (7th Cir. 200Rjpntgomery v.
Stefaniak410 F.3d 933, 939 (7th Cir. 2005). Plainthtsve not identified any fundamental right
that Defendants aligdly violated.

Without the violation of a fundamental righiRjaintiffs must prove that public officials
abused their power, and thereby violated substuatixe process, with behar that “shocks the
conscience.” SeRochin v. California342 U.S. 165, 172 (1952Yiehweg 559 Fed. App’x. at
552;Geinosky v. City of Chicag675 F.3d 743, 750 (7th Cir. 2012). Plaintiffs do not allege that
any defendants engaged in behatat “shocks the conscience.”

Finally, “[w]lhere a particular Amendmenprovides an explicittextual source of
constitutional protection against a particulart s government behavior, that Amendment, not
the more generalized notion of ‘substantive dumcess,” must be the guide for analyzing these
claims.” Albright v. Oliver 510 U.S. 266, 273 (1994). BecauBhkintiffs are challenging
Defendants’ conduct under the First and FourtheAdments, it is unnecessary for the Court to

address Plaintiffs’ claims in the terms of substantive due prodésstnik v. Brown 456 F.3d

24



777, 781 n.2 (7th Cir. 2006) (holding that distredurt properly dismissed substantive due
process claim where plaintiff challenged defants’ conduct under the First Amendment);
McCann v. Mangialardi337 F.3d 782, 786 (7th Cir. 2003) (“The Supreme Court has made it
clear that a substantive due process claim nmybe maintained when a specific constitutional
provision (here the Fourth Amendment) présethe right allegedgl violated.” (citing United
States v. Laniger520 U.S. 259, 272 n. 7 (199Graham v. Connqr490 U.S. 386, 394 (1989))).
Thus, Plaintiffs fail to state a procedural duegass or a substantivealprocess claim against
the State Defendants or the MWRD DefendantSount Il thereforeis dismissed without
prejudice.
\Y2 EqualProtection

Count IV alleges that the State Defentta and the MWRD Defendants violated
Plaintiffs’ constitutional right to equal protectioithe Equal Protection Clause of the Fourteenth
Amendment protects individuals from govermta discrimination. The typical equal
protection case involves disgrination by race, national origi or sex; however, the Equal
Protection Clause also prohibitee singling out of a person for different treatment for no
rational reason. A claim that the government singlgdhintiff out for diffeent treatment for no
rational reason is referred to as a class-of-one cldarmuth v. City of Chicagal3 F. Supp. 3d
889, 893 (N.D. Ill. 2014). The classic class-of-a&@m is illustrated when a public official,
“with no conceivable basis for his action otheartrspite or some other improper motive * * *
comes down hard on a haps private citizen.’Lauth v. McCollum424 F.3d 631, 633 (7th Cir.
2005); see als8wanson v. City of Chetekl9 F.3d 780, 784 (7th Cir. 2013).

To state an equal protectiorarh based on a class-of-one thea plaintiff must allege

that he has been “intentionallyeaited differently from others similarly situated and that there is
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no rational basis for the difference in treatmert” at 601-02 (quotinill. of Willowbrook v.
Olech 528 U.S. 562, 564 (2000)). Defendants hameved to dismiss Plaintiffs’ equal
protection claim, arguing that &ttiffs fail sufficiently to allege (1) that similarly situated
individuals were treatk differently, or (2) that Defendants acted with the requisite animus—
without any rational basis. In addition, Plaintifffust demonstrate as an essential element of
their equal protection claim that they wéreated differently than someone who jsifna facie
identical” in all relevant respectfurze v. Vill. of Winthrop Harbe286 F.3d 452, 455 (7th Cir.
2002).

Plaintiffs fail sufficiently to allege class-@ine (or in this case, a class-of-two) equal
protection claim against the MWRD Defendantsaimllffs allege that they “have been treated
differently than similarly situated individuals wh Plaintiffs’ private conversation was utilized
and relied upon by [the MWRD Defenutsg] to terminate the employmieof Plaintiffs.” [1, at
1 125.] Plaintiffs further allegthat they “have been treated difatly than similarly situated
individuals when the CD with Plaintiffs’ prate conversation was given to the media by” the
MWRD Defendants. Id. at §124. However, Plaintiffdo not allege facts beyond these
conclusory assertions establistpithat any similarly situateperson was treated differently by
the MWRD Defendants.

The complaint does reference a 2013 denisby Defendant Korcal not to use as
evidence a recording made by a female offaerusing a co-worker of creating a hostile work
environment in an investigation of the canker's conduct because the recording was made
without the co-worker's knowledge or perm@si [1, at Y 64-65.] But this point of

comparison is not enough to support Plaintiffass-of-one equal protection claim.
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The Seventh Circuit has heldati'even at the pleading stagelass-of-one plaintiff must
negate any reasonably concdilastate of facts that caliprovide a rational basis.Jackson v.
Vill. of W. Springs612 F. App’x 842, 846-47 (7th Cir. 201&)uotations omitted). As long as
the Court can “come up with a rational basis fer ¢hallenged action, that Wpe the end of the
matter—animus or no.”Id. A “presumption of rationality attaches to government action
challenged in class-of-one claim&lying J Inc. v. City of New Haveb49 F.3d 538, 548 (7th
Cir. 2008) (affirming dismissal oflass-of-one claim based orapitiff's failure “to overcome
the presumption of rationalityhat attaches to governmenttians in a class of one equal
protection case”).

Here, the Court can conceive of many aaéil bases for excluding recording of an
employee made be a fellow employee, but natuehing a recording made by the lllinois State
Police. For example, an employer might neant to appear tcendorse an employee
surreptitiously recording a co-worker. Sucltancern would not be at issue with a recording
received from the lllinois State Police. Plaintitierefore have failed to allege facts establishing
the necessary elements of their classtod-claim against the MWRD Defendants.

Furthermore, the Supreme Court has explidityd that “a ‘class-of-one’ theory of equal
protection has no place in the pebémployment context."Engquist v. Oregon Dep’t of Agr.
553 U.S. 591, 594 (2008). In so holding, the Supr€aurt considered the “traditional view of
the core concern of the Equal Protection clause stsield against arbitrary classificationdd.
at 598. In acting as an employer, the governmextti®ns “by their nature involve discretionary
decision making based on a vast array of subjective, individualized assessndnist’603.
Thus, “[tjo treat employees differently is not tdassify them in a way that raises equal

protection concerns,” but rather, “it is simpy exercise the broad discretion that typically
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characterizes the employemployee relationship.” Id. at 605. To allow a class-of-one
challenge in these circumstances “would underrtineevery discretion thaguch state officials
are entrusted to exerciseld. at 603. Accordingly, Count IV dhe complaint is dismissed with
prejudice as to the MWRD Defendants.

Plaintiffs also fail sufficiently to allege @ass-of-one equal pmttion claim against the
State Defendants. Plaintiffs allege that they thbeen treated differently than similarly situated
individuals when the Plaintiffgrivate conversatiomvas copied to a Cby Defendants lllinois
State Police, Gutierrez, Tencaad Stec, and a criminal investigation was commenced by the
lllinois State Police.” [1, at § 172. This allegation is insufficidnto establish that Plaintiffs
were treated differently than someone who psifia facieidentical” in all relevant respects.
Accordingly, Count IV of thecomplaint is dismissed withouprejudice as to the State
Defendant$.

D. Electronic Communication Privacy Act

Count V alleges that the State Defendaswtsl the MWRD Defendants violated the
Electronic Communication PrivacyAct (“Wiretap Act”). “The Wiretap Act prohibits
intentionally interceping an oral conversation, agell as intentionallydisclosing or using the
contents of such a conversatiwwhile having reason to know thiatwas unlawfully intercepted.”
McCann v. lroquois Mem’l Hosp622 F.3d 745, 751 (7th Cir. 2010) (internal citations omitted).
The Wiretap Act defines “intercept” to mean “tharal or other acquisith of the contents of
any wire, electronic, or oral communicatiomahgh the use of any electronic, mechanical, or

other device.” 18 U.S.C. § 2510(4).

* Although the Court is dismissing Plaintiffs’ equal préi@e claim against the MWRD Bendants with prejudice,
this is because of the Supreme Court’s holding that “a ‘class-of-one’ theory of egfeakipn has no place in the
public employment context.Engquist 553 U.S. at 594.
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Plaintiffs admit that the State Defendadid not intentionally ovdnear the conversation
between Plaintiffs. [51, at 5; 55, at 9 (adoptamgl incorporating PlairffiLawlor’s response).]
Specifically, “Plaintiffs do not allege that overaring the conversatiomas intentional as” the
State Defendants could ntielp what came througbn their radio” [51, at 5 (emphasis
added).] Because the Wiretap Act doed apply to inadvertent interceptionglcCann v.
Iroquois Mem’l Hosp.622 F.3d 745, 751 (7th Cir. 2010), tB&ate Defendantdid not violate
the Wiretap Act by unintentionally overhearitige conversation coming through on the Chicago
North radio channel.

Plaintiffs seem to argue, hewer, that the State Defendantiolated the Wiretap Act
when they did not stop recording the Chicagathoadio channel once they became aware that
they were unintentionally intercepting the corsagion between Plaintiffs. The recording of a
conversation can constitute dmterception” as defined by éhWiretap Act. 18 U.S.C. §
2510(4); see als&anders v. Robert Bosch Cqr@8 F.3d 736, 740 (4tiCir. 1994) (“The
recording of a telephone convation alone constitutes an ‘aural* * acquisition’ of that
conversation.” (citations omitted)). Howevaren a conversation is lawfully overheard, the
recording of that same conversation does nottitatesan “interception” for the purposes of the
Wiretap Act. United States v. Harpel93 F.2d 346, 350 (10th Cir. 1974) (“We agree with
appellant that the recording @& conversation is immaterialhen the overhearing is itself
legal.”); Matter of John Doe Trader No. Oné22 F. Supp. 419, 421 (N.D. Ill. 1989) (“In this
case, it seems to us that the undercover ageallyaacquired the utterances of Doe by means of
his naked ear. The recording device simply preserved what it was the agent was hearing

independently of the device.”).
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Furthermore, Plaintiffs do not allege factéfisient to establish that the State Defendants
intended to recor®laintiffs’ conversation It is likely—based on # experience of the Court
and common sense—that the lllinois State Police constantly record communications occurring
on its private police radio channelndeed, Plaintiffs implicitlyrecognize this fact by arguing
that once the State Defendants “realized the transmission of the conversation was private in
nature, and not an emergency call, the recordnogls have stopped.” [51, 4t] Plaintiffs do
no allege that the State Defentta began recording the Chicaljorth radio station with the
intent to capture Plaintiffs’ conversation. Tioe contrary, the allegjans in the complaint
indicate that the lllinois State Fae took steps to get Plaintifi® end their oral conversation.
According to the complaint, lllinois Stat Police Telecommunication Specialist Angie
Vandenberg attempted to get Plaintiffs’ attention and attempted to communicate with Plaintiffs,
directing whoever was “talking abit Christmas decorations” totte talking.” [1, at 1 34.]
Plaintiff further alleges that once Sgt. Rodr@ollins figured out that it was MWRD personnel
that were inadvertently broadcasting over thec&hpd North radio channdbe contacted “[Sgt.
Patrick] Kennedy at the MWRD and thartismission endedertly thereafter.”Id. at ] 41-42.
Thus, Plaintiffs fail to allege facts sufficient to establish that the lllinois State Police intended to
record their conversation.

Even if the recording of Plaiiffs’ conversation violatedheir statutory rights under the
Wiretap Act, it was not a violation of any cleagstablished statutomyght. In ascertaining
whether a right is clearly &blished, the Court considecontrolling Supreme Court and
Seventh Circuit precedenBaird v. Renbargers576 F.3d 340, 345 (7th Cir. 2009). There are no
controlling cases establishing ththe police violate the Wiretap Act by continuing to record a

radio channel dedicated by law to police usadekd, other than cases discussing the general
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purpose of the Wiretap Act, the only cases Pltntite in support otheir argument that the
State Defendants violated the Wiretap Act by rdow their conversation are from the Fourth
Circuit. None of the casesti@d by Plaintiff addres whether the police violate the Wiretap Act

by continuing to record a radio channel dedidatto police use by law when the conversation
inadvertently is intercepted. Thus, even if the lllinois State Police violated the Wiretap Act by
recording Plaintiffs’ conversain, the individual State Defendantvould be entitled to qualified
immunity.

Plaintiffs Wiretap Act claim also failsdeause—as discussed above—Plaintiffs have not
alleged facts sufficient to establish that theyl lsareasonable expectation of privacy in their
communications. The Wiretap Act defines ‘locammunication” as “any oral communication
uttered by a person exhibiting axpectation that such communication is not subject to
interception under circumstancgsstifying such expectation.” 18 U.S.C.A. § 2510 (2).
Congress drafted the definition of “oral commnication” to reflect the Supreme Court’s
standards for determining when a reasbmaexpectation of privacy existsUnited States v.
McKinnon 985 F.2d 525, 527 (11th Cir. 199%)nited States v. Clarkk2 F.3d 799, 801 (8th
Cir. 1994). As discussagbove, Plaintiffs have not alleged faaufficient to conclude that they
had a reasonable expectation al/gcy. Thus, Plaintiffs Wiretaplaim fails for this reason as
well.

The Court also notes that thiénois State Police may alsbe able to invoke the law
enforcement exception written into the Wiretag.A€he Wiretap Act @ates a law enforcement
exception by defining “electronic, mechanical, ather device” as “any device or apparatus
which can be used to interdep wire, oral, or @ctronic communication other than any

telephone or telegraph instrument, equipmerfaoility, or any component thereof * * * pbeing
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used by a provider of wire or electronic comnuation service in the dimary course of its
business, or by an investigative or law enforcenoffiter in the ordinary course of his duties.”
18 U.S.C. §2510(5)(a)(i). The Seventh Q@itchas indicated—allie in dicta—that the
incidental recording of guards’ personal casations on a prison’s main telephone line would
be covered by the law enforcement exceptionafrétording device was “being used” within the
ordinary course of a prison warden’s dutiesetoord calls from the public into a prisoAmati v.
City of Woodstockl 76 F.3d 952, 955-56 (7th Cir. 1999). cBase the State Defendants have
not invoked the law enforcement exception, detause Plaintiffs’ Wiretap Act claim is
deficient in other respects, t®urt declines to further addi®this issue at this time.
Furthermore, because the lIllinois Statelid®o did not violate the Wiretap Act by
overhearing and recordirigaintiffs’ conversationtheir subsequent copyg and distribution of
tapes of the conversation did not violate theatép Act. Liability under 18 U.S.C. § 2511(1)(c)
and (d) is limited to cases wh the defendant knows or shaeason to kww that the
communication was obtained unlawfullficCann v. Iroquois Mem’l Hosp622 F.3d 745, 753
(7th Cir. 2010) (granting samary judgment for the defendant where there was insufficient
evidence “to base a reasonable inference thdnke the recording was illegally obtained”);
Forsyth v. Barr 19 F.3d 1527, 1538 (5th Cir. 1994) (“Liahjil for disclosure or use requires
proof that it was intentional, that the foanmation was obtained from an intercepted
communication, and that the defendant knevslosuld have known that the interception was
illegal.”). Here, because Plaintiffs have not gdld facts establishing that the initial interception
was unlawful, Defendants cannot be liable fomy subsequent use or disclosure of the

conversation. Accordingly, Count V of the cdaipt is dismissed. Because Plaintiffs cannot
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establish a reasonabl&pectation of privacy in a convergat that was lawfully overheard by
the lllinois State Police, Count V éssmissed with prejudice.

E. State-Law Claims

All Defendants, including Motorola, moved desmiss Plaintiffs’ stag-law claims. With
respect to the claims broughtaigst Motorola, neither Plaiff responded to the arguments
raised in Motorola’s motion to dismiss. Howevine Court need not rule on the arguments for
dismissing Plaintiffs’ state-law claims againstyedDefendant. Because the Court is dismissing
Plaintiffs’ federal claims, the Court also dismisses Plaintiffs’ state-law claims against all
Defendants without prejudice. “The usual practice in this circuit is foraiswurts to ‘dismiss
without prejudice state supplemedntdaims whenever all federal claims have been dismissed
prior to trial.” Hagan v. Quinn867 F.3d 816, 830 (74@ir. 2017) (quotingsroce v. Eli Lilly &
Co, 193 F.3d 496, 501 (7th Cir. 1999)); see aMds Service Center v. BP Products North
America, Inc. 599 F.3d 720, 727 (7th Cir. 2010) ("When all federal claims in a suit in federal
court are dismissed before trial, the presumption is that the court will relinquish federal
jurisdiction over any suppinental state-law claims, which the plaintiff can then prosecute in
state court.”) (citations omittedurry v. Advocate Bethany HosR04 F. App’x 553, 558 (7th
Cir. 2006) (“The district court properly dismissed the pendant statdde claims without
prejudice because the federal claims were @isaa at screening.”) (citing 28 U.S.C. § 1367(c);
East-Miller v. Lake County Highway Dep421 F.3d 558, 564-65 (7th Cir. 2005)).
V.  Conclusion

For the reasons explained above, Defendantiomoto dismiss [3235; 38] are granted.

To the extent Plaintiffs’ claims are not dismidseith prejudice, Plaintiffs are given until April
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16, 2018 to file an amended compta if Plaintiffs believe tlkey can cure the deficiencies

identified above. The case is famtstatus on April 24, 2018 at 9:00 a.m.

Dated:March13,2018 : E :/

Robert M. Dow, Jr.
Lhited States District Judge
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