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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF ILLINOIS

EASTERN DIVISION

INTERNATIONAL EQUIPMENT )
TRADING, LTD., )
)
Plaintiff, )

) No. 17 C 5010

V. ) Hon. Marvin E. Aspen

)
ILLUMINA, INC., )
)
Defendant. )

MEMORANDUM OPINION AND ORDER
MARVIN E. ASPEN, District Judge:

Plaintiff International Equipment Trading (“IET”) and Defendant Illumina, Inc.
(“Ilumina”) filed a joint request for a confidentiality order. (Dkt. No. 92.) Although titled “Joint
Order,” the parties dispute several facets of the structure of the order. (Joint Mem. of Law in
Support of Joint Mot. (“Mem.”) (Dkt. No. 93) at 1.) The Joint Memo contains the arguments from
each side presented as if they were filing briefs on a contested question. (/d.) We therefore refer to
Plaintiff’s section of the Joint Memorandum as “Pl. Mem.” and Defendant’s section as “Def.
Mem.” for clarity. For the forgoing reasons, we will enter the below order, primarily in line with
Defendant’s proposed order.

The parties agree we should issue a protective order but disagree as to the content of that
order. (Mem. at 1.) There are three main areas of dispute: (1) whether “Highly Confidential”
material may be disclosed to a receiving party’s employees or officers if they are (or may be) used
as experts or consultants by the receiving party; (2) whether a receiving party must identify its

experts or consultants to the producing party and provide an opportunity for the producing party
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to object prior to disclosing “Highly Confidential” material to said experts or consultants; (3)
which party must first file a motion in the event of a dispute as to designations of material as
“Highly Confidential.” (/d.)

ANALYSIS
L Limiting Disclosure to a Party’s Employees or Officers May be Necessary

The parties dispute whether limiting disclosure of information to the parties’ employees or
officers will ultimately prove necessary. The Plaintiff contends disclosure would allow IET to
participate in prosecuting its own case. If counsel cannot share certain information with their
clients, Plaintiffs worry their counsel will face difficulty in understanding the nature of the
disclosed materials. Defendant argues disclosure may be necessary, but instead of allowing any
information to be disclosed to any employee who may consult or serve as an expert, we should
adopt safeguards. Defendant believes the party receiving discovery of “Highly Confidential”
information should be allowed to object to disclosure of information to particular individuals
designated as experts or consultants before any information is disclosed. Defendant’s approach
resolves two issues simultaneously because it allows disclosure to employees who will actually
serve as consultants or experts, while still guarding against unnecessary disclosure to all
employees of the party receiving discovery.

Discovery of confidential business information, trade secrets, or technical specifications
deserves care, particularly where the parties operate as competitors. See Saso Golf, Inc. v. Nike,
Inc., No. 8 C 1110, 2009 WL 3242112, at *2 (N.D. Ill. Oct. 5, 2009); Amsted Industries, Inc. v.
Nat’l Castings, Inc., No. 88 C 924, 1988 WL 90022, at *1 (N.D. Ill. Aug. 22, 1988) (Rovner, J.);
Davis v. Gen. Motors Corp., 64 F.R.D. 420, 422 (N.D. I1l. 1974) (Bauer, J.). There is no privilege

against discovery of trade secret information. Davis, 64 F.R.D. at 422. Nevertheless,



“[c]onfidentiality orders routinely are entered in cases like this to protect sensitive an confidential
material.” In re Broiler Chicken Antitrust Lit., 2019-1 Trade Cases P 80,773, at *3 (N.D. IlL.
2019) (slip op.). Designation of material as “attorneys’ eyes only” is permissible, but such a
designation should “only be used on a relatively small and select number of documents where a
genuine threat of competitive or other injury dictates such extreme measures.” Team Play, Inc. v.
Boyer, No. 03 C 7240, 2005 WL 256476, at *1 (N.D. Ill. Jan. 31, 2005.)! One common solution is
to restrict disclosure of “Highly Confidential” information to “witnesses, outside counsel, outside
expert witnesses, outside consultants, and their respective staffs.” See id.; Davis, 64 F.R.D. at 422.
Given the difficulty of “practically polic[ing] a protective order” and the fact that “[if an] expert is
called upon two years after this litigation to assist a potential competitor . . . will he really be able
to compartmentalize all he or she has learned and not use any of the information . . . ” courts have
been willing to prophylactically police protective orders. Saso, 2009 WL 3242112, at * 3 (citation
omitted). Team Play was a decision on release of sales documents to a party for his use in
determining whether to settle, in part because he was not a direct competitor of the producing
party. 2005 WL 256476, at *1-2. This is an example of such ex ante policing resulting in timely
release of the requested discovery. /d.

Defendant’s approach properly balances the interests between potential competitive harm
and the Plaintiff’s interest in keeping litigation costs manageable. Illumina suggests a similar
scheme of designation to Judge Bauer’s design in Davis and Judge Rovner’s scheme in Team
Play. (Def. Mem. at 10—11.) As in those cases, [llumina does not object to use of party experts;
instead, they only want to preserve the opportunity to object to disclosure of information to

potential experts who are IET’s own principals before that information is released. (Def. Mem. at

! The structure of the agreement is not characterized as an extreme measure, only the finding that disclosure of the
information to the receiving counsel’s client would result in harm to competition. (Contra P1. Mem. at 4.)



12.) Given that information, once known, is difficult to forget, Illumina’s prophylactic notice
requirement is well-designed to protect its interests, while still allowing IET to use its principals
as experts. See Saso, 2009 WL 3242112, at * 3; Team Play, 2005 WL 256476, at *1-2.

Plaintiff is concerned that Defendants’ policy requires disclosure of all experts or
consultants to whom they may show “Highly Confidential” information. (P1. Mem. at 7.)
Plaintiff’s concern about the situation where “a potential expert does not agree with a party’s
counsel’s theory of the case” is unwarranted in this context. (/d.) The party’s counsel is an agent
of the potential expert at issue in this discussion, since the potential expert is a principal of IET
itself. Thus, IET essentially ports a concern about outside expert disclosure into the context of a
party expert without explaining the applicability of their argument. That is reasonable, because
their argument does not apply.

Plaintiff is also worried pre-clearance of experts may unnecessarily drive up litigation
costs. (/d. (citing Saso, 2009 WL 3242112, at *2).) Plaintiff has answered their own contention
within their memo. As “IET is a small company with under 10 employees, and it realistically will
designate one representative — its founder and President — as an expert witness” there is little
cause for concern about protracted or duplicative litigation over disclosure of “Highly
Confidential” material. (P1. Mem. at 6.) Indeed, IET’s characterization appears to limit the
universe of likely potential experts who might need access to specific documents to one person.
(1d.) Plaintiff would therefore need only present a single motion to this court to resolve all
disclosure issues related to their single potential representative expert witness. See Saso, 2009 WL
3242112, at *2—4 (addressing disclosure of multiple categories of information to a single expert
through a single motion). Thus, Plaintiff’s concerns do not comport with their own account of

reality. Accordingly, we should decline to endorse their view.



Finally, there is some dispute whether the parties are competitors or not. While this is
relevant to the inquiry of potential harm to competition, we do not need to determine whether the
harm to competition is uniform as to all possible information in this case. See Saso, 2009 WL
3242112, at *3. In Saso, the Court found certain categories of information more likely to harm
competition than others, because of the oblique competitive relationship between the parties. /d. at
*3—4. Accordingly, we do not need to resolve this dispute in the abstract. [llumina’s proposed
preclearance order provides a mechanism to evaluate the impact on competition of disclosures in
a case-by-case manner, as in Saso. Id.

IL. The Burden of Persuasion is on the Producing Party, but the Burden to Move is Not

The parties agree that the producing party would have the burden of persuasion on any
challenge to its designation of information as “Highly Confidential.” (P1. Mem. at 7; Def. Mem. at
14.) The parties disagree whether the producing or receiving party should file a motion to dispute
designation of material as “Highly Confidential.” (P1. Mem. at 7; Def. Mem. at 13.) The Plaintiff
argues the burden of persuasion and the burden to move follow one another, and thus, the
producing party has a burden to argue for designation of information as “Highly Confidential.”
The Defendant argues that “requiring the party challenging the confidentiality designation to
move the court to resole the dispute, . . . provides the court with an opening brief that lays out
specific objections to the contested confidentiality designation.” (Def. Mem. at 14—15 (citing
Johnson v. Kemps, No. 09 CV 4857, 2011 WL 2550507, at *5 (N.D. Ill. June 20, 2011).) The
Defendant’s position comports with both law and good sense.

A procedure requiring the producing party to move to justify its designation of
confidential information “might result in the court receiving an opening brief setting forth broad
justifications for confidentiality without addressing the opposing party’s specific objections; the

court may have to wait for the response to get a brief that addresses the heart of the parties’



dispute.” Johnson, 2011 WL 2550507, at *5. In addition, requiring justification of the “Highly
Confidential” designation for each document could quickly devolve into requiring the court to
make a “duplicate finding on a virtual document-by-document basis, a process that Seventh
Circuit has already found unnecessary.” Alexander Housing LLC v. Int’l Broth. of Elec. Workers,
No. 04 C 1650, 2004 WL 1718654, at *4 (N.D. Ill. July 29, 2004). While over-designation is a
concern, the court can always modify a protective order to reduce protections. This is a one-way
rachet, since information, once disclosed, cannot be removed from the mind of the recipient.
Thus, courts have rejected speculation about over-designation at such an early stage as premature.
See Johnson, 2011 WL 2550507, at *5. Finally, as in Johnson: “Should the defendants use
confidentiality designations in bad faith to, for example, drive up the cost of litigation or impose
an undue burden on Johnson, the court will not hesitate to use its power to impose sanctions.” /d.

CONCLUSION

We therefore enter the following protective order in accordance with this decision. It is so

ordered.

War E oper

Honorabl Marvin E. Asp/n
United States District Judge

Dated: November 20, 2019
Chicago, Illinois



CONFIDENTIALITY ORDER

The parties to this action, having agreed to certain terms and having disagreed as to other
terms, have jointly moved that the Court enter a confidentiality order. The Court has determined
that the terms set forth herein are appropriate to protect the respective interests of the parties, the

public, and the Court; accordingly, it is ORDERED:

1. Scope. All materials produced or adduced in the course of discovery, including
initial disclosures, responses to discovery requests, deposition testimony and exhibits, and
information derived directly therefrom (hereinafter collectively “documents”), shall be subject
to this Order concerning Confidential Information and Highly Confidential Information as
defined below. This Order is subject to the Local Rules of this District and the Federal Rules of

Civil Procedure on matters of procedure and calculation of time periods.

2. Confidential Information and Highly Confidential Information (collectively,
“Protected Material(s)”).
(a) Confidential Information.  As wused in this Order, “Confidential
Information” means information designated as “CONFIDENTIAL - SUBJECT TO
PROTECTIVE ORDER” by the producing party that is commercially, competitively, or
otherwise sensitive, including but not limited to information that falls within one or more of the
following categories: (a) information prohibited from disclosure by statute; (b) information that
reveals trade secrets; (c) research, development, technical, proprietary, commercial, or financial
information that the party has maintained as confidential; (d) medical information concerning any
individual; (e) personal identity information. Information or documents that are available to the
public may not be designated as Confidential Information.

(b) Highly Confidential Information. As used in this Order, “Highly



Confidential Information” means information designated as “HIGHLY CONFIDENTIAL -
COUNSEL’S EYES ONLY” that is Confidential (see Paragraph 2(a)), and that, in addition, in
the good faith belief of the designating party and its Counsel, is among that considered to be most
sensitive by the party or of another party to which a duty of confidentiality is owed, including but
not limited to trade secret or other confidential research, development, proprietary, financial or
other commercial information. Absent unusual circumstances, Highly Confidential Information
does not include any of the following: communications between the parties; agreements between
any of the parties and their customers (such as license agreements or terms and conditions of sale)
that do not provide as one of its terms that the parties to the contract are to treat the contract as
“confidential,” or maintain as confidential to all parties to the contract; and organizational charts.
3. Designation.

(a) A party may designate a document as Confidential Information or Highly
Confidential Information for protection under this Order by placing or affixing the words
“CONFIDENTIAL - SUBJECT TO PROTECTIVE ORDER” or “HIGHLY CONFIDENTIAL -
COUNSEL’S EYES ONLY” on the document and on all copies in a manner that will not interfere
with the legibility of the document. As used in this Order, “copies” includes electronic images,
duplicates, extracts, summaries or descriptions that contain the Protected Material. The marking
“CONFIDENTIAL - SUBJECT TO PROTECTIVE ORDER” shall be applied prior to or at the
time of the documents are produced or disclosed. Applying the marking “CONFIDENTIAL -
SUBJECT TO PROTECTIVE ORDER” to a document does not mean that the document has any
status or protection by statute or otherwise except to the extent and for the purposes of this Order.
Any copies that are made of any documents marked “CONFIDENTIAL - SUBJECT TO

PROTECTIVE ORDER?” shall also be so marked, except that indices, electronic databases or



lists of documents that do not contain substantial portions or images of the text of marked
documents and do not otherwise disclose the substance of the Protected Material are not required
to be marked. Within five (5) business days of producing material marked “HIGHLY
CONFIDENTIAL - COUNSEL’S EYES ONLY,” the designating party shall provide a separate
log identifying such material by Bates number.

(b) Where electronic files and documents are produced in native electronic
format, such electronic files and documents shall be designated for protection under this Order by
appending to the file names or designators, information indicating whether the file contains
Protected Material, or shall use any other reasonable method for so designating Protected
Materials produced in electronic format. When electronic files are printed for use at deposition,
in a court proceeding, or for provision in printed form to an expert, the party printing the electronic
files or documents shall affix a legend to the printed document corresponding to the designation
of the designating party and including the bates number and designation associated with the native
file.

(©) When Protected Material is disclosed in a form not appropriate for placing
or affixing a legend in accordance with the above, such Protected Material shall be designated as
Protected Material in writing at the time it is delivered to the receiving party.

(d) A party may increase the designation (i.e., change any material produced
without a designation to a designation of Confidential or Highly Confidential or change any
material produced as Confidential to a designation of Highly Confidential) of any document that
contains that party’s own Protected Material. Increasing a designation shall be accomplished by
providing written notice to all parties identifying (by bates number or other individually

identifiable information) the material whose designation is to be increased. Promptly after



providing such notice, the designating party shall provide re-labeled copies of the materials to
each receiving party reflecting the change in designation. The receiving party will replace the
prior designated materials with the newly designated materials and will destroy the prior
designated materials. Any party may object to the increased designation pursuant to the
procedures set forth in Paragraph 9 of this Agreed Confidentiality Order regarding challenging
designations. The upward designating party shall bear the burden of establishing the basis for the
increased designation.

(e) In the event the producing party elects to produce materials for inspection,
no marking need be made by the producing party in advance of the initial inspection. For purposes
of the initial inspection, all materials produced will be considered as “HIGHLY CONFIDENTIAL
- COUNSEL’S EYES ONLY,” and must be treated as such pursuant to the terms of this Order.
Thereafter, upon selection of specified materials for copying by the inspecting party, the producing
party must, within a reasonable time prior to producing those materials to the inspecting party,
mark the copies of those materials that contain Protected Material with the appropriate
confidentiality marking.

® In the event that a designating party produces two or more identical copies
of a document of which at least one copy is designated as Confidential or Highly Confidential and
at least one copy is not so designated, once such a discrepancy is discovered, all copies of the
document shall be treated with the protection so designated. If a receiving party identifies such a
discrepancy, it shall promptly notify the designating party. Once the designating party identifies or
becomes aware of the discrepancy, it shall promptly notify all other parties to the Action.

(2) The designation of a document as Protected Material is a certification

by an attorney or a party appearing pro se that the document contains Protected Material as

10



defined in this order.?
4. Depositions.

(a) Unless all parties agree on the record at the time the deposition testimony is
taken, all deposition testimony taken in this case shall be treated as Highly Confidential
Information until the expiration of the following: No later than the fourteenth day after the
transcript is delivered to any party or the witness, and in no event later than 60 days after the
testimony was given regardless of whether a transcript has been ordered or received. Within this
time period, a party may serve a Notice of Designation to all parties of record as to specific
portions of the testimony that are designated Protected Material, and thereafter only those portions
identified in the Notice of Designation shall be protected by the terms of this Order. The failure
to serve a timely Notice of Designation shall waive any designation of testimony taken in that
deposition as Protected Material, unless otherwise ordered by the Court.

(b) Notwithstanding section 4(a), a party (within the meaning of section 5(b)(2)
below) shall not be excluded from a deposition solely because the deposition testimony is
presumed Highly Confidential Information. Rather, a party may only be excluded from a
deposition if the other party specifically designates the anticipated deposition testimony as Highly
Confidential on the record at the time the testimony is taken. Such designation shall be specific
as to the testimony that is likely to contain Highly Confidential Information, and the exclusion of

the party shall only last for as long as the testimony concerns Highly Confidential Information.

2 An attorney who reviews the documents and designates them as CONFIDENTIAL - SUBJECT
TO PROTECTIVE ORDER must be admitted to the Bar of at least one state but need not be
admitted to practice in the Northern District of Illinois unless the lawyer is appearing as local
counsel in the case on behalf of a party. By designating documents confidential pursuant to this
Order, counsel submits to the jurisdiction and sanctions of this Court on the subject matter of the
designation.

11



(©) The originals of the deposition transcripts and all copies of the deposition
must bear the legend “CONFIDENTIAL - SUBJECT TO PROTECTIVE ORDER” or “HIGHLY
CONFIDENTIAL - COUNSEL’S EYES ONLY,” as appropriate, and the original or any copy
ultimately presented to a court for filing must not be filed unless it can be accomplished under
seal, identified as being subject to this Order, and protected from being opened except by order
of this Court.

(d) The use of a document as an exhibit at a deposition shall not in any way
affect its designation as Protected Material.

5. Protection of Confidential Material.

(a) General Protections. Protected Material shall not be used or disclosed by
the parties, counsel for the parties or any other persons identified in subparagraph (b) for any
purpose whatsoever other than in this litigation, including any appeal thereof. Protected Material
must not be disclosed by the receiving party to anyone other than those persons designated within
this order and must be handled in the manner set forth below.

(b) Limited Third-Party Disclosures. The parties and counsel for the parties
shall not disclose or permit the disclosure of any Confidential Information to any third person or
entity except as set forth in subparagraphs (1)-(9). Subject to these requirements, the following
categories of persons may be allowed to review Confidential Information:

(1) Counsel. Counsel for the parties and employees of counsel to whom it is
reasonably necessary to disclose the information in connection with action;

(2) Parties. Individual parties and employees of a party, not including counsel,
but only to the extent counsel determines in good faith that the employee’s
assistance is reasonably necessary to the conduct of the litigation in which
the information is disclosed, and only after such persons have completed
the certification contained in Attachment A, Acknowledgment of
Understanding and Agreement to Be Bound;

12



)

4

)

(6)

(7)

(8)

The Court and its personnel, including any court to which a party petitions
for discovery of a non-party, any appellate court, necessary court personnel,
and jurors, as well as any mediator or arbitrator engaged by the named
parties in connection with this action, including their staff;

Court Reporters and Recorders. Court reporters and recorders engaged for
depositions, including stenographers and video operators, and their staff, to
whom disclosure is reasonably necessary for this action;

Contractors. Those persons specifically engaged for the limited purpose of
making copies of documents or organizing or processing documents,
including outside vendors hired to process electronically stored documents,
in addition to database service providers, trial support firms, graphic
production services, litigation support services, professional jury or trial
consultants, professional vendors, and translators engaged by the parties
during this action to whom disclosure is reasonably necessary for this
action;

Consultants and Experts. Consultants, investigators, or experts, including
their staff, who have been retained by the parties or counsel for the parties
to assist in the preparation and trial of this action, but only provided that
disclosure is only to the extent necessary to perform such work; and only
provided that such consultant, investigator, or expert is not a current
officer, director, or employee of a party, nor anticipated at the time of
retention to become an officer, director or employee of a party; and only
after such persons have completed the certification contained in
Attachment A, Acknowledgment of Understanding and Agreement to Be
Bound;

Witnesses at depositions. During their depositions and deposition
preparation, witnesses in this action to whom disclosure is reasonably
necessary and who have completed the certification contained in
Attachment A, Acknowledgment of Understanding and Agreement to Be
Bound. Witnesses shall not retain a copy of documents containing
Confidential Information, except witnesses may receive a copy of all
exhibits marked at their depositions in connection with review of the
transcripts. Pages of transcribed deposition testimony or exhibits to
depositions that are designated as Confidential Information pursuant to the
process set out in this Order must be separately bound by the court reporter
and may not be disclosed to anyone except as permitted under this Order.

Author or recipient. The author or recipient of the document (not including
a person who received the document in the course of litigation), or a
custodian or other person who otherwise possessed or knew the
information; and

13



9) Others by Consent. Other persons only by written consent of the
producing party or upon order of the Court and on such conditions as may
be agreed or ordered.

Unless otherwise ordered by the court or permitted in writing by the designating party, a
receiving party may disclose Highly Confidential Information only to those identified in Paragraphs
5(b)(1), (3), (4), (5), (6), (7), and (8) of this Order, and to any individual specifically designated
pursuant to Paragraph 5(b)(9).

(©) Control of Documents. Counsel for the parties shall make reasonable efforts
to prevent unauthorized or inadvertent disclosure of Protected Material. Counsel shall maintain the
originals of the forms signed by persons acknowledging their obligations under this Order for a
period of three years after the termination of the case. Experts and vendors that assist in trial
preparation authorized to view Protected Material under the terms of this Order may retain custody
of copies to the extent necessary for their participation in this litigation.

(d) Disclosure to an Expert or Consultant. A party seeking to disclose Highly

Confidential Information to an expert (or a member of the expert’s staff), or to a consultant must
provide a written identification of the expert or consultant and a copy of his or her curriculum
vitae and a list of all other cases in which, during the previous 4 years, he or she testified as an
expert at trial or by deposition to the designating party at least ten business days prior to disclosure.
If the designating party has good cause to object to the disclosure (which does not include
challenging the qualifications of the expert), it must serve a written objection on the party
proposing to make the disclosure within ten business days after service. Disclosure to contractors
or experts whom are not a current officer, director, or employee of a party, nor anticipated at the
time of retention to become an officer, director or employee of a party is presumptively valid.

Unless the parties resolve the dispute within ten business days after service of the objection, the

14



designating party must move the Court promptly for a ruling, and the Highly Confidential
Information may not be disclosed to the expert without the Court’s approval. If the designating
party does not move promptly, then the Highly Confidential Information may be disclosed to the
expert without the Court’s approval. This provision does not affect any rights or obligations of the
parties under the Federal Rules of Civil Procedure, including the ability of a party to move to
quash a subpoena under Federal Rule of Civil Procedure 45(d)(3)(B)(ii), and the obligations of
the parties to disclose expert testimony pursuant to Federal Rule of Civil Procedure 26(a)(2).

(e) Unauthorized or Inadvertent Disclosure. All Protected Material must be
held in confidence by those inspecting or receiving it, and must be used only for purposes of this
action. Counsel for each party, and each person receiving Protected Material, must take reasonable
precautions to prevent the unauthorized or inadvertent disclosure of such information. If Protected
Material is disclosed to any person other than a person authorized by this Order, the party
responsible for the unauthorized disclosure must immediately bring all pertinent facts relating to
the unauthorized disclosure to the attention of the other parties and, without prejudice to any rights
and remedies of the other parties, make every effort to prevent further disclosure by the party and
by the person(s) receiving the unauthorized disclosure. In addition, the party responsible for the
unauthorized disclosure must make all reasonable efforts to recover the Protected Material from
the person(s) to whom unauthorized disclosure was made and take all reasonable efforts to ensure
those persons do not retain any copies of the Protected Material or use such information in a
manner inconsistent with this Protective Order, including requesting those person(s) to whom
unauthorized disclosure was made to read and execute the “Acknowledgment of Understanding
and Agreement to Be Bound.” Any such Acknowledgements must be provided to the producing

party within ten (10) business days of execution by any unauthorized person(s).
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) Attorney-Client Relationship. Nothing in this Order will bar Counsel from
rendering advice to their clients with respect to this litigation and, in the course thereof, relying
upon any information designated as Protected Material, provided that the contents of the Protected
Material must not be disclosed.

6. Inadvertent Failure to Designate and Inadvertent Production.

(a) Inadvertent Failure to Designate.

(1) Late Designation. An inadvertent failure to designate a document as
Protected Material does not, standing alone, waive the right to so designate the document;
provided, however, that a failure to serve a timely Notice of Designation of deposition testimony
as required by this Order, even if inadvertent, waives any protection for deposition testimony. If
a party designates a document as Protected Material after it was initially produced, the receiving
party, on notification of the designation, must make a reasonable effort to assure that the document
is treated in accordance with the provisions of this Order. If the receiving party has disclosed the
materials before receiving the designation, the receiving party must notify the designating party

in writing of each such disclosure.

(1)  No Designation. In the event that materials are produced without a
confidentiality designation that the receiving party has reason to believe constitute Protected
Material, the receiving party shall notify the producing party and treat the materials as Protected
Material until such time as the producing party has either confirmed that it intended to produce
the materials without a confidentiality designation or designated the materials as Protected
Material pursuant to this Protective Order. No party shall be found to have violated this Order for
failing to maintain the confidentiality of material during a time when that material has not been

designated as Protected Material, even where the failure to so designate was inadvertent and where
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the material is subsequently designated as Protected Material.

(b)  Inadvertent Production. The inadvertent production of any privileged or
otherwise protected or exempted information, as well as the inadvertent production of information
without an appropriate designation of confidentiality, shall not be deemed a waiver or impairment
of any claim of privilege or protection, including but not limited to the attorney-client privilege,
the protection afforded to work-product materials or the subject matter thereof, or the confidential
nature of any such information. The producing party shall promptly notify the receiving party in
writing when any inadvertent production is discovered. Upon receiving written notice from the
producing party that privileged information or work-product material has been inadvertently
produced, all such information, and all copies thereof, including records of all analysis or
discussion made in connection with such inadvertently production information, shall be promptly
destroyed or returned to counsel for the producing party and the receiving party shall, within five
(5) business days, confirm destruction or return of such information, and shall not use such
information for any purpose. Nothing within this Order will prejudice the right of any party to
object to the production of any material on the grounds that the material is protected as privileged
or as attorney work product.

7. Filing of Protected Material.

(a)  This Order does not, by itself, authorize the filing of any document under
seal. Any party wishing to file a document designated as Protected Material in connection with
a motion, brief or other submission to the Court must comply with LR 26.2.

(b)  Without written permission from the designating party, before any
documents or other materials that are designated as, or contain, Protected Material (including,

without limitation, materials produced in discovery, pleadings, motion papers, transcripts,
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recordings, and discovery responses) are filed with the Court for any purpose, the party seeking
to file such materials must seek permission of the Court to file the materials under seal.

8. No Greater Protection of Specific Documents. Except on privilege grounds not
addressed by this Order, no party may withhold information from discovery on the ground that it
requires protection greater than that afforded by this Order unless the party moves for an order
providing such special protection.

0. Challenges by a Party to Designation as Protected Material. The designation
of any material or document as Protected Material is subject to challenge by any party. The

following procedure shall apply to any such challenge.

(a) Meet and Confer. A party challenging the designation of Protected
Material must do so in good faith and must begin the process by conferring directly with
counsel for the designating party. In conferring, the challenging party must explain the basis
for its belief that the confidentiality designation was not proper, identifying particular
documents and explaining why it believes the designation was improper with respect to each
document. The challenging party must do so within ten (10) business days after the
designation was made, or else waive its right to challenge the designation. The challenging
party must give the designating party an opportunity to review the designated material, to
reconsider the designation, and, if no change in designation is offered, to explain the basis for
the designation. The designating party must respond to the challenge within ten (10)
business days. The parties shall discuss (a) the appropriateness of the designations; (b) in the
case of Highly Confidential Information, whether the dispute can be resolved by the
designating party consenting to specific individuals reviewing the material for specific

purposes; and (c¢) whether it is possible to resolve the dispute by the designating party
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agreeing to provide redacted versions of the documents at issue. If the challenging party
maintains its objections and the designating party declines to change the designation to the
challenging party’s satisfaction, the challenging party shall have five (5) business days from
the date on which it received the declination to challenge the designation by bringing a
motion before the Court. If the challenging party does not bring a motion within that time
frame, it shall be deemed to have waived its right to challenge the designation.

(b) Judicial Intervention. A party that elects to challenge a confidentiality
designation may file and serve a motion that identifies the challenged material and sets forth in
detail the basis for the challenge. Each such motion must be accompanied by a competent
declaration that affirms that the movant has complied with the meet and confer requirements of
this procedure. The burden of persuasion in any such challenge proceeding shall be on the
designating party. Until the Court rules on the challenge, all parties shall continue to treat the
materials as Protected Material under the terms of this Order. Implementation of this section will
be referred to Magistrate Judge Weisman.

10. Action by the Court. Applications to the Court for an order relating to materials or
documents designated as Protected Material shall be by motion. Nothing in this Order or any
action or agreement of a party under this Order limits the Court’s power to make orders concerning
the disclosure of documents produced in discovery or at trial. Implementation of this section will
be referred to Magistrate Judge Weisman.

11. Use of Confidential Documents or Information at Trial. Nothing in this Order shall
be construed to affect the use of any document, material, or information at any trial or hearing. A
party that intends to present or that anticipates that another party may present Protected Material

at a hearing or trial shall bring that issue to the Court’s and parties’ attention by motion or in a
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pretrial memorandum without disclosing the Protected Material. The Court may thereafter make
such orders as are necessary to govern the use of such documents or information at trial.
12. Protected Material Subpoenaed or Ordered Produced in Other Litigation.

(a) If a receiving party is served with a subpoena or an order issued in other
litigation that would compel disclosure of any material or document designated in this action as
Protected Material, the receiving party must so notify the designating party, in writing,
immediately and in no event more than three court days after receiving the subpoena or order.
Such notification must include a copy of the subpoena or court order.

(b) The receiving party also must immediately inform in writing the party
who caused the subpoena or order to issue in the other litigation that some or all of the material
covered by the subpoena or order is the subject of this Order. In addition, the receiving party
must deliver a copy of this Order promptly to the party in the other action that caused the
subpoena to issue.

(c) The designating party must notify the receiving party within 14 calendar
days of receiving the notice and accompanying information if it intends to seek a protective
order from the court that issued the subpoena or order to avoid disclosure of the Protected
Material.

(d) If the designating party timely seeks a protective order, the receiving
party served with the subpoena or court order shall not produce any Protected Material before a
determination by the court from which the subpoena or order issued, unless the designating party
consents to such production in writing. The designating party shall bear the burden and expense
of seeking protection of its Protected Material in the court that issued the subpoena or court

order. Implementation of this section will be referred to Magistrate Judge Weisman.
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(e) If the designating party fails to object or seek a protective order from the
court within 14 calendar days of receiving the notice and accompanying information, the
receiving party may produce the Protected Material responsive to the subpoena or court order.

) The purpose of imposing these duties is to alert the interested persons to
the existence of this Order and to afford the designating party in this case an opportunity to try to
protect its Confidential Information or Highly Confidential Information in the court from which
the subpoena or order issued. Nothing in these provisions should be construed as authorizing or
encouraging a receiving party in this action to disobey a lawful directive from another court. The
obligations set forth in this paragraph remain in effect while the party has in its possession, custody
or control Protected Material by the other party to this case.

13. Members of the Public and Non-Parties
(a) Challenges by Members of the Public to Sealing Orders. A party or
interested member of the public has a right to challenge the sealing of particular documents that
have been filed under seal, and the party asserting confidentiality will have the burden of
demonstrating the propriety of filing under seal.

(b)  Application to Non-Parties. Any non-party producing Protected Material
in this action may be included in this Order by endorsing a copy of it and delivering the endorsed
copy to the party that made the request for information. The requesting party, in turn, shall file
the endorsed copy with the Court and serve it on counsel for the other parties. The parties to
this action may designate information produced by other parties or non-parties as Confidential
or Highly Confidential as consistent with the terms and provisions of this Order. In the event
that additional persons or entities become parties to this action, such parties shall not have access

to Protected Material produced by or obtained from any designating party until the newly-joined
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parties or their counsel confirm in writing to all other parties that they have read this Order and
agree to be bound by its terms. Implementation of this section will be referred to Magistrate
Judge Weisman.

14. Obligations on Conclusion of Litigation.

(@)  Order Continues in Force. Unless otherwise agreed or ordered, this Order
shall remain in force after dismissal or entry of final judgment not subject to further appeal.

(b) Obligations at Conclusion of Litigation. Within sixty-three days after
dismissal or entry of final judgment not subject to further appeal, all Protected Material, including
copies as defined in § 3(a), shall be returned to the producing party or destroyed, at the option of
the receiving party, and all such information must be purged from all machine-readable media on
which it resides, unless the document has been offered into evidence or filed without restriction
as to disclosure. Whether the Protected Material is returned or destroyed, the receiving party must
submit a written certification to the designating party by the sixty-three day deadline that describes
all the Protected Material that was returned or destroyed and affirms that the receiving party has
not retained any copies, abstracts, compilations, summaries, or any other format reproducing or

capturing any of the Protected Material.

(©) Retention of Work Product and one set of Filed Documents.
Notwithstanding the above requirements to return or destroy documents, counsel may retain
(1) attorney work product, including an index that refers or relates to Protected Material so long
as that work product does not duplicate verbatim substantial portions of Protected Material, and
(2) one complete set of all documents filed with the Court, including those filed under seal, or
served on the opposing party, exclusive of materials served in discovery, but inclusive of

pleadings, briefs, memoranda, motions, deposition transcripts, exhibits, and expert reports. Any
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retained Protected Material shall continue to be protected under this Order. An attorney may use
his or her work product in subsequent litigation, provided that its use does not disclose or use
Protected Material, or otherwise violate the terms of this Order.

(d) Deletion of Documents filed under Seal from Electronic Case Filing
(ECF) System. Filings under seal shall be deleted from the ECF system only upon order of the
Court.

15.  Order Subject to Modification. This Order shall be subject to modification by the
Court on its own initiative or on motion of a party or any other person with standing concerning
the subject matter. The restrictions and obligations within this Order shall survive the termination
of this matter until modified, superseded, or terminated on the record by agreement of the parties
or by an order of this Court.

16. No Prior Judicial Determination. This Order is entered based on the representations
and agreements of the parties and for the purpose of facilitating discovery. Nothing herein shall
be construed or presented as a judicial determination that any document or material designated
Protected Material by counsel or the parties is entitled to protection under Rule 26(c) of the
Federal Rules of Civil Procedure or otherwise until such time as the Court may rule on a specific
document or issue. Determination of whether particular materials or documents designated
Protected Material by counsel or the parties is entitled to protection under Rule 26(c) will be

referred to Magistrate Judge Weisman.

17. Persons Bound. This Order shall take effect when entered and shall be binding
upon all counsel of record and their law firms, the parties, and persons made subject to this Order

by its terms.
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CONCLUSION
Implementation of this order will be referred to Magistrate Judge Weisman. It is so

Ordered.

Honorable Marvin E. Asp{n
United States District Judge

Dated: November 20, 2019
Chicago, Illinois
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

INTERNATIONAL EQUIPMENT TRADING,
LTD., an Illinois corporation,

No. 1:17-cv-05010

Honorable Marvin E. Aspen

)

)

)
Plaintiff, )

) Magistrate Judge M. David
V. ) Weisman

)
ILLUMINA, INC. )
)
)

Defendant.

ATTACHMENT A: ACKNOWLEDGMENT OF UNDERSTANDING AND
AGREEMENT TO BE BOUND

The undersigned hereby acknowledges that he/she has read the Confidentiality Order

dated in the above-captioned action and attached hereto, understands the

terms thereof, and agrees to be bound by its terms. The undersigned submits to the jurisdiction
of the United States District Court for the Northern District of Illinois in matters relating to the
Confidentiality Order and understands that the terms of the Confidentiality Order obligate
him/her to use materials designated as Confidential Information in accordance with the Order
solely for the purposes of the above-captioned action, and not to disclose any such Confidential

Information to any other person, firm or concern.

25



The undersigned acknowledges that violation of the Confidentiality Order may

result in penalties for contempt of court.

Name:

Job Title:

Employer:

Business Address:

Date:

Signature
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