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UNITED STATESDISTRICT COURT
NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

JOHN MUNN, DARRELL MOORE, )
MARCO GOMEZ, ARMANDO )
MONTEMAYOR, ARTURO )
MONTEMAYOR, MICHAEL NILLES, )
LEONARD CASAMASSIMO, JAIMEE )
MOORE, CORENE CASAMASSIMO, )
CARLENE GOMEZ, LORENA )
MONTEMAYOR, MARY MONTEMAYOR, )
ARTURO MONTEMAYOR, SR., E.E., )
a minor, S.0., a minor, E.O., a minor, L.R., )
a minor, A.R., a minor, W.R., a minor, E.R., )
a minor, X.R., E.S., and A.S., a minor, )

Plaintiffs,
No. 17 C 5296
V.

Judge Sara L. Ellis
CITY OF AURORA, a murgipal corporation, )
and JO ANN OSBERG, iher individual and )
official capacity, )

)

Defendants. )

OPINION AND ORDER

In response to an lllinois Freedominformation Act (“FOIA”) request from an
incarcerated felon (“Felon”), Defendants GitfyAurora and Jo An®sberg released the
personnel files containing the addresses, phon#ats, and social security numbers of the
police officers who participated in the investigatthat led to his conviction and incarceration.
Plaintiffs John Munn, Darrell Moore, MaycGomez, Armando Montemayor, Arturo
Montemayor, Michael Nilles, Leonard Casasiano, Jaimee Moore, Corene Casamassimo,
Carlene Gomez, Lorena Montemayor, Mary Montemayor, Arturo Montemayor Sr., E.E.,a minor,
S.0., a minor, E.O., a minor, L.R.,a minorRA.a minor, W.R., a minor, E.R.,a minor, X.R.,

E.S., and A.S., a minor, are tlegsolice officers whose persontriidgds Defendant Osberg mailed
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to the Felon as well as their fdaynmembers. After dicovering the releasd this information,
Plaintiffs brought this civil righg action against the City of Auand Jo Ann Osberg, in both
her individual capacity and her official capadity the FOIA Officer for the Aurora Police
Department, pursuant to 42 U.S81983. Plaintiffs bring claimagainst the City of Aurora
and Osberg in her individual capacity for violation of their constitutional rights, as well as three
state law claims. Plaintiffs advance their dgngonal claims (Count against the City of
Aurora, Count Il against Osbeng her individual capacitypursuant to the Fourth and
Fourteenth Amendment, under both a state-cdeddager theory and a right to informational
privacy theory. Defendants move to dismissfdueral claims for failte to state a claim upon
which relief can be granted. Defendants furthere to dismiss Count | for failure to properly
allege avlonell claim and to dismiss Count Il on the basis of qualified immunity. Because
Plaintiffs have sufficiently meatheir pleading burden to survigemotion to dismiss, the Court
declines to dismiss Plaintiffs’ claims on teegrounds. Thus, the Court denies Defendants’
motion to dismiss.

BACKGROUND"

In October 2015, Defendants responded RO®A request from the Felon. The Felon is
known to be associated with the upper levela péarticularly violengang known as the “Latin
Kings.” The Officer Plaintiffeach participated in the invesiipn, which resulted in an 88-
year sentence for the Felon. Defendants mé#iled-OIA response, which contained the Officer

Plaintiffs’ personnel files, to the Felon at thenard Correctional CenteiThese personnel files

! The facts in the background section are takem fRtaintiff's Amended Complaint [37] and are
presumed true for the purpose of resolving Defendants’ motion to disBessVirnich v. Vorwaldb64
F.3d 206, 212 (7th Cir. 2011)pcal 15, Int'l Bhd. of Elec. Workers, AFL-CIO v. Exelon Cp#85 F.3d
779, 782 (7th Cir. 2007). Though Plaintiffs amended their complaint after the motion to dismiss was
briefed, they merely edited the names of some oplatiffs; the substance is the same as the original
complaint [1]. Thus, the briefing on the motion to dismiss still applies.
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were “largely un-redacted.” Doc. 37  18. elim-redacted information included the Officer
Plaintiffs’ names, home addiges, social security numbepdone numbers, and information
pertaining to their family members. The éelpossessed this information until approximately
December 2016.

The Officer Plaintiffs discowed that Defendants revealedastmformation to the Felon
in late 2016, and subsequently filed this laitdn approximately March 2017, the City of
Aurora conducted an audit of EOIA response procedures andedlmined that this was not the
only time that the City of Aurora disclosed perabinformation in response to a FOIA request:

LEGAL STANDARD

A motion to dismiss under Rule 12(b)(6) chafies the sufficiency of the complaint, not
its merits. Fed. R. Civ. P. 12(b)(&jbson v. City of Chicag®10 F.2d 1510, 1520 (7th Cir.
1990). In considering a Rule 12(b)(6) motion to dismiss, the Court accepts as true all well-
pleaded facts in the plaintiff's complaint and dsaall reasonable inferences from those facts in
the plaintiff’'s favor. AnchorBank, FSB v. HofeB49 F.3d 610, 614 (7th Cir. 2011). To survive
a Rule 12(b)(6) motion, the complaint must notygmovide the defendant with fair notice of a
claim’s basis but must also be facially plausibdshcroft v. Igbal556 U.S. 662, 678, 129 S. Ct.
1937, 173 L. Ed. 2d 868 (200%ke also Bell Atl. Corp. v. Twomp§50 U.S. 544, 555, 127 S.
Ct. 1955, 167 L. Ed. 2d 929 (2007). “A claim hasdhpiausibility when the plaintiff pleads
factual content that allows the court to draw thasonable inference that the defendant is liable

for the misconduct alleged.fgbal, 556 U.S. at 678.



ANALYSIS

State-Created Danger (Counts| and I1)

Plaintiffs allege that Defendés violated their due prossg rights under a state-created
danger theory. Defendants argue that, because the Amended Complaint does not explicitly
mention this theory, the Cowhould not permit Plaintiffs to proceed on it. Defendants’
argument misstates the requiremeaftRule 8. The Seventh Circuit has held that “the complaint
need not identify a legal thgg and specifying an incorrettteory is not fatal.”"Bartholet v.
Reishauer A.G. (Zurichp53 F.2d 1073, 1078 (7th Cir. 1992). Under Rule 8, plaintiffs need not
cite the law in their complaints; they are “merely required to relatecmiffifacts to state a
plausible claim for relief undé&rwomblyandigbal.” Escarzaga v. Bd. of Trs. of Cmty. Coll.

Dist. No. 508 No. 15 C 2568, 2015 WL 6445606, at *4 (N.D. Oct. 23, 2015). The fact that
Plaintiffs do not explicitly spety the state-created danger them their Amended Complaint
does not foreclose the potential of establistsingh a claim, so long as they have pleaded
sufficient facts to establish such a claim.

The question then becomes whether Plaintiffige pleaded sufficient facts to establish a
state-created danger claim. Dedants argue that Plaintiffs hamet establisheé the necessary
elements of this claim. Generally, “a Stat&ure to protect an individual against private
violence simply does not constitute alaition of the Due Process Claus®@&Shaney v.
Winnebago County Dep’t of Soc. Serd89 U.S. 189, 197, 109 S. Ct. 998, 103 L. Ed. 2d 249
(1989). There are two narrow exceptions toRleShaneyule: (1) when the state has a “special
relationship” with the person such as “when it has custody over a person, it must protect him
because no alternate avenueaidfexist,” and (2) under the state-created danger exception,

“liability exists when the state affirmatively mlas a particular individual in a position of danger



the individual would nobhave otherwise faced.’Buchanan-Moore v. County of Milwauké&g0
F.3d 824, 827 (7th Cir. 2009) (quotiMpnfils v. Taylor 165 F.3d 511, 516 (7th Cir. 1998)).

For Plaintiffs to establish a claim under Htate-created danger exception, (1) “the state,
by its affirmative acts, must create or increasarmger” to them, (2) “th@ilure on the part of
the state to protect [Plaintiffs] from such a dangest be the proximate cause” of their injury,
and (3) the state’s failure to protect Plaintiffs “must shock the conscieKasg’ex rel. King v.
E. St. Louis Sch. Dist. 18996 F.3d 812, 817-18 (7th Cir. 2007).

First, Plaintiffs must allege that the statther created or incread the danger to them.
“If the state puts a man in a position of danger fpormate persons and then fails to protect him,
it will not be heard to say that its role was meggsive; it is as much an active tortfeasor as if
it had thrown him into a snake pitBowers v. Devitp686 F.2d 616, 618 (7th Cir. 1982).
However, to create or increaganger “must not be interpretso broadly as to erase the
essential distinction between endangg and failing to protect.Doe v. Vill. of Arlington
Heights 782 F.3d 911, 917 (7th Cir. 2015) (citationitted) (internal quotation marks omitted).
Essentially, the Court must decide whether ‘gtete did something that turned a potential
danger into an actual enrather than thait just stood by and did nleing to prevent private
violence.” Sandage v. Bd. of Com’rs of Vanderburgh Coub#g F.3d 595, 600 (7th Cir. 2008).

Defendants argue that their actions rateathe personnel files only pose a potential
danger to Plaintiffs, not the actual danger ssagy to state a claimn support of their
argument, Defendants point&andagewhere the Seventh Circuield that the defendants’
failure to revoke an inmate’s work-release pagi after the plaintiffs’ decedents complained
that he was harassing them did oohstitute a state-created dangkr.at 596. In that case,

allowing the inmate to have work-release privilege perhaps posed some danger to the



community, in light of his conviction. But #tat point, the danger posed to the plaintiffs’
decedents was merely potential. The defendatgdns did nothing to specifically place the
plaintiffs’ decedents in danger, and it was thieddants’ inaction after the plaintiffs’ decedents
complained about the inmate (and were, at thettpio actual danger) that ultimately resulted in
their deaths. Here, Plaintiffeave alleged that the Defendardastions caused actual danger to
them. Plaintiffs allege that by placing the O Plaintiffs’ personnel files in the hands of the
Felon, whom they had helped put in prisondecades, Defendants placed the Plaintiffs in
danger.

Defendants perhaps confuse “danger” wittethler the private actor needs to actually
commit harm to the Plaintiffs for a state-cezhtlanger theory to apply. If the government
throws an individual into a snalpit, and the individual is nbarmed by the snakes, but hurts
himself escaping the pit, the government hasgalted the individual in danger that has caused
the individual harm. For example,\White v. Rochfordhe Seventh Circufbund that plaintiffs
had properly pleaded a statexated danger claim. 592 F.281, 384-85 (7th Cir. 1979). There,
police officers arrested the plaintiffs’ uncle while was driving the platiffs (three children),
and the officers left the children in the carthe side of the road on a cold nighd. at 382. In
the process of removing themselves from thegea, the children “suffered mental pain and
anguish” and one child, an asthimarequired hospitalizationld. Similarly, Plaintiffs allege an
actual danger in thaihe Felon possessed thersonnel files, containg personal, private
information, of the Officer Plaintiffs who helpgait the Felon in prison. And they allege that
they have suffered actual injury while attemptio alleviate this dayer, including installing
home electronic security systems and even relocasegDoc. 37 | 24. For these reasons, the

Court does not find Defendants’ argument thatrfifés are only in potendil danger persuasive.



This discussion blurs into Bendants’ second argument, whislthat, to the extent any
danger is present, they did not create or ineré@asAgain, the questiols whether Defendants’
actions placed Plaintiffs in danger. AccordtogDefendants, this ihe type of danger that
Plaintiffs signed up for when the OfficBtaintiffs became police officersSee Witkowski v.
Milwaukee County480 F.3d 511, 513 (7th Cir. 2007) (“[S]oame who chooses to enter a snake
pit or a lion’s den for compensation cannot complainijitkowskiinvolved a deputy sheriff
who sued after being shot on duty when two feltteputies failed to take security precautions
(previously determined nesgary) against the shootdd. at 511-12. The Seventh Circuit found
that the injured deputy sheriff had volunteeredtf® danger when he became an officer, and
thus the danger was not state-createdat 513. The preserddts are different frofitkowski
The officers involved here were not onyluthen the alleged danger occurred. More
importantly, unlikewitkowskj where the defendants did netdito aid the shooter in obtaining
the gun and discharging it in the piaff's direction, Plaintiffs inthis case allege that Defendants
essentially helped the Felon tdkis first step towards harming them. It is plausible that the
information that Defendants provided to the Relothe Officer Plaintils’ personnel file could
be used to harm Plaintiffs Moreover, the danger associateithwhe Felon, who has ties to the
upper levels of a violent gang and clear reasoarionus against the Plaintiffs, possessing this
type of information is appareniThe Sixth Circuit agrees: Kallstrom v. City of Columbuygt
considered a case where the titsned over personndlds of police officers to the legal defense

team of a violent gang member whom the offiderkped send to jail (the files were then passed

2 Defendants contend that the information containgterOfficer Plaintiffs’ personnel files is already
public, and so to the extent that Plaintiffs faeeg danger from the Felon, it was unchanged by the
release of the un-redacted personnel fil8seDoc. 26 at 8; Doc. 20-1. At this stage in the litigation, the
Court is confined to the allegations in the Ameh@®mplaint. Based on those allegations, the Court
finds it plausible that the information containedhie personnel files could have significantly contributed
to the security threat that officers faced.



on to the gang member) and heldttthe city’s actions “substanifiaincreased the officers’ and
their families’ vulnerability to private acts of vengeantel’36 F.3d 1055, 1067 (6th Cir. 1998)
(cited approvingly byonfils v. Taylor 165 F.3d 511, 516 (7th Cir. 1998)). The facts of the
case are virtually the same as tacts alleged here. Thus, Bl#fs have adequately pleaded
this aspect of their claim.

Second, Plaintiffs must allege that Defendaf#ilure to protect them from the danger
proximately caused their injury. Defendants doaddress whether Plaintiffs have met this
element, and so the Court tre#tas adequately alleged.

Finally, Defendants’ actions matishock the conscience. Mearegligence, or even gross
negligence, does not rise to thedeof a constitutional violationMcDowell v. Vill. of Lansing
763 F.3d 762, 766 (7th Cir. 2014). At the leastdia¢e must act with deliberate indifference.

Id. Cases that establish a claim under thestegated danger theoaye “rare and often
egregious.”Doe, 782 F.3d at 917 (citation omitted) @nbal quotation marks omitted). The

courts have determined that articulating exaethat qualifies as aact that shocks the

conscience “has proven difficulivicDowell 763 F.3d at 766, and so itifstructive to consider

the facts underlying other cases where thetsdwave found a constitutional violatioBee, e.q.

Paine v. Cason678 F.3d 500, 510 (7th Cir. 2012) (police arrested mentally ill woman in a safe
neighborhood and released her in a significantly more dangerous neighborhood, where she was
physically and sexually assaulteM)onfils, 165 F.3d at 520 (despitesihassurances that they

would not provide his identity, fioe provided tape of informarst’report to those against whom

% Defendants attempt to undermigallstromwith Hart v. City of Little Rockyet another § 1983 case
brought by police officers against their city for reiaggheir personnel files to the legal defense team of
a felon against whom they had helped bring chargpesp@grsonnel files eventually made their way to the
felon). 432 F.3d 801, 803 (8th Cir. 2005). Taitempt is unpersuasive: though the Eighth Circuit
ultimately decided on other grounds that the city shbalk been granted judgment as a matter of law, it
“assume[d] without deciding that [the city’s] releas [the police officers’] personnel files created
sufficient danger to implicate constitutionally protected privacy interesds 4t 805.
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he informed, who then took theinenge by murdering the informanRallstrom, 136 F.3d at

1067 (city provided police officergiersonnel files to the legal defense team of a violent gang
member whom the officers had helped put in pris@yt see McDowell763 F.3d at 766-67
(officer responding to a multiple person alteimatordered everyone to get on the ground and
then failed to prevent one ofdimen who complied from being kicked in the head by a man who
did not comply).

Monfils andKallstromare most helpful here. In botlses, the defendants provided the
dangerous private actors with infieation to aid them in retalisty against the plaintiffs (or the
plaintiffs’ decedent).Kallstrom, as mentioned above, is directly point with the facts present
in this case. Moreover, the cases in whichcthigrts declined to allow a state-created danger
claim to proceed because it did not meet thiisl requirement were deciding motions for
summary judgment, where the partied kdaveloped the facts of the cagzeMcDowell 763
F.3d at 766—67King, 496 F.3d at 819. Here, Plaintifiave alleged that Defendants took
actions that put them in danger, and theyehalleged that Defendants took these actions
“knowingly, recklessly, andf intentionally.” Doc. 37 § 20. liight of this, the Court finds that
Plaintiffs have sufficiently alleged a danger of constitutional dimerfsion.

. Monell Claim (Count 1)

In Count I, Plaintiffs bring &onell claim alleging that th€ity of Aurora, through
Osberg, established a policy, practice, or custbnepeated disclosure of highly sensitive,
prohibited information in response to FOIAteests. Defendants seek dismissal of Mosell
claim, arguing that Plaintiffs have not adeqliatdleged facts allowing the Court to draw a

reasonable inference that the City of Aurorantans such a policy, prace, or custom.

* Because the Court has found that Plaintiffs suféiciently pleaded Fourteenth Amendment violations
for Counts | and Il under a state-created dangeryhéaleclines to reach the parties’ arguments
regarding whether those claims could proceed wadight to informational privacy theory.
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Liability underMonell may be premised on (1) an e&ps policy that, when enforced,
causes a constitutional violation; (2) a widesl practice that, although not authorized by
written law or express municipal policy, is germanent and well-settled as to constitute a
custom or usage with the force of law; or (3) a constitutional injury caused by a person with final
policymaking authority.McCormick v. City of Chicag@®30 F.3d 319, 324 (7th Cir. 2000). To
adequately allegeMonell policy or practice claimPlaintiffs must “pleafd] factual content that
allows the Court to draw the reasonable inference that the [City of Aurora] maintained a policy,
custom, or practice” that contrilad to the alleged violatiorMcCauley v. City of Chicag®71
F.3d 611, 616 (7th Cir. 2011) (internal quotation marks omitted).

Defendants complain that Plaintiffs’ alleigams refer only to problems they personally
experienced and thus cannot gnse to a claim for a widespad policy or practice. But
recently, the Seventh Circuit has reminded caurstgo apply a “heightened pleading standard”
to Monell claims. White v. City of Chicagd29 F.3d 837, 844 (7th Cir. 2016) (quoting
Leatherman v. Tarrant County Natazs Intelligence & Coordination Unib07 U.S. 163, 164,
113 S. Ct. 1160, 122 L. Ed. 2d 517 (1993)). This mdhat a plaintiff need not identify other
examples of the complained pifactice in order to stateMonell claim; rather, a plaintiff may
rely solely on his own experienc&ee idat 844 (noting that plaiiff “was not required to
identify every other or even om¢her individual who had beemrested pursuant to a warrant
obtained through the complained-of proces#/jljiams v. City of ChicagdNo. 16-cv-8271,
2017 WL 3169065, at *8—9 (N.DIL.IJuly 26, 2017) (“PosWhitecourts analyzindg/onell
claims . . . have ‘scotched motions to dism@®mised on arguments that the complaint does

not contain allegations beyortubise relating to thplaintiff.” (collecting cases)).
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Although Plaintiffs’ allegationsegarding their own exp@mces would allow them to
move past a motion to dismiss, they hawauded allegations concerning other occasions as
well. See Barwicks v. DarNo. 14-CV-8791, 2016 WL 3418570, at *4 (N.D. Ill. June 22, 2016)
(at summary judgment, singlecident cannot establidflonell claim, but at the motion to
dismiss stage, a plaintiff “need ordijlegea pattern or prdice, not put forth the full panoply of
evidence from which a reasonable factfinder caoldclude such a pattern exists” (emphasis in
original)). Plaintiffs also indiate that one of the Defendantmducted an audit of its FOIA
responses and found that CafyAurora employees, includg Osberg, “repeatedly knowingly,
recklessly, and/or intentionalbjisclosed private and persondidmation in response to FOIA
requests.” Doc. 37 1 26. Plaintiffs added inrthesponse to Defendants’ motion to dismiss that
the audit revealed that Defendants had relepsesbnal information regarding one of the Officer
Plaintiffs to yet anotheincarcerated gang membeDoc. 24 at 12. Plaintiffs have thus
sufficiently alleged a patterof conduct to stateMonell claim.

1. Qualified Immunity (Count II)

Defendants assert that Osber@ntitled to qualified imemity for her actions and thus,
the Court should dismiss Count Il. Qualified immmity attaches when an official’s conduct ‘does
not violate clearly established statutory onstitutional rights of which a reasonable person
would have known.”"White v. Pauly--- U.S. ----, 137 S. Ct. 548, 551, 196 L. Ed. 2d 463 (2017)
(internal quotation marks omitted). “In other werdualified immunity shields from liability
[defendants] who act in ways thegasonably believe to be lawfulBwell v. Toney853 F.3d
911, 919 (7th Cir. 2017) (internal quotation nsdmitted). Once raised by the defendant, “a

plaintiff must show (1) that th@efendant violated a constitutidmaght, and (2) that the right

® The Court can consider information in Plaintifissponse to the motion to dismiss so long as the
information contained therein is consistent with the allegations in the Amended Compkentielp at
Home, Inc. v. Med. Capital, LL@60 F.3d 748, 752-53 (7th Cir. 2001).
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was clearly established at the time so that it @dwve been clear to a reasonable officer that
her conduct was unlawfut the situation.”ld.

Because it has already determined that Plaintiffs have shown that Defendants violated a
constitutional right, th€ourt turns to whether the right welearly established. “To be clearly
established, a legal principle must hawsuticiently clear found@on in then-existing
precedent.”Dist. of Columbia v. Wesby U.S. --, 138 S. Ct. 577, 589 (2018). The burden of
showing that a rule is clearly established falls to the plairfifie, 782 F.3d at 915. Although
the plaintiff does not need to dirgbe Court to a casdirectly on pointjd., “[tjhe precedent
must be clear enough that eveegasonable official would intergdré to establish the particular
rule the plaintiff seeks to applyWesby 138 S. Ct. at 590. Moreovehe rule must “clearly
prohibit the [official’'s] ®nduct in the particular circumstances before hifd.” According to
Plaintiffs, the stated-created danger theorydkearly established rule that clearly prohibited
Defendants’ behavior. Irupport of this, they point tMonfils, the case where the plaintiffs’
decedent provided police officers with a tip thato-worker was planning to steal from their
employer, and asked repeatedly that histileremain anonymous. 165 F.3d at 513-15. In
spite of this, police officers provided a tapeloé man’s phone call tas co-worker, who was
then able to identify the man and retaliated by murdering kimThe Seventh Circuit not only
affirmed that the police officer violated the magonstitutional rights, but also held that the
officer was not entitled to qualified immunityd. at 518. In addition, as noted in earlier
discussionsMonfils approvingly citedKallstrom, a Sixth Circuit case with virtually the same
fact pattern as the one Plaintiffs alleged in their compla¢htat 516. It is true that, idicta, the
Seventh Circuit questioned whether the Supreme Court supefdedéts in Sandage 548

F.3d at 599 (citing own of Castle Rock v. Gonzgléd5 U.S. 748, 125 S. Ct. 2796, 162 L. Ed.
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2d 658 (2005)). Howevefandagéhad already taken painsdastinguish its case, where no
state-created danger was present, fkdomfils, and future Seventh fCuit cases have cited
Monfils as good law.See, e.g.Dog 782 F.3d at 917ackson v. Indian Prairie Sch. Dist. 204
653 F.3d 647, 655 (7th Cir. 2011).

At this stage in the litigation, the Court camly consider the alleggans that Plaintiffs
have set forth in their Amended Complaint.e$# allegations includbat Osberg “knowingly,
recklessly, and/or intentionally[] sitlosed significantafcts details about Plaintiffs’ private and
personal lives to a known, violefglon who was incarcerated, inrpadue to the work of these
very Plaintiff officers.” Doc. 37 1 20. Moreayehe Amended Complaint alleges that Osberg
“knew” that releasing the information “would piie Plaintiff officers and their families in a
state of compromised safetyld. § 21. Taking these allegations as true, if Osberg knowingly
and intentionally gave private, personal information about Plaintiffs to a violent felon, knowing
that her actions would compromise Plaintifafety, her actions clearly fell under the clearly
established theory of state-created danger. [€ge principle is welkestablished and so would
not allow a reasonable official tmnclude otherwise. Thus, the Court finds that Osberg is not
entitled to dismissal for qualificimmunity at this time.

CONCLUSION

For the foregoing reasons, the Court debiefendants’ motion to dismiss [18].

(

SARAL. ELLIS
United States District Judge

Dated: February 28, 2018
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