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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

CHARLENE FIGUEROA and JERMAINE BURTON )
individually and on behalf of all others similarly situated,
) 19C 1306
Plaintiffs,
JudgeGaryFeinerman

VS.
KRONOS INCORPORATED
Defendant

)
)
)
)
)
)
)

M EMORANDUM OPINION AND ORDER

Charlene Figueroa and Jermaine Burton broughpitltistive class actioim the Circuit
Court of Cook County, lllinois, against Kronos, Inc., alleging violatiorthefilinois Biometric
Information Privacy Ac(“BIPA”), 740 ILCS 14/%t seq Doc. 1-1. Kronos timely removed the
suitunder 28 U.S.C. § 1453(b), premising jurisdiction on the Class Action Fairness Act, 28
U.S.C. § 1332(d)Doc. 1. Kronos moves under Civil Rule 12(b)(6) to dismiss the complaint,
Doc. 29,and in the alternativeynder Civil Rule 2&)(1)(A) to strike itsclass allegations, Doc.
32. Both motions are denied, though the court grdepplemental briefing regarding Plaintiffs’
standing to pursutheir claim under Section 15(a) of BIPA, 740 ILCS 14/15(a).

Background

In resolving a Rule 12(b)(6) motion, the court assumes the truth of the operative
complaint’s wellpleaded factual allegations, though not its legal conclusi8asZahn v. N.
Am. Power & Gas, LL{815 F.3d 1082, 1087 (7th Cir. 2016). The court must also consider
“‘documents attached to the comiplt, documents that are critical to the complaint and referred
to in it, and information that is subject to proper judicial notice,” along with additiaciz set

forth in Plaintiffs’ brief opposing dismissal, so long as those additional facts “arestriswvith
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the pleadings.”Phillips v. Prudential Ins. Co. of Apiz14 F.3d 1017, 1020 (7th Cir. 2013)
(internal quotation marks omitted).he facts are set forth as favorablyPaintiffs as those
materials allow.SeePierce v. Zoetis, Inc818 F.3d 274, 277 (7th Cir. 2016). In setting forth the
facts at the pleading stage, the court does not vouch for their acc@eeysoldberg v. United
States881 F.3d 529, 531 (7th Cir. 2018).

Kronos is a provider of human resource management software and services. @oc. 1-1
1 1. As part of its business, Kronos provides timekeeping systems to thousands of enrployer
lllinois. Ibid. Those systems include biometric-based time clocks, which require employees to
use theibiometric informatiorto punch in and out of workd. at{ 2.

When beginning work for an employer that uses a Kronos biometric timekeeping,de
anemployeamust havenerfingerprint or palm print scanned to enrolithe Kronos database.
Id. aty 25. Kronos does not inform thasmployees that it is collecting, storing, or using their
biometricdata Id. at{ 26-27. Nor does Kronasform them of the purposes farollecting
their data or to whom the dataoswill be disclosed.Ibid. Kronos des notmaintainretention
schedules or guidelines for permanently destrothieglata. Id. at{{ 28, 32. Kronos has not
destroydbiometricdata when the initial purpose for obtaining it has been satisfied or within
three years of an employséast interaction witther anployer. Id. at 132. Employees are not
told whether and to whom Kronos discloses their data or what would happerdétalie the
event of &Kronosmerger o bankruptcy.ld. at §33.

Figueroaworked as an hourly employee at Tony’s Finer Food Enterprisegdnc.
March 2017 through September 2018. at{ 35. Burton worked for BWAY from January
2017 through April 20171d. at] 49. Both were required, as a conditiothaiir employment, to

scan their fingerprints using a Kronos devic&réek their time Id. atf{35, 49. Both scanned



their fingerprints when clocking in or out of worl, at 137, 51, and Figueroa did so when
clocking in and out for lunchd. at{ 38.

Kronos storedPlaintiffs’ fingerprint data in its database or databasesat 1 36, 50 At
no pointwerePlaintiffs informed of the purposes or length of time for which Kronos was
collecting, storing, using, or disseminatingittdata. Id. at{{ 39, 52, 80. Nor evePlaintiffs
informed of any biometric data retention policy developed by Kronos or whetheuld ever
permanently deletiheir data. Id. at ] 40, 53, 81 That is because Kronos lacksdich a policy
whenPlaintiffs were hiredid. at 1 28, 81which means that failed to adhere to opublish
such goolicy at that timeid. at{y 73-74—though “years laterit implemented and published a
policy, “long after being sued in other BIPA actions,” D60.at 14-15.

At no point didPlaintiffs receive or sign a release allowing Kronos to collect, store, use
or disseminatéheir biometric data.Doc. 11 at {1 41, 54. Nonetheless, Kronos disseminated
their datato other firms,includingfirms hosting tle data in data centersd. at{ 45, 79.
Plaintiffs would not have providetheir data to Kronos had they knownwould retainthe data
for an indefinite timgoeriod without their consentd. at 143, 56.

Discussion

BIPA “regulat[es] the collection, use, safeguarding, handling, storage, oeteatid
destruction of biometric identifiers and information.” 740 ILCS 14/5(g). “Biom&tantifier”
is defined to include afihgerprint” 740 ILCS 14/10.A biometric identifier is particularly
sensitive because, unlikesocial security number, it cannot be “changedhich means that
“oncel[it is] compromised, the individual has recoursefand] is at heightened risk for identity

theft.” 740 ILCS 14/5(c). Recognizing this concdlimois adopted BIPA to protect the



privacy of biometricdata SeeRosenbach v. Six Flags Entm’t Cqrp29 N.E.3d 1197, 1206-07
(Ill. 2019).

The compeint alleges violations ddectionsl5(a), 15(b), and 15(d) of BIPASection
15(a) requires private entities that possess bionateto develop and publishwritten policy
that includes a retention schedule and destruction guidelines. 740 ILCS 14/15(mn B6)
provides that, in order to collect a persdniemetricdatg a private entity must first (1) inform
the person thahe datds being collected or stored; (2) inform the person of the “specific
purpose and length of term” for whichetdatas being collected, stored, and used; and (3)
receive a written release from the person. 740 ILCS 14/15(b). Section 15(d) providies tha
order to disclose or otherwigésseminate a person’s biometiiatg a private entity must, absent
exceptons inapplicable here, obtain the person’s consent. 740 ILCS 14/B3RH.allowsa
private right of actiorby “[a]ny person aggrieved by a violation.” 740 ILCS 14/20.

l. Plaintiffs’ Standing

Where, as here, a case is removed from state court, “fjfyatime before final judgment
it appears that the district court lacks subject matter jurisdiction, the case steafidveled.”28
U.S.C. § 1447(c). Although no party raisepirisdictional issughe court has an independent
responsibility to ensure that it has subject matter jurisdict®ae Carroll v. Stryker Corp658
F.3d 675, 680 (7th Cir 2011). The issue is close enough to warrant discussion.

A federal court hasubject matter jurisdictioanly if the plaintiffhas Article 11l standing.
See MMO-MSO Recovery I, LLC v. State Farm Mut. Auto. Ins, @85 F.3d 573, 581 (7th Cir.
2019). “[T]he irreducible constitutional minimum of standing consists of three etemiéhe
plaintiff must have (1) sudfred an injury in fact, (2) that is fairly traceable to the challenged
conduct of the defendant, and (3) that is likely to be redressed by a favorable getitsain.”

Spokeo, Inc. v. Robing36 S. Ct. 1540, 1547 (2016) (citation and internal quotation marks



omitted). “To establish injury in fact, a plaintiff must show that he or she suffered ananvafsi
a legally protected interest that is concrete and particularized and actual aemymot
conjectural or hypothetical.Td. at 1548 (internal quotation marks omitted).

To be concrete, a plaintiff's injury “must be de facto; that is, it must actuatly;’ex
meaning that itnust be “real’andnot “abstract.”Id. at 1548 (internal quotation marks omitted).
Both “tangible” and “intangible” injugs, even those that are “difficult to prove or measure,” can
be concreteld. at 1549. ©ncreteness requires at least some “appreciable risk of harm” to the
plaintiff. Meyers v. Nicolet Rest. of De Pere, L1843 F.3d 724, 727 (7th Cir. 20168ge also
Spokepl136 S. Ct. at 1550 (holding that an injury is not concrete where the defendant’s conduct
does not “cause harm or present any material risk of ha@uiala v. Time Warner Cable, Inc.
846 F.3d 909, 911 (7th Cir. 2017) (holding that the plaintiff lacked standing where he identified
no “plausible (even if attenuated) risk of harm to himself”).

As the Seventh Circuit explainedRobertson v. Allied Solutions, L1.@02 F.3d 690
(7th Cir. 2018)a defendat’s “withholding information when a statute requires its publication”
inflicts an “informational injury. 902 F.3d at 694"An informational injury is concretefor
standing purposesf‘the plaintiff establishes that concealing information impaired her ability to
use it for a substantive purpose that the statute envisioftad.” While afailure to disclose
“substantive information”Harn{s] the concrete interest that the [relevant] statute protect[s],”
whether thdailure to disclose information thaterely“give[s] notice of”theplaintiff's
“statutory rights”does so depends on the circumstan@ssillas v. Madison Ave. Assocs., Inc.
926 F.3d 329, 334-35 (7th Cir. 201Bpecifically,the failureto disclose information
concerning the plaintiff'statutory rights inflict a concrete injuryvherethe defendant fagd

entirely to makehe disclosure, but not where the defendaiy orekesan incomplete or



otherwise technically deficient disclosur8ee Lavallee v. Metl Sot,, LLC, 932 F.3d 1049,

1053 (7th Cir. 2019) (holdintpat the plaintiff alleged an injusin-fact where she “never

receivedany of the disclosures required by” the statute in question, and distinguShsikas

in part on the grounthat theplaintiff there merelyreceived arincompletevalidation notice”).
Earlier this year, the Seventh Circhéld inCrabtree v. Experian Information Solutions,

Inc., 948 F.3d 872 (7th Cir. 202@hatwherethe defendant’siolation of a statutory duty to

discloseleads‘to the deprivation of an opportuniffor the plaintiff], even if futile as a practical

matter, [that] can be enough to establish a concrete injldy&t878. InRobertsonfor

instance, the employeiolated the Fair Credit ReportingcAby “fail [ing] to provide the

plaintiff with a copy of her background report before rescinding her employment obid.

That injury,Crabtreeexplained, “was concrete enough [to establish stantecguse the

plaintiff ... lost the benefit of ‘her interest in responding’ to information in her dracikd

report, even if the information was accurate and she would have been unable to convince the

prospective employer to honor the original offeldid. (quotingRobertson902 F.3d at 697).
Under these principle®|aintiffs have standingp pursudheir claims under

Sectionsl5(b) and 15(d) The complaintalleges that Kronos obtaindélaintiffs’ biometricdata

without informing them it was doing so or obtaining their consent, in violati@ection15(b),

Doc. 11 at 125-27 ("Kronos fails to inform ... employees that Kronos is collecting, storing or

using their sensitive biometric data ... or to whom the data is disclosé}] and that Kronos

disclosed optherwise disseminatebeir datato outside data hosts without informiRgaintiffs

or obtainingtheir consent, in violation dbection15(d),id. at{179-80 (Defendant

systematically disclosed Plaintiffs’ biometric identifiers and biometric informatiather

currently unknown third parties, which hosted the biometric data in their data cgntéfgh



both clains, Plaintiffs were denied an opportunity to withhold their consent to the collection or
disseminatiorof theirdata Thatwas no mere technicalitjor without being informed that
Kronos or outside data hosts would obtain thaig Plaintiffs were denied entirely an
opportunity to object, in any fashion, to the way tlatawas handled. Doc. 1-at 43, 56
(alleging that Plaintiffs “would not have provided [tjdaiometric data to Defendant if [they]
had known that [Kronos] would retain such information for an indefinite period of time without
[their] consent”). Unde€rabtreg thedenialof that opportunitys sufficiently concret¢o
confer standing.

This fedure of Plaintiffs’ claimaunder Sections 15(b) and 15&Brves talistinguish
recent BIPAdecisionsholding that the plaintiffén those casdsckedstanding. In all but one of
those caseshe plaintifis knowingly provided biometridata totheir employersbut didnot
allege that the employ®redisclosed that dgtavhich meant that theyad ample opportunity to
object to theemployers’collection(andpotentialdissemination) of the datven if their casent
to the collection was not solicited in the specific mamaquired by BIPA.SeeHunter v.
Automated Health Sys., In@020 WL 833180, at *1-2 (N.D. Ill. Feb. 20, 2020) (holding that the
plaintiff lacked standingvhere she “fail[ed}o allege that defendant collected her biometric data
without her knowledge or created a risk thilae] data would fall into the hands of an
unauthorized third party; Bryart v. Compass Grp. USA, Inc. F. Supp. 3d __, 2020 WL
433868, at *2-3 (N.D. lll. Jan. 28, 2020) (holding that the plaintiff lacked standing because the
defendant “did nothing with Plaintiff's data about which she was not aware” and théffpdadint
“not allege that Defendant shared her biometric information with third partiegated an
immedide risk that such data would fall into the hands of third parti€s3on v. Dynacast,

LLC, 2019 WL 5536834, at *2-4 (N.D. lll. Oct. 17, 201%Bécause Plaintiff knew that her data



was being collected, Defendant’s failure to go through each procedumallity outlined in
BIPA did not ... [constitute an] injury in fact. Similarly, because Plaintiff has lfeged that
her data was given to third-parties, her right to privacy in her biometric dataotvas
compromised.”)citation omitted) Although one dcisionfound no standing here the
complaint alleged that the plaintiff’'s employer disclosed biomdatato an outside payroll
vendor, the court acknowledged that the “issue of disclosure tparties presents a close legal
guestion” andnade its ruling beforthe Seventh Circuiurther clarified the lavin Crabtree
McGinnis v. U.S. Cold Storage, In€019 WL 7049921, at *2-4 (N.D. lll. Dec. 23, 2019).
Standing foPlaintiffs’ Sectionl15(a)claimturns on whether Kronos’s failure to develop
and publish a retention schedule and guidelines for the destruction of bicthagdiidlicted the
type of informatioral injury that qualifies as concretén entity’s publication of a Section 15(a)
disclosure provides substantive information about hgerson’siometricdatais handledas
opposed to informatiothat merely describabe person’statutory rights Had Kronogimely
published its retention schedule and guidelifégintiffs mighthave becomaware sooner that
Kronos was colleting their biometriadataand sending it to outsidiata host, and thus could
have taken quicker action to ensure that ttieiawas being properly handled. Doclhkt
1128, 32, 80, 83 (alleging that Kronos “collected, stored, and used employees’ biomatfar dat
years withoutproviding “employees with a writte publicly-available policy identifying its
retention schedule and guidelines for permanently destroying employeestiitodata). That
said the complaint acknowledgésatdue to Kronos’s alleged violations $&ctionsl5(b) and
(d), “most employees don’t know they are interacting with Kronos when they hawe thei
biometrics scanned by their employer’s Kronos devices, let alone providing bitiraetric

data,” and therefore would “have no reason to affirmatively seek out Kronos’ welisgearch



for its biometric data policigs.ld. at 128. If Plaintiffs would nevelnavesought out diometric
datapolicy published by Kronost is unclear whethdheysuffered any concrete injury due to
Kronos’s failure to develop and publish sugbolicy.

Giventheseconsiderationghecourt cannot with the requisite level of confidence
ascertairwhether Plaintiffs have standing to pursue tBeiction15(a) claim. Accordingly, the
courtdirects the parties to subnsiipplemental briefingddressingvhetrer—in light of the
principles discussed above—~Plaintiffs have standing to ptistielaim. If the courtultimately
concludes that Plaintiffs have standitgghenwill rule on Kronos’s motion to dismiss the
Section 15(a) clainrelying on the partiegxistingRule12(b)(6) briefing.

1. Kronos’s Motion to Dismiss

A. Section 15(b)Claim

Section 15(bpf BIPA provides:

No private entity may collect, capture, purchase, receive through trade, or eeherwi
obtain a person’s or a customdsismetric identifier or biometric information, unless it
first:

(1) informsthe subject ... in writing that a biometric identifier or biometric
information is being collected or stored

(2) informs the subject ... in writing of the specific purpose and leafjthrm
for which a biometric identifier or biometric information is being collecteatest,
and used; and

(3) receivas a written release executed by the subject of the biometric identifier
or biometric information.. .

740 ILCS 14/15(b). Thussa “private entity” that “obtain[ed]” Plaintiffs’ biometrdatg
Kronos*“first” had to “infornf]” themthat it was collectingr obtaining the dataand forwhat
“purpose and length oétm” andreceivefrom thema “written release.”Ibid. The complaint
alleges that wherPlaintiffs enrolled in and used their employers’ timekeeping systems, Kronos

obtained their biometridat withoutfirst informing them or obtaininffom them a written



release Doc. 11 at 125 27, 35-38, 49-51, 78, 80. That is a textbook violation of
Sectionl5(b). SeeRosenbachl129 N.E.3d at 1203-04 (holding that@plaint alle§jng] that
defendants violated the provisions of section 15 of the Act \ithew] collected[the plaintiff's]
son’s thumbprint without first following the statutorily prescribed protostdtel a Section
15(b)claim).

Kronosargueghatbecause “BIPA’s definition of ‘written release’ ... expressly delegates
notice and consent obligatiotssthe employewhen biometric data is collected in the
employment contextit cannot be held liable under Section 15(b). Doc. 62(atmphasis
added). This argument failso persuadeAs an initial matter, eveputting aside whether Kronos
was required toeceivefrom Plaintiffs the written releaseandatedy Section15(b)(3), Kronos
still (allegedly) violatedsectionsl5(b)(1) and (b®) by not informing them that it wa®llecting
or obtaining their biometric datéor whatpurposes, and for how long.

In any event, the statutory definition of “written release” did not reliewan&s of a
Sectionl15(b)(3)obligation to receivérom Plaintiffsa written release befoabtaining their
data. BIPA defines “written releaseas“informed written consent or, in the context of
employment, a release executed by an employee as a condition of employrént.CS
14/10. Evenf Kronos’s obtaining Plaintiffs’ data occurred “in the context of employmeat—
opposed to in the context of a businasdusiness relationship between Kronos Hredr
employers—Kronos still was a “private entity” that “collect[ed]” or “obtain[ed]” Plainsiftiata
and thus mnained obligated to receive a release from thsra condition of their employment.
Contrary toits submission, imposing that obligation on Kronos would not “be an absurd reading

of BIPA.” Doc. 30 at 15. Kronos could have complisg for examplerequring Plaintiffs

10



employersas a contractugdrecondition of using a Kronos biometric timekeeping device, to
agree to obtain their employees’ written consent to Kronos obtaining their data.

Kronos next argues that it did not “collect” Plaintiffs’ biometric data within the mgan
of Section15(b) because the provision “applies narrowly only to those entities that actively
collect or capture biometri¢s Ibid. Even if Kronos did notdctively collect” Plaintiffs’ data,
Sectionl5(b) governsot onlyentities that “collectbiometricdata, but also thogbat “capture,
purchase, receive through trade ptherwise obtainsuch data.740 ILCS 14/15(b) (emphasis

added).The complaint allegefiat Kronos “stored,” “used,” and “disclosed” Plaintiffs’
biometricdata, Doc. 1t at 1136, 50, 78, and to have done those things Kroegsssarilyirst
had to “obtain” the data.

Kronosretorts that this reswtould rendeiSectionl5(a)superfluoushecaise, orthis
understanding of the term “otherwise obtain'Saction15(b), any entity in “possession” of
biometric datdor purpose®f Sectionl5(a)would have “otherwise obtain[ed]” such ddita
purposes ofectionl5(b). Doc. 62 at 12. This argument is unpersuasBextionl5(a) extends
to entities thatprior to BIPA'seffective date, already possessaametric informationwhile
Sectionl5(b) covers only those entities that came into possession of such informiaion af
BIPA'’s effective date Compare740 ILCS 14/15(a) (covering “[a] private entitypossession of
biometric identifiers or biometric information) (emphasis addedh 740 ILCS 14/15(b) (“No
private entitymaycollect, capture, purchase, ... or otherwise obtain a persot®metric
identifier or biometric information ...”) (emphasis added3ee740 ILCS 14/99 (“This Act takes
effect upon becoming law.”). AnBlection15(a) imposes different obligations than

Sectionl5(b)—Sectionl5(a) requires entitie® develop and publish written policies regardless

of whether they obtained biometdatabefore or after BIPA's effective date, while

11



Sectionl15(b) sensibly imposes notice and consent obligations only onghtises that come
into possession of suclathafter BIPA’s effective datelnterpreting the term “obtainh
Section 15(b) to include Kronos’s conduct therefore does not render Section 15(a) superfluous.
Not that it matterssee Al Haj v Pfizeinc., 338 F. Supp. 3d 815 (N.D. Ill. 2018)
(holding, against ththenconsensus in this District, thBtistol-Myers Squibb Co. v. Superior
Court, 137 S. Ct. 1773 (2017), does not bar multistate class actions in forums where the
defendant is not subject to gaal jurisdictior), but Kronosis wrong that this resuiwould bean
outlier in this District Specifically,Kronos contends th&tamuwonge v. Kronos, Inet18
F. Supp. 3d 279 (N.D. Ill. 2019), “adds to a unanimous consensus| that] time clock providers
owe nosectionl15(b) duties when employers use time clocks in the workplace.” Doc. 107 at 1.
In fact, Namuwongepecificallydeclined tgpass on that questidirecause the plaintiff alleged
only that her employer had “collected [her] fingerprints using a systerKtbabs supplied”
and not that “Kronos collected, captured, or otherwise obtained [her] biometric intorrhat
Namuwonge418 F. Supp. 3d at 286 (“[T]he Court does not address the parties’ arguments
regarding whether section 15(b) requiresiagte entity other than an employer to secure an
executed written release.”Here, bycontrast, Plaintiffs allege that Kronos obtained and stored
their biometricdata As to other decisions this District they are split on the question whether
BIPA governs outside vendors like Kronoshe employment contextCompare Neals v. PAR
Tech. Corp.419 F. Supp. 3d 1088, 1092 (N.D. lll. 2019)¢'the extenfother] decisions stand
for the proposition that thBIPA exempts a thirgharty nonemployer collector of biometric
information when an action arises in the employment context, the Court disaghetrsse
decisions because there is no textual support whatsoever for such a restncteickivee

statutés application.’), with Heard v. Becton, Dickinson & CGo. F. Supp. 3d __, 2020 WL

12



887460, at *4-FN.D. lll. Feb. 242020) holding that the plaintiff's allegation thah @utside
vendor “systematically and automatically collected” his biometric datannection with his
employment did nogualify asthe “active” collection required for Sectid®(b) liability). The
state of the law is by no means “unanimous,” and this court is persied¢deunderstanding
of Section 15(b) set forth above comports with the ordinaggning of the word “obtain” and
does not erase the distinction between Sections 15(a) and 15(b).

B. Section 15(d)Claim

Section 15(d) of BIPA provides:
No private entity in possession of a biometric identifier or biometric information may
disclose, redisclose, or otherwise disseminate a persoasustomer’s biometric

identifier or biometric information unless

(1) the subject of the biometric idendifior biometric information ... consents
to the disclosure or redisclosure;

(2) the disclosure or redisclosure completes a financial transaction estjoest
authorized by the subject ;..

(3) the disclosure or redisclosure is required by State or federak lenunicipal
ordinance; or

(4) the disclosure is required pursuant to a valid warrant or subsseea by a
court of competent jurisdiction.

740 ILCS 14/15(d). The complaialleges that Kronos dseminatedPlaintiffs’ biometricdatato
otherfirms thathosted the information in their data centers, iaddes not suggest that any of
the circumstances set forth in subsections (d¥1permitted that disseminah. Doc. 11 at
19145, 79. That is a textbook violation of § 15(&eeDixon v.Wash. & Jane Smith Comm.-
Beverly 2018 WL 2445292, at *1(IN.D. Ill. May 31, 2019 (holding that the plaintiff's
allegation that Kronos obtained her biometric data from her employer withokndwledge or

consent statka Section 15(d)laim against both Kronos and teenployej.

13



Kronosargueghatit did not“disclose” Plaintiffs’ biometric information within the

meaning of Sectiot5(d) because “disclose’ means ‘to make known or public,” or ‘to show
after a period of inaccessibility or béing unknown.” Doc. 30 at 13 (quotimysclose Black’s
Law Dictionary(11th ed. 2019) That argument is beside the point becaasdPlaintiffs
observe, Doc. 50 at 18 n8ection15(d) covers not just the “disclasf]” of biometric data, but
also ts“disseminat[ion],” and Kronos is alleged to have disseminiiteid data. Doc. 1t at

1 45(“Defendant improperly disseminated [Figueroa’s] biometric identifiedda biometric
information to third parties, including but not limited to third parties that hosted the hiometr
data in their data centers ...,.7) 79 (“Upon information and beliedDefendant systematically
disclosed Plaintiffs’ biometric identifiers and biometric information to otherently unknown
third parties, which hosted the biometric data in their data centetstherefore does not matter
whether Kronos “disclosed” the data as Kronos understands the term.

Kronos also suggests tha¢ctionl5(e) permitedwhateverdisseminatiorof Plaintiff’s
biometric datat might have conductedDoc. 30 at 14. Section 15(e) provides in relevant part
that a “private entity in posssion ofa biometric identifier or biometric information shall ...
transmit ... biometric information using the reasonable standard of care withpriviage
entity’s industry[] and ... in a manner that is the same as or more protectivi¢haanner in
which the private entity ... transmits ... other confidential and sensitive information.’ ILT&
14/15(e). Contrary to Kronos’s understandiBggtion15(e) does not affirmatively authorize the
dissemination of biometric data outside the four circumstances set forth intsuissét)(1){4);

rather,Section15(e)only sets forth the means by which an entity must transmit biometric data

when such transmission is otherwise allow8geNamuwonge418 F. Supp. 3dt 285

14



(“Section 15(d) limits transfers of biometric information while section 15(e)inegjthat private
entities protect biometric information from disclosuye.”

C. State of Mind

Kronos argues that Plaintiffs’ claims should be dismissed because the iobmqpés not
pleadany of themental state required for statutory damages under BIPA. Doc. 30 at 19-20.
Section 20 provides that a prevailing plaintiff may recover, “for each violatiagyitlaied
damages of $1,000 or actual damages, whichever is greater,” for negligetimnsoland
“liguidated damages of $5,000 or actual damages, whichever is greater, kiessenr
intentional violations. 740 ILCS 14/gD-(2). While BIPA subjects defendants to a damage
remedy only if there is negligence, recklessness, or willfulnessaties havsplit as towhether
a defendant’s mental stagea pleading requiremenCompare Namuwongd18 F. Supp. 3d at
286 (dismissing 8IPA “claim for damages basl on intentional and reckless conduct” because
the plaintiffdid “not allege any substantive details regarding whether the allegatioas we
reckless or intentional”with Woodward v. Dylan’s Candybar LL.Glo. 19 CH 05158, slip op.
at 7 (lll. Cir. Nov. 20, 2019) (reproduced at Doc. 101-1 at 8) (“[T]he use of the terms &rgglig
‘intentional,” and ‘reckless,’ are standards of culpability for determinargabes. The lllinois
Supreme Court had made it clear that a plaintiff need not plead facts or slam@ming
negligence, or reckless or intentional acts in violation of BIPA to be entitlseek ...
liquidated damages ...).”

The court need not choose sitlesausehe complainbdequatelalleges negligenceon
Kronos’s part.“States of mind may be pleaded generally, but a plaintiff still must point to
details sufficient to render a claim plausibl®ippen v. NBCUniversal Media, LL.C34 F.3d

610, 614 (7th Cir. 2013). The complaaieges that Kronos, as late as 2018 or 2019, continued

15



to systematially collect and disseminabiometricdatawithout complying with BIPA, which
had beerenacted a decade earlier2008. From thadllegation a plausible inference may be
drawn that Kronos acted negligentl$ee Mmuwonge418 F. Supp. 3d at 2§6Namuwonge
has alleged that Kronos failed to maintain a satisfactory biometric data reteolimn despite
BIPA taking effect more than ten yeago. The Court... may plausibly infer from
Namuwonges allegations that Kronos acted negligefijtiyRogers v. BNSF Ry. G019 WL
5635180, at *5 (N.D. Ill. Oct. 31, 2019)As Rogers points out, the BIPA took effect more than
ten years ago, and if théemations of his complaint are traeas the Court must assume at this
stage—BNSF has made no effort to comply with its requirements. This is cer@iplygh, at
the pleading stage, to make a claim of negligence or recklessness plaudiel@$)419 F.
Supp. 3d at 10923 (same).

It is unnecessary to decide whether the complaint alleges facts sufficrarget@n
inference of recklessnes8IPA provides that recklessnasféersa basis for greater liquidated
damagesnotfor a separate claim740 ILCS 14/20(2). Bcause “[amotion to dismiss under
Rule 12(b)(6) doeshpermit piecemeal dismissalsmdirtsof claims” BBL, Inc. v. City of
Angolg 809 F.3d 317, 325 (7th Cir. 2015), that the compgkafattual allegationgiverise to an
inference of negligends enough to withstand dismissal.

D. Risk of Duplicative Recovery

In its response to Plaintiffs’ third motion for leave to cite supplemental authority, Kronos
raises a new argument as to wdayroll vendors like Kronoare not subject to BIPA liability:
the risk ofthe plaintiff obtaining alouble recoveryrom both her employer and the vendor.
Doc. 115 at 4-6. Kronderfeitedthe argument by waiting until after briefing had clogedaise
it. SeeNarducci v. Moore572 F.3d 313, 324 (7th Cir. 20009)T]he district court is entitled to

find that an argument raised for the first time meply brief is forfeited”);
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Holloman, Sibert, Inc. v. AB Voly849 F.3d 376, 389 (7th Cir. 2003Because Volvo raised
the applicability of the Maine statute in its reply brief, the district court was erttithéad that
Volvo waived tke issue.”);Rand v. U.$.2012 WL 1357677, at *3 n.1 (N.D. Ill. Apr. 18, 2012)
(“[T]he court will not address arguments made for the finsé in a reply brief or in
supplemental filings.”) (citation omitted)

Granted Kronos did offer—prematurely, as exgined below—the risk of duplicative,
employerspecific litigation naming Kronos as additionaldefendant as a basis for strikittng
complaint’'sclass allegations But that is a distinct argument from the one Kronos advances in
its supplemental respon&® dismissing Plaintiffstlaims And that newargument is without
meritin any event, aBlaintiffs’ allegations that Kronasself obtained and disseminated their
biometric information reflect a course of conduct distinct from any BIPA tawigin which
theiremployers may have engageden if such violations occurred simultaneously or through
use of the same equipmer@eeDixon, 2018 WL 2445292, at *11 (holding that the plaintiff's
allegation that Kronos obtained her biometric data from her employer withokndwledge or
consent stated separ&@H°A claims against Kronos and her emplgyer

IIl.  Kronos’s Motion to Strike Class Allegations

Rule 23(c)(1)(A)provides: “A an early practicable time after a person sues or is sued as
a class representative, the court must determine by order whether to beréitfibn as a class
action.” Fed. R. Civ. P. 23(c)(1)(A). Although “[m]ost often it will not be ‘practicabte’the
court to do that at the pleading stagesametimes the complaint will make it clear that class
certification is inappropriate.Hill v. Wells Fargo Bank, N.A946 F. Supp. 2d 817, 829 (N.D.
lll. 2013) (citingGen. Tel. Co. of the Sw. v. Fal¢atb7 U.S. 147, 160 (1982pee alsdKasalo
v. Harris & Harris, Ltd, 656 F.3d 557, 563 (7th Cir. 2011) (“Consistent with [Rule

23(c)(1)(A) s] language, a court may deny class certification even before the plaiedith f
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motion requesting certification.”)That said,[i]f ... the dispute concerning class certification is
factual in nature and discovery is needed to determine whether a class shoulifidx eert
motion to strike the class allegations at the pleading sggemature.”"Buonomo v. Optimum
Outcomes, In¢.301 F.R.D. 292, 295 (N.D. Ill. 2014) (internal quotation marks omitsed) also
Mauer v. Am. Intercont’l Univ., Inc2016 WL 4698665t *2 (N.D. Ill. Sept. 8, 2016)same)
Onlyif the class allegations are “facially and inherently deficishtiuld a motion to strike be
granted.Buonomg 301 F.R.D. at 295.

Kronos challengethe complaint'lass allegations on superiority, predominarecel
adequacy groundsThosechallengesre unpersuasive.

A. Superiority

Rule 23(b)(3) providethat a class action may be maintained if Rule 23(a) is satisfied and
“the court finds that the questions of law or fact common to class members preéomniraany
guestions affecting only individual members, and that a class action is superior @availedie
methods for fairly and efficiently adjudicating the controversy.” Fed. R. Civ. B)(33(
Factors pertinent to superiority include: “(A) the class memiaterests in individually
controlling the prosecution or defense of separate actions; (B) the extent aecohary
litigation concerning the controversy already begun by or againstrolasbers; (C) the
desirability or undesirability of concentrating the litigation of the claims ip#rgcular forum;
and (D) the likely difficulties in managing a class actiotbid. As the Seventh Circuit has
explained, the class action device is a superior means of resolving dispates ag here, any
individual class member’s recovery is likely to be sm8keSuchanek v. Sturm Foods, Int64

F.3d 750, 759 (7th Cir. 2014)The policy at the very core of the class action mechanism is to
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overcome the problem that small recoveries do not provide the incentive for angluatiioi
bring a solo action prosecuting his or her right§tidernal quotation mark omitted)

Observing thatte putative class includesome persanpursuingseparatéawsuis
against their employera which Kronos isither a defendartr arespondent in discovery,
Kronos argues that those other actions are superior venues for litigatpugdtiee classlaims
broughthere Doc. 33 at 8-9. Insofar as soméative class membehave sued Kronos in other
suitsbrought against their respective employ#igssepersors may beexcluded from any
certified classf they continue to maintain those suitSeeBietsch v. Sergeant’s Pet Care
Prods., Inc, 2016 WL 1011512, at *12 (N.D. Ill. Mar. 15, 2016) (“Although the class definition
may need additional refinemiegis discovery progresses, the Court will not strike the class
allegations at this stage, where it adequately proytdesdefendantyvith notice of the class
Plaintiffs will seek to certify, is definite, and is based on objective critétaintiffs may further
modify the proposed class definition, or the Court may do so on its own initiative, at the class
certification stagé); Everett v. Baldwin2016 WL 8711476, at *3 (N.D. Ill. Jan. 15, 2016)
(“IW] hen discovery is neededas-it often is—before deciding whether. a class definition can
be modified, courts may deny the motion to stflkeAnd the fact that Kronos is a respondent in
discovery in suits brought by other putative class members does not bear on $ypasiori
Kronos cannot avoid class litigation for its oalfegedBIPA violations merely becausehis
information relevant tsuits against othetefendars.

Kronos also contends that manageability concerns caused by the risk of “duplicativ
third-party discovery” and the need to monitor simultanesuiiscounsel in favor of striking the
class claims hereDoc. 33at 1012. Itis hard to understand how the need to monitor other suits

bears on the manageability of class litigation hereonks and its able counsel undoubtedly
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have the bandwidth tdefend this suit as a putative class action while, at the same time,
monitoring otheBIPA suits in which it is a defendant arespondent in discovery.
B. Predominance
“Analysis of predominance under Rule 23(b)(3) ‘beginsvith the elements of the
underlying cause of action.’Messner v. Northshore Univ. HealthSysté&@0 F.3d 802, 815
(7th Cir. 2012) (quotinderica P. John Fund, Inc. v. Halliburton CG&63 U.S. 804, 809 (2011)).
“The Rule 23(b)(3) predominance inquiry tests whether proposed classes arerglyffic
cohesive to warrant adjudication by representatidxnichem Prods. Inc. v. Winds&?21 U.S.
591, 623 (1997) As Justice Ginsburgxplained
To gain classaction cerification under Rule 23(b)(3), the named plaintiff
must demonstrate, and the District Court must find, that the questions of law
or fact common to class members predominate over any questions affecting
only individual membersThis predominance requirentaa meant to test
whether proposed classes are sufficiently cohesive to warrant adjudication by
representation, but it scarcely demands commonality as to all quedtions.
particular, when adjudication of questions of liability common to the class will

achieve economies of time and expense, the predominance standard is
generally satisfied even if damages are not provable in the aggregate.

Comcast Corpv. Behrend569 U.S. 27, 41 (2013) (Ginsburg, J, dissent{atj¢rations,
citations, and internal qudtan marks omitted)seeChi. Teachers Union, Local No. 1. v. Bd. of
Educ. of City of Chj.797 F.3d 426, 443-44 (7th Cir. 2015) (endorsing Justice Ginsburg’s
characterization of the predominance inquiry).

While similar to Rule 23(a)(Z)ommonality, the predominance requirement is “far more
demanding.”Amchem Prods521 U.S. at 624Predominance is not satisfied where liability
determinations are individual and fact-intensseeKartman v. State Farm Mut. Auto. Ins. Co.
634 F.3d 883, 891 (7th Cir. 201Bnd “[m]ere assertion by class counsel that common issues
predominate is not enough?arkov. Shell Oil Ca.739 F.3d 1083, 1085 (7th Cir. 2014)

(alterations omitted) Predominance fails where “affirmative defenses will require a pdrgon
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person evaluation of conduct to determine whether [a defense] precludes indivacdualy€
Clark v. Experian Info., Inc233 F.R.D. 508, 512 (N.D. Ill. 2009ff'd, 256 F.App’x 818 (7th
Cir. 2007);see alsdMyers v. Hertz Corp.624 F.3d 537, 551 (2d Cir. 2010) (“[W]hile it is well
established that the existence of a defense potentially implicating diftdémea members
differently does not necessarily defeat class certifinaitas equally well established that courts
must consider potential defenses in assessing the predominance requiyéatemations and
citations omitted).

To justify striking class allegatior® predominance grounds at the pleadings stage,
defendat must “present ... specific evidere@s opposed to mere speculatiotiat [a]
purportedly individualized issue predominates over common isséemiome 301 F.R.Dat
298. Kronosargues thathe following individualized questions of fact concerniing various
timekeeping practicesf the putative class members’ myriad employers nedbssiafeat
predominance:(i) where, when, and for which employees each employer used Kronos devices;
(i) whether the employer’s compliance with BIPA extetml&ronos; {jii) whether each
employee knew and understood that the devices were scanning their fingerbe(ivmeach
employer allowed some or all of its employees to opt for other authenticatibondse.. ; (v)
when each employer used Kronos devices, and whether other devices also [sichmnd (g8
where each employer stored employee data, for how long, and with whatyssaiaguards.”
Doc. 33 at 13-14Those potentiafact questions do not warrasiriking the class allegatiores
the pleading stageAs an initial matterKronos faikto explain how those questions bear on its
potential liability under BIPAthereby forfeiting any argument that they justify striking the class
allegations.SeeG & S Holdings LLC v. Cont’l Cas. Cd&97 F.3d 534, 538 (7th Cir. 2012)

(“We have repeatedly held that a party waives an argument by failing to makeré the
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district court. That is true whether it is an affirmative argument in support of a motiosrosd
or an argument establishing that dismissal is inappropriate.”) (citations omitted)

Even putting aside forfeiture, and Rlaintiffs correctly noteDoc. 51at17,the
complaints allegationggive rise to the plausible inferentteat Kronos knows whdiometric
data it collected on which employessd for which employersDoc. 11 at{{ 36, 50, 78
(alleging that Kronos systematically collected and stored Plaintiffs’ bionuettain its
databases)Whetheisome employedanewthat their employers’ timekeepimtgvices were
scanning their fingerprint®r whethesome employeesoluntarily opted to use Kronos
equipment rather than some other timekeeping method, appears at this point to havego beari
on whether Kronos informed sucimployees thait was collecting their biometridataor
whether itobtained their consent.ikewise, the fact that an employer used a different
timekeeping method at some other point would have no bearidgoows’s liability (or non-
liability) for its data collection while the employer used Kronos equipmantd howemployers
stored employee data sheds no light on the relevant question here<rd¢mvgcollected and
stored such data.

Moreover, even if they were pertinetiie questions raised by Kronosegorecisely the
sort of factintensiveissueghatgenerally do ngustify striking class allegatiorat the pleading
stage.See Mirdock-Alexander v. Tempsnow Emg’'Placement Servs., LLQ016 WL
6833961, at *5 (N.D. Ill. Nov. 21, 2016)[W]hen a cout considers predominance, it may have
to venture into the territory of a claim’s merits and evaluate the nature of tleme®idin most
cases, some level of discovery is essential to such an evalugtioternal quotation marks
omitted). At most, tftose questions euld counsel in favor of narrowing the class definitidn

the class certification stagence discovery sheds light arhether anyutative classnembers
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are affected byhose questiam See Messneb69 F.3dat 825 (“Defining a class so as to avoid
... being over-inclusive ... is more of an art than a sciencand fan and often should be
solved by refining the class definition rather than by flatly denying clxdgication on that
basis.”) Smith v. State Farm Mut. Auto. Ins. C2015 WL 13658072, at *3 (N.D. Ill. Jan. 13,
2015)(“[T] he Court agrees with Plaintiffs that it would be premature to strike the class
allegations before Plaintiffs have had the opportunity to conduct further discoverf, and i
necessay, refine their class definitiof)..

Kronosmaintains thasomeputative class membensay haveconsented in writing td
obtainingtheir biometricdata. Doc. 33at14. That is certainly possibles Blaintiffs
acknowledge. Doc. 51 at 17-18. But havmmesenédno evidence as to how many putative
class members gaweich consent, Kronos offers no basis to conclude that a significant portion of
the putative class has no viable claiBeeMessney 669 F.3d at 825 (observing that while “a
class should not be certified if it apparent that it contains a great many pe&tsohave
suffered no injury at the hands of the defendant[,] ... [tjhere @&cise measure for ‘a great

many’” and the determination “will turn che facts as they appear from case to cade”)
thereforewould beimproperat the pleading stade strike the class allegations on that basis.
SeeSullivan v. All Web Leads, In@017 WL 2378079, at *9 (N.D. Ill. June 1, 2017) (holding, in

a Telephoe Consumer Protection Act cattegt“even if [a] class definition conceptually

includes ... consumers who gave ... some sort of individualized consent, it would be premature
at th[e] prediscovery stage to determine whether [a] suit can proceed as a tiassiadight

of thatissus.

Kronos also argues thebme putative class members’ claims may be barred by federal

labor law preemption, Doc. 33 at 15-16; Doc. 67, or arbitration agreements, Doc. 33 at 16-17.
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But again, there is no way of knowimg thisstagehow many putativelass members’ claims
would be impacted by thosssues.SeeMessney 669 F.3d at 825And it is speculative at this
stagefor Kronos to suggeshat claims involving aon-employerequipment vendor like Kronos
will turn on intepreting a collective bargaining agreemamtvhich it was not a partgee Miller
v. Sw. Airlines C9.926 F.3d 898, 903-904 (7th Cir. 2018jsfnissing BIPA claimé&rought by
unionized employeesgainst their employsmwhere evaluating the claimmgould require‘the
interpretation or administration of a collective bargaining agreement” arefdreehad to “be
resolved by an adjustment board under the Railway Labor Act”), or be forecloaeoitbgtion
agreements to which it was not a party.

Kronos next argues that because some employees work in industries with “slaaahini
expectation of privacy,” it may have a “waiver defense”ingrmon individualized workplace
conditions. Doc. 3at17. But Kronos cites no authority for the proposition that liability under
BIPA turns onthis consideration. In any event, it is unclear at this juncture what proportion of
the putative class works in indusgwhere employees have a diminished expectation of privacy.
SeeMessner669 F.3d at 825The same ratinale defeats Kronos’s argument, Doc. 33 at 17-18,
that the complaint’s class allegations should be stricken becausestatiee class members
may besubject taBIPA’s “government contractor” exceptiorsee740 ILCS 14/25(e) (“Nothing
in this Actshall be construed to apply to a contractor, subcontractor, or agent of a State agency
or local unit of government when working for that State agency or local unit of gometfin
Nor can Kronos'’s cursory invocations@bloradoRiverabstention, Doc. 33 at 18, or a
“heightened negligence defense’tadllinois employers with oubf-state headquarterisl. at
18-19,justify striking class allegations at this stagarticularly where Kronos makes no effort in

its reply to defend those arguments fromimiHs’ rejoinders, Doc. 51 at 22-245ee
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Skinner & Assocs. Ins. Agency v. Norngpencer Agency, In@45 F.3d 313321 (7th Cir.
2017)(“Perfunctory and undeveloped argumeares waivegas arearguments unsupported by
legalauthority.”). Likewise, Kronos’s unadorned assertion that Plaintiffs faié R3(a)(2)’s
commonality requirement, Doc. 33 at 20, which appears to resif @amything—the same
grounds as its predominance challenge, is both forfeited and unpersuasive.

C. Adequacy

Rule 23(a)(4) providethat named plaintiffsnay only “sue ... as representative parties
on behalf of all members if,” among other thintdpgy ‘will fairly and adequately protect the
interests of the class.Fed. R. Civ. P. 23(a)(4). To qualég an adequate class representative, a
“named plaintiff must be a member of the putative class and have the same intenesirams
other members.’Beaton v. SpeedyPC Softwa®7 F.3d 1018, 1027 (7th Cir. 2018).nAmed
plaintiff “might be inadequate,iffor example she ‘is subject to a substantial defense unique to
him,” id. at 1027-28, has “serious credibility problemsgty v. Cook Cnty897 F.3d 847, 866
(7th Cir. 2011), ohas a “conflict of interest between fhand unnamedembers of the class,”
Randall v. RollSRoyce Corp.637 F.3d 818, 824 (7th Cir. 2011).

Kronos contends that Figueroa and Burkoa inadequate because they will be distracted
by litigating the separatBIPA suits they brought against theimployers, because they may
“sell this putative class short in favor of their emplegpecific suits,” and becautieey will fail
to vigorously litigate issues (like labor law preemption) not applicable to.ttmo. 33 at 20.
Those challenges cannot be resolved, at least in Kronos’s favor, at the pleagingfstaurns
out that Plaintiffs are not tending properly to this suit or tihey are paying insufficient
attention to issues that do not directly impact them, the wollirhave the opportunity to

considerthose matters at the class certification st&geeWilkes v. CareSource Mgmt. Grp. Co.
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2016 WL 7179298, at *6 n.2 (N.D. Ind. Dec. 9, 2016)ésoling a motion to strike class
allegations, observing that the ded@ant’s suggestion that “Plaintiffs will be unable to satisfy the
... adequacy requirement[]” was “premature at this stage”)
Conclusion

Kronos’smotion to dismis&nd the motion to strike class allegationsdaeied. The
parties shall file simultaneousigis by May5, 2020, addressing whether Plaintiffs have standing
to pursue their Section 15(a) claim and, assuming there is no standing, whegtblairthshould
be dismissed for want of jurisdiction or remanded to state court. Kronos shall &mswe

complaint(other than allegations pertaining only to Section 13@May 12, 2020.

hh—

United States District Judge

April 13, 2020
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