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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF INDIANA
INDIANAPOLIS DIVISION

ALAN RACKEMANN, individually and on
behalf of all othersimilarly situated,

Plaintiff,

V. CaseNo. 1:17ev-00624TWP-MJD

LISNR, INC.,ADEPT MOBILE, LLC, and
INDIANAPOLIS COLTS, INC, an Indiana
Corporation,

N N N N N N N N N N N N

Defendants.

ENTRY ON DEFENDANTS’' MOTIONS TO DISMISS

Plaintiff Alan Rackemanr(“Rackemann”) on behalf of himself and others similarly
situated, alleges that DefendabtSNR, Inc., ("LISNR”), Adept Mobile, LLC (“AdeptMobile”),
and thelndianapolis Colts, Inc. (“the Colts(tollectively, “Defendants”) violated federal ami
wiretapping laws intheir operation ofa Colts’ mobile application. Rackemanrallegesthat
Defendants unlawfully intercepted and unlawfully used his private communic&ipasfically,
he alleges the Defendants hijack usessartphones and turn them into listening devices.

Defendants haveachfiled Motions to Dismiss. Kiling No. 3Q Filing No. 31; Filing No. 34) For

the reasons that follow, the Coutenies the Defendants’ Motions regardindRackemanis
interception claims, and the Cowttants without prejudice Defendants’ Motions regarding the
use claims.

. BACKGROUND

The following facts areat necessarily objectively true. But as required when reviewing a

motion to dsmiss, the Court accepts as true all factual allegations irséttend Amended
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Complaint and draws ateasonablénferences in favor oRackemanras the normoving party.
See Bielanski v. County of Kark0 F.3d 632, 633 (7th Cir. 2008).

The Colts are a professional football teisnthe National Football LeagueFi(ing No. 1
at 1) The Cols offer a mobile application (tH& pp”) that allows fans to “stay ujp-date on
everything Colts with breaking news, game highlights, player interviews |eader photographs

and more.” Filing No. 1 at 7) The App is available for free download in the Google Play Store,

and to dateit has been downloaded between 100,000 and 50@r86€. (iling No. 1 at 6-7)

LISNR andAdept Mobile areboth audio technologylevelopment companiedn 2016,

the Colts partnered withSNR andAdept Mobileto further develop the App Filing No. 1 at 2)
LISNR has developed a specific type of “beacon technology” that enables an app to ascertain a
consumer’s physical location through sounds rather than through means such as raldio signa

(Filing No. 1 at &) LISNR partners with entities such as the Colts to place speakers throughout

designated geographic locatior{&iling No. 1 at ) These speakers emit unique, inaudible audio

signals that are detectable by, for example, the microghainemartphone that arenearby.

(Filing No. 1 at 6) However, in order for the technology to work, a device’s microphone must be

turnedon to listen for these audio signals:ilihg No. 1 at 6) When a customer downloads the

App, he is asked to provide certain “permissions,” including whether the App can Hueess

device’s microphone.Hling No. 1 at 7) The App is programmed to contact a server owned and
operated by ISNR andto awaitinstructions on how and when a particular device’s microphone

shout be activated. Hling No. 1 at 8) LISNR’s server then responds with “listening rules,”

which are themselvgsrovided by the Colts or Adept Mobile, that designate different date and
time intervals during which the “listening” function should be activatethbypp. (Filing No.

1 at8)
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During those specifiederiods the App activates the device’s microphongilirfg No. 1
at &) When the microphone is activated, the App temporarily records portions of the audrs it he

in order to monitor it for any of thHlSNR beacon tones.F{ling No. 1 at 9 When a beacon tone

is identified, the App will respond by, for instance, displaying banner advertiseraghtsuser

or by showing highlights or other informatiorkil{ng No. 1 at 9) The App is able to continuously

listen on command, even when the Apmot operbut is running in the background of a user’s

smartphone. Hiling No. 1 at 9 The App does natbtainthe user’s consent or otherwise notify

the user prior to each activation of the device’s microphdraend No. 1 at 9 The App’s‘Terms

of Service Privacy Policydoes not disclose the App’s use of beacon technology, and the App

does not otherwise disclose that informatioflirfg No. 1 at 8§ The App also does not disclose

that it activateshte device’s microphone specifically for the purpose of “listening iRiling No.
1 at 8)
Adept Mobile developed and maintained the coolese of the App and ensures the

deliverabilty of the App to the Google Play StoreFilfhg No. 1 at 17) Adept Mobilealso

integrated thé.ISNR beacon technology into the App, conducted testing and analysis, and issued

the App for distribution through the Google Play Store tesaarers. Kiling No. 1 at 17)

Rackemanrdownloaded the App sometime in 2012 from the Google Play store, and it

remained on hismartphong¢hrough midSeptember 2016(Filing No. 1 at 10 During that time,

Rackemanrused the App to follow the Colts, and the App was regularly updakeGhg(No. 1
at 10) During this timeRackemanrcarried his smartphone on his person, and would take his
smarphone to places where he would not invite other people, and to places where he would have

private conversations.F(ling No. 1 at 10 As a result, the App, when it was activated, listened

in onRackemanis private conversationsFi{ing No. 1 at 9
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On November 18, 201&ackemantiiled this lawsuit against Defendants in the District of
Massachusettson behalf of himself and two putative classes of plaintiff§iling No. 1)
Defendants filed motions to transfer the case to this Court, or in the altert@athamiss. Kiling

No. 30 Filing No. 3%, Filing No. 34) Those motions were fully briefed, aadistrict court judge

in the District of MassachusettgantedDefendants’ Motion tolransfer the case to theourt,
based on a stipulation by the parti¢sling No. 48) The parties filed position statements pursuant
to Local Rule 1&2, all stating thathe Court shouldule upon the previously filed Motions to
Dismiss. Filing No. 73throughFiling No. 76) Those Motions ara@ow ripe for review.

II. LEGAL STANDARD

Federal Rule of Civil Procedure 12(b)(6) allows a defendant to move to dismisplaicom
that has failed to “state a claim upon which relief can be granteztl’ R. Civ. P. 12(b)(6)When
deciding a motion to dismiss under Rule 12(b)(6),ciat accepts as true all factual allegations
in the complaint and draws a#asonabléenferences in favor of the plaintifiBielanski v. County
of Kane 550 F.3d at 6387th Cir. 2008) However courts “are not obliged to accept as true legal
conclusions or unsupported conclusions of faetickey v. O'Bannoy287 F.3d 656, 658 (7th Cir.
2002).

The complaint must contain a “short and plain statement of the claim showindpeha
pleader is entitled to relief.”Fed. R. Civ. P. 8(a)(2).In Bell Atlantic Corp. v. Twombythe
Supreme Court explained that the complaint must allege facts that are “encagie @ right to
relief above the speculative level.” 550 U.S. 544, 555 (200&khough “detailed factual
allegations” are not required, mere “labels,” “conclusions,” or “formulagitaton[s] of the
elements of a cause of action” are insufficieltt.; see also Bissessur v. Ind. Univ. Bd. of.,Trs
581 F.3d 599, 603 (7th Cir. 2009) (“it is not enough to give a threadbare recitation of the £lement

of a claim without factual support”)The allegations must “give the defendant fair notice of what
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the ... claimis and the grounds upon which it reststbmbly 550 U.S. at 555Stated diffeently,
the complaint must include “enough facts to state a claim to relief that is plausiliéeface.”
Hecker v. Deere & Cp556 F.3d 575, 580 (7th Cir. 2009) (citation and quotation omitfeale
facially plausible, the complaint must allow “the court to draw the reasondbtenne that the
defendant is liable for the misconduct allegefishcroft v. Igbal556 U.S. 662, 678 (2009) (citing
Twombly 550 U.S. at 556).

lll. DISCUSSION

Rackemanis Complant raises two causes of action, one on behalf of the first ofass
plaintiffs againstLISNR, and the other on behalf of the second class against all Defendiants.
each countRackemanralleges thaDefendants haveiolated 18 U.S.C. 88510et seq, (the
“Wiretap Act”) in that they have intercepted (by listening to and recordRiagkemanis “private
conversations, including oral communications, whdtackemanhand the [class] exhibited
expectations that such communications were to remain private and would noiseheErsubject

to interception under circumstances justifying such expectatioffilind No. 1 at 1417.)

Rackemanmlso alleges that Defendants dif@ose interceptecommunications to their economic

benefit, including for marketing purposesiliig No. 1 at 1§ The Defendants raise several

arguments in support of their motions to dismiss, andatging degrees, join in each other’s
briefing. The Court addresses those arguméeetsw.
A. Standing

The Colts and Adept Mobilérst argue thatRackemanis claims must be dismissed

because hlacks standing to bring themEiling No. 32 at 21Filing No. 33 at 149 They contend

thatRackemantas failed to plead a cognizable injury act. Eiling No. 32 at 2]1Filing No. 33

at 14)
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The “irreducible constitutional minimurof standing consists of three elementBhe
plaintiff must have (1) suffered an injury in fact, (2) that is fairly traceablidochallenged
conduct of the defendant, and (3) that is likely to be redressed by a favorable pebadn:
Spokeo, lo. v. Robins136 S. Ct. 1540, 1547 (201@) revisedMay 24, 2016)citation omitted)

“The plaintiff, as the party invoking federal jurisdiction, bears the burden of ekiaglthese
elements.Where, as here, a case is at the pleading stage, the plaintiff must clearly adtege f
demonstrating each element.Id. (citation and quotation omitted). As to the inpinyfact
element, “a plaintiff must show that he or she suffered an invasion of a lpgaticted interest
that is coicrete and particularized and actual or imminent, not conjectural or hypothetital.”
(citation and quotation omitted).

The Colts and Adept Mobildoth focus their standing arguments Backemann’s
allegations that the App’s use of his smartphone’s microphone caused battery usagaramtiw
tear to hissmarphone. They argue that these allegations are not sufficient to demonstrate a
concrete injury.Rackemanmesponds, however, that his Complaint “is premised on an invasion
of [his] substantive interest, protected by the Wiretap Act, in the privacy of hiater

communications.” (Filing No. 61 at 19 The Court agrees th&ackemanrhas sufficiently

identified as an injury the violation of his substantive interest in the privacy adimsiunications.
See, e.g.Filing No. 1 (“LISNR intercepted.. Rackemanis] and theLISNR Class’s private
conversations, including oral communications, wheRackemanh and the LISNR Class
exhibited expectations that such communications were to remain private and would wasether
be subject to interception under circumsesjustifying such expectation.”).

The question is whether such an invasion of privacy constitutes an injury sufticient

to confer standing tRackemanmnder Article Ill. In Spokepthe Supreme Court stated that:
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[ijn determining whether an fangible harm constitutes injury in fact, both history
and the judgment of Congress play important roles. Because the doctrine of
standing derives from the casecontroversy requirement, and because that
requirement in turn is grounded in historicalgiiee, it is instructive to consider
whether an alleged intangible harm has a close relationship to a harm that has
traditionally been regarded as providing a basis for a lawsuit in English or Americ
Courts.
Spokepl136 S. Ct. 1540, 1549 heSupremeCourt goes on to note that “the law has long permitted
recovery by certain tort victims even if their harms may be difficult to prove orumeadd.
(citing Restatement (First) of Torts 889 (libel), 570 (slandeper sg (1938)). TheSupreme
Court concluded that “[jJust as the common law permitted suit in such instémeesolation of
a procedural right granted by statute can be sufficient in some circumstanceditateangiry
in fact. In other words, a plaintiff in such a case neschliege anydditionalharm beyond the
one Congress has identifie®&pokep 136 S. Ctat 154950 (citing Federal Election Comm’ v.
Akins,524 U.S. 11, 2@5 (1998) (cafirming that a group of voters'inability to obtain
information” that Congress had decided to make public is a sufficient imuigct to satisfy
Article Ill); Public Citizen v. Department of Justié®l U.S. 440, 449 (1989) (holding that two
advocacy wanizations’failure to obtan information subject to disclosure under the Federal
Advisory Committee Act “constitutes a sufficiently distinct igjuo provide standing to sug?)
As one court has summariz8gokeoit:
held that two factors may be relevant to whether the violation of statutory rights
constitutes injury in fact: (1) whether the statutory violatioears a close
relationship to a harm that has traditionally been regarded as providisg ddra
a lawsuit in English or American courts, and (2) congressional judgment i

establishing the statutory right, including whether the statutory right is substantive
or procedural.

Matera v. Google In¢2016 WL 5339806, at *9 (N.D. Cal. 2016).
The Wiretap Act is violated when any person “intentionally intercepts, ende&wor

intercept, or procures any other person to intercept or endeavor to intercept, anyakima;, or



electronic communicatioh.18 U.S.C. 511(1)(a).As to the first elem& of theSpoke@nalysis,
Rackemanrargues that the statute bears a close relationship to a harm that has tradiiesrally

regarded as providing a basis for a lawstlte invasion of privacy. Hling No. 61 at 13 The

Court agrees.

Invasion of privacy has been recognized as a tort under common law for over a.century
See Matera2016 WL 5339806, at *10 (citingestatment (8cond) of Torts 88 652A (noting
that the right to privacy was first accepted by an American court in 1905, and “a rightatoypri
IS now recognized in the great majority of the American jurisdictions that ¢ensdered the
guestion”)). And, while this is not a requirement under Bygokeanalysis, the Court notes that
the right to privacyhasalsolong been rooted in the jurisprudence surrounding Fourth Amendment
search and seizure lawndeed, the Seventh Circuit has made the following observations regarding
recorded conversations and privacy in the context of considering lllinois’ eappsty statute:

At common law, actionabl@vasionof privacytakes several forms: (1) an
unreasonable intrusion upon the seclusion of angteappopriation of anothes
name or likeness; (3) unreasonable publicity given to anstparate life; and (4)
publicity that unreasonably places another in a false light before the
public. Restatement (Second) Bbrts§ 652A;Wolfe v. Schaefef19 F.3d782,

784 (7th Cir.2010);Desnick v. Am. Broad. Cog4 F.3d 1345, 1353 (7th Cir.
1995);Haynes v. Alfred A. Knopf, In@,F.3d 1222, 1229 (7th Cid993). In
Fourth Amendment law, there iso talisman that determines in all cases those
privacy expectations that society is prepared to accept asedds.’O’Connor v.
Ortega,480 U.S. 709, 71%1987) (plurality opinion)see alsdrin S. Kerr,Four
Models of Fourth Amendment Protecti@®,Stan. L.Rev.503 (2007) (discussing
different understandingsf @rivacy). But surreptitiously accessing the private
communications of another by way of trespass or nontrespassory wiretapping or
use of an electronic listening device clearly implicates recognized privacy
expectations. SeeUnited States v. Joneb32 S. Ct 945, 945852
(2012);Bartnicki,532 U.S. at 528Katz v. United State889 U.S. 347, 3552
(1967).

Am. Civil Liberties Union of lllinois v. Alvare79 F.3d 583, 605 (7th Cir. 2012).
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Other courts have likewise held thahe unauthorized interception of an individual's
private communications may state a claim for common law invasion of privadgtera 2016
WL 5339806, at *10 (citing/ernars v. Youngb39 F.2d 966, 969 (3d Cir. 1976) (finding that a
plaintiff stated a laim for common law invasion of privacy when “the defendardccused of
opening plaintiff's private mail and reading it without authorityQuigley v. RosenthaB27 F.3d
1044, 1073 (10th Cir. 2003) (noting that, under Colorado law, “it is clearhatterception of
the Quigleystelephone conversations would constitute an irdaat intrusion on the Quigleys’
seclusion or solitude”)Billings v. Atkinson 489 S.W.2d 858, 860 (Tex. 1973) (noting that
eavesdropping was an indictable offense at comiaw@nand recognizing an invasion of privacy
cause of action based on a wiretap of plaistifelephone)Arrington v. Colortyme, In¢972 F.
Supp. 2d 733, 7487 (W.D. Pa. 2013) (denying motion to dismiss state law invasion of privacy
claim based on etdronic surveillance of plaintiff’'s computer activily)

As to the second elemertongressional judgment in establishing the statutory right,
including whether the statutory right is substantive or proceetle Court concludes that
Congress exercised jtedgment to codify a substantive right, as discussed above, long recognized
in American jurisprudence. he Court agrees with tHdatera court that the Wiretap Act was
passed to protect against the invasion of privacy, and particularly privacy witt tegéectronic
communicationsMatera 2016 WL 5339806, at *10 (citin@irecTV, Inc. v. Wehlb45 F.3d 837,
850 (9th Cir. 2008) (stating that the Wiretap 'Actemphasis on privacy is evident in both the
legislative history of the Wiretap Act and in theeédth of its prohibitions”)).

For these reasons, the Court concluthes Rackemanrhas standingo raise a challenge

regardingviolations of the Wiretap Act.



B. Failure to State Interception Claim

“I'n relevant part, thECPAiImposes civil liabilityon persons who intentionaligtercept
or try tointercept a wire, oal or electronic communication.Bowden v. Kirkland & Ellis LLP
432 F. Appx 596, 600 (7th Cir. 2011(citing 18 U.S.C. 88 2511(1McCann v. Iroquois Merh
Hosp.,622 F.3d 745, 7552 (7th Cir.2010);Doe v. GTE Corp.347 F.3d 655, 658 (7th Cir.
2003)) The Act defines an “oral communication” &Yy oral communication uttered by a person
exhibiting an expectation that such communication is not subject to interception under
circumstances justifying such expectatioh 18 U.S.C. 8§ 2510(2). To make out a
valid interceptionclaim under thé&Viretap Act a plaintiff must allege that the defendant
“acqui[red]” the contents of his or heoral communications.18 U.S.C. § 2510(4)
(defining interceptionas “acquisition”)seeValentine v. WideOpen W. Fin., LLZ38 F.R.D. 407,
411 (N.D. Ill. 2012) “Contents” include “any information concerning the substance, purport, or
meaning of that communication.” 18 U.S.C. § 2510(8).

Defendantsassert three reasonsvhy, Rackemannhas failed to state a claim of
“interception” under th&Viretap Act They contend thaRackemanrhas failed to allege (1) a

private communication; (2) interception; and (3) that content was acquirgicig (No. 32 at 16

Filing No. 33 at 9Filing No. 34 at 13 Rackemanmesponds that he has adequately pleaded these

three elements.

1. Private Communications

Defendants argue th&ackemanrhas failed to identify in hi€omplaint any specific,
private communicatiathat were intercepted, antthat his allegations are “naked conclusions”

and “devoid of” required factual dée (Filing No. 33 at 16011.) Defendants highlight that

10
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Rackemanmoes not identify any informaticebout “the participants, subject matter or location”

of any private conversations that were interceptéding No. 33 at 11)

In suggesting tha&Rackemanmwas required to provide such information in his Complaint,
Defendants ask this Court to apply the wrong standaRbhtkemanis pleadings. Defendants
fault Rackemannfor failing to include information regarding the specific details of any
communication that might have been intercepted, including that he did not lidippaits, subject
matter, or location of any such communication. However, this is not a fraud caset sulthe
heightened pleadingequirements of Federal Rule of Civil Procedure 9(b), which requires that a
plaintiff plead the alleged fraud in detaiRackemanns subjectto the normal notic@leading
requirements, which require him to providebeigh facts to state a claim to relief that is plausible
on its face.”Hecker 556 F.3d at 580.

Rackemanmlleges that during the four years that the App was installed on his smartphone
he carried that device on his person, and would takentsphone to places where he would not

invite other people, and to places where he would have private conversdtiing.No. 1 at 10

He also alleges that the Appceivednstructions developed by the Colts and Adept Moliilat
designateddifferent date and time intervals during which the “listening” function should be

activated by the App.Hling No. 1 at 8 Rackemanmlleges that dring those specified periods,

the App activatel the device’s microphone.Filing No. 1 at 8 The Court draws all reasonable
inferences in favor of the nemoving party at the motion to dismiss stag&’hile Rackemann

may not, prior to discovery, be able to pinpoint the precise dates and times taaffone

was activated to recorthe Court concludes that it may reasonably infer that at some point during
a fouryear period Rackemann’smarphone was activated while he was engaged in a private

communication.
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These allegations are sufficient to state a claim for relief und&Vitetap Act

2. Interception

To make out a valithterceptionclaim under th&Viretap Act a plaintiff must allege that
the defendant “acqui[red]” the contents of his or drad communications.18 U.S.C.8§ 2510(4)
(defininginterceptionas “acquisition”)seeValentine v. WideOpen W. Fin., LLZ38 F.R.D. 407,
411 (N.D. lll. 2012) Defendants argue that the term “acquire” means to “come into possession
of” the communicationand thatRackemanrhas not pleaded that Defendaater held them in

their possession(Filing No. 33 at 11) Rackemanmisputes thaproposed definition.

Defendants citénited States v. Smitih55 F.3d 10519th Cir. 1998)in support of their
proposed definition.That casenvolved the question afhether the Wiretap Acbr alternatively
the Stored Communications Aetpplied to the recording of a voicemail messagéhe Wiretap
Act uses the term “intercept,” and the Stored Communications Act uses the term “access” to
describe the prohibited conduct. Therefore,Shathcourt was faced with determining whether
the conduct at issue constituted interception or acceéle.defendant argued that the statutory
definitions supplied by the Wiretap Act were broad, and encompassed the condut. atriss
footnote while discussg the parties’ positions, the court noted thati§tiermacquisition’ is not
defined in 8510; however, its ordinary meanighe act of acquiring, or coming into possession
of, see Webstes' Third New International Dictionar$8-19 (1986)—is certainy broad enough to
encompass Gore’s conduckmith 155 F.3d at 1055 n.7. The court ultimately concluded that “
termsare conceptually, or qualitatively, differenthe word “intercept” entailactually acquiring
the contents of a communicatiamhereas the word “access” merely involbesng in positiorto

acquire the contents of a communicatiotd. at 1058 (emphasis in original).

! Thisissuewas significanbecause the Wiretap Act allows for exclusion of evidence obtainedlatioh of theAct,
while the Stored Communications Act does not.

12
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TheSmithcourt did not conclude that intercepti@quires possessigimiough the statutory
term was broad enoudgb encompass that definitioand this Couralsodeclines to do soln any
event, the balance of authority, including later opinions by the Ninth Cistyoports a different
definition of the termacquisition occurs “wheine contents of a wirsommunication are captured
or redirected in any way.United States v. Rodriguex68 F.2d 130, 136 (2d Cit992);Noel v.
Hall, 568 F.3d 743, 749 (9th Cir. 200@game). Rackemannhas adequately pled that his
communications were captured, as he alleges that the App recorded portions oaptidied by
the device’s microphone, atiolt audiovas analyzed by Defendants.

3. Content

To make out a valithterceptionclaim underthe Wiretap Act a plaintiff must allege that
the defendant “acqui[red]” the contents of his or drad communications.18 U.S.C.8§8 2510(4)
(defininginterceptionas “acquisition). “Contents” include “any information concerning the
substance, purport, or meaning of that communicatid®.'U.S.C. 510(8). Defendants argue
that Rackemannhas failed to adequately plead thiey acquired the “content” of any

communication. Kiling No. 33 at 12-13

On the contraryRackemanralleges that the App functions by activatingraarphone’s
microphone, and that the App temporarily records portions of the audio for analgsalleges
that the App “was continuously running on Bimiarphone, [and it] listeneth to private oral

communications.”(Filing No. 1 at 10 Defendants attempt to dispute this allegation by raising

two arguments. First, Defendants contend that “the only factual allegationsréngdesw the
mobile application works state that it ‘temporarily records’ only ‘portions’udfi@to ‘analyze

and monitor’ ‘for any of th&ISNR beacon tones.”(Filing No. 33 at 13citing Filing No. 1 at 6)

Defendants interpret these allegations to mean that, necessarily, the omilgngjoof audio
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recorded are specifidglthe beacon tones, and therefore that no other sourcdgnunications
are recorded bthedevice’'s microphone. However, that is not the only plausible reading of the
word “portions,” particularly in light of the fact that the Complaint specificallgges that
Defendants recorddals private communicationsThe Court draws all reasonable inferences in
favor of the normoving party, not the movant, and the Court declitoedraw the inference
proposed by Defendants.

Second, Defendants dispiRackemants factual allegation that the App records audible

communications(Filing No. 33 at 13Filing No. 35 at 14 They encourage the Court to adopt a

contrary factual allegatigmointing to a statement whiSNR’s website thatits software does not

detect audible sounds.”Fi(ing No. 33 at 13 Defendants argue that this Court “may augment

facts and inferences in the Complaint with data points gleaneddoooments incorporated by
reference into the complaint, matters of public record, and facts susceptibtkctal jootice.”

(Filing No. 33 at 13 Put simply, the factual allegatidorwarced by Defendants has not been

incorporated into the Complaint, is not a matter of public record, and is ndtsusaeptible to
judicial notice. The Court declines Defendants’ attempt to supplement the Guampth their
own suggested facts.

The Court concludes th&ackemanrhas plausibly alleged that Defendants acquired the
content of his communications.

C. The Colts andLISNR: Liability under the Act

The Colts andLISNR each argue that, while the other party might be liable under the Act,
it is not. The Colts assert that all ®ackemanis allegations contend thatiSNR (and its

software) “enable” the interception of communicationsilir(g No. 32 at 14 The Colts argue

that Rackemanralleges “merely that the team leveraged its mobile application...to serve as the
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host of theLISNR audio beacon technology.’Fi(ing No. 32 at 15 As such, the Colts contend,

Rackemanrseeks to hold the Colts liable as aiders and abettors, a theory of liabildy & not

permitted by the stute. Filing No. 32 at 19

The Gurt need not reach the issue of aider and abettor liability here, because the Colts’
argumentfails on other groundsRackemanmmakes a number of factual allegations ignored by
the Colts in its briefing here, including thahie App belongs to the Indianapolis Coli&lifig No.

1 at §; the Colts programmed the Apiiling No. 1 at J; the Colts and/oAdept Mobile issue

the listening rules regarding when the App should activate the microphone to rédord,No.

1 at §; andthe Colts’ App records audio for analysiBijlifhg No. 1 at 9. These allegations are
sufficient at the motion to dismiss stage to support an allegation of liability f@ale
As toLISNR, it argues that it cannot be held liable under the Betause it is “merely a

provider of technology.” Kiling No. 35 at 13 LISNR highlights the above allegations that

Rackemanmakes against the Colts, and as to itself, argues that it only “provided a piece of
technology...that others incorporated into the App” and “owns a piece of technretlogy
server—that, through rules provided by the Colts and Adept Moliilgeracts with theApp.”

(Filing No. 35 at 1314.) It argues that this involvement cannot be enough to establish liability.

However, the precise manner and degree to WhiSNR’s software or server @reinvolved in
any alleged interception involvdseconsideration of fact@nd, the Court can only assume, highly
technical ones). This type of consideratismeither possibl@or appropriatén response to a
motion to dismiss.

As with the ColtsRackemanis allegations are sufficient to support a claim of liability
againstLISNR.

D. Adept Mobile: Liability under the Act
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Adept Mobilealso argues thd&ackemanis Complaint fails to state a claim thatdept

Mobile was the party whonterceptedRackemanis communications. Hiling No. 33 at 7)

Resolution of this issue is lessraightforwardin Adept Mobilés case than with thether
Defendants.Rackemanis allegations regardingdept Mobile’s role in the operation of the App
are relatively fewer and less developed. He allegeAttegit Mobile(and/or the Colts) provide
listening rules as to when the App should activate the devwsresophone and recorddept
Mobile develops and maintains the cdmlese of the App and ensures the deliverability of the App
to the Google Play Storé&dept Mobileintegrated thé.ISNR audio beacon technology into the
Colts App, conducted testing and analysis, and then isbaepp for distribution. Kiling No. 1

at 8 Filing No. 1 at 17) Rackemanriurther alleges thatAdeptMobile’s actions are an integral

link in the development and distribution of the listening device (i.e., the App) ¢nfarms the

unlawful interceptiosat issue.” Eiling No. 1 at 17)

As with Defendants the Colts ablENR, the Court concludes theackemanias pleaded
a plausible claim againgtdept Mobile Ultimately,resolution of this issue turns upon facts that
cannot be considered (and indeed may not be knoWwRatkiemanpat this stage.Othercourts
have concluded (at least at the motion to dismiss stage) that allegatd@misrafants working in
concert or participating in the interception of communicatwarssuffice to state a claim See,
e.g.,Luis v. Zang833 F.3d 619, 633 (6th Cir. 201@)'he alleged intercept of a communication
thus occurs at the point where WebWateheiithout any active input from the usecaptures
the communication and reroutes it to Awareness’s own seneosistruing these allegations
liberally, as we must. the complaint supports an inference that Awareness-tself simply the
WebWatcher use+‘acquires’the communications by rerouting them to servers that it owns and

controls.”); Byrd v. Aarons, Inc, 14 F. Supp. 3d 667, 690 (W.D. Pa. 201ddncluding that
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complaint survived motion to dismiss whéehe defendant wasifitimately and integrajlinvolved
with its Franchiseesacts of building Detective Mode and spying upon Aaron’s custdmers
IntegratedBus. Techs., LLC v. Netlink Sols., LIZD16 WL 4742306, at *7 (N.D. Okla. 2016)
(finding plausible claim where multipldefendants, allegedly “acting in concert, somehow
monitored and intercepted emails between IBTiswdustomers ..IBT likely lacks details as to
how and when this was accomplished but has stated a plausible claim for relief asscanng
gather the neasary evidence.”).

As such, the Court concludes tickemantas adequalye pledhis claim againsAdept
Mobile.

E. Use of Intercepted Communications

Defendants also argue thi@ackemanrfails to allege that they “used” any intercepted

communications, iwviolation of 18 U.S.C. 8511(d) (Filing No. 32 at 20Filing No. 33 at 13

Filing No. 35 at 149 That section of the Wiretap Act “protects agathstdissemination of private

communications that havgeen unlawfully intercepted.” 18 U.S.C2811(d). The Court has
identified only one allegation in the Complaint related Rackemanis “use” claim, that
Defendants “used the contents of those communicatidtisgio] economic benefit, including for

marketing purposes.”’F{ling No. 1 at 14 However, here, as in ti@atchellcase,

there are no facts, as opposed to conclusory allegations, to show that the contents
of [Plaintiff's] communications, as opposed to the beacon signals, were used to
send [him] targeted advertising in the Complaint. For example, there are no
allegations, that Plaintiff was speaking to someone, privately, about a particula
topic while the App was running affte] suddenly received an advertisement about
that topic.

Satchel] 234 F. Supp. 3d at 1008-09.
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The Court therefore concludes tiiRdckemanrhas failed to adequately plead a violation
of this provision, and this claim should be dismissed. Because this defect coulddthoough
further pleading, however, the Court gisthis dismissal without prejudice.

IV. CONCLUSION

For the reasons stated above, the COEMIES Defendants’ Motions to Dismisg;i{ing

No. 3Q Filing No. 3% Filing No. 34, insofar as they relate Rackemanis “interception” claims.

The CourtGRANTS without prejudice Defendants’ Motions to Dismiss, insofar as they relate
to Rackemanis “use” claims.

Should he choose to do so, Rackemann may file an amended convpitdimt thirty (30)
daysof the docketing of this Order.

SO ORDERED

Date: 9/29/2017 O\'M&r OMQM&

TANYA WALTON PRATT, JUDGE
United States District Court
Southern District of Indiana
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