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IN THE UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF KANSAS

JOHN DOE,
Plaintiff,
V. Case No. 2:17-cv-2510-JAR-JPO

OFFICE OF THE KANSAS SECURITIES
COMMISSIONER,

Defendant.

MEMORANDUM AND ORDER

Plaintiff John Doe filed this civil action asig the Court to quash a search warrant issued
by Shawnee County, Kansas District Judge RicBarlinderson to Google, Inc. for electronic
mail associated with a particular e-mail addtesl®nging to John Doe. The search warrant was
issued upon application by Defemi®ffice of the Kansas Securities Commissioner (“KSC”).
Before the Court is Defendant’s Motion to Dissi{Doc. 5), which arguesatthis Court either
lacks jurisdiction, or should abstain from exteing federal jurisdiction. The motion is fully
briefed and the Court is prepared to rule. dascribed more fully below, the Court grants
Defendant’s motion and dismisses ther@teaint for lack of jurisdiction.

l. Standards

Defendant’s motion to dismiss challenges tbourt’s subject matter jurisdiction over
Plaintiff's challenge to a state court-issued skavarrant. It is axiomatic that a motion to
dismiss for lack of subject matter jurisdictiomsas under Fed. R. Civ. P. 12(b)(1). District
courts have “original jurisdiction of all civactions arising under the Constitution, laws or

treaties of the United State$."A case arises under federaMif its ‘well pleaded complaint

128 U.S.C. § 1331.
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establishes either that federal law creates the adussion or that the platiff's right to relief
necessarily depends on resolution sfiastantial question of federal lav. Plaintiff is
responsible for showing the cotny a preponderance of the eviderthat jurisdiction is propér.
Mere allegations of jurisdiction are not enodgh.

Generally, a Rule 12(b)(1) motion takes one of two forms: a fattadk or a factual
attack. “First, a facial attack on the comptarallegations as to subject matter jurisdiction
guestions the sufficiency of the complaint.réwiewing a facial attackn the complaint, a
district court must accept the alléigas in the complaint as trué.*Second, a party may go
beyond allegations contained in the complaimd ehallenge the facts upon which subject matter
jurisdiction depends. When rewing a factual attacn subject matter jusdiction, a district
court may not presume the truthfulness of the damps factual allegations. A court has wide
discretion to allow affidavits, other documerdagd a limited evidentiary hearing to resolve
disputed jurisdictional fets under Rule 12(b)(1§.”

To survive a motion to dismiss for failuregtate a claim under FeR. Civ. P. 12(b)(6),

a complaint must present factudegations, assumed to be true, ttraise a right to relief above
the speculative level,” and musirgain “enough facts to state a afaio relief that is plausible
on its face.* The plausibility standard does not requirshowing of probality that a defendant

has acted unlawfully, but require®re than “a sheer possibilit§.”[M]ere ‘labels and

Nicodemus v. Union Pac. Corgt40 F.3d 1227, 1232 (10th Cir. 2006) (quofimgnchise Tax Bd. v.
Constr. Laborers Vacation Tr463 U.S. 1, 27-28 (1983)).

3United States ex rel. Stone v. Rockwell Int'| Co82 F.3d 787, 797 (10th Cir. 2002).
“Id. at 798.

®Holt v. United Statest6 F.3d 1000, 1002 (10th Cir. 1995) (citation omitted).

®ld. at 1003 (citation omitted).

Bell Atl. Corp. v. Twombl\550 U.S. 544, 555, 570 (2007).

8Ashcroft v. Igbal556 U.S. 662, 678 (2009).



conclusions,’” and ‘a formulaic recitation of the elements of a cause of action’ will not suffice; a
plaintiff must offer specific factallegations to support each claith.Finally, the Court must
accept the nonmoving party’s factadlegations as true and gnaot dismiss on the ground that
it appears unlikely the allegations can be praVen.

The Supreme Court has explained the analysista®-step procesd:or the purposes of
a motion to dismiss, the court “must take all thetdial allegations in the complaint as true, [but]
we ‘are not bound to accepttase a legal conclusion couahas a factual allegation'® Thus,
the court must first determine if the allegations are factual and entitled to an assumption of truth,
or merely legal conclusions that are eatitled to an assumption of truth.Second, the court
must determine whether the fadtaliegations, when assumed true, “plausibly give rise to an
entitlement to relief*® “A claim has facial plausibility wén the plaintiff pleads factual content
that allows the court to draw the reasonable inference that the defendant is liable for the
misconduct alleged*
. Background

Defendant lodges a facial attack on the sudficiy of Plaintiff's jurisdictional allegations,
and argues that the facts as alleged and tie# seught fail to state a claim upon which relief

may be granted. Therefore, the Court accept$atowing factual allegations in the Complaint

°kan. Penn Gaming, LLC v. Collin656 F.3d 1210, 1214 (10th Cir. 2011) (quofiivgombly 550 U.S. at
555).

Ygbal, 556 U.S. at 67&iting Twombly 550 U.S. at 556).
Hid.

%d. at 679.

Yyd.

Id. at 678.



as true for purposes of deciding this mottdnThe Court also consids the documents attached
to the Complaint—the search warrant at issue in this'ase] the notice sent by Google to
Plaintiff on May 18, 2017’

On March 8, 2017, a person employed by the KW&de application to the District Court
of Shawnee County, Kansas for a search watcaobtain the electronimail associated with
address [REDACTED]@gmail.com, an e-mail agdr maintained by Goaglinc. (“Google”)t®
That same day, the application was granted amde¢hrch warrant was issued by District Judge
Richard D. Anderson. In issuing the seanarrant, Judge Anderson found “probable cause to
believe that an offense against the laws of Kansas had been committed and that certain
contraband, fruits, instrumentalities and evidencguch offense” are located in the sought-after

e-mail*°

The search warrant directs Google toduae all e-mail “of any kind sent to, from and
through the e-mail address . . . between Au@gu2015 at 12:00 AM and March 6, 2016 at 11:59
PM.”?® The warrant states that “such information will be searched by law enforcement only for
pertinent information relating to the offering, bogior selling of secuiies or other related

criminal activity as might péain to such transaction™

On May 18, 2017, Google sent an e-nmaiification to the subscriber at

[REDACTED]@gmail.com, indicatig that it had received theach warrant and that the

*The Court disregards legal argument in determiningtidr Plaintiff has statefdctual allegations that
raise a plausible claim for relief, which compstke majority of Plaintiff's “Complaint."SeeDoc. 1 Part IV.

*Doc. 1-2.

YDoc. 1-1;see GFF Corp. v. Associated Wholesale Grock38, F.3d 1381, 1384—85 (10th Cir. 1997).
®The applicant’'s name is redacted on therce warrant attached to the Complaint.

“Doc. 1-2.

2d.

Aid.



contents sought would be disclosed to the KSC unless Google readileedtamped objection
within seven days of the tibcation. Plaintiff receivedhis e-mail, and immediately
informed Google of his desire tetain counsel to file an ajtion, and requested a copy of the
legal process. On the evening of May 18, 2@dogle responded withradacted copy of the
search warrant.

On May 22, 2017, Plaintiff requeste@@yle communicate with his counsel, and
on the same day counsel acknowledged theesaOn May 24, 2017, Plaintiff initiated a
miscellaneous action in this Court by filing atina to quash the search warrant issued by Judge
Anderson, citing 28 U.S.C. § 1331 and 18 U.S.C. § 2767(@he Court dismissed that action
because the two jurisdictionadses relied on by John Doe for the motion to quash provide for
this Court’s jurisdiction over cilvactions, not miscellaneous agct®initiated with a motion to
guash a search warrant issued in a differerdgiciion. Plaintiff has nowefiled his motion to
qguash by styling it as a civil Complaint, intifag this action. Defendant’'s motion to dismiss
followed shortly thereafter.
IIl.  Discussion

Defendant again moves to dismiss this aeilion for lack of jurisdiction because: (1) the
Court lacks jurisdiction under the Stored Conmigations Act (“SCA”); (2) this Court is
precluded from reviewing a state-issued search warrant undéotimgerabstention doctrine;
and (3) this Court is precluded framviewing the searctvarrant under thRooker-Feldman
doctrine. The Court begins its discussion bynagitng to discern the federal claims alleged by

Plaintiff in the Complaint. Next, the Cowgtia sponte addresses seign immunity, which

22Case No. 17-213.



forecloses this Court’s subject matter jurisdiction in this matt&inally, to the extent

Congress abrogated the Statesmiunity from suit under the SCA, the Court addresses whether
the statute provides a basis for this Couduash a search warrassued by another court

before execution, and concludes that it does Aatordingly, the Court does not address the
Rooker-FeldmamndYoungerabstention doctrines.

A. Claims Asserted in the Complaint

The Court begins by noting that its review of the jurisdictional and factual grounds for
this action is complicated by Plaintiff's insistence on filing a |&gef, instead of a pleading, to
initiate this actiorf? The “Complaint” filed in this matter iseither short nor plain and is riddled
with legal argument. Plaintiff’'s Complaint cst¢he same two grounds for jurisdiction that he
cited in his miscellaneous action: 283C. § 1331 and 18 U.S.C. § 2707(a).

Under 28 U.S.C. § 1331, the Court has “origjoasdiction of allcivil actions arising
under the Constitution, laws, or treaties of the United StateBlaintiff states in the Complaint
that “this matter implicates Fourth Amendm@unstitutional issues; therefore this Court has
original jurisdiction pursant to 28 U.S.C. § 133F? Yet, Plaintiff fails to include a short and
plain statement in the Complaint about any felddeam he purports to advance on the basis of
the Fourth Amendment. Instead, he citesdaxain Kansas statuioprovisions governing the
issuance of search warrants, and he reques$tsatikshearing to determine the sufficiency of
the evidence and determine whether KS&®sduct constitutes bad faith and harassmenof

course, the Court lacks jurisdioti under § 1331 to review the suféocy of a state court-issued

Zgeefed. R. Civ. P. 12(h)(3).

#Fed. R. Civ. P. 8(a) (setting fortheplding requirements in federal court).
28 U.S.C. § 1331.

*Doc. 1 at 2.

*Doc. 1 at 5.



search warrant on the basis that it violates Kaagw. And Plaintiff provides the Court with no
explanation of the jurisdictional basis for Fiankshearing request. The fact that his legal
memorandum indicates that the search wafiemilicates” the Fourth Amendment is not
sufficient to invoke federal quisn jurisdiction. Likewise, Plaitiff provides no jurisdictional
grounds for his claims that the search warraolates attorney-client privilege and work product
doctrines.

Plaintiff also alleges a claim under the SCE8 U.S.C. § 2707 créss a private right of
action for violations of the Act. Plaintiff apprs to allege a violation of 8§ 2703, although that
fact is less than pellucid from either the Cdanqt or the response memorandum. That provision
generally requires that electrearégommunications stored for letsn 180 dayby an electronic
communication provider must lodtained by warrant; electronic communications stored for
more than 180 days require arveat unless the Government igllimg to providenotice to the
subscriber or customé¥. Both provisions require the warrantbe “issued using the procedures
described in the Federal Rules of Criminal Pdage (or, in the case afState court, issued
using State warrant procedure$}.”

Plaintiff alleges Defendantifad to comply with certain Kasas state warrant procedures
in obtaining the search warraattissue in this case, thuslating 8 2703: the statement upon
which the warrant was issued was not filed wiith State court asgeired by K.S.A. § 22-504,
and it was not timely executed in accordanch Wi.S.A. § 22-2506, which requires that a

warrant be executed within 96 hours from the time of issuéin@&e Court accepts these

#3ee In re Warrant to Search a Certain E-mail Account Controlled & Maintained by Microsoft 82@p.
F.3d 197, 208 (2d Cir. 2016).

2918 U.S.C. § 2703(a), (b)(1)(A).

*pJaintiff also alleges that Defendant violated K.S.A. § 22-2507 by seizing files, infonyand
communications beyond the scope of the warrant, which appears to run contrary to tfleenGiocgyto him that the
responsive documents had not yet been produced.



allegations as true for purposes of deciding itnigion, and thus finds #t Plaintiff's SCA claim
arises under federal law.

A. Sover eign Immunity

“Sovereign immunity is the prilege of the sovereign not to be sued without its
consent.®’ The principle of sovereign immupijtwhich is confirmed by the Eleventh
Amendment, provides that states and sigencies are generally immune from &titWhen
sovereign immunity applies, it deypes the court of subject matt@irisdiction, thereby shielding
states from sui® Thus, “[t]he Eleventh Amendment Hasen interpreted to bar suits against
states and state agencies for money damages in federal®o8tvereign immunity does not
apply when a state waives its immunity, amgome circumstances Congress may abrogate
states’ sovereign immunityy appropriate legislatiofr. “But absent waiveor valid abrogation,
federal courts may not entertain a private person’s suit against a8tatéwaiver of
sovereign immunity ‘cannot be impliedt; “must be unequivocally expressed.’Similarly,
“Congress’ intent to abrogatke States’ immunity from suit must be obvious from ‘a clear

legislative statement3®

®ya. Office for Prot. & Advocacy v. Stewa@63 U.S. 247, 253 (2011).
#d. (citing Alden v. Maing527 U.S. 706, 713 (1999)).
*Robbins v. U.S. Bureau of Land MgmB8 F.3d 1074, 1080 (10th Cir. 2006).

%Tarrant Regional WateDist. v. Sevenoak§45 F.3d 906, 911 (10th Cir. 2008) (citiHgns v. Louisiana
134 U.S. 1, 20-2Edelman v. Jordam15 U.S. 651, 664—-66 (197ANR Pipeline Co. v. Lafavet50 F.3d 1178,
1187 (10th Cir. 1998)verruled on other grounds by Hill v. Ken#¥8 F.3d 1236, 1259 (10th Cir. 2007)).

*Va. Office for Progction & Advocacy563 U.S. at 253-54 (citations omitted).
36
Id.

¥"Modoc Lassen Indian HousjrAuth. v. U.S. Dep't of Housing & Urban Deyé@64 F.3d 1212, 1228
(10th Cir. 2017) (quotingynited States v. Mitcheli45 U.S. 535, 538 (1980)).

#3Seminole Tribe of Fla. v. Florig®17 U.S. 44, 55 (1996) (quotifjatchford v. Native Village of Noatak
& Circle Village, 501 U.S. 775, 786 (1991)).



The Supreme Court has carved out an et@epo Eleventh Amendment immunity for
suits for injunctive relief against seadfficials in their official capacitie¥. But Plaintiff does not
bring suit against a state officialnstead, he brings claims agdiasstate agency in its official
capacity. The KSC therefore is entitled to geygn immunity as to his claim for injunctive
relief, unless Defendant has waivediitsnunity or Congress has abrogatef it.

Plaintiff brings constitutional claims agat Defendant under the Fourth Amendment.
But the Constitution does not waive a state’s sovereign immunity, and “constitutional
amendments themselves ‘do not constitute a waiver of sovereign immdhi®l&intiff has
identified no waiver of sovereign immunity foreticonstitutional claims he asserts, and the Court
is aware of none. Therefore, the Court findg flaintiff's constitutional claims are barred by
sovereign immunity.

Section 1983 provides a vehicle for plaintiffsbring suit against persons “acting under
color of state law” for deprivations of constitutional or other federally protected ffghts.
Importantly, 8 1983 does not abrogate states’ sayeiemmunity, and statesnd their agencies
do not qualify as “persons” under § 1983Thus, to the extent Priff asserts a claim under §

1983, it must be dismissed becauss liarred by sovereign immunity.

%9Seminole Tribg517 U.S. at 73 (citin@x ParteYoung, 209 U.S. 123 (1908)).
“9See Ellis v. Univ. of Kan. Med. Gti.63 F.3d 1186, 1196 (10th Cir. 1998).

“Merida Delgado v. Gonzaled28 F.3d 916, 919 (10th Cir. 200®)scot Dinner Theatre, Ltd. v. Small
Bus. Admin.887 F.2d 1024 (10th Cir. 1989) (collecting casssg Rapp v. U.S. Marshals SefB89 F. App’x 12
(10th Cir. 2005) (holding that sovereign immunity bdrpdaintiff's Fourth and Fifth Amendment claims against
United States Marshals Servic8)repka v. Milley 28 F. App’x 823, 828 (10th Cir. 2001) (holding that plaintiff's
Fourth Amendment claims against officials in thefiaidil capacities wee barred by soveign immunity).

242 U.S.C. § 1983Schaffer v. Salt Lake City Cor@14 F.3d 1151, 1156 (10th Cir. 2016) (citBd . ex
rel. M.T. v. Indep. Sch. Dist. No.,1894 F.2d 1176, 1186 (10th Cir. 1990)).

“3Will v. Mich. Dept. of State Policd91 U.S. 58, 67 (10th Cir. 198%)/ood v. Milyard 414 F. App’x 103,
105 (10th Cir. 2011) (citingVill, 491 U.S. at 71) (“§ 1983 does not abrogate state sovereign immunity—indeed,
states are not even ‘personsthin the meaning of § 1983.”).



Plaintiffs Complaint also alleges violations§ SCA. The Act provides for a civil cause
of action as follows:
Except as provided in section 2788 any provider of electronic
communication service, subscriber other person aggrieved by
any violation of this chapter mwhich the conduatonstituting the
violation is engaged in with a knawg or intentional state of mind
may, in a civil action, recover frothe person or entity, other than
the United States, which engagedhat violation such relief as
may be appropriat¥.
“Governmental entity” is defined by the SCA asd&partment or agency of the United States or
any State or political subdivision theredf,and several courts have found that governmental
entities are subject to liabilifi?. Although the SCA contains a limited waiver of the United
States’ sovereign immunitit does not contain @ear legislative statement that abrogates the
states’ sovereign immunity. Thus, this clamo imust be dismissed because the Office of the
Kansas Securities Commisser is immune from suit.
B. SCA Claim
Assumingarguendathat the Office of the Kansas Securities Commissioner is not
immune from suit under the SCA, this Courtmaingrant the relief sought by Plaintiff.
Assuming a request by a customer or subsctidguash a state court-issued warrant is
actionable under the SCA, it plajrghould have been brought beftie issuing court. Under §
2703, if a warrant is issued by a court of cetent jurisdiction, a seise provider like Google
may be required to disclose the contents eftebnic communications specified in the search

warrant to the warrant applicdanThe three methods for ohtang electronic communications

under § 2703 of the SCA have beesa#ed by one court as follows:

18 U.S.C. § 2707(a).
%518 U.S.C. § 2711(4).

“*See, e.gFreedman v. Am. Online, In®03 F. Supp. 2d 121, 125 (D. Conn. 2004) (qudBnganizacion
JD Ltda. v. U.S. Dep'’t of Justic#8 F.3d 91, 95 (2d Cir. 1994)).

10



In short, the government canmpel disclosure from a service
provider using one of three ascendirmggs of legal process that are
demarcated by the showing the government must make in order to
utilize them: a subpoena, which reeps no judicial review; a court
order, which requires a judicial finding that the government has
established “specific and articbla facts showing that there are
reasonable grounds to believe ttred contents of a wire or
electronic communication, or tmecords or other information
sought, are relevant and m@aatto an ongoing criminal
investigation”; or gudicially-approved S& warrant, which is
issued only on a showing of probable cauSeel8 U.S.C. §
2703;see alsd~ed. R. Crim. P. 41(d)Relatedly, the scope of the
disclosure required is correlatexmithe showing the government is
required to make; generally, the radnvasive the disclosure the
government seeks, the highee tvidentiary burden that is
required. For example, withoutipr notificationto the account
subscriber, a subpoena only pernsigsvice providers to disclose
basic subscriber and transactiomébrmation related to an email
account, see 18 U.S.C. § 2703(c)(2), while the disclosure of the
content of electronic communidans requires an SCA warrafit.

There is no procedure set forth in the stafat a subscriber or customer to move to
quash or vacate a search warrigstied under 8 2703. In contratbie SCA explicitly addresses
challenges to the other two methods of abtey electronic communitians covered by the
act—subpoena and court ord&rA service provider may move to quash or modify a court order
under § 2703(d) only upon a showing that “th@imation or records requested are unusually
voluminous in nature or compliance with suwrder otherwise wouldause an undue burden on
such provider.” Assuming a search warrardassidered a “court order” under § 2703(d), the
motion to quash is only authorized for a sernpoevider, and must bided with the issuing

court. Here, the motion to quash is brought lsystomer in a non-issuing court. There is no

“In re Search of Info. Associated with [Redacted]@gmail.com that is Stored at Pr@wigeslled by
Google, Inc. No. 16-mj-757, 2017 WL 2480752, at *2 (D.D.C. June 2, 2(d4ffy, 2017 WL 3445634 (D.D.C.
July 31, 2017).

818 U.S.C. §§ 2703(d), 2704(b).

11



provision in the SCA that otheise contemplates a motion to quash a search wéfréection
2704(b) allows for customer and subscribeaaligimges to backup preservation subpoenas and
court orders, but as Plaintiff concedes, thisisaadoes not apply because the search warrant at
issue here does not require Google cradiackup copy of Plaintiff's e-mails.

The fact that the SCA does not provide a rsdana customer to move to quash a search
warrant does not mean that an SCA search wagamt subject to judicial review. As the New
York Court of Appeals has explained:

By its very nature, a warrant is sabj to judicial review because it
cannot be issued unless a ndutnagistrate makes a finding of
probable cause and particularjsee US Const 4th Amend; NY
Const, art I, 8 12). In addition,dhe are avenues of relief available
to those subjects of SCA warramho are ultimately prosecuted
and who may, therefore, challenilpe validity of the warrant on
statutory or constitional grounds, as well as potential civil
remedies for those who are not formally accusee generally.8
USC § 2707; 42 USC § 198Bjvens v Six Unknown Named
Agents of Fed. Bur. of Narcotic$56 F.2d 1339, 1347 [2d Cir
1972)).

Therefore, assuming the Office of the Kam$ecurities Commissioner is not immune
from suit under the SCA, the Court finds that Riéfi cannot obtain the fief he seeks in this
lawsuit under the SCA. To the extent a motiogiwash a state court-issued search warrant is
actionable under the SCA, it can only be broumhthe service provider, and must be brought
before the court that issued the warrant.siésh, even if Congress did abrogate the states’
sovereign immunity under the SCA, tledaiim is subject to dismissal.

IT ISTHEREFORE ORDERED BY THE COURT that Defendant’s Motion to

Dismiss (Doc. 5) igranted. This action is dismissed in its entirety without prejudice for lack of

jurisdiction.

“9See In re Search Warrants Directed to Facebook, #&N.E.3d 141, 145 (N.Y. 2017) (assuming
without deciding that a motion to quasB@A warrant is proper under the statugee also idat 160 (Wilson, J.
dissenting) (collecting cases holding that the SCA authoaizesvice provider's motion tuash a search warrant).

12



IT ISSO ORDERED.

Dated: November 17, 2017

S/ Julie A. Robinson
JULIE A. ROBINSON
CHIEF UNITED STATES DISTRICT JUDGE
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