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crash computers, or knock computers off of the Internet using a denial of
service attack. Some cyber-criminals extort companies, however, without
explicitly threatening to cause damage to computers. Instead, they steal
confidential data and then threaten to make it public if their demands are
not met. In other cases, the criminal causes the damage first——such as by
accessing a corporate computer without authority and encrypting critical
data——and then threatens not to correct the problem unless the victim
pays. Thus, the requirement in section 1030(a)(7) that the defendant must
explicitly “threaten to cause damage” can preclude successful prosecutions
for cyber-extortion under this statute under certain circumstances.

d. Sentencing Guidelines Governing Identity Theft

In recent years, the courts have created some uncertainty about the
applicability of the “multiple victim enhancement” provision of the U.S.
Sentencing Guidelines in identity theft cases. This provision allows courts
to increase the sentence for an identity thief who victimizes more than
one person. Itis unclear, however, whether this sentencing enhancement
applies when the victims have not sustained actual monetary loss. For
example, in some jurisdictions, when a financial institution indemnifies 20
victims of unauthorized charges to their credit cards, the courts consider
the financial institution to be the only victim. In such cases, the identity
thief therefore may not be penalized for having engaged in conduct that
harmed 20 people, simply because those 20 people were later indemnified.
This interpretation of the Sentencing Guidelines conflicts with a primary
purpose of the Identity Theft and Assumption Deterrence Act of 1998: to
vindicate the interests of individual identity theft victims.”™

The Task Force recommends that Congress take the following
legislative actions:

»  Amend the ldentity Theft and Aggravated Identity Theft Statutes
to Ensure That ldentity Thieves Who Misappropriate Information
Belonging to Corporations and Organizations Can Be Prosecuted.
Proposed amendments to 18 U.S.C. §§ 1028 and 1028A are
available in Appendix E.
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Add Several New Crimes to the List of Predicate Offenses for
Aggravated ldentity Theft Offenses. The aggravated identity

theft statute, 18 U.S.C. § 1028A, should include other federal
offenses that recur in various identity-theft and fraud cases—mail
theft, uttering counterfeit securities, and tax fraud, as well as
conspiracy to commit specified felonies already listed in 18
U.S.C. § 1028A—in the statutory list of predicate offenses for that
offense. Proposed additions to 18 U.S.C. § 1028A are contained
in Appendix E.

Amend the Statute That Criminalizes the Theft of Electronic Data By
Eliminating the Current Requirement That the Information Must Have
Been Stolen Through Interstate Communications. The proposed
amendment to 18 U.S.C. § 1030(a)(2) is available in Appendix F.

Penalize Malicious Spyware and Keyloggers. The statutory
provisions in 18 U.S.C. § 1030(a)(5) should be amended to
penalize appropriately the use of malicious spyware and
keyloggers, by eliminating the current requirement that the
defendant’s action must cause “damage” to computers and that
the loss caused by the conduct must exceed $5,000. Proposed
amendments to 18 U.S.C. §§ 1030(a)(5), (¢}, and (g), and the
accompanying amendment to 18 U.S.C. § 2332b(g), are included
in Appendix G.

Amend the Cyber-Extortion Statute to Cover Additional, Alternate
Types of Cyber-Extortion. The proposed amendment to 18 U.S.C.
§ 1030(a)(7) 1s available in Appendix H.

R R R e e et

The Sentencing Commission should amend the definition of
“victim,” as that term is used under United States Sentencing
Guideline section 2B1.1, to state clearly that a victim need not
have sustained an actual monetary loss. This amendment will
ensure that courts can enhance the sentences imposed on identity
thieves who cause harm to multiple victims, even when that harm
does not result in any monetary loss to the victims. The proposed
amendment to United States Sentencing GGuideline section 2B1.1
is available in Appendix I.
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5. TRAINING OF LAW ENFORCEMENT OFFICERS AND PROSECUTORS

Training can be the key to effective investigations and prosecutions, and
much has been done in recent years to ensure that investigators and pros-
ecutors have been trained on topics relating to identity theft. In addition
to ongoing training by U.S. Attorney’s Offices, for example, several federal
law enforcement agencies—including DOJ, the Postal Inspection Service,
the Secret Service, the FTC, and the FBI—along with the American Asso-
ciation of Motor Vehicle Administrators (AAMVA) have sponscred jointly
over 20 regional, one-day training seminars on identity fraud for state and
local law enforcement agencies across the country. See Volume II, Part O,
for a description of training by and for investigators and prosecutors.

Nonetheless, the amount, focus, and coordination of law enforcement
training should be expanded. Identity theft investigations and prosecu-
tions involve particular challenges—including the need to coordinate with
foreign authorities, some difficulties with the application of the Sentenc-
ing Guidelines, and the challenges that arise from the inevitable gap in
time between the commission of the identity theft and the reporting of the
identity theft—that warrant more specialized training at all levels of law
enforcement.

p  Develop Course at National Advocacy Center (NAC) Focused
Solely on Investigation and Prosecution of ldentity Theft. By the
third quarter of 2007, DOJ’s Office of Legal Education should
complete the development of a course specifically focused on
identity theft for prosecutors. The identity theft course should
include, among other things: a review of the scope of the
problem; a review of applicable statutes, forfeiture and sentencing
guideline applications; an outline of investigative and case
presentation techniques; training on addressing the unique needs
of identity theft victims; and a review of programs for better
utilizing collective resources (working groups, task forces, and
any “model programs”— fast track programs, etc.).

P Increase Number of Regional ldentity Theft Seminars. In 2006,
the federal agencies and the AAMVA held a nhumber of regional
identity theft seminars for state and local law enforcement
officers. In 2007, the number of seminars should be increased.
Additionally, the participating entities should coordinate with the
Task Force to provide the most complete, targeted, and up-to-date
training materials.
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P Increase Resources for Law Enforcement Available on the Internet.
The identity theft clearinghouse site, www.idtheft.gov, should be
used as the portal for law enforcement agencies to gain access to
additional educational materials on investigating identity theft
and responding to victims.

P Review Curricula to Enhance Basic and Advanced Training on
Identity Theft. By the fourth quarter of 2007, federal investigative
agencies should review their own training curricula, and curricula
of the Federal Law Enforcement Training Center, to ensure that
they are providing the most useful training on identity theft.

6. MEASURING SUCCESS OF LAW ENFORCEMENT EFFORTS

One shortcoming in the federal government’s ability to understand and
respond effectively to identity theft is the lack of comprehensive statistical
data about the success of law enforcement efforts to combat identity theft.
Specifically, there are few benchmarks that measure the activities of the
various components of the crirminal justice system in their response to
identity thefts occurring within their jurisdictions, little data on state and
local enforcement, and little information on how identity theft incidents
are being processed in state courts.

Addressing these questions requires benchmarks and periodic data
collection. The Bureau of Justice Statistics (BJS) has platforms in place,
as well as the tools to create new platforms, to obtain information about
identity theft from victims and the response to identity theft from law
enforcement agencies, state and federal prosecutors, and courts.

P Gather and Analyze Statistically Reliable Data from Identity Theft
Victims. The BJS and FTC should continue to gather and analyze
statistically reliable data from identity theft victims. The BJS
should conduct its surveys in collaboration with subject matter
experts from the FTC. BJS should add additional questions on
identity theft to the household portion of its National Crime
Victimization Survey (NCVS), and conduct periodic supplements
to gather more in-depth information, The FTC should conduct
a general identity theft survey approximately every three years,
independently or in conjunction with BJS or other government
agencies. The FTC also should conduct surveys focused more
narrowly on issues related to the effectiveness of and compliance
with the identity theft-related provisions of the consumer
protection laws it enforces.
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p  Expand Scope of National Crime Victimization Survey (NCVS).
The scope of the annual NCVS should be expanded to collect
information about the characteristics, consequences, and extent
of identity theft for individuals ages 12 and older. Currently,
information on identity theft is collected only from the household
respondent and does not capture data on multiple victims in the
household or multiple episodes of identity theft.

» Review of Sentencing Commission Data. DQJ and the FTC should
systematically review and analyze U.S. Sentencing Commission
identity theft-related case files every two to four years, and should
begin in the third quarter of 2007.

P Track Prosecutions of ldentity Theft and the Amount of Resources
Spent. In order to better track resources spent on identity
theft cases, DOJ should, by the second quarter of 2007, create
an “Identity Theft” category on the monthly report that is
completed by all Assistant United States Attorneys, and should
revise its departmental case tracking application to allow for the
reporting of offenses by individual subsections of section 1028.
Additionally, BJS should incorporate additional questions in the
National Survey of Prosecutors to better understand the impact
identity theft is having on prosecutorial resources.

P Conduct Targeted Surveys. In order to expand law enforcemernt
knowledge of the identity theft response and prevention activities
of state and local police, BJS should undertake new data
collections in specified areas. Proposed details of those surveys
are included in Appendix J.
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IV. Conclusion: The Way Forward

There is no magic bullet that will eradicate identity theft. To successfully
combat identity theft and its effects, we must keep personal information out of
the hands of thieves; take steps to prevent an identity thief from misusing any
data that may end up in his hands; prosecute him vigorously if he succeeds in
committing the crime; and do all we can to help the victims recover.

Only a comprehensive and fully coordinated strategy to combat identity
theft—one that encompasses effective prevention, public awareness and
education, victim assistance, and law enforcement measures, and that fully
engages federal, state, and local authorities and the private sector—will have
any chance of solving the problem. This proposed strategic plan strives to

set out such a comprehensive approach to combating identity theft, but it

is only the beginning. Each of the stakeholders—consumers, business and
government—must fully and actively participate in this fight for us to succeed,
and must stay attuned to emerging trends in order to adapt and respond to
developing threats to consumer well being.
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Appendices

APPENDIX A

Identity Theft Task Force's Guidance Memorandum on Data Breach
Protocol

September 1%, 2008

MEMORANIUM FROM THE IDENTITY THEFT TASK FORCE

Chair, Antooney Generat Alert R, Gongales 0"3'/ S
Co-Chalz, Foderal Trade Commission Chalran Deborb Fiatt Majorss 5PN

SUBHCT

Fhwe bomtity Theft Task Force (*Task Porce™ has considersd the steps that a Department or
sgency shoutd take in responding (oo thefl, Joss, or unsuihingiaed sequisition of persopad inforsnatity
that poses o fisk of sehsoquent idemity theflt.  This memorwuduns reports the Task Foece's
recosnmcnded approseh w ook sinastics, withoo sidressing other notification ixsues thut may anise
ursder the Privacy Actor other foderal stacstes when the data Joss involves sensitive Information that
does 1 pivse an identity thelt vk,

L Background

Tdentity Whefl, s parnicious crime that harms consumers and car soonamy, oucurs when
individuuls® Biertifying information 1% used without suthorivation in an atiemps (o comunii G or
“ather crimes.” There gre two prisuary Formis of idiminy thefl. First, idenity thicves ¢an vee financial
aseount idemifiers, such as credit card or bank aceount aumbers, to commendeer an Individoal's
xisting scouts o make unauthorized charges or withdraw money, Second, thieves can use
accepted identifiers ke so¢igl soouttty numbers{“SSNs™) 1o npen new Bnancial sccounts und incar
charges and credit inoan ndividaal™s name, bt without that persen’s knowhodge. .

This memorsadurn deseribes three related recommendations: (1) Agenvies should
immediately identify & cone myponse group that can be convened in the event of a breach; 2) i an
inciden eours, the come sesparnse grovp should engage i o risk anatysis to determine whether the
incident poses problems. relsted o ideatity theft; {3} 51 is determined that sn identity thefl risk is
preseny, the agency should tatinr itsrespense (which may inclide advice s thase posentiatiy affected,
services the agency may provide 1o those alfectod, and public natice) 1o the auture and scope of the
risk preseuted. The memaranduny provides amiean of steps for an agoncy (o consider, so thag H uay
parsue such o risk-based, 1silorod response,  {lkmatety, the procise steps 10 ke misl be decided
in light of th particaler fucts presented, as there is no single wsponse for all breaches, Thiz
mernornnddum is rended shuply 1 awist those confroning sueh issiies in developing sn sppropriate
tesponse,

Federal s define “ienifving information” beoadly. See, e.g, The 1998 Identity Thel
Assumption snd Doternenece Aot (Pub, L No, 1082318, 112 Swat. 3007 (1998) {vodificl 2 18
LIS § 10285 and the Falr and Accurste Credh Transactions Act (15 US.C. 5§ 1681-1681x, a8
amerdded). This memorandum focuses oo the type of identifiing information generally used
il identily thefl,
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Ciiven fle. volume of posona! informution approprintely callected tn cary out myrisd
government functions, i & atmost inevitabie that some ageeics will, oft pecasing, fose control of
such wrfoematiom. Thes, st iriporsat Tisst step in respondicg to ¢ breach ix for sgencies 1o ongage
in vbvance pleneing for tis eoatingengy, “We therefire recommend thay cach ageney identify in
advanes s care mrmgement group that wilk be convened apon the identificution of & poucrial ks
ol persomal mforvathen. This vore grosg would iniially evatume the Sitatioe 10 help guide amy
flrther response. Our experionce supgests that such 1 core group should inchade, st mimawm, 56
ageney's ehied infivmation officer. ehief lognl officer, chief primcy afficer for thikr designces), o
SChior manugemen| afficiat from the apency, and the agency’s inspector poners] for equivalent or
designect. Such a group. should ensuie that he ageney hus brought together auny of the busic
ompercies peded o respond; inclading cxfertise in infarmation lechiology, kegsl nutharinies,
he Privacy Ach, and lxw enfroemonl, We reosmaind that thix core groug convede 3t jedst
anmsally 1o review diis memorandivs und diseiiss likety setions shaukl an incideat stenr.

0L Identifving an Jacident That Proseots Fdensity Thelt Risk snd the Level of Risk
Tuvotved '

A Toss of contol over persotial infarmation, niay, bul reed et necossurily, preseat i sk of’
ibentity thetl, For exampie, 3 duts reportstiowiny the narke “Joln Smith” with Hitde or bo funber
identifiving infrmation related 1o Joln Siih, presents ide or no risk of idemity ihofl, Ths, the
fmistc;mn considiring whether ifvere foaxisk of identity theft, and e whether an " identity tisft
esporse” i nesessary, ate umderstanding tie kind of informution most typivally wsed 3o commit
weatiy theft ¥nd then determining whether thit kind of mferution has been poteatisily
compiorised i the incidens being examined. Because sircumstnses will differ fram case 1o case,
ageeies shauld draw wpon Taw enforeement cxpentiie, sehiiog dist of the agoncy Inspestor
Cianeral, i sasissing the visk of identity theft from 3 dats compramise and the tikelthood that the
ierhizes ik the pesuly of ve coukd fead o criminad activity,

An SSN gtunding afone can generte ideotity theti. Combinations of wiormation can have
the wime effect. Wit & gameaddress, of telophome number, identity theft beocomes possible, for
mskurce, with any of the following: (1) any governmesitssued identificathon nusnber fruch ass
drivers Hodmse namber i the trief oam obiain the SSWY, 12) & Momsetric reenrd; (3} financid
ackount number, jogether with u PIN or security sode, if s FIN. gt socurnity code is neeossary to
acouss the uceounts or (31 any sdditioe, specifie factor hat adds 1o the persoratly ideatifiing
profife ol a specific individual, sih as 4 refationship with 2 specific fingncial instintion o
membership it club, For further patposes of this miemoramdum, informstion posing & risk of
identity thefi will be described ai "éovered fidfbrmation.™ 1Fa particulss dato luss orbeeach doss not
involve this e of mfmm,mc Mewty theftrisk: 5mmmmk anditis ;mmwiy ﬁwﬁmhermw

2
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desigred 1o addruss identity 1heft risks are necessary,’

Even where covered wsformation has been compronsised, various other factors should be
considered i determrining whether the infornation scoessed could result i identity thefl, Our
experience swpests that in determining the fevel of risk of identity thefl, theageney should coasider
it siinply Oie st that was compromised, bot af! of the vircamstanees of the daim less, incleding

. how easy ardifficolt i would e for an umsuthorzed person W socesy the voverad
infarmation in g of the manner in which the covered informution was protected;’

* the means by which the logs socurrsd, including whether the incidert might be the
resull of a crivainad act of is fkely to rewelt in criminal aetivity;®

- the ehility of the apeacy 1o mitigate the ieniBly thelt;' and

. evidence it the compromised information is seruaily being used to comnit identity
theit.

Considering these fctors toother should penmit the ageacy 1 develop an overull sense of where

OB has promulgated guidance requiring certain natificaions within the governinent,
yaost noxably to the United Srates Compuiey Emerpency Keadiness Team {US-CERT), whenever
persca) informumtion is compromised, and which applies even wiitns thete IS oo identity thelt
risk. That reportiug gakdance renuting in fsll offe,

*For exaenple, information on a computer Bison that is adequately protected by
enEryprion is bess likely to be secessed, while "hard copies™ of printed-vin dats are essntially
P
unproAneied,

“For cxample, as 2 generst mudter, the risk of identity thefl 19 greater if the coverad
information was stolen by 2 thief who was targeting the data (such as o computer backer) than if
the information was inadvertealy left atprotected in a public location, such as In 3 brieftase ina
hoted Jobby, Simdlarly, in some cases of thefl, the circumstanecs riight sdicste than te dats-
wiorage Sevice, such as a compiter loft it n car, tather than the information fiself, was the target
ofthe thefl. An oppottunistie erintibal, of vourse, may cxplojt infarmation oce it comes into bis
possessivn; and this posdbiliny rinst be congidersd whin fishioningan agency rispouse, aloag
with the recogmition dwt Tisks vary with thiscktoumistances under which incideots occur, In
priaking thik assosionint, if i Srudin thar federal lawe enforoesaens (which oy inchode the
ngency's Inspector General be consulied. : '

*he whiliny of mn sgency ot othier affected entities fo monitoz Tor and prevent attemps o
misyse the coverd informtion can be % factor in determiniog the risk of idensity thefl, For
example, if the compromised infonmgion refutes e disabitity beneficiaries, the sgescy cun
rgatitor its benefiviary: ditabase fir requests for change of address, which vy signal siempty w
puisese the inforpution, wd thki $6eps (o prevent e fraud. Likewise, senting finsngal
Hstibutions in cases of 2 dita breach ipvolving finsncial accouns information van allow e b
monitar for freead or chise the compromisad neceunts..

-3
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along the contimun of identiny-theft csk the risk created by the particulsr incident faits. That
Assessament, in tumn, should juide the agercy’s fianbwr actions,

V.  Redocing Rbsk Afier Disclosure

While assessing the bevel of risk in 5 given situation, the sgenity should simultanesnusly
consider oprions for atenyating that Hsk. 175 boportant in this regard (e the agency 1o understand
cerain standard oplions available 10 ageneies aod mdividuals ie hélp protoct potential victims:

A Actions that lndividualy Can Roeuttnely Take

The steps that individuals can ke o peotect Semselves will depend on the bype of
Htforration tu is eompromised. In netifying the powentially affecied individuals about stegs they
cut tke following o dats breach, sgenciss shotdd Tocus an the steps thal are relevont W these
individusls' paricutir circumstances. which nsy inchude the following:

4 Contact fheir finuncist institution ty derérmine whether their accourtis) shipald be
closed. This option is relevant enly when fnancial sccount informatiion is pari ofthe
brgach.

. Manitor thelr fiumeizd zeconnt statements snd iminwediately reportany Stspicious of

unusunl setivity to their Enancial mstimgion,

. Requedt ¢ froe credit report. of s AtnuedCreditlepin com o by cafting 1-877-
X2-8328%. T miglt take 2 few wonthss for most signs of Gaudolent accounts 1o
appuas on the credit report, and this option is most useful when the datn breach
involves information that can be used 1o open new acconms. Consimers an: eniitfed
by law 1 obtain one free credit report per yedr from each of the three major credit
burezus - Fouilax, Experian, and TransUnion ~ for 2 toial of thres repons every
year, The amual Free credis report cam be used by individuals, along with the free
report provided when placing @ fraud abert (which it distussed below), (o sclf-
monitor for identity theft. The annusl report 2lso can be used as an shtermative for
thase individuals who want to ehicck their orcdit report, bur do m want 1o place 3
frand slert, Conteet information for the credit buresus should be provided, which an
b found on the FTC s websise,

. Place an initin! fread slert® on crodit repons muintained by the threr major credit
greaus poted above,  This option is most wsefuf when the breach includes
informayion it can be used to open ¥ new account, such a8 85Ns. Afer placing an
intitial fraud atert, individuals are entitled to 5 free credis repon, which they should

3 Treud aler is a mechanism that signats o credit ssurrs who oblain credit reports ena
consirer that they must tke reasonsble steps to verify tie comumet's identity before issuing
vreshil, meaking it harder or ity thicves W secure wew credit fines. [ shouid be noted thae,
although fraud alerts can belp prevent Sunduleny credit accounts from being opened fpan
individinl's game, they also can defay that ndividual s own Jegitimate attemps o secure credit,

e
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whiain beginming a fow mombs after the beeach and review for signs Of suspivious
acuvity.

v For residems of states in which state biw auhorizes s credit fivere, consider placing
a eredit freeme on their eoadit fite” Thik opion is most useful when the breach
invindes informacion thist can by used 10 open 8 New Jccount, such as SENs, A credit
freeze cots of third party access 1o 9 consumon’s eredit report, ereby effeciively
preveting the fssuanee of pow credit in the consamer’™s name.

. For deployed members of the military, consider placiog an sctive duty alenon their
eredit il This option b5 miost useful when the breach inclodes afoemation that can
ber used to opsen i new aeeount, such as SSNs. Such active duty alerts serve a similar
function us initial traud alens, causing credivors o be mose eagtioug in extending
view caodit. However, inbike initial frand alerts, they last for one year instend of 50
dayy. In addition, active diy aterts do aot engitle tie individual 1o 2 fiee cradit
report, Therfore, tuwre placing an active duty alert shiould combine this eption with
# requenst for obtaining the annuat free credit repors o which all individuals e
entitded.

- Review resvarces provided o the FTC identily theft webstie, s (i povidied.
The FTC maintains 2 varicty of consumer pablications praviding comprehensive
informuation on breiches wnd identity theil.

. B aware that the poblic snnouncement of the beesch could itself cange eriminals
engaged i fraad, under the guise of providing lepitimate nssislance, 1o use various
techniques, mehuling eomil ar the telephone. to decehve individuals nffected by the
breach tinto disclosing their credit card pusnbers, bank account infrmation, SSNs,
passwirds, or other sensitive personaf informtion. One common suel ehnique is
“phishing.” g scam iavolving s email hat sppears to come from a bank or other
orgaiization that asks the individwal i veafy account information, and thers directs
him to & Bake webgite whose: onfy purpose is 10 tack the victim fnto divulging bis
p:wmai udammmn Adﬂec on mmldmg snch ﬁ'&uds av ailsble o the FTC s web

*State lows vary with respedt 1o usability and ot issues, which individuals will need 1o
cunsider before dooiding 10 place @ cradin freeze,

A waricty of factors may influence a service momber’s decision to plage an scifve duty
aler-for example, i there ate stateside fimily members whi need easy eredit socess, the alert
would ikely be counterproductve,

-5
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B Actiouithal, Agmm-(:sn Tﬂzi:

I the bresch nvalves gmmm-wmmed crediy cands, the agendy should rmury the
ixning bk promply. 101k breioh involves individuals” baik steours ninbers to be used for ihe

" directdepasitorcroditeard feimbursensents, govermment emplayce salarics, of anyhenefii pavment,

shie agenay ahauld rotify the bank er other entity that handies tha particulnr trunsaction for the
ageney. -

Agenies may take (w0 ofber sigrificant steps thet can offer additiona measurss of
grofgistion - expocisly far incidems where the. compromised information prosents a. risk- of new
accourns being opencd ~ but which will invobve ndditional agency expense. Fird, fn recent years,
some cumparies have deviloped mzimu!-mgms L sealyze wheller 3 particudir duta Toss appeads o
be restiting in identity theft. This date breach smalysis may be s useful intermediage proteciive
action, sspegially whyre the ageney §s uncertais abut whether the idensity-tiefs digk warmants

-rmplmwnnngme eastly adiditivmal steps such as cradit manitoring (iee Below) or where the sk

ivsuch that ggencies wish o do mone thap rely oo the individiet setionds) idemified sbove,

Far-two masons, such techmotogy may be sl for incidents involving data for hage
umiers of mdiidusls, First v cost of implementing crediy monioriog (and the potentiul 1o have
speny farge sums unnecedsarily iFo iemiy thef mahorinlizes) conbe substntial for birge invidents
muw.lh:'m of rredit manikiting genetally is 4 functivn of the pumber of individualy for whom
sresdit monitering is hedng provided, Second, subsequent to any lange dota breach-Ld is pepoarned
publichy. it is Hkely that nagency will get reports of identiny thefl directly from individuals in the
affecred elags, Yoo, agencres shoulil be awaed that approximately 3.4% of the adull papulatitn
teports itself unntally s the vietin of some form of identity theft, Thus, for any Targe breach, it is
vintistically predictable that s certain munber of the posential vistim chass will be victins of idemity.
thefh through events adher o the duks ssearity bresch in yuestion. Drtehreach monitoring of the
type deseribed here can assis) an egency in deternining. whether the particular. incident it has
suifered ix truty a souns of identity stheft, or whether, imidend, any mich reports are thie normal hy-
product of {he routine iscidence of identity thefl.

Secomd, mnd typicatly at greal expense, ageociss may wish o provide sredit-moniuing
services, Creditinenitonng is o commencial sereice (hs! can essiw individuals i earfy detection of
instances of ideatity theft, thoeeby atiowing them bo take sleps to mivimize the hurm (although credit
moRieTing cuamot guarnies that identity theft will notoccur). Acredit-monitoring service tyjicalty
notifies individuats of chatges that sppear ta thesr credit report, such as creatton of & pew pcroun
or new inguines 1o e fiie,”

rbous eredit-munitoring services provide differcon faatures and their aﬂ?eﬁngs RE
corustantly evolving, Therefore, agencies may wish focomsult with OME or the FTC concaming
the st currenl, availahie optinns,

by
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I thecitim whether bo olfer credit monitoring services and of what typeuid lengih, agencies
shiosrld consider Uiz seriousnesy of i risk of ienrity el arising Trom the data brsack. Paniculardy
iropesrzanit see whether incidonty Have siready beck détected wnid the cost of providing the servite,
Such cosis can be subslontink, althongh rates are affen aubjeet 1o segetiatien; butk purchase
discuuats have been oflered in many cases.of Turge darm breaches. " The iength-of tinke: for which
Vo senvice v provided e Bave o mpacton eost a5 well, Tnaddiion, W sgency sbeuld consider
the charsoreriasics of the affected individuals, Some sfieced populations may hive more ditfieuty
i taking e sebiprotesiive steps described eartier, For wuample, theve may be geoins wiin, beoase
ol thairduties or thei location, wiy warmsm spesial pratection from :}m distraction or ¢ o el seli
wanitgring for idemity thefl

Ageriites shauld atso be awars thit, wassist the tmely implemenmten of cither danbrouch
anatysis ar oo munitoriag, the Genera] Services Adndoistmtion {GSA) is puiting in place several
ot soatricting mehots w provide these services i nopded. This, an spency’s
cuvimet efticer, working with 4384, should be able prompity to secure such servites and o develop
ost estimites assecied with such wrvices,

FimuHy, it is ampormnt v wate- that setiffcation iy i enfoecemiontUis i Smpdiiei way fir
am ageney o mitigaw the risks fced by the potentially affected individuals. Hecause an agency das
breach may be velated to ether breschies or other criminal aetivity, the agency™s Inspevtor Genieal
shusubd coordimste wit approprie federt Inw eoforcement sgencies to enahle the goverment to
bodk for putenrint links and to cffectively imvestipaic and punigh erming m:‘h\dt} Eat wringe resuli
from, ar be copnectod wx, the brwack.

Y,  Implonestisg o Response Pan: Nutlee to Thove Affroted

Hving fdentificd the fevel of ridk and bering in nrind dhe seps ihay can I taken by the
agency of individugl kit iha risk, the aganey should then move to implement & résponsa plas
that incotpotates clument: 6F e shove. Agencies should bear in ruind thal notice and the texponmse
w com generase From individuale is not "costhens,” @ volsideration thal wan be especizfly important
where the risk of idemity theft b tow.  The couts can include the finunead oxpense and
mecivenience thacan arise fhons cangefing erodit cardy, chosing bank pegounts, placing fruod wens
o aredit files, andior oltaining sew identiny documents. The private sectar and other government
agenchs ilso ingur costs tnservicing these consumier actions. Moreover, frequent putblic notices of
such incidoms may be counterpreductive, tunning the risk of injuring the public and. by making &t
smove difficuls o dissinguish between serious and mitor threats, causing citizens o ignore all natices,
even ol incidents thit tney warmenl heightened vigitance, Thus, weighing all the facis available, the
fisks 1o consumers catsed by the dats security breack warnant netice whes notice would faeilitae
appropriate reinedisd action that w likely to be justiliod gives ihe risk.

¥ sonte natinees, mkmatoring seryvices may even be provided al vo cosl. Agencies
shopld cheek the GRA coufrict schedude,
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~pgenvies hould incorporats the following eleaenty’ wio tat sortication pmm

L nming The notice should be provided fn a rncly menner, bur without
compotnding the harm from the- initial incident through prematurc anbcancerens baked an
incomplete favtx or in & meamner likely b make idewtity shoft wore likely fo occuras a resolt of the
announcersent. WhIk it 74 important ko meny promipily thase whio may be affeetod so that they con
take profective steps quickly, Gl widsma of inoceerate wlaoms ane counteiproductive. 1n sdditiog,
somctimes av ivvestigotion of the Icidens (such as o et ) gan be inmpeded if nformarion is made
pibdic freraturely, Forexample.an individual who has swlen g password-protecied lsplop inarder
to resedl it mey be complensty semvare of i nsture and vator of the inforamtion the laptop
contiins, B el & ciso, public grnouscenwnt may acnully ster the duef W what be posyesscs,
incrensing tisk that thie information will be misused, Thus, offtcials should consuliwith those law
wdecemnent nfficials fnvestigating g adent (which conld include e agency’s Inipeiior
General) regarding the Hming amd content of any sanuuncenwnt, before muking any public

acionuris abost the inaidon. Fedead, even whem the decinan has been roade: 10 aotify affortied

jadividuals, under cenain cirvumstunges, liv enforcement ntry need a tesaparry delay before sueh
ROt 7% gEven 10 ensire thar o criminal investightion o b comductod sffextively or for il
SECUrity Feasons. " Simitarly, if the Sata treach resulted From 1 foilure fn & seeority or inforomtion
sysior, that sysfern shoukd be repairod and wued befors diselosiog details relused to the ncident, ks

2, Source: Gitven thy sérious security and priviiey conders rised By datn breaches,
tification 1o individnals affected by the dats foss should be s by 2 responsible official of the
ageniy, of, i those fnstnces in which the bresgh ftvolves 2 publicly known compoums of wn
spency, & responaible officiil of the compomol,

‘Phere may be some testances in which notice of a breach may approgrisacly come from o
ity ther o the sciunl pgericy it saffored the loss. Forexanmie. whon the &t wenrity breach
bndved a foderl contraclorn operating & systes of recards on bohilf of the agenty oz gublic.
privain purtnership (for examplt, s feders! apency/privete-soctor RErosmEnt 10 OPemte 8 Progrom
Hist reanings the colhectinn of soversd information on members of the public), e responsibility for
somplyiog with thess sorificariin procedures should be cambiished with the Comucioe or pasmey
prine-fo- entering the business reladonsdhip, Mdmnmx!ty, z federal spency that suffors o breach
nve t\’mg persotd information miay wish o determing, in conjunction with the regulated entity from
which i obtained th informatian, whethet natice be more appropriscely given by the agency ar by
the regotaied entity. Whenover possible: te aveid creming confision and snxiety, te actual notive

" There muy be aiivr reasons related to Jaw enforcement or satiaral secunity tan dictate
thiat norice Dot be given to those who are affected, For example, if an agency suffers a breach of
A datnbeie contaduing liw enfircoment senshive data, imsoedinte vodification o potentislly

- affected individials may be insppropenate - even ifthe sk of idenlity thefl resubting from that

Treach is significan - as such nofication may result in the disclosire of lw enforcement-
sensitive oF countor-forrorism dats.

B8
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shonid coma from the entity which the affecied individusls are neasonably likely w percsive 25 the
entity with which they have g relationship. In o] instanzes, the sgency is respoasible for snsuring
shat its contesetor or partae prompily notifics the agency of any data logs it witors.

3. Contensr: The subsiance of the notice sbhoald be redaced 1 2 stand-alane dovumens
and written in clear, concise, and sasy-u-andersnend langaage, capable of iudividue) distribiton,
andfor posting on Fre agescy’s website and other information sites. The autice should inchude the
Followiig elements:

* # brief descviprion of what happened;

« o tse exsem passible, 3 description of the types of porsons) infarsmtion that were
mwolved in The data secarity bresch (e.g. fufl name, SSN, date of birih, home
mdress, aceount pursher, Sisahility cods, ew X

. . i bried description of what the ageney is doing 1o investigate the breach, to mitigate
tosses, and 10 pretecy against any Rirther bresches:

s comat peotedures for tise wishing v askquestivns ot ene edditional Jiafosnation,
imcluding a tolk-free wiephone aumber, website, snd/or postal address;

- steps individumls should taki 10 pridectthemsetves from the risk of identity thell (e
above for the stops avialshled, including steps (0 ke advantage of any credit
moniositeg of other gervice the agency miceds to offer and contact information for
thie FIC website, including specifie publications.

{riven the amount of informmtion pecded 1 give mesningiul notice, a6 agency may want tn
gopyider providing the mos important idormstion up fronl, with the addizional demils in &
Frayuently Asked Questions (FAQ) famat or an its website, L s ngeney has knewledge that the
affecied individieds are ner English speaking, sotice should slso be provided i the sppropriate
turiguspeds}).

3, Method of Nowification: Netification shoukt nocur in & manner calidmied to ensge
that the individunls affected reveive actual notice of the incident and te seps they should take,
First-class wat) notification to the la knows muailing addeess-of the individual shouid be the
pimary means by which the agency provides notification. Even when an agoncy has reason o
dioiabst the continucd aeduracy of such wr mddresy or laeks wat addess, maited notice may Sl b
effeetive. The Dnited Stares Postal Service {USPS) will forwund mail toa new addvess for op to one
year, o7 will grovide 4 updated address vip esinblished prosesses.” Morvever, conain spencies,
such as the Social Security Administration snd the Intersal Revense Servicy, muy somctimes
possess address informution thit oo be ased o Facititate cffeetive mailing, The notice shouid be

FApenvivs may roceive ipduied addresses ws o mailer by hovoming a direct beenses of
ihe Posw] Service or hy istigg u USPS Livensed NCOA Link service provilier. A gurren listof
service praviders is avaitable i
ipiniblrs sy esnialnb CER THILDSSFLICENSERY,. For inforaation un adiress-
update aref defivery validation services, contag: the USPS st 1-30IS80-5766.

A
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sevit separabely from auy otbier makling so that i stands out 1o the recipient. Fusing another agency
to fagilivate mailing s reforenced abave, sgerivies should take core that the ageecy that suffered the
toss is identified ns the seader, not the facititaling agercy.

Substitute tieans oF aoliee sach a5 broad public ansownsersvel through te medis, website
aRABtBcements, al distribution to public service and etber mombership organizations Hikely o have
necess w the affected individng) elass, should be employed to supplemens direct nmil notfication
or U agency et obtain a valid mailing address, Emall notification is discouraged, as the
afected individuals conld encoumter difficultics in distinguishing the agency’s smzill fiom a
“phishing” smuil.

The agericy ahsashainbd pive spewial consideration in providing notice to individuals who
are viseally o hearing impained consistent with Sections S04 of the Rebabilitsioe Ao of 1973,
Acoommodnions nay inelode establishing a Televommunications Device for the Deal (TDD) or
posting s large-type notice on e sgepey 'S wob sate

5. Prejiaring Jor follow-on Ingitiries; Those notified can expenence considerabie
fenstration if, in the wake of s initial public snnoencement, they are unable o fod sosros of
additiona] socurate information. Agencies shoubd be aware that the GSA hias 5 stand-by capabilivy
Swrough s “LSA Services™ operation ro quickly put in place 2 1-R00-Fedinfo call center staffed hy
trned personnel and capable of handiing individual inquiries for circamstances i which the
numnbrer of nquinics is Likely to excred the agency’s native capacity, Thus, sgencles iy wish w
consider briefly delaving 2 public stnouncement m aflow them o implement a consolidated
arsOWCeRTRL SETteRy. 95 apposed 10 basty jultlic sanouncement without any detailod gridance
on steps to take. Sech i strategy will permit pablic sikterments, website postings, amf a call cower
staftied with individusls peepared 1o answer the most frequentdy asked questions all 1o be made
sivgdmnecusly available.

6. Prepare caunterpart eribies that ey reveive a surge by inguiries: Degending on
the natuee of the incident, certain emithes, such o5 the creditrepoming pgencies or tie FTC, may
BXpETICHCE 3 surge i inguirics wiso. For exnple, in incidents invelving a subswovsal rumtber of
SANS (.5 mare vhan 10,000), sorifying the thres nuyjor credis bureas dlows them 10 prepars 19
respond to requests from the affected individuals For raud aloris amdlor thow crodit reports, Fhus,
cxpocially for large incidenis, an agency shorkd inforns the coodat burcans and the FTC of the timing
and distribution of sey woltites, as well as the suwber of affected individunls, s order we prepare.

82

Exhibit | - Part 2 of 3




COMBATING IDENTITY THEFT A Strategic Plan

APPENDIX B

Proposed Routine Use Language

Subsection (b)(3) of the Privacy Act provides that information from an
agency’s system of records may be disclosed without a subject individual’s
consent if the disclosure is “for a routine use as defined in subsection (a)(7) of
this section and described under subsection {e)(4)(D) of this section.” 5 U.S.C.
§ 552a(b)(3). Subsection (a)(7) of the Act states that “the term ‘routine use’
means, with respect to the disclosure of a record, the use of such record for a
purpose which is compatible with the purpose for which it was collected.”

5 U.S.C. § 552a(a)(7). The Office of Management and Budget, which
pursuant to subsection (v) of the Privacy Act has guidance and oversight
responsibility for the implementation of the Act by federal agencies,

has advised that the compatibility concept encompasses (1) functionally
equivalent uses, and (2) other uses that are necessary and proper. 52 Fed. Reg.
12,990, 12,993 (Apr. 20, 1987). In recognition of and in accordance with

the Act’s legislative history, OMB in its initial Privacy Act guidance stated
that “[t]he term routine use . . . recognizes that there are corollary purposes
‘compatible with the purpose for which [the information] was collected’ that
are appropriate and necessary for the efficient conduct of government and in
the best interest of both the individual and the public.” 40 Fed. Reg. 28,948,
28,953 (July 9, 1975). A routine use to provide for disclosure in connection
with response and remedial efforts in the event of a breach of federal data
would certainly qualify as such a necessary and proper use of information—
a use that is in the best interest of both the individual and the public.

Subsection (e)(4)(D) of the Privacy Act requires that agencies publish
notification in the Federal Register of “each routine use of the records
contained in the system, including the categories of users and the purpose
of such use.” 5 U.S.C. § 552a(e)(4)(D). The Department of Justice has
developed the following routine use that it plans to apply to its Privacy Act
systems of records, and which allows for disclosure as follows:*

To appropriate agencies, entities, and persons when (1) the Department
suspects or has confirmed that the security or confidentiality of
information in the system of records has been compromised; (2) the
Department has determined that as a result of the suspected or confirmed
compromise there is a risk of harm to economic or property interests,
identity theft or fraud, or harm to the security or integrity of this system
or other systems or programs (whether maintained by the Department or
another agency or entity) that rely upon the compromised information;
and (3) the disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Department’s
efforts to respond to the suspected or confirmed compromise and prevent,
minimize, or remedy such harm.
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Agencies should already have a published system of records notice for each of
their Privacy Act systems of records. To add a new routine use to an agency’s
existing systems of records, an agency must simply publish a notice in the
Federal Register amending its existing systems of records to include the new
routine use.

Subsection (e}(11) of the Privacy Act requires that agencies publish a Federal
Register notice of any new routine use at least 30 days prior to its use and
“provide an opportunity for interested persons to submit written data, views,
or arguments to the agency.” 5 U.S.C. § 552a(e)(11). Additionally, subsection
(1) of the Act requires that an agency provide Congress and OMB with
“adequate advance notice” of any proposal to make a “significant change in
a system of records.” 5 U.S.C. § 552a(r). OMB has stated that the addition
of a routine use qualifies as a significant change that must be reported to
Congress and OMB and that such notice is to be provided at least 40 days
prior to the alteration., See Appendix I to OMB Circular No. A-130—Federal
Agency Responsibilities for Maintaining Records About Individuals, 61 Fed.
Reg. 6435, 6437 (Feb. 20, 1996). Once a notice is prepared for publication,
the agency would send it to the Federal Register, OMB, and Congress, usually
simultaneously, and the proposed change to the system (i.e., the new routine
use) would become effective 40 days thereafter. See id. at 6438 (regarding
timing of systems of records reports and noting that notice and comment
period for routine uses and period for OMB and congressional review may
run concurrently). Recognizing that each agency likely will receive different
types of comments in response to its notice, the Task Force recommends that
OMB work to ensure accuracy and consistency across the range of agency
responses to public comments.
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APPENDIX C
Text of Amendments to 18 U.S.C. §5 3663(b) and 3663A(b}

Proposed Language:

(a) Section 3663 of Title 18, United States Code, is amended by:
(1) Deleting “and” at the end of paragraph (4) of subsection (b});

(2) Deleting the period at the end of paragraph (5} of subsection (b)
and inserting in lieu thereof “; and”; and

(3) Adding the following after paragraph (5) of subsection (b):

“(6) in the case of an offense under sections 1028(a)(7) or 1028A(a)
of this title, pay an amount equal to the value of the victim’s time
reasonably spent in an attempt to remediate intended or actual
harm incurred from the offense.”.

Make conforming changes to the following:

(b) Section 3663A of Title 18, United States Code, is amended by:
(1) Adding the following after Section 3663A(b)(4)

“(5) in the case of an offense under this title, section 1028(a)(7) or
1028A(a), pay an amount equal to the value of the victim’s time
reasonably spent in an attempt to remediate intended or actual
harm incurred from the offense.”.

Section Analysis

These new subsections provide that defendants may be ordered to pay restitu-
tion to victims of identity theft and aggravated identity theft for the value of
the victim’s time spent remediating the actual or intended harm of the of-
fense. Restitution could therefore include an amount equal to the value of the
victim’s time spent clearing a victim’s credit report or resolving charges made
by the perpetrator for which the victim has been made responsible.

New subsections 3663(b)(6) and 3663A(b)(5) of Title 18 would make clear
that restitution orders may include an amount equal to the value of the
victim's time spent remediating the actual or intended harm of the identity
theft or aggravated identity theft offense. The federal courts of appeals

have interpreted the existing provisions of Section 3663 in such a way that
would likely preclude the recovery of such amounts, absent explicit statutory
authorization. For example, in United States v. Arvanitis, 902 F.3d 489 (7th
Cir. 1990), the court held that restitution ordered for offenses resulting in
loss of property must be limited to recovery of property which is the subject
of the offenses, and may not include consequential damages. Similarly, in
United States v. Husky, 924 F.2d 223 (11th Cir. 1991), the Eleventh Circuit held
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that the list of compensable expenses in a restitution statute is exclusive, and
thus the district court did not have the authority to order the defendant to
pay restitution to compensate the victim for mental anguish and suffering.
Finally, in United States v. Schinnelf, 80 F.3d 1064 (5th Cir. 1996), the court
held that restitution was not allowed for consequential damages involved in
determining the amount of loss or in recovering those funds; thus, a victim
of wire fraud was not entitled to restitution for accounting fees and costs to
reconstruct bank statements for the time period during which the defendant
perpetuated the scheme, for the cost of temporary employees to reconstruct
monthly bank statements, and for the costs incurred in borrowing funds to
replace stolen funds. These new subsections will provide statutory authority
for inclusion of amounts equal to the value of the victim’s time reasonably
spent remediating the harm incurred as a result of the identity theft offense.
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APPENDIX D

Text of Amendments to 18 U.S.C. 88 2703, 2711 and 3127, and Text of
New Language for 18 U.S.C. § 3512

The basis for these proposals is set forth in Section III.2 of the strategic plan,
which describes coordination with foreign law enforcement.

Proposed Language:
§ 2703. Required disclosure of customer communications or records

(a) Contents of wire or electronic communications in electronic
storage.—A governmental entity may require the disclosure by a
provider of electronic communication service of the contents of a
wire or electronic communication, that is in electronic storage in an
electronic communications system for one hundred and eighty days or
less, only pursuant to a warrant issued using the procedures described
in the Federal Rules of Criminal Procedure by-acourt-withjurisdiction-
over-the-offenseunder-investigation by a court of competent jurisdiction

or an equivalent State warrant. A governmental entity may require

the disclosure by a provider of electronic communications services of
the contents of a wire or electronic communication that has been in
electronic storage in an electronic communications system for more than
one hundred and eighty days by the means available under subsection (b)
of this section.

(b) Contents of wire or electronic communications in a remote
computing service.—(1) A governmental entity may require a provider
of remote computing service to disclose the contents of any wire or
electronic communication to which this paragraph is made applicable by
paragraph (2) of this subsection—

(A) without required notice to the subscriber or customer, if the

governmental entity obtains a warrant issued using the procedures
described in the Federal Rules of Criminal Procedure by-a-court-
withjorisdiction-ever-the-offense-under-investigation by a court of

competent furisdiction or equivalent State warrant; or

(B) with prior notice from the governmental entity to the subscriber or
customer if the governmental entity—

(i) uses an administrative subpoena authorized by a Federal or
State statute or a Federal or State grand jury or trial subpoena;
or

(ii) obtains a court order for such disclosure under subsection (d)
of this section;

except that delayed notice may be given pursuant to section 2705 of this title.
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(¢) Records concerning electronic communication service or remote
computing service.—(1) A governmental entity may require a
provider of electronic communication service or remote computing
service to disclose a record or other information pertaining to a
subscriber to or customer of such service (not including the contents of
communications) only when the governmental entity—

(A) obtains a warrant issued using the procedures described in the

Federal Rules of Criminal Procedure by-a-court-with-jurisdictton-
over-theoffenseunder-investigation by a court of competent

jurisdiction or equivalent State warrant,;

§ 2711. Definitions for chapter
As used in this chapter—
(1) the terms defined in section 2510 of this title have, respectively, the

definitions given such terms in that section;

(2) the term “remote computing service” means the provision to the public
of computer storage or processing services by means of an electronic
communications system; and

3) the term “court of competent Jurlsdlctlon” has—Ehe—me&mng—assmed—

(A) any district court of the United States (including a magistrate judge of
such a court) or any United States court of appeals that—

(i)  has jurisdiction over the offense being investigated;

(i) is in or for a district in which the provider of electronic
communication service is located or in whick the wire or electronic
communications, records, or other information are stored; or

(iii) is acting on a request for foreign assistance pursuant to section
3512 of this title; or

(B) a court of general criminal jurisdiction of a State authorized by the law
of that State to issue search warrants.

§ 3127. Definitions for chapter

As used in this chapter—

L1 1

(1) the terms “wire communication”, “electronic communication”,
“electronic communication service”, and “contents” have the meanings
set forth for such terms in section 2510 of this title;

(2) the term “court of competent jurisdiction” means—

88

Exhibit | - Part 2 of 3



COMBATING IDENTITY THEFT - A Strategic Plan

(A) any district court of the United States (including a magistrate

judge of such a court) or any United States court of appeals having

jurisdiction-over-the-offense-being-investigated that-

(i)  has jurisdiction over the offense being investigated;

(i) is in or for a district in which the provider of electronic
commaunication service is located;

(iii) is in or for a district in which a landlord, custodian, or other
person subject to 3124(a) or (b) is located; or

() is acting on a request for foreign assistance pursuant to section
3512 of this title; or

(B) a court of general criminal jurisdiction of a State authorized by
the law of that State to enter orders authorizing the use of a pen
register or a trap and trace device;

$ 3512, Foreign requests for assistance in criminal investigations and prosecutions:

(a) Upon application of an attorney for the government, a Federal judge may
issue such orders as may be necessary to execute a request from a foreign
authority for assistance in the investigation or prosecution of criminal
offenses, or in proceedings related to the prosecution of criminal offenses
including but not limited to proceedings regarding forfeiture, sentencing,
and restitution. Such orders may include the issuance of a search warrant
as provided under Rule 41 of the Federal Rules of Criminal Procedure, a
warrant or order for contents of stored wire or electronic communications or
Jor records related thereto as provided under 18 U.S.C. § 2703, an order fora
pen register or trap and trace device as provided under 18 U.S.C. § 3123, or
an order requiring the appearance of a person for the purpose of providing
testimony or a statement, or requiring the production of documents or other
things, or both,

(b) In response to an application for execution of a request from a foreign
authority as described in subsection (a} , a Federal judge may also issue an
order appointing a person to direct the taking of testimony or statements
or of the production of documents or other things, or both. A person so
appointed may be authorized to —

(1) issue orders requiring the appearance of a person, or the
production of documents or other things, or both;

(2) administer any necessary oath; and

(3) take testimony or statements and receive documents or other
things,
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(c) Except as provided in subsection (d), an application for execution of a request
from a foreign authority under this section may be filed —

(1) in the district in which a person who may be required to appear resides
or is located or in which the documents or things to be produced are
located;

(2) in cases in which the request seeks the appearance of persons or
production of documents or things that may be located in multiple
districts, in any one of the districts in which such a person, documents
or things may be located; or

(3) in any case, the district in which a related Federal criminal investigation
or prosecution is being conducted, or in the District of Columbia,

(d) An application for a search warrant under this section, other than an
application for a warrant issued as provided under 18 U.S.C. § 2703, must be
filed in the district in which the place or person to be searched is located.

(e) A search warrant may be issued under this section only if the foreign offense
Jor which the evidence is sought involves conduct that, if committed in the
United States, would be considered an offense punishable by imprisonment
Jor more than one year under federal or state law.

(0  Except as provided in subsection (d), an order or warrant issued pursuant fo
this section may be served or executed in any place in the United States.

(2) This section does not preclude any foreign authority or an interested person

Jrom obtaining assistance in a criminal investigation or prosecution pursuant

to 28 US.C. § 1782.

(h) As used in this section —

(1) the term “foreign authority” means a foreign judicial authority, a
Joreign authority responsible for the investigation or prosecution of
criminal offenses or for proceedings related to the prosecution of
criminal offenses, or an authority designated as a competent authority
or central authority for the purpose of making requests for assistance
pursuant to an agreement or treaty with the United States regarding
assistance in criminal matters; and

(2) the terms “Federal judge” and “attorney for the Government” have
the meaning given such terms for the purposes of the Federal Rules of
Criminal Procedure,
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APPENDIX E
Text of Amendments to 18 U.S.C. 85 1028 and 1028A

The basis for these proposed amendments is set forth in Section I11I.D.4.a of
the strategic plan, which describes gaps in the identity theft statutes.

Proposed Amendment to Aggravated Identity Theft Statute to Add
Predicate Offenses

Congress should amend the aggravated identity theft offense (18 U.S.C. §
1028A) to include other federal offenses that recur in various identity-theft
and fraud cases, specifically, mail theft (18 U.S.C. § 1708), uttering counterfeit
securities (18 U.S.C. § 513), and tax fraud (26 U.S.C. §§ 7201, 7206, and
7207), as well as conspiracy to commit specified felonies already listed in
section 1028A—in the statutory list of predicate offenses for that offense

(18 U.S.C. § 1028A(0)).

Proposed Additions to Both Statutes to Include Misuse of identifying
Information of Organizations

{a}) Section 1028(a) of Title 18, United States Code, is amended by inserting
in paragraph (7) the phrase “(including an organization as defined in
Section 18 of this Title)” after the word “person”.

Section 1028A(a) of Title 18, United States Code, is amended by
inserting in paragraph (1) the phrase “(including an organization as
defined in Section 18 of this Title)” after the word “person”.

(b) Section 1028(d)(7) of Title 18, United States Code, is amended by
inserting in paragraph (7) the phrase “or other person™ after the word
“individual”.

Rationale:

Corporate identity theft whereby criminals assume the identity of corporate
entities to cloak fraudulent schemes in a misleading and deceptive air

of legitimacy have become rampant. Criminals routinely engage in
unauthorized “appropriation” of legitimate companies’ names and logos in a
variety of contexts: misrepresenting themselves as officers or employees of a
corporation, sending forged or counterfeit documents or financial instruments
to victims to improve their aura of legitimacy, and offering nonexistent
benefits (e.g., loans and credit cards) in the names of companies.

One egregious example of corporate identity theft is represented on

the Internet by the practice commonly known as “phishing,” whereby
criminals electronically assume the identity of a corporation in order to
defraud unsuspecting recipients of email solicitations to voluntarily disclose
identifying and financial account information. This personal information
is then used to further the underlying criminal scheme—for example, to
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scavenge the bank and credit card accounts of these unwitting consumer
victims. Phishing is just one example of how criminals in mass-marketing
fraud schemes incorporate corporate identity theft into their schemes, though
phishing also is designed with individual identity theft in mind.

Phishing has become so routine in many major fraud schemes that no
particular corporation can be easily singled out as having suffered a special
“horror story” which stands above the rest. In August 2005, the “Anti-
Phishing Working Group” determined in just that month alone, there were
5,259 unique phishing websites around the world. By December 2005, that
number had increased to 7,197, and there were 15,244 unique phishing
reports. It was also reported in August 2005, that 84 corporate entities’ names
(and even logos and web content) were “hijacked” (i.e., misused) in phishing
attacks, though only 3 of these corporate brands accounted for 80 percent of
phishing campaigns. By December 2005 the number of victimized corporate
entities had increased to 120. The financial sector is and has been the most
heavily targeted industry sector in phishing schemes, accounting for nearly
85 percent of all phishing attacks. See, e.g. http:/ /antiphishing.org/apwg
phishing_activity_report_august_03.pdf.

In addition, major companies have reported to the Department of Justice

that their corporate names, logos, and marks are often being misused in other
types of fraud schemes. These include telemarketing fraud schemes in which
communications purport to come from legitimate banks or companies ot offer
products or services from legitimate banks and companies, and West African
fraud schemes that misuse legitimate banks and companies’ names in commu-
nications with victims or in counterfeit checks.

Uncertainty has arisen as to whether Congress intended Sections 1028(a)(7)
and 1028A(a) of Title 18, United States Code to apply only to “natural”
persons or to also protect corporate entities. These two amendments would
clarify that Congress intended that these statute apply broadly and may be
used against phishing directed against victim corporate entities.
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