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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF LOUISIANA

COLLIN GREEN, CIVIL ACTION
Plaintiff

VERSUS NO. 14-1688

EBAY INC., SECTION: “E” (4)
Defendant

ORDER AND REASONS

Before the Court is Defendant eBay Inq"#Bay”) Motion to Dismiss Plaintiff's
Class Action Complaint pursuant to Fedk Rules of Civil Procedure 12(b)(1) and
12(b)(6)1 In its motion, eBay first argues the Class Acti@omplaint should be
dismissed pursuant to Rule 12(b)(1) because Pfaigollin Green, the sole named
Plaintiff in this action, has failed to allegecognizable injury-in-fact; therefore, he lacks
Article 11l standing to pursue this casefederal court. In the alternative, eBay contends
the Class Action Complaint should be dismgairsuant to Rule 12(b)(6) for failure to
state a claim upon which relief can be granted.

This case raises the issue of whetherittweased risk of future identity theft or
identity fraud posed by a data security breach eomArticle 11l standing on individuals
whose information has been compromisedtbg data breach but whose information
has not yet been misused. After consideringghgties’ briefs and the relevant case law,
the Court finds itself positioned with the maify of district courts that have held the

answer is no. Because Plaintiff has failedattege a cognizable Article Il injury, the

1R. Doc. 20.
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Court grants eBay's motion and dismissdse Class Action Complaint for lack of
standing.
BACKGROUND

eBay is a global e-commerce website thaables its over 120 million active users
to buy and sell in an online marketplacén its normal course of business, eBay
maintains personal information of its users, inchgl names, encrypted passwords,
dates of birth, email addresses, physical addressed phone numbegsln February
and March 2014, unknown persons accdsssBays files containing this user
information (the “Data Breach”.On May 21, 2014, eBay notified its users of thead®a
Breach and recommended that users change theirwpads® Although eBay also
collects other information, including creditrcekand bank account information, there is
no indication that any financial informatiowas accessed or stolen during the Data
Breach®

Plaintiff Collin Green filed this 10-counconsumer privacy putative class action
against eBay on behalf of himself and all eBesgrs in the Unite@tates whose personal
information was accessed during the Data BreaRhaintiff alleges that as a direct and

proximate result of eBay's conduct, “Plaifi and the putative class members have

2R.Doc. 19 3.

31d. 7 4.

41d.

51d. 1 5.

6 1d. Y 19-20 (“At this time Plaintiff is unsure how ©hy if any, of these additional highly detailed
classes of personal information mee also stolen due to eBay’s failures.”). Additidlga Plaintiff
incorporates by reference into his Complaint eB&gsm 8-K for the period ending May 21, 2014, R.cDo
19 13 n.1, which eBay requested that the Coursitter in conjunction with its motion to dismiss. Roc.

23. The Form 8-Kincorporates by reference a prelesase issued by eBay on May 21, 2014, which states:
“The company said it has . . . no evidence of amauwthorized access to financial or credit card
information, which is stored separately in encryptiermats. . . . The company also said it has no
evidence of unauthorized access or compromiseseteopal or financial information for PayPal users.
PayPal data is stored separately on a secure nkpwaod all PayPal financial information is encrypfe

R. Doc. 23-6.
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suffered economic damages;actual identity theft, as well as (i) impropersdiosures
of their personal information; (ii) out-gfocket expenses incted to mitigate the
increased risk of identity theft and/or identftpud due to eBay’s faures; (iii) the value
of their time spent mitigating identity thedind/ or identity fraud, and/or the increased
risk of identity theft and/or identity fraudjv) and deprivation of the value of their
personal information?” The Class Action Complaint asserts federal causfeaction
under the Federal Stored Communications Aeatir Credit Reporting Act, and Gramm-
Leach-Bliley Act and several state law causésction, including negligence, breach of
contract, and violation of state privacy law&8ay now moves to disiss the Class Action
Complaint pursuant to Federal Rules of CRilocedure 12(b)(1) for lack of standing and
12(b)(6) for failure to state a claiff.
ANALYSIS
The gravamen of eBays motion to digs is that Plaintiff lacks Article IlI

standing to bring this action in both hisdirvidual and representative capacities. eBay
contends the Court lacks subject-matter juididn because Plaintiff “has not alleged
any cognizable injury whatsoever, ahd thus lacks Article Ill standingeBay argues
“Plaintiff does not allege that he has beejured by misuse of the stolen information|,]

. that anyone has used his passwordhat anyone has even tried to commit identity
fraud with his information—et alone thainyone has actually succeeded in doing so—
and that he has thereby suffered hafristead, eBay claims t®intiff relies on vague,

speculative assertions pbssible futurenjury—thatmaybeat some point in th&uture,

81d. 1 55.

oId. f 61

1 R. Doc. 20.

11R. Doc. 20-1at p. 12.
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he might be harmed. . . . But the speculatipessibility of future injury does not
constitute injury-in-factX® eBay asserts that the Supreme Court recently ncbede in
Clapper v. Amnesty International US#at a future injury must be “certainly
impending” to establish injury-in-fact, andbJecause Plaintiff has not alleged specific
facts constituting an injury that is predeaor ‘certainly impending,’ Plaintiff lacks
standing and the Complaint must be dismissiédini’ support, eBay points to numerous
postClapperdata breach cases where courts have tiedd neither the increased risk of
identity theft nor expenses incurred to mitigahis speculative risk constitute injury-in-
fact as required for Article Ill standin§.

Plaintiff argues eBay has misconstrued recent SmgreCourt case law on
standing and contends the Class Action Ctaim sufficiently alleges injury-in-fact
because Plaintiff and the putative class mensbare now subject to the “statistically
certain threat” of identity theft or identifyaud, and they have incurred, or will incur,
costs to mitigate that risk.Plaintiff states his personaformation was stolen, along
with that of all of the members of the putaticlass, and “[e]mpirical data shows a vast
number of the class members will be significantlgrimed.’” Although Plaintiff
concedes the entire class may not suffer infdrjpe argues the Fifth Circuit “has
explained . . . that the fact a section of the £lagy not suffer the damages alleged is
not sufficient to destroy Article 11l standing;ig the allegation of ijjury that determines

at this phasel®

B1d.

141d. (citing 133 S.Ct. 1138 (2013)).

15R. Doc. 20-1at pp. 17—-18. For examples of sudesaseénfra note 33.
1B R. Doc. 24.

171d. at pp. 13, 15.

1B]d. at p. 15.

191d. at p. 17.



“Article 11l of the United States Congtition limits the jurisdiction of federal
courts to actual ‘Cases’ and ‘Controversié8."One element of the case-or-controversy
requirement is that plaintiffs must eblesh that they have standing to s#éBecause
standing is a matter of subject-matter juicttbn, a motion to dismiss for lack of
standing is properly brought pursuant Eederal Rule of Civil Procedure 12(b)¢®).
Federal courts must dismiss an action ift ény time,” it is determined that subject-
matter jurisdiction is lacking® As the party invoking federal jurisdiction, theapitiff
constantly bears the burden of establishihg jurisdictional requirements, including
standing?*

“To establish Article Ill standing, a plaiftimust show (1) an finjury in fact,’ (2)
a sufficient ‘causal connection between the injand the conduct complained of,” and
(3) a likel[ihood] that the injury Wil be redressed by a favorable decisioit.The first
prong focuses on whethdahe plaintiff suffered harm, the second focuses wimo

inflicted that harm, and the third focuses wmether a favorable decision will likely

20 Crane v. Johnson--F.3d---, No. 14-10049, 2015 WL 1566621*at(5th Cir. Apr. 7, 2015) (citing U.S.
CoNsT,, art. Il § 2).

21 Clapper v. Amnesty Intl USA133 S. Ct. 1138, 1146 (2013) (@rhal quotation marks and citation
omitted).

22 SeeFeD. R. Civ. P.12(b)(1). A motion to dismiss for lack of standintpy be either facial’ or factual.”
Superior MRI Servs., Inc. v. Alliance Healthcara\8, Inc, 778 F.3d 502, 504 (5th Cir. 2015) (citing
Paterson v. Weinberge644 F.2d 521, 523 (5th Cir. 1981)). eBay does‘sobmit[] affidavits, testimony,
or other evidentiary matters” to factually challenthe Court’s jurisdiction; rather, eBay attacks the
sufficiency of the Class Action Complaint on thegnds that the pleaded facts do not establish Artitle |
standing.ld.; R. Doc. 20. Accordingly, eBay’s motion isfacial attack, and the Court may consider only
the allegations in the Class Action Complaint amg documents referenced therein or attached thereto
when determining whether &htiff's jurisdictional allegations are sufficienbee Paterson644 F.2d at
523.

23SeeFED. R.Civ. P.12(h)(3).

24 See Ramming v. United Stat@81 F.3d 158, 161 (5th Cir. 200@®itations omitted)Crane 2015 WL
1566621, at *3.

25Susan B. Anthony List v. Driehgus84 S. Ct. 2334, 2341 (2014) (alteration in ara) (quotingLujan

v. Defenders of Wildlife504 U.S. 555, 560—-61 (1992)). The facatiPlaintiff alleges statutory violations
does not alone establish standirBee In re Barnes & Noble Pin Pad LitigNo. 12-8617, 2013 WL
4759588, at *3 (N.D. Ill. Sept. 3, 2013) (“Even amsing the statutes have been violated by the detay
inadequacy of [Defendant’s] notification, breach tbese statutes is insufficient to establish stagdin
without any actual damages due to the breach. Bfsirmust plead an injury beyond a statutory violation
to meet the standing requirement of Article 111.”).
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alleviate that harnmié Although all three elements arequired for Article Ill standing,
the injury-in-fact element is often determinati/e.

In the class action context, “named miaifs who represent a class must allege
and show that they personally have beepriead, not that injury has been suffered by
other, unidentified members of the clag%.”[I]f none of the named plaintiffs
purporting to represent a class establishesé&yeiisite of a case or controversy with the
defendants, none may seek relief on beldlhimself or any other member of the
class.2?

In this case, eBay contends Green, thdly named Plaintiff, lacks standing
because he has failed to allege a cogneabjury. The injury-in-fact element “helps
ensure that the plaintiff has a persorsédke in the outcome of the controversy.”
Recently, the Supreme Court i@lapper v. Amnesty International USprovided
guidance on the standard for establishing injuryfant:31

[A]ln injury must be concrete, partiarized, and actual or imminent . . . .

Although imminence is concededlysmmewhat elastic concept, it cannot

be stretched beyond its purpose, whigho ensure that the alleged injury

is not too speculative for Artiellll purposes—that the injury ertainly

impending. Thus, we have repeatedbiterated that threatened injury

must be certainly impendingto constitute injury in fact, and that

allegations of possible futuiiejury are not sufficien$?

Following Clapper, the majority of courts faced with data breachsslactions

where complaints alleged personal information weseased but where actual identity

26 See Lujan504 U.S. at 560-61.

27SeeToll Bros. v. Twp. of Readingtob55 F.3d 131, 138 (3d Cir. 200Bellow v. U.S. Dept of Health &
Human Servs. No. 10-165, 2011 WL 2470456, at *5 (E.D. Tex. Ma2l, 2011)report and
recommendation adoptetlo. 10-165, 2011 WL 2462205 (E.D. Tex. June 2011.

28 Brown V. Protective Life Ins. Co353 F.3d 405, 407 (5th Cir. 2003) (internal quata marks and
citation omitted).

290'Shea v. Littleton414 U.S. 488, 494 (1974).

30 Susan B. Anthony Lis134 S. Ct. at 2341 (internal quotation marks aiation omitted).

31133 S.Ct. 1138 (2013).

32|d. at 1147 (alteration omitted) (internal quotationnksaand citations omitted).
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theft was not alleged have applied this “certaimipending” standard; notably, where
plaintiffs have alleged their injury was thecieased risk of identity theft, courts have
dismissed the complaints for lack of Article Illastding33 These courts found thahe
mere increased risk of identity theft adentity fraud alone does not constitute a
cognizable injury unless the haratieged is certainly impendiny.

For example, inStrautins v. Trustwave Holdings, In@ hacker infiltrated the
South Carolina Department of Revenue, daplproximately 3.6 million Social Security

numbers, 387,000 credit and debit card numbers, #and records for 657,000

33 See, e.g.In re Horizon Healthcare Sesv, Inc. Data Breach Litig.No. 13-7418, 2015 WL 1472483
(D.N.J. Mar. 31, 2015) (unpublishedygeters v. St. Joseph Servs. Corp-F. Supp. 3d---, No. 14-2872,
2015 WL 589561 (S.D. Tex. Feb. 11, 201Sjprm v. Paytime, Ing---F. Supp. 3d---, No. 14-1138, 2015 WL
1119724 (M.D. Pa. Mar. 13, 2015)ewert v. P.F. Chang’s China Bistro, IndNo. 14-4787, 2014 WL
7005097, at *4 (N.D. Ill. Dec. 10, 2014) (unpublet),appeal docketedNo. 14-3700 (7th Cir. Dec. 12,
2014);Remijas v. Neiman Marcus Grp., LLNo. 14-1735, 2014 WL 4627893 (N.D. Ill. Sept. 2%, 14)
(unpublished)appeal docketed14-3122 (7th Cir. Sept. 26, 20143alaria v. Nationwide Mut. Ins. Cp.
998 F. Supp. 2d 646 (S.D. Ohio 2018}rautins v. Trustwave Holdings, In@7 F. Supp. 3d 871 (N.D. Ill.
2014);In re Barnes & Noble Pin Pad LitigNo. 12-8617, 2013 WL 4759588 (N.D. Ill. Sept.2®,13).But
see In re Target Corp. Data Sec. Breach Litig-F. Supp. 3d---, No. MDL 14-2522, 2014 WL 71934 at

*2 (D. Minn. Dec. 18, 2014) (finding the plaintifiufficiently alleged injury in a data breach case witho
citing Clapperor the certainly imminent standard).

34 Plaintiff cites three pos€Glapper cases involving the threat of future identity thef identity fraud
where the courts found standinioyer v. Michaels Stores, IndNo. 14-561, 2014 WL 3511500, at *5
(N.D. . July 14, 2014) (unpublished)n re Adobe Sys., Inc. Privacy Litig---F. Supp. 3d---, No. 13-
5226, 2014 WL 4379916 (N.CCal. Sept. 4, 2014); ankh re Sony Gaming Networks & Customer Data
Sec. Breach Litig.996 F. Supp. 2d 942 (S.D. Cal. 2014) Mmoyer, the court concluded that the Supreme
Court’s decision irSusan B. Anthony List v. Driehausmore recent opinion discussing the injury-igtfa
requirement for stnding, indicatelappers imminence standard is a rigmus standing analysis to be
applied only in cases that involve national seguoit constitutional issues. 2014 WL 3511500 (citit8

S. Ct. 2334 (2014)). I'tusan B. Anthony Listhe Supreme Court stated: “An allegation of figumjury
may suffice if the threatened injury‘tertainly impending,’ or there is a “substantiagk™ that the harm
will occur.” 134 S. Ct. at 2341 (quotin@lapper, 133 S.Ct. at 1147, 1150, n.5). Although there are
conflicting readings of th€lapperstandard in light oBusan B. Anthony Listhe underlying facts in this
case lead to the conclusion that Plaintiff lackansting under either the certainly impending or
substantial risk standard. Additionally, all threase Plaintiff points to are distinguishable from the
instant case. Those courts analyzed the cases yr@eZlapper circuit precedent, findin@lapperdid
not overrule the precedent by settifogth a new Article 111 framework. Bothn re Sonyandin re Adobe
cite the Ninth Circuit’s opinion ifKrottner v. Starbucks628 F.3d 1139 (9th Cir. 2010). 996 F. Supp. 2d at
961-62; 2014 WL 4379916, at *8loyer cites the Seventh Circuit’s opinion Pisciotta v. Old National
Bancorp 499 F.3d 629 (7th Cir. 200.72014 WL 3511500, at *6. Additionally, all three essinvolved
stolen financial information, such as credit or dedard numbers, whereas Plaintiff in this case hats no
alleged any financial information was stolen.



businesses had been expos&dThe plaintiff filed a class action claiming shedathe
other class members incurred the following injuries

(1) untimely and/or inadequate notification of thi¥ata Breach; (2)

improper disclosure of [personal identifying infoamon]; (3) loss of

privacy; (4) out-of-pocket expenses incurred toigate the increased risk

of identity theft and/or identity fraud pressed mpthem by the Data

Breach; (5) the value of time spent mitigating itigntheft and/or identity

fraud and/or the increased risk of idéwp theft and/or identity fraud; (6)

deprivation of the value of [persoha&entifying information]; and (7)

violations of rights under the Fair Credit RepogtiAct.36
The court inStrautinsstated that “[tlhese claims of injury, however, aoe speculative
to permit the complaint to go forward”This is because undé&fiapper, “allegations of
possiblefuture injury are not sufficient to estadh standing. . .. [T]he threatened injury
must becertainly impending'3s

Even where actual fraudulent credit card chargesmade after a data breach,
courts have held the injury regqament still is not satisfied the plaintiffs were not held
financially responsible for paying such chargesr Egample, inPeters v. St. Joseph
Services Corp.hackers infiltrated a health carergiee provider’'s network and accessed
personal information of patients and employees,luding names, social security
numbers, birthdates, addresses, medical recoraspank account informatio??. Even
though there was an attempted purchasetloa plaintiffs credit card, which was
declined by the plaintiff wheshe received a fraud alert,eltourt held the plaintiff did

not have standin¢f The Court found the plaintiffs theory based oncartainly

impending or substantial risk of identityafi/ fraud was too speculative and attenuated

3527 F. Supp. 3d 871, 872 (N.D. lll. 2014).

361d. at 875.

371d.

38]d. (internal quotation marks and citations omitted).
39 No. 14-2872, 2015 WL 5895@86.D. Tex. Feb. 11, 2015).
401d.



to constitute injury-in-fact because she wasable to “describe how [she would] be
injured without beginning the explanation with tiMerd fif.” 41 Similarly, the court in
Remijas v. Neiman Marcus Group, Lii@und the complaint did not adequately allege
standing on the basis of increased risk of futwenitity theft42 Despite the fact that
thousands of Neiman Marcus customers had actuabdinkent charges on their credit
cards, the court found the plaintiffs failed &atlege that any of the fraudulent charges
were unreimbursed, and the court was “persuaded that unauthorized credit card
charges for which none of the plaintiffs afeancially responsible qualify as ‘concrete’
injuries.™3

Although Plaintiff's Class Action Compiat states all members of the putative
class “have suffered actual identity theft,Plaintiff makes this conclusory statement
without any allegations of actualdidents of identity theft thaany class member has
suffered, let alone that Plaintiff himself hasffered. Plaintiff does not allege that any of
the information accessed was actually misusethat there has even been an attempt to
use it. Plaintiff has not alleged that hisggaord was decrypted and utilized or that any
of his other personal information has beésveraged in any way. As Plaintiff's
opposition makes clear, his tra@gument is that his injuryiifact is the increased risk
of future identity theft or identity fraud—tacactual identity theft or identity fraut.

Thus, for Plaintiff to have standing undertiste I1l, the threat of identity theft or

411d. at *5 (internal quotation marks and citation ored). The plaintiff also alleged other injuries tied to
the data breach. She alleged that someone attentptadcess her Amazon account by using her son’s
name, which plaintiff claimed could have only besnained from the names dmext-of-kin information
she provided to the health care service providiérat *2. Additionally, she claimed the data breachsw
the reason she received daily phone solicitadifmom medical products and service providdos.She
further complained her email accountdamailing address were compromisédl.

42No. 14-1735, 2014 WL 4627893, & (N.D. Ill. Sept. 16, 2014).

431d.

44R. Doc. 11161, 77,87,91, 120.

45R. Doc. 24.



identity fraud must be concrete, particuid, and imminent—meaning the harm must
be certainly impendinég

The Court finds Plaintiff has failed to aje an injury-in-fact: the allegations in
the Complaint fail to demonstrate a coneretnd particularized actual or threatened
injury that is certainly impending. In most dataebch cases, the complaints allege
sensitive information was stolen, such fssancial information or Social Security
numberst’ In such cases, courts nonetheless hfaued that the mere risk of identity
theft is insufficient to confer standing, evancases where there were actual attempts to
use the stolen informatioff. In this case, there is no evidence that any financ
information or Social Security numbers were accdsskiring the Data Breach.
Additionally, the fact there iso evidence of actual or even attempted identisfttior
identity fraud further supports the Court’s fimg that Plaintiff has failed to show the
alleged future injury is certainly impendingurthermore, “i]t is well settled that {a]
claim of injury generally is too conjectural or foghetical to confer standing when the
injury’s existence depends on the decisions ofdhparties,”® and the existence of
Plaintiff's alleged injury in this case rests amether third parties @ede to do anything

with the information. If they choose to do nothinlgere will never be an injury.

46 See Crane v. Johnspor-F.3d---, No. 14-10049, 2015 WL 1566621,*6 (5th Cir. Apr. 7, 2015) (citing
Clapper v. Amnesty Int1 USA33 S. Ct. 1138, 1147 (2013) aB®dsan B. Anthony List v. Driehgukd4 S.
Ct. 2334, 2341 (2014)).

47 See, e.g., In re Horizon HealthcaBervs., Inc. Data Breach LitigNo. 13-7418, 2015 WL 1472483
(D.N.J. Mar. 31, 2015) (unpublished)ewert v. P.F. Chang’s China Bistro, IndNo. 14-4787, 2014 WL
7005097, at *4 (N.D. Ill. Dec. 10, 2014) (unpublesh); Strautins v. Trustwave Holdings, In@7 F. Supp.
3d 871,872 (N.D. Ill. 2014).

48 See, e.g., Peters v. St. Joseph Servs. Cdp. 14-2872, 2015 WL 589561 (S.D. Tex. Feb. 1119);
Remijas v. Neiman Marcus Grp., LLSo. 14-1735, 2014 WL 4627893, at *3 (N.D. Ill.[8e16, 2014)in
Re Barnes & Noble Pin Pad Litigatip2013 WL 4759588 (N.D. Ill. Sept. 3, 2013).

49 Hotze v. Burwell---F.3d---, No. 14-20039, 2015 WL 18814 %, *9 (5th Cir. Apr. 24, 2015) (second
alteration in original) (quotingittle v. KPMG LLR 575 F.3d 533, 540 (5th Cir. 2009) and citi@lgpper,
133 S.Ct. at 1150).
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Indeed, Plaintiffs Complaint makes cleahat he does rnoface a certainly
impending risk of future identity theft adentity fraud. For example, the Complaint
states: “Criminals who now possess Pldisti[sic] and the class members’ personal
information may hold the information for later use, or continue gell it between
identity thieves. Thus, Plaintiff anthhe class members must be vigildot many years
in checking for fraud in their name, and Ipeepared to deal with the steep costs
associated with identity fraud? Additionally, the Complaint states: “Studies indie
that individuals whose personal informatignstolen are approximately 9.5 times more
likely than other people to suffer identityaind. Moreover, it can take time before the
identity thieves use the stolen informatidd Flowever, an increasea the risk of harm
is irrelevant—the true question is whether the hasmertainly impending2 Just as in
Peters v. St. Joseph Sevices Cotpe allegations in Plairffs Class Action Complaint
make clear that “[tjhe misuse of the assed information could take any number of
forms, at any point in time. . . . It maven be impossible to determine whether the
misused information was obtained from expasweaused by the Data Breach or from
some other source. Ultimately, [Plaintiffgheory of standing felies on a highly
attenuated chain of possibilities.” As sych fails to satisfy the requirement that
threatened injury be certainly impending to cotwste injury in fact.™3

Although Plaintiff claims “[t]he only pupose to steal the information [from eBay]
is to profit from it,># nothing in the Complaint inditas the threat of future identity

theft or identity fraud is certainly impendinghe potential injury in this case is far too

50 R. Doc. 111 33-34 (emphasis added).

511d. 7 33.

52 See In re Sci. Applications Intl Corp. (SAIC) BagkTape Data Theft Litig45 F. Supp. 3d 14, 25
(D.D.C. 2014).

53 No. 14-2872, 2015 WL 589561, at t5.D. Tex. Feb. 11, 2015) (quoti@apper, 133 S.Ct. at 1147-48).

54 R. Doc. 24 at p. 15.
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hypothetical or speculative to me€lappers certainly impending standard.Whether
Plaintiff and other class members actuallcbme victims of identity theft depends on
numerous variables, including whethereth data was actually taken when it was
accessed, whether certain information wkecrypted, whether the data was actually
misused or transferred to another third party anslused, and whether or not the third
party succeeded in misusing the informatidhe mere fact that Plaintiff's information
was accessed during the Data Breach isifident to establish injury-in-fact. Thus, the
potential threat of identity theft or identifyaud, to the extent any exists in this case,
does not confer standing on Plaintiffparsue this action in federal cowft.

The Complaint also alleges that Plafhand the putative class members have
spent, or will need to spend, both time and-of-pocket expenses to protect themselves
from identity theft or identity fraud anadf the increased risk of either occurritrgAs
the Supreme Court made clearGhapper, mitigation expenses do not qualify as injury-
in-fact when the alleged harm is not imminéhtTherefore, Plaintiff's allegations
relating to costs already incurred orathmay be incurred to monitor against future
identity theft or identity fraud likewise flato constitute injury-in-fact for standing

purposes?

55 See Clapperl33 S.Ct. at 1148Susan B. Anthony List v. Driehauk34 S. Ct. 2334, 2341 (2014) (“An
injury must be concrete and particularized anduator imminent, not conjectural or hypothetical.”
(internal quotation marks and citation omitted)p fhe extent there is any relevant difference betwe
the “certainly impending” and “substantial risk"asidards, Plaintiff in this case has not demonstrated
either.

56 Because the Court finds Plaintiff has not sat@fiee injury-in-fact element required for him tovea
standing, the Court need not address tlaeeaability or redressability elements.

57R. Doc. 11 61.

58 See Clapper133 S.Ct. at 1155 (stating plaintiffs “cannot nudacture standing by incurring costs in
anticipation of non-imminent harm”).

59 Additionally, because there have been no repoirteiiences of actual identity theft or identity frh as

a result of the Data Breach and since no finanigifrmation or Social Security numbers were accessed
during the Data Breach, there is no reason toelbelsuch mitigation costs are necessary. The Comtpla
also alleges “deprivation of the value of their p@mal information.” R. Doc. 1 61, 77, 87, 91, 1F¥en if
the Court were to find that personal informatiorstem inherent value and the deprivation of suclieal

12



Based on Plaintiff's failure to allege dss showing he has suffered an actual or
imminent injury, the Court must dismisthe Class Action Complaint for lack of
standing. This disposition is in lingith the vast majority of posClapperdata breach
cases where no actual identity theft or identitgufd was allege@® Plaintiff lacks
standing to sue in federal court unless andilure suffers an actdanjury or faces an
imminent injury traceable to the Data Breach that ©e fully compensated with money
damages, and there is simply no compensable irgutkis time.

Given the Court’s lack of original jurisdiction av@laintiffs federal claims, the
Court declines to exercise supplemental juigidn over the state law claims pursuant
to 28 U.S.C. § 1367. Thus, the state law claimsdasmissed without prejudicg.

CONCLUSION

Based on the foregoing analysis andalission, Plaintiff has not adequately
alleged Article Ill standing. For that reason, tb@se must be dismissed for want of
subject-matter jurisdictiofi2 Accordingly,

IT IS ORDERED that eBay’s Motion to Dismisfor lack of standing (R. Doc.
20) be and hereby iISRANTED, and the Class Action Complaint BISMISSED

without prejudice.

is an injury sufficient to confer staing, Plaintiff has failed to allegicts indicating how the value of his
personal information has decreased as a resulteDtata BreachSee Galaria v. Nationwide Mut. Ins.
Co., 998 F. Supp. 2d 646, 659 (S.D. Ohio 204 few courts have concluded plaintiffs’ PIl doast have
inherent monetary value. Others hold that eveRllfhas value, the deprivation of which could canfe
standing, plaintiffs must allege facin their Complaint which show they were actualbprived of that
value in order to have standing.” (internal quatatmarks and citations omitted)). Neither has Pl#int
alleged an injury-in-fact with respect to overpaym.eSee Lewert v. P.F. Chang’s China Bistro, |néo.
14-4787, 2014 WL 7005097, at *2 (N.DI. Dec. 10, 2014) (unpublished).

60 Seesupra note 33see alsdn re Sci. Applications Intl Corp(SAIC) Backup Tape Data Theft Litjg5

F. Supp. 3d 14, 27-28 (D.D.C. 2014) (“This is notsiay that courts have uniformly denied standing in
data-breach cases. Most cases that found standisgniilar circumstances, mever, were decided pre-
Clapperor rely on pre€lapperprecedent and are, at best, thindasoned.” (citations omitted)).

61The Court expresses no opinion on the viabilityPtintiff's state law claims.

62|t is thus unnecessary for the Court to considgayés remaining arguments under Federal Rule ofl Civi
Procedure 12(b)(6).
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New Orleans,Louisiana, this 4th day of May, 20 15.

SUSIE MORGAN
UNITED STATESDISTRICT JUDGE
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