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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

MASSACHUSETTS BAY
TRANSPORTATION AUTHORITY

Plaintiff 3
V. : Civil Action No. No. 08- 11364-GAO

ZACK ANDERSON, RJRYAN,
ALESSANDRO CHIESA, and the
MASSACHUSETTS INSTITUTE OF

TECHNOLOGY
Defendants
DECLARATION OF SCOTT HENDERSON
i. I am the Systems Project Manager for the Automated Fare Collection System for

the plaintift, Massachusetts Bay Transportation Authority ("MBTA").

2. My duties include (a) responsibility for the computer systems resident in all of the
devices within the Automated Fare Collection ("AFC") System, and (b) responsibility for all
software application systems within the AFC System. I have included further information
concerning my qualifications, relevant to this Declaration, in paragraphs 28 through 37.

3. I make this declaration based on my personal knowledge and a review of MBTA
business records concerning the matters set out below.

Requests To The MIT Undergrads For Their DEFCON Presentation
Materials

4. I have reviewed the documents referred to in the Complaint as the " Initial
Announcement” and the "Revised Announcement”. [ use the terma "MIT Undergrads” to refer to
the defendants, Zack Anderson, RJ Ryan, and Alessandro Chiesa.
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5. | have communicated with the defendant, Zack Anderson, requesting that he send
to the MBTA the materials the MIT Undergrads plan to present at the DEFCON Conference.

6. I spoke with Mr. Anderson at some length on Friday, August 8, 2008, to further
explain the MBTA's concerns. | discussed concerns over information the MIT Undergrads might
disclose, and again requested Mr. Anderson's cooperation. [ asked for presentation materials he
was planning to disclose and discuss at the DEFCON Conference.

7. By email dated Friday, August 8, 2008 at 4:27 PM, Mr. Anderson provided a
document to William Mitchell, General Counsel for the MBTA. This document consists of a
title page, and four pages of text. It is entitled "Fare Collection Vulnerability Assessment
Report: Analysis and Recommendations,” is dated as of Friday, August 8, 2008, and states that it
was "Prepared for the Massachusetts Bay Transit Authority” (the "August 8 Undergrad-to-
MBTA Report"). 1have attached to this Declaration as Exhibit | a true and accurate copy of this
August 8 Undergrad-to-MBTA Report.

8. In his email, Mr. Anderson provided brief covering text for the August 8
Undergrad-to-MBTA Report, and this text reads, in relevant part:

We have attached a confidential disclosure report to this email. It details
what we found and ways to fix some of the issues. Note that we
absolutely are not disclosing everything we found in this report. We have
no intention to allow anyone in any way to defraud the MBTA. This is a
very important note that we made clear to Richard Sullivan when we met
with him. Please call me after looking over this report.

9. I have attached a true and accurate copy of this email as Exhibit 2 to this
Declaration

10.  After reviewing the August 8 Undergrad-to-MBTA Report, I concluded (as

described in further detail beginning at paragraph 18, below) that the Report likely did not

constitute the materials the MIT Undergrads planned to present at the DEFCON Conference.



11.  Moreover, | was concerned with the statement: "[n]ote that we absolutely are not
disclosing everything we found in this report.”

12.  It1s unclear, among other interpretations, whether Mr. Anderson meant (a) that
the August 8 Undergrad-to-MBTA Report disclosed all of the MIT Undergrads' information
concerning claimed security flaws in the Fare Media System, and the Undergrads did not plan to
present all information in this Report at the DEFCON Conference; or (b) that the MIT
Undergrads had additional information concerning claimed security flaws, and this additional
information was not included in the August 8 Undergrad-to-MBTA Report.

13. I requested all of the MIT Undergrads' presentation materials. When I did not
receive presentation materials, | emailed Mr. Anderson on Friday, August 8, 2008 at 6:08 to
again request these materials, and to ensure that he had my correct email address. [ have
attached a true and accurate copy of this email, as Exhibit 3 to this Declaration.

14.  [received a voice mail from Mr. Anderson on Aug 8 2008 at 6:25 PM stating that
he was looking for an internet connection to send me the "presentation files” for the DEFCON
Conference. He stated that he should have these materials sent to me in an hour.

15, lreceived a second voice mail from Mr. Anderson at 6:49 PM stating that his
lawyers advised him not to send me the presentation materials, because of the MBTA's
Complaint.

16.  The only security-related materials | have received from the MIT Undergrads is
the August 8 Undergrad-to-MBTA Report. No one at the MBTA has received anything
substantive from the MIT Undergrads beyond the August 8 Undergrad-to-MBTA Report.

17. Mr. Anderson's 6:49PM voice-mail indicates that presentation materials exist,

which have not been provided to the MBTA for review.



Review Of The MIT Undergrads' Four Page Document

18. I have reviewed the August 8 Undergrad-to-MBTA Report in detail. This Report
appears incomplete, and appears not to comprise the information the MIT Undergrads have
developed concerning security attacks on the MBTA's Fare Media System. In addition, the
Report does not appear to constitute the specific materials the MIT Undergrads intend to present
at the DEFCON Conference.

19.  First, the Report states that it is "prepared for" the MBTA. It is unlikely that such
a Report would be presented at the DEFCON hacking convention.

20.  Second, the Report presents little to no original information concerning
smartcards or the MBTA's CharlieCard. In the Initial and Revised Announcements, the MIT
Undergrads stated that they had developed "several attacks to completely break the CharlieCard.”
The only substantive attack the August 8 Undergrad-to-MBTA Report references (on the third
page, under the heading "CharlieCard") is an attack keyed to the underlying MIFARE Classic
card.

21.  This is not original work or an original attack. The security nisk of the MIFARE
Classic card standing alone has been documented by Karsten Nohl, et al, as referenced by the
MIT Undergrads in the August 8 Undergrad-to-MBTA Report. Moreover, as noted in Gary
Foster's Declaration, paragraphs 6 and 7, the potential security risk of the MIFARE Classic card
is not even relevant, given the substantial added MBTA proprietary security systems and
technology that protect the CharlieCard.

22. I understand that MIT Professor Ron Rivest awarded the MIT Undergrads an "A"
for the paper that was the genesis for the Undergrads’ desire to present at the DEFCON
Conference. It would seem unlikely that Professor Rivest would award an A for unoriginal,

duplicative work, such as that outlined in the August 8 Undergrad-to-MBTA Report.



23.  Finally, Mr. Anderson's August §, 4:27 PM email suggests that more materials
and information exist, beyond the August 8 Undergrad-to-MBTA Report, and Mr. Anderson, in
his 6:49PM voice-mail, stated that presentation materials exist.

24.  In sum, in my evaluation the August 8§ Undergrad-to-MBTA Report is
incomplete. Moreover, the MIT Undergrads, apparently on the advice of counsel, continue to
decline to provide their DEFCON presentation materials, or other materials that would allow an
individual reasonably skilled in the art to evaluate whether the MIT Undergrads in fact have
compromised, or are able to compromise, the MBTA's Fare Media System.

25. Therefore, in my opinion, despite the MBTA's continued requests for information,
it remains not possible to determine, to a reasonable degree of certainty, (i) what the MIT
Undergrads have done (if anything) with respect to attacking the security and integrity of the
MBTA's Fare Media System; (ii) what they plan to disclose at the DEFCON Conference; or (iii)
what level of threat, if any, the information they possess poses to the MBTA''s CharlieCard and
CharlieTicket structures.

26.  Inthese circumstances, without solid assurance that the MIT Undergrads'
activities do not pose an immediate threat to the Fare Media System's integrity and security, the
required course in my opinion is to conclude that the activities do pose an immediate threat, and
to act, as the MBTA is, to mitigate that threat through direct Court intervention,

Further Information On Qualifications

27. I possess the following additional qualifications, relevant to the subject matter of

this Declaration:

28, Information Technology. 1 was hired by the MBTA on June 1, 1992, in the

Information Technology Department. In this role, I implemented the MBTA’s Wide Area

Network. In addition, I planed and implemented the MBTA’s internal electronic mail system.



29, Revenue Department. 1n December, 1994, 1 transferred into the MBTA Revenue

Department. There, 1 held the position of Systems Integration Engineer for the Token Vending
machine project. This system was in operation until the installation of the Automated Fare
Collection System in 2005. I co-managed the GFI farebox replacement contract in 1994, T co-
authored the first technical specification of the Automated Fare Collection System in 1995. 1
was responsible for the automation of the Revenue counting facility, which facility included new
coin and bill high speed counting and sorting equipment. I was also charged with the integration
of this counting equipment into the Vault control system. I was responsible for the procurement
and the installation of the Vault control system. This system remains in place at the MBTA, and
has been upgraded to support the latest technology.

30.  Y2K Project Manager. 1 was Project Manager for the Y2K projects through out

the various systems in place in the Revenue department. My responsibilities included operation
system patches, firmware upgrades and hardware modifications along with total application
replacements.

31.  IT End User Computing. 1 was later promoted to the Information Technology

Department Head of End User Computing. In this position, I was responsible for the installation
and maintenance of entire MBTA's Desktops and servers. 1 instituted a PC life-cycle system
which replaced each system every three years. [ was responsible for the MBTA’s digital
infrastructure which included all hardware, operating system sofiware and applications. I
managed a staff of 20 full-time employees in this role.

32. Automated Fare Collection System IT Specialist. In October of 2002 1 was

selected to work with the Automated Fare Collection System (the "AFC") as the 1T Specialist

with respect to the review of the technical specifications for this System. I spent approximately



the next 9 months on review of the technical design documents for this System. These duties
included a review of all computer hardware and operating systems along with the design of the
application software for our existing fare tariff.

i3. CharlieTicket and CharlieCard: AFC Project Manager. In this role, I involved in

the review and design of the MBTA's media layout and function of fare media, which included
the CharlieTicket and CharlieCard and the existing monthly fare media. I was promoted to the
role of AFC Systems Project Manager, responsible for the computer systems in all of the devices
and the application systems. 1 am also responsible for the encryption Key generation. The
encryption Key generation has a series of steps designed to ensure that no cne person had
knowledge of all keys involved. These keys are for the CharlieCard pass and associated smart
card readers along with the encryption of all personnel information that is transported and stored
throughout the AFC network. I spent a number of weeks working in Germany with the
developers of the systems as well with the designers of the smart card systemns that the MBTA
employs. The MBTA has developed additional security in all of its systems in case the keys
were compromised by illegal activity.

34. Smart Card Alliance. T am a current and active member of the Smart Card

Alliance. The Smart Card Alliance is a not-for-profit, multi-industry association working to
stimulate the understanding, adoption, use and widespread application of smart card technology.
The Alliance invests in education on the appropriate uses of technology for identification,
payment and other applications, and advocates the use of smart card technology in a way that
protects privacy and enhances data security and integrity. Through specific projects such as
education programs, market research, advocacy, industry relations and open forums, the Alliance

keeps its members connected to industry leaders and innovative thought. The Alliance is the



single industry voice for smart card technology, leading industry discussion on the impact and
value of smart cards in the U.S. and Latin America.

35. Relevant Publications. I co-published a paper for the Smart Card Alliance that

was released August of 2008. The topic of the paper is "Transit Payment System Security.” The

paper can be found at http://www.smartcardalliance.org/pages/publications-transit-payment-

system-security. 1 have also worked on a number of sub-committees in the Alliance that have

published white papers. These papers are: "Serving Unbanked Consumers in the Transit
Industry with Prepaid Cards"; "Co-Branded Multi-Application Contactless Cards"; and
"Proximity Mobile Payments".

36.  Industry Work. 1 have been working on new contactless payment options such as
Near Field Communications (NFC) with the following companies: Visa, MasterCard
Worldwide, AMEX, Nokia, and Discover. My work with industry includes a limited pilot with
NFC technology, which pilot consisted of a joint venture with Nokia, MasterCard, the MIT
Slone School of Business, and the MBTA. This pilot involved an NFC enabled phone which
was encoded with a CharlieCard embedded into it. Nokia provided the NFC enabled phones; the
MBTA encoded the Phones with the CharlieCard; and MIT developed additicnal applications for
the phones and provided the final report of the findings of this limited pilot.

37.  Credit and Debit Fraud. I designed and implemented, and maintain a velocity

checking program which identifies fraudulent credit card purchase patterns. This program has
kept the incidence of credit card fraud on the MBTA systemns approximately ten times lower than
the industry transportation average. In addition, | work with law enforcement agencies on a local

and national level in fraud investigations,



Signed under the penalties of perjury this

of ﬁst, 2008.
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