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12/22/2009 Google Public Policy Blog: The me...
I |

Last week | sent an email to Guoglers about the meaning of "open™ as it reistes fo the
Intemst, Coogle, and our users. (n the spint of operiness, | thought it would be appropriate o
share these thoughis with those outside of Google as well

Ab Google we beliewe that open systerns win, They lead to more innovation, vizlue, and fesdom
of choice for consumers, and a vibrant, profitable, and competithe ecosysten: for businesses.
Mary companies wili olairn roughiy the same thing since they know that declaring themsebes
to be open is both good for thalr brand and complately without fisk. After all, in owr industry
there is no clear definition of what open reslly means. It is a Rashomon-like term: highly
supjectne and vtally raportardt.

The topic of open seems to be coming up & Iof iately at Google. Ive beer in mestings where
wa'e discussing & product and someone says samething o the effect that we should be more
open Then a debate ensues which rmveais that even though most everyona in the roeom
believes in open we dont necessarily agree onwhat it means in practice.

This is happening ofter encugh for me to conclude that we need to lay out owr definition of
open in clear terms that we can alf understand and support, What follows is that defnition
basad on my experiences at Google and the input of several colleagues. We run the company
ard make our product decisions based on these principles, so { encourage you to carefully
raad, revew, and debate thera, Then own them and try to incorporate them into your work
This s & complex subject and if there is debate (and I'm sure there will be) it shouid be in the
open! Please feel free to comment.

Google Public Policy

googlepubpolicy

There are two components fo ouwr definition of open: open technology and open infarmation.
Open technology includes open source, raeaning we release and actiwly support code that Rosanberg o the i
halps grow the nternet, and open standards, mesaning we adhere to accepted standards and, f open: R
none exist, work to create stardsrds that improve the entire infemeat {and not just benefit 3 hours 6o
Soogle). Open information means that when we have information about users we use it to

provide something that is valuable to them, we are ransparert about what information we have  From tha blog: Soogle's
about thern, and we ghe thern utimate cortrol over thelr inforration. These are the things we approach £o prvacy:
should ve daoing. b many cases we aren't there, but | hope that with this note we can start
wiorking to close the gap between reaiity and aspiration.

Zoogle exec Jonathan
ing of

i we can ernbody @ sor it commitmant to ogen — which | believe wa can — then we have
a big opporturity to lead by example and encourage other companies and industries o adopt
the sarme commitmert. f they do, the world will be a better place.

Join the conversation

Open systems win
To understand our position in more detz it helps to start with the assertion that open

13 23

systems win, This is counterdintuithe to the traditionally trained M2A who is taught to 453 Blon naide Teeh Paliey
genergte a sustairable compelitive adwantage by oreating 2 closed system, making it popuar, DT . Poiioy el

e . N : fen . L . o1 - PotinyHaet
then milking it through the product iife cyole. The conventional wisdom goes that companies Wl DOHOY DR
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should iock in customers to look out competitors, Thers are different tastical approaches Clano High Tech Poliny Blag
razor companies make the razor cheap and the blades expensive, while the old 1BM made the CNET Folitice Sin
raainframes expensive and the soltware | expensie {co. Either way, a well-managed closed
system can deliver plenty of profits. They can also deliver welldesigned producis in the short
run — the iFed and iFhone being the onvous examples — but eventually innovation in g
closed system tends towards being incremental at best (is a four blade @zor really that mush
better than a three bade one’?) because the whole point is to presene the status quo
Cormplacency is the halirmark of any closed system. i you don't have to work that hard to keep
your customers, you wont.

Open sysiems just the opposite. They are competiihe and far more dynamic. In an open
system, a competithe adwantage doesnt derve front locking in customers, but rather from
undersianding the fast-moving sysiem better than anyone else and using that krowledge o
genaraie better, more innoviative pradiscts, The suceassiul campany in an open system i bath
a fast innovator and a thought leader; the brard walue of thought leadership attracts customers
ard then fast mnowation keeps them. This isnt easy — far from it — but fast companies hawe
nothing o fear, and when they are successful they can generale greal shareholder value.

Open systems have the potential to spawn industries. They hamess the intellect of the genera
population and spur businesses to compete, innovate, and win based on the mearits of their
products and not just the brilllance of their business tactics. The race to map the hurman
gercme is obe example.

Koowisdges 2log

€ inferriet

it the: bock Wi Uon Tapsoott and Ardhony Willlams expiain how i the mid-18%0s
private firms were discovering and patenting large amounts of DNA seguenes data and then
assuming control over who could access that information and &t what price. Having so ruch of
the genome under pivate ownership raised costs and made drug discovery far less efficient.
Then, in 1993, Merch Phamaceuticads and the Gene Sequencing Center at Washington
Lniversity changed the game by creating a new, spen inifiathe cailed the Merck Geng Index.
Vithin three years they had published over 800,000 gene seguences into the public domain, feunnoiogy Liberstion Frord
ard soon other colisborative projects followed sult. This in an industry whers early stage R&ED  vansen
was traditionally pursued indiadually in closed iabs, so Merck's open approach not only -
changed the culture of the entire feld but also acosieated the pace of bicmediog research
and drug deselopment. it gave resesrchers everywhere unrestricted access to an open
resource of genetie information.

TeghOrunch

02,

Ancther way to ook at the difference nelween open and closed systems is that open sysiems
allow innovation at &t levels — fror the operating system {o the application fayer — nat just at
the top. This means that one company doesnt have to deperd on arcther's benewiense tn
ship & product. i the GMU C compiter that m using bas 2 bug, | can ix it since the compiler

is open scurce. | dont hawe o le a bug report and hope for a timely responss.

So if you are trying to grow an entire industry 2s broadly as possibie, open sysiems trump P
closed. And that is exactly what we are rying o do with the Intemet. Owr commiiment {0 open Ghid Safety (13
systems i3 noi altruistic. Rather it's guod business, since an open intemet creates a steady Cornpetition
stream of innowations that sfiracts users and usage and grows the entire indushry. Had Varian
has an equstion in his book hicrmation Rules that applies here:

seourty

A

Reward = (Total walue added o the industry) * (Our share of industry value)

Al other things being equal, a 10 percent ncrease in share or a 10 pement incraase in
inciustry vaive should lead to the serie cutcome. But in owr industry 8 10 percent increase in
industry vaiue will vield a much bigger reward because it will stimulate economies of scale
across the erdire industry, increasing producingly and reducing costs for all competiiors. As
long as we contribute 8 steady stream of grest products we will prosper along with the entire
ecosysiem. We may get a smaller piece, but it will come from a bigger pie.

in other words, Google's future depends on the Intermet staying an open system, and our
adwocacy of open will grow the web for everyone - including Google.

Open Technology
The definilion of open starts with the fechnologies upon which the internel was founded: open
standards and open sowes sofware,

...blogspot.com/.../meaning-of-ope... 2/9

RedBend0007799



12/22/2009 Google Public Policy Blog: The me...
Open Standards

Networks have always depended on standards tc flourish. When railroad fracks were first
being laid across the U.S. in the eary 19th certury, there were sesen different standards for
track width. The network didnt fourish and expand west until the different railway companies
agreed upon & standard width of 4 8.8". {in this case the standards war was an actual warn
Soudhern rairoads were foresd 1o eormert over 11,000 mites of track to the new standard after
the Confederacy lost to the Union in the Chal War)

So thers was scme precadent in 1974 when Vint Ced and his colleagues popaesad using an
open standard (which became TOR/AR) {o connect the several computer networks that had
emerged around the U S, They didnt Know exactly now many networks were out there so the
“Interret” - a term Vint coined - had to be open. Any network could connect using TCR/R,
and now, as a resuil of that decisicn, there are about 881 million hosts on the Intemet.

Today, we base ouwr desvelopar products on open standsrds because interoperability is a critical
elernerd of user choice. What does this mean for Google Produet Managers and Engineers?
Simple: whenawer possible, use axisting open standards. if you are ventuing into an area
where open standards dont exist, create thern. if existing standards arent as good as they
should be, work 16 imorowe thera and make those improvements as simple and well
docunmenied a&s vou can Qur top priorities should always be users and the industry af large
ard not just the good of Google, and you should work with standards commiltees to make our
changes part of the sccepted spacification.

We have a good history of deing this. in the farmaihe vears of the Coogle Data Proaiocol (our
standard AP! pratocal, which is based on XML Atom), we worked as part of the [ETF Atom
Protocol Working Group 1o shape the Atorn specification. There's slsc owr recent work with the
W3C to creste & standard geclocation AP thal wili make ¢ easy for developers to build
browser-based, location-sensitbe apglications  This standard helps everyone, not just us, and
will fead to users handng access to many more compelling apps from thousands of developers.

Open Source

Most of those apps will be built on open sowrce software, 3 phenoreron responsibie for the
web's explosive growth in the past 15 vears. There is a historic precedent hare: while the term
"open sowrce” was coined in the late 1990, the concept of shanng waluable information to
catalyze an industry existed iong tefore the intemet. in the ealy 1800s, the U.&. automobile
incustry instituted 8 cross-dicensing ageement whereby patents ware shared ogenly and feely
amongst manufacturers. Prior to this agreement, the owners of ihe patent for the two-cycle
gasoling engine had effectiely bottied up the industry.

Today's open souice goes far beyvond the "patent poaling” of the earty auto manuiacturers, and

a6 ied {e the development of the sophisticated sofftwars components — Limsx, Apache, SSH,
ard others — upon which Google is built. In fact, we use tens of millions of lines of open
sowrce eode 1o run ow products. We also ghe back: we are the largest apen source
sontiibutor it the warld, contiibuting over 800 projects that totad over 20 millionlines of cade to
opern source, with fouwr projects (Chrome, Android, Chrome OS, and Google Web Tooikit) of
over 2 million ines of code each. We have teams that work to support Mozilla and Apache,
and an open sowes project hosting sendce (sode gosgle somihiosting that hosts over 250,000
projects. These acthvties not only ensure thet others can help us buiid the best products, they
also mean that others can use ouwr soltware as 8 base or thelr own products i we fail (o
innoviaie adeguately.

-

When we open souwce our code we uss standard, open Apache 2.0 icensing, which maans
we dont control the code. Cthers can take our open source code, modify i, close it up and
cid is a classic example of this, as seweral OZMs have aiready taken

the code and done great things with . There are risks to this approach, howsver, as the
software can fragment info different branches wich don't work well together (remember how
Unix for worksiations devohed into various fiavors — Agolin, Sun, HP, ete)). This is somsthing
we are working hard to avoid with Android.

While we are committed {0 opening the code for our deeloper toshs, not alf Google products
are cpen source. Cur goal is 1o keep the Intemet open, which gromotes choise and
competition and Keeps users and developers fom getling locked in. In many c2ses, mosi
nictably our search and ads praoducts, opening ug the cade wouid not contribute 10 these goals
ard would actually hurt users. The search and adweriising markels are already highly
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cormpetitive with very low switching costs, so users and adhertisers already hawe plenty of
choice and are net locked in. Not to mention the fact that opering Up these systems would
atiow people to "game” our algorithms to manipulate search and ads quality rankings, reducing
our quality for everyone

So as you are building vour product or adding new leastures, stop and ask yourseif, Would
opent scurcing this code promote the open intemet ™ Would it spur greater user, achertiser, and
pariner chotce? Would it lead to greater competition and mno\ahon- ff s0, then vou should

riak apen sourse. And whan vou do, do i dght; don't just push it over the wall into the
public reaim ard forgel shout it. Make sure you have tha rescurees to pay attention to the
ocode and Pster deved cpez engageraerd. 3 . where we hawe dewloped in the
oper and used a public bug tracker and sourse SYS am. is 3 good exampie of this

Open information

The foundation of open standards and open soume has led ip @ web wherg massive amounis
of personal inforration — photos, confacts, updates — are regulaily uploaded. The scale of
information teing sharsd, and the fact that it can be saved foraer, creates a guestion that was
hardly a consideration a few years ago: How do we trest this information?

-

Historically, new information technelogies have often enabled new forms of commerce. For
exampie, when traders in the Mediterranean region circa 3000 BC imvenied seais {called
biuthae) 1o ensure that their shipmenis reached thelr destinalions tamper-free, they transionmesd
commerce fom local to long distance. Similar transformations were spured by the advent of
the writien word, and more recently, computers. Al every step of the way, the transaction, &
consensusl agreasment where each party gets somathing of value, was powered by & new tyge
of information that allowed a contract to be enforced.

On the web, the new form of commernce is the exchange of personal information for something

cobwalue. This is a transaction that millions of us participate in every day, and it has potentiaily

great benefilts. An auto insurer could moretor a cusiomer's drning babits m real-dime and ghe 2

discourt for good driving - or charge a premium for speeding — powsred by information (GPS

tracking) that wasnt available orty a few years ago. This is a fairdy simple transaction, but we
will encounter far more sensitive soenanos.

say your child has an allergy to cettain medicines. Would you aftow her medical data to
be acoessibiz by g smant wirsless syringe which could prevent an EMT or nursa from
accidertally giving her that medicine? | would, bit vou might decide the metal bracelet around
her wrist is sufficient. And that's the pont — people can and wiil resch different decisions, and
when it comes to their personal information we need to trest all of those decisions with egual
respet,

So white handng miore persong & information online can be quite beneficial o everyone, iis uses
should be guided by prircipies that are responsible, scalable, and flexible encugh to grow and
change with our industry. And unlike open technology, where our shieothee s to grow the
internet ecosystem, our approach to oper information is o build trust with the indhiduals who
engage within thal ecosystem (users, partners, and scustomers). Trust is the most imporiant
currency online, o to build it we adhere to thres principles of open information: value,
transparency, and control.

Value

First and foremost, we need to make producis that are waluable to users. in many cases, we
can make our products even beiter f we know more information about the user, but privacy
concemns ¢an anse if pecple dord understand what value they are getting in refum for their
information. Explain that value to them, however, and they will often agree o the trarsaction.
For example, millons of people et credit card companies retain information on the purchases
they make with their card in exchange for the convenience of not carrying around cash.

We did this well when we launched Inferest-Based Adwirtizing in March, IBA makes ads more
retfevant and more usefil. That is the extra vaiue we creste based on the information we gather.
it mlso inchudes g user peferences managsy that clearly explains what users ar gelting in
exchange for their information and lets them opt owt or adjust their settings. The vast majornty
of peopie who dsil the preferences manager choose to adjust ther settings rather than opt out
becauss thay realize the vaiue of receiving ads custamized to their interests.
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This should se our default approach: tell people, in okvious, plain language, what we Know
about them and why it's valuable to them that we know it. Think that your product's walue is so
otnaus that i dossnt need explaining? There's a good charce you'e wrong.

Transparency

Next, we need to make # esasy for users o find cut what information we gather and store about
them across all of our products. We recently tock a big step in this direstion with the launch of
the Google Dashboard, which is & single place where users can see whal persora! data is
hield by each Gongle product (oovering more than 20 products inoluding Smai, YVouTube, and
Search) and controt their personal seftings. We are, {o the best of our knowledge, the first
infernet company to offer a senice like this and we hope i will become the standard. Another
good example is owr Frivacy Folizy, which is written for humans and not just lawyers.

We can go aven farther than this though, § you manage 8 consumer product where you soliect
information from your users, your product should be part of the Dashboard. If you're already
there, voure not done. With ewery new feature or version, asi yourseli if you have any
additional information {maybe even inforrmation that is publicly avaliable aboul users on other
sites) that you can add to the Dashboard.

Think about how you can increase iransparency within your product as well. YWhen you
download an Android aps, for example, the device tells yvou what information the app will be
able to ascess about you and vour phone, and then you get to deside whaether or not to
proceed. You dont have to dig desp to figure out what information you are divilging - it tells
your up front and lets vou decide what to do. s your product fike that? How can you increase
users' engagement with your product through inoreasing transparency?

" g
Conteof
Finadly, we must shways ghe control (o the usar, If we hane information about @ user, as with

B4, it should be easy for the user to delete that information and opt-cut. If they use our
producis and store content with us, it's thelr content, not ouwrs. They should be able (o expart it
or delete it at any time, at no oost, and as easily as possitle. Gmail is a great example of this
sirce we offer free forwarding to any address. The ability to switch is crificsl, so instead of
buitding waldls around your product, buiid bridges. Ghe users real oplions.

=

if there are exdsting standards for handiing user data, then we should adhere to them . Ha
standard doesn’t exdist, we should work {o create an open one that benefits the entire web,
even if a closed standard appears to be better for us {(remember — it's noth. I the meantime
we need to do whatever we can to rake ianing Googie as easy as possible. Google is not

the Hotel Califorria - vou can check out any time you like and you CAN, in fact, leaw!

Erio sald in his 2008 strategy memo, "we don't trap users, we make it easy for therm to
move to our competitors.” This policy is sort of like the emergency exits on an airplane — an
ariogy that our pict CEC would appreciate. You hope to never use them, but you're glad

*

they're there and would be furicus i they weren't,

That's why we have a team — the Data Libaration Front {d 1) — whose job itis
to make "checking out” easy. Recent examples of their work inciude Blogger (pesple who
choose to leave Blogger for arncther senice can easily take thelr content with thern) and Docs
{users oan now collect @i thelr documents, prescs, and spreadsheets in a zip fle and
downioad it). Build vour products s that the Data Liberation team can work their magic. One
way you can do this is by having a good public AP that exposes alf your users' data. Dont
wait for V2 or V3, disouss this early in your produst planning meetings and make i & foatire of
vour product front the start.

When reporters at the Guardian, a leading UK newspaper, revewed the worb of the Data
Liberation team they prociaimed & {o be "counter-infuitive” for those "accusiomead o the lock-
in mentzity of previous comrmarcial baities.” They are right, # is counterintultie to people who
are stuck in the old MBA way of thinking, but if we do cur jobs then soon it won't be. Qur goal
is to make open the default. Pecple will grapitate towards i, ther they will expect and demand
it ard ve furious when they don't get €. When open i3 intuitive, then we have succeaded.

When bigger is belter
Closed systems are wall-defined and profitabls, but oniv for those who contral them. Gpen
systermns are chactic and profitable, but only for those who understand them well and move
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faster than exveryone else. Closed systems grow quickly while open systems avishe more
stowly, s0 placing your befs on open reguires the optimism, will, and means to think lorg
term. Fortunately, at Google we have ail three of these.

Because of our reach, technical know-now, and {ust for big projects, we can take o big
challenges thal regquire lage imestments and lack an obrdous, neardemn pay-off. YWe san
photograph the world's strests so that vou can expiore the neighborhcod around an apattment
you are considering renting from a thousand miles away. YWe can scan miliions of books and
riake thern widely ascessibie (while respacting the rights of publishers ang authors). We can
creaie arn email systemn that ghwes away a gigabyte of storage (now over 7 gigs) at a time when
all other senices allow only & smaill fraciion of thet amount. We can mstantly banslate web
pages from any of 51 languages. We can process search data (o help public heaith agencies
detect fu owthbreaks much earlier. We can build a faster browser (Chrome), a belter mobile
operating system {(Andrid), and an entirely new sommunications platiorm MVawe}, and then
apen them up for the world to build upon, customize, and improwe.

We can do these things because they are inforrmation problems and we have the computer

sciertisis, fechnology, and computational power {o sohe them. When we do, we maske
numercus platiorms - Jvdeo, maps, mobile, PCUs, wice, enterprise - better, more competiipe,
ard more innowvative. We are often attacked for being ton big, but sometimes baing bigger
allows us to take on the impossible.

All of this is useless, however, ifwe fall when it comes {0 being open. 3o we nead to
constantly push cursebves. Are we contributing to open standards that betier the industry?
What's stopping us from open sourcing our oode? Are we giving our users walue, fransgarensy,
ard control? Cpen up as much as you can as ofien a&s you can, and if anyone guestions
whether this is & good approach, explain to thera why it's not just a good approach, but the
bast approach. | is an appoach that will transfors business and commerce in this still voung
century, and when we are successful we will effiectively re-write the MBA cumiculum for the
niext several decades!

An oper Infernet ransforms lhves globady. |t has the potertial to deliver the world's irdormation
to the palra of every person and to give evervone the power of freedom of expression. These
predgictions were in an emai | sent you sardier this year (ater posted as & bicg post) that
describad my vsion for the future of the internet. But now I'm taiking about action, not vision.
There are foroes aligned against the open intemat - gowemmants who canire acosss,
corapanies who fight in their own selfinterests to presene the status guo. They are poweriul,
and if they succead we will find oursebes inhabiling an inlemet of fragmentation, stagnation,
higher prices, and iess competition,

Our skilis and our culture give us the opgortunity and responsibility to prevent this from
happening. We beliewe in the power of technoiogy to deliver information. YWe believe in the
power of information to do good. We seliew that open is the ordy way for this to hawe the
broadest irpact for the most people. We are techinology optimists who trust that the chaos of
oper benefits everyone. We will fight to promote it every chance we get.

Open will win. | will win on the Irtermst and will then cascads across many walks of tife: The
dure of government is trarsparency. The futre of commeree is information syrmetry. The
ture of culture is freadom. The fture of stience and medicine s sollaboration. The fiture of
entertainment is participation. Each of these futwes depends on an opan intemet.

As Google pmduct managers, you are building something that will outlast &l of us, and none
of us can imagine &i the ways Google will grow and touch people's hes. Inthat way, we are
fike owr colleague Vint Cerf, who didnt know exactly how many networks would want to be
part of this "intermet” so he set the default to open. Vint certairly got i right. | believe we will
too.

The comments vou read here belong oniy {o the person who posted them. We do, howeser,
resene the nght 1o remove offtopic comments.

i

B R . e
S e e e
R R TN
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Crales Darain szid..,

Google nmeorporated in & piivate corporation engaged in ree erterprise.
Google Inc. s Not a person can disappear in 5-10 years.

Witness Metscape, Sun Micro, Peoplesof and DEC.

w

aongle inc. competes in the fee market, marketplace iike ail other companie

Liberty and Freedom in & Free world will win in the end.

DECEMBER 21 2000 9:21 M

A company that has tecoma big neads a new ethos. Gongle 2s a company will stick amund

for & long, long time, but # is not &t all 2 given that Google will continue to te on the bleeding
adage. Will Songle Wanve end up teing the st bieeding adge product Google gave 1o the
wortd?

Staying oper is your best bet to sta on the cutling edge for as long s possible.

DECEMBER 23 2D0% 1215 AM

i aald...

i believe this is the way forward {o making iT more accessibie to everyone for nothing. i1 is

\

nolonger 3 luxury but a necessity for our well being. Thank you Google.. 1)

DECEMBENR 22 20098 115 AM

Lode said...

Cail us when you open your search ranking algoritha, o the design for your seners. Urdil then

this cherry-picked openness sounds & jittie bit hypoontical,

To quote the Fegister:

"The company claims {o periora il kinds of magic to ensure that s datz centers are the

mosi energy-efficient computing houses around, saving Google raiilions of doliars per year on
eleciricity. Yeat the superaecreihe ad broker continues (o reweal pracions litile about these

data cenier tweaks,

i Coogle is actuslly sucosssiyl at lowering power consumption, then the secrecy makes
sense. i sees the tweaks as a compelilng edge owr companies such as Microsoft and

Yahoo!, which also consume immense wlumes of gear and power.

At what point will Google decide that all servce providers should hawe a chance to benefit from

its knowledge for the betierment of mankind?”

DECEMBER 22 2008 3:42 AM

aid...

Mhu

[

Great post Jonatharn,

Hiked the philosophy of openness. | have ahvays wondered whers does one draw the line
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between the openness in a corporate envronment - and your post here made me regdize that it

is a fine balancing act -~ and it keeps changing with the conditions in the market.

Litimately, there are things which ¢an be opened and some which cant. Most companies just
hoard sverything. #s refreshing 1o se2 Google open Up s0 many things.

DECEMBER 22 2008 €:25 AM

Owverall, | am inspired. But there are SEVERAL holes in this position, as thy actions ard words
do not align.

Would thou "open” up thy search algorthm?

Should | assume, sometimes even GOD is imperfect.

Sheould ook at this differentiv? | sesk eniighterment

DECEMBER 22 2008 &:58 AM

zeink said...
Htend to agres about Coogle's seners and their search algorithms teing closed, its not wery
nise.

Hhink that's bow thay sunive for now though, if they released those informations, Microsof
would trampis them.

They'll probably release same of that information once they have more olher compelitive
products or when it's getting less risky {o release it in generyl.

in the end, | think those principie Google is trying to define are challenged by realily. The
current reaiily is that law is net in favor of those principles 5o Google has to do compromises.

10:49 AM

Cpen Coogle - Luss De Pisse

Nedizen An Opan Googis
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