Virgin Records America, Inc v. Thomas Doc. 296

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MINNESOTA

CAPITOL RECORDS, INC.et al,

Plaintiffs, Case No.: 06cv1497-MJID/RLE

VS PLAINTIFFS’ RESPONSE TO

JAMMIE THOMAS, MOTION TO SUPPRESS EVIDENCE

Defendant.

Plaintiffs submit this response in oppositiorDefendant’s Motion to Suppress Evidence

(Doc. No. 263), and state as follows:
INTRODUCTION

Defendant’s Motion to Suppress is premised oerdirely fictional seof facts and law.
Factually, Defendant’s Motion fundamentattysconstrues how information travels on the
Internet, how KaZaA and the FastTrack netwoplerate, and the actions taken by MediaSentry
to record files and data sent to it. All oétimformation collected by MediaSentry was available
to any user of the FastTrack network — millionsisérs at any given time. All MediaSentry did
was record or document the information that se&st to it. The recording by a recipient of
information sent to that recgt cannot be, and was not, a viaatof the law and, as such, it
should not be suppressed. Ligat is hornbook law that the Foilr Amendment, and thus the
exclusionary rule, does not apply in civil casésd none of the states Defendant claims
MediaSentry to have violated provide for exotusof evidence. In short, MediaSentry did not
violate any State or Federal law and theneo basis for excluding evidence gathered by

MediaSentry.
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Defendant’s unsupported and unsubstantiatedlkdton Plaintiffs (and their counsel) are
simply unfounded. As numerous courts arourgddbuntry have held, in considering similar
claims made by other defendants in similar filersttacases, Plaintiffs aoins in detecting and
pursuing claims of copyright infringement were neither unethicaillegal. Plaintiffs were
simply protecting their rights arttleir intellectual property. As & Court explained in a similar
file-sharing caseAtlantic Recording Corp. v. Heslep007 U.S. Dist. LEXIS 35824, at *16
(N.D. Tex. 2007):

The Court rejects [the defendant’s] cheterization of thisawsuit, and many

others like it, as “predatory.” Plaintiffattorneys brought thiwsuit not for the

purposes of harassment or to extort [fs contends, but, rather to protect their

clients’ copyrights from infringementd to help their clients deter future
infringement. The evidence uncoverednr MediaSentry’s investigation shows

that Plaintiffs’ allegation of] alleged copyright infringement have evidentiary

support and will likely have more evidentiary support through further

investigation and discoveryror now, our government has chosen to leave the

enforcement of copyrights, for the most partthe hands of the copyright holder.

Plaintiffs face a formidable task in trying to police the internet in an effort to

reduce or put a stop to tbeline piracy of their copyghts. Taking aggressive

action, as Plaintiffs have, to defend thepyrights is certainly not sanctionable

conduct under Rule 11. The right to comeadart to protect one’s property rights
has been recognized in this country since its birth.

Id. at *16. It cannot be a violatiaf either the ethiceules or the law todg on to a peer-to-peer
network, as any other user of the network dald, request copyrightdiles being offered by
users on the network, and theoar the information sent. Indeed, Defendant has not — and
cannot — cite a single authority thetlds this conduct to be violative of laws or ethics. As such,
Defendant’s Motion to Suppress should be denied.
BACKGROUND

Peer-to-peer networks allow people to conte&ach other to disbute files, including,

in large measure, audio files containing popuatgsyrighted music. Unlike the World Wide

Web (web sites) where data is stored on centesl services and users connect to a central web
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server to download information from the web spieer-to-peer networks allow users to connect
to each other and transfer files directly fraser to user. (Declaration of Doug Jacobson
(*Jacobson Decl.”) at 2, attached heret&dsibit A .)

When files are distributed from one useatwther on the KaZaA peer-to-peer network, a
set of identifiers tie the files back to the udmstributing the files. These include (a) the IP
address of the client distributirtige files, (b) the name of thaef, (c) file size, (d) the content
hash, and (e) the port informatiorid.(at 9 3.) At no time during the process of communicating
or sharing files does one user gaitrgimto another user’'s computedd.(at § 5.) Rather, the
user requesting files simply communicates a request that the sharing computer send files, and the
sharing computer sends the file$d.X Neither KaZaA, normy other popular file-sharing
program, permits one user to gain access inio any way alter or manipulate the contents of
another user’s computer, or even to view amytents of another user’s computer except those
placed in a shared folderld()

In this case, MediaSentry dibt need to take any kind oftexordinary steps in order to
document the IP address of the computemfivhich it downloaded music filesld(at  6.)

The IP address is transmittad part of the normal procesisconnecting one computer to
another over the Internetld() When identifying infringes on peer-to-peer networks,
MediaSentry does only what any other usethennetwork can do. (Declaration of Chris
Connelly (“Connelly Decl.”) af] 2, attached hereto Bghibit B.) It uses the same network
protocols used by every other user on thevaek to search for and download filedd.§ Files
transferred from the uploader’s computer to Medr@8/ are sent by the uglder in the form of
data packets, which contain infornmatiidentifying the sowe IP address.e., the IP address for

the computer from which thdd is being transferred.ld.) Using widely used packet capture
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technology, MediaSentry records tihéeraction between itself armdcomputer connected to the
file sharing network at a specifié address in order to showetfile and data transfer from

that computer. 1¢.)* In other words, when downloading files from another user on a peer-to-
peer network, the downloadinggmess itself allows MediaSentry to identify the computer
distributing the copyrighted materisibm a specific IP addressld() MediaSentry captures this
IP address information, along with other infotioa about the file, including the specific date
and time of file transfer.1d.)

As numerous courts around the country haelel, the informatin available on peer-to-
peer networks is public information, readilycassible to anyone who wants it, and for which
there is no reasonablgpectation of privacy See In re Verizon tarnet Servs., Inc257 F.

Supp. 2d 244, 267 (D.D.C. 2003) (holding that whetSi#hsubscriber “opens his computer to
permit others, through peer-to-pdé#e sharing, to download mateis from that computer, it is
hard to understand just whatyacy expectation he or sheshafter essentially opening the
computer to the world.})ev’'d on other grounds351 F.3d 1229 (D.C. Cir. 20Q3)ert. denied
543 U.S. 924 (2004 Elektra Entm’t Group, Inc. v. Does 1-2004 WL 2095581, at *5
(S.D.N.Y. Sep. 8, 2004) (holding Defendans Haninimal ‘expectation of privacy in
downloading and distributing copghted songs without permission”(}nited States v.
Kennedy81 F. Supp. 2d 1103, 1110 (D. Kan. 2000) (atikbn of file-shamg mechanism shows
no expectation of privacygony Music Entertainment Inc. v. Does 1-326 F. Supp. 2d 556,
566 (S.D.N.Y. 2004) (“defendants have littlgpextation of privacyn downloading and

distributing copyrightedangs without permissionArista Records, L.L.C. v. Tschirhafase

1 Indeed, this packet capéutechnology is so ubiquotous tlitis widely available for

use on most major operating systems,udirig Windows. (Jaabson Decl. at  8.)
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No. 05-CV-372-0OLG, slip op. at 6 (W.Dex. May 24, 2006) (attached heretdeadibit C)
(“[a] user of a P2P file-sharing tveork has little or no expectatiaf privacy in the files he or
she offers to others for downloading”).
ARGUMENT

Defendant seeks to suppress evidence gadh®y MediaSentry guing that MediaSentry
violated (1) the Minnesota Private Detectives fce “MPDA”"), the (2) the Pen Register and
Trap and Trace Devices Act (theen Register Act”), and (3he Electronic Communications
Privacy Act of 1986 (the “Wiretap Act”). As denstrated below, not only is Defendant wrong
on the facts, but she is wrong on the law as well.

l. MediaSentry Did Not Violate The MPDA.
A. The MPDA has no application to MediaSentryor its activities in this case.

Defendant’s contention that M&aSentry violated the MPDA fails for several reasons.
First, Defendant has not provided any authdotgupport the idea thediaSentry is even
subject to the MPDA. Nor could she. TM®DA does not apply to persons or companies
operating outside of the State of MinnesdB&aeMinn. Stat. § 326.3381, subd. 5 (providing
procedures for licensing oaf state applicants whHastablish a Minnesota office.”)
Minnesota’s licensing scheme cannot apply to-Nbnnesota entities calucting activities in
other states, especially wherekentities may be subjectather licensing requirementSee
Healy v. Beer Inst491 U.S. 324, 36 (1989) §satute that seeks to control commerce occurring
wholly outside the boundaries afState “exceeds the inheréntits of the enacting State’s
authority and is invalid.”). Here, MediaSenttges not operate in the State of Minnesota and
conducted no investigation within the State ohMasota that could possibly subject it to the
State’s licensure requirements. (Connelly Decl. § 3.) MediaSentry has no employees in the State

of Minnesota and does not conduny activities in the State.ld.) It does not pay taxes in

5
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Minnesota and does not have an agenséovice of process in the Statéd.) Most

significantly, MediaSentry conductea activity whatsoever in the&@e of Minnesota relating to
this case. I(l.) All of the information MediaSentmeceived was sent by Defendant from her
computer to MediaSentry’s cqoater in another stateld()

Moreover, the MPDA regulates @®ns operating in quasi-pod roles — applicants must
spend a minimum of 6000 hours as an empl@feelicensed private detective agency, or
federal or state law enforcemegency in order to qualifySeeMinn Stat. § 326.3382, subd. 2.
As explained above, the type of work merhed by MediaSentry, the gathering of public
information that was placed on the Internet, dugiscome close to playg a quasi-police role
and certainly does not implicate the MPDA. Thees no private investigation here because the
information that MediaSentry gathered is pubtiormation sent to MediaSentry by Defendant’s
computer, over a peer-to-peetwerk. (Connelly Decl. at  Zee alsalacobson Decl. at 1 6.)

Finally, Defendant has not cited any authomigicating that she has standing to assert
claims under the MPDA. The MPDA containspravision authorizing private party to
enforce the statute. Rather, the MPDA plamedusive enforcement authority in a Board of
Private Detective and Protective Agent ServicgseMinn. Stat. § 326.33 and 3311 (giving the
Board authority “to enforce all laws and rugsverning private detectives and protective
agents” in Minnesota). Thus, Defemtidacks standing to enforce the MPDRBecause
Defendant lacks standing to bring claims urttierMPDA, the Court does not have jurisdiction
to hear her argumengSeeFaibisch v. Univ. of Minn.304 F.3d 797, 801 (8th Cir. 2002) (“if a
plaintiff lacks standing, the distt court has no subject matter jurisdiction” over a claim).

B. The MPDA provides no basis for excluding any evidence in this case.

Not only has there been no violationtbé€ MPDA, the MPDA provides no basis for

excluding evidence. No provision of the MPDépgports the exclusionaryle as a remedy for

6
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alleged violations of the MPDAnNd no court has interpreted a violation of the MPDA to invoke
the exclusionary rule. Indeed, the FederalrgisCourt for the District of Maine, when
interpreting a similar licensing statute, held ttait failure of a witness to obtain a private
investigator’s license did not warraecluding his testimony at trial. IINT Road Co. v.
Sterling Truck Corp.2004 U.S. Dist. LEXIS 13463, at * 6 (D. Me. July 19, 2004), the Court
concluded that:

Assuming that [the expert] wasaguired by Maine law to have a

license to conduct kiinvestigation of the vetle fire in this case, |

am not persuaded that his failuredio so justifies the exclusion of

his testimony. Nor do | think thdtis failure to obtain a license

prevents the court from considerihg expert qualifications or the

reliability of his investigatory methods.
Id at * 6.

Furthermore, the single case cited by Defendstatte v. Horner617 N.W. 2d 789

(Minn. 2000), does not support applying the exodioary rule under the MPDA or even in the
civil context. InHorner, the Minnesota Supreme Court upheldistrict court’s suppression of
evidence of the defendant’saxication because the arrestinjaers were unpaid volunteers
and lacked legal authority perform tests for intoxicationld. at 796.Horner also has no
applicability to the fact in this case. Thdorner court did not involve private investigators nor
did it discuss the MPDA. Importantlidorneris a criminal case, arttie court never discussed
whether suppression of evidence appiesa civil case such as this one.

For these reasons, the MPDA has no applicdteye and provides no basis for excluding

evidence.
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Il. MediaSentry Did Not Violate The Pen Regiter Act And, Under Established Eighth
Circuit Precedent, The Exclusionary RuleDoes Not Apply To The Pen Register Act
As A Matter Of Law.

A. MediaSentry’s actions do not wlate the Pen Register Act.

Defendant alleges, with no support, that M&#intry’s recording of the IP address of the
packets sent to it by Defendant somehow constitutes a violation of the Pen Register Act, 18
U.S.C. 312%t seq, and that all MediaSentmglated evidence should be suppressed as a result.
Defendant’s argument is wrong and both funda@dgnimisconstrues the process through which
MediaSentry obtained the evidence at isswkignores binding Eighth Circuit precedent holding
that the exclusionary rule has no applicatiothe context of the Pen Register Act.

A “pen register” (and similarly a “trap amichce device”) is a deviaa process used to
record or decode dialingouting or addressing informatidar transmissions of electronic
communications. The Pen Registat requires law enforcememnjshing to have a telephone
or Internet Service Provider place a pen regstérap and trace device on a subscriber’s phone
or Internet line, to first applio the Court and certify “that the information likely to be obtained
is relevant to an ongoing criminal investigan.” 18 U.S.C. § 3122(b)(2).

Here, the Pen Register Act is not implichteContrary to Defendd's assertion, the Pen
Register Act does not apply because the “persteg and trap and t@ devices, by definition,
do not record ‘the contents of any communication.” 18 U.S.C. § 3127(3){)umbia
Pictures, Inc. v. BunnelR45 F.R.D. 443, 450 (C.D. Cal. 2003ge als®.R. 99-541, at 49
(1986),reprinted in1986 U.S.C.C.A.N. 3603 (“Pen registers do not record the contents of a
communication” and “[tjrap andace devices do not record ttentents of communications”).

In this case, the IP addresssaammunicated to MediaSentry@at of the content of the

#1411218 v3 den



communicatiorf. SeeMotion at 8 (“The TCP/IP packetsahMediaSentry intercepted contain
both recipient and sender IP addresses and the aontahts of the filbeing transferred over
the Internet.”). Specifically, the metadata tisaransmitted along with every file sent through
the Fasttrack network at issue in this case alwastades the IP addresglacobson Decl. at
6.) The MediaSentry documents that Defendaeks to suppress include content information,
as well as IP addressing information. (Motio8at Therefore, as the Court explained in
Bunnell the Pen Register Statute is “inapplicalidetause the documents contain contents of
communicationsBunnel| 245 F.R.D. at 45Gsee also In re United States for an Order
Authorizing the Use of a Pen Register & Trap6 F. Supp. 2d 45, 50 (D. Mass. 2005)
(interpreting “contents of ecomunications” to include “applation commands, search queries,
requested file names, and file paths”).

The Pen Register Act is intendedotovide safeguards and procedure for law
enforcement seeking to place pen registersaprand trace devices timrd-parties, either
through a telephone company, ISP, orepiitiously on a criminal suspecgeeS.R. 99-541, at
1-5 (1986) reprinted in1986 U.S.C.C.A.N. 35538559 (intent of legislation based on “lack of
clear standards [which] may expose law enforeetnofficers to liability and may endanger the
admissibility of evidence”). It is not imeed to prevent individuals who are receiving
communications from recording information semthem. If that were the case, standard
computer operations that requiezording of IP ad@rsses so parties may communicate over the

Internet would be prohibited artlde Internet could not functionSéeJacobson Decl. at | 4.)

2 Indeed, it is impossible for the Internet to function without the transmittal of IP

addresses between communicating poters. (Jacobson Decl. at 1 4.)
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Furthermore, not only did the recordinglBfaddresses communicated to MediaSentry
not constitute a trap and tragevice, Defendant did not havéegitimate expectation of privacy
in her IP address. AsemNinth Circuit explained itnited States v. Forresteb12 F.3d 500,
510 (9th Cir. 2008):

We conclude that the sreillance technigues the government employed here are
constitutionally indistinguisdible from the use of a peegister that the Court
approved in [Smith v. Maryland, 442 U.S. 735, 99 S. Ct. 2577, 61 L. Ed. 2d 220
(1979)]. First, e-mail and Internet usdike the telephone users in Smith, rely on
third-party equipment in order to @age in communication. . . . Analogousdy,

mail and Internet users have no exgctation of privacy in the to/from

addresses of their messages or the Heldresses of the websites they visit
because they should know that this information is provided to and used by
Internet service providers for the specpurpose of direatg the routing of
information. Like telephone numbers, which provide instructions to the
“switching equipment that processed those numbersail to/from addresses

and IP addresses are not merely passively conveyed through third party
equipment, but rather are voluntarily turn ed over in order to direct the third
party’s servers.

SeeSmith v. Maryland442 U.S. 735 (1979) (holding thalephone users have no reasonable
expectation of privacy in thtelephone numbers they dialconnect a phone callynited States
v. Li, 2008 U.S. Dist. LEXIS 22283, at *15 (S.D. Qdlar. 20, 2008) (“the court concludes that
Defendant had no reasonable expectation of pyiimber IP log-in histories and IP addressing
information.”).

Additionally, the Pen Register Act does natlfbit recordings madeith the consent of
one of the partiesSee United States v. Mill&)05 U.S. Dist. LEXIS 26752, at *2 (N.D. Il
Nov. 3, 2005) (rejecting a challengea government investigati, including the use of a pen
register and/or trap and tracevate, and holding that, “recordingsade of conversations with
the consent of one ofatparties are permissible under fedéal’ and “pen registers and trap-
and-trace devices . . do not discltise contents of the conversationser do they makeillegal

the consensual recordings.”); People v. Delacruz156 Misc. 2d 284, 286 (N.Y. Sup. Ct. 1992)

10
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(in the context of an eavesdropgiwarrant, explaining that a ttiparty “consented to having a
trap and trace device placed on her phon@Hhip Domestic Violence Network v. Public Utils.
Comm’n 70 Ohio St. 3d 311, 322 (Ohio 1994) (findj in a single party consent state like
Minnesota, that a subscriber “consents to thedraptrace, and thus that such services [as Caller
ID] are not prohibited under the ECPA.3; Bell Tel. & Tel. Co. v. Hamr806 S.C. 70, 71 n.1
(S.C. 1991) (finding, under South Carolina’s Trag drace Law, that use the device does not
violate the law where “the consenttbk user has been obtained.”).

Here, the IP address was communicated esoppackets sent by Defendant from her
computer to MediaSentry’s computer. (Conné&lbcl. at § 2.) Mediashtry, a party to the
communication, recorded the IP address and atii@rmation transmitted from Defendant’s
computer. Id.) Therefore, to the extent such recagiconstitutes a trap and trace device, it was
done with the consent of onetbk parties to the communicatidviediaSentry. As Minnesota is
a single party consent state, the Pen Regigtedoes not apply. MinrStat. § 626A.02(2)(d) (it
is legal for a person to recordnre, oral or electronic communigans if that person is a party
to the communication, or if one of the pastlgas consented toethecording).

B. Under established Eighth Circuit precedem, the exclusionary rule does not
apply to the Pen Register Act.

In United States v. Fregos60 F.3d 1314, 1320 (8th Cir. 1995), the Eighth Circuit held
unequivocally that “the installath and use of a pen registen® a search within the meaning
of the Fourth Amendment, and, thereforeugs does not violate the Constitution.” The Court
went on to hold that,the statutory scheme . . . does not mandate exclusion of evidence for
violations of the statutory requirements.” Id. (emphasis added). Similarly, Umited States v.
Olderbak 961 F.2d 756 (8th Cir. 1992he Court stated, citin§mith v. Marylandthat “use of a

pen register is not a ‘searamder the fourth amendment and . thus, regardless of whether

11
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the subpoena . . . was proper under state law is. cléar as a matter of federal law that the
results of the pen register . were admissible.See Smith v. Maryland42 U.S. at 742-46
(holding use of a pen register does not icgike the Fourth Amendment because there is no
reasonable expectation of privacy in phone nus)beAs the Ninth Circuit explained Wnited
States v. Alba2007 U.S. App. LEXIS 16147, at *18-19 (9th Cir. 2007):

E-mail and Internet users have ngestation of privacy in the to-

from addresses of their message the IP addresses of the

websites they visit because they should know that these messages

are sent and these IP addresses are accessed through the equipment

of their Internet service prader and other third parties.

Communication by both Internetb@telephone requires people to
voluntarily turn over information to third parties.

Id. at *18-19. In this case, agplained above, MediaSentry simpgcorded information sent to
it from Defendant’s computer over the Internés such, not only arf®lediaSentry’s actions
entirely appropriate, but Defendant had no oceable expectation of privacy. The Eighth
Circuit, as well as the United States Supré&oert, have rejected the suppression Defendant
seeks.

[I. MediaSentry Did Not Violate The Wiretap Act And The Act Does Not Provide For
Exclusion Of Evidence.

A. MediaSentry’s actions did not violate the Wiretap Act.

The Wiretap Act prohibits thimterceptionof any wire, oral oelectronic communication,
without consent. 18 U.S.C. § 25&tlseq’ It does not prohibthe interception of a
communication when “one of the parties has given prior consent....” 18 U.S.C.

§ 2511(2)(d).

% To the extent Defendant is arguing theediaSentry illegally usd a pen register or

trap and trace device (Motion to Suppress at 8-9), such use igtgxphcluded from the
purview of the Wiretap ActSee Fregosd®0 F.3d at 1321.

12
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Here, Defendant consented to the Media8/'s download by jgicing the copyrighted
sound recordings in a share fol@decessible to the general publ8ee In re Verizon Internet
Servs., InG.257 F. Supp. 2d at 267 (When an ISP subscfopens his computer to permit
others, through P2P file shag, to download materials from that computer, it is hard to
understand just what privacy expaodbn he or she has after essaiyt opening the computer to
the world.”). In so doing, Defendant is nobtected by the Wiretap Act. Additionally,
regardless of whether Defendant consentedctimmunication at issue occurred between
Defendant and MediaSentry, aneth can be no dispute that Ma8entry consented to — indeed
made — the recording at issugsee Columbia Pictures Indus. v. Bunn2l07 U.S. Dist. LEXIS
46364, at *41 (C.D. Cal. May 29, 2007) (“As defendamtebsite is the intended recipient of the
Server Log Data, and defendants can lawfully ggpt and consent to the disclosure thereof, this
statutory provision, even if applble would not provide a basiswathhold such data which is
clearly within defendants’ poss&on, custody and control.”).

Defendant argues that the consent exoeptl8 U.S.C. §2511(2)(d)) does not apply
because the communication was “intercepted fempilirpose of committing any crime or tortious
act.” This is absurd. Plaintiffs gatheriis information to protect their copyrights from
rampant infringement on the Intern&ee, e.g., Hesle@007 U.S. Dist. LEXIS 35824, at *16.
Defendant offers no support for her contentihat the communication was intercepimdthe
purpose otommitting a crime or tort, and such an gdleon is factually spurious. It makes no
sense that MediaSentry would obtain informatiegarding Defendant’sopyright infringement
over a peer-to-peer netwoidr the purposef violating the MPDA or the Pen Register Act.
And while Defendant and her counsel may disagrige Rlaintiffs’ decision to litigate cases like

this one, there can be no question that gatgehe evidence dbefendant’s copyright

13
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infringement cannot be reasonably said to H@een “for the purpose of committing” a crime or
tort.* Therefore, Section 2511(2){sl exception applies and MeBentry’s recaling of the
evidence of Defendant’s copyriginfringement does not fall withithe confines of the Wiretap
Act.

Further, the Wiretap Act states that iamot be unlawful to “access an electronic
communication made through a [computer] ieatonfigured so tht such electronic
communication is readily accessible to the gdrrblic.” 18 U.S.C. 82511(2)(g)(i). This
exception to protected communications specificallgludes Defendant from protection because
she placed the sound recordings in a shareérfalésigned to be accessed by the general public.
Defendant’s argument that KaZaA is not opeth®public is simplyvrong. KaZaA and the
FastTrack network at issue allow millions of udertrade files. Indeed, at the time Defendant’s
infringement was detected, 2,314,213 usersikeendant were online sharing filesSee
Exhibit B to Complaint). Moreover, KaZaA free and available to anyone who wants it and
requires only basic registration information. @lason Decl. at  7.) Obtaining and installing
KaZaA can be done anonymously and easily by anyone with anéht®nnection. I¢.)

Moreover, contrary to Defendant’s unsuppormedertion, KaZaA does not require a password.

* While Defendant asserts, without supptitat MediaSentry’s actions constitute the
tort of intrusion upon seclusion,@uclaims have been routinalgjected in similar file-sharing
cases throughout the countrnee TschirhartCase No. 05-CV-372-OLG, slip op. at 7 (holding
that “there was no ‘wrongful interference’ besaplaintiffs’ investigators did not enter the
private portion of her computer, but only agsed all publicly shared files.”) (Ex. Gy re
Verizon Internet Servs., In@57 F. Supp. 2d at 267 (when an ISP subscriber “opens his
computer to permit others, through peer-to-péeisharing, to download materials from that
computer, it is hard to understiajust what privacy expectati¢re or she has after essentially
opening the computer to the world.Rennedy81 F. Supp. 2d at 1110 (a@tion of file-sharing
mechanism shows no exqtation of privacy)Poes 1-9 2004 WL 2095581 at *5 (holding a
defendant has “minimal ‘expectation of privaoydownloading and distributing copyrighted
songs without permission.””)

14
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(Id.) There is no question that KaZaA is openl readily accessible the general publit. The
fact that the mechanical process requiresrdoading the software deenot make it non-public
because the software is avaibd anyone on the Internet.

Moreover, the Wiretap Act is not implicatedthis case because, as to electronic
communications, it only prohibiisiterception during transmission (nathile in electronic
storage, i.e., RAM), and the disclosurestdctronic communications intercepted during
transmission.Konop v. Hawaiian Airlines, Inc302 F.3d 868, 878-79 (9th Cir. 2002). Here,
MediaSentry did nanterceptthe electronic communication diog transmission but merely
recorded and retained the electronic comrmation after it was seiirectly to it.

B. The Wiretap Act does not provide for exclusion of evidence.

The exclusionary provision of 18 UGS.8 2515 applies to “wire and oral
communication[s]” but not to “electronic momunications” as defined in the AcgeeUnited
States v. SteigeB18 F.3d 1039, 1050 (11th Cir. 2003) (“By terms, 18 U.S.C.S. § 2515
applies only to wire communications, and noglectronic communicationg.”A “wire or oral
communication” under the Wiretap Act typligainvolves an actual aural communication
between personsSee Lanier v. Bryan832 F.3d 999, 1002 (6th Cir. 2003) (involving
intercepted telephone conversations). Sincedn@munication at issue reewas electronic, the
statute itself rejects exclusion, even in criminal cases. Additionally, the exclusionary provision

of 18 U.S.C. 8§ 2515 was not meant to apply in a civil proceedseg. Philadelphia Resistance

> Defendant’s argument that the KaZehms of use show that KaZaA was not
generally accessible to the publidisth incorrect and a red herrintj.would be ironic indeed if
the terms of use of KaZaA could somehow immergopyright infringers and prevent copyright
holders from protecting their copyrights. Defenddas no right to enforce the KaZaA terms of
use. To the extent the KaZaA terms of usggest that a copyright lier cannot enforce its
rights, they are ultra vires amdthout effect. Defendant cannot hide behind the KaZaA terms of
use to shield her illegal activity.

15
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v. Mitchell 58 F.R.D. 139, 147 (E.D. Pa. 1972) (“Cozgg only intended to limit discovery in
the context of criminal and not civil proceedings.”)

IV.  There Is No Basis For Suppression In This Case.

This is a civil matter thadoes not involve any governmeattion that would invoke the
Fourth Amendment, and thus the exclusiomatg should not apply. As the Supreme Court
explained inUnited States v. Janid28 U.S. 433, 447 (1976), “the complex and turbulent
history of the [exclusionary] rujéhe Court never has applied itarclude evidence from a civil
proceeding, federal or stateSee Thompson v. Carthage Sch. D&t.F.3d 979, 981-982 (8th
Cir. 1996);United States v. Tauil-Hernanded8 F.3d 576, 581 (8th Cir. 1996The Supreme
Court has declined various invitations tdexd the Fourth Amendment exclusionary rule
beyond the criminal trial.”) See also Vander Linden v. United Stal®, F. Supp. 693, 696
(S.D. lowa 1980) (“On a numbef occasions the United Stat8apreme Court has stated that
the purpose of the exclusionaryeais to safeguard Fourth Amendment rights by deterring future
and unlawful police conduct.”Mejia v. City of New Yorkl19 F. Supp. 2d 232, 254 (S.D.N.Y.
2000) (“the Fourth Amendment’s exclusionary rdéees not apply in civil actions other than
civil forfeiture proceedings.”)€iting Pennsylvania Bd. of Probation & Parole v. S¢é@24 U.S.
357, 363 (1998)).

Moreover, not one of the federal or statedavhich Defendant references in her Motion
to Suppress provides for the exclusion of evidencerasnedy for violating the statutes at issue.
And, in fact, the case law, andtime case of the Wiretap Act, thatitte itself, specifically reject

suppressionSee, supraArgument, Sections I, B; II, B; and lll, B.
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V. Suppression For Violation Of EthicsRules Is Unprecedented And Would Be
Inappropriate Here.

Recognizing that the federal and state auttlesrrelied upon do not support the exclusion
of evidence in this case, Defendant resortsgaiag for exclusion basetuh the rules of ethics.

Of course, Defendant has not and could notacgengle authority tsupport her claim that
Plaintiffs or their counsel have any way violated any rule efthics. This argument is merely
an unfortunate, and unprofessional attack madedasperate attemptsappress evidence that
Defendant and her counsel know is ruinous to her defense.

Leaving aside Defendant’s unpestional attack on ¢hintegrity of Plaintiffs and their
counsel, which merits no further respenthe cases that Defendant reliesAiken v. Business
and Indus. Health Groy@85 F. Supp. 1474 (D. Kan. 1995})ate v. Ford539 N.W. 2d 214
(Minn. 1995), and’Brien v. O’Brien 899 So. 2d 1133 (Fla. App. 2005), do not support her
arguments for suppression.

In Aiken the court held that Rule 4.2 of tA8A Model Rules ofProfessional Conduct
does not bar opposing counsel from ex parte comtiictformer employees of an organizational
party represented by counséliken 885 F. Supp. at 1475. The court discussed suppression in
the context of warning counsel notinduce or listen to priveilged communications from former
employees and advised that infation obtained in violation ofatinsel’s ethical responsibilities
could be “subject to suppressiond. at 1480. The court suppressed no evidence and did not
discuss the calculus for when or what evidemaght be suppressed farviolation of ethical
rules.

In Ford, the Minnesota Supreme Court affirmed a trial court’s decision not to exclude
evidence in a criminal case. The defendariard made two statements to homicide detectives

without his attorney present, though the detestimformed the defendant on both occasions of
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his constitutional rightsFord, 539 N.W. 2d at 223. Because thal court found the detectives’
actions were not egregious, the Supreme Caftirmed the admission of the statements. at
225. In discussing the defendant’s argumts for exclusiof evidence, th&ord court made
clear the court’s precederditl not create an automatic exclusiogaule for a violation of Rule
4.2” Id. (emphasis provided).

Finally, theO’Brien case cuts directly against Defendant’s argumen©’Bmnien, the
trial court found that electronic communicationg@vidlegally obtained irviolation of a state
statute.O’Brien, 899 So. 2d at 1134. In determining tlemedy for this violation, the Court
“conclude[d] that the intercepted electron@mmmunications in the instant case are not
excludable under the Act” because the statuteaictall for exclusion of intercepted electronic
communicationsld. at 1137 (excluding evidence on grounds othan violation of the statute).
Furthermore, the facts @'Brien involve a wife copying and @ting electronic communications
between her husband and another wonidnat 1134. The wife’s actions 'Brien were
illegal because Florida istavo-party consengtate in regards to re@bng communications. Fla.
Stat. § 934.03(2)(d) (“It isawful . . . for a person to inteept a wire, oralor electronic
communication when all of the parties to thencounication have given prior consent to such
interception.”). Minneska, in contrast, is aingle-party consergtate. Minn. Stat. 8§ 626A.02,
subd. (2)(d) (“It is not ulawful . . . for a person . . . totercept a wire, electronic, or oral
communication, where such person is a partyecttimmunication”). As a result, any argument
thatO’Brien should apply in this case lacks méxétcause the state laws on recording
communications are entirelystinct from one another.

In this case, Defendant, apparently acknolgieg that the statas at issue do not

provide for exclusion, attempts to bootstrapdheged statutory vioteons with unsupported
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claims that Plaintiffs’ counsel seehow violated their ethical obligations, and therefore, there is
some sort of moral imperative of excloisi However, where the statutes and case law
specifically reject exclusion, thethics rules cannot revive iDefendant has not cited a single
case where a court, citing to astate, federal or model ethicdes, excluded evidence allegedly
obtained in violation of a statgivate detectives licensing stagudr federal or state wiretapping
or eavesdropping laws.
CONCLUSION

If simply recording an IP address and noleiza sent to someone over the Internet was
illegal, copyright holders would be unable tofact their content on the Internet. Defendant
used the KaZaA peer-to-peer file sharing program to download and distribute Plaintiffs’
copyrighted sound recordings. The recordingdafiendant’s shared folder could have been
downloaded by any one of the millions of usershef FastTrack network. MediaSentry was one
of those users and, and instead of simply doaatiihg the copyrighted sound recordings from
Defendant, it downloaded the l@nd recorded the metadata and transmission data associated
with those files as they were séram Defendant to MediaSentry.

WHEREFORE, Plaintiffs ask that theo@t deny Defendant’'s motion to suppress

evidence.
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Respectfully submitted this 4th day of June 2009.
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