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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MISSOURI
EASTERN DIVISION

ANDREW DUQUM, et al.,
Plaintiffs,
Case No. 4:16V-1537SPM

V.

SCOTTRADE, INC,,

—— — —— —

Defendant.

MEMORANDUM AND ORDER

This matter is before the Court on Defendant Scottrade, Inc.’s Motion to Dismiss
Consolidated Class Action Complaint. (Doc. 58). The parties have consented to thetipmisdic
of the undersigned United States Magistrate Judge pursuant to 28 U.S.C. 8 636(c)(1). (Doc. 62)
The motion has been fully briefed. For the following reasons, the motion will be dyrante

l. FACTUAL BACKGROUND

Defendant is &dirm thatprovides brokerage, banking, and retirement planning semaces
individuals and businesses. Consolidated Class A@ompl. (“Compl.”), Doc. 40,9 34-35.
When a customer opens an account witafendant Defendantrequires the customer to
complete its Bokerage Agreement and provide personal information, including names,
addresses, phone numbers, Social Security numbers, work history, and other persdyaigdent
information (collectively, “PII”) I1d. § 37. The Brokerage Agreements incorporate the St
Brokerage Privacy Statement, which states, “To protect your personal atif@nmfrom
unauthorized access and use, we use security measures that comply with fedeFalesaw.
measures include computer safeguards and secured files and buildchd®l” 37, 40.The

Privacy Statement also indicates that Defendant collects personal informattberdiroes and
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collects personal information from others, such as credit burehys41. Defendant also has an
Online Privacy Policy and other documents on its website indicating that it tagesciarotect
the security of customer informatidd. 9 4243.

Between September 2013 and February 2014, hackers gained acdaskertdants
customer databasemnd exported confidentiadustomerPll from those databasdthe “data
breach”) Id. 1 2, 59.The data breach was reportedirigolve the confidential information of
approximately 4.6 million customersd. { 48. The hackergook the PIl for the purpose of
building their own competing customer database for marketing and brokerikgrstogactions.
Id.  62. Tleyused the PII to operate a stock price manipulation scheme that amassed millions of
dollars.Id. § 74.

Defendant was unawa of the data breach until August 201 en the FBI notified
Defendant ofit. Id. Y 7576. On October 2, 2015, Defendant began notifying its customers
about the data breach via email or miall.{ 78. Defendandtated that itvould provide one year
of credit monitoring anddentity theft insurance to affected persons, @ralso suggesteskeveral
actions customers could tatteemselveso detect or prevent fraudd. 1Y 84-88.

Shortly after Defendant announced the data breach, sedfeR¢fendant’s astomers
filed putative class action lawsuitsased on the data breadhn October 3, 2015Plaintiff
Stephen Hine filed his putative class actidime v. Scottrade, IncNo. 4:15CV-01954CEJ,in
the United States District Court for the Southern District of Califorared the casewas
subsequently transferred to this Co@h October 7, 2015, Plaintiff Andrew Duqum filed his
putative class actigrDugum v. Scottrade, IncNo. 4:15CV-01537-%M, in this Court On
December 92015,Plaintiff Matthew Kuhns filed his putative class actiuhns v. Scottrade,

Inc., No. 4:15CV-01812SPM,in this Court. On January 31, 2016, a fourth casgela Martin



v. Scottrade, In¢.No. 4:16CV-00124RWS, oiginally filed in the United States District Court
for the Middle District of Florida, was also transferred to this Conts Court subsequently
consolidated all four cases pursuant to Fed. R. Civ. P. 42(a) and E.D. Mo. Local Rutge4.03.
Docs. 36 & 38.

On February 19, 2016, Plaintiffs filed their Consolidated Class Action Complaint
individually and on behalf of all others similarly situafeé®laintiffs allege that they had
accounts with Defendant and that as a result of the data bréech,Pll was disclosed,
transferred, sold, opened, read, minaad otherwise used without their authorizatiGompl.
199-12. Plaintiffs allege several causes of action against Defendiated to the data breach
including breach of contract, breach of implied contract, negligence, unjust
enrichment/assumpsit, declaratory relief, and violations of various state ceongrotection
statutes.

Il. DiscussION

In the instant motion, &endantarguesthat Plaintiffs’ Consolidated Class Action
Complaint must be dismissed for lack of subject matter jurisdigiimauant td=ederal Rule of
Civil Procedurel2(b)(1),because Plaintiffsave not suffered an injury in fact and therefdoe
not have standing to bring suit in this Counider Article Il of the United States Constitution.
Defendantlsoargues that Plaintiffs’ claims should be dismissed under Rule 12(b)(6) for failure

to state a claim.

! Angela Martin is not named as a plaintiff in the Consolidated Class Action Complaint.
However, another named Plaintiff, Richard Obringemcluded.
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A. Defendant’s Motion to Dismiss Under Rule 12(b)(1) for Lack of Subject
Matter Jurisdiction

1. Legal Standard

A motion to dismiss for lack of subject matter jurisdiction under Rule 12(b)(1) may be
either a “facial” challengbased on the face of the pleadingisa “factual” challenge ni which
the court considers matters outside the pleadidgs.Titus VSullivan 4 F.3d 590, 593 (8th Cir.
1993) Osborn v. Wited States918 F.2d724, 729, n. 6 (8th Cir. 1990F.S. ex rel. Scott v. Mo.
State Bd. of Educ656 F.Supp.2d 1007, 1011 (E.D. Mo. 2009). Here, Defendant’s challenge is
based on the face of tieadings and is therefore a facial attdokevaluatinga facial attack,
“the court restricts itself to the face of the pleadings and thenmawing party receives the same
protections as it would defending against a motion brought under Rule 12(B)@)son Label,
Inc. v. City of Branson, Mp793 F.3d 910, 914 (8th Cir. 201uotingOsborn,918 F.2d at 729
n. 6). The court must accept as true all of the factual allegations in the complaintnéet inot
accept legal conclusion8shcroft v. Igbal556 U.S. 662, 678 (2009).

2. Discussion

Under Article 1ll, 8 2 of the United States Constitution, federal jurisdiction is lthide
“Cases” and “Controversies.” U.S. Const. Art. lll, § 2. “One element of theaasentroversy
requirement’ is that plaintiffs ‘must establish that they have standing t&' SDkpper v.
Amnesty Int'l U.S.A.133 S. Ct. 1138, 1146 (2013) (quotiRgines v. Byrd521 U.S. 811, 818
(1997)). The “irreducible constitutional minimum” of standing consists of three elements.
SpokeglInc.v. Robing 136 S. Ct. 1540, 1547 (201@jiting Lujan v.Defenders of Wildlife504
U.S. 555 560 (992)) “The plaintiff must have (1) suffered an injury in fact, (2) that is fairly
traceable to the challenged conduct of the defendant, aridat3is likely to be redressed by a

favorable judicial decision.id. “The plaintiff, as theparty invoking federal jurisdiction, bears



the burden of establishing these elemerits.{citing FW/PBS, Inc. v. Dallgs93 U.S. 215, 231
(1990)). Where a casis at the pleading stage, the plaintiff must “clearly . . . allege facts
demonstrating each elementd! (quotingWarth v. Seldin422 U.S. 490, 518 (1975)).

Only the injury in fact elemerdf standings at issue in this case. “To establish injury in
fact, a plaintiff must show that he or she suffered ‘an invasion of a legatlycped interest’ that
is ‘concrete and particularized’ and ‘actual or imminent,aamjectural or hypothetical.’ld. at
1548 (quoting Lujan, 504 U.S. at 560):For an injury to be particularized, it must affect the
plaintiff in a personal and individual wayld. (quotation marks omitted). For an injury to be
“concrete, it “must bede facto; that is, it must actually existit must be real and not “abstract.”
Id.

In their Consolidated Class ActioBomplaint, Plaintiffsallege that they have suffered
several categories of injury or harelated to the data breada) increased risk of identity theft
and identity fraud(b) the financial and/or temporal cost of monitoring their credit, monitoring
their financial accounts, and mitigating their damages; (c) failure to receivalitheenefit of
their bargain as a result of receiving brokerage and financial servicegetteaiess valuable than
what they paid fgr(d) deprivation in the value of their personal informatiangd(e) invasion of
privacy and breach of the confidentiality of their personal informat®ee Compl. { 15
Defendantcontendghat none of these alleged harms constitute an injury irtHatts “actual”
or “imminent” arguingthat the majorityof courts faced with similar allegations have found
these alleged harma too speculativeor abstractto satisfy the injury infact requirementThe

Court will addresgach alleged type a@illeged ham in turn.



I. Increased Rsk of Identity Theft and Identity F raud

Plaintiffs first allegethatthey face an “imminent, immediate and [] continuing increased
risk of identity theft and ideity fraud ? because their Pll has been takenhbgkers who have
“disclosed []transferred, sold, opened, read, mined, and otherwise used” Plaintiffs’ PIl without
their authorization, to [the hackers’] financial benefit and to [Plainfifisancial and other
detriment.” Compl. 1 912, 15 Plaintiffs allege that criminals can use PII for a variety of
crimes, including credit card fraud, phone or utilities fraud, bank/finareagd frobtaining a
driver's license or official identification card in the victim’'s namabtaining government
benefis, filing a fraudulent tax return, obtaining a job using the victim’s social secunper,
or receiving medical services in the victim's natde [ 5-27.Defendantargues that Plaintiffs’
allegations are ingficient to satisfy the injury idact requirement, becauieey allegeonly the
hypothetical possibility of harm.

As discussed above, to show an injury in fact, the plaintiff must show that he or she
suffered an invasion of an interest that is “actual or imminent, not conjecturgpothetical’
Clapper, 135 S. Ct. at 1147 (quotidgujan, 504 U.S. at 560). I€lapper, the Supreme Court
addressed the circumstances under which a threatenec injury should be considered
“imminent,” such that the threatened injury satisfies the injury inrisgutirement for Article 111
standing The Supreme Coustatedthat it has “repeatedly reiterated that ‘threatened injury must
be certainlyimpendingto constitute injury in fact’ and that ‘allegationspadssiblefuture injury’
are not sufficient."Clapper 133 S. Ct. at 1147 (quotinghitmore v.Arkansas 495 U.S. 149,

158 (1990) (emphasis in original)lt expressly rejected the argument thavas sufficient to

2 Plaintiffs allege that “identity theft” occurs when PII is used to commit fraudhar @rimes,
including credit card fraud, phone or utilities fraud, bank fraud, and government 8aad.
Compl. 113 n.1



showan “objectively reasonable likelihood” aefthreatened injury occurringf alsoexpressed a
“reluctanceto endorse standing theories that rest on speculation about decisions of independent
actors” and noted that a theory of standing based on future injury that “relies on a highly
attenuated chain of possibilitiesbout what independent actors might do does not satisfy the
requirement that the threatened injury must be certainly impenrdiray. 1148-50°

Both before and after theupreme Court’s decision @lapper, most courtsaddressing
standing in data breach casewe found thain the absence gome actual identity theft or other
act harming the plaintiff the increasedisk of future harmfollowing a data breackoes not
constitute an injury in fact for purposes of Article Il standiBgeln re SuperValu, IngNo. 14
MD-2586 ADM/TNL, 2016 WL 81792, at *45 (D. Minn. Jan. 7, 2016)noting that‘[i]n data
security breach cases where plaintiffs’ data has not been misused followimg#lcl, the vast
majority of courts have held that the risk of future identity theft or fraud isgeoutative to
constitute an injury in fact for purposes of Article Il standing”; finding no njarfact based
on increased risk of future harm where the plaintiffs’ PIl was stolen in @ ¢&tg breachutthe
only incident of actual misuse of information alleged was a single unauthorizditl caed
charge not clearly traceable to the brgatihre Zappos.com, Inc108 F. Supp. 3849, 955-58
(D. Nev. 2015) (noting that “[tlhe majority of courts dealing with datsach casesost-Clapper
have held that absent allegations of actual identity theft or other fraud, thasedrrisk of such
harm alone is insufficient to satisfy Articllll standing; finding no injuryin fact based on
increased risk of future harm where the pléigitPIl was stolen in a large data breach but no

plaintiff hadallegedthat any unauthorized purchases or other manifestations of misuse of their

% In a footnote, the Supreme CourtGfapperalso noted that it has “in some instances . . . found
standing based on a ‘substantial risk’ that the harm will occur, which may prompgifislao
reasonably incur costs to mitigate or avoid that harm,” though it did not explain the
circumstances undevhich that standard would applg. at 1147 n. 5.
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P1l had occurref In re Sci. Applications Int'l Corp. (SAIC) Backup Tape Data Theft Li4§.

F. Supp. 3d.4, 28(D.D.C. 2014) (noting that “sinc€lapperwas handed down last year, courts
have been even more emphatic in rejecting ‘increased risk’ as a theory of stardhtapreach
cases” andhat “[m]ost cases that found standing. were decided pr€lapperor rely on pre
Clapperprecealent andare, at best, thinly reasoned”).

These courtoften emphasize that the asserted risk of harm is too speculative and
hypothetical to satisfy the imminence requirement becaudepends on speculation abdhe
actions ofindependent actorsthe hackers or other criminalsWhether theplaintiffs will
actually suffer the threatened hadapends on whether theackersactually obtained the PJI
whether they intend tase thePll to commit acts that would be detrimental to the plaintiffs,
whether they areapable of using th@&Il to commit acts detrimental to the plaintiffs, and
whether they actually dase the information toommit acts detrimental to thmaintiffs, such as
making unauthorized transactions in fhaintiffs’ names See e.g.,In re SuperValu, In¢.2016
WL 81792, at 5 (increased risk of harm was too speculative to constitute an injury inrfact

part because the court was required “to speculate about whether the hackersneti@geess

* See also, e.gReilly v. Ceridian Corp.664 F.3d 38, 425 (3d Cir. 2011) (no injury in fact
based on increased risk of harm where there were no allegations that the data expiosed i
breach had agtlly been misused to the plaintiffs’ detrimemyhalen v. Michael Stores, Ines-

F. Supp. 3d---, No. 14CV-7006(JS)(ARL), 2015 WL 9462108, at-*% (E.D.N.Y. Dec. 28,
2015)(no injury in fact based on an increased risk of harm where hackers stitearrd debit
card information from retailer's system§torm v. Paytime, Inc90 F. Supp. 3d 359, 36®
(M.D. Pa. 2015) (no injury in fact based on increased risk of harmevthe plaintiffs alleged
that hackers obtained and misappropriated their personal data but did not allegehbekéne
actually committed any identity theft or other crim@&glaria v. Nationwide Mut. Ins. C0998

F. Supp. 2d 646, 6587 (S.D. Ohio 2014) (no injury in fact based on increased risk of harm
where plaintiffs alleged that their Pll was stolen and disseminated but dideget that they had
been victimized by identity theft, identity fraud, medical fraud, or phishigburgy v. Express
Scripts, Inc. 671 F. Supp. 2d 1046, 1053 (E.D. Mo. 2009) (no injury in fadbased on
increased risk of harmwhere it was unclear whether plaintiff's information had been
compromised in the breach and when, if ever, it would be fraudulently used ¢chaauisarm).



to [the breached network] were able to capture or steal Plaintiffs’ Pll; whether therhawke
other criminals will attempt to use the PII; and whether those attempts will be $ukEdebsre
Zappos.comlInc, 108 F. Supp. 3dt 959 (ncreased risk of harm wa®o speculative to
constitute an injury in fact where tipessibility of harm depended “entirely on the decisions or
capabilities ofan independent, and unidentified, attpFernandez v. Leidos, Incl27 F. Supp.
3d 1078, 1087 (E.D. Cal. 2015) (“Plaffit allegations concerning his increased risk of harm
require speculation about the decisions or capabilities of independent, unidentibiesg—<be
data thief or thieves, and whether they intend to misuse [the data] at some poinurig f
(quotation marks and alterations omittedmburgy v. Express Scripts, In671 F. Supp. 2d
1046, 105253 (E.D. Mo. 2009) (no injurin factin a data breach case where piaintiff would
only be injured if many “ifs” came to pass‘if’ his personal information was compromised,
and ‘if’ such information was obtained by an unauthorized third party, and ‘ifderstity was
stolen as a result, and ‘if’ the use of Hislen identity causkehim harm”) Galaria v. Nationwide
Mut. Ins. Co, 998 F. Supp. 2d 646, 655 (S. D. Ohio 20¢fW[hether Named Plaintiffs will
become victims of theft or fraud . . . is entirely contingent on what, if anything, tideptnity
criminals do with that information.”).

These carts also often consider whether a significant period of time has passed since the
breach without the plaintiffs having suffered the threatened injury, be¢m]semore time
lapses without the threatened injury actually occurring, the notion that theifamminent
becomes less likelyIh re SugerValy, Inc, 2016 WL 81792, at *5 (no injury in fagthere ‘the
passage of nearly a year and a half without the occurrence of harm traceabl®#tatlBreach
makes it unlikely that such threatened harm is immihe&ee alsdStorm v. Paytime90 F.

Sum. 3d 359, 3667 (M.D. Pa. 2015)n0 injury in fact where the passage of almost a year with



no plaintiffs becoming actual victims of identity theft underrditiee notion that the identity
theft wasimminent);In re Zappos.coml08 F. Supp. 3d at 958 (no injury in fact where three
and a half years had passed without a single allegation of theft or fraud).

Here, althouglPlaintiffs have alleged thahe hackersaccessed Plaintiffs’ PIl and used
that Pl forcertain illegal business enterprisB&aintiffs do not allegany of thePll stolen in the
breach has been used to commit any identity ,theftid, or any other act that has resulted in
harm to any plaintiffNor do Plaintiffs allege any factshat suggest that theackersintend to
commit dentity theft, fraud, or any other act that would result in harm to any plaiftitfs, as
in the above casethe CourtcannotdeterminewhetherPlaintiffs will suffer harm in the future
without engaging irconsiderablespeculation about the hackemssible intentions and future
actions. Raintiffs will suffer harm onlyif the hackers actuallintend to use Plaintiffs’ Plto
commit identity theftfraud,or some other act thatight harm Plaintiffs;if the hackerattempt
to usethe Plito commit such identity theffraud, or other acif they actually succeed in doing
so; andif the identity theft,fraud or other act causes harm to Plaintiffs. In light of the
uncertainty over whether any of theseentswill occur, the Court cannoirid that Plaintiffs face
any harmthat is“certainly impending This conclusion is strengthened by the fact timatre
than twoyears have passed since the original data breach without a single alleged iostance

identity thef or fraud involving anyf Defendant’s customsr’

®> Even assuming that the “substantial risk” standard mentioned iGlémpe footnote could
somehow apply here instead of the “certainly impending” standard, the Court alsohfihds t
standard is not satisfied for the same reasons that the “certainly impeistimgitard is not
satisfied.See, e.g.In re Supervalu, In¢.2016 WL 81792, at *5 (plaintiffs failed to show that
there was a substantial risk that harm would occur from a data breach whereathbszh no
incidents harming plainti#f in over a year and where the occurrence of the harm depended on
speculation about what the hackers would degrnandez 127 F. Supp. 3d at 1087 (no
“substantial risk” of harm from data breach where allegations concerning risknofréquired
speculatio about the future actions of a third party).
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Plaintiffs emphasizethat here, unlike in some of the cases relied orDbfendantin
which it was unclear whether the plaintiffs’ information had been accessedaiher the
hackers hadnalicious intentthe hackers heractually accesseithe Pll and used it for unlawful
purposesHowever, those allegations do not change the Court’s conclusion. First, some of the
cases relied oy Defendantdid involve allegations that data had actually been accessed by
hackers with matiious intent See In re Zappadnc., 108 F. Supp. 3d at 95&creased risk of
harm was too speculative to support standing evieaere Pll was Stoleri and even “[i]f the
Court assumes that the hacker or some other nefariousptriyl remains in possession of
Plaintiffs’ personal information”);Storm 90 F. Supp. 3d at 360 injury in fact despite
allegations that the plaintiffs’ Plhad been “stolen,” “accessed,” and “misapproprigted”
Second, although the Court does not need to speculate abouemtiethhackerdiere will
actually access the PII or whether they havalicious intent, the Court is still required to
speculate about whether they intend to commit any @ttsh as identity théftthat might
actually harm any of thendividual plaintiffs, whether they will succeed in committing those
acts, and whether those acts wasult in actual harm tol&ntiffs. As discussed abovi light
of that uncertainty about the intentions and possible actions of third parti€uhecannot find
that any harm to Plaintiffs is “certainly impendingr that there is a substantial risk of it
occurring,particularly in light of the passage of more than two years without it havingredc

Plaintiffs also argue thatstead of relying on the cases discussed above, the Court should
rely on Remijas v. Neiman Marcus Group, LLZ94 F.3d 688 (7th Cir2015).In that case,
350,000 credit card numbengere exposed to a data bredghhackersand within a fas months
of the breachfraudulent charges had been mash 9,200 of the card&d. at 690. The court

found that the holders of the otheards had standing to sue based on the imminent risk of future
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harm to them, noting thdhey “should not have to wait until hackers commit identity theft or
creditcard fraud in order to give the class standing, because there is an ‘objectiasbnable
likelihood’ that such an injury will occur.ld. at 693.As a peliminary matter, the Court notes
that it appears that the Seventh Circuit was using the “objectively eddsohkelihood”
standard that was rejected by the Supreme Coutiapper See Clapperl33 S. Ct. at 1147
(“[Tlhe Second Circuit’'s ‘objectively reasonable likelihood’ standard is inctargisvith our
requirement that ‘threatened injury must be certainly impending to constitute imjéagt.”).
Moreover, to the extent that the Seventh Circuit was applying the appropriatercgtanda
factually distinguishable. The 9,2@@udulent chargem Remijasdemonstratethat the hackers
in that casantended to use, wereapable ofusing and were actually using the stolen data to
create fraudulent credit card charges as to some cardholders, whicltangiyifincrease the
likelihood thattheyintended to dahe same witliegard to the remaining @droldersand would
be capable of doing s@hat factdistinguishe®Remijasfrom the instant case, in whichore than
two years have passed with no incidents of identity theft or other actualtbdh® individuals
whose PIl was taken

The other cases rigld on by Plaintiffsare similady distinguishableSeeLewert v. P.F.
Chang’s China Bistro, In¢.819 F.3d 963, 965 (7th Cir. 2016) (several fraudulent transactions
were made on one dlhe plaintiff's cards shortly after the data breacK)pttner v. Starlbicks
Corp, 628 F.3d 1139, 114@®th Cir. 2010) (after a laptop containing unencrypted personal data
was stolen, one of the plaintiffs alleged that someone attempted to open actaumkt & his
name)® In re AdobeSys., Inc. Privacy Litig.66 F. Supp. 3d 1197, 1216 (N.D. Cal. 2014) (data

stolen by hackers had surfaced on the internet). Moretmvdre extent thahesecases cannot

® Significantly, Krottner predatedClapperand does noaddresr discuss either the “certainly
impending” standard or the “substantial risk” standard.
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be distinguished from the instant case, the Cods themless persuasive than the cases cited
by Defendnt, because they are lesmsistentwith Clappers holding that a threatened injury
must be‘certainly impending” to satisfy the injuin-fact requirement,sawell as itssuggestion

that courts should b&eluctan[t] to endorse standing theories that rest on speculation about
decisions of independent actorS&€eClapper, 133 C. Ct. at 1147-50.

For all of the above reasons, the Court finds that Plain@ffegations regarding the
increased risk ofdentity theft and fraud are not sufficient to demaatstinjury in fact for
purposes of Article 11l standing.

ii. Costs of Monitoring and Mitigation

Plaintiffs also allege that they have suffer@gury in the form of the alleged financial
and/or temporal costs of monitoring their credit, monitoring their financial acgoand
mitigating their damages. Compl. § 15. Defendangues thabecause the risk of future harm
that forms the basis for the alleged need for monitoring or mitigation is not immineobsthi®
monitor for it or mitigate the risk of it is not sufficient to confer Article Ill standing

In Clapper, the Supreme Court found thaaitiffs “cannot manufacture standing merely
by inflicting harm on themselves based on their fears of hypothetical futurethatms not
certainly impending.”133 S. Ct. 1151. “If the law were otherwise, an enterprising plaintiff
would be able to secure a lower standard for Article Il standing simplynbking an
expenditure based on a nonparanoid felak.'Consistent withClapper, “[i] n data breach cases,
courts consistently hold that the cost to mitigate the risk of future harm doesnstitute an
injury in fact unless the future harm being mitigated against is itself immirdane”SuperValu,
Inc., 2016 WL 81792, at *7 (citingases)See alsdreilly v. Ceridian Corp, 664 F.3d 38at 46

(3d Cir. 2011) (“[A] lleged time and money expenditures to monitor [plaintiffs’] financial
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information do not establish standing, because costs incurred to watchpfecidative chain of
future events based on hypotbat future criminal acts are no more ‘actual’ injuries than the
alleged ‘increased risk of injury’ which forms thesksa for [plaintiffs’] claims.”) In re
Zappos.cominc., 108 F. Supp. 3d at 961 (“The Court’s finding here that the threat of future theft
or fraud is not sufficiently imminent to confer standing compels the conclusiomthating
costs to mitigate that threat cannot serve as the basis for this action.”)

Here, lecausdhe Court haslreadyfound thatPlaintiffs’ increased risk of identity theft
or fraud isdoes not constitute an imminent harm, the cost of monitoring for that risk or
mitigating that riskcannot constitute an injury in fact.

lii. Failure to Receive the FullValue of Bargainedfor Services

Plaintiffs next allege thathey have been injureds a result of the data bredosbcause
they received brokerage and financial services that were less valuabthdtanes they paid for.
Compl. 114. Specifically, they dégethat Plaintiffs bargained for, and expected to receive, data
security measures safeguarding and protedtieg privacy of their PlII,Compl. § 45 that a
portion of the brokerage and financial services fees Plaintiffs paidovasta management and
data securityCompl. 114; andthat Plantiffs would not have opened accounts with Defendant,
or would not have paid as much with respect to those atxtwad they know that Defendant
failed to take reasonable precautions to securedetpl. § 46.

A majority of courtshavefoundthatsimilar allegation®f loss of bargainefbr services
in data breach casese not sufficiently concrete tsatisfy the injury in fact requirement of
Article 1l standing.In re SAIC 45 F. Supp. 3d at 30T the extentthat Plaintiffs claim that
some indeterminate part of their premiums went toward paying for securdsunes, such a

claim is too flimsy to support standinghey do not maintain, moreover, that the money they
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paid could have owould have bought detter policy with a more bullet-proof information
security regime. Put another way, Plaintiffs have not alleged facts that tehowhe market
value of their insurance coverage (plus security services) was somehothdessahat they
paid’); Fernandez127 F. Supp. 3dt1089 (no injury in fact based on lost benefit of the bargain
becase “Plaintiff has not alleged facts from which a plausible inference could e tinat he

has been injured by a loss in value of his insurance coverage, nor has he alleged that dfie value
his health care coverage after the Data Breach is less than what it was before Bre&x#t];

In re SuperValu, Inc.2016 81792, at *8 (rejecting the plaintiffs’ argument that they were
harmed by the lost benefit of their bargaioting that the plaintiffs did “natllege that the Data
Breach diminished the value of the groceries or other gtiespurchased from Defendants”
and did not “allege facts showing that the price they paid for the goods included an drabunt t
both parties understood would be allocated toward protecting customer ;d&a.te
Zapposcom, Inc, 108 F. Supp. 3d at 962 n(Eejecting theory that plaintiffs hastanding based

on analleged decrease in the value of Zappos’s servigbere the plaitiffs did “not explain
how the data breach impacted the value of the goods they purchased from Zappos” and did not
“allege facts showing how the price they paid for such goods incorporated sornelgrastim

that was understood by both parties to be allocatedrtsthe protection of customer d&ta
See also Remijag94 F.3d at 6995 (noting indicta that the benefit of the bargain theory was
“problematic” and “dubious” where plaintiffs had not alleged any defect in any proiclent
purchased)But see In re Anthem Data Breach LitigNo. 15md-02617, 2016 WL 589760t a
*27 (N.D. Cal. Feb. 14, 2016) (loss of benefit of the bargaifficient to show injury in fact
where the plaintiffs alleged that had the defendants disclosed that their cosysams and

data security practices were inadequate, the plaintiffs would not have emadleddefendants’
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health care plansilaridge v. RockYou, Inc785 F. Supp. 2d 855, 8&1 (N.D. Cal. 221))
(finding plaintiff had alleged injury in fact based on lost benefit of the batgaory noting that
plaintiff was setting forth a “novel theory” and that there was a “pautitptrolling authority”
on the issue).

Here, Plaintiffsdo not allege facts from which a plausible inference could be drawn that
Plaintiffs received services from Defendant that were less valuable than thosaff$lain
bargained forAlthough they allege in a conclusory fashion that a portion of the brokezage f
they paid toDefendantwere for “data management and security,” theyndballege any facts
showing how any fee they paid was understood by both parties to be allocated toward the
protection of customer data. Nor do Plaintiffs allege that the money theycqald have or
would have bought betterpolicy with amorebullet-proofdatasecurity regimeThus, Plaintiffs
have not alleged an injury sufficiently concrete to satisfy Article iHjury in fact requirement.

iv. Deprivation in Value of Plaintiffs’ Personal Information

Plaintiffs also allege that as a resaft the databreach they have suffered (and will
continue to suffer) economic damages and other injury and harm in the form of the deprivati
of the value of their PII, for which there is a weéditablished national and international market.
Compl. § 13.Plaintiffs allege thatthey have a valuable property right in th&H and that
Plaintiffs, notdata thievesshould have the exclusive right to monetize their [@lIThey allege
that “[flaced with the choice of having their PIl . . . used without their authorizatiGus/er
selling their P1l on the black market and receiving the compensation themselvasf$iaould
choose the latterId.

Most courts have found that similaliegations are insufficient tdemonstrate an injury

in fact See, e.qg.In re Zapposom, Inc, 108 F. Supp. 3d at 93finding no injury in fact based
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on deprivation of value of personal information; noting that “Even assuming that Pladditis
has value on the black market, Plaintiffs do not allege any facts explaining howet®nal
information became less valualds a result of the breach or that they attempted to sell their
information and were rebuffed because of a lower gomat attributable to the security
breach”);Fernandez.127 F. Supp. 3dt 1087 finding no injury in fact based on deprivation of
value of PIlI where plaintiff “has not alleged that he intended to sell his [Fal] hie plans tsell

it in the future, that he is foreclosed from doing so because of the Data Breach,toe tthata
breach reduces the value of the [PII] he possesdBat#ria, 998 F. Supp. 2dt 660 (no injury

in fact based on deprivation of value of personal information where plafaiifsl to allege that
the breach actually prevented them from selling their information at the priceldivaed it was
worth); In re SuperValuInc, 2016 WL 81792, at *7 (no injury in fact based on deprivation of
value of personal information whetBlaintiffs have failed to allege any facts explaining how
their PIl became less valuable as a result of the Data Brgach.”

Here, as in the above casédaintiffs do not allege any facts showing how their PII
became less valuable as a result of the datchrélthough Plaintiffs allege that they would
rather sell their PIl on the black market than have it used without their aattihami they do not
allege that they ever intended to sell their information on the black market, thaévbey
attempted to sell it after the ddieeach and were unable to do so, or that twyattempted to
sell it after the data breach and were forced to accept a lower price than théyhaveihad the
data breach not occurred. Nor do they allege any other facts suggéestirtbey have been
foreclosed from capitalizing on the value of their personal information because afata
breach. Therefore, as in the above casé¥aintiffs have not alleged an injury sufficiently

concrete to satisfy Article III's injury in fact requirement.
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v. Invasion of Privacy and Breach ofConfidentiality

Plaintiffs next assert thahey have suffered an invasion of privacy and a breach of
confidentiality,allegingthat consumers place a high value on the privatyedf personal data.

Courts have held that loss of privacy and breach of confidentiality arabstoactto
establish Article Ill standingSeeln re SuperValu, In¢.2016 WL 81792at *8 (allegations of
loss of privacy and confidentiality did not support standing because plaintiffs “havdegystdal
facts showing that the loss of privacy and confidentiality resulted in ereteninjury”);In re
Zappos.com108 F. Supp. 3d at 962 n.5 (“EverPifintiffs adequately allege a loss pifivacy,
they have failed to show how that loss amounts to a concrete and particularizgg mgting
that “Plantiffs do not claim that they have suffered any damages due to a loss of privacy”

Here, Plaintiffs do not allege any facts demonstrating that they sufferedbamges or
injury due to a loss of privacy or breach of confidentialitiiese theories are not sufficiently
concrete taestablish injury in fact and do not support standing in this case.

For all of the above reasons, Plaintiffs have failed to plead facts demonstnatinigety
have suffered any injury in fact. Therefore, Plaintiffs lack standing, and the mast be
dismissed for lack of subject matter jurisdiction. Because the dismissal is fooflat&nding
under Rule 12(b)(1), the dismissal is without prejudigee In re Supegly, Inc, 2016 WL
81792, at *8In re Zappos.com, Inc108 F. Supp. 3d at 962.

B. Motion to Dismiss Under Rule 12(b)(6) for Failure to State a Claim

Because the Court concludes that it is without sulmjedter jurisdiction over this case,

the Court neediotaddress Defendant’s motion to dismiss for failure to state a claim under Rule

12(b)(6).
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1. CONCLUSION

For all of the above reasons,

IT IS HEREBY ORDERED that Defendant Scottrade, Inc.’s Motion to Dismiss
Consolidated Class Action Complaint. (Doc. 58RANTED.

IT IS FURTHER ORDERED that Defendant Scottrade, Inc.&arlier Motion to
Dismiss (Doc. 19), which was addressedttee Gomplaint that was filed by Andrew Dugum
prior to the filing of the Consolided Class Action Complaints DENIED as moot.

IT IS FURTHER ORDERED that Plaintiffs’ Consolidated Class Action Complaint

(Doc. 40)is DISMISSED without prejudice.

A4, 00 )

SHIRLEY PADMORE MENSAH
UNITED STATES MAGISTRATE JUDGE

Dated thisl2th day ofJuly, 2016.
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