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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MISSOURI
EASTERN DIVISION

MARITZ HOLDINGS INC.,

Plaintiff,

VS. Case N04:18CV-00825SEP
CERTAIN UNDERWRITERS AT
LLOYD’'S LONDON SUBSCRIBING TO
POLICIES NUMBEREDB122F10115115
AND F10115116, et al.,

Defendans.

N N N N N N N N N N N N N

MEMORANDUM AND ORDER

This matter is before the Court on Defendant Certain Underwritersyat’slbondon
Subscribing to Policies Numbered B122F10115115 and F101EU@aderwriters”)
Motion to Compel pursuant to Federal Rules of Civil Procedure 34 and 45. Dok. THEL
Motion to Compel is directed to Plaintiff Maritz Holdings Inc. (“Marita”“Plaintiff’) and
non-party Intersec Worldwide, Inc. (“Intersec’ynderwriters requestbat this Court: (1)
order Maritz to produce all documents in its possession, custody or control which are
responsive to Request Nos. 11-13, 16-18, and 29 in the Requests for ProdRE&#Rs)
submitted by Underwriters to Maritz; (2) order Intersec twpce all documents in its
possession, custody or control which are responsive to Request Nos. 3-12, 14, 28-30, 31, 34,
and 35 in Schedule A of Underwriters’s subpoduees tecuno Intersec; (3) order Intersec to
produce complete, accessible and coherepies of all documents that have been previously

produced by Intersec in a format that is incomplete, inaccessible and/or incohied¢h)
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order Maritz to produce all communications with and records of its privacy counsét and i
coverage counselt Thompson Coburn LLC (“Thompson Coburthgat are respsive to the
RFPs to Maritz

The partiesappearedt a hearingin the courtroom of the undersigned on October
21, 2020, to discudhis Motion to Compel, as well &efendant Arthur J. Gallagher Risk
Management Services, Inc.’s (“Gallagher”) Motion to Contedcted against Underwriters
and Clyde & Co. US LLP (“Clyd®. SeeDoc. [66]. After that hearing, the Court granted
Gallagher’s Motion to CompelSeeDoc. [161]. [ue to time constraintfheinstantMotion
was not resolved at the hearing but was instead taken under consideration by the Court

. Factual and Procedural Background

This case involves a dispute over insurance coverage for alleged lossgsoatisin
cybersecurity breaches experiencedRigintiff, through which certaielectronically stored
gift card information was stolen. Underwriters issued breach-response iresooaecage to
Maritz for 2015 through 2017 under two separate policies (“Policies”). Those policies
provided coverage for, among other things, certain fees and costs iMightzncur in
responding teucha security breach. Maritz experienced twybersecurity breaches: one in
March 2016, and another in February 20Edllowing the first security breach, Maritz
retained forensic firm Charles River Associates (“CRA") to investigateeandrate the
perpetrators’ access to Maritz’s systems. For the second breach, Maiiezd etdifferent
forensic firm, Intersedp investigate and terminatiee breach.

Maritz submitted claims to Underwriters for expenses it alleges areecbuader the

Policies. Maritz seeks coverage under Section I.D, the “Breach Response Costsginsuri



Agreement? and Section |.G, the “Restoration Costs Insuring Agreerienthe Pdicies.
Those sections of the Policies do not cover betterment or improvementfndekitz’s

digital systems, but instead cover work performed by CRA and Intdraegas necessary to
investigating and terminating the breaches, and to replacing,imgstor recreating Maritz’'s
digital assets to their pitlereach condition.The Policies also include Exclusion Clause IV.R,
which applies to the Restoration Costs Insuring Agreementyvhruth expressly bars coverage
for “updating” or “upgrading” Maritz'digital assets andystems.

Underwriters denied coverage Maritz's claimsafter whichMaritz filed the instant
action, asserting claims for breach of contract and vexatious refusastadaderwriters, and
seeking damages of between approximatel$ $4d 5.5 million. During the course of
discovery, Underwriterservel RFPs on Maritz and Intersec, each of which declined to
produce certain documents and information responsive to the RFPs. More spedifiaatz
withheld certaininformation regarihg the work and costs related to its systems repair or
upgrades, which would have been responsive to RFP Nos. 11-13, 16-18, and 29, on grounds
that the RFPs assue were overbroad and unduly burdensome. Maritz also withheld its
communications with itsteorneys at Thompson Coburn in that firm’s capacity as both privacy
counsel and coverageunsel on the basis of attorneyient privilege. Additionallyalthough
Intersec produced documents and information in response to RFP Nos. 3-12, 14, 28-30, 31, 34,
and 35Underwriters allegethat certain of those documents were inaccessible (due to, for

example, being password protectedjvere produced in amcoherenformat. After the

! The Breach Response Costs Insuring Agreement covers “forensic professional fegseases to
determine the cause and extent of such security breach and terminate the securithonead,
betterment of the computer system is not cedgf

2 The Restoration Costs Insuring Agreement covers the “actual, reasonable andrpecesss [Maritz]
incur[s] to replace, restore, or recreate [Maritz’'s] Digital Assets ttetred or condition at which they
existed prior to sustaining any Loss . . .."



parties were unable to come to an agreement regarding the discovery réduebstayiters

filed the instanMotion to Compel to enforce compliance with the RFPs. As further discussed

below, Underwriters’ Motion to Compel will be granted in part and denied in part.

. Discussion
i. Legal Standard
Federal Rule of Civil Procedure 26(b)(1) states that “[p]arties maynothitsgovery

regarding any nonprivileged matter that is relevant to any party’s oladafense and
proportional to the needs of the case, considering the importance of the istaks at the
action . . . the parties’ relative access to relevant information, the pagsesirces, the
importance of the discovery in resolving the issues, and whether the burden or expease of t
proposed discovery outweighs the likely benefit.” FedCiv. P. 26(b)(1). Courts construe

Rule 26(b)(1) broadlySeeOppenheimer Fund, Inc. v. Sande487 U.S. 340, 351 (1978).
“Given that the [FRCP] allow][s] for broad discovery, the burden is typically onatig p
resisting discovery to explain why discovery should be limiteégiricinnati Ins. Co. v. Fine

Home Managers, Inc4:09CV234-DJS, 2010 WL 2990118, at *1 (E.D. Mo. July 27, 2010).
However, courts should be mindful that the scope of discovery is intended to focus on the actual
claims or defenses that are at issue in the litigat®ee, e.g., Mallak v. Aitkin Countyo. 13-
cv-2119 (DWF/LIB), 2016 WL 8607391, *6, (D. Minn. June 30, 2016). This standard applies to
requess for production between litigants pursuant to Federal Rule of Civil Procedure 3dl| as w
as to subpoenahuces tecurander Federal Rule of Civil Procedure 45eeFed. R. Civ. P. 34;
Prime Aid Pharmacy Corp. v. Express Scripts,,INo. 4:16€V-1237, 2017 WL 3129807, *1

(E.D. Mo. July 24, 2017) (applying Rule 26(b) to subpcdunzes tecuin



A party responding to a request for production uriekteral Rule of Civil Procedui@t
or to a document subpoena un8ederal Rule of Civil Procedudb must produce material in its
possession, custody, or control, to the extent such material is otherwise rehelvdiscaverable.
SeeFed. R. Civ. P. 34(a)(1); 45(a)(1)(iii). Electronic documents are to be produced in #he sam
manner as they are keptthe normal course of business or otherwise in a manner organized to
correspond to the categories of the relevant document regesfted. R. Civ. P. 34(b)(2)(E)(i);
45(e)(1)(A).

il. Parties’ Agreement on Certain Discovery Matters

The parties haveepresented to the Court that, since this Motion to Compel was fully
briefed,they have reached an agreement with respect to certarmationrequested by
Underwriters. The partiestate thathey have agreed to provitte Underwriterdy no later than
November 12, 2020, the following items:

(@  Any and all internal memoranda or report(s) prepared by
Maritz discussing: (i) the security of data or information
stored in any of Maritz’'s electronic systems from January
1, 2014 to January 1, 21B; (ii) the state of Maritz's data
security software, hardware, protocols, procedures, or
systems from January 1, 2Q1d January 1, 2018; and/or
(i) any change, alteration, or improvement to any of the
Maritz’s electronic systems considered, proposed,
contemplated, executed, or implemented by Maritz from
January 1, 2014, to January 1, 2018.

(b)  Any and all memoranda or report(s) prepared for Maritz by
any other Person (or entity) discussing (a) through (c)
above.

(© Any and all board minutes from Maritz or any subsidiary
of Maritz discussing (a) through (c) above.

(d)  All communications to or from any person at Maritz with
decision making authority as respects the security of
Maritz’'s electronic systems discussing (a) through (c)
above.

(e) All communications betves Maritz and Intersec relating
to the RFP [the “Request for Proposals”] that Maritz was
corresponding with Intersec about prior to the 20Eabh



and/or any services, system changes and/or system
improvements contemplated in connection with that RFP.

Additionally, Maritz has agreed to produce its privacy counsel’s files, incladling

communications between Melissa Ventrone at Thompson Coburn and Maritz by no tater tha
November 12, 2020. Finally, Maritz and Intersec have provided a password thetsbeywill

permit access to all Intersec documents already producedridatwriters has been unable to
access due to their passwqmobtected state. The Court acknowledges the agreement reached by
the parties as described above and will order Manitzlatersed¢o produce all documents and
informationencompassed by the agreement by no later than Novem®202»

iil. RFP Nos. 11-13, 16-18, and 29 to Maritz and RFP Nos. 3-12, 14, 28-30,
34, and 35 in Schedule A of Subpoena to Intersec

CRA'’s and Inersec’s fees make up a majority of the costs for which Maritz seeks
coverage in this lawsuit. Underwriters asserts that some evidence sulygebtaritz may
have included in the costs submitted to Underwriters for coverage under thesRmlitaén
Intersec fees related to improvementdtaritz’s digital systemswhich are not covered-or
example, another of Maritz’s insurers, Defendant Affiliated Féthined a forensic
investigator, Envista Forensics, LLC (“Envistéd)review the Intersec invoicesibmitted by
Maritz when making its claim under the Policies. Underwriters assertSrfsta concluded
that the invoices reflected sigimiint improvement work. AdditionallyJnderwriters asserts
that Maritzhasadmitted that some portion of the wasdlected in the Intersec invoices was
for uncovered improvements$.urthermorelintersec’s fees related to the second breach were
significantly higher than the fees charged by CRA for work performed in commedgth the
first breach, and Underwriteassguesthat this suggests that Intersec’s invoices may have

includedfees foruncovered improvements.



On October 30, 201&)nderwriters submitted certaRFPsto Maritz, which were
intended to gain information about the state of Maritz’s digital systefasdoand after each
breach, in order to more fully understand whether any portion of the fees submitieditz
to Underwriters may be associated with uncovered improvements to Marititsd dggets.
RFP No. 13 requested communication with any vendor retained in connection with the
breaches, including CRA and Intersec, as well as documents related to suamezation.
RFP Nos. 11 and 12 sought productodrdocuments related generally to the costs Maritz
claims are covered by the PolicidBFP Nos 16-18 and 29 sought production of documents
related to the prbreach state of Maritz’'s systep@sd any change or improvement to those
systems that was contemplated by Maritz before either of the breda¢heésrwriters asserts
that it cannot fully and independently assess which, if any, Inteeeswere for
improvements, and were thus uncovered, unlesshitieéy a more complete picture of gtate
of Maritz’s digital systems before and after eatithebreaches

Underwritersalso sulmitted tolntersec, in awbpoenauces tecunsimilar RFPs
seeking information about Maritz’s digital systems, the work performedtbyskec, and
related communications between Maritz and Intersec. Intpredaced certain documents
responsive to the RFPs, but according to Underwritergrsec has failed to produce
essentially any documents relating to the upgrades to Maritz’s systerivattita
contemplated before the second breadbdt. [113] at 12.Additionally, Underwriters alleges
that many of the documents produced by Intersec were incomplete or inaeckessrarious
reasons. For example, certain of the documents were password protected, and theynecess
passwords were not provideahile some documents were allegedly missing attachments or

wereproduced in an incoherent format.



Maritz objected to these requests, asserting that they were vague, ambiguous
overbroad, and unduly burdensome, or do not seek relevant docurdiamitz. agreed to
produce only “reports” provided by CRA and Intersemderwritersand Maritzsubsequently
met and conferred regarding their disagreement about these requests anéd@dptember of
2019. Pursuant to those discussions, in October 2019, Underwriters reached an agreement
with Maritz and Intersec to narrow the scope of requested materialsam cibsets of
documents, and Maritz and Intersec agreed to produce the information souglerwriters
also requested that Intersec cure the deficiencies identified in certain docproeoisd,
including providing a valid password for the protected documents, but Intersec never
responded to that request. As of February 2020, none afitbedupon documentsr
informationhad been provideloly Maritz or Intersec

Underwriters then filed the instant Motion te@i@pel asking this Court to compel
Maritz to produce materials responsive to RFP Nos. 11-13, 16-18, and 29, and ordering
Intersec to turn over all remaining materials responsive to RFP Nos. 3-12, 14, 28-30, 31, 34,
and 35 in Schedule A of the Subpoelh@es tecunto Intersec. Underwriters also asks the
Court to ordeintersec to produce complete, accessible and coherent copies of all documents
that have been previously produced by Intersec in a format that is incompletessilalec
and/or incoherent.

Underwriters arguethat the materialequested in the disputed RFPs and subpoena is
plainly relevant to the claims and defenses at issue in this taseCourt agreesThe
requested information pertains to work performed by Intersec for whichz\8adts

reimbursement from Underwriters in its claon the Policies. Documentation and

3 Underwriters made this concession without prejudice to its rights to sek&rfinformation in the
future. SeeDoc. [113 at 13.



communicationsliscussing the status of Maritz’s digitaistems before and after each of the
breacheglearly bears on the question of whether the Intersec fees for Miiitz seeks
reimbursement were relateddovered work or to uncovered improvements.

Further, Underwritereas demonstrated that the material sought is proportional to the
needs of the caséMaritz seeks to recover approximately $5.2 million in Intefees and
costs. This represents the vast majority ofddamagesoughtoy Maritz in this litigation.
Accordingly, information and documentation that sheds light on the nature of irdessek
for Maritz seems neither overreaching nor unduly burdensome. Because thal s@ight
by Underwriters is both relevant to the claims and defenses in this action andipnapto
the needs of the case, the Court concludes that Maritz and Intersec must prochete rilaé¢
in question.

Based on the parties’ representations to the Court about their recent agreemen
regarding these discovery disputes, as discusgad it appears that Maritz and Intersec have
agreed to produce mud the disputed material. Additionally, it seems that Intersec has
agreed to correct its deficient production with respect to password protecte theve s&
inaccessible informain. The Court expects that Maritz and Intersec will comply with the
agreement among the parties as represented to the Court and provide the mgteg&tion
by no later than November 12, 2020. To the extent that the parties’ agreement did not resolve
all issues with respect to the disputed RFPs and the subpoena, the Court will ordergeroducti
of all material that is responsive RFP Nos. 11-13, 16-18, and 29 directed to Maritz, and RFP
Nos. 3-12, 14, 28-30, 31, 34, and 35 in Schedule A of the snhdaees tecuro Intersec.

\2 Communications Between Maritz and Thompson Coburn

Maritz retained Melissa Ventrone ©hompson Coburn to addretbe legalprivacy



concerns that were expected to arise in connectiontétbreachesDuring the course of
discovery, Underwriters requested that Maritz produce all communications witeamds of
Thompson Coburn iits capacity as privacy counsel. Underwriters argues that the irtffomis
relevant to the claims in this case becadus#itz, in its claim sibmitted on the Policies, included
invoices relating to the wonerformedby privacy counselMaritz objected to these requests on
the basis of attornegtient privilege. Underwriters argues that because Maritz and Underwriters
shared a common interesith respect to the privacy work performed by Thompson Coburn, the
attorney-client privilege does not shield its producti&ee Coregis Ins. Co. v. Lewis, Johs,
Avallone, Aviles, and Kaufman, LL@1-CV-3844 (SJ), 2006 WL 2135782, at *15 (E.D.N.Y.
July 28, 2006) (the common interest rule “allows” an insurer aligned in interest withsiined
to have access to privileged communication between the insured and its counsel, witlsbut brea
of the attorneyelient privilege.”).

As discussedupra the parties have contean agreement with respecttterequest for
production of communications between Maritz and its privacy coumdatitz has conceddtiat
the requested communications are not privilpgeected andhas agreed to produce its privacy
counsel’s files, including all communications between Melissa Ventrone at ThorGodurn
and Maritz by no later than November 12, 2020. The Court expects that Maritz will comply
with the terms of the agreement reachetiieen the parties and will order such compliance to
the extent the relevant production has not been completed by November 12, 2020.

Maritz also retained Thompson Coburn to represent it in connection with this rsatter a
coverage counsel, in which capaditgssisted Maritz with the claims processes and Maritz’s
efforts to recover insurance proceeds for Maritz’s incurred lossederwritersrequested that

Maritz produce all communications with and records of Thompson Coburn in its capacity as

10



coverage consel with respect to the breachdéaritz objects to the request, arguing that these
communications are absolutely protected by the attochewt privilege. Underwriterargues
that theseommunicationémust be produced to the extent that any such production [of
communications between Underwriters and its coverage co@igde& Co.] is ordered” by
the Court. SeeDoc. [113]at 18

Some background is necessary to underdthrterwriters’s argument with respect to
this matter. The parties have besnbroiled in a related discovery dispute, during which
Defendant Arthur J. Gallagher Risk Management Services (“Galladliiget) aMotion to
Compel production by Underwriters of communications with its coverage counsel,&(yde
US LLP (“Clyde€), including Clyde’s claims file prepared in connection with the breac8es.
Doc. [66]. After Gallagher filed itdMotion to Compel, Maritz filed a memorandum in support of
Gallagher'smotion SeeDoc. [90]. Underwriters and Clyde objectetqintainng that
communicatios between Underwriters and Clyde w@metected by thattorneyelient privilege
because Clyde’mvolvement was solely that of coverage counsel in advising Underwriters as to
whether coverage existed undee law with respect to Maritz Policies. However,Gallagher
and Maritz argued that Clyde was deeplypolved in the adjustment of the claim and
participated in Undevriters’ factual investigatiomnd determination of coverag@&hey further
assertedhat to the extent Clyde’s actiswith respect to Maritz’s claims were akin to that of an
insurance company adjusting a claim, atierneyelient privilegedid not apply and could not
protectthe contents oflyde’sclaims file.

Generally speakingstommunications between an insurer and its outside coverage counsel

are privileged, so long as coverage counsel is providing an insurer with advice as to whethe

4 Gallagher is an lllinois based insurance brokerage service that acted as Markzisioth
respect to the Policies.
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not coverage exists under the law. Conversely, to the dkegioiutside coverage counsel
engaged in processing and adjusting the claim, the privilege does not 8pplyWorkman v.
The Cincinnati Ins. CoNo. 2:17cv-00036 PLC, 2017 WL 6025999, at *3 (E.D. Mo. Dec. 5,
2017) (“[T]o the extent that an attorney acts as a claims adjuster, claiogspisupervisor, or
claims investjation monitor, and not as a legal advisor, the attorney/client privilege does not
apply.”); Bertalo’s Restaurant Inc. v. Exchange Ins.,G40 A.D.2d 452, 454-55 (N.Y. 1997)
(“The payment or rejection of claims is a part of the regular business ofusarine company.
Consequently, reports which aid it in the process of deciding which of the two indicaiens
to pursue are made in the regular course of its business. Merely because suchigatiovest
was undertaken by attorneys will not cloak the reports and communications wiigeri
because the reports, although prepared by attorneys, are prepared as pargofahleuginess
of the insurance company.”).

After considering the briefing aive motion, together withthe parties’ arguments tne
discoveryhearingheld before the undersigned on October 21, 2020, the Court concluded that to
the extenClyde had been acting in the nature of a claims adjustor, the attolieayprivilege
would not serve to protettie factual results aflyde’sinvestigationof the breaches
Consequently, the Court granted Gallagher’'s Motion to Compel, and ordered Undsravrder
Clyde to produce unredacted versions of all non-privileged documents and informativartha
responsive to Gallagher’s requests for producti®deeDoc. [161].

Turning now tatheinstant Motion to Compel, Underwriters does adéquately explain
the significance or relevanoé communicationetween Maritz ands coverage counséb the
disputes in this case, aitchas not provided the Court widimy principledrebuttal to Maritz’s

assertion thathecommunicationgreprotected by the attornegfient privilege. Indeed, the

12



reasongroffered by Underwriters cdrestbe boiled down to an argument that it is only fair that
if they have to produce their communications with Clyde, then Maritz should have to produce
their communications with coverage counsel at Thompson Colwits reply to Maritz’s
memorandum in opposition to the Motion to Compel, Underwrgtteshat “[i]f Underwriters
are ordered to produce their lawyers’ communications, Maritz needs to prodageygss’
communications too.’'SeeDoc. [145] at 14. In other word$,Clyde’s files are not protected by
the attorney-client privilege, then Thompson Coburn’s coveralgéed communications with
Maritz also lose their privilege.

Maritz argues that Underwriterg@sition is fundamentallgnisguided because Clyde
was notacting as coverage counsel with respect to the breaches, but rather, wasatnvgsirg
adjusting the losses associated with the breaches. The Court agrees. Thgnewlkes
already determined that Clyde’s files in connection with the breachetsaimirimunications
with Underwriters are not protected by the attornkgnt privilege to the exterthat Clyde was
acting as an adjustor of the claim and not as legal counsel. The documents cr&iyele by
during its investigation of the breacha®discoverable because such documents woeld
discoverable if Underwriters were perform the same function in-house rather than outsourcing
that function to Clyde. Meanwhile, Thompson Coburn did not simifstjorm the role of an
insurer in its work as coverage counsel. Rather, Thompson Coburn advised its client, the
insured—Maritz—in connection with Maritz’s efforts to recover insurance proceeds under the
Policies. Clyde and Thompson Coburn do not stand in the same shoes with respect to the work
they performed in connection to the breaches, and Underwriters has not singvime
communications between Maritz and Thompson Coburn should be produced. Underwriters’s

arguments to the contrary seem little more thamesmanshjwhich is strongly disfavoreoly
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this Court. As all parties to this litigation surely knowisdovery is not conducted on a “fd¥-
tat” basis; rather, eadtigant is expected tact with the utmost good faith at all times.

Accordingly,

IT IS HEREBY ORDERED that DefendantUnderwriters’sMotion to Compel (Doc.
[111]) is GRANTED in part andDENIED in part. Maritz must produce all documents in its
possession, custodyr controlthatare responsive tBequestNos. 11-13, 16-18, and 29 in the
RFP issued by Underwriters to Maritz. Intersec must produce all documetstpassession,
custody,or controlthatare responsive to Request Nos. 3-12, 14, 28-30, 31, 34, and 35 in
Schedule A of the Subpoedaces tecurto Interse¢candinterse must further produce
complete, accessible and coherent copies of all documenisphatiously produced in
incomplete, inaccessible and/or incoheffentnat. And finally, Maritz must produce all
communications with and records of its privacy counsel at Thompson Coburn that are
responsive to the RFPs. Underwriters’s request that this Court order Maribzd taer

communications with and records of its coverage counsel at Thompson @Gobenied

IT IS FURTHER ORDERED that, as agreed by the parties, Maritz and Intersec shall

produce all responsive materials by no later than November 12, 2020.

oy

SARAH E. PITLYK

Dated this 1th day ofNovember, 2020.
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