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IN THE UNITED STATES DISTRICT COURT FOR THE
WESTERN DISTRICT OF MISSOURI
SOUTHERN DIVISION

Choice Escrow and Land Title, LLC, )

Plaintiff, ))
V. ; Case No. 10-0353GV-S-JTM
BancorpSouth Bank, ))
Defendant. ))
ORDER

In 2010,plaintiff Choice Escrow and Land Title, LLC (“Choice”) maintained a trust
account with defendant BancorpSoutmB#&‘BSB”). On March 17, 2010, BSB received an
internetbased request to make a wire transfer of $440,000.00 out of Choice’s trust account
through BSB'’s internet wire transfer system. BSB thereafter taesf$440,000 to an
intermediary bank [Bank of New York] wéh then transferred the funds to an institution in the
Republic of Cypress, as a beneficiary for an entity identified amiBrolaw Services, Ltd.”

The present litigation ensued witlhoice sing BSB, arguing that “ha[d] never heard
of, done business with, or held money in escrow for Brolaw,” that it did not initiate, approve,
authorize, or ratify the March 17, 2009 wire transfer, and that the wire transfarawdsléntly
initiated by an unknown third party. Choice’s claims arise under the “Fundsférs Act”
provisions of the Uniform Commercial Code (“UCC”) as adopteiMi®sissippi,Miss. CODE
ANN. 88 75-4A-101et seRev. 2002) Presently pending before the Court iI®IRTIFF’S
FIRSTMOTION FORSUMMARY JUDGMENT [Doc. 159], RAINTIFF’S SECONDMOTION FOR
SUMMARY JUDGMENT [Doc. 163], and the MTION OFDEFENDANT BANCORPSOUTH BANK FOR

SUMMARY JUDGMENT [Doc. 160]. The Court will take up the latter motion first.
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At the heart of BSB’s summary judgment motieand at the center of the entire
litigation — is the question of who should bear the risk of loss when a wire transfer is fraudulently
undertaken by a third-party unconnected to either the issuingobaiskcustomer With regard
to the allocation of such risk, the Funds Transfers provisiotieedfniform Commercial Code
(“UCC"), enactedn the State oMississippiat Miss. CODEANN. §§ 754A-101, et seq,’ provide

guidance. Initiallyas a general ruleinless otherwise provided in the UGRerisk of loss for

unauthorized transfefies with a bank Miss. CODEANN. § 75-4A-204.

In its summary judgment motion, BSB asserts that the exception to the geneaal rule
codified in the UCC applies and relieves it of liability. To that endlaleprovides:

If a bank and its customer have agreed that the authenticity of
payment orders issued to the bank in the name afustemer as

sender will be verified pursuant to a security procedupayment

order received by the receiving bank is effective as the order of the
customer, whether or not authorizédi) the security procedure is a
commercially reasonable method of providing security against
unauthorized payment orders, and (ii) the bank proves that it accepted
the payment order in good faith and in compliance with the security
procedure ath any written agreement or instructiontioé customer
restricting acceptance of payment orders issued in the name of the
customer. The bank is not requiredatlow an instruction that

violates a written agreement with the customer or notice of which is
not received at a timand in a manner affording the bank a reasonable
opportunity to act on it before the payment order is accepted.

Miss. CODE. ANN. 8 754A-202(b) émphasis addgd Thus, the risk of loss for an unauthorized
transaction will lie with austomer if the bank can establish that its “security procedure is a
commercially reasonablaethod of providing security against unauthorized payment giders
and “itaccepted the payment order in good faith and in compliance with the security peocedur
and any written agreement or instruction of the customer restricting acuepfgrayment

orders issued in the name of the customer.”

! The parties are in seeming agreement that MissisSig law applies though
Missouri UCC law appears to be identicdkeMo. REv. STAT. 88 400.4A-101et seq
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However, notwithstanding the foregoing, a custostiérwill not have to bear the risk of
loss over an unauthorized misaction if the customer can provatlthe unauthorized transaction
order “wasnot caused, directly or indirectiyljy any person:

(2) entrusted at any time with dutieséct forthe custorar with
respect to payment orders or the security procedure, or

2 who obtained access to transmitting facilities of tistomer or
who obtained, from a source controlled by the customer and
without authority of the receiving bank, informatfdacilitating

breach of the security procedure, regardless of how the information
was obtained or whether tbastomer was at fault.

Miss. CODE. ANN. 8§ 754A-203(a)(2)(i}(ii).

As noted aboveniits motion for summary judgment, BSB argues thas a matter of
law — the risk of loss associated with the unauthorized $440,000 wire transfer on March 17,
2009, lies with Choice. In ordésr BSBto prevail, the Court must lsatisfiedthat there are no
genuine issues of material fact regarding:

(1) whether BSB'ssecurity procedurevas a commercially reasonable
method of providing security against unauthorized payment orders,

(2)  whether BSBaccepted th&440,000 payment order in good faith
and in compliance with the security procedure and any written
agreement or instruction of Choistricting acceptance of
payment orders issued in the name of the Choice, and

(3)  whether the fraudster(s) who initiated the unauthorized transfer
obtained the necessary security informafrem a source
controlled by Choice and without authority®8B.>
BSB has the burden of proving the first two pointssS8MCODE. ANN. 8 75-4A-202(b)The

burden on the third point, however, shifts to ChoicasSMCODE. ANN. 8 75-4A-203(a)(2)

2 The statute defines “information” to encompass “any access device, computer
software, or the like.” Miss. Code. Ann. § 75-283(a)(2).

3 There is no contention that the subject $440,000 wire transfer was an “inside job”
undertaken with the knowledge and cooperation of employees of Choice.
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l. BSB’s security procedureis deemeda commercially
reasonable method of providing security against
unauthorized payment orders

The Funds Transfers provisions of the UCC contain a basic definition of a “security
procedure,” noting that the term includes any “procedure established by agtedra customer
and a receiving bank for the purpose of (i) verifying that a payment order or coratramic
amending or cancelling a payment order is that of the customer, or (ii) dgtectnin the
transmission or the content of the payment order or communicafibiss. CODE ANN. 8§ 75-
4A-201. The statute further notes that a security procedure ‘fe@yire the use of algorithms
or other codes, identifying words or numbers, encryption, callback procedures,lar simi
security devices. Miss. CODE ANN. § 75-4A-201. The Funds Transfers provisions of the UCC
also contain guidance regarding a determination of “commercial reasonaljlemest:

Commercial reasonableness of a security procedure is a question of
law to be determined by considering the wishes of the customer
expressed to the bank, the circumstanceseottistomer known to

the bank, including the size, type, and frequency of payment orders
normally issued by the customer to the bank, alternative security
procedures offered to the customer, and security procedures in
general use by customers and receildagks similarly situatedA
security procedure is deemed to be commercially reasonable if (i)
the security procedure was chosen by the customer after the bank
offered, and the customer refused, a security procedure that was
commercially reasonable for theustomer, and (ii) the customer
expressly agreed in writing to be bound by any payment order,
whether or not authorized, issued in its name and accepted by the
bank in compliance with the security procedure chosen by the
customer.

Miss. CODEANN. § 75-4A-20Zc).
In this case, BSB argues that its security procedure musteleened to be commercially
reasonableunder the second sentence of Section 202(c). Consequently, BSB must establish

that:



@D asecurity procedure was chosen@iyoiceafter BSB offered, and
Choicerefused, a security procedure that was commercially
reasonable fo€hoice and
2 Choice expressly agreed in writing to be bound by any payment
order, whether or not authorized, issued in its name and accepted
by BSBin compliance witlthe security procedure that was
selectedy Choice.
As set out herein, based on the summary judgment record before the Court, B8&hesthoth
of these requirements.

On April 16, 2009, Choice established an account with BSB to be utilized as an
escow/trust account. Shortly after opening this account, Choice determined that i vashe
utilize a BSB online banking product (“InView”) so as to have the ability to traresfer funds
electronically. In essence, the InView system allowed a BSB custorafettuate a wire
transfer of funds via the Internet by utilizing a User ID and passworchasisig the customer by
BSB.

In 2009, BSBypically required its customers enrolling in the InView system to utilize
“Dual Control,”which meant that an el@onic wire transfer could only be effectuated by two
individuals using separate User IDs and passwords. Basically, one individual wisuldrel
approve the requested wire transfer in the InView system; however, no fonttshwe released
until a second individual logged on to the InView system and released the funds. Choice
declined the use of “Dual Control.” Consistent with its pofi@SB had Choice execute a
MEMO on May 6, 2009that statedwith emphasis in the original):

We, Choice Escrow andaind Title, LLC, and all related entities

which utilize [BSB’s] InView Wire Module to transact online wire
requests, understand the additional risks we assume by waiving

4 If a customer refused to utilize “Dual Control,” BSB would permit the customer
to make electronic wire transfer of funds through the InView system if thenceswould sign
an agreement acknowledging it was wagythe use of “Dual Control” and the additional risks
associated with such a waiver.



[BSB’s] requirement to utilize Dual Control for outgoing wires.
By signing below we utkerstand that although InView can restrict
the account from which wires are sent and the amount related to
said wire, InViewCANNOT restrict to where the wire is sent.

Since we wish to waive Dual Control anyone who has a User ID

and Password or obtainscass to a user ID and Password can wire

funds to any other financial institution without restriction by [BSB]

or the InView system. We understand that this can occur if our

password is stolen. Further if funds are fraudulently wired out in

this manner there is a substantial probability that we will be unable

to retrieve our funds or recover losses.
The same day that Choice signed the almpuated Dual Control waiver, it completed paperwork
with BSB designating two of its employees (Cara Thulin and Brooke Bla@ytherized to

“enter,” “approve,” “release,” and “cancel” wire transgférom Choice’s escrow account at BSB.
To that end, the designatiéorm alsoprovided:
If desired, enter a daily wire transfer limit to apply at the company
level. When tfs daily limit is reached, users at the company may
not approve or release additional wire transfers on that day. (Note:
Regardless of company or user limits for higher amounts, an
account’s current ledger balance will govern whether or not a wire
transfercan be processed.)
In designating Ms. Thulin and Ms. Black, Choice declined to place a daily tréingfeon either
employee, and Choice further declined to put a daily limit on the daily trahsfeCfioice
companywide.

In November of 2009, a Clee employee (Jim Payne) received amal from one of its
underwriters containing an “Escrow Bulletin” that warned of a scam Wwheréraudster would
embed a “Trojan horse” on to a victim’s computer, collect the victim’s password$)eand t
(using the passwords) wire funds from the victim’s account to foreign banks. On Novembe

2009,Mr. Payne forwarded themail to BSB and asked whether wire transfers to foreign banks

could be limited Two days later, Ashley Kester with BSB responded:



Hi Jim, sary to just now be responding. | had to do some research

to find out if this was possible. We are unable to stop just foreign

wires, the solution is Dual Control. We always recommend Dual

Control on wires. We discussed this when we set up InView and

you decided to waive Dual Control. Would you like to consider

adding it now? This is the best solution, that way if someone in

the company is compromised then the hacker would not be able to

initiate a wire with just one user’s information. Let me know,

thanks!
Mr. Payne responded to thigveil within a few minutes by asking for the “mechanics” of Dual
Control and noting that it “[s]Jound[ed] as if it would be a good precaution.” Ms. Kester
thereafter anailed Mr. Payne and informed him:

It will take two people within InView to send a wire. One person

to enter and another to approve/send. We will need to alter our

agreements and will send the changes to you.
However, a half-hour later, Mr. Payne responded to Ms. Kestenaile-

Actually, I don’t think that would be a good procedure for Usts-

of time Paige [Payne, a Choice employee] is here by herself and

that would be really tough unless we all shared passwords.
Ms. KesteracknowledgedWr. Payne’s anail, noting everythingvould be left as it waand
informing Mr. Payne to let her know “if [Choice] would like to make any changBstiveen
the email exchange on November 13, 2009, and March 17, 2010, no changes were made to
Choice’s InView procedures.

Between May 6, 200@vhen the InView access was created for Choimedl March 17,

2010, Ms. Thulin and Ms. Black made over 250 wire transfers on behalf of Choice using the
InView system tasend funds to numerous individuatempaniesand financial institutions
includingsome wire transfers exceedi400,000. The transfemsade byMs. Thulin and Ms.

Black did not follow any routine schedule or pattern regarding the amount, the recipient, or

destination. In addition, appranrately 87% of the wire transfezquests madey Choice



throughthe InViewsystem left blank the “Originator Bank Information” fielgessentially a
field permitting Choice to add a “memo line” to its request (akin to a memo line on a paper
check).

Near noon on March 17, 2010, BSB received a wire transfer request via the InView
system requesting a transfer of funds in the amount of $440,000 from Choice’s escomt acc
for the benefit of Brolaw Services, Li(ithe Brolaw request”).The Brolaw request noted that
the receiver bank was the Bank of New York, but that the bengfeciaank {.e., the ultimate
destination of the funds) was the Popular Bank Public Co. Ltd., an institution in the Regbublic
Cyprus. The Brolaw request was initiated using the InView User ID astvpesassigned to
Ms. Black and was initiated from the IP address registered to Choice (aimheohnlby BSB
when Choice’s access to InView was createl).addition, upon receipt of the Brolaw request,
BSB authenticated that Ms. Blacicemputer was being used to make the request by detecting
the secure dece ID token that BSB had previously downloaded to Ms. Black’s computer.

At 12:54 p.m., a BSB employee (Brenda Dulaney) confirmed that all of the informati
necessary to process the Brolaw request had been inputted. Ms. Dulaney #sex rible
requesfor further processing within BSB’s system. In particular, this proocgs$scluded:

(2) checking the parties and accounts identified in the Brolaw request

against the “black list” of terrorist individuals and organizations

maintained by the Office dforeign Assets Control, and

(2)  checking the balance of funds available in Choice’s escrow
account to confirm the sufficiency of the funds.

The Brolaw request cleared this further processing terrorist connections were triggered and
Choice had sufficient funds in its escrow account.
After Ms. Dulaney released the funds, BSB automatically generated a Tramsactio

Receipt that was faxed to Choice and received by Choice at 12:54:30 p.m. on March 17.



Sometime thereafter, the Transaction Receipt was dnvgen Choice’s fax machine to a
shipping table where it was found by Choice employee (Paige Payne) the nexigndifter
determining that no Choice employee had requested the transfer, Choice cont&ctewiBS
notified it that the Brolaw request wasauthorized. BSB then undertook efforts through the
FBI, the State Department and the U.S. Embassy in Cyprus to recover the funds, ut it wa
unsuccessful.

As previously noted, security procedure must be “deemed to be commercially
reasonable” under the second sentence of Section 2023 case if

Q) a security procedure was chosen by Choice after BSB offered, and

Choice refused, a security procedure that was commercially

reasonable for Choice, and

(2) Choice expressly agreed in writing to be bound by any payment

order, whether or not authorized, issued in its name and accepted

by BSB in compliance with the security procedure that was

selected by Choice.
Based on the summary judgment record, the Court finds that both of these criteriseav
established within the requirements @bFR. Civ. P.56.

As detailed above, on two different occasions, Choice was offered the opportunity to
employ “Dual Control” as part of its utilization of BSB’s InView system andiG@Ghpefused the
option on both occasions. There can be little doubt that “Dual Control” meets the defindion of
security procedure as set out imslsl CODE ANN. 8§ 75-4A-201Thus the first element comes
down to whether “Dual Control” was commercially reasonable for Choice.

Choice argues that “Dual Control” was not commercially reasonable for it leeus
times, one or both of the two individuals authorized to perform wire transfers through ke

system [Ms. Black and Ms. Thulin] were out of the office due to various reasons.” The Cou

disagrees. As set out in the UCC as adopted by Mississippi, the determination isf what



commercially reasonable is a question of fawhich the Court believes imposes an objective

test of reasonableness. Viewing the summary judgment record, the Court fints that t
opportunity to use “Dual Control” was commercially reasonable. The recordsksdhat Ms.

Black and Ms. Thulin were both in the office most days. Even assuming that Choice did not
want to designate a third employee as an emergencyupactke likelihood that both Ms. Black

and Ms. Thulin would be unavailable for extended periods was small and represented more of a
inconvenience to Choice rather than an impediment. As noted in the Official Comoninas t
Funds Transfers provisions of the UCC:

The purpose of [havingsecurity procedure deemed to be
commercially reasonaljlés to encourage banks to institute
reasonable safeguards against fraud but not to make them insurers
against fraud. A security procedure is not commé#ycia

unreasonable simply because another procedure might have been
better or because the judge deciding the question would have opted
for a more stringent procedure. The standard is not whether the
security procedure is the best available. Sometimesn

informed customer refuses a security procedure that is
commercially reasonable and suitable for that customer and insists
on using a higher-risk procedure because it is more convenient or
cheaper. In that case, under the last sentence of subsectitwe (c),
customer has voluntarily assumed the risk of failure of the
procedure and cannot shift the loss to the bank

U.C.C. § 4A-203Official Comment) émphasis addgd The Official Comment further notes

the obvious: & security procedure that fails teeat prevailing standards of good banking

practice applicable to the particular bank should not be held to be commerciailyaiga% 1d.
However, the Court finds that the “Dual Control” option offered by BSB and refused by

Choice did meet the prevaiirstandards for good banking practices. This is borne out in the

testimony of BSB’s expert witness as well as Choice’s expert (Brad Marymarp the latter,

Mr. Maryman gave the following testimony:
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A:

Would you also agree that dual control as welist peen
discussing it with all of these assumptidns. would be a
commercially reasonable security procedure?

| believe it could, yes.

Having determined that BSB*®ual Control” security procedureas offered to Choice,

was refused by Choice, and was commercially reasonable for Choice, the @&lyraddresses

the finalrequirement, namely th&hoicemust have expressly agreed in writing to be bound by

any payment order, whether or not authorized, issued in its name and accepted by BSB in

compliance with the security procedure that was selected by ChidieeCourt finds that this

requirement has been satisfied. In addition to the agreements previously quoted, Choice

executed a Funds Transfer Agreement. Among other matters, this agrpeoveles that

“[a]ny request received by [BSB] with the valid security code shall be irtdlgygeesumed to

be from [Choice’s authorized employees]. The Funds Transfer Agreemeekplgitly states:

[Choice] hereby authorizes [BSB] to honor, execute, and charge to
[Choice’s] account(s) any and all requests or orders to transfer or
to pay funds through InView. [BSB] is authorized to complete all
such transactions on [Choice’s] account(s), which are initiated
through the use of [Choice’s] access coffehoice] assumes full
responsibility and risk of loss for all transactions made by [BSB] in
good faith reliance upon [Client’s] request or orders through
InView. . ..

The Courtfinds BSB’s security procedure was a commercially reasonable method aipgpv

security against unauthorized payment orders undes. IODE. ANN. § 75-4A-202(bi).

BSB accepted the Brolaw request in good faith and in
compliance with the security procedure and any written
agreement or instructions of Choice restricting aceptance
of payment orders issued in the name of Choice.

5

Mr. Maryman was asked to assume that Ms. Black and Ms. Thulin had separat

computers and did not share User IDs and passwords.
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Inasmuchas the Court finds that BSB’s security procedure wasamercially
reasonable method of providing security against unauthorized payment orders, thausbur
next turn to the second racement of the UCC's riskhifting statute wherein BSB must prove:

that it accepted the payment order in good faith and in compliance
with the security procedure and any written agreement or
instruction of the customer restricting acceptance of payment

orders issued in the name of the customer.

Miss. CODE. ANN. 8§ 754A-202(bJii)

Thedefinition for good faith is set forth in the UCC and encompadsasesty in fact
and the observance of reasonable commercial standards of fair dedMiisg.’'CODE. ANN. §
75-4A-105(6). Consequently, there is both an objective and subjective component to good faith.
With regard to objective good faithdre is little case law on the subjeita-vis the Funds
Transfers provisions of the UCC, but the Court generallyezgndéth the test formulated by the
Maine Supreme Court:
The factfinder must . . . determine, first, whether the conduct of the
holder comported with industry or “commercial” standards
applicable to the transaction and, second, whether those standards
werereasonable standards intended to result in fair dealing. Each
of those determinations must be made in the context of the
transaction at hand.
Maine Family Credit Union v. Sun Life Assurance Co. of Capndda A.2d 335, 343 (Me.
1999). See alsd&xperiMetal, Inc. v. Comerica Bank011 WL 2433383, op. at *12 (E.D. Mich.
Jun. 13, 2011) (applying thdaine Family Credit Uniorstandard to the Funds Transfers
provisions of the UCC).
Applying that test, the Court finds that that the record is sufficieestiblish that there
are no genuine disputes with regard to the material facts as to whethesddgirted with

industry or “commercial” standards amthether those standards were reasonable standards

intended to result in fair dealin@.he parties and their respective experts are in agreement that
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the Federal Financiahstitutions Examination Council’'s 2005 Guidance (“FFEIC 2005
Guidance”) provides the applicable standards. The Court finds that BSB provided dnrefute
evidence that it comported withduastry standard as set forth in the FFEIC 2005 Guidelines, in
particular as they relate to the use of midttor identification in providing for security
procedure$. Finally, although it is surely setfvident, the Court finds the standards included in
the FFEIC 2005Guidelineswith regard to security procedures wesasonable standards
intended to result in fair dealing.

In its summary judgment pleadings, Choice makes no argument that BSB did not act
honestly in accepting the Brolaw request on March 17, 2010. Nonetheless, the Court has
reviewed the summary judgment record and is satisfied that BSB hassest@lbbr purposes of
Fed. R. Civ. 56 that it acted in subjective good faith in processing the Brolaw request.

Finally, as previously addressed, the Court finds that the payment of the Beqlasstr
by BSB wasn compliance with the security procedure and any written agreementractics
of the customer restricting acceptance of payment orders issued in the nameusitomer.

The Court would simply add that it does find any written agreements betweemB&Baice

6 Essentially, Choice argues that BSB'’s security procedure was a-&notle
authentication and thus contrary to the FFEIC 2005 Guidelines. The FFEIC 2005 Guidelines
describe three different methodologies for authenticating customers:

(1) something known only to the user (e.g., User IDs and/or passwords);

(2) something only the user has (e.g., an ATM card, a specific IP
address, a computer security token); and

3) something the user fundamentally is (e.g., a biometric
characteristic such as a fingerprint or voice recognition).

The FFEIC2005 Guidelines required the use of two or more of these factors to constitute an
acceptable mukiactor authentication. The Court finds that Choice’s argument that BSB’s
security was a singleactor authentication to not be supported by evidence and, indeed, contrary
to the record before the Court.
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to be defective or ineffectual merely because BSB's intétagtmark system (which
authenticated the Choice computer through the detection of a secure device |Rviken}
mentioned in any of the agreements. In addition, the Court does not find that Mr. Rayiad’s
in November of 2009 asking whether BSB could limit transfers to foreign bankswwas a
instruction by Choice restricting BSB'’s ability to accept payment orders

Consequently, based on the foregoing, the Court finds that BSB has met its burden of
proving consistent with Fed. R. Civ. P. 56 that the requirementsss ®bDE. ANN. § 754A-
202(b) have been met. As a result, pursuant to the intent of the drafters of the UCC, the risk of
loss for the unauthorized wire transfer on March 17, 2010, shifts to Choice.

One final matter must be addressed. As the Court noted previously, even K-the ris
shifting conditions of Section 202(b) are met, a customer may &uap if it can satisfy the
requirements of Section 203(a)(2). Under that statutestomer still will not have to bear the
risk of loss over an unauthorized transaction if the customer can prove that the unalthorize
transaction order “was not causddgectly or indirectly,” by any person:

(2) entrusted at any time with dutieséot forthe customer with
respect to payment orders or the security procedure, or

(2)  who obtained access to transmitting facilities of the customer or
who obtained, from a source controlled by the customer and
without authority of the receiving bank, information facilitating
breach of the security procedure, regardless of how the information
was obtained or whether the customer was at fault.
Miss. CODE. ANN. 8§ 754A-203(a)(2)(i)(ii).
Choice makes no argument for relief under Section 203(a)(2). Accordinglyotine C
will simply note that, although there is no evidence that Choice employees wekethiwothe

fraud, it does appear from the summary judgment recatdhk fraudster(s) effectively hacked

into Ms. Black’s computer to accomplish the March 17, 2010 transfer. There is no evidénce tha
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the fraudster(s) was/were acting under the authority or permission of 88Bsequently,
Section 203(a)(2) provides nelief to Choice from the riskhifting application of Section
202(b).

The tension in modern society between security and convenience is on full digpiay
litigation. Choice understandably feels as though it did nothing wrong, but yet is out $440,000.
BSB, as well, feels as though it has done nothing wrong. In essence, both padesert —
yet someonenust bear the risk of loss. While such a risk generally would lie with a banking
institution, the UCC hadelineatedh particular circumstaecwhere the risk should be shifted to
the customer. This case falls within that exception.

The result is not wholly unjust. The experts in this case agree that the fraudnebul
likely have occurred if Choice hadilized the “Dual Control.” It elected notto . . . twice. In
refusing the option the first time, Choice agreed that:

Since we wish to waive Dual Control anyone who has a User ID
and Password or obtains access to a user ID and Password can wire
funds to any other financial institution Wwaut restriction by [BSB]
or the InView system. We understand that this can occur if our
password is stolen. Further if funds are fraudulently wired out in
this manner there is a substantial probability that we will be unable
to retrieve our funds or recover losses.
Unfortunately, that is exactly what came to pass. In refusing the “DualdCaytion the
second time, Choice ignored BSB’s admonition:
We always recommend Dual Control on wires. We discussed this
when we set up InView and you decided to waive Dual Control.
Would you like to consider adding it nowrhis is the best
solution, that way if someone in the company is compromised then

the hacker would not be able to initiate a wire with just one user’s
information

Again, unfortunately, thiappears to be exactly what happened.
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For the foregoing reasons, the CABRANTS the MOTION OFDEFENDANT
BANCORPSOUTH FORSUMMARY JUDGMENT [Doc. 160]. All other pending motions, including all
other motions for summary judgment (including motions forigllstmmary judgment), are
DENIED as moot.Accordingly, it is

ORDERED that summary judgment is entered in favor or defendant BancdipSou

Bank.

/s/ John T. Maughmer
John T. Maughmer
United States Magistrate Judge
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