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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF NEW MEXICO

ROLF ERIK CARLSON ,

Plaintiff,
V. No. 17ev-784 RB-GJF
UNITED STATES DEPARTMENT OF ENERGY ,

Defendant.

MEMORANDUM OPINION AND ORDER

This matter is before the Court on theited States Department of Energy’s (Defendaaint
DOE) Motion to Dismiss (Doc. 22) and Rolf Erik Carlson’s (Plaintiff) Motion for Letwvé&ile
Amended Complaint (Doc. 41)urisdiction ariseander 28 U.S.C. § 1334Plaintiff alleges that
Defendant vitated several provisions of the Privacy Act, 5 U.S.C. 8§ 552a, by denying his requests
to amendandreviewmaterials in hifersonnel Security File (PSKpeeDoc. 33 (Compl.at 1)
Defendant argues that Plaintiff has failed to state a claim upon which relie¢ caanted because
Plaintiff is no longer DOE employee(SeeDoc. 23 a9.) After consideringhe submissions of
counsel and relevant law, the Court vagteint in part and deny in part Defendant’s Motion to
Dismissanddeny Plaintiff's Motion for Leave to File Amended Complaint.
l. Factual Background

A. Plaintiff's Requestto Amend his PSF

In 2010,while Plaintiff was employed bthe DOE, hissecurity clearance was suspended.

(SeeCompl.at5; see alsdoc. 41-1at2.) The materials th®OE relied on to susper@laintiff's

! The Court rejects Defendant’s argument uridederal Rule of Civil Procedure 12(b)(1) that the case should be
dismissed for lack of subject matter jurisdictiocBe€éDoc. 23 at #8.) Plaintiff brings his claims undsubsection (g)

of the Privacy Actwhich provides thatan “individual may bring aivil action against the agency, and the district
courts of the United States shall have jurisdiction in the matters uredamot/isions of this subsectidns U.S.C.

§ 55249g)(1); (see alsddoc. 33 (Compl.) at 1.Thus, Defendant’s argument that “thei® no waiver of sovereign
immunity that would permit Plaintiff's claimgDoc. 23 at 7)s contrary to the law and unavailing.
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security clearance are containedia PSF. SeeCompl.at5.) In March2011, Plaintiffs security
authorization was terminated. (Doc. 41-1 at 8.) Around that time he ceased workmgOQE.

(Sedd. at10; see alsdoc. 23 at 3 In December 2014 dheving certain materiatheDOE relied
on to suspend his security clearaneere inaccurate and incomplet®Jaintiff submittel four
requests to amend and review his R&the National Nuclear Security Administrati@dNSA),

an agency within the DOESg¢eCompl. at 2, 12.)

Plaintiff's requests included: (1) that information about a medical prescription be added to
his file, and that an existing statememtis file regarding medical care be reevaluated in light of
the new prescription information; (2) that an invoice frioisxdoctor be added to his file, aad
existing statement about medical caredsvaluated in light of the new doctor’s invoice; (Bait
a letter from his doctor be added to his file, and that an existing statement in tegdiiéing his
medical diagnosis be reevaluated in light of the new letter; and (4) that jgrogtes from his
doctor be added to his file, and that existinggpess notes in his file be reevaluated for
completeness in light ahe new notesld. at 12-14.)

In April 2015, the NNSA Office of Personnel aRdcility Clearances denid@laintiff's
requests(ld.) In response to each of Plaintiff's requdstadd new material to his PSRe NNSA
explained that the new mai@ was an “unsubstantial amendment which has little or no bearing
on his[PSH . . . . [Plaintiff] has not shown that the information in his file is relevant and the
information he is seeking to amend (introduce) to his PSF does not correattaayifdormation
contained in the file.”Ifl.) The NNSA also deniedeach of Plaintiffs requeststo review the
existing material in the PSF, stating thRtaintiff “is not requesting relevancy/accuracy
information already existing in his PSF, he is requesting relevanayéagcof newly introduced

information.” (d. at 13-14)



Plaintiff appealedhe deniad through theproperadministrative channelandin July 2015
the DOE Office of Hearings and Appeé&sppeals Officeaffirmed the NNSA’s deniadf all four
requests. Ifl. at 8.) In its orderthe Appeals Officenoted that the NNSA was incorrect in
concluding that Plaintiff had been seeking a review of the accurammonhformation in his file,
when in fact he hasoughto introduce new information that would be used to review the accuracy
of existing informabn already in his file(See idat9-10 (“We believe that Dr. Carlson’s inquiries
were valid undedO C.F.R. § 1008.6(a)(3)(ii).”).) However, theAppeals Officenoted that
despite this misinterpretation of Plaintiff's requablie NNSA properly denied the amendment
requests becaugdaintiff's DOE security clearance was no longer being investigétkdat 10.)
“Although the Appeal only challenges NNSA’s determination that Dr. Carlson weamgethe
accuracy of newly introduced informian, . . . we believe that the denial of Dr. Carlson’s requests
for amendment and accuracy were both appropriétd.) The Appeals Officenoted that if
Plaintiff were to be investigated for a security clearance again in the futercould properly
request reviewof his PSF at that timeld.) Plaintiff then timely filed suit in this Court challenging
the Appeals Office’s final orderld, at2-5)

Plaintiff alleges thahis requests were improperly denied because the Appeals Office
misintapreted theterm “determinatiofi and the suspension andermination of his security
clearanceavereadverse determinatismvarranting amendment of his PSKl. @t 3-5.) He argues
that the Appeals Office “should have approved the appedbecause there had alredasen a
determination and there was a question of the accuracy of the challenged ioforfran
Plaintiffs [sic] PSF.” [d. at 5.)Plaintiff furtherargues that“the information in Plaintiff's PSF is
subject to availability and disclosure through routiise regardless of amployerrescinding a

request for a security clearance.” (Doc:-Mat 11;see alsdDoc. 26 at 4 (“DOE’s routine use



requirement . . . means that Plaintiffs DOE PSF continues to it [sic] be availadohy Bgency
that can invoke routine use fothe information, regardless of Plaintiff's employme)j?

Specifically,Plaintiff states that he is bringing his action under 5 U.S8§G%a(g)(1)(C)
and (D), and hisirst cause of actioalleges that Defendant violated the Privacy Bt

failing to amend [his] PSF, failing to investigate contested information in [hi5] PS

according to 10 C.F.R. § 1008.6(a)(3)(ii), and failing to maintain records in [his]

PSF“with such accuracy, relevance, timeliness, and completeness as is necessary

to assure fairness in any determination relating to the qualificatioasaatér,

right, or opportunities of, or benefits of such record, and consequently a

determination is made which is adverse to the individual.”

(Compl. at 5 (citation omitted.) A liberal reading of th&€omplaint suggests that Plaintiff's
allegationgest orthreeprovisions of the Privacy Act. Firgections52a(g)(1)(A), which provides

a cause of actiowhen an agency fail® amend or review an individual’s record in conformity
with the law.Second section 552@)(1)(C), which provides a cause of action for an agency’s
failure toadequatelymaintain recordsThird, section 552a(g)(1)(D), which provides a cause of
action when an agency fails to comply with any other provision of the Privacy Act or rule
promulgated under it.

Defendant argues thét properly deniedPlairtiff’'s request to amend his PSfecause
“[b]asically, the information sought to be included in the Plaintiff [sidF ®M&s no longer needed
nor applicable athe Plaintiff was no longer aemployee of the DOE.” (Doc. 23 at $yrther,
Defendant argues that Plaintiff's claim that the denial was improper “is notpaapecat this time

and is not ripe for determination because the Plaintiff is not an employee of the DDE.”

Defendant alseeasserts the DOE Appeals Office’s reasoning that “[i]f, and when, th&ifPlai

2 While the Court will deny Plaintiff's Motion for Leave to File Amendedn@aint GeePart I11.B, infra), it notes
that the timeline of the case and Plaintiff's assertion that his PSF is stalkdedor “routine use” are more thoroughly
laid out in the proposed Amended Complaint. Thus, the Cousttoiteuch facts as necessary in this Order and will
allow Plaintiff until November 122018 to file an amended complaint incorporating these facts into hisiagrvi
claim under 5 U.S.C. § 552a(g)(1)(Ms described further below.
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were ever to be employed agaimd a security clearance were necessagynformation requested
to be includedn the PSF would be reviewed and a determination made at that point for inclusion
in his PSF.” [d.)

Findly, Defendant argues th#te statutoryprovisions under which Plaintitbrings his
claims for relief=5 U.S.C. & 552a(g)(1)(C) and (B3 require that the party asserting the claim
show both a causal connection between the alleged failure to comply with the Pavaryd an
agency determination that was adverse to Plaintiff, and that the allegezbmpliance was
“intentional or willful.” (SeeDoc. 23 at 11.pefendantasserts thaPlaintiff has not alleged facts
to showthat the denial wasausallyconnected to an adverse determination or that the denial was
an intentional or willful violation of th@rivacy Act. (See id)

B. Procedural History in Federal Court

Plaintiff filed his original @mplaint on July 31, 2017. (Doc. 33.) As a pro se plairitéf,
elected to receivbard copies of altourt documentand notificationghrough postamail. (Doc.

5.) The Court'sMarch 8, 2018 Scheting Order statethat, barring a judicial order superseding
the schedule the deadline for Plaintiff to amend his complaint to includeijm additional parties
is June 1, 2018.(Doc. 20 at 2.) As the Court did not authorize or regRieentiff to amend his
Complaint, June 1, 2018 remainte deadline for amendments

Defendant filed its Motion to Dismiss on Apri] 2018(Doc. 22) but Defendant did not
properly serve Plaintiff with a hard copy of thietion to Dismissor Memorandum irSupportvia
postalmail. (Doc. 24 at 1.) The Court ordered Defendant to serve Plaintiff with the hard bgpies
the close of business on April 23, 2018l.) Defendant filed a Certificate of Servistting that
the documents were mailed on April 26, 2018 (Doca$, but Plaintiff claims the documents

were not mailed until May 8, 2018deDoc. 37at 2.



Plaintiff filed his Response to the Motion to Dismiss on May 11, 2@b&;h states that
“[ul nder Rule 15, Plaintiff submitted an amended complaint at the same time as thisedspo
the motion to dismiss.” (Doc. 26 at 5.) However, no amended complagmatitachedPlaintiff
did not seek Defendant’s leave to file an amended complaint, andRaptg Defendant noted
that ‘there is naecord of an amended complaint and Defendant would object should any such
amendment be filed.” (Doc. 22 1)

On July 10, 2018—well after the originalJune 1deadline for filing an amended
complaint—Plaintiff filed two motiors requesting third party service of documents, alleging he
did not receive various documents as paper correspondence from the &ads. 36 and 37.)

In denying third party service, the Court nevertheless acknowledged senviee assl stated that
“in recognition of the service issues Plaintiff has described, this Court whiengrant dismissal
against him nor construe responsive pleadings or arguments waived until an investigation i
service of the relevant motion or order has been completed.” (Doc. 39.)

The following month, on August 2, 2018, Plaintiff filed his Motion for Leave to File
Amended Complaint(Doc. 41) In it, Plaintiff indicates he isaware he filed theAmended
Complaintwell outside the deadline but seeRsurt approval to amendis complaint anyway
“[f] or good cause."3eeid. at 1.) Plaintiff does not offer any explanation for why Armended
Complaint was not attached to his May 11 Response, nor elaborate on the “good causihfor
the motion should be grante&dgd. at 3.) Plaintiff assertshat“[t] here has been no undue délay
but does noexplainwhy theAmended ©mplaint was filed narly three months after he claimed
to havefiled it, or why he did not file it before the June 1 deadli®ee(d.) Plaintiff als asserts
vaguely that “Defendant did not meet the requirements of a scheduling ordanegthting delay

to Plaintiff of ®rvice of the Motion to Dismiss.ld.)



Il. Legal Standards

“[P]ro se . . . pleadings are to be construed liberally and held to a less stringeatdsta
than formal pleadings drafted by lawyer&arrett v. Selby Connor Maddux & Janei25 F.3d
836, &0 (10thCir. 2005) guotingHall v. Bellmon 935 F.2d 1106, 1110 (10th Cir. 1991)). The
Court may not, however, “serv[e] as the litigant’s attorney in constigiatiguments and searching
the record.’1d. (internal citation omitted).

A. Legal Standard for Motion to Dismiss

In reviewing a motion to dismiss under Rule 12(b)(6), the Court “must accept alllthe we
pleaded allegations of the complaint as true and must construe them in the liglavoicgilé to
the plaintiff.” In re Gold Res. Corp. Sec. Litjgi76 F.3d1103, 1108 (10th Cir. 2015infernal
citation omitted). “To survive a motion to dismiss,” the complaint does not need to contain
“detailed factual allegations,” but it “must contain sufficient factual madiecepted as true, to
‘state a claim to reliethat is plausible on its face.Ashcroft v. Igbal556 U.S. 662, 678 (2009)
(quoting Bell Atl. Corp. v. Twombly550 U.S. 544, 555, 570 (2007)). “A claim has facial
plausibility when the plaintiff pleads factual content that allows the court Yo tth&reasonable
inference that the defendant is liable for the misconduct allegedciting Twombly 550 U.S. at
556). Plausibility does not equate to probability, but there must be “more tharr paabability
that a defendant has acted unlawfullgl”(citing Twombly 550 U.S. at 556).

B. Legal Standard for Motion for Leave to Amend Complaint

Under Federal Rule of Civil Procedure 15(a)(2), a party seeking leave nol @sgleading
outside the timallowedfor amendmentasa matter of course may do amly with the opposing
party’s written consent or the cowtleave. Fed. R. Civ. P. 15(a)(2):The court should freely

give leave when justice so requifelsl. Liberally allowing leave to amend ensures “the maximum



opportunity for each claim to be decided on its merits rather than on procedural rittren

v. ManitowoeForsythe Corp.691 F.2d 449, 456 (10th Cir. 198@jtation omitted) However,
leave to amendhay beproperly denied in instances of “undue delay, bad faith or dilatory motive
onthe part of the movant, repeated failure to cure deficiencies by amendmentsgtyeatiowed,
undue prejudice to the opposing party by virtue of allowance of the amendment,” ortiadere
amendment would be futil&:oman v. Davis371 U.S. 178, 182 (1962)he Tenth Circuit has
held that a court may properly del®ave to amend/hen the movant does not offer an adequate
explanation for the delageeMinter v. Prime Equip. Co451 F.3d 1196, 1206 (10th Cir. 2006).
[I. Analysis

A. The Court will deny Defendant’s Motion to Dismiss Plaintiff’'s claim unde section
552a(g)(1)(A) and grant the Motion to Dismiss as to all other claims.

Accepting the welpleaded allegations iRlaintiff's Complaint as true and construing the
pro se pleadings liberally, Plaintiffslaim that Defendant improperly denied hasnendment
requests sufficiently pleaded to withstand Defendant’s Motion to Dismi$ss claim includes
two relatedarguments: (1)hat Plaintiffs PSFamendment request was wrongfully deniedier
the criteria forevaluatingsuch requests laid out in 10 C.F.R. § 1008.10(e); and (2)tlibat
amendment request not moot becaus®laintiff’'s recordsare still technicallyavailable for
“routine use” and might be considered ifuure determinatiomaffecting his employmen{See
Compl. at 34; seealsoDoc. 411 at 11) Accepting as true Plaintiff's factual assertion thist
PSFcan be madavailable toagency personnébr makingdeterminationaffectingPlaintiff in
the future,it is facially plausible that his request to amend his PSF now, ratheaftearanew
investigation has already begun, is not mdséeDoc. 41-1 at 1))

The DOE regulatory provisiamplementinghis cause of action for injunctive relief under

the Privacy Actwhen an agency failso amend records is 10 C.F.R. § 1008.15@xction



1008.15(b) providethat “[i]f the DOE refuses to amend a record or fails to review an amendment
requedt] . . .the cout may order the DOE to make the amendment and award reasttigation
costs and attorney’fees. Section 1008.15(b) includes no requirement thatDOE’s failure to
amend be willful or intentional.

Defendant arguethat “the information contained the documents sought to be placed in
thePlaintiff's PSF have been established to be irrelevant arjé]hav bearing on the purpose of
the system of recordg(Doc. 29 at 3.However, this statemergnot supported by the recoathd
to the contrarythe DOE AppealsOffice itself found hat he NNSA had originallynisinterpreted
Plaintiff s amendment requesg&geCompl at 9-10.) Viewing the pleaded facts in the light most
favorable to Plaintiffthere is “more than a sheer possibility” thegt has avalid interest in
amending his PSRow before it carbe used to makadverseemployment determinations about
him in the future(SeeDoc. 411 at 11); sealso Igbal 556 U.S.at678 (citingTwombly 550 U.S.
at 556).

Defendantappears to believihat the fact Plaintiff was no longer subject to an ongoing
security clearance investigation is an appropreason for deying hisamendment requeshder
the criteria set forth in the DOE’s regulations implementing the Privacy J&ctC.F.R. §
1008.10(e). ldwever,Defendant should respond to PlaintifiBegationswith an argumentnore
clearly ooted in the regulations and criteria for analyzing amendment reqregsisr thana
blanket assertion that Plaintiffdaimsare “moot” or “not ripe” because hige is not being
reviewed fora currentinvestigation(SeeDoc. 23 at 910.) ThusPlaintiff's claim for injunctive
relief under 5 U.S.C. § 552a(g)(1)(allegingthat Defendant improperly interpreted the Privacy
Act and relevant DOE implementing regiidas to deny his requested amendmgstsufficiently

pleaded.



Plaintiff’s variousother claimshowever, do not survive Defendant’s Motion to Dismiss.
The Privacy Act and relevant DOE implementing regulations make it bigair order to succeed
in a claim undersection 552a(g)(1)(C) failure to maintain adequate recordsr section
552a(g)(1)D) (any other violation of the Privacy Act), the agency’s action imaxgt beefiwillful
and intentional See 8 552a(g)(4) see alsoGowan v. U.S. Dép of Air Force, 148 F.3d 1182,
1187-88 (10th Cir. 1998)Plaintiff's Complaint does ngpresentany facts alleginghe DOE
willfully orintentionally maintained incorreot inadequateecords Thus, Plaintiffs claims under
subsectiongC) and (D)are not sufficiently pleaded to survive Defendant’s Motion to Dismiss
The Court willthusdismiss all claimshat may be construed to arise unsiectionss52a(g)(1)(C)
(D), or any DOE regulations implementing thesetions

B. The Court will deny Plaintiff's Motion for Leave to File Amended Complaint for
undue delay and futility.

The Court will nograntPlaintiff leave to file an amended complaint because Plaintiff has
not provided any explanation allegedgood causdor the delay in filing, andoecause the
proposed Amended Complaint does as$eriany new claims that would survive a Ru&b)(6)
motion to dismissAlthough Plaintiff is correct that Defendant did not meetdbart-imposed
deadline of serving Plaintiff with a hard copy of its Motion to Dismiss by April 23, 26&8]dlay
was either 3 days (according to Defendangt most 15 (according to Plaintif{SeeDocs. 25at
1, 37 at 2.) Either way, Plaintiff still filed atimely responsend does not explain why an alleged
two-week delay in serving hard copies of the Motion to Dismiss resulted in a neagyrbnth
delay in filing an amended complaint. Though the Court agreed to acknowledge and investigate
serviceissues before ruling against Plaintiff or construing arguments as waived |diatgfPas

not indicated that his delay in filing an amended complaint was due to seruies. iss
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Further,Plaintiff's proposedAmended Complaintdoes notadd any sufficiently pleaded
arguments beyond those Rlaintiff's original Complaint. See generallyDoc. 4%1.) The
Amended Complaint includganewallegations of willful and intentionadonductby Defendanin
an attempt teatisfy the required elements for causes of action under 5 U.S852887)(1)(C)
and(D), but makes these allegations in a cursory manner and wahgsupporting facts(See
id. at 3) For example, Plaintiff alleges that Defendant’s claim ieanusbe a DOE employee to
request changes to his P&Fan “arbitrary and capricious claim [that] is material, willful, and
intentional. . . 7 (Id.) Plaintiff laterassertghat “Defendant’s failure to make Plaintiff's Privacy
Act amendment and associated inquiry requests occurred as a willful fd3afendant’s policy
of retaining absolute authority in matters of personnel secufity at 4.)

However, simply statinthat Defendantvillfully violated the Privacy Act iso more than
a reiteration of the necessary elements of the causes of &aimtiff asserts that thalleged
violations were intentionddut does not offer facts to support this assertion. Thus, Plaintiff has not
provided afactual basis for the @rt to find thatthere is“more than a sheer possibilitthat
Defendanwillfully and intentionally violated the Privacy Acgeelgbal, 556 U.Sat 678(citing
Twombly 550 U.S. at 556Rlaintiff’'s claims undesectionb52a(g)(1)(C) an(D) in his proposed
Amended Complaint arthereforefutile.

Further,Plaintiff's proposeddmended Complaint brings in new and extraneous arguments
outside the scope dliis case, including allegatiomm$ an allegedagencyconspiracyto conceal
fraud (SeeDoc. 411 at 14-16.)Plaintiff alleges that Defendant’s denial of RSF amendment
request was a willful and intentionaffort to conceal fraud and other crim@sl. at 4, and
frequently references a “crime tip” he submittethtDOE that isunrelated to this actiofseeid.

at 14-16).Plaintiff's claim thathis amendment requesi®re deniedo cover up a conspiracy is

11



not supportedby any facts or specific allegatiorend would thusiot withstand a 12(b)(6) motion

to dismiss.Plaintiff alsomakes newallegations thaDefendant violated other DOE regulations
when itsuspendetlis security clearancedeid. at 6),andwhen it produced copy of his PSF for
review outside a mandaty time frame(see id.at 8) The Court findsthatleave to amend the
Complaint to includehesenew claimsis properly denied for undue delay, because Plaintiff has
not explained why he failed toclude suchallegationsin his original @mplaint or within the
timeframe for amendments allowed as a matter of course.

The Court thus denies Plaintiff's Motidar Leaveto File Amended Complaint, but notes
that the proposed Amended Complagiravidesmore detailed factsupporting thelleged “routine
use” of his PSF and more thoroughly lays outanguimentsupporting the surviving claimSge,
e.g, Doc. 411 at 11.)As a resultPlaintiff mayfile an amended complaioh or before November
12, 2018, that focusessolely on hisremaning claim that Defendant improperly denied his
amendment requestisider 5 U.S.C. § 552a(g)(1)(A) and 10 C.F.R. 8 1008.15(b).

THEREFORE,

IT IS ORDERED that Defendans Motion to Dismiss(Doc. 29 is DENIED as to
Plaintiff's claim under 5 U.S.C. 8§ 552a(g)(1)(A) aBRANTED as to all other clans

IT IS FURTHER ORDERED that Plaintiff's Motion for Leave to File Amended
Complaint isDENIED, but Plaintiff may file armamended @mplaint byNovember 12, 201&hat

more directly addresséss solesurvivingclaim.

Vil ) et

ROBERT G_BRACK
SENIOR U.S. DISTRICT JUDGE
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