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11-0002 Page 134

Al I'm scrry. What do vou mean?

O The full file, nct some poertion of it.

Al Every single byte in the file, ves.

Q. And Just for a layperson can you quickly say

what an MD5 Hash is?

AL An MD5 Hash is meant to be 1T guess
cryptographic meaning that it goes in one direction.
It's a complex mathematical function that takes whatever
arbitrary number amount of data and generates a fixed
size 1 guess representaticn of that data.

It's sort of like a number that basically kind
of very approximately sums up that information. And
it's meant tc be the case that if vyou change one byte,
then the whole task changes.

Q. So you could go from the original videc file
and apply this and you get the Hash, correct?

AL Yes.

O. You can't go backwards frcm the Hash to the
video file?

A, That 1s correct.

Q. And T think you =said if vyou have exactly the
same content in another file as the original video file,
it would produce the aexact same Hash. TIs that right?

Al That's right.

Q. But if vyou change the content one iota, it
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110003 Fage 135
produces a different Hash?
A, That's right.
O. What sbout the audioc content ID?
Al That is generated using some software provided

by the —-- some software that is used by the Audible
Magic Company.

0. Audible Magic?

AL Yesh. And we generate that for every video
going forward like since the time that we started using
it.

Q. Is it alsc the same that if vou change one
tiny bit c¢f the video, 1t creates a whole new ID?

MR. HOHENGARTEN: TI'm gcing to object to this.
I've given you a pretty broad latitude here, but we
really need to stay with the electronically-stored
information and not go off intc the content of these
variocus identifying technologies.

MR. HOHENGARTEN: Well, I'm just trving to
figure cut what the informetion is that is being stored
and so —-

MR. HINDERAKER: Well, ask him those guestions
then. We're getting off into the content of these
various systems and not intoc the storage of data.

THE WITNESS: It's —

MR. HINDERAKER: Well, wait a minute. ILet's
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