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Central Intelligence Agency

Washington, D, C. 20505

9 February 2007

Mr. David B. Smallman, Esq.
Frankfurt, Xurnit, Klein and Selz
488 Madison Avenue

New York, New York 10022

Dear Mr. Smallman:

_ I am writing in response .to your letter of 31 January 2007.
As an initial matter, we appreciate your recognition of the need
to return the 10 February 2006 letter to Ms. Wilson and any
copies she retains to the Central Intelligence Agency per our
earlier request. Please have Ms. Wilson contact Ms. Tumolo at
(703) 613-8624 to make arrangements to return the letter. '

With regard to Ms. Wilson’s manuscript, the Publications
Review Board (PRB) has previously advised Ms. Wilson, the
first 124 pages of her manuscript contain classiiied _ .
information. The PRB also advised Ms. Wilson that there is more-
than one approach to revising the material in the first
124 pages of her manuscript in order to render it unclassified.
Since a detailed discussion of how certain passages are
classified because of the context in which they appear would
~ itself be classified, and because the PRB wanted to provide
Ms. Wilson with as much flexibility as possible, the PRB has
previously invited Ms. Wilson to meet with the PRB staff to
discuss these issues and to see if Ms. Wilson had a preference
. among the different revision approaches. -However, Ms. Wilson
has declined to meet with the PRB staff to discuss these issues.

" In light of the concerns regarding the time associated with
the prepublication review of Ms. Wilson’s manuscript that you
raised in your 31 January 2007 letter and in an effort to be as
helpful as possible, the PRB has selected an approach for
revising the manuscript and is currently undertaking a review of
the first 124 pages of Ms. Wilson’s manuscript using this



Case 1:07-cv-04595-BSJ  Document 8-3  Filed 06/28/2007 Page 5 of 121

Mr. David B. Smallman, ESq.

approach. We expect the PRB will complete this review and
provide Ms. Wilson with a list of the changes required to make
that portion of her manuscript unclassified pursuant to this
approach within the next two weeks.

After Ms. Wilson has an opportunity to review the revised
unclassified manuscript, the PRB staff will be happy to meet
with her to discuss any specific concerns she has.

If you have any questions, please feel free to contact me
at (703) 613-3029.

Ginger A. Wright
Associate General Counsel
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Frankfurt Kurnit Klein & Selz, PC
Artorneys at Law
488 Madison Avenue
New York, New York 10022

Phone: (212) 980-0120
Fax: (212) 593.2175

FACSIMILE TRANSMITTAL SHEET

Deliver To: Fax Number:
' Ginger A. Wright, Esq. 1-703-613-3003 \-;’;
Office of Gegeral Counsel ' g
-
)
Company: Telephone Number: =
Central Inte%igeme Agency 1-703-613-3029 W
w
From: Direct Dial Number:
David B. Smllman, Esq. 1-212-826-5580
Subject: Client/Matter Number:
16100-200
Date: - : Total Number of Pages (including cover):
' February 16, 2007 10 ;
If you do not receive all of the|pages, or if you have difficulty with the transmission, please call the direct dial number shown
above or (212) 980-0120 and ask for the mailroom at extension 6605.

PRIVILEGED AND CONFIDENTIAL

This message is intended for the use of the individual or entity to which it is addressed and may contain information that is
peivileged, confidential and exempt from disclosure under applicable law. If the reader of this message is not the intended
recipient, or the employee or agent respansible for delivering the message to the intended recipient, you are hereby notified that
any dissemination, distribution or copying of this communication is strictly prohibited. 'If you have received this communication
in error, please notify us immediately by telephone and return the original masagc to us at the above address via the U.S. Postal
Service. Thank you.
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" SNKFURT KURNIT KLEIN & SELZ »c

488 Madison Aveau :

New York, New York 1037t
Telephone: (212) 988-01%:)
Facsimile: (212) 593-917")

David B. Srralissz 1
Direct daal: (212) 82&-54¢
e-mall: dsmallman@fdc.co

February 16, 2007

VIiA FAX
(703) 613-3003

Ginger A. Wright, Esq.
Assistant General Counsel
. Office of General Counsel
Central Intelligence Agency
Washington, D.C. 20505

Dear Ms. Wright:

I am writing in response to a fax letter from you dated February 9, 2007
(“Agency’s February 9 Letter”) (copy attached) in response to my letter of January 31,
2007 (“January 31 Letter”). Quite frankly, [ was surprised and dismayed to receive
official correspondence from the Agency containing such obviously false and self-serving
assertions — as described below — which distort unfairly Ms. Wilson’s numerous good
faith discussions with CIA’s Publications Review Board (“PRB™) during the past year.
While Ms. Wilson looks forward to receiving from the Agency on or before February 24
the promised list of proposed revisions, Ms. Wilson reserves all of her rights and
remedies with respect to the Agency’s dilatory conduct and any related actions resulting
in improper censorship or restraint of publication of her manuscript by the Agency and/or
other parts of the Executive Branch, including, for example, the Office of Vice President,
in possible violation of the Constitution and the laws of thé United States. ‘

As an initial matter, the Agency’s February 9 Letter fails to provide the
information requested in connection with Central Intelligence Agency’s official
acknowledgement and disclosure of Ms. Wilson twenty year employment affiliation with
CIA in an unclassified letter dated February 10, 2006, which was published in the
Congressxonal Record on January 16, 2007 (“Publlshed February 10, 2006 Letter”) (copy
attached). In order to respond properly to the letter Ms. Wilson received from Ms.
Tumolo on January 19, 2007 (“Tumolo January 19 Letter”) (copy attached), I am
reiterating my request that the Agency send to me as soon as possible a revised and
remarked version of the February 10, 2006 letter (with any ostensibly classified
information redacted) that complies in good faith with the applicable provisions of

'Executive Order 12958, as amended (“E.O”), § 1.6. If the Office of General Counsel
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Ginger A. Wright, Esq.
February 16, 2007
Page 2 of 2

CIA is unable or unwilling to provide a redacted version of the letter indicating the
information that it believes to be classified, please provide to me at your earliest
convenience the Agency’s legal basis for seeking reclassification of the Published
February 10, 2006 Letter and confirmation that all required actions have been undertaken
by the Agency in connection with seeking reclassification. Ms. Davis and I also are
available to meet with you and the Agency’s Acting General Counsel Mzr. Rizzo, to
discuss these matters.

In order to ensure an accurate record, I must also note that the Agency’s February
7 Letter incorrectly describes the actual history of Ms. Wilson’s meetings with PRB staff
to discuss her manuscript. Contrary to the flatly wrong assertion that “Ms. Wilson has
declined to meet with PRB staff,” the opposite is true: Ms. Wilson met with PRB staff
three times at the Agency’s headquarters, on November 6, 2006, December 1, 2006, and
December 13, 2006, and also bad numerous email exchanges and telephone |
conversations with them, Furthermore, the Agency’s February 9 Letter fails to explain
adequately the now six month delay in completing a review that should have, as a general
matter, been completed within thirty days of submission by Ms. Wilson of her manuscript
to PRB in September 2006. :

Finally, the Agency’s February 9 Letter mischaracterizes our response to the
Tumolo January 19 Letter set forth in my January 31 Letter. In order to correct that
mischaracterization, I am again advising you of the following: please be assured that Ms.
Wilson and her counsel intend to comply fully with all applicable obligations regarding -
“Classified National Security Information” pursuant to E.O. 12958, and any other
applicable law, and, while fully reserving her rights and without prejudice to or otherwise
waiving any rights she may have, Ms. Wilson will provide & copy of the February 10,
2006 letter to Ms. Tumolo.

_ T will look forward to hearing back from you regarding the above matters at your
earliest convenience, and will expect the Agency to provide Ms. Wilson with a list of any
proposed revisions to the first 124 pages of her manuscnpt no later than February 24,
2007.

Attachments
~cc: Lisa E. Davis, Esq.
Elisa Rivlin, Esq.
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The following documents were attached to this letter [AR (Unclassified) Tab 22]:

. [AR (Unclassified) Tab 21] Fax from Ginger Wright to David B. Smallman (of
February 9, 2007 letter from Ginger Wright to David B. Smallman)

. [AR (Classified) Tab 8] Congressional Record
. [AR (Unclassified) Tab 18] Fax from Ginger Wright to David B. Smallman dated

January 22, 2007 (of January 19, 2007 letter from Karen Tumolo to Valerie
Wilson)
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23 February 2007

David B. Smallman, Esqg.
Frankfurt, Kurnit, Klein and Selz
488 Madison Avenue

New York, New York 10022

Dear Mr. Smallman:

I am writing in response to your letter of 16 February 2007
- and to our telephone conversation earlier this afternoon.

We certainly appreciate and accept the commitment of
Ms. Wilson and her counsel to comply fully with all legal
obligations regarding the protection of classified information
while fully reserving any legal rights Ms. Wilson may- have. As
a result of our telephone conversation, I understand that you
have questions regarding what these legal obligations may be
with respect to the Agency’s 10 February 2006 letter. "To be
clear, Ms. Wilson has a legal obligation to return the
10 February 2006 letter and any copies that she may have in her
possession. The 10 February 2006 letter contains currently and
properly classified information. We disagree with your
characterization of our 10 February 2006 letter as an ‘official
acknowledgment of classified information that would require a
reclassification action to protect. Please be advised that
reclassification is only required when classified information is
formally declassified by an official with declassification
authority. ' Information that is properly classified by the
Executive branch and that is released by administrative error or
by another branch of Government without Executive branch
concurrence continues to retain its classification. The prompt
return of the 10 February 2006 letter and copies would not
constitute a waiver of Ms. Wilson’s ability to challenge, or a
ratification by her of, the Agency’s position that the
information included in the letter is currently and properly
classified. We fully recognize that she would be returnlng the
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letter and copies in order to comply with her legal obligations
to protect information that the Agency has determined is
classified while at the same time reserving any rights that she
may have to challenge that determination.

With respect to your letter of 16 February 2007, obviously,
we disagree with your characterization of the contents of our
.9 February 2007 letter as false and self-serving. The Agency'’'s
Publications Review Board (PRB) has acted in good faith in its
discussions with Ms. Wilson at all times and has not engaged - in
any dilatory conduct. As we have indicated to you, Ms. Wilson's
manuscript raises very serious classification issues that have
required careful consideration by the Agency. The discussions
with Ms. Wilson have been aimed at trying to develop an approach
that would allow Ms. Wilson to tell her story without revealing
classified information. In such cases, the discussions between
the PRB staff and an author may extend beyond the 30-day
benchmark that the Agency tries to meet. As we have further
~indicated to you, any redactions required in Ms. Wilson's

B manuscript would be to delete currently and properly classified-

information in accordance with the terms of her secrecy
agreément, not to engage in any improper censorship or restralnt
of Ms. Wilson's publlcatlon of her manuscript.

With respect to the record of the PRB’s discussions with
Ms. Wilson, as you correctly note the PRB staff met with Ms.
Wilson 6 November 2006 and, on 21 November 2006, advised her
that it had denied approval for her to publish the first half of
her manuscript because the information in -that portion of her
manuscript is currently and properly classified and provided her
with a list of required line-in/line-out edits that would render
the second half of her manuscript unclassified. The PRB staff
met with Ms. Wilson on 1 December 2006 and 13 December 2006 to
discuss these issues. At the 13 December 2006 meeting, Ms.
Wilson requested that the PRB staff provide her with a list of
line-in/line-out edits that could be made to the first half of
the manuscript in order to render that portion of the manuscrlpt
unclassified.
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David B. Smallman, Esq.

_ On 22 December 2006, the PRB advised Ms. Wilson that the
first 124 pages of her manuscript contain statements that may be
unclassified standing alone, but they become classified when
they are linked with a specific time, such as an event in her
personal life, or are included in another context that would
reveal classified information. The PRB also advised Ms. Wilson
that there is more than one approach to revising the" material in
the first 124 pages of her manuscript in order to render it
unclassified and that the particular approach taken to revise
the material in the manuscript would significantly affect the
line-in/line-out changes that would be required to render her
manuscript unclassified. Because a detailed discussion of how
certain passages are classified because of the context in which
they appear would itself be classified, and because the PRB’
wanted to provide Ms. Wilson with as much flexibility as
possible, the PRB’s 22 December 2006 letter to Ms. Wilson
invited her to meet with members of the PRB staff to discuss
these issues and to see if Ms. Wilson had a preference among the
different revision approaches. However, Ms. Wilson has indeed
declined to meet with the PRB staff to discuss these specific
issues. :

i As I explained in my 9 February 2007 letter, in light of

. the concerns regarding the time associated with the
prepubllcatlon review of Ms. Wilson’s manuscript that you raised
in your 31 January 2007 letter and in an effort to be as helpful'
as possible, the PRB has selected an approach for revising the
manuscript and has just completed its review-of the flrst

. 124 pages of Ms. Wilson’s manuscript using this approach. I
understand that the PRB plans to mail Ms. Wilson the deletions
required for the first 124 pages of her manuscript in order to
render it unclassified by the end of today.

After Ms. Wilson has an opportunlty to review the revised
unclassified manuscript, the PRB staff will be happy to meet
with her to discuss any specific concerns she has. I am
available to discuss any concerns you may have as well.
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David B. Smallman, Esq.

-If you have any questions, please feel free to contact me
at (703) 613-3029.

Ginger A. Wright
Associate General Counsel
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FAX COVER SHEET
Number of Pages
(including cover): 7
To: David Smallman
Telephone: (212) 826-5580
Fax Number: (347) 438-2123
From: Ginger A Wright
Telephone: (703) 613-3029
Fax Number: (703) 613-3003
Date: . 23 February 2007
Subject: Letters

David, These letters along with the first half of Ms. Wilson's
manuscript with the required deletions are being mailed to you. | will
be out of the office for most of the day on Monday. | will be back in
the office first thing Tuesday morning and will be available to discuss
any concerns or issues you may have at your convenience. Ginger
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Publications Review Board Telephone: 703-613-3070

IH11 IP Building - : : Facsimile: 703-613-3004

Washington, D.C. 20505 ’ E-mail: prb@ucia.gov
23 February 2007

Ms. Valerie E. Wilson
4612 Charleston Terrace, NW
Washington, DC 20007

Dear Ms. Wilson:

_ On 21 November 2006, the Central Intelligence Agency’s Publications Review Board
(PRB or Board) advised you that it had completed a prepublication review of your manuscript for
classified information and that it had denied approval for you to publish the manuscript as it is
currently written. On-13 December 2006, you requested a list of required revisions to the first
124 pages of your manuscript that would render that portion of your manuscript unclassified. On
22 December 2006, we advised you that the first 124 pages of your manuscript contain
statements that may be unclassified standing alone, but they become classified when they are
linked with a specific time, such as an event in your personal life, or are included in another
context that would reveal classified information. We advised you that there is more than one
approach to revising the material in the first 124 pages of your manuscript in order to render it
unclassified and that the particular approach taken to revise the material in the manuscript would
significantly affect the line-in/line-out changes that would be required to render the manuscript
unclassified. Because a detailed discussion of how certain passages are classified because of the
context in which they appear would itself be classified, and because we wanted to provide you
with as much flexibility as possible, our 22 December 2006 letter iricluded an invitation for you
to meet with the PRB staff to discuss these issues and to see if you had a preference among the
different revision approaches. However, you have declined to meet w1th us to discuss these
issues.

In light of the concerns regarding the time associated with the prepublication review of
your manuscript that Mr. Smallman raised with the Courisel to the PRB and in an effort to be as
helpful as possible, we have selected an approach for revising the manuscript and have reviewed
the first 124 pages of your manuscript using this approach.. :
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Ms. Valerie E. Wilson

In accordance with the terms of your secrecy agreement, the Board has determined that
certain information contained within the first 124 pages of your manuscript cannot be approved
for publication because it is currently and properly classified information, the disclosure of which
could reasonably be expected to cause harm to national security, and, therefore, must be deleted
prior to publication. In some instances, the deleted text is classified because it is linked with a-
specific time or is included in a particular context that reveals classified information. The PRB
staff is available to work with you to discuss ways in which this deleted text could be modified in
order to render it unclassified or could be used in other contexts so as to not reveal classified
information.

Enclosed is a copy of the most recent version of the manuscript that you provided to the
Board for review. Within this copy we have clearly indicated (1) that text (blacked out) that must
_be deleted from your original version because the information is classified and must be removed
before publication, and (2) that text that is formally approved for publication in its current form.
You will note that during the course of our review, the original pagination has changed. To
ensure we are.clearly identifying textual references in any subsequent discussions, we have added
new page references so that we are not confusing specific text between versions.

As always, after you have had an opportunity to review these deletions, the PRB staff will
be happy to meet with you to discuss any specific concerns and continue our discussion in an
effort to assist you in publishing your manuscript while safeguarding classified information.
Please keep in mind that if you add material to or change the text the Board has approved for
publication, you must submit these additions or changes to us before giving thcm to your
publisher or anyone else. In such a case, please mark or otherwise clearly indicate the new or
changed material so we can expedite our review. Additional material that must be submitted
includes, but is not limited to, photographs, photograph caphons, footnotes, endnotes
illustrations, diagrams, tables, charts, or maps.

Please keep in mind that, because your original manuscript contains classified
information, we require that you return to us for destruction any and all earlier, non-approved

versions of this work, in whatever form, and remove those items from your hard drive.

Please do not hesitate to contact me if you have any questions or if we can be of further
assistance.

Sincerely yours,

R A

R. Puhl
Chairman, Publications Review Board

Page 2
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Manuscript filed under seal
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Subject: Re: URGENT: From Valerie Plame Wilson
From: "Joseph Wilson" <thewilsonswdc@hotmail.com>
Date: Mon, 02 Apr 2007-19:17:40 +0000

To: joyceah@ucia.gov

great. 1 will have a copy of the redacted manuscript and the
original and we'll all do our best to cover the issues. will wait
for your call at 9 am my time. ‘

best, valerie

From: joyceah@ucia.gov

To: Joseph Wilson <thewilsonswdc@hotmail.com>
CC: richajpe@ucia.gov _ '

' Subject: Re: URGENT: From Valerie Plame Wilson
Date: Mon, 02 Apr 2007 10:21:34 -0400

Hello Valerie,

Richard and I will be available on 4 April as requested in your note
and will call you at 1llam ET. Hopefully we will be able to work
through any issues that you wish to discuss. "Regards, Joyce

.Joseph Wilson wrote:
Greetings. '

I would like to schedule a telephone call with you on Wednesday,
April 4th. I am now living in New Mexico and therefore on
mountain time. Are you free to begin at 9am MT or llam ET?

Now that I have the entire redacted manuscript, I look foward to
working with you to look at each of the redacted '
sections/words/passages to determine if there is any way that they
could be re-vwritten to fulfill my obligation to protect classified
information while still keeping some flow to the story.

Please let me know at your earliest convenience if you are

available for this call. My new home telephone number is:
505-983-1738.

Thank you, Valerie

Lof1 6/19/2007 9:11 AM



Case 1:07-cv-04595-BSJ - Document 8-3  Filed 06/28/2007 Page 23 of 121

Subject: URGENT: From Valerie Plame Wilson

From: "Joseph Wilson" <thewilsonswdc@hotmail.com>
Date: Sun, 01 Apr 2007 14:32:16 +0000

To: richajp@ucia.gov, joyceah@ucia.gov

Greetings.

I wduld like to schedule a telephone call with you on Wednesday,
April 4th. I am now living in New Mexico and therefore on mountain
time. Are you free to begin at 9am MT or llam ET?

Now that I have the entire redacted manuscript, I look foward to
working with you to look at each of the redacted
sections/words/passages to determine if there is any way that they
could be re-written to fulfill my obligation to protect classified
information while still keeping some flow to the story.

Please let me know at your earliest convenience if you are available
for this call. My new home telephone number is: 505-983-1738.

Thank you, Valerie

lofl - | i | 6/19/2007 9:11 AM
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Subject: Re: from valerie wilson I

From: "Joseph Wilson" <thewilsonswdc @hotmail.com>
Date: Mon, 09 Apr 2007 19:21:20 +0000

To: joyceah@ucia.gov |

joyce,

thank you'for your note. i will wait to hear on wednesday when you
and richard are available to review the second half of the
manuscript in the same manner we did the first.

as far as the first half of the manuséript, there were quite a few
areas that you said you would "push back" and revisit. 1i trust you
are working on those sections now.

.thank you, valerie

From: joyceah@ucia.gov _

To: Joseph Wilson <thewilsonswdc@hotmail.com>
CC: richajpe@ucia.gov

Subject: Re: from valerie wilson

Date: Mon, 09 Apr 2007 15:13:29 -0400

Hello,

Thanks for the info below. I don't have any firm news yet we are’
still coordinating our response regarding the second half of the
manuscript. I hope to have more to tell you on Wednesday when you
get back. I will have a note waiting for you one way or the other.

Regarding the first half of the manuscript, we are hesitant to
provide detailed additional input until we have received your
~rewrite and can review it as to chronology, etc. The feedback we
provide will be dependent on your new material and where it is
placed in the manuscript. We would prefer to see what you have
before a detailed line-by-line review. We are aware that you want
some input regarding the larger portions/topics -- such as
"training" -- prior to working on any rewrite. I will continue to
work on that so that you have some sense of appropriateness and
where to spend your effort.

Have a safe journey, Joyce

Joseph Wilson wrote:
greetings.

i will wait to heaf from you today on our date to begin reviewing
the second part of the manuscript. just so you know, i will be
traveling tuesday (tomorrow), back on wednesday morning.

L of2 | . | 6/19/2007 9:13 AM
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thanks, valerie

2qof2 : ; ; ' 16/19/2007 9:13 AM
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Subject: from valerie wilson |

From: "Joseph Wilson" <thewilsonswdc @hotmail.com>
Date: Mon, 09 Apr 2007 17:18:35 +0000

To: joyceah@ucia.gov

greetings.
i will wait to hear from you today on our date to begin reviewing

the second part of the manuscript. just so you know, i will be
traveling tuesday (tomorrow), back on wednesday morning.

thanks, valerie

1of1 - | | » . 6/19/2007 9:12 AM
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WOLLMUTH MAHER & DEUTSCH LLP

500 FIFTH AVENUE
‘ 12TH FLOOR
NEW YORK, NEW YORK 10110

TELEPHONE: (212) 382-3300
FACSIMILE: (212) 382-0050

FAX TRANSMISSION COVER SHEET

‘Date: April 17, 2007

- To: John Rizzo, Esq: . | Fax: 703-613-30 13
. Company: Central Intelligence Agency Phone: 703-613-30 !9
Subject: .
S i ial:
From:  David B. Smiallman, Esq. Direct Dial:

YOU SHOULD RECEIVE 25 PAGE(S), INCLUDING THIS COVER SHEET. I/ %'0U
DO NOTARECEIVE ALL PAGES, PLEASE CALL (212) 382-3300

—

NOTE: THIS CONFIDENTIAL TRANSMISSION IS INTENDED SOLELY FOR ITS ADDRESSE. § «ND
THEIR AUTHORIZED DISTRIBUTEES. IF YOU HAVE RECEIVED THIS TRANSMISSION IN RHUOR,
PLEASE INFORM US IMMEDIATELY BY TELEPHONE AT (212) 382.3300

Message: Please see attached.
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‘'WOLLMUTH MAHER & DEUTSCH LLP
500 FIFTH AVENUE
NEW YORK, NEW YORK 10110

"TELEPHONE (212} 382-3300
FACSIMILE (212) 382-0050

VIA FAX | ' April 17, 2007
(703) 613-3003 |

John Rizzo, Esq.

Acting General Counsel
Office of General Counsel

~ Central Intelligence Agency
Washington, D.C. 20505

 Dear Mr. Rizio-

I am writing to follow up on our conference call of Apnl 2, 2007 and two 1 sttrs
from the Agency, each dated February 23, 2007 (copies attached) In cornmnection " '11|1
Ms. Wilson's ongoing cooperation regarding pre-publication review of her memoi , #nd
in order to assist the Agency in complying with its legal obligations to ensure that hr; ‘
pre-publication review process is reasonably structured to prevent publication onl: ol’
properly classified material, this letter and its attachments respond to the Agency’
request for additional information regarding official acknowledgment by CIA in F sb:nary
2006 of Valerie Wilson’s federal service dates. This letter also ¢larifies the indisg itible
record of Valerie Wilson’s past and present willingness to meet at all relevant t1m s with
- CIA’s Publications Review Board (“PRB”).

With regard to the Agency’s official acknowledgment of Ms. Wilson’s daf :s of

federal service, the-Agency has requested a copy of a letter from CIA to Ms. Wils m
dated February 10, 2006 that was previously published in the Congressianal Reco d nn
January 16, 2007. Mindful of the need to cooperate with the Agency’s informatic 1
request while protecting fully any classified National Security Information, we ar
forwarding on behalf of Ms. Wilson a copy of the letter in the redacted form recei el
from Congressman Jay Inslee’s office, together with the final floor staternent in
contiection with the Valerie Plame Wilson Compensation Act, HR. 501, the bilk ¢ 5
mtroduced, and pages E118-E119 of the Congressmnal Record This response, o: course,
~ 1s subject to and conditioned upon the Agency’s prior written acknowledgment th £~
providing a copy to the Agency of the requested: letter is without prejudm,c to our eg; ul
-position regarding the non-classified status of that letter or any other versions, an« N
Wilson fully reserves all of her rights and remedies in this matter. This response 3

further without pre_]udlce to our legal position that the Agency waived atiy purpor ec.
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basis for seeking to restrict disclosure of the contents of that letter by its zctions,
including, inter alia, prior disclosure by the Agency of the specific information at ssue in
an official document that is now in the public domain.

The February 10, 2006 letter from CIA was an unclassified communicatior
delivered by regular mail on official CIA letterhead which acknowledged and disc os::d
information regarding Valerie Wilson’s eligibility to receive a deferred annuity un le- the
Federal Employees Retirement System (FERS) Special Category at the conclusior of her
government service in January 2006. The deferred annuity letter received by Vale ie
Wilson contained no indicia whatsoever that the information disclosed by the Age ¢
therein was classified, nor was Valerie Wilson informed at the time of receipt (or : >r
almost a full year thereafter) that this official correspondence was purportedly clas :if’ =d
or subject to any restrictions that would prohibit her from providing a copy to Cor mss
in conncctlon with proposed legislation that predated her receipt of the lett(,r

. Thus, while the Agency had actual knowledge of the existence in wiclassii ec
form of Valerie Wilson’s deferred annuity letter from at least February 11), 2006 tl rongh
January 19; 2007, it took no steps whatsoever for nearly a year (1) to reclassify an -
information contained in the February 10, 2006 letter, (2) to indicate any national ecurity
classification of the contents of the letter through proper marking and redelivery o “tl:
letter, (3) to retrieve the original letter, or (4) to restrict in any way disseraination - f he
letter or any information contained therein. To the contrary, for approxirnzately a { 1l
year, none of the measures set forth in Executive Order 12958, as amendsd by Bx culive

'Order No. 13292, 68 Fed. Reg. 15315 (“E 0. 12958”) applicable to. the handling ¢ *
“Classified National Security Information” were undertaken by the Agency with 1 ssp:ect
to mformatmn about Valerie Wilson’s federal service as set forth in the F eoruary 0,

2006 letter. For example, the Agency, as original classification authority, did not
identify, mark, or describe any aspect of that disclosure that “reasonably could be
expected to result in damage to national security,” as required by E.O. §1.6 (5)(c). and it

-+ still has not done so despite my repeated requests. Nor can the Agency seek to cl: ssify

information to “conceal administrative error,” E.O. 12958 §1. 7(2)(1), or to “preve 1t

embarrassment to . the [Algency.” E.O. 12958 §1.7(a)(2).

In any event, given that the information disclosed in CIA’s official
correspondence was obviously not in classified form on February 10, 200€, and g ve1
that the Agency has no reasonable basis to establish any damage caused to nation {
security arising from the information it disclosed about Ms. Wilson’s life as publi he din
the Congressional Record on January 16,2007, reclassification can only b= under ak.:n if
“the information may be reasonably recovered.” E.O. 12958 §1.7(4)(c)(<). That¢ i aly
cannot occur under the circumstances here because the specific information made public
through an official and documented disclosure by the Agency is irretrievably in tf 2
possession of Congress through the legislative process and hence pursuant to the .p:2ch
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and Debate Clause of the Constitution. See U.S, CONST. art. I, § 6, cl. 1. Moreove , e
exact information describing Valerie Wilson’s federal service as set forth in the Ag =t :y’s
‘own official correspondence — which the Agency continues to assert may not be
published by Ms. Wilson in her memoir — has been pilblishcd in the Congressional
Record and made available worldwide on the internet via the Library of C ongress
THOMAS website. See hitp://www.thomas.gov.

Because the Agency began to assert for the first time on January 19, 2007 ( luze
days after the January 16, 2007 publication of Ms. Wilson’s deferred ann ity letter ir “he
Congressional Record) that CIA’s disclosure in unclassified form of specific infon 1asion
regarding her dates of federal service was simply an “administrative error,” I have
requested repeatedly since January 31, 2007 that the Agency provide Ms. Wilson’:
counsel with a revised and remarked version of the February 10, 2006 letrer that cc mylies
- in good faith with any applicable provisions of E.Q. 12958 §1.6. More tkan two n >t :hs
later, however, the Agency still has not done so. Now that Ms. Wilson and her cot ns:1
have complied with the Agency’s request to provide it with a copy of the redacted -
deferred annmty letter already published in the Congressional Record, I am reitera 1
once again my prior requests. To the extent that the attached redacted version of M s.

- Wilson’s deferred annuity letter is coteqninous with the Agency’s determiration o "a

version of the letter that would comply in good faith with any applicable jsrovision - ¢ [

E.O. 12958 §1.6,.or if the Agency has reached and can identify an alternate

. determination, please advise me immediately so that Ms. Wilson can corp'y with 1e:
legal obligations and respond appropriately to the Agency’s January 19, 2 0 7 lette

seeking return of the original document.

With regard to the Agency’s recent misstatements regarding Ms. Wilson’s ecrd
of mcetmg with PRB whenever reasonably requested to do so, I am disappointed t ‘af :t is
agam necessary for a second time to point out and correct obviously false and self:
serving assertlons by the Agency that unfairly distort Ms. Wilson’s good faith disc 1s:jons
‘with PRB.! The following chronology demonstrates concluswely, however, thats € “as

t Notwith'standing actual facts to the contrary, the February 23; 2C07 letter rcn
the Agency’s Associate General Counsel, Ginger A. Wright asserts — errcnzously - t-at
“Ms. Wilson . . . declined to meet Wwith the PRB staff”’ to discuss “issues” concerni g

- possible approaches to revision of her manuscript immediately upon rece.ving ale le: to
* her dated December 22, 2006 (sent three days prior to the Christmas holiday). Al ttur

_ ﬁ'om R. Puhl, the Chairman of PRB, also dated February 23, 2007, contains a simi ar
inaccurate statement: “Our 22 December 2006 letter included an invitation for yor te
meet with PRB staff to discuss these issues and to see if you had a preference mon h lhe
- different revision approaches. However, you have declined to meet with us to disc 1s:

~ these issues.” It is also-my understanding that the Agency’s director, General Mic. acl V
Hajyden, has repéated the same or similar m1scharactcnzat10ns to Congre.s
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always been willing to meét with the Agency at mutually convenient times in conr :c:ion
with the PRB review process and has never declined to meet with PRB to discuss ¢ 2y

issues conceming review of her memoir:

December 13, 2006: Ms. Wilsont meets with PRB,; at that meetiag, PRI
promises to release to her the first 124 pages of her manuscript in redac e

December 26, 2006: A letter from the Agency dated December 22, 20( 5 s
delivered to Ms. Wilson’s mother’s home in Florida.- Ms. Wilscn’s mo her
reads the letter to Ms. Wilson, who is on vacation with her fami'y in Ut th..
The letter, which completely reverses course on PRB’s prior agreement tc

- deliver to her a redacted version of the first half of the manuscriat, state ; in
relevant part, as follows:

The first 124 pages of your manuscript are replete with
statements that may be unclassified standing alone, but
they become classified when they are linked with a specific
time, such as an event inyour personal life, or are included

in another context that would reveal classified inforraation. . -

A détailed description of this znformatzon along wi‘h how
the timeframes and contexts are problematic would be
classified. We are available to meet at your conveiziznce to’
discuss these issues in person. However, we are not able to
communicate this information to you in an unclassified
correspondence Additionally, there is more than one
approach to revising the material in the first 124 pagees of
your manuscript in order to render it unclassified . . . . We
recognize that these options might not be feasible in some
instances and that the only way to-avoid revealing
classified information in those cases would be to recast that

_ information or fictionalize it . . . .We look forward to

hearing from you in the near future regarding how yau
wish to proceed.

January 5, 2007 Rcﬂcctma concerns about the publication review pro. es ; for
Ms. Wilson’s manuscript, certain members of the House of Representa v

and the Senate (and their staffs) inquire into that process and/or commt 1« ate
with the Agency and its director.
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e January 9, 2007: Michael David Grannis, a member of Senatcr Feinste 2’
staff, meets with the Agency regarding the PRB review process for Ms.
Wilson’s memoir. He is informed that the Agency will allow 1im to re iew
the unredacted manuscript with permission from Ms. Wilson so that af )s: :ble
compromise approach can be proposed to the Agency.

e January 9, 2007: Letter to the Agency from Ms. Wilson's counsel rega diag
Agency’s decision to renege on its agreement to release the redacted fir t alf
of Ms. Wilson’s' manuscript and providing the Agency with ar. cpen
.source/public domain chart regarding Ms. Wilson.

e January 11,2007: Ms. Wiison emails permission to R. Puhl a: PRB to
provide Mr. Grannis a copy of the unredacted first half of the 1nanuscri] t.

e January 16, 2007: H.R. 501 introduced and related matenals published n the
Congrcssmnal Record..

« January 23, 2007: Despite email message to R. Puhl twelve diys earlie , .
- Grannis has still not yet received a copy of the unredacted Wilsc-n mam ser 1pt
from PRB.

o January 24, 2007: Ms. Wilson contacts PRB and is informed that Mr. ! [ulil
will be out for “at least the next two weeks.” Ms, Wilson emall< the fir tyart
of the’ unredacted manuscnpt directly to Mr. Grannis.

¢ January 31,2007: Agency provided by Ms. Wilson’s counsel with cop ¢t
materials published in the Congréssional Record on January 16,2007,
Agency informed that its six month delay in eonducting its review of th :
manuscript appears to be dilatory and improper.

e February 9, 2007: Agency reverses coursé again and agrees tc provide i+,
- Wilson with a redacted version of the first half of her manuscript

Contrary to the Agency’s assertion that Ms. Wilson had declined to meet w th ~he
Agency, it is clear from the above chronology that Ms. Wilson, with the Agency’s
~ consent, had provided Mr. Grannis with the first half of her manuscript. 1t was her
worlcmg assumption that she would meet with PRB after Mr. Grannis hac. complet d “is
review in order to determine whether a compromise approach could be agreed upo ..
Therefore, any assertions by the Agency that Ms. Wilson “declined to meet with tt »
PRB" staff during the relevant time period to discuss- approaches to rcvxsmgr her
manuscript are misleading and false. Rather, Ms. Wilson, with the Agency's knov e ge,
was considering and actively working on a proposed approach and comprormise rej ariling
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- redactions to the first half of the manuscript. She did not “décline™ to meet with ar yc e,
and the Agency should correct its misstatements that suggest otherwise.

As previously discussed with the Agency’s lawyers during the maay mont: ; that
Ms. Wilson has worked diligently with PRB to reach a reasonable resolut.o: of am;
possible national security issues arising from her memoir, Ms. Wilson is & loyal for n::r
officer who is not seeking carte blanche to discuss her entire government scrvice o -t
reveal any classified information. Rather, because of newsworthy events ccncernin g her
govemnment service, a fundamental public interest “lies in a proper accommodatior tk :t
will preserve the intelligence mission of the Agency while not abridging tae: free fl w of
unclassified information.” Snepp v. United States, 444 U.S. 507, 520 (1980) (Stev: ns . J.,
dissenting). The Agency, therefore, has an obligation to comply with the Constitut on
and laws of the United States with respect to disclosure of officially acknowledged
information, and this extends to its legal duty to ensure that the Agency’s pre-publi :a:ion

review process is reasonably structured to prevent pubhcatmn only of properly clas iif' 2d
materials.

Sincerel

David B”Smallman

Attachments _
cc: Lisa E. Davis, Esq.
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Publications Review Board . _ Telephoue: 703-613-3 10

1H11 IP Buflding : ] . : Facsiniil: 703-613-3(
Waghington, D.C. 20505 : ' E-mail: jriq@uciagn
23 February 2007

Ms. Valerie E. Wiléc_m
4612 Charleston Terrace, NW
‘Washington, DC 20007

Dear Ms. leson

_ On 21 November 2006 the Central Intelhgencc Agency’s Publications R zview B a:d
(PRB or Board) advised you that it had completed a prepublication réview of your manu er. pt for
_classified information and that it had denied approval for you to publish the manuscript ¢ 1i: is
currently written. On 13 December 2006, you requested a list of required revisions to the st
124 pages of your manuseript that would render that portion of your manuscript unclassi ied. On
22 December 2006, we advised you that the first 124 pages of your manuscript contain
statements that may be unclassified standing alone, but théy become classified wiaenthey aro
- linked with a specific time, such as an event in your personal life, or are includzd in anot er
© confext that would reveal classified information. We advised you that there is more than or:
approach to revising the material in the first 124 pages of your manuscnpt in order to ren leait
unclassified and that the particular approach taken to revise the material in the :nanuscrip : would
significantly affect the line-in/line-out: changes that would be required to render £a¢ mam jcvipt
unclassified. Because a detailed discussion of how certain passages are classified becaus : ¢’ the -
" context in which they appear would itself be classified, and because we wanted ti provid :you
with as much flexibility as possible, our 22 December 2006 letter mcluded an iavitation 1 »r vou
to meet with the PRB staff to discuss these issues and to see if you had a preferznce amor g he
different revision approaches. However, you have declined to meet with us to discuss th se
issues.

In light of the concerns regarding the time associated with the prepublicatonrevic w uf
your manuscript that Mr. Smallman raised with the Counsel to the PRB and in an effort t . be as
helpfidl as possible; we have selected an approach for revising the manuscript and have re ricived
the first 124 pages of your manuscript using this approach :
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. Ms. Valerie E. Wilson

- In accordance with the temms of your secrecy agreement, the Board has detérmi: ec. *hat
certain information contsined within the first 124 pages of your manuscript cannot be ¢ yproved
for publication because it is currently and properly classified information, the: disclosus : ¢ ¥ which
could reasonably be expected to cause harm to national security, and, therefo-e, mustb duleted -
prior to publication. In some instances, the deletéd text is classified because it is Linke« w.*h a

-specific time or is included in a particular context that reveals classified information. ~ be PRB
staffis available to work with you to discuss ways in which this deleted text could be r ociified in
order to render it unclassified or could be used in ather contexts so as to not reveal clas if «d
information. '

Enclosed is a copy of the most recent version of the manuscript that you provid d o the
Board for review. Within this copy we have clearly indicated (1) that text (blacked out th::t must
be deleted from your original version because the information is classified and :nust be enoved
-~ before publication, and (2) that text that is formally approved for publication in its curr at form.
You will note that during the course of our review, the original pagination has changed T
ensure we are clearly identifying textual references in any subsequent discussioas, wek v added
new page references so that we are not conﬁmng specific text between versions.

- As always, after you have had-an opportunity to review these deletions, the PRI stuff will

‘be happy to meet with you to discuss any specific concemns and contiriue our discussior in un .
effort to assist you in publishing your manuscript while safeguarding classified informe iou.
Please keep in mind that if you add material to or change the text the Board his approv: d for
publication, you must subrmt these additions or changes to us before giving them to yoi ¢
publisher or anyone else. In such a case, please mark or'otherwise clearly indicate the 1 sw' or-
changed material so we can expedite our review. Additional material that must be subr iti:d
includes, but is not limited to, photographs, photograph captions, footnotcs, cldnotcs
illustrations, dxagrams, tables charts or maps :

"Please keep in mind that, because your original manuscnpt contains classified
mforma’aon we require that you return t6 us for destruction any and all earlie:, 1zon-apr: oved
vemqns of this work, in whatever form, and remove those items fror your hexdl drive.

Please do not hesitate to contact me if you have any questions or if we can be of fu'ther

. assistance.

Sincérely yours,
- RAM
R.Pulil .

Chairman, Publications Review Bozrl

Page 2
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< 23 February 2007

David B. Smallman, Esq.
Frankfurt, Rurnit, Klein and Selz
488 Madison Avenue

New York, New York 10022

Dear Mr. Smallman:

I am wrltlng in response to your letter of 16 February 2107
and to ouxr telephone conversatlon earlier this aftermoon.

We certalnly apprec1ate and accept the commitment of

Ms. Wilson and her counsel to comply fully with all legal
-obllgatlons regarding the protection of classified informat: o
while fully'reserv1ng any legal rights Ms. Wilson may aave. .is
a result of our telephone conversation, I understand that Yo
have questions regarding what these legal cbligations may b
with respect to the Agency’s 10 February 2006 letter. To b
clear, Ms. Wilson has a légal obligation to return the

10 February 2006 letter and any copies that she may have in hur
_ possession. The 10 February 2006 letter contains curr@ntly and
properly classified information. We dlsagree with ycur
-characterization of our 10 February 2006 letter as an offlc.aL
acknowledgment of classified information that would regquire a
reclassification action to protect. Please be advised that
reclassification is only required when classified informaticn is
formally declassified by an official with declassifica:tion
authority. Information that is properly classified by the
Executive branch and that is released by administrative errr or
by another branch of Govermment without Executive branch
concurrence continues to retain its classification. Tae prom;t
return of the 10 February 2006 letter and copies would not
constitute a waiver of Ms. Wilson’s ability to challenge, o: :
ratification by her of, the Agency’s position that the
information included in the letter is currently and properl: -
classified. We fully recognize that she would be returning t:ie
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letter and copies in order to comply with her legal ohligaticns
to protect information that the Agency has determined is
classified while at the same time reserving any rights that she
may have to challenge that determination.

With respect to your letter of 16-February 2007, obvic isily,
we disagree with your characterization of the contents of ¢ ir
9 February 2007 letter as false and self-serving. Tae Ager*y’
Publications Review Board (PRB) has acted in good faith in its
discussions with Ms. Wilson at all times and has not engage 1 in
any dilatory conduct. As we have indicated to you, Mg. Wilsun’s
manuscript raises very serious classification issues that I ave
required careful consideration by the Agency. The discused s
with Ms. Wilson have been aimed at trying to develop.:n apg raach
that would allow Ms. Wilson to tell her story withou: reves ling
classified information. 1In such cases, ‘the discussions bet seen
.the PRB staff and an author may extend beyond the 30-cday
'benchmark that the Agency tries to meet. As we have furthec
. indicated to you, any redactions required in Ms. Wilson’s
manusc¢ript would be to delete currently and properly class:E:Pd
information in accordance with the terms of her secrecy
agreement, not to -engage in any improper censorship or rest céint
of Ms. Wllson's publlcatlon of her manuscript.

With respect to the record of the PRR’g discussicms wi:h
Ms. Wilson, as you correctly note thé PRB staff met with Ms.
Wilson 6 November 2006 and, on 21 November 2006, adviged he:
“that it had denied approval for her to publlsh the filrst hzlf of
her.manuscrlpt because the informatien in that portion of k ar
manuscript is currently and properly classified and providei her
with a . list of required line-in/line-out edits that would zsr.der
the second half of her manuscript unclassified.- The FRB staff
met with Ms. Wilson on 1 December 2006 and 13 Deceimber 2006 t.o
discuss these issues. At the 13 December 2006 meeting, Ms.
Wilson requested that the PRB staff provide her with & list of
line-in/line-out edits that could be made to the first half of
the manuscript in order to render that portion of the manue ript
unclassified.
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On 22 December 2006, the PRB advised Ms. Wilson that t he
first 124 pages of her manuscript contain statements that r.aw be
unclassified standing alone, but they become classified when
they are linked with a specific time, such as an eveat in lex
personal life, or are included in another context that would
reveal classified information. The PRB also advised Ms. Wilton
that there is more than one approach to revising the naterial in
the first 124 pages of her manuscript in order to reader it
unclassified and that the particular approach taken to revise
the material in the manuscript would significantly affect the
line-in/line-out changes that would be required to render ! =i
manuscript unclassified. Because a detailed discussion of acw
certain passages are clagssified because of the context in vaich
they appear would itself be classified, and because the PR
wanted to provide Ms. Wilson with as much flexibility as
possible, the PRB‘s 22 December 2006 letter to Ms. Wilson
invited her to meet with members: of the PRB staff to discues
these issues and to see if Ms. Wilson had a preferenze amor y i:he
different revision approachés. However, Ms. Wilson aas ind zed
declined to meet with the PRB staff to dlscuss these specifiv
issues.

As I explained in my 9 February 2007 letter, in light >f
the concerns regarding the time associated with the
prepublication review of Ms. Wilson's manuscript tha: you 1 aised
in your 31 January 2007 letter and in an effort to be as he Lpful
as possible, the PRB has selected an approach~for revising :le
‘manuscript and has just completed its review of the Zirst
- 124 pages of Ms. Wilson‘s manuscript using this approcch L
understand that the PRB plans to mail Ms. Wilson the édleletd ons
required for the first 124 pages of her manuscript in order t.o
render it unclassified by the end of today.

After Ms. Wilson has an opportunity to review the revized.
unclassified manuscript, the PRB staff will be happy to mee:
with her to discuss any specific concerns she has. I am
available to discuss any concerns you may have as well:.
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If you have any questions, please feel free to contact e
at (703) 613-3029.

Ginger A. Wright
Associate General Counsel
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Attachment filed in TAB 3 of the
Classified Administrative Record
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From: "Bonlender, Brian" <Brian.Bonlender@mail. house.gov>
“To: "Joseph Wilson (thewilsonswdc@hotmail.com)™
- <thewilsonswdc@hotmail. com>

Date: Tue, 16 Jan 2007 18:59:03 -0500

Attached is the bill we just i111rodu<:ed'1 the final floor statement, and the
redacted annuity letter submitted into the Congressional Record along with
~ the floor statement. :

We had to name the bill in order to couple the statement with the bill
introduction. The name of the bill is the Valerie Plame Wilson Compensztion
Act. :

T'll have somebody get a copy of it when the Congressional Record is
printed. I'm not sure when that will be.

Thanks for all your patience on this,
Brian

Brian Bonlender

Chief of Staff”

Congressman Jay Inslee o ,
~<hitp://www.house.gov/inslee> www.house.gov/inslee
202-225-6311 '

202-226-1606 fax

3 attachments —

o annuityletterredacted.pdf
1) INSLEE_012_xml.pdf

) FloorStatementPlamebilljan2007final.doc
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(0;ig-inal Signature of Member)
110TH CONGRESS '
lq'r SEssTON H R

For the relief of Valerie Plame Wilson.

- IN THE HOUSE OF REPRESENTATIVES

Mr. INSLEE introduced the following bill; which was referred to the Conurittee

A BILL
For the relief of Valerie Plame Wilson.
1 - Be it enacted by the Senaie and House of Representa-
tives of the United States of America in Congress assemtled,
SECTION 1. SHORT TITLE,

This Act may be cited as the “Valerie Plame Wilson

2

3

4

5 Cdmpensation Act” |
6 SEC. 2. VOLUNTARY RETIREMENT FROM THE CENTRAL IN-
7 TELLIGENCE AGENCY. |

8 For purposes of any determination of rights wunder
9 title IIT of the Céntral Intelligence Agency Retirement Act |

10 (50 U.S.C. 2001 et seq.), Valerie Plame Wilson of Wesh-

© £W10\011607\011607.248.xmi (36070513) . -
January 16, 2007 (501 pm.) )
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2
1 ington, District of Coiumbiai_, shall be considered t» have
met the age and consent requirements' that apply_ under
section 302(b) of such Act (50 U.8.C. 2152(b)) by virtue
of section 233(a) of such Act (50 U.S.C. 2053(a)).

N

£\V101011607'011607.248xml (36070513) _ .
January 18, 2007 (5:01 p.m.) S :
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Attachment filed in TABS 6, 7, and 8 of the
Classified Administrative Record



Case 1:07-cv-04595-BSJ Document 8-3  Filed 06/28/2007 Page 52 of 121

Tab 28



Central mtclllgencc Agency

Case 1:07-cv-04595-BSJ Filed 06/28/2007 Page 53 of 121

Washinglon, D.C 20505

Publications Review Board Telephone: 703-613-3070
_ 1H11 IP Building : Facsimile: 703-613-3004
Washington, D.C, 20505 ' : E-mail: prb@ucia.gov
19 April 2007

Valerie E. Wilson
123 North Guadalupe St. #549
Santa Fe, New Mexico 87501

Dear Ms. Wilson:

In light of the recent telephone and e-mail conversations yoﬁ have had with
representatives of the Publications Review Board (PRB or Board), I wanted to take this
opportunity to confirm the status of the Board’s review of your manuscript entitled, Fair Game.

- The Board had determined that certain information iﬂc_luded within your manuscript
could not be approved for publication as written because the information was (and is) currently
and properly classified, the disclosure of which could reasonably be expected to .cause harm to
national security and, therefore, must be deleted prior to publication. Our 21 November 2006
and 23 February 2007 letters to you, and the attachment to our 23 February 2007 letter, identified
the information that would have to be deleted from your manuscript in order to render your
manuscript unclassified so that the Board could approve it for publication.

Our letters also advised you of the Board’s availability to discuss with you how you could
modify the deleted text or use it in other contexts so as to not reveal classified information, if you
wished to explore those options. To this end, we met with you on 1 December 2006 and
13 December 2006 and had a telephone conference call with you on 4 April 2007. During these
meetings and the conference call, we discussed your concerns regarding the classification
determinations reflected in the Board’s review of your manuscript and certain writing techniques
(e.g., changing or obscuring the chronological timing of an event, placing text in another part of
the manuscript, etc.) that you could use to rewrite some of the deleted material to render it
unclassified. This letter memorializes the guidance we provided to you durmg our conversations
that, based on the Board’s review of the additional information you provided, we have withdrawn
our objections to your pubhcatlon of the names of individuals that appear throughout both parts’
of your manuscnpt
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In your 10 April 2007 telephone conversation with a representative of the PRB staff, you

stated that you had decided that you would not rewrite or change the chronology of significant
_portions of the first half of your manuscript. As it appears that you no longer wish to explore the
options regarding how you could modify the majority of the deleted text or use it in other
contexts in the manuscript so as to not reveal classified information, please make all of the .
required deletions to your manuscript that we identified for you in our previous correspondence
and forward the entire manuscript to us, with the copies of the modified pages clearly marked.
When we confirm that you have made all of the required deletions and that all classified
information has been removed from the text, we will approve your manuscript for publication
and provide you with the required disclaimer language and information regarding the destruction
of the non-approved versions of the manuscript. We also require a final review of the galley
proofs so that we can verify that the published version is the approved version. Your
responsibility as the author is to ensure that the publisher releases only the Board-approved
version. Please note that the Board gives galley reviews high priority because the material has
undergone a prior review.

If your plans change and you decide to add material to your manuscript or change the text
the Board has approved for publication, you must submit these additions or changes to us before
giving them to your publisher or anyone else. In such a case, please mark or otherwise clearly
indicate the new material so we can expedite our review. Additional material that must be
submitted includes, but is not limited to, photographs, photograph captions, illustrations,
diagrams, tables, charts, or maps.

With limited exceptions, the classified information the PRB identified in your manuscript
relates to a single issue, of which you are aware, and reflects the classification determination
made by the Director of the Agency. Because the Agency has provided you with a level of
administrative process that exceeds the requirements of the applicable Agency regulations, you
have exhausted your administrative remedles with respect to this classification determmatlon

Wlth respect to the PRB’s requlred deletions that relate to classified information other
- than the main issue we have discussed, you may appeal these Board determinations within
30 days of the date of this letter. Appeals must be in writing and must be sent to the Board’s
Chairman. In accordance with applicable Agency regulations, the Associate Deputy Director of
the Agency adjudicates appeals of PRB decisions and will issue the final Agency decision.
Appeal documentation must include the material intended for publication and any supporting
material you would like the Associate Deputy Director to consider.

As you know, until the Board provides you with written approval to publish your
manuscript, you may not disclose your manuscript to any publisher, editor, literary agent,
co-author, ghost-writer, reviewer, attorney, or any other member of the public. Disclosure of
your manuscript, without the written approval of the Board, would be considered a willful and
deliberate breach of your secrecy agreement that may subject you to civil and criminal penalties,
to an injunction preventing the publication of any unapproved version of the book, and to the
forfeiture of any and all proceeds obtained from publication of the book.

- Page2
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We look forward to hearing from you in the near future regarding how you wish to
- proceed. If you have any questions, please do not hesitate to contact me.

Sincerely, .

P
=

Chairm4n, Publications Review Board

Page3
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CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

Office of General Counsel

24 April 2007

David B. Smallman, Esq.
Wollmuth Maher & Deutsch LLP
500 Fifth Avenue

12™ Floor _

New York, New York 10110

Dear Mr. Smallman:
_ Iam responding to your letter of 17 April and also sending you a copy of the Publications
Review Board’s (PRB) recent letter to yaur client, Valerie Wilson, confirming the status of the

Board’s review of her manuscript.

As you know, during our 2 April conference call I reiterated the need for Ms. Wilson to

. return to CIA the 10 February 2006 letter mistakenly sent to heralong with any copies of the

letter that she retains. I appreciated that once again you gave your assurances that she intends to
comply with her continuing legal obligation to protect classified information. I am also relying
on your assurances during that call that Ms. Wilson is prepared to return the original letter and
any copies in her possession. To that end, and pursuant to the process we agreed upon, please
find enclosed a copy of the 10 February 2006 letter that reflects the proper classification_
markings and that has been approved for release in redacted form as a result ofa decIass1ﬁcat10n
review. I trust that now that we have provided it to you as you requested, you will ensure Ms.
Wilson fulfills her legal obligation to protect classified information and return to us promptly the

- original letter and any copies that she may have retained. The PRB is prepared to make
arrangements to receive the letter from Ms. WllSOQ

_ Also.enclosed is a copy of the PRB Chairman’s 19 April 2007 letter to Ms. Wilson
confirming the status of the Board’s review of her manuscript entitled, Fair Game. The Board
has clearly summarized the current status of its review of Ms. Wilson’s manuscript. It also sets

forth various options for Ms. Wilson as she considers how best to move toward publication of
her manuscript.
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David B. Smallman, Esq.

Finally, I must say I was disappointed to learn that, notwithstanding the progress I

. thought we made in our conference call, Ms. Wilson subsequently decided not to make any
rewrites or any changes to the chronology of significant portions of the first half of the

~manuscript. Nevertheless, I continue to strongly encourage Ms. Wilson to work closely with the
Board to ensure she takes the appropriate steps to protect classified information, which as a
former CIA employee she has a continuing legal obligation to do.

Sincerely,

e

n A. Rizzo
Acting General Counsel

~ Enclosures: _ ' .
1. Redacted copy of 10 February 2006 letter
2. PRB Chairman’s 19 April 2007 letter
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Publications Review Board . ) _ Teephone: 703-$13-3070
THI1 IP Buijlding ‘Facsimite: 793-613-3004
Washingtew, D.C. 20505 . ) E-mail: prb@uciz.gov

19 April 2007

Valerie E. Wilson
123 North Guadalupe St. #549
Santa Fe, New Mexico 875‘01.

Dear M& Wllson

“In light of the recent telephone and e-mail conversations you have had with
reprwentahvm of the Publications Review Board (PRB or Board), [ wanted to take this

opportunity to- conﬁrm the status of the Board's review of your manuscript entitled, Fair Game.

The Boapd had determined that certain mforma&on mcludod within your manuscnpt
could not be approved for publication as written because the information was (and is) currently
and properly classified, the disclosure of which could reasonably be expected to cause harm to
national security and, therefore, must be deleted prior to publication. Our 21 November 2006
and 23 February 2007 letters to you, and the attachment to our 23 February 2007 letter, identified
the information that would have to be deleted from your manusmpt in order to render your '
manuscnpt unclassified so that the Board could approve it for pubhcahon

‘ Our letters also advxsed you of the Board’s avaxlabxhty to dlscuss wnth you how you could
modify the deleted text or use it in other contexts'so as to not reveal classified information, if you
wished to explore those options, To this end, we met with you on 1 December 2006 and
13 December 2006 and had a telephone conference call with you on 4 April 2007. Dtmng these
meetings and the oonfermce call, we discussed your concems regarding the classification

 determinations reflected in the Board’s review of your manuscript and certain writing techniques

(e.g., changing or obsciring the clironological timing of an event, placing text in another part of
the manuscript, etc.) that you could use to rewrite some of the deleted material to render it

‘unclassified. This letter memorializes the guidance we provided to you during our conversations
that, based on the Board’s review of the additional information you pmv:ded we have withdrawn

our objections to your publication of the names of mdmduals that appear throughout both parts’
of your manuscnpt. '
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~ Inyour 10 April 2007 telephone conversation with a representative of the PRB staff, you
stated that you had decided that you would not rewrite or change the chronology of significant
portions of the first half of your manuscript. As it appears that you no longer wish to explore the
options regarding how you could modify the majority of the deleted text or use it in other
contexts in the manuscript so as to not reveal classified information, please make all of the -
required deletions to your manuscript that weidentified for you in our previous correspondence
and forward the entire manuscript to us, with the copies of the modified pages clearly marked.
When we confirm that you have made all of the required deletions and that all classified
information has been removed from the text, we will approve your manuscript for publication
and provide you with the required disclaimer language and information regarding the destruction
~ of the non-approved versions of the manuscript. We also require a final review of the galley
proofs so that we can verify that the published version is the approved version. Your
responsibility as the author is to ensure that the pubhsher releases only the Board-approved -
version. Please note that the Board gives galley reviews high pnonty because the material has
undergone a priof revxew

If your plans change and you decide to add material to your manuscript or change the text
the Board has approved for publication, you must submit these additions or changes to us before
giving them to your publisher or anyone else. In such a case, please mark or otherwise clearly
indicate the new material so we can expedite our review. -Additional material that must be -
submitted includes, but is not limited to, photographs, photograph captions; illustrations,
dlagrams, tables, charbs, or maps.

- With limited exceptions, the classified information the PRB 1dent1ﬁed in your manuscript
relates to a single issue, of which you are aware, and reflects the classification determination
- made by the Director of the Agency. Because the Agency has provided you with a level of
administrative process that exceeds the requiremieats of the applicable Agency regulations, you
have exhausted your administrative remedies with mpcct to this classification determmatlon

With respect to the PRB's required delcno.ns that rclate to classified information other
than the main issue we have discussed, you may appeal these Board determinations within
30 days of the date of this letter. Appeals must be in writing and must be seat to the Board’s
Chairman. In accordance with applicablé Agency regulations, the Associate Deputy Director of
the Agency adjudicates appeals of PRB decisions and will issue the final Agency decision.
Appeal documentation must include the material intended for publication and any suppomng
material you would like the Associate Deptity Director to considet.

As you know, until the Board provides you with wntten approval to publish your
manuscript, you may not disclose your manuscnpt to any publisher, editor, literary agent,
co-author, ghost-writer, reviewer, attorney, or any other member of the public. Disclosure of
your manuscript, without the written approval of the Board, would be considered a willful and
deliberate breach of your secrecy agreement that may subject you to civil and criminal penalties,
to an injunction preventing the publication of any unapproved version of the book, and to the
forfexmrc of any and all proceeds obtained from pubhcauon of the book.

Page2-
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We look forward to hearing from you in the near future regarding how you wish to
proceed. If you have any questions, please do not hesitate to contact me.”

Sincerely, -

N

N ; 4.[
Chaxern\, Publications Review Board

| Page3
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Whigon,DC.20505
Pebruary 10, 2006

APPROVED FOR RELEASE
© M. ValerleWilson™ - [PRTE: RER 2007
4612 Charleston Terrace, NW
- Waghiagton, DC: 20007

Dear Mrs, Wilson,

[ Imhis letteris in response to your recent teléphone conversation thh'[:ﬁl_y_:l
I;'d;:tgardmg when you wonld be cligible to receive your deferred amnui
statate, employees participating under the Federal Employees Retirement System
(FBERS) Spccial Category, who have acquired a minimnm of 20 years of service, are
eligible to receive their deferred anmgy at theu' Minimum Retitement Age (MRA)

SECRET/ /28520110 [ \
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: Dates of Service Yeare/Monthy/Days
CIA (P/T 40) 01/01/2002 - 12/31/2002 01 year, 00 months, 00 days
CIA (P/T 40) 01/01/2003 - 12/31/2003. 01 year, 00 months, 00 days
- CIA (®/T 40) 01/01/2004 - 08/07/2004 00 yeaxs, 07 months, 07 days. ‘
CIA (LWOP) 08/08/2004 - 123112004 00 years, 04 months, 23 days (no excess)

CIA 01/01/2005 ~ 01/092006 01 years, 00 months, 09 days-
T

[?ﬂ"he above figures arg estimates for your planning purposes. The Office of-

. Personnel Management, &s the final adjudicator of creditable service and annvity -
computations, detérmines final annuity amounts. Please let me know if F'ean be of any
further assistance. * | o

Sinccrcly.

- Chief, Refirement & Insurance Services

SECRET 4720320110
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Subject: Re: from valerie wilson

From: "Joseph Wilson" <thewilsonswdc@hotmail.com>
Date: Wed, 25 Apr 2007 20:53:13 +0000

To: joyceah@ucia.gov

thank you.

From: joyceah®@ucia,gov ,
To: Joseph Wilson <thewilsonswdc@hotmail.com>
CC: thomapb@ucia.gov, richajp@ucia.gov
Subject: Re: from valerie wilson

Date: Tue, 24 Apr 2007 15:37:08 -0400

Page 67 of 121

Here we go: Tom can be reached at (703) 482-0968 rpt 482-0968. I

also gave him your address/phone#.
Joseph Wilson wrote:

joyce,

i have not yet recieved the letter (although i don't expect to

until monday at the earliest...).

i have a unrelated favor to ask. ‘i have received several strange
telephone calls to my number here and i would like to report them
to the security office. in the move, i have misplaced the number

and name of the person with whom i usually dealt and informed when

this happened. would you kindly try to find an appropriate contact
for me and number so i can convey the information?

thank you so much. valerie

From: joyceah@ucia.gov

To: Joseph Wilson <thewilsonswdc@hotmail.com>
CC: richajp@ucia.gov

Subject: Re: from valerie wilson

. Date: Thu, 19 Apr 2007 10:48:40 -0400

Valerie,

A letter to you regarding the entire manuscript will be mailed
today. '

bece
Joseph Wilson wrote:

good morning.'

6/19/2007 9:14 AM
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do you have any word on when the final redaction decisions will
be made on the second part of my manuscript?

' thank you. valerie

of 2 = | - . 6/19/2007 9:14 AM
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Subject: Re: from valerie wilson

From: "Joseph Wilson" <thewilsonswdc @hotmail.com>
Date: Mon, 23 Apr 2007 02:30:41 +0000

To: joyceah@ucia.gov

joyce,

i have not yet recieved the letter (although i don't expect to until
monday at the earliest...).

i have a unrelated favor to ask. i have received several strange

telephone calls to my number here and i would like to report them to

the security office. in the move, i have misplaced the number and

name of the person with whom i usually dealt and informed when this

happened. would you kindly try to find an appropriate contact for me
-~ and number so i can convey the information?

thank you so much. valerie

From: joyceah@ucia.gov

To: Joseph Wilson <thewilsonswdc@hotmail.coms>
CC: richajp@ucia.gov '

Subject: Re: from valerie wilson

Date: Thu, 19 Apr 2007 10:48:40 -0400

Valerie,

A letter to you regarding the entire manuscript will be mailed
today.

Joyce

Joseph Wilson wrote:
good morning.

do you have any word on when the final redaction decisions will be
made on the second part of my manuscript?

thank you. valerie

lof 1 | | - 6/19/2007 9:13 AM
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Subject: from valerie wilson : :
From: “Joseph Wilson" <thewﬂsonswdc @hotmail.com>
Date: Tue, 17 Apr 2007 15:22:09 +0000

To: joyceah@ucia.gov

good morning.

do you have any word on when the final redaction decisions will be
made on the second part of my manuscript?

thank you. valerie

ofl o | | 6/19/2007 9:13 AM
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WOLLMUTH MAHER & DEUTSCH LLP
500 FIFTH AVENUE '
NEW YORK, NEW YORK 10110

TELEPHONE (242) 382-3300
FACSIMILE (212) 382-0080

VIA FAX April 27, 2007
(703) 482-1959

John A. Rizzo, Esq.
Acting General Counsel
Office of General Counsel

" Central Intelligence Agency
Washington, D.C. 20505

Dear Mr. Rizzo:

I am responding to your letter dated Apnil 24, 2007 (“Apnl 24 Letter’”). which [eceived
via fax on Apnl 25, 2007.

, As an jnitial matter, the April 24 Letter mischaricterizes in all material respec s «r April
. 2, 2007 telephone conversation and inaccurately describes my statements to you. Fur hermore,
we agreed from the outset that our April 2, 2007 conference call would be for settlem n
purposes only. Accordingly, even if you had not erroneously summarized onr conver at:on for
self-serving reasons. that do not reflect what was actually discussed, you are ethically iound not
to make any improper disclosure or use of our settiement discussions. While 1 must 1 setve all
rights in that regard, I trust further reminder of your obligations will not be recessary

~ With regard o the April 19, 2007 letter from CIA’s Publications Review Boa: 1 (*PRB”)
Chairman R. Puhl to “Valerie E. [sic]Wilson” (“April 19 Letter”), we will respond at
appropriate time to.that letter, which also contains self-serving mischaracterizations ¢ . fact and
erroneous conclusions of law. Accordingly, Ms. Wilson fully reserves all of Lerrigh 5 znd
remedies with respect to both the April 24 Letter from the Office of General Counsel i thc
"April 19 Letter from PRB

Finally, cncloscd is a copy of my letter today to J. Michael McConneli, Direc or of
National Intelligence, pursuant to his statutory oversight authority under SO US.C. § 0t
1(£)(1)(B)(4).

David B. Smaltman

Attachment
cc: Lisa E. Davis, Esq.
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WOLLMUTH Mauer & DEUTSCH LLP
500 FiFTH AVENUE '
NEW YORK, NEW YORK 10110

TELEPHONE (212) 362-3300
FACSIMILE (212} 362-0050

VIA FEDERAL EXPRESS and FAX - April 27, 2007
(202) 201-1124

J. Michael McConnell A

Director of National Intelligence

Office of the Director of National Intelligence
Washington, D.C. 20505

Dear Mr. McConnell:

I represent Valerie Plame Wilson and am writing in connection with CIA’s p e
publication review of her memoir entitled “Fair Game” and your statutory aversight wibority, as
the Director of National Intefligence (“DNI™"), “to ensure compliance with the Const ar:ion and
laws of the United States by the Central Intelligence Agency ....” 50U.S.C. § 403
1(0(1)(3)(4)

Ms Wilson, who lovcs her country and devoted her career to protectiag natic ozl security,
has done everything possxble to cooperate with an agency that she served with loyali 7 and
distinction. Nevertheless, it is necessary to bring to your attention CIA’s v.olation ¢ "c!zarly
established First Amendment law by seeking to prohi_bxt publication of specific infor nation
about Ms. Wilson's dates of federal service that were “officially acknowledgad” by he: Agency
in its oWn unclassified letter now in the public domain through publication ir. the Cc 1g:essional
Record.! By unreasonably interfering with the publication of Ms. Wilson’s took, th s :anduct
continues to prevent important information from reaching the American pub]lc ata«rtf:sal time’
in our nation’s lnstory _

“The February 10, 2006 letter from CIA was an unclassified coraniunication delivered by rt zulixr mail on
official CIA letterhead from CIA's “Chief, Retirement & Insurance Services.™ As publisted in the € )n;ressional
Record, the Jetter acknowledged and disclosed information regarding Valerie Wilson's eligi>ility to: scrivea
deferred annmtyundcr the Federal Employees Retirement System (FERS) Special Categery at the cc )ci:sion of her
government service in Janvary 2006. The defesred anmuity letter contained no indicia whatcoeverth t€:e
information disclosed by the Agency therein was classified, nor was Valerie Wilson inforned at the mi: of receipt -
{or for almost a full year thereafter) that this official correspondence was purportedly classified or su jjeu:t to any
restrictions that would prohibit her fram providing a copy to Congress in connection with proposed ] gislation that
predated her receipt of the letter. Numerous federal courts have held that to be- “officially acknawlec z¢:."by an
agency, information must mect three criteria: First, the information at issuc must be as specific as i : information
previously réleased. Second, the information at issue nuust match the information previously disclos d. ‘Third, the
information at issue must have beert made public through an official and documented disclosire. Se , e.g., Folfv.
CI4, 473 F.3d 370, 378 (D.C. Cir. 2007); Peay v. DOJ, No. 04-1859 (CKK), 2007 U.S. Lis-. LEXTS 17:186 *10-11 -
(D.D.C. March 14, 2007) (applying three part test and requiring: disclosure). Obviously, because M: Wilson seeks
anly to disclose the specific information about her federal service dates already disclosed in CIA” si i stably
authorized, official letter published in the January 16, 2007 Congressional Record (see atiached ema i duted January

" 16,2007 from Brian Bonlender to Valerie Wilson and excerpt from Congressional Recon), all three cr s:ria are
plainly satisfied in this instance, and CIA has waived any possible bases for treating that - niomatxox as “secret”
information ¢ither subject to classification or reclassification.
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J. Michael McConnell

Director of National Intelligence
April 27,2007

Page 2

Furthermore, in order to conccal what CIA chamctenzcs as merely ¢n “admii is:tative
error,” CIA’s Acting General Counsel, John A. Rizzo, asserted in a letter to me this * re:k that the
Agency had reclassified — as‘of April 24, 2007 - the information it had previcusly di clused in
February 2006 (now published in Congressional Record) as “secret.” Howcver, the ixucutive
Order govemning classification of national security information, Exec. Orde:: 12958, s :mended
by Exec. Order 13292, 68 Fed. Reg. 15315 (“Exec. Order 13292”), express.y prohib s e
Agency from doing so under the circumstances presented here: CIA cannot seek to ¢ as:ify
information to “conceal . . . administrative emror,” Exec. Order 13292 §1.7(a)c1), or 1 » “prevent
embarrassment to . [thc] [Algency.” Exec. Order 13292 §1.7(a)(2). Nor ciin CIA asuert that
an “unauthorized dlsclosute somehow entered the public domain without the Agenr v’ full
awareness because CIA’s Chief, Retirement & Insurance Services had presraptive : uthority to
prepare and mail the February 10, 2006 letter and CIA undeniably had knowlcdge 0. it: contents.
Given CIA’s presumed expertise in handling classified information, it is indisputabl: tl:at the
Agency did not from the outset comply with its own mandatory procedures for desig 1a1:ng or
handling classified information with respect to the February 10, 2006 letter, see Exe . (rder
13292 § 1.6, and knew Jfor almost a full year that it had disclosed Ms. Wilson's fede al service

dates in unclassified and authorized form without takmg any measures whatsoevert r:rieve or
protect that information.

: As recently underscored in her sworn teshmony before Congress, Ms. Wilso v'z. 20 years
of dedicated service to the United States ended prematurely when shie was “outed” a: 4.
undercover officer by govermnment officials entrusted to protect that information. Hz: viag
deprived Ms. Wilson of her chosen career and our nation from the continued benefit of er ycars
of training, certain officials within the Executive Branch may now be. seeking to im] ait the -
American pubhc s First Amendment nght to know unclassified information about M s. Wilson'’s
goveérnment service prior to 2002. While we do not have sufficient informat onattl is time to
determine whether political pressure has been brought to bear for the purpcse of pur isl: ing Ms.
Wilson by delaying publication of her memoir or interfering with her ability to shap : 2 adarrative
by demanding that she fictionalize known facts in the public domain, CIA’s current sciition
certainly has that practical effect. ‘Whatever the motivation for CIA’s conduct, DNI is :tatutorily
empowered to correct such abuses as they occur.

While CIA’s Director and its Acting General Counsel may be underszandab)
embarrassed by the Agency's own unclassified disclosure of Ms. Wilson’ s dates of ecieral
- service, CIA is not above the law. Hence, despite the importance of its mission, CL . ould not
be permitted fo undermine the very libertiés that it exists to protect. Whethe:- throug b
bureaucratic ineptitude, or, more likely, a genuine belief by the senior CIA official v tha prcpared
the official disclosure that Ms. Wilson®s dates of federal service were no lenger clas iif-.=d, the
legal analysis and outcome is the same: the Fcbruary 10, 2006 letter was not an “un uf-orized
- disclosure,” see Exec. Order § 1.1(b), and by its conduct, CIA has effectively waive 1 any
- argument that the information it released about Ms. Wilson’s dates of service can ne w be
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properly classified. In any event, CIA’s desire to conceal its embarrassmen: tiy silen ir ; Ms.

- 'Wilson not only violates established law, it also defies logic and common sense. The ug,h once a
classified secret that justified ctiminal referral in 2003 for the unauthorized leak of he r i-lentity,
friends and foes around the globe now know in 2007 that Valerie Plame Wilsor was o
undercover operative and that her employment by CIA began long ago.

" As Director of National Intelligence, you have broad authority to protect the § 1s:itutional
interests of the Intelligence Community. Similarly, you have the power to avoid bur ening the
courts with a dispute that could be speedily resolved by overruling CIA’s errcneous
determination. And because of your oversight function and ultimate responsibility tc p:event
CIA from violating the First Amendment and other laws of the United States, it is th duty of the
Director of National Intelligence to require that CIA’s Director allow Ms. Vilsonto eveal the
start date and duration of her CIA eniployment and to rescind immediately ZYA’s un av.ful effort
to reclassify information which its official acknowledgment caused to enter the publ: ; comain
n'retnevably

. ‘In counsidering this request for dn'ect intervention by the DNI, please: te assur :«d that Ms..
leson, a loyal former CIA officer, is not seeking carte blanche to discuss ‘aer entire government
service or to reveal any classified information. 'For more than ten months, ehe has di 1g«'ntly
worked with CIA’s Publications Review Board (“PRB") to reach a reasona’ls resolt icn of any
possible national security issués arising from her memoir. Nor does this matier invo ve any

. challengg to the Intclhgence Community’s recognized expertise and necessary discre tion

‘regarding its review of the manuscripts of fonnermtclhgence officers to pravent dis: losare of
any information that could possibly compromise national security. Rather, consister ; vith the
law of the land, the public is etitled to know about Ms. Wilson’s employment affili ti:n prior to

- 2002 because CIA itself officially acknowledged and voluntarily disclosed that speci ic
information in an unclassified letter on official CIA letterhead dated February 10, 2 0% which
was published by the Legislative Branch of the U.S. government in connection with j emlmg
legislation and is now irretrievably in the public domain. Under this set of facts, Mt . Viilson and -
her New York-based publisher, Simon & Schuster, have a well recognized First Am n¢:ment

-Tight to publish unclassified information about her life and a corresponding interest i 3 «: usuring -
that the Agency’s pre-publication review process is reasonably structured to prevent publication
only of properly classified material. See Snepp v. United States, 444 U.S. 507, 5201 1S %0)
(Stevens, J., dissenting) (a fundameatal public interest “lies in a proper accoramedat.on that will
preserve thc intelligence mission of the Agency while not abridging the fre -low of -1r.:lassified
information”). See also McGehee v. Ca.s'ey, 718 F.2d 1137, 1148 (D.C. Cir. .983) (; uthor has
“strong (Flirst [Almendment interest in ensuring that CIA censorship of his exticle r sults from a
proper classnﬁcat:on of the censored portions”) (citing Alfred A. Knopf, Inc. 1. Colb; , 509 F.2d.
1362, 1367 (4* Cir) (“the deletion items should be suppressed only if they ae foun t- . be both
classified and classifiable under the Executive Order™), cert denied, 421 U.S. 992, 9 : £.Ct. 1999,
44 L.Ed.2d 482 (1975), Stillman v. CI4, 2007 U. S Dist. LEXTS 24206 *13 n. 4(DI C March



© 04/27/2007 22 FAN2183025900BS)  DRHEMVERBIBR DEUTRGE 06/28/2007  Page 778021

J. Michael McConnell _
Director of National Intelligence
Aprl 27, 2007

Page 4 -

30, 2007) (“Court recognizes, however, that any secrecy agreement which purports t« przvent

. disclosure of unclassified information would contravene First Amendment rights” (ci in)z United
States v. Marchetti, 466 F.2d 1309, 1317 (4™ Cir. 1972) (“We would declin: enforce 1¢:1t of the
secrecy oath signed when he left the employment of the CIA to the extent that it pury drls to
prevent disclosure of unclassified information, for, to that extent, the oath woald be iy
contravention of his First Amendment rights.”)).

-~ For your convenience in responding to our request for intervention biy the DM [, the
background of this First Amendment dispute is more fully set forth in the aftached
correspondence with CIA’s Office of General Counsel between January 31, 2007 ane  April 24,
2007. Exhibits to those letters demonstrate that while the Agency had actual knowle lg:: of the
existence in unclassified form (and its disclosure of} Valerie Wilson’s deferred annu :y letter

_ from at least February 10, 2006 through January 19, 2007, it took no steps whatsoev r or nearly
a year to: (1) reclassify any information contained in the February 10, 2006 letter, (¢ ) i::dicate
any national security classification of the contents of the letter through proper marki g ind
redelivery of the letter, (3) retrieve the original letter, or (4) restrict in any vway disse aination of
the letter or any information contained therein. To the contrary, for approximately a fu'l year,
none of the measures set forthin Exec. Order 13292 applicable to the handlirg of “C la:sified
National Security Information” were undertaken by the Agency with respect to infor nution
about Valerie Wilson's federal service as set forth in the February 10, 2006 Ietter. For :xample,
the Agency, as original classification authority, did not 1dent1fy, mark, or describe a1 y nspect of
that disclosure that “reasonably could be expected to result in damage to national se ar:ty,” as

" required by Exec. Order 13292 §1.6(5)(c).

Only after the unclassified letter was in the possessxon of Congress for lchsl five
purposes and in the public domain (because of publication in the Congressional Rec i}, did
CIA first seek to assert that the letter contamed purponedly classified information, ¢ 1d that its
disclosure had been an “administrative error.”* But in any event, given that the info 1 ition
disclosed in CIA’s official correspondmce was obviously not in-classified form on ] eliuary 10,
2006, and given that the Agency has no reasonable basis to establish any dimage ca 1s:d to
national security arising from the information it disclosed about Ms. Wilson’s life a: published in
the Congressional Record on January 16, 2007, reclassification can only be: undertal en: if “the
information may be reasonably recovered.” Exec. Order 13292 §1.7(4)(c)i2). That sinuply
-cannot occur under the circumstances here because the specific information made p' b: ic through
an official and documented disclosure by the Agency is irretrievably in the possessi @ of
Congress through the legislative process and hence privileged from retum to CIA pr rsnant to the
Speech and Debate Clause of the Constitution. See U.S. CONST. art. L§6,cl 1. M ircover, the

*The Agency began to assext for the first time on Iamm'y 19, 2007 (threc days after the Jar 1ar V16, 2007
-publication of Ms. Wilson” sdefmedanmntylcﬂetmtthongressmml Recoxd) that CIA.s disclost e :n
unclassified form of specific information regarding her dates of federal service was merely an “adm: ishiative
error.”
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CIA letter specifying Valerie Wilson’s dates of federal service has been published in th:
Congressional Record and made available worldwide on the Internet via the: Library f (Congress
. THOMAS website. See http://www.thomas.gov. The Agency cannot therefore “rea: or.zbly
- recover” the letter or the information it has disclosed.

To reiterate, Ms. Wilson has worked d1hgcntly for months with PRE {o fulfil h::
obligations to protect national security. Ms. Wilson is not seeking carte blonzhe to ¢ scuss her -
entire government service or to reveal any classified information, and she has scrupu ously
complied in every respect with her legal obligations. CIA also has an obligation to ¢ xmply with
the Constitution and laws of the United States with respect to disclosure of officially ,
acknowledged information. This obligation extends fo its legal duty to ensur: that &t + ‘\gency’s
pre-publication review process is reasonably structured to prevent publication only ¢ “poperly
classified materials. When CIA fails to do so, as has occurred here, the DNI can an¢ stould
require prompt corrective action. ‘Because of the First Amendment injury at stake in this matter,
I will contact the Office of the Director of National Intelligence on Tuesday, May 1, 2017,
through its General Counsel, Benjamin A. Powell Esq., to follow up on this urgent s :quest.

Smcerely .

David B. Smallman

Attachments
cc:  Sen. Dianne Feinstein
Rep. Henry A. Waxman -
~ Benjamin A. Powell, Esq.
Lisa E. Davis, Bsq.
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The following documents were attached to this letter [AR (Unclassified) Tab 31A]:

[AR (Unclassified) Tab 27D] Email dated January 16, 2007 from Brian Bonlender
to Valerie Wilson, attaching the following: February 10, 2006 redacted annuity
letter; Valerie Plame Wilson Compensation Act; Floor Statement introducing the
Valerie Plame Wilson Compensation Act

[AR (Classified) Tab 8] Congressional Record

[AR (Unclassified) Tab 27] April 17, 2007 letter from David B. Smallman to John
Rizzo, with the following attachments: February 23, 2007 letter from R. Puhl to
Valerie Wilson; February 23, 2007 letter from Ginger Wright to David B.
Smallman; email dated January 16, 2007 from Brian Bonlender to Valerie Wilson
(with the following attachments: February 10, 2006 redacted annuity letter;
Valerie Plame Wilson Compensation Act; Inslee Remarks)

[AR (Unclassified) Tab 29] April 24, 2007 letter from John Rizzo to David B.
Smallman (with the following attachments: April 19, 2007 letter from R.Puhl to

Valerie Wilson; February 10, 2006 redacted letter from Karen Tumolo to Valerie
Wilson)

[AR (Unclassified) Tab 20] January 31, 2007 letter from David B. Smallman to
Ginger Wright (with the following attachments: January 22, 2007 fax from Ginger
Wright to David B. Smallman of the January 19, 2007 letter from Karen Tumolo
to Valerie Wilson; Library of Congress printout of Valerie Plame Wilson
Compensation Act; Congressional Record)

[AR (Unclassified) Tab 21] February 9, 2007 letter from Ginger Wright to David
B. Smallman

[AR (Unclassified) Tab 22] February 16, 2007 letter from David B. Smallman to
Ginger Wright
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WOLLMUTH MAHER & DEUTSCH LLP -

500 FIrTH AVENUE
NEW YORK, NEW YORK 10110

TELEPHONE (212) 3§2-3300
FAcsIMILE (212) 382-0050

VIA FAX | | ' May 2, 2007 -
(202) 201-1198 -

Benjamin A. Powell, Esq.

General Counsel A
Office of the Director of National Intelligence
Washington, D.C. 20505

Dear Mr. Powell:

I represent Valerie Plame Wilson and am writing in connectioni with C A's pre-
publication review of her memoir entitled “Fair Game” and to follow up-on my April 2 7 letter to
J. Michael McConnell (“April 27 Letter”) regarding Mr. McConnell’s statutory o ersight
authority, as the Director of National Intelligence (“DNI), “to ensure cc-mpliancc v.ith the
Constitution and laws of the United States by the Central Intelligence Agency M5 USC. §

403 1HO®B)A).

My office confirmed your rece1pt of a copy of the April 27 Letter, W1t11 attact nunts, on
Monday morning, April 30, 2007. In response to my request to schedu.e a tele] hane call
regarding the matters addressed in the April 27 Letter, my office was informed that you were
unavailable to speak with me this week, but that “an appropriate staff membet” was 'e.:ewing
. the April 27 Letter. In response to a subsequent request for the name of the staff r er:ber to

whom you had assigned the task of looking into the April 27 Letter, my office was infc m:ed that
~ the name of the staff member could not be provided until the end of this week

I appreciate, as indicated by your staff, that there are many pressing demands it aresent.

‘upon your time and Mr. McConnell’s time. Nevertheless, because of the I¥irst A 1endment
injury described in the April 27 Letter and the urgent nature of the request to Mr. McC o1 ziell set

forth therein, a full week provides a sufficient time frame for your office and tie DNI to review

and respond appropriately to the- April 27 Letter. With all due respect, any furthe ¢:lay in

providing a proper response beyond that time would be unrcasonable under the cire 1r stances
presented.

As mare fully described in. the April 27 Letter, Ms. Wilson has wcrked dili ety for
months with CIA’s Publications Review Board to fulfill her obligations to protec national
security. Ms. Wilson is not seeking carte blanche to discuss her entire governrnent se; vi:2 or fo -
reveal any classified information, and she has scrupulously complied in every respec v.:th her
legal obligations. CIA also has an obligation to comply with the Constitution and li w: of the
United States with respect to disclosure of officially acknowledged information. Comi 1avz Wolf
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General Counsel
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v. CI4, 473 F.3d 370, 378 (D.C. Cir. 2007) (explaining “official acknow.edgment (loctrine
applied by federal courts) and Peay v. DOJ, No. 04-1859 (CKK), 2007 U.S. Dist. LE. 1§ 17586
'*10-11 (D.D.C. March 14, 2007) (applying three part test and requiring disclosure) wi k “anuary
16, 2007 Cong. Rec. E118-E119 (Introduction of the Valerie Plame Wilson Ccmpens: tion Act -
Extensions of Remarks) (reprinting redacted annuity letter dated February 0, 2006 Yo CIA
listing dates of Ms. Wilson’s federal service) (visited May 2, 2007) <http://wvrv.thom: 3.110v>.

As stated in the April 27 Letter, CIA’s obligation extends to its legal duty to « asure that
the Agency’s pre-publication review process is reasonably structured to prevent public aticm only
of properly classified materials. When CIA fails to do so, as has occurred he-e, the D] (I :an and
should require prompt corrective action. : '

I am available to speak w1th you at your convenience, and although I will be ¢ it of town’
for the rest of the week, can be reached at any time by cell phone (917.414.0182) or £ rc .igh my
office during regular business hours (212.382.3300, ext. 349). If I do not receive a fu | r:sponse
from your office or the DNI by 6 p.m. EDT on Friday, May 4, 2007, T will assum : ‘nat Mr.
McConnell, in his official capacity as DNI, does not intend to take any actiont with res re:it to the
April 27 Letter. Ms. Wilson, of course, fully reserves all of her ngh1s and r¢ nudies in
connectlon with the matters addressed above. 4

Sincerel

David B. Smallman

cc: Lisa E. Davis, Esq.
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May 4, 2007

David B. Smallman, Esq.
Wollmuth Maher & Deutsch LLP
500 Fifth Avenue

12% Floor

New York, NY 10110

Dear Mr. Smallman:

As I stated in my voice mail message to you earlier today, I am currently reviewing the
extensive material that you faxed to this office regarding Ms. Wilson’s desire to publish certain
information pertaining to her service in the CIA in her memoir. Ihave been out of the office for

‘the last two days and did not receive your subsequent fax seeking an immediate response from
this office until this morhing.

I have spoken with the General Counsel and you can be assured that your materials are
receiving appropriate attention. However, your request for a “full response” from this office by
close of business today is entirely unreasonable. This matter remains under review and it would
not be appropriate for you to make any assumptions regardmg actions of the Office of the
D1rector of Natxonal Intelligence at this time.

Sincerely,

PR

Tricia S. Wellman
Associate General Counsel
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WOLLMUTH MAHER & DEUTSCH LLP |

500 FIFTH AVENUE
New York, NEw YORK 1_0110

TELEPHONE (212} 382-3200
FACSIMILE (212) 382-0050

VIA FAX - . May 4, 2007
(202) 201-1198 : |

Tricia S. Wellman, Esq.

Associate General Counsel

Office of the Director of National Intelligence
Office of General Counsel

Washington, D.C. 20511

Dear Ms. Wellman:

I have received your May 4, 2007 letter. While I disagree with your essiertion - 1ai it
would be unreasonable to expéct a full response today to the letter received by Mr. Mc Zennell a
week ago, I do understand that you were out of your office for the past two days and d d not have
the opportunity to review my May 2, 2007 letter to Mr. Powell until this moraiag. Ba: ec. upon
the representations in your letter and the assurance that the matters raised in v April :7..2007
and May 2, 2007 letters remain under review by the Office of General Counsel, I will ollow up
with you regarding those matters on Tuesday, May 8th.

Sincerely,
DM B, MW_ / /7\3
David B. Smallman

cc: Lisa E. Davis, Esq.
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WOLLMUTH MAHER & DEUTSCH LLP
500 FirTH AVENUE
NEwW YORK, NEW YORK 10110

TELEPHONE (212) 382-3300
FACSIMILE (212) 382-0050

VIA FAX . -  May 11,2007
(202) 201-1198

Tricia S. Wellman, Esq.

Associate General Counsel

Office of the Director of National Intelligence
Office of General Counsel

Washington, D.C. 20511

Re:

Dear MS. Wellman:

Following our telephone call on Wednesday, May 9, we agreed to speal: again n Iriday,
May 11. Today, I attempted twice to contact you by telephone at your office, first at
approximately noon, then again at about 4 p.m. Both times, I left voicemail rnessages equesting

that you contact me today. My initial message also noted that the Director of National

" Intelligence (“DNI") has an obligation. to act promptly to approve or disapprave the re: uuut for
his intervention in the pending dispute with CIA, as described in my letters duted Apri 27, 2007
and May 2, 2007 to Mr. McConnell and Mr. Powell, respectively Neither call was ret qned
during regular business hours. As of 9:45 p.m. this evening, I still have not received & y
response from you or anyone at the Ofﬁce of the Director of National Intelliger.ce (“O.)N.1").

During our May 9 telephone call, you informed me that matters addresised in th :

~ aforementioned letters “remain under review” by the Office of General Counse.. Whe I
inquired about the timeframe for completion of the review, you could not provide me v it'1 any
specific time limit and said that you would contact me when the review was completed } stated
to you that while I understood that DNI needed a reasonable opportunity to review the equest
ODNI’s review could not be open ended or continue indefinitely because of the. ongo:r 3 dor
restraint at issue, and that my clients would be obligated to take appropriate measures i the
event a timely determination could not be reached. You stated that you under stood. .

As of this evening, May 11, it has been a full two weeks from the date the DNI ecived
my April 27, 2007 letter requesting review of CIA’s conduct in violation of the First
- Amendment. In the absence of a specific and reasonable tie limit on officia’ clecisior n.tkmg

regarding DNI's oversight tole pursuant to 50 U.S.C. § 403- 1(t)(1)(B)(4) and given th

objectively reasonable amount of time your office has had to review the materials recei re:| under
“the circumstances presented, further delay would impermissibly provide DNT with esse itinlly
unreviewable authority to suppress speech arising from CIA’s content-based, “irconstit tinaal
prior restraint of officially acknowledged information in the public demain. See, e.g., | 7i'ted
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States v. Marchetti, 466 F.2d 1309, 1317 (4* Cir. 1972) (“CIA must act prompily to aj prive or
disapprove any material which may be submitted to it . . . . Undue delay would impair tf =
reasonableness of the restraint, and that reasonableness is to be maintained if the restre nl is to be
‘enforced”); United States v. Quattrone, 402 F.23d 304, 310 n.5 (2d Cir. 2005) (“Gover 1riental
action constitutes a prior restraint when it is directed to suppressing speech because of s content
before the speech is communicated”). Cf. Beal v. Macdonald, 184 F.3d 117, 127-298 2¢ Cir.
1999).(“prior restraint schemies that fail to place specific and reasonable time limits on ofcial
decisionmaking and to provide for prompt judicial review of adverse decisiors are
impermissible”) (citing FW/PBS, Inc. v. City of Dallas, 493 U S, 215,228,107 L. Bd. «d 403,

110 S. Ct. 596 (1990) and Freedman v. Maryland, 380 U.S. 51, 58-59, 13 L. 3d. 2d 64 ), 45 8.
Ct. 734 (1965)). o

_ Because of DNI’s oversight function and ultimate responsibility to pﬁw«:nt CIA finm
. violating the First Amendment and other laws of the United States, it was the duty of tl e NI to

to publish the start date and duration of her CIA employment previously disclosed byt € 4gency
and to rescind immediately CIA’s unlawful effort to classify or reclassify infc rnation " +hich its
official acknowledgment caused to enter the public domain irretrievably. By lester dat d April
27,2007, Valerie Wilson, through her counsel, requested that Mr. McConnell, in his o 3¢ al
capacity as DNI, overrule CIA’s erroneous determination. To date, Mr. McConnell ha duclined
to do so, and has therefore failed to carry out DNI’s legal obligation to ensure CIA’s cc moliance
with the Constitution and laws of the United States. . '

Please contact me at 917.414.0182 if you wish to discuss this letter.

Sincerely,

_ David ;Smallman' :

cc: LisaE. Davis, Esq.
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CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

" Office of General Counsel
17 May 2007

David B. Smallman, Esqg.
Wollmuth, Maher & Deutsch LLP
500 Fifth Avenue
12 Floor

- 'New York, NY 10110

Dear Mr. Smallman:-

I have received your letter of 27 April 2007 along
with a copy of your letter to J. Michael McConnell,
Director of National Intelligence.

We disagree with your characterization of the contents
of my letter of 24 April 2007 as erroneous and
self-serving. We also disagree with your assertions that

~the 19 april 2007 letter from the Agency’s Publications
Review Board (PRB) to Ms. Wilson contained self-serving
mischaracterizations of fact and erroneous conclusions of
law. '

We remain hopeful that should Ms. Wilson respond to
the PRB‘s 19 April 2007 letter, as you indicated that she
plans to do, she will work with the PRB to ensure that she
takes the appropriate steps to protect classified
information. We also expect that Ms. Wilson will fulfill
her legal obligation to protect classified information by
returning to the CIA the 10 February 2006 letter mistakenly

sent to her along with any copies of the letter that she
retains. ‘ :

incerely,

-

Jt A. Rizzo
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Central Intelligence Agency
Office of General Counsel
Washington, DC 20505

18 May 2007

David B. Smallman, Esq.

Wollmuth, Maher & Deutsch LLP
212-382-3300

212-382-0050

Response to Your 27 April 2007 Letter

John A. Rizzo
Associate General Counsel

ClA/Office of General Counsel

703-482-1951

703-482-1959
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WOLLMUTH MAHER & DEUTSCH LLF
~ 500 FIFTH AVENUR
NEW YORK, NEW YORrk 10110

TELEPHONE (2(2) 382-3300
FACSIMILE (212! 382-0050

VIAFAX -  May 17,2007
" (202) 201-1198 | -

Tricia S. Wellman, Esq.
Associate General Counsel

Office of the Director of National Intelligence
Office of General Counsel
Washington, D.C. 20511

Re:  Pror 'R‘estraint of Publication of Valerie Plame Wilson’s Memiir

Dear Ms. Wellman:

Following our telephone call on Monday, May 14, we agreed to speak again on
Wednesday, May 16. During that call, I also requested a specific timeframe for a respc ns from
the DNI to our pending request, but you would not provide one. I attempted to teach y w1 by
telephone at your office yesterday at approximately 6 p.m. Ileft a voicemail inessages :qiesting
that you contact me on my cell phone to let me know whether a response was available ta the
prior commumca‘aons delivered to your office.

I again attempted to reach you by telephone today, but as of 2:30 pm, ‘Thursday I» ay 17,
T have not received a response to my telephone calls on Wednesday or today, or to the; ec sest
received by the DNI on April 27, 2007. The DNI has the authority to protect the instit tenal
interests of the Intelligence Community. CIA has an obligation to comply with the Co: stitution
and laws of the United States with respect to disclosure of officially acknowledged infi tn:ation.
This obligation extends to its legal duty to ensure that the Agency’s pre-publication rev e
- process is reasonably structured to prevent publication only of properly classificd mate ials.
When CIA fails to do so, as occurred in connection with Valerie Wilson’s mantiscript, he: DNI
can and should require prompt corrective action.

I am disappointed that the DNI has repeatedly declined to provide a specific tin efiame
for a response to the April 27, 2007 request, and, to date, has also declined to provide ¢
substantive response to the April 27, 2007 request and my subsequent letter tc Mr. Pow =l .
Because the DNI has failed to carry out his legal obligation to ensure CIA’s coniplianc v.ith the
Constitution and laws of the United States, Valerie Wilson and her publisher fuily rese. ve -heir
rights to pursue any available rights and remedies they may have under applicable law.

Sincerely,

DM 8. J/m«%’m‘n\/[’hs
David B. Smallman

cc:  Blisa M. Rivlin, Esq.
Lisa E. Davis, Esq.
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OFFICE OF THE DIRECTOR OF-NATIONAL INTELLIGENCE .

GENERAL COUNSEL
WASHINGTON, DC 20511

May 18, 2007

David B. Smallman, Esq.
Wollmuth Maher & Deutsch LLP
500 Fifth Avenue

12® Floor -

New York, NY 10110

Dear Mr. Smallman:

This responds to your 27 April 2007 letter to the Dinectof of National Intelligence (DNI)
regarding the classification status of the 10 February 2006 letter from the CIA to your client,
Valerie Plame Wilson. The DNI has asked me to respond to you on his behalf.

~ Based on a review of the extensive materials that you provided with your 27 April letter,
as well as discussions with the CIA, we concur with the CIA's classification determination
regarding this letter,

As you know, the CIA's Publications Review Board (PRB) has identified for Ms. Wilson
the information that would have to be deleted from her manuscript in order to render the
manuscript unclassified. The PRB has advised Ms. Wilson of its availability to discuss with her
‘the ways in which she could modify the deleted text or use it in other contexts so as to not reveal
classified information. The PRB remains available to discuss theseé alternative approaches with
- Ms. Wilson. We strongly encourage you and Ms. Wilson to continue to work with the PRB to_
meet her needs while respecting her continuing obligation to protect classified information.

Sincerely,

- Benjamin A. Powell
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Date: 07/22/2005 |

Category: |- Public Affairs oPr: |l

Title: _ (U) AGENCY PREPUBLICATION REVIEW OF CERTAIN
MATERIAL PREPARED FOR PUBLIC DISSEMINATION

This reﬁanon was wiitten by [

2. AGENCY PREPUBLICATION REVIEW OF CERTAIN MATERIAL PREPARED
FOR PUBLIC DISSEMINATION

SYNOPSIS: This regulation sets forth CIA polices and procedures for the submission
and review of material proposed for publication or public dissemination by current
and former employees and contractors and other individuals obligated by a CIA
secrecy agreement to protect from unautherized disclosure certain information they
obtain as a result of their contact with the CIA. This regulation applies to all forms of
dissemination, whether in written, oral, electronic, or other forms, and whether
intended to be an official or nonofficial (that is, personal) publication.

a. AUTHORITY
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-The National Security Act of 1947, as amended, the. CIA Act of 1949, as amended, and
Executive Order 12333 require the protection of intelligence sources and methods from
unauthorized disclosure. Executive Order 12958, as amended, requires protection of
classified information from unauthorized disclosure. 18 U.S.C. section 209 prohibits a
federal employee from supplementation of salary from any source other than the U.S.
Government as compensation for activities related to the employee’s service as a
Government employee. The Standards of Ethical Conduct for Employees of the Executive
Branch (5 C.F.R. 2635) are the Government-wide ethics regulations that govern Federal
employees. Those regulations include restrictions on outside activities and compensation for
teaching, speaking, and writing related to official duties. In Snepp v. U.S., 444 U.S. 507
(1980), the Supreme Court held that individuals who have been authorized access to CIA
information the public disclosure of which could harm the national security hold positions of
special trust and have fiduciary obligations to protect such information. These obligations
are reflected in this regulation and in CIA secrecy agreements.

GENERAL REQUIREMENTS AND DEFINITIONS

(1) The CIA requires all current and former Agency employees and contractors, and others
who are obligatéd by CIA secrecy agreement, to submit for prepublication review to the
CIA’s Publications Review Board (PRB) all intelligence-related materials intended for
publication or public dissemination, whether they will be communicated in writing,
speeches, or any other method; and whether they are officially sanctloned or represent
personal expressions, except as noted below. :

(2) The purpose of prepublication review is to ensure that information damaging to the
national security is not disclosed inadvertently; and, for current employees and
contractors, to ensure that neither the author’s performance of duties, the Agency’s
mission, nor the foreign relatlons or security of the U.S. are adversely affected by
publication.

(3) The prepublication review requirement does not apply to material that is unrelated to
intelligence, foreign relations, or CIA employment or contract matters (for example,
material that relates to cooking, stamp collecting, sports fraternal orgamzatlons and so
forth).

(4) Agency approval for pubhcahon of nonofficial, personal works (including those of

“current and former employees and contractors and covered non-Agency personnel) does
not represent Agency endorsement or verification of, or agreement with, such works.
Therefore, consistent with cover status, authors are required, unless waived in writing by
the PRB, to publish the following disclaimer:

“All statements of fact, opinion, or analysis expressed are those of the author and do not
reflect the official positions or views of the Central Intelligence Agency (CIA) or any
other U.S. Government agency. Nothing in the contents should be construed as asserting
or implying U.S. Government authentication of information or CIA endorsement of the
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author’s views. This material has been reviewed by the CIA to prevent the disclosure of .
classified information.”

(5) Those who are speaking in a nonofficial capacity must state at the beginning of their
remarks or interview that their views do not necessarily reflect the official views of the
CIA.

(6) A nonofficial or personal publication is a work by anyone who has signed a CIA secrecy
agreement (including a current or former employee or contractor), who has prepared the
work as a private individual and who is not acting in an official capacity for the
Government.

(7) An official publication is a work by anyone who has signed a CIA secrecy agreement,
(including a current employee or contractor), such as an article, monograph, or speech,
that is intended to be unclassified and is prepared as part of their official duties as a
Government employee or contractor acting in an official capacity. '

(8) "Publication" or "public dlssemmatlon in this context means:
(a) for nonofficial (that is, personal) works -- communicating information to one or more
persons; and
(b) for official works - communicating information in an unclassified manner where that
information is intended, or is likely to be, disseminated to the public or the media.

(9) Covered non-Agency personnel means individuals who are obligated by a CIA secrecy
agreement to protect from unauthorized disclosure certain information they obtain as a
result of their contact with the CIA.

c. THE PUBLICATIONS REVIEW BOARD

(1) The PRB is the Agency body charged with reviewing, coordinating, and formally
approving in writing all proposed nonofficial, personal publications that are submitted for
prepublication. It is also responsible for coordinating the official release of certain
unclassified Agency information to the public. The Board consists of a Chair and an
Executive Secretary -- designated by and reporting directly to the Chief, Information
Management Services (IMS) — with the rest of the Board membership composed of
senior representatives from the Director of CIA Area, the Directorate of Operations (DO),
the Directorate of Support, the Directorate of Science and Technology, the Directorate of
Intelligence, the Security Center, and the DO’s Global Deployment Center, who are
designated by the appropriate Deputy Director, or Operating Official with C/IMS
concurrence. The Office of General Counsel (OGC) provides a nonvoting legal advisor.

(2) The PRB shall adopt and implement all lawful measures to prevent the publication of
information that could damage the national security or foreign relations of the U.S. or
adversely affect the CIA’s functions or the author’s performance of duties, and to ensure
that individuals given access to classified information understand and comply with their
contractual obligations not to disclose it. When the PRB reviews submissions that
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involve the equities of any other agency, the PRB shall coordinate its review with the
- equity owning agency.

(3) The PRB Chair is authorized unilaterally to represent the Board when disclosure of
submitted material so clearly would not harm national security that additional review is
unnecessary or when time constraints or other unusual circumstances make it impractical
or impossible to convene or consult with the Board. "The Chair may also determine that
the subject of the material is so narrow or technical that only certain Board members need
to be consulted. ‘ '

d. CONTACTING THE PRB

(1) Former employees and contractors and other covered non-Agency personnel must submit
covered nonofficial (personal) materials intended for publication or public dissemination
to the PRB by mail, fax, or electronically as follows:
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(2) Current employees and contractors must submit covered nonofficial and official materials
intended for publication or public dissemination to the PRB by mail, fax, or electronically
as follows: ~

Internal Mail: | .
Classified Facsimiile: :
Secure Phone:

(3)_Current employees and contractors intending to publish or speak on a nonofficial,
personal basis must also complete and submit to the PRB an electronic cover
memorandum identifying their immediate supervisor or contracting officer. The PRB
will notify the appropriate Agency manager or contracting officer, whose concurrence is
necessary for publication.

(4)_Review Timelines. As a general rule, the PRB will complete prepublication review for
nonofficial publications within 30 days of receipt of the material. Relatively short, time-
sensitive submissions (for example, op-¢d pieces, letters to the editor, and so forth) will
be handled as expeditiously as practicable. Lengthy or complex submissions may require
a longer period of time for review, especially if they involve intelligence sources and
methods issues. Authors are strongly encouraged to submit drafts of completed works,
rather than chapters or portions of such works.

e. WHATIS COVERED

(1) Types of Materials. The prepublication review obligation applies to any written, oral,
electronic, or other presentation intended for publication or public dissemination, whether
personal or official, that mentions CIA or intelligence data or activities or material on any
subject about which the author has had access to classified information in the course of
his employment or other contact with the Agency. The obligation includes, but is not
limited to, works of fiction; books; newspaper columns; academic journal articles;
magazine articles; resumes or biographical information on Agency employees
(submission to the PRB is the exclusive procedure for obtaining approval of proposed
resume text); draft Studies in Intelligence submissions (whenever the author is informed
by the Studies editor that the draft article is suitable for Studies Editorial Board review);
letters to the editor; book reviews; pamphlets; scholarly papers; scripts; screenplays;
Internet blogs, e-mails, or other writings; outlines of oral presentations; speeches; or
testimony prepared for a Federal or state or local executive, legislative, judicial, or
administrative entity; and Officers in Residence speeches and publications (although oral
and written materials prepared by OIRs exclusively for their classroom instructional
purposes are not covered, OIRs must take particular care to ensure that any anecdotes or
other classroom discussions of their Agency experiences do not inadvertently reveal
classified information). Materials created for submission to the Inspector General and/or
the Congress under the Whistleblower Protection Act and CIA implementing regulations
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are nonofficial, personal documents when they are initially created and the author is
entitled to seek a review by the PRB to determine if the materials contain classified
information and, if so, the appropriate level of classification of the information. If, at any
point during or after the whistleblower process, the-author wishes to disseminate his
whistleblower complaint to the public, the author must submit his complaint to the PRB
for full prepublication review under this regulation. If the author is a current employee or
‘contractor who intends to disseminate his whistleblower complaint to the public, the
author must also obtain PRB review of his materials under paragraph g below.

(2) Review of Draft Documents. Written materials of a nonofficial, personal nature covered
by the regulation must be submitted to the PRB at each stage of their development before
being circulated to publishers, editors, literary agents, coauthors, ghost writers, reviewers,
or the public (that is, anyone who does not have the requisite clearance and need-to-know
to see information that has not yet been reviewed, but may be classified). This
prepublication review requirement is intended to prevent comparison of different versions
of such material, which would reveal the items that the Agency has deleted. For this
reason, PRB review of the material only after it has been submitted to publishers,

“ reviewers, or other outside parties violates the author's prepublication review obligation.
The Agency reserves the right to conduct a post-publication review of any such material
in order to take necessary protective action to mitigate damage caused by such a
disclosure. Such post-publication review and action does not preclude the U.S.
Government or the CIA from exercising any other legal rights otherwise available as a
result of this prepublication violation. Additionally, the Agency reserves the right to
require the destruction or return to CIA of classified information found to have been -
included in earlier versions of a work regardless of the form of the media involved (for
example, paper, floppy disk, hard disk, or other electronic storage methods).

(3) Public Presentations:

(a) With respect to current and former employees and contractors and covered non- _
Agency personnel making intelligence-related speeches, media interviews, or
testimony, they must submit all notes, outlines, or any tangible preparatory material
to the PRB for review. Where no written material has been prepared specifically in
contemplation of the speech, interview, or oral testimony, the individual must contact
the PRB Chair or his representative to provide a summary of any and all topics that it
is reasonable to assume may be discussed, and points that will or may be made.
Unprepared or unrehearsed oral statements do not exempt an individual from possible
criminal liability in the event they involve an unauthorized disclosure of classified.
information.

'(b) In addition, with respect to current employees and contractors making official or
nonofficial oral intelligence-related statements to the media or to groups where the
media will likely be in atfendance, prior to granting interviews or making public
appearances, the speaker shall contact the PRB for guidance. The PRB will
coordinate the review of proposed speeches or media interviews with the component
involved, the Office of Public Affairs for guidance regardmg media or press relations,

- and other offices as necessary.
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(c) Current employees who must make court appearances or respond to subpoenas must
contact OGC for guldance :

4 Ofﬁmal Publications. The publication or public dissemination of official Agency
information by any means, including electronic transmissions, such as Internet and
unclassified facsimile, is subject to prepublication review. In addition to the types of
materials listed in paragraph e(1) above, official publications subject to this review
include unclassified monographs; organizational charts; brochures; booklets; flyers;
posters; advertisements; films; slides; videotapes; or other issuances, irrespective of
physical media such as paper, film, magnetic, optical, or electronic, that mention CIA or
intelligence data or activities or material on any subject about which the author has had
access to classified information in the course of his employment or other association with
the Agency. :

(6) Additional PRB Guidance. It is not possible to anticipate all questions that may arise
about which materials require prepublication review. Therefore, it is the author’s
.obligation to seek guidance from the PRB on all prepublication review issues not
explicitly covered by this regulation.

PREPUBLICATION REVIEW GUIDELINES FOR FORMER EMPLOYEES AND
CONTRACTORS, AND COVERED NON-AGENCY PERSONNEL '

(1) All material proposed for publication or public dissemination must be submitted to the
- PRB Chair, as described in paragraph d(1) above. The PRB Chair will have the

responsibility for the review, coordination, and formal approval in writing of submissions

in coordination with appropriate Board members. : :

| (2) The PRB will review material proposed far pub]jcation or public dissemination éolely to

determine whether it contains any classified information. Permission to publish will not
be denied solely because the material may be embarrassing to or critical of the Agency.
Former employees, contractors, or non-Agency personnel must obtain the written
approval of the PRB prior to publication. :
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(3) When it is contemplated that a co-author who has not signed a CIA secrecy agreement
will contribute to a publication subject to prepublication review, the final version of the
publication must clearly identify those portions of the publication that were authored by
the individual subject to the secrecy agreement. Where there is any ambiguity
concerning which individual wrote a section, and the section was not submitted for
review, the Agency reserves the right to consider the section to be entirely written by the
individual subject to the secrecy agreement and therefore in violation of the individual’s
prepublication review obligations.

(4) When otherwise classified information is also available independently in open sources
and can be cited by the author, the PRB will consider that fact in making its
determination on whether that information may be published with the appropriate
citations. Nevertheless, the Agency retains the right to disallow certain open-source
information or citations where, because of the author’s Agency affiliation or position, the
reference might confirm the classified content.
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h. APPEALS

(1) If the PRB denies all or part of a proposed nonofficial publication, the author may submit
additional material in support of publication and request reconsideration by the PRB. In
the event the PRB denies the request for reconsideration, the author may appeal. PRB
decisions involving nonofficial publications may be appealed to the Executive Director
(EXDIR) within 30 days of the decision. Such an appeal must be in writing and must be
sent to the PRB Chair. Appeal documentation must include the material intended for
publication and any supporting materials the appealing party wishes the EXDIR to
consider. The PRB Chair will forward the appeal and relevant documentation through
the components that objected to publication of the writing or other product at issue. The
Deputy Director or Head of Independent Office will affirm or recommend revision of the
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decision affecting his or her component s equities and will forward that recommendahon
to OGC. OGC will review the recommendations for legal ‘sufficiency and will make a
recomimendation to the EXDIR for a final Agency decision. The PRB Chair is
responsible for staff suppoit to the EXDIR. The EXDIR will render a written final
decision on the appeal. Best efforts will be made to complete the appeal process within
30 days from the date the appeal is submitted. :

(2) This regulation is intended to provide direction and guidance for those persons who have
prepublication review obligations and those who review material submitted for -
nonofficial or official publication. Nothing contained in this regulation or in any practice
or procedure that implements this regulation is intended to confer, or.does confer, any
substantive or procedural right or privilege on any person or organization beyond that
expressly stated herein.

BREACH OF SECRECY AGREEMENT

Failure to comply with prepublication review obligations can result in the imposition of civil
penalties or damages. When the PRB becomes aware of a potential violation of a CIA
_secrecy agreement, it will notify OGC and the Security Center. After Security Center review

- and investigation of the case is completed, if further action is deemed warranted, the Security
Center will refer the matter to OGC, which will report all potentially criminal conduct to the
Department of Justice (DoJ) and consult with DoJ regarding any civil remedies that may be
pursued. .

Is/
, Porter J. Goss
Director of the Central Intelligence Agency
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ADMINISTRATIVE - ITERNAL USE ONLY

Daté: 06/03/97

Category -Informatlon and Records Management OPR': | |

Tide: I v"CLASSIFICATION

AUTHORITIES

This regulation was written

| DECLASSIFICATION AUTHORITIES

In addltlon to the Director of Central Intelligence, the Agency officials hsted below are’
delegated declassification authority. Al previous delegations ‘of declassification
authority are hereby rescinded. ' ‘ '
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_ Chief,-Suppoﬂ Division - " Top Secret
. . | Chief, -Train'ing Center - Top Secret
| Chief, Information, i’rivécy and - Top Secret
, | Classification Review Division }
Chief, Records Declassification Prograrn | TBD Top Sécret
| (RDP) ' :
Deputy Chief, RDP TBD  Top Secret
| _ " DA (Continued)
Chief, DA Team, RDP TBD T Top Secret
Chief, DI Team, RDP | | TBD | Top Secret
Chief, DST Team, RDP - - TBD Top Secret
o o Chief, DO Team, RDP : _ TBD | Top Secret -
. Membgr_, DO Téém, RDP ‘ - TBD | Top Sec‘r.et
Chief;_Unit, RDP B TBD | Top Secret
Chief ,-Branch,, RDP TBD. Top .Secret
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Y

DA
Position Title o | Position Number | Declassification
Level

Deputy Director for Administration - _ Top Secret
Associate Deputy Director for . ~ Top Secret
Administration
Associate Deputy Director for ' — - Top Secret
Administration for Information Services
Director of Information Management - Top Secret

. . Information Review Officer I Top Secret
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/sl

Acting Director of Central Intelli gence



Case 1:07-cv-04595-BSJ  Document 8-3  Filed 06/28/2007 Page 118 of 121

Tab 41



Case 1:07-cv-04595-BSJ  Document 8-3 ~ Filed 06Wj

. SECURITY REGULATIONS CERTIFICATION

1 CERTfFY THAT I HAVE READ THE SECURITY REGULA-
. TIONS M'ANU‘AL oF 'THE CENTRAL INTELLIGENCE AGENCY.
I UNDERSTAND THESE REGULATIONS AND WILL ABIDE BY

THEIR PROVISIONS

, Signature

Vaalexie C Plames
NAME (typed or printed)

FORM
6-63

2108 -

(4-12)

et



a

tion. from unauthorized disclosure.

1-83
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<1, 1, Va } er Le E l [€ C&F rp 'Ql’)’]e/ (pnnt full name), hereby agree to ‘accept as a prior condrtlon of my
being employed by, or otherwise retained to perform services for, the Central Intelligence Agency, or for staff elements of
the Director: of Central Intelligence (heréinafter collectively referred to as the “Céntral Intelligence Agéncy™), the -
obligations contained in this agreement. ) : ' :

2.1 understand that in the course of iy employment or other service with the Central Intelligence Agency I may be
given access to information which is classified in accordance with the standards set forth in Executivé Order 12356 as
amended or superseded, or other apphcable Executive Order.and other informiation which, if disclosed in an unauthorized
marner, would jeopardize intelligence activities ofhth\eﬂﬁrﬁdhntef{flemment I accept that by being granted aceess to
such information I will be placed in a position of special confi a aftd trust and become obligated to protect the informa-

8. In comlderatron for being employed or. othermsa.\:etaine to flre'\}ide servmes to the Central Intellrgence:A'géncy,il
hereby agree that I will never dlsc]ose in any fo ny ménnér any of the followmg categones of 1nformat10n or
materials, ‘to .any person not authorized by the Central Ix}telhgene{e Agency to recerve them:

a. information which is classified pursuant to Ex uty@rder and which I have obtamed dunng the course of my

émployment or other sergice w1th ‘the Central Intellidefice Agency;

b. information, or maf ¢ , suant to Efecutive Order and obtained by me

‘within my. control are
‘whomi the Agencyu has

authorrzed to receive 1t_

ritral Intelhgence Agency, I
matlon or mateffgls including works of fiction

L
3 nfaﬂﬁl data which mayze based upon information
e "[ighc_ .or which I havn/ctuallv prepared for public _

5.:As a further. condgtion of the spesial co eIt

hereby agree to submit forgnew by-the Ce: D:])t e

which contain any mentiopxof intelligence }dat
classified pursuant to Executive Order, whi

disclosure, either durmg %:rmployment or other ser ceﬂMth,th .
prior’ to dlscussmg it with o Y fve access to it<] further agree that I wrll not

owing it to a1l {
tike ‘any steps to ubli&disclosure unﬁ[\.Lhave recelved written B éissien to do sofrom the ntral Intelhgenoe
Agency. . _

’ Iundemjthe u Oeoftherevxu 1éfﬁi drifrparagraph 5 is to gi 'eCe":' i
oppgrtumty to ‘eter irie whether—ti he” informati r; imat raF I corite 'B‘l’ate drs ¢ , .ﬁ,
mforrhatlon whichBhiye firedl not to djsclgse. I Further 1'1 ersta tth)?cg&[r?cv w1ll y
e withirkdreasona Ie‘ﬁkne IfJur'L : ;
"hemfo ation fin estion

to! osh

b

and make a respe se
determinations or
spe01frcally ldentl "

/ av' be called upon to -
dt/ permission to publrsh or

£ty employment or other service
f thrs agreement are and will re-

7. I understand th, 85 __ or matena‘s%lnch I ma {ui
Y which fit t ,dgé& 1p ﬁ S

main the property of the Unlted Stat overnj

may have come into my possession or foRrwhich ;:}pe 31 l e of my em"p dymhent or other service w1th the Cen-
tral Intelligence Agency, upon demand by an approprd off 101 entral Intelligence Agerg:y, or upon the conclusion
of my employment or other service with the Central lln{ lé gency . o )

8. I agree to notify the Central Intelligence Agency immediately in the event that I am called upon by judicial or
congressronal authorities ‘to testify- about, or provlde information which I have agreed hereln not-to dlsclose

9. I understand that nothing contained in this agreement prohibits me from reportmg mtelhgence a‘cﬁvmes Wthh I
conSIder to be unlawful or improper directly to the Intelligence Oversight Board established by the President ot to any
successor body which the President may establish. I recognize that there are also estabhshed .procedures 6 btinging such

. matters to the attention of the Agency’s Inspector General or to the Director of Central Intelligence. I further understand

that any information which I may report to the Intelligénce Oversight Board continues to be subject to this agreement for all

. other purposes and that such reporting does not constitute public disclosure or declassifieation of that information.

QBSOLETE PREVIOUS
368 EDITIONS



*10. I understand that any breach of this- agréerernt-by me may result in the Central Intelligence Agency taking
admms&ahvm@nla%ﬁvnllﬂm inclddCtMEIAS- ~Bss of ke hP Er3h3B06Y of rﬁ%‘a@ﬂpm&t 2 bther
service with the Central Intelligence Agency. I also understand that if I violate’ the terms of this agreement, the United
- States Government may institute a civil proceeding to seek compensatory damages.or other appropnate relief. Further, I
understand that the disclosure of information which I have agreed herein not. to disclose can, in some circumstances, -
constituté a criminal-offense. : _ e
11. I understand that the United States Govemment may, prror to any unauthonzed dxsclosure whrch is threatened by
choose to apply to any appropriate court for an order enforcmg this agreement, Nothmg in this agreement constitutes a
,«mver on ‘the part of the United States to institute a civil or criminal proceeding for any breach of this agreement by, me.
Nothmg in this agreement constxtutes a weiver on my part of any possrble defenses I may have in connection with either
cryll or. criminal proceedmgs which may be brought against mie. :
12. In addition to any other remedy to which the United States Government may become entitled, I hereby assign to
the United States Government all rights, title, and interest in any and afl royalties, remunerations, and emoluments that

have resulted or will resu.lt or may result from’ any diyulgence, publication or revelation of information by me which is
carried out in bréach of paragriph 5 of this .agreement or which involves information prohlblted from disclosure by the

terms of this- agreement

1871 undestand and accept that, unless I am provided a written release from this agreement or any portion of it by the
Director of Central Intelligence or the Director’s representative, all the conditions and obligations accepted by mie in this
agreemment apply both dunng my employment or other service with the Central Intelhgence Agency, and at all times

thereafter .

14,1 .understand that the purpose of this agreement is to implement the responSiblhtles of the Director of Central
. Intelligence, particularly the responsibility to protect intelligenceisources and metliods, as specified in the National Security

Act of 1947, as amended.

15: 1 understand that nothiiig in this agreement limjts or otherwise affects provisions of criminal or other laws
protecting classified or intelligence information, including provisions of ‘the espionage laws (sections 793, 794 and 798 of
Title 18,. United States Code) and provrsrons of the Intelhgence Identrtres Protection Act of 1982 (P L 97-200; 50 U.S. C,

421 et seq)

. 16 Each of the numbered paragraphs and lettered subparagraphs of this agreement is severable If a court should fmd‘
Suy of the paragraphs or subparagraphs of thrs agreement to be unenforceable I understand that all- remaimng provisions

T"eontifiué in full force.

- 17. I make this agreement in good faith, and with no purpose_of ‘evasion.

2 - .
R . o wir oo

. . . \_
: The executron of this dgreement was wrtnessed by the undersrgned who accepted it on_behalf of the Central Intellrgence
‘Agency as a pnor condrhon of the employment or other service of the person whose signature appears above.

- -'_WITNE'SS: AND ACCEPTAN CE:

- Prited' Namé-




