Aarkanl v. sandisk Corporation poc. 11V

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

____________________________________ X
DAN HARKABI & GIDON ELAZAR, :
08 Civ. 8203 (WHP.)
Plaintiffs,
OPINION
-against- o
[uspcspNy
SANDISK CORPORATION, /| L
1* DUUJMEN‘T
Defendant. : LECTRONICALLY FILED
------------------------------------ X }Doca
WILLIAM H. PAULEY III, District Judge: f DATE F 1 LED _1h2 h2/fia

Dan Harkabi (“Harkabi”) and Gidon Elazar (“Elazar,” together, “Plaintiffs”)
assert a breach of contract claim against SanDisk Corporation (**SanDisk”) relating to its sale of
flash memory drives incorporating Plaintiffs’ technology. In 2004, SanDisk acquired Plaintiffs’
start-up company MDRM and promised to pay them a $4 million earn-out if MDRM technology
drove sales of SanDisk products. Plaintiffs assert that after SanDisk acknowledged its obligation
to pay the eamn-out, it reneged and terminated them. While the dispute is relatively
straightforward, the litigation has been protracted and hard-fought. SanDisk warned Plaintiffs
that pursuing their claim would be very expensive. Regrettably, SanDisk’s unyielding tactics
ensured its prophecy became reality. After a week-long bench trial, this Court concludes that
Harkabi and Elazar are entitled to the full $4 million earn-out plus prejudgment interest. This
Court makes the following findings of fact and conclusions of law pursuant to Federal Rule of

Civil Procedure 52,

Dockets.Justia.com


http://dockets.justia.com/docket/new-york/nysdce/1:2008cv08203/332703/
http://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2008cv08203/332703/110/
http://dockets.justia.com/

FINDINGS OF FACT

|. The Spoliation of Plaintiffs’ Laptops

As an initial matter, in addition to the exteresproof at trial, SanDisk’s spoliation of
evidence buttresses certain findings of fact and the resulting conclusions of law. By Memorandum &
Order dated August 23, 2010 (the “Spoliation Ordehis Court sanctioned SanDisk for its
spoliation of Plaintiffs’ laptop computers, awarded Plaintiffs attorneys’ fees, and authorized an

adverse inference against SanDisk at trial. Isd#abi v. SanDisk Corp275 F.R.D. 414, 420-21

(S.D.N.Y. 2010). As this Court noted, the missing data “includ[ed] meeting notes, calendar entries,
and digital photographs of technical schematics drawn by Elazar on white boards
. . . showing [Plaintiffs’] involvement in developing the U3.” Hark&hi5 F.R.D. at 417.
Accordingly, and as detailed below, SanDisk’stdgction of Plaintiffs’ laptops containing highly
relevant evidence supports the following findings of fact that cite to the “Spoliation Order.”
Il. The Parties

Harkabi and Elazar are Israeitizens with extensive experience in the electronics
industry. (Trial Transcripf‘Tr.”) 4:2-3; Tr. 5:3-7,5:12-20, 5:21-24, 6:7-14; T228:24-25.) In
2002, they established a company named MDRMacronym for “Mbile Digital Rights
Management.” (Tr. 11:6-22; Tr. 233:18-234:3) MDRM, Elazar wasn charge of product
development and Harkabi handled businessersa (Tr. 12:3-4; Tr. 234:6-11.)

SanDisk is a Delaware corporation with its principal place of business in
California. (Complaint, dated Sept. 23, 2q08ompl.”) 1 4; Answer, dated Nov. 14, 2008
(“Ans.”) 1 4.) During the relevant period, igaisk was the world’s lgest manufacturer of

computer flash memory storage products. (Trl@21; Plaintiff’'s Trid Exhibit (“PX") 105-2.)



[1l. MDRM Technology

Plaintiffs created MDRM to develgpoducts using USB flash drive technology.
(Tr. 11:10-14.) Flash memory is a semiconductop that retains storage in the absence of
power. (Tr. 7:16-18.) For example, a digitamera typically stores photographs on a
semiconductor chip with flash memory when tiagnera is turned off. (Tr. 7:19-23.) A USB
flash drive is a consumer elemtics device that enables the usecopy and store files on the
drive after connecting it ta computer and thereafter trandfez files to another computer. (Tr.
8:25-9:3.)

The first flash drive MDRM created wasown as “BookLocker.” (Tr. 12:13-18.)
BookLocker was a system that enabled schoddtire educational materials, such as
electronic books, and assign a sfiebook to a specific studebtased on a BookLocker device
in the student’s possession. (Tr. 12:19-2BgokLocker enabled the download of electronic
content from a remote server in a securestation. (Tr. 13:5-15.)To provide this unique
function, the server neededrerognize the specifiBookLocker device and differentiate that
device from every other BookLockdevice. (Tr. 14:3-13.) Theft@rentiating characteristic of
each BookLocker device was its device iderdifian, or “DID,” which is a unique code
programmed into each flash deiv(Tr. 14:17-18; Tr. 341:16-17y. 457:15-17; Tr847:3-4.)

MDRM'’s BookLocker and DID system involved: (i) a dedicated DID server to
generate DIDs; (ii) an MDRM server that distributed the DIDs over the network inside the
manufacturing plant to producti@ervers; (iii) a “golden unitfalso referred to as a “golden
key”) that decrypted the DIDs; (iv) the downtbaf a DID into the BookLocker device under
production using a specialized testing machaméTanisys” machine; and (v) code on the
BookLocker device itself which accepted and veritiegl integrity of thédID. (Tr. 15:2-16:18;
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Tr. 713:25-733:4.) While at MDRM, Elazar filéwo United States Rant Applications
disclosing MDRM'’s BookLocker technology. (PX 463, PX 464.)

V. SanDisk Acquires MDRM

In the summer of 2002, Plaintiffs first meith Eli Harari (“Harari”), SanDisk’s
Chief Executive Officer, and Yoram Cedar (“CedaBanDisk’s head of engineering. (Tr.
17:10-15.) During this meeting, Hai informed Plaintiffs tht a new SanDisk “controller”
would be compatible with MDRM'’s technologné suggested a collaboration between the two
companies. (Tr. 18:11-23.) In 2003, Plaintifferked with SanDisk personnel to develop a
SanDisk product that incorporated BookLoctechnology. (Tr. 18:24-20:8; Tr. 235:3-15.)
Elazar explained the BookLocker technology talSiak firmware engineers and detailed what
MDRM would need from SanDisk to manufacturgraduct. (Tr. 19:6-15.) As a result of the
collaboration, Plaintiffs were &bto create prototypes of seeuSanDisk flash memory cards
with BookLocker technology. (Tr. 20:12-15.)

Beginning in or around January 2004, Seskixollaborated with Plaintiffs’
former employer—M-Systems—in connection wiitle research and development and marketing
of a next-generation USB flash drive. (PX 27¥r. 751:5-9; Tr. 810:10-21, 815:15-816:3.) This
new flash drive became known as the U3 device. (PX 27-2, 27-5 at 8 1.29, 27-6 at § 1.38; Tr.
751:10-752:5; Tr. 27:12-24; Tr. 242:5-8; BB9:10-340:12; Tr. 816:8:) SanDisk and M-
Systems created the specification for the U3 (the “U3 Specification”), which included the
requirement that the U3 have the ability to teemsecure session asafely upload or download

content from a remote server. (PX 102£02-54 at § 4.5; Tr. 3446-345:1.) The U3



Specification did not provide défgregarding how to manufactuaeU3 device. (Tr. 346:4-6; Tr.
753:7-15.)

In April 2004, SanDisk approached Rigifs about buying MDRM. (Tr. 21:5-9;
Tr. 235:16-18.) After receiving anmdjecting a number of offefsom Harari, (Tr. 21:7-25; Tr.
238:1-3; PX 13), Harkabi met with SanDisk Boanember Cathy Lego, who made a final offer
to acquire MDRM. (Tr. 238:4-23.) The terms of the final offer included an earn-out cash
payment based on the number of devices sott a two-year pevd that used MDRM'’s
technology, with a maximum payment of $4 millimn the qualified sale of 3.2 million devices.
(Tr. 22:1-15; Tr. 238:18-239:20.) Plaintiffs accaepf&anDisk’s final offer in May 2004, in part
because Harari told them that SanDisk intehieuse MDRM'’s technoby in all of SanDisk’s
products. (Tr. 21:20-222; Tr. 239:8-240:13.)

In July 2004, SanDisk executives prepaagaresentation to SanDisk’s Board of
Directors to obtain approvédr the acquisition of MDRM. (PX 24; Tr. 809:14-24.) The
presentation included a descrgstiof the “Deal Thesis.” (PX 24-7.) The “Deal Thesis” set forth
SanDisk’s reasons for acquiring MDRM: (ipdal rights management was a key enabling
function for the growth in commercial contestored on flash memory cards; (i) MDRM'’s
technology could implement digital rights managatpand (\iii) SanDisk wanted to use MDRM
technology for SanDisk memory cards to diffgrate SanDisk’s products and enable the
development of unique applications for mediealucation, enterprise, and government users.
(PX 24-7; Tr. 811:9-814:5.) The board presgataincluded an explanation that MDRM would

aid SanDisk’s U3 project with M-Systems. (PX 24-8; Tr. 814:6-16.) Thus, SanDisk executives,



including Harari, knew that Samék was acquiring MDRM to icorporate its technology into
SanDisk products, includingeHJ3. (Tr. 814:21-23; PX 15-Tyr. 785:4-787:5; PX 29-3.)

In connection with the acquisition, MEM became an operating group within
SanDisk named Secure Content Solutions 83C(Tr. 23:24-24:2; Tr. 241:1-3.) Harkabi
became vice president of SCS, and Elazar besamier director of prduct management and
architecture. (Tr. 24:3-5; Tr. 241:9-11.) Elaras responsible for @ng SanDisk integrate
MDRM technology, developing the BookLockeoduct, and managing the development team.
(Tr. 24:6-9.) Harkabi was in charge of S@8moted products, ceuited personnel, and
managed the budget. (Tr. 241:12-16; Tr. 339:4B0}jh Harkabi and Elazaelocated with their
families from Israel to Califorai. (Tr. 24:12-19; Tr. 241:21-22.)

V. The Pertinent Terms of the Merger Agreement and Earn Out Provision

SanDisk and MDRM entered into an A&nded and Restated Stock Purchase
Agreement on September 13, 2004 (the “Agredie(PX 34.) The pertinent terms and
provisions of the Agreement are the following:

(a.) Contribution Consideration. AtdlClosing, Buyer [SanDisk] shall pay

to the Sellers [Plaintiffs] (through the Escrow Agent) U.S. $4,000,000 (the
“Contribution Consideration”), which amount shall be forwarded to the
Sellers in accordance with and subject to the Contribution Consideration
Earn-Out provisions set forth below $ection 1.4. (PX 34-4, § 1.1(b)(ii).)

(b.) Contribution Consideration Earn-Out. Forty five days following each
fiscal quarter from the Closing Daéad through the fist quarter during
which the second anniversary thie Closing Date (theTWwo Year Date")

takes place, the Buyer shall provide the Escrow Agent and Seller's
Representative with notice of the numioé units (whether in the form of
Secure Digital cards, USB Drives or other formats) using or embedding
the firmware developed by the Company Group [MDRM] before the
Closing Date (the MDRM Technology”) and/or Derivatives thereof (as
defined below) developed by any mesnlof the Buyer Group [SanDisk]
after the Closing Date MMDRM Units’) Sold (as defined below) during
the fiscal quarter theanded. (PX 34-5, 8§ 1.4.)
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(c.) [Contribution Consideration Earnd®] Buyer shall, and shall cause
each of the corporations, partnerships, limited liability companies and
other entities as to which a majory the outstanding voting interests are
owned, beneficially or of recorddirectly or indrectly (each, a
“Qubsidiary”) by the Buyer (together, theBuyer Group”) to give Seller’s
Representative and its authorized esgntatives (includg its attorneys
and accountants) reasonable accesalltdbooks and records thereof as
Seller's Representative may reasonataguire, in ordeto establish the
number of MDRM Units Sold as spéed in the aforesaid notices of
Buyer. (PX 34-5, 8 1.4.)

(d.) [Contribution Considation Earn-Out.] The Esow Agent will then
release to each of thelees, in the ratios set fdrtin Section 1.1(b) of the
Disclosure Schedule, an amount equal to: (A) the total Contribution
Consideration multiplied by (B) a fraen, the numerator of which is the
number of MDRM Units Sold during sh preceding calendar quarter and
the denominator of which is 3.2 million (th€rbportionate Contribution
Consideration”). (PX 34-5, § 1.4.)

(e.) [Contribution Consideration Earn-OutJetes’ and “Sold” means the
sale, lease or license of productsBafyer which (x) a& marketed by a
member of Buyer Group by referee to the MDRM Technology or
Derivatives thereof or to their functioasd/or capabilities, (y) are used by

a member of the Buyer Group to providentent stored on such unit, or
update firmware, upload or downloathta, or any other use which is
enabled by the MDRM Technology taid] Derivatives thereof, or (z)
have been pre-activated by a custondistributor, reseller or any other
channel for ultimate sale to an end-user that result in revenue recognition
(e.g., not channel inventory or consigned goods) on the sale of the MDRM
Unit by the Buyer Group, in each case Ibefthe Two Year Date or within

the nearest fiscal quarter endiradter the Two Year Date. For the
avoidance of doubt, a Sale shall not adgumerely as a result of the sale

of products of Buyer which use @ambed the MDRM Technology or
Derivatives or a portion theof (ii) as a result of the routine authentication
and logging of contacts between a umta central server (iii) merely

as a result of listing the MDRMeéEhnology on data sheetf the Buyer
Group. (PX 34-5to0 34-6, 8§ 1.4.)

(f.) [Contribution Consideration Earn-Out.périvatives’ means: (a) any
computer program (whether in sourge object code form.) port, work,
product, service, improvementmodification, revision, alteration,
enhancement, abridgement, condensation, expansion, new version,
translation, adaptation, design, conceptany medium, format or form
whatsoever, that is derived in any manner, directly or indirectly, from the
MDRM Technology or any part or asgt thereof or that utilizes or
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incorporates such a preexisting workamy part or aspect thereof, or any
other form in which the MDRM Technology may be recast, transformed
or adapted; (b) all “derivative works” as defined in the copyright law of
the United States, the MDRMethnology and (c) all materials and
documentation related to each of the foregoing. (PX 34-6, § 1.4.)

(g.) Governing Law. This Agreement and transactions contemplated
hereby shall be governed and congfrueder and in acedance with the
laws of the State of New York (withogtving effect to any choice of law
rule thereof which would cause thepdication of the laws of another
jurisdiction). (PX 34-39, § 10.6.)

VI. Elezar and Harkabi Integrate MDRMe@hnology into SanDisk’s U3 Devices

Prior to 2005, SanDisk did not have@mduct that had thcapability to
authenticate itself to a servever the internet. (Tr. 344:8-15;.1951:12-14.) This functionality
was a design requirement for the U3 device. 8#3:19-344.7; PX 102-54.) In early April 2005,
with the U3 development project underway, Sash[3 Carlos Gonzalez (“Gonzalez”), a senior
director on the U3 project, weto Elazar proposing a meeting ‘4o over the U3 infrastructure
needs and establish a game plan.” (PX 28@ar)zalez and Elazar then discussed a plan in
which SanDisk would generate secret keys ferUl3 inside the device. Gonzalez also asked
whether MDRM'’s technology could be adapted @daeertificates and serial numbers to the U3
using a DID. (Tr. 29:9-22.) SanDisk dubbed thin for the manufacturing process “Case A.”
(Tr. 29:6-22, Tr. 37:1-18; P®5-6; Tr. 369:16- 370:2.)

On May 4, 2005, Elazar described in an et steps that needed to be added
to the process to load certificates using a DID into the U3 device during the Case A
manufacturing. (PX 60-1 to -2; Tr. 31:10-18he steps described were part of MDRM'’s
BookLocker technology. (Tr. 33:20-22.) Maspecifically, Elazar outlined the MDRM
BookLocker DID technology that would need toibwlemented for the U3. He also provided

the instruction for storing the DID and verifgits validity. (PX 60-1, 6@; Tr. 32:24-33:19.)
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Elazar sent his e-mail to Sean Chang, head nb&#’s firmware team for the U3, and several
other members of the U3 team. (PX 60-1;30:18-31:6; Tr. 779:1380:10; Tr. 347:23-25; Tr.
358:23-359:4.) In response to Gonzalez’s qoastWhat is DID?” Elazar responded that the
DID was part of the structure of BookLocker usedtore certificates in manufacturing and that
it would need to be part of the U3 manufactgmprocess. (Tr. 34:8-25; PX 60-1.) Elazar
subsequently discussed with Gonzalez andr@@heDisk personnel further details of the DID
and its structure. (T213:7-214:1.)

On May 9, 2005, Elazar received an e-nfraim Steve Needels (“Needels”), a
member of the U3 team, regarding “U3 queasdifor manufacturing process.” (PX 475-1.)
Needels stated that SanDisk was unable tadergzdque serial numbers for the U3 under the
current methodology for manufacturing first getierastorage-only flastrives. (PX 475-1; Tr.
35:8-18.) Needels asked: “Can the serveat® a unique serial nlo@r and pass it along with
the two certificates? . . . Hay®u [Elazar] discussed with [fazalez] about using the same
device ID as for book locker witthe U3 info added into thempty space?” (Tr. 35:14-25; PX
475-1.) Needels then sent ameail to Elazar and Gonzalez tchedule an “[u]rgent meeting to
resolve serial number and devi€efor [the] U3.” (PX 283-1.) Elazar met with Gonzalez and
Needels, and they concluded thia¢ manufacturing process foethl3 was not finalized because
the capability to create a unique serial numbehe DID had not been accomplished. (Tr. 36:23-
37:3; Tr. 37:1-9.)

Late in the day on May 11, Needels samte-mail to various SanDisk personnel,
including Gonzalez and others, attexgha document entitled “U3 Manufacturing

Requirements,” which set forth definitions an@gfications for the U3 manufacturing process.



(PX 65-1; Tr. 369:3-15; Tr. 780:123.) The document included the Case A plan for the
manufacturing process, whigvas described as “preferred.” (PX 65-6.) The document also
described a “Case B” plan whereby the keys eertificates were loaded from a CD-ROM. (PX
65-9.) Case B was described as a “fallback”aad “the equivalent system to the current SCS
(formerly known as MDRM) Book Locker system.” (PX 65-9; Tr. 781:14-17.)

Shortly thereafter, in May or Jun@@5, Gonzalez informed Elazar that SanDisk
would notbe using the Case A plan because @chnical problem, and that he was concerned
about SanDisk’s ability to ship the U3 device to market as planned in August or September 2005.
(Tr. 37:19-38:5.) Gonzalez asked to meet \Ethzar about using MDRM'’s technology to get
the U3 to market on time. (Tr. 38:6-13; Tr. #2:14.) On June 1, Needels e-mailed numerous
SanDisk personnel: “We just leaththat [Case A] will most likelyot . . . meet the schedule for
builds on 6/22. Given that, we need to followtetegy similar to the one we are using for
SCS—Iloading keys and certificatesto the cards. Today we held a meeting to discuss how to
get back on track.” (DX 118-5.Needels attached to his e-mail an “Items Needed” list for
firmware and data, which identified numerowsnis for Elazar to address, including “Definition
of Device ID,” “Generate keys,” and “Generate golden units.” (DX 118-6.)

At the meeting with Gonzalez, Elazar made diagrams and notes on an erasable
whiteboard relating to his explanations, inéhgldiagrams of how the different components
worked, descriptions of the components, and chatgée U3 firmware necessary to adapt it to
the MDRM technology. (Tr. 40:17-41:6.) At therclusion of the meeting, Elazar took a picture
of the whiteboard with his cameeand stored the picture on &BanDisk laptop. (Tr. 41:7-12;

Spoliation Order.)
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Gonzalez repeated his concern to Eldazat SanDisk would miss its schedule for
getting the U3 device to market on time and that SanDisk wanted MDRM'’s DID system for the
U3. (Tr. 39:4-15; Tr. 353:10-20; Spoliation OrdeElazar then explained in detail how MDRM
technology for the BookLocker system workadtluding the process for using DIDs for the
secret keys. (Tr. 39:16-21; Spoliation OrjleBpecifically, Elazar discussed how the DID
generation servers worked to generate tHadDthe function of the MDRM server; the CD-
ROMs and the golden unit; the role of the producserver to cycle the DID through the golden
unit to the Tanisys machines; and the downliwaoh there onto the BookLocker device itself.
(Tr. 39:21-40:3; Spoliation Orderklazar also discussed how 18 device firmware needed to
change in order to adopt MDRM technologyr.(40:4-5; SpoliatiorDrder.) He advised
Gonzalez that space would have to be allocttethe DID, that a special command would need
to be implemented to download the DID, and that a checksum would have to be implemented to
verify the validity of the DID. (T. 40:5-9; Spoliation Order.)

Elazar spoke with Harkabi immediately aftee meeting, and Harkabi agreed that
SCS should make U3 its top prity. (Tr. 41:13-14; Tr. 242:16-243:) Harkabi promptly spoke
to Cedar, who was pleased that Elazar antk&ta would help integrate MDRM technology into
the U3. (Tr. 243:10-16.) Elazar thtaid Gonzalez that he need@dmeet with the U3 firmware
team as soon as possible because timodagy involved a complex system with many
components, and the work was on a tight scheqUite42:11-14 .) On June 1, Gonzalez also e-
mailed numerous SanDisk personnel conegy “U3 Certificate Management in
Manufacturing.” (PX 268; PX 457.) Gonzalez dietSanDisk personnefin order to reduce

risk to the program, we would like to load keysd certificates from CDs (as is currently done

-11-



for SCS (formerly known as MDRM). The keysdacertificates will be distributed via CD and
loaded by the servers to the devices inftiie of DID packets.” (PX 268-2, PX 457-1.)

Elazar then met with SanDisk’s differeeims to explain what they needed to do
to adapt MDRM'’s BookLocker system to thi&. (Tr. 47:4-11.) Elazar instructed the
manufacturing team to keep the componentb®fprocess the same as in BookLocker. He
further explained that they needed to placea@msd MDRM server in the manufacturing process
to create the U3 device. (%7:12-48:10.) The manufacturingaim agreed and ultimately used
that methodology to produce the U3. (Tr.¥B13; Tr. 47:22-48:10fr. 371:16-372:5; Tr.
782:14-18; PX 65-9.) Elazar also met with @ product manager, Hutton, who was in charge
of writing specifications and coginating activities of differenteams for the U3. (Tr. 48:14-19.)
Elazar took notes of his meetimgth Hutton, which he maintained on his SanDisk laptop. (Tr.
49:20-24.) Elazar described elements of MDE¢hnology and that the U3 firmware would
need to be changed; that a special commanddyueed to be implemented to receive the DID;
that a checksum would need toibwlemented to validate the DIRnd that an instruction of the
different portions of the DID on the U3 devicewd also need to be implemented. (Tr. 49:10-
15; Spoliation Order.)

On June 7, 2005, Elazar sent a memo entitled “X509 using DID” to Hutton and
other SanDisk personnel on the U3 project regarthe certificates fothe U3 manufacturing
process. (PX 476-2; Tr. 50:E:3.) The purpose of the me was to “[d]escribe the
manufacturing process of loading tifcates into a U3 device” antistated that “[t]he cycle of
producing units with X509 certificate is similar to the cycle of producing BookLocker devices

with DIDs, and uses the exact same mechmasig\dditional steps thare U3 specific may
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apply.” (PX 476-4.) The memo set forth the “DID Format” for the U3, explaining the serial
number in the DID, the public and private keysha DID, the fields and their content for the
X509 certificate, and the use of the golden unithe procurement cycle—all of which were
based on MDRM'’s BookLocker technology. (PX 4%8+. 52:25-54:9.) Atkr early June 2005,
Elazar met with the U3 team approximately teore times to discuss the adoption of MDRM
technology in the U3 devicé€Tr. 54:10-55:1.)

SanDisk began producing its U3 devigeg\ugust or September 2005. (Tr.
74:10-11.) Prior to the MDRMcquisition, SanDisk’s produatid not use DIDs. (Tr. 74:17-
24.) The U3 used a DID and corresponding gtiacture that was sieloped by MDRM. (Tr.
73:7-14; Tr. 89:21-90:6.) TheADIR 2 Firmware Download” document indicates that the U3
firmware included the speci8lave DID command developedesifically to download a DID
into a U3 device. (PX 94-29: “This commandiged to save DID info. The data sending out
from the host that follows this command is written to card.”.)

VIl.  Expert Testimony

The Court accepted Dr. Vijay Madisetti (“Ovadisetti”) as an expert witness for
Plaintiffs at trial in the fieldsf electrical engine@rg and computer scieac(Tr. 392:2-14; PX
458.) Dr. Madisetti’'s expert analyses andrkiated trial testimony established the following
facts:

A. MDRM System Developed Prior ®anDisk’s Acquisition of MDRM
Constitute “Firmware”

MDRM Technology is defined in the Agreement as “firmware” developed by
MDRM/Plaintiffs before the December 2, 2004 ahgsof the acquisition. (PX 34-5, § 1.4.) But

“firmware” itself is not defined in the Agreement. (PX 34.) Firmware has four characteristics
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that are accepted in the industfy:software that has a dedied and specialized functionality
that interacts with low-level hardware; (iietintended location for sefare storage prior to
execution is a semiconductor circuit wihitains storage after power resets, the original
values are retained even in the absence of elacpower; (iii) software that is embedded for a
particular purpose; and (iv) tlseftware storage location is redsily overwritten by an end-user.
(Tr. 549:21-550:3, Tr. 552:1-555:10.)

MDRM’s BookLocker system involvedrmanufacturing process, device code,
and a DID, all of which were created beforenBek’s acquisition of MDRM And they all have
accepted characteristics of “firmwarélr. 549:6-20; Tr. 550:5-19.)

B. The U3 Device Used Manufacturingiware, Device Firmware, and DID
Firmware Derived from MDRM Firmware

The term “Derivatives” is defined by the Agreement and is very broad. (Tr.
429:12-13; Tr. 916:5-8.) A Deritige can be a computer pr@gn port whereby an existing
piece of a computer program, j.a.set of instructions or statements intended for execution on a
computer, is “ported,” or moved, to another fdan or product. (Tr. 425:10-21; PX 34-6.) A
Derivative can be a product—something that e&ated for eventual saleranded, or marketed.
(Tr. 426:4-9; PX 34-6.) A Derivative can also be a concepapatraction, or garticular idea
that could be used to developarticular translatioor adaptation. (Tr.27:5-8; Tr. 916:9-11;
Tr. 968:23-969:5; PX 34-6.) hs, a Derivative of MDRM Tehnology can be derived in any
manner, in any medium or format, direatllyindirectly from MDRM Technology. (Tr. 432:15-
433:6.)

The components for the U3 devic&diBookLocker, include manufacturing

firmware, device firmware, and DID firmware. (A64:813.) Each was derived in whole or part
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from MDRM Technology. In the first step tiie U3 manufacturingrocess, DID server
firmware generates the DIDs in a secure matmerovide authentication, confidentiality, and
integrity. (Tr. 464:18-2.) Portions of tlBookLocker manufacturing firmware are quoted,
adapted, or modified for the U3. (Tr. 471:13)143 devices use desa firmware to help
implement additional functionality that is unigieeeach U3 device—that, ithe ability to set up
secure sessions and create private and ppaitigions. (Tr. 472:83.) This U3 device
firmware is MDRM Technology or Devatives. The U3 device alsses DID firmware when it
checks and stores for various diglrelating to functionality ahe U3 Specification and embeds
DID firmware by accepting and stog it within the U3 unit. (Tr474:21-475:6.) The U3 DID is
MDRM Technology or Derivatives(Tr. 475:7-11; see Tr. 475:10-20.)

Dr. Madisetti’'s exhaustive review obmputer source code files for MDRM’s
BookLocker and SanDisk’s U3 devices comfithat SanDisk used or embedded MDRM
Technology or Deriviatives in the U3. Fexample, the functiotity described in the

BookLocker source code file “blmake manufacturing’cadines 419-423 is the same as the

functionality described in the U3 s@ercode file “blmake manufacturing.¢pg lines 476-482.

Both code excerpts perform the same function and use the same instructions for implementing
the matching of the golden key and i® CD-ROM. (Tr. 512:12-513:4; PX 310, In. 419-423;

PX 344, In. 476-482.) And each code excerpt from the “blmake manufacturinfilepp

contains a reference to “lot 6,” which is aemdfier for the CD-ROM that consists of a large
number of DIDs and is used to initiate dreation of the DIDs for both BookLocker and U3.
(Tr. 513:4-12.)

Many other excerpts from the BookLocleaurce code and the U3 source code
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further demonstrate that the source codes fdr peavide the same or similar functionalities for

the BookLocker and U3 devices:

e the BookLocker source codie “blmake_device.cpp(at lines 180-181 and
270279) and the U3 source code file “bimake U3 .¢pplines 806-816) both
perform the same function of creatiagnew device ID and a serial number
based on a fixed number and a changing number (Tr. 513:22-515:3; PX 308,
In. 180-181, 270-279; PX 346, In. 806-816);

e other lines of the BookLockewoarce code file “blmake_device.cpand the
U3 source code file “blmake U3.cpmlso perform several of the same
functions—naming the new device wihunique serial number and providing
a self-check on tuniqueness of ¢hnumber (Tr. 515:4-25; PX 308, In. 281-
287; PX 346, In. 817-824); storing theriaé number in a representation for
the DID data structure (Tr. 51714; PX 308, In. 412-414; PX 346, In. 729-
737.); building secreteys (Tr. 517:17-25 ; PR08, In. 289-291; PX 346, In.
371-375.); and storing the secret keys (Tr. 519:7-14; PX 308, In. 327, 414-
415; PX 346, In. 769-778.);

e certain lines of the Bookicker source code fiflblmake manufacturing.cfip
and the U3 source code file "blmake _U3.tperform the same function of
generating the DID checksum (Tr. 520:3-12; PX 310, In. 155156; PX 346, In.
787-792);

e various lines of the Booldcker source code file
“blmake_manufacturing.cgp and the U3 source code file
“blmake_manufacturing.cgpimplement several of the same functionalities
(with only minor/“cosmetic” BookLocker code changes for the U3 code)—
generating the CD-ROM ID (Tr.2®:23-521:9; PX 310, In. 404-413; PX 344,
In. 453-464); taking the groups of 64 DI@sd packing them together (Tr.
522:24-523:11; PX 310, In. 449458; PX 344, In. 516-537); creating a label, or
header file, for the CD-ROM to be ipped to the manufacturing site (Tr.
524:13-525:5; PX 310, In. 474-477; P344, In. 591-601); generating the
golden key and saving it ta file using a randonmumber generator (Tr.
525:24-526:18; PX 310, In. 62-69, 78-82X 344, In. 67-75, 83-88); starting
the encryption of one DID with the gi#@n unit encryption layer (Tr. 526:25-
527:10; PX 310, In. 136-145; PX 344, In. 136-144); reading the golden key
encryption layer and preparing the Dlizfafter applying the encryption layer
(Tr. 528:5-20; PX 310, In. 293-294, 368-378; PX 344, In. 291-292, 370-374);
encrypting a package of 64 DIDs (Tr. 528:21-529:11; PX 310, In. 379-394;
PX 344, In. 375-384, 396-410); preparing tBID file and s#ing the file
name on the CD-ROM (Tr. 529:17-530:1; PX 310, In. 110-120; PX 344, In.
112-121); and checking to ensure thd2I® batch of 64 was not previously
created (Tr. 530:7-15; PX 310, 121-134; PX 344, In. 122-133);
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e certain lines of the BookLocker source code file “OS@ud the U3 source
code file “Doslmage.cpgpperform the same function whereby the Tanisys
programmer initiates a request for th8B device to verify the checksum and
serial number (Tr. 532:19-534:15; PX 210, In. 136-154; PX 366, In. 2902-
2917);

e certain lines of the BookLocker source code file “blcrc32ued U3 source
code file “fe_fw_Diagnostic.cperform the same function on the device itself
of computing and comparing theextksum (Tr. 534:21- 536:6; PX 298, In.
106-123; PX 369, In. 1929-1935, 1966-1978);

e various lines of the BookLoek source code file “BLdid’rand the U3 source
code file “fe_fw_Diagnostic'c perform the sameuhctions on the device
itself of extracting thevarious components of the serial number after
production, i.e., extracting the sectors #émelfields inside the DID (Tr. 536:7-
25; PX 305, In. 82; PX 369, In. 1949-195@nd extractingand storing the
secret keys (Tr. 538:13-541:1; P305, In. 83; PX 369, In. 20242040; Tr.
907:3-7);

e various lines of the BookLockesource code file “BLfu_updaté.and the U3
source code filéfe_fw_Diagnostic.t perform the same function, again on
the device itself, of retrieving the secret key and then storing it so that it is
available for subsequent activities @ompliance with the U3 specification
(Tr. 541:3-21; PX 299, Inl64-176; PX 369 In. 2024-2040);

e the code file “DID.pm is almost identical foboth BookLocker and the U3
(containing only minor changes between the BookLocker and U3 versions),
and the file performs the same ftinas for both BookLocker and U3 of
extracting the DIDs from the CD-ROMerifying the CD lot number (the
Batch ID), and decrypting the secongda of encryption of the DID (Tr.
530:16-531:14; PX 356.)

SanDisk’s expert Dr. Margaret L.Roson (“Dr. Johnson”) reviewed the source
code files and functions that Dr. Madisetti analyin performing his source code analysis. (Tr.
935:8-946:13.) Dr. Johnson understaloat the source files, and rjast isolated lines of code,
had to be reviewed with a focus on their fimgality. (Tr. 940:2-94110; Tr. 943:4-7; Tr. 958:5-
24.) Nonetheless, Dr. Johnson acknowledgedwhdée called upon to opine on whether the U3

device used or embedded MDRM firmware deped prior to the acquisition, she had no

knowledge of the firmware that MDRM develapprior to the acquisition. (Tr. 960:16-963:23,;
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Tr. 969:6-970:3.) Indeed, Drolinson did not dispute Dr. Madis&tisource code analysis or
present her own independent analysis oBbekLocker and U3 source codes. (Tr. 933:19-
935:7; Tr. 955:23-958:4.)

At trial, SanDisk attempted to impeabin. Madisetti because of his failure to
track and describe Google searches he condut@eéparing his repartBut their arguments
were overblown. Dr. Madisetti was well qualifiezloffer opinion testimony on the issues at
trial, and this Court finds his testimony to bedible. This Court giveDr. Madisetti’'s opinions
substantial weight in determiningetissues raised by this action.

By contrast, Dr. Johnson’s testimony contrémisparse analysis of the issues, and
this Court affords little weighto her expert opinionsMoreover, Dr. Johnson misrepresented her
credentials to the Court by describing herself as a former “professor” at Stanford University when, in
fact, she was only a lecturer. (Tr. 894:23-896:3.¢ fBhorporated an erroneous description of her
qualifications in her expert report. (Tr. 970:4-14.) Dr. Johnson conceded that describing herself as a
professor “was wrong,” and that she understood the tribunal might credit her exaggeration of her
credentials. (Tr. 970:17-22.) Accordingly, this Court discounts Dr. Johnson’s opinions and views
them skeptically.

C. MDRM Technology and/or Derivatives Enabled the U3 Device to Comply with the
U3 Specification

The U3 Specification describes a variefyfunctions for a U3 device, including
the ability to set up a private and public area, (PX 102-38 to -53), arability to support a
secure session (PX 102-54 to -71). Thesaquaar functions of the U3, and their
implementation in the U3 source code, inmeotechnology developed by MDRM. (Tr. 456:14-

457:14.) A specification desbes “what needs to be done.” (Tr. 480:15-16.) To implement the
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U3 Specification, SanDisk required MDRMI®chnology. (Tr. 480:24-481:8.) As a
consequence, if the U3 device did not use MDREhufacturing firmware for its production, the
U3 unit would not be able to comply withetlu3 Specification. (T¥79:24-480:12.) Likewise,

if the U3 device did not use or embed MDRIgvice firmware, the device would not comply
with the U3 Specification. (Tr. 482:8-16.) Aifdhe U3 device did not use or embed MDRM
DID firmware, the device also would not complth the U3 Specification. (Tr. 482:17-25.)
Accordingly, MDRM Technology and Derivativesaiied the U3 device twomply with the U3
Specification. (Tr. 479:20-23.)

VIIl. Sales of U3 Devices

SanDisk started producing its U3 devigeg\ugust or September 2005. (Tr. 74:4-
16.) SanDisk incorporated the U3 technology into various prodiszkl, including U3 devices
sold as Cruzer Micro, Cruzer Mini, and CruZéanium. (Tr. 801:8-802:15; Tr. 367:5-17.) In
2005, SanDisk sold to end users 75,247 U3 devices. (PX 230-2; Tr. 796:13-797:6.) All of these
sales occurred in the fourgfuarter of 2005. (PX 230-2.)

In 2006, SanDisk sold to end usersialtof 6,392,939 U3 devices. (PX 230-2;
Tr. 796:13-797:6.) Thus, the aggregate quantity®tlevices that SanDisk sold from January 1,
2005 through December 31, 2006 was 6,468,186. (PX 230-2.)

IX. SanDisk Marketed U3 Devices By Highliig Functions and Capabilities of MDRM
Technology

When SanDisk introduced the U3 to tharket, it issued a press release dated
January 7, 2005, stating: “U3 Compatible USBsh Drives Will Let User Carry, Store and
Launch Applications Anywhere They Go.” (PX 222p- The press releagarther touted that

“[flor the first time, users will be able to move mdhan just data. With U3, users will be able
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to choose from a wide range of applications tzet be easily carried, stored and launched from
any U3compatible USB flash drive to any R@erever they go. U3 technology will enable
users to carry not only stored files, but entoenputer applications antamperproof USB flash
drive and launch such applicatidinem any computer.” (PX 222p-2.)

The January 7, 2005 press rekeatso stated: “U3 aims to expand the USB flash
drive market beyond storage by creating a newdstal platform; . . . and providing developers
with development tools anzhgoing technical and markegj support including a Web-based
distribution channel where usaran easily purchase and downlaa@ compatible applications.”
(PX 222p-2 to -3.) The press release inclueledorsements of the U3 by several software
application companies. (PX 222p.) One compaugted in the presslease stated: “ICQ
supports the U3 initiative because it gives petipbepower to carry, store and launch essential
applications by simply plugging a U3 device iatoy PC,” said Ronen Arad, director of product
management for ICQ. ‘The intelligent US8the perfect way to provide convenience and
security for users who want non-stop, portableeas|.]” (PX 222p-3.) Another boasted: “By
leveraging U3 technology, Check Point can allowegsrises to manage and control secure usage
of USB devices, enabling productivity gaighout compromising corporate security
standards.” (PX 222p-3.)

When SanDisk sold products that cdiag with the U3 Specification, the product
packaging indicated the products were U3 desi (Tr. 364:3-6; PX 128-6; PX 128-4; Tr.
441:25-442:5; Tr. 183:17-22.) SanDisk'spBEmber 2005 press release announcing the
shipment of its first U3 device stated that “SanDisk Cruzer Micro smart drives with U3

technology . . . are identified by the U3 smagdmn the product as well as on the package[.]”
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(PX 105-2.) By the terms of the U3 Specifioat only drives that met the U3 Specification
requirements could be identifiedth the U3 logo. (PX 27-15.)

SanDisk contends that besauthe January 2005 press aslke pre-dates Plaintiffs’
active involvement in the development of the dé&¥ice, the releasemaot be found to have
involved marketing within this condition. Bthat contention vies/the evidence far too
narrowly. When SanDisk issued the Janua@520ress release, it was marketing the U3
concept and the device then being developed;iwihvolved the U3 Specification. SanDisk
used MDRM technology (such as secure sedsioctionality) to implement that specification.

X. SanDisk Admitted that Plaintiffs Earned the Full Earn-Out and then Reneged

Between November 8, 2005 and February2D®,7, SanDisk issued a series of six
earn-out reports to Plaintiffs pursuant to Section 1.4 of the Agreemepoyiing to set forth the
number of “all MDRM Units Sold” i2005 and 2006. (PX 218-1, PX 218-4, PX 218-7, PX 218-
10, PX 218-13, PX 218-16.) Cedar signed each of the reports. (PX 218-2, PX 218-5, PX 218-8,
PX 218-11, PX 218-14, PX 218-17.) While the repadsounted for sales of Cruzer Freedom,
SanDisk’s brand name for SCS’s BookLocker produache of the reports tisd any sales of U3
devices, which Plaintiffs believed counted tovgtide earn-out. The total amount set forth as
due for the sales of Cruzer Freedom prodirctie six earn-out reports was $143,436.10. (PX
218-2, 218-5, 218-8, 218-11, 218-14, 218-17.) Hmabdunt was paid to Plaintiffs.

Shortly after receiving a report on February 14, 200&inBifs met with Cedar
and complained that U3 devices were not bemgnted towards the eaaut. (Tr. 81:2-82:20;

Tr. 758:2-15.) Cedar responded tR&intiffs were entitled tonclusion of the U3 devices and

that he would “take care of it.” (Tr. 81:17-82:Despite their repeated complaints, and Cedar’s
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assurances, the following two refsodid not count sales of U3wees towards the earn-out. (Tr.
83:12-84:14; Tr. 86:15-87:18; P269-1 to -2; PX 173.) Eventually, Cedar proposed a meeting
with all involved to discuss the matter. (PX 169-1.)

In mid-September 2006, a meeting was heldiscuss the earn-out issue. (Tr.
88:16-20.) Plaintiffs, HararCedar, Richard Chernicoff (“@nnicoff”), SanDisk’s vice
president of business development, and other SanDisk employees initially attended the meeting.
(Tr. 88:21-89:5; Tr. 246:19-25; Tr. 761:25-762:18lt before the meeting began, Harari left
the room to take a telephone calhd as a result did not participafTr. 89:18-20; Tr. 248:1-5.)
While Harari was out of the room, Elazar explained the manufacturing process for the U3; the
DID generation server; the MDRM serverdgproduction server; the golden keys; and the
generation of DIDs for the U3 and BookLock&lazar also explained how U3 firmware accepts
the DID and verifies it, providig the basis for a secure seasidr. 89:23-90:6; Spoliation
Order.) Chernicoff asked questis about the DID and how the U3 was changed to adapt to the
system. (Tr. 90:17-91:2; Tr. 2478;-Spoliation Order.) Elazar swered Chernicoff's questions,
and the group had a detailed discussion abowtthe DID provided the basis on which U3
devices created secure sessiofis. 91:8-11; Spoliation Order.)

Chernicoff then reviewed the Agreement and stated that the U3 sales fell within
the earn-out provision of the Agreent and that Plaintiffs were entitled to the full earn-out. (Tr.
91:12-18; Spoliation Order.) Chernicoff even offered to deliver a check to an MDRM
shareholder owed money under the earn-out bedahernicoff was visiting the shareholder the
following week. (Tr. 91:21-24; Tr. 247:14-25;.B17:8-16; Spoliation Ordg At the close of

the meeting, Cedar said that he was very hapgty‘this was over.” (Tr. 91:25-92:2; Spoliation
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Order.) Elazar later made notas his laptop about what transgrat the meeting. (Tr. 92:3-7;
Spoliation Order.)

At trial, SanDisk did not deny that tis=ptember meeting took place, and did not
offer a single witness to rebut Harkabi dfldzar’s testimony that Chernicoff admitted
Plaintiffs’ entittlement to the full earn-out. lesid, SanDisk challenged the credibility of Harkabi
and Elazar by pointing to a numberpefrported discrepancies between their trial and deposition
testimony. While this Court found some of Pldfstitestimony difficult to reconcile with their
earlier deposition testimony, the inconsistencies areljagajtributable to the fact that Plaintiffs are
non-native English speakers who were faced tighly technical questioning. This Court finds
Harkabi and Elazar to be entirely credible, especially in view of the corroborating documentary
evidence including contemporaneous e-mails, SanDisk’s spoliation of Plaintiffs’ laptop computers,
and SanDisk’s choice not to call a single witness to rebut Plaintiffs’ testimony. Throughout trial,
Harkabi and Elazar were forthright and did not evade questions. And their demeanor reflected
nothing but an eagerness to present the truth to the tribunal.

At the conclusion of the September megtiHarari returned to the conference
room, having conveniently avoided the substasfdelazar’s presentation. Harkabi and Elazar
told Harari that Chernicoff conatled that Plaintiffs were entitleéd the full earn-out, and Harari
said that he was pleased wittat outcome. (Tr. 92:13-21; Tr. 248-24.) Harari then wanted to
discuss problems with the U3 device, but Hénksaid that he felt uneasy going over Cedar’s
head. After Harari insisted, Harkabi outlined homplaints that that the U3 device became
excessively hot, was not compatible with popwgerating systems, and cost too much to
develop. (Tr. 93:12-25; Tr. 249:2%0:16.) Apparently Hark#&b reluctance was justified

because after he offered his honestsmsent to Harari, everything changed.
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Later that day, Cedar was enraged whetearned of Harkabi and Elazar’'s
discussion with Harari aboute¢hiJ3. (Tr. 250:23-251:10.) Cedealled Harkabi and angrily told
him that he should not have stated his conceinestly to Harari. (Tr251:14-21; Tr. 266:8-18;

Tr. 94:17-95:12.) Harkabi was upset by Cedarlk €Br. 251:22-23; Tr94:24-25.) In the early
hours of the following morning, Harkabi e-mailel@rari and Cedar, attempting to ease the
tension with Cedar and expressidgrkabi’s thanks “for resolng the ‘earnout’ amording to the
agreement.” (Tr. 252:7-10; PX 175.) By e-mail, Cedar replied thataatkvas] completely
taking things out of context,” but Cedar did take issue with Harkabi's statement about
resolving the earn-out. (PX 175.) Despite Harkatxwsciliatory efforts, Cedar continued to be
upset with Harkabi and Elezar. (Tr. 95:19-96:15.)

In October 2006, Cedar came into Elézaffice and told him there was a
problem with the earn-out and that Elazaowd talk with Megan Comport (“Comport”), a
SanDisk attorney in charge of accounting foaldied sales under the earn-out. (Tr. 97:6-13.)
Elazar first spoke with Chernicoff who said thatdid not know of any problem with the earn-
out. (Tr. 97:14-25.) Elazareh spoke with Comport who requested documents and e-mails and
said that she was asked to look & #arn-out issue again. (Tr. 98:1-5.)

The following Monday, Harkabi and Elazar received a message that Cedar wanted
to talk with them. Later that evening in @nderence call, Cedar adviselarkabi and Elazar that
SanDisk would not pay the full earn-out. (Tr:B8-23.) Instead, SanDisk offered Harkabi and
Elazar $400,000 each, payable over two years. (Tr. 98:24-99:4; Tr. 255:13-24.) During the call,
Harkabi and Elazar asked if Harari was irveal in the decision, and Cedar acknowledged he

was. (Tr. 99:9-10.) At the conclusion oktball, Harkabi and Elazar rejected SanDisk’s
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$400,000 per-person offer. (Tr. 996 Tr. 255:25-256:2.)

Harkabi and Elazar then met with HanarJanuary 2007 and attempted to present
a set of documents, including specifications eode, showing that SanDisk’s decision not to
pay the full earn-out was incontaat with the parties’ agreemnt. (Tr. 99:11-100:3; Tr. 256:7-
16.) But Harari refused to review the documentd said that he did natant to be involved.
Harari also said that ElazanédHarkabi should reconsider Sanssoffer. They responded that
they would not accept it. (Tr. 99:25-100:12.)

On March 1, 2007, SanDisk terminatddrkabi’'s and Elazar’'s employment,
purportedly as part of a redian in the company’s workfoec (Tr. 100:13-19; Tr. 256:25-
257:3.) That day, Harkabi sent an e-mail toafiaurging a discussion about the earn-out, but
Harari did not respond. (Tr. 261:17-19 .) Whenmlits were fired, Plaitiffs were required to
return their company laptops, which included saad pictures from various meetings. (Tr.
101:4-9.)

In June 2007, Elazar met with HarariGQuipertino, California about the earn-out.
(Tr. 101:13-21.) Elazar relayed to Harari that a Ssklawyer told Elazar tt if Plaintiffs sued
SanDisk, the case would proceed in New Yor#l aould be very expensive. Elazar asked
Harari why SanDisk’s counsel would say sactining. (Tr. 101:22-102:3.) Harari responded
that since Elazar was living inrkel, litigating in the United Stas would be very difficult and
expensive, and of little coaguence for SanDisk. (Tr. 10284} Undaunted, Plaintiffs
commenced this action on September 24, 2008. (Compl., ECF No. 1.) From that time forward,
SanDisk waged a war of attrition against Riifis, with attendant legal fees undoubtedly

eclipsing the amount in dispute.
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CONCLUSIONS OF LAW

I.  Jurisdiction and Venue

This Court has subject matter juridite over this action under 28 U.S.C. 8
1332(a) because there is complete diversititafenship between Plaintiffs and Defendant
SanDisk. The amount in controversy exceeds $75@@bysive of interest and costs. Venue
here is proper because the parties agreectited States District Court for the Southern
District of New York as the exclusive forumrfany action arising out of the Agreement. (PX
34-40, § 10.7.)

[I. Governing Law and Apptiable Legal Principles

New York law governs this action because the Agreement includes a New York
choice-of-law provision, (PX 3389, § 10.6), and the parties hgwesented the case under New
York law. To recover for breach of contractder New York law, a plaintiff must prove (a) the
existence of a contract between plaintiftladefendant; (b) performance of the plaintiff's

obligations under the contract) {@each of the contract by the defendant; and (d) damages to

the plaintiff caused by th#efendant’s breach. S&eesel Props S.R.L. v. Greystone Bus. Credit

IILLC, 631 F.3d 42, 52 (2d Cir. 2011); Breglv. J.P. Morgan Chase & Cblo. 08 Civ. 3391

(WHP), 2010 WL 815123, at *3 (S.D.N.Y. Mar.#)10) (“The four elements of a breach of
contract claim are: (1) the existence of a vabdtract, (2) plainti’s performance of the

contract, (3) defendant’s materlaeach of the contract, and fésulting damages.”) (citing
cases). To prevalil, a plaintiff must prove gtements for breach of contract by a preponderance
of the evidence. Diesel Proi831 F.3d at 52.

Contractual language is interpreted acoaydo its ordinary and plain meaning.
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SeeKrumme v. WestPoint Stevens In238 F.3d 133, 139 (2d Cir. 2000) (“When interpreting

an unambiguous contract, words and phrasegiaea their plain meaning. Under New York
law, therefore, a court must enforce thatiplmeaning, rather than rewrite an unambiguous

agreement.” (internal citations, quotation marks and alterations omitted)); séalsdse. Carey

29 N.Y.2d 302, 308 (1971) (“Although we do not fashnew contracts for the parties under the
guise of contract construction, we are requteeddjudicate their rights according to the
unambiguous terms of the contract and therefust give the words and phrases employed their
plain meaning.” (internal citations omitted)).

[1l. Plaintiffs Proved that SanDisk Breached the Agreement

Plaintiffs seek damages for breach of cact due to SanDisk’s failure to pay the
amount due under the Agreement. The Agreemestan@nding contract between Plaintiffs and
SanDisk, and Plaintiffs performed their obligeis under the Agreement. The only issue to be
determined is whether SanDisk breached thee@gent by failing to meet its earn-out payment
obligation.

Under the Agreement, SanDisk placed the $4 million maximum earn-out in
escrow, subject to release to Plaintiffs @aation of the funds for each device (a) “using or
embedding” the “MDRM Technology” developed by MDRM before the Agreement’s closing
date, described as “firmware,” “and/or Derivatives thereof,” as developed by SanDisk after the
closing date (described as “MDRM Units”) thaas (b) “Sold” by SanDisk through the fiscal
guarter ending upon the second anniversary ofldgng date, in accordance with terms as
defined in the Agreement. (PX 34-3 to -5, § b)(i(), 8 1.4.) Accordngly, under the terms and

formula set forth in the Agreement, the full §dllion earn-out would be due if 3.2 million or
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more of SanDisk devices, as defined by thmgeof the Agreement (the “MDRM Units”), were
sold through December 31, 2006 (the fiscal quameling the closing date’s second anniversary)
in accordance with the terms of tAgreement. (PX 34-5to -6, § 1.4.)

The evidence presented at trial dematstt that SanDisk sold more than 3.2
million U3 devices during the two-year earn-petiod. Thus, the issue boils down to whether
(i) the U3 device “used or embedded MDRM'schnology or its Derivatives” under the
agreement’s terms; and (ii) the U3 device wasldSunder the Agreement’s terms. As set forth
below, Plaintiffs proved by a preponderance efelidence that these terms were met, thereby
entitling Plaintiffs to recover damages for SanDisk’s failure to pay the full earn-out due pursuant
to the Agreement.

A. SanDisk’'s U3 Device Used or Embeddd®RM'’s Technology or Its Derivatives
Within the Meaning of the Agreement

Fundamentally, SanDisk’s U3 device liepted certain basifunctionality of
MDRM'’s BookLocker device. In particulathe U3 device—like BookLocker—included
security-related functions, such as the abittitestablish a secure session over the internet
between the U3 device and a remote server. fagial component for the security functionality
of the U3 was the DID. The DID can be anategi to the key to an samobile, giving the U3
user access to the U3 device’sque functions, such as a secaassion, the same way the car
key enables the driver &iart the engine and access thescamctions. (Tr. 967:7-968:22.) The
DID was created and downloaded into each device as part of the U3 manufacturing process. The
various steps of this complex manufacturingcess are implemented in firmware by a security
system developed by MDRM to keep the DID sgcso that the U3 device thereby maintains

security at all times. Prior to acquiring MM, SanDisk did not have a product that provided
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these security functions, such as secure @e$gnctionality. Indeg&, SanDisk did not have

DIDs or any security system like MDRM'’s. @athe acquisition occurred, SanDisk was able to
develop the U3 based upon MDRM'’s Technologkich resulted in U3 devices using and
embedding firmware MDRM had developed, as waslcontractually-defined “Derivatives” of

the firmware.

SanDisk took the position at trial thatnfiware can only exigt) in the form of
executable software (ii) that is stored in R@M'some ROM variant.”Dr. Johnson testified:
“firmware is an executable code that’s sthon ROM or some ROM variant.” (Tr. 965:23-
966:2; Tr. 966:21-23.) Based oratltontention, SanDisk assertattthe U3 device never used
or embedded MDRM Technology or a “Derivative.” (Tr. 833:15-18.) But Plaintiffs offered
extensive evidence at trial disproving SanDsstramped meaning ofifinware.” This Court
accepts Plaintiffs’ well-supported definition ‘dirmware” and reject SanDisk’s narrow
construction.

In any event, the evidence establshieat the U3 used or embedded MDRM
Technology or its Derivatives evemder SanDisk’s view of “firmware.” Dr. Johnson admitted
that there is firmware on the BookLocker dewicat accepts and verifies the DID. (Tr. 859:23-
24; Tr. 860:2-3; Tr. 866:25-867:4; Tr. 978:28:) Although Dr. Johnson did not know which
source code files were associated withfthrection, (Tr. 978:17-19), Dr. Madisetti explained,
through examples, how the code files operafBulus, for example, BookLocker used source
code files “BLdid.l (PX 305) and “BLfu_update’qPX 299) that become executable software
when assembled, linked, and loaded ontqtioeessor. (Tr. 433:1434:22; Tr. 671:13-22.)

Moreover, these code files rdsion flash memory—and SanDisk’spert recognized that so-
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called protected flash memory is one typ&ROM variant.” (Tr. 674:20-675:2; Tr. 837:16-22;
Tr. 906:11-16; Tr. 841:10-842:1.) Thus, under SakB definition, these BookLocker files are,
at the very least, a precompileersion of BookLocker firmware.

As Dr. Johnson also testified, sourcale that is a precompiled version of
firmware can be used to creaealerivative of firmware. (T 926:7-21 (“a derivative can be
created by reference to the source code ththeiprecompiled version of the firmware”).) The

U3 device used source cofiles “fe_fw_Diagnostic.t(PX 369) and

“u3_app_commandParser(@X 411) that weralerived from the BookLocker files. (Tr.

433:15-434:22; Tr. 672:7-19; Tr. 6813.) These U3 files thefore are “Derivatives” of
BookLocker firmware and, as such, are “Datives” of MDRM Technology. Indeed, like
Booklocker firmware, these Udes also become executable software and reside on flash
memory in the U3. (Tr. 672:7-19; Tr. 63513.) Not surprisingly, Dr. Johnson also
acknowledged that the U3 deviitself contained “firmware.”(Tr. 907:8-13; Tr. 860:2-3; Tr.
866:25-867:4; Tr. 978:20-25.) And that firmsgaas shown, was derived from MDRM'’s
BookLocker firmware. The U3 device theredarsed or embedded MDRM Technology even
under SanDisk’s restrictive definition of “firmware.”

Tellingly, Dr. Johnson’s testimony contratéd her earlier contention that
firmware can only be “executable” code. Asfti Dr. Johnson contended that firmware cannot
be “source code,” i.e., “non-executable code’rigpresented by the numerous exhibits received
in evidence as computer source code files).926:7-13.) This Court questioned Dr. Johnson:
“What would an engineer call draft code thatiended to be compiled and stored on ROM?

[A.]“ .. 1would call that source code. It doesn’t become firmware until it's stored on the
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ROM.” (Tr. 966:16-23.) But, when confrontedth the language of the Agreement defining a
“Derivative” to include “any computer program . . . whether in souragjact code form” (PX
34-6), Dr. Johnson acknowledged that firmweoald be “a computer program in source or
object form.” (Tr. 919:19-22.) Simply pudr. Johnson’s testimony belied SanDisk’s position
that source code—such as MDRM'’s numerBoskLocker code files adapted for the U3—
cannot be “firmware.”

B. SanDisk “Sold” the U3 Under the Agreement

The U3 device qualified as being seidder the earn-out provision, as the
Agreement defines the terms “Sales” and “Sol(P’X 34-5 to -6, § 1.4 (conditions (x), (y) and
(2)).) A sale of the U3 device qualified asrige“Sold” under the earn-out provision if the
device “[was] marketed by [SanDisk] by refece to the MDRM Technology or Derivatives
thereof or to their functions and/or capabilities.” (PX 34-5, § JoAdition (x)).) SanDisk’s
sales of the U3 device in 2005 and 2006 met this condition because SanDisk promoted and
publicized the U3 device in press releases Bri@g to its unique furtoons and capabilities,
outlined in the U3 Specification. Some of thdsatures, including the ability to establish a
secure session, were based on or enabled bRMiDechnology or its Derivatives. SanDisk
sold the product in packaging that markedptiyed, and promoted these unique functions and
capabilities of the U3 devicdndeed, SanDisk was required tonas U3 devices with a logo
designating it as a U3 device. AccordinglynBesk marketed U3 devices by reference to
functions and capabilities deed from MDRM'’s Technology.

The Agreement’s “Sales”/“Sold” provan also provides that, “[flor the

avoidance of doubt, a Sale shall not occur (ijatyeas a result of thsale of products of
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[SanDisk] which use or embed the MDRM Teology or Derivatives oa portion thereof].]”
(PX 34-6, 8§ 1.4.) By its plain terms, this prawis excludes from the earn-out payment a device
using or embedding MDRM'’s Technology (or Derivasy that is sold in circumstances that do
not meet one of the three expressly descrdmetlitions constituting a contractual “Sale.” In
other words, the provision clarifies that the eautis not triggered where a unit merely uses or
embeds MDRM'’s Technology/Derivatives and itdsw@ithout being “markeed” in accord with
the stated conditions of provisig¢x) of Section 1.4; or withouieing “used” in accord with the
specified conditions of (y); or without being “preti@ated” as prescribed in (z). Whether such
“non-contractual” sales actually occed is irrelevant here. Plaiffd conceded as much at trial.
(Tr. 194:6-195-7; Tr663:8-664:6.)

Accordingly, all of SanDisk’s sales of its U3 devices in 2005 and 2006 constituted
“Sales,” and the devices weredi8” within the meaning ofttose terms as set forth in the
Agreement, and they therefore qualified for the earn-out.

Proof of motive or state ohind is not necessary to prevail on a breach of contract

claim. Se&Zurich Am. Ins. Co. v. Ace Am. Reinsurance (¥o. 05-Civ9170 (RMB)(JCF),

2006 WL 3771090, at *1 (S.D.N.Y.d2. 22, 2006) (“[M]otive is generally irrelevant in breach

of contract actions[’); Brown v. Paul Revere Life Ins. CdNo. 00-Civ-9110 (KMW)(HBP),

2001 WL 1230528, at *6 (S.D.N.Y. @d6, 2001) (same). Nevertheless, this Court concludes
that after having firshcknowledged that the earn-out wag dB8anDisk personnel, and Cedar in
particular, ultimately decided to retaliate apflised to pay the earn-out because Plaintiffs
complained about the U3 device directly to Harand SanDisk decided dhits financial might

and legion of lawyers would exhaust Plaintiifisbdest resources and overwhelm their will to
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vindicate their contractual rights. But Saslos stratagem backfired. Undoubtedly, SanDisk
has spent more on attorneys’ fees and sametihan it would have spent had it honored its
contractual obligation to Platiffs. Whether SanDisk withbandon this failed strategy or
continue to pour good money aftead is an open question.

V. Plaintiffs Are Entitled tdBreach of Contract Damages

It is undisputed that SanDisk did not inde the sales of itd3 devices as MDRM
Units Sold under the Agreement in determining dmount to be paid to Plaintiffs and that
SanDisk refused and failed to pay any part efé¢hrn-out for the sales thfe U3 devices. As
such, SanDisk breached the Agreement. Thédataunt SanDisk paid Plaintiffs for the earn-
out under the Agreement (for sales of Cruzeredom) was $143,436.10. Had the sales of the
U3 devices in 2005 and 2006 been included as MDRls Sold, the maximum earn-out of $4
million would have been due. Accordingly, SanDisk owes the difference to Plaintiffs, and
Plaintiffs are entitled to dargas in the amount of $3,856,563.90.

V. Plaintiffs are Entitled to Interest on the Damages Award

Plaintiffs are entitled to prejudgmentenest on the damages award at the New
York State statutory rataf 9% per annum. Sé¢.Y. C.P.L.R. § 5001(a) (prejudgment interest
“shall be recovered upon a sum awarded becausddach of performance of a contract[.]”);

see als&chipani v. McLeod541 F.3d 158, 164 (2d Cir. 2008) (“éndiversity case, state law

governs the award of prejudgment interest.”); Graham v. Jdméd-.3d 229, 239 (2d Cir.

1998) (“Under New York law, ‘prejudgment interésinormally recoverable as a matter of right

in an action at law for breach of contrdgt(quoting Adams v. Lindblad Travel, Inc730 F.2d

89, 93 (2d Cir. 1994)). New York law also prosgithat interest upon eh@ges incurred after a
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cause of action existed “shall be computed fthendate incurred. Where such damages were
incurred at various times, interest shalldeenputed upon each item from the date it was
incurred[.]” N.Y. C.P.L.R. 8§ 5001(b). In caleting prejudgment interest here, this Court
considers the specific amountadmages incurred at specific dates as a result of SanDisk’s
failure to pay earn-out amounts when dweler the Agreement’s terms.

The Agreement provides that paymemtsler the earn-out provision were to be
made 45 days after each fiscal quarter duitiegtwo-year earn-out ged. (PX 34-5, 8 1.4.) The
amount to be paid for each quarter watedrined by a formularescribed under the
Agreement. Based on the quarterly Sales otleNdces, damages wereurred as follows:
$94,058.75 incurred on February 14, 2006 (for Q4 05); $166,418.75 incurred on May 15, 2006
(Q1 06); $934,221.25 incurred on August 2d06 (Q2 06); and $2,661,865.00 incurred on
November 14, 2006 (Q3 06). These amountsesaprt the amount of Plaintiffs’ damages
incurred as of each of the fg@ing dates. Statutory prejudgmaeanterest should be calculated

from each date based on the amount due at that date.
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CONCLUSION

For the foregoing reasons, this Court awards Harkabi and Elazar $3,856,563.90

plus prejudgment interest, to be calculated consistent with this Opinion against SanDisk. The

parties are directed to submit a proposed judgment to the Court by September 19, 2012.

Dated: September 12, 2012
New York, New York

Counsel of Record:

Charles A. Stillman, Esq.
Stillman & Friedman, P.C.
425 Park Avenue, 26th Floor
New York, NY 10022
Counsel for Plaintiffs

Michael H. Gruenglas, Esq.

Skadden, Arps, Slate, Meagher & Flom LLP

Four Times Square
New York, NY 10036
Counsel for Defendant

SO ORDERED:

NI~ . .
WILLIAM H. PAULEY Il

U.S.D.J.
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