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PAUL G. GARDEPHE, U.S.D.J.:

The Commission seeks an order compelling Defendants to produce approximately
sixty emails betweeBruce Bent Il and his wife, Rebecca Bemtchangedn September 15 and
16, 2008(the “Bent emails”) Defendants conteritiat these emails arprotected by the marital
privilege. (Oct. 22, 2010 Joint Ltr. at Th a November 29, 2010 Ordefamiliarity with which
is presumed — this Court reserved decision concerning the production of these manails a
directed “the Commgon and Defendants to make submissions . . . addressing this issue in
greater detail and citing supporting legal authority.” (Nov. 29, 2010 Order atHe parties

haveprovided additional briefing, and the issue is ripe for resolution.

Dockets.Justia.com


http://dockets.justia.com/docket/new-york/nysdce/1:2009cv04346/345292/
http://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2009cv04346/345292/372/
http://dockets.justia.com/

BACKGROUND

Rule 26(b)(1) of the Federal Rules of Civil Procedure provides that “[p]arties may
obtain discovery regarding any nonprivileged matter that is relevant to dg\g géim or
defens¢ and that “[r]elevant information need not be admissible at the tiia¢idiscovery
appears reasonably calculated to lead to the discovery of admissible evidesateR. Civ. P.

26(b)(1). “This obviously broad rule is liberally constrtiddaval Steel Prods. v. M/V

Fakreding951 F.2d 1357, 1367 (2d Cir. 1991) (citing Oppenheimer Fund, Inc. v. Sa8iérs

U.S. 340, 351 (1978)and “[iln general, limitations on discovery are imposed only where the
requestedliscovery is ‘sought in bad faith, to harass or oppress the party subject to it, when it is
irrelevant, or whenhte examination is on matters protected by a recognized privilege.”

Melendez v. Greinei01 Civ. 07888 (SAS) (DF) 2003 U.S. Dist. LEXIS 190&84*3-4

(S.D.N.Y. Oct. 23, 2003) (quoting In re Six Grand Jury Witne%£3 F.2d 939, 943 (2d Cir.

1992).

The Commissiorontends that it is entitled to discovery of the Bamails
becaus€l) Bent Il had no reasonable expectation of privasgniail transmitted ovdReserve
Management Company, Inc. (“RMCI8mailsystem and (2) Defendants inadvertently prodd
some of thdBentemails,and thereby waived thearitalprivilege as tall such emails (Jan.12,
2011SECLtr. at 4) Defendants contend that tBentemaik are protected by the marital
communications privilege and that there has been no waiver. (Dec. 6, 2010 Def. Br.; Jan. 14,

2011 Def. Ltr. a2-3)"

! In opposing the Commission’s motion to compafendants- while remarking at the close of
one submission that the subject emails shed light on the issues in this case (Jan. 14, 2011

Def. Ltr. 4 and 4 n.2) have relied primarily on the argument that the emails are protected by the
marital communications privilegeSeg e.q, Dec. 6, 2010 Def. Supp. Br. at 2 (“Because Mr.
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THE MARITAL COMMUNICATIONS PRIVILEGE

Thelaw recognizes$wo typesof marital privilege The first is referred to as the
“adverse spousal testimony” privilege grmefmitsan individualto refuse to testify adversely

against his or her spous€eeTrammel v. United Stated45 U.S. 40, 53 (1980)This

privilege rests on the notion that a husband and wife should be able to trust each other
completely, and that marriage is a sanctuary. The privilege is described@®baadly aimed

at protecting marital harmony.'United States v. Premises Known as 281 Syosset Woodbury

Rd., Woodbury, N.Y,.71 F.3d 1067, 1070 (2d Cir. 1995) (quoting In re Grand Jury Subpoena

United States755 F.2d 1022, 1027 (2d Cir. 198&acatedon othergroundssubnom United

States v. Koeched75 U.S. 133 (1986)).

The secondype ofmarital privilege, referred to as the “marital communications
privilege,” protects private and confidential communications between spouses from disclosure.

SeeBlau v. United States840 U.S. 332, 333 (1951Rremises Known a@81 Syosset Woodbury

Rd., Woodbury, N.Y,.71 F.3d at 1070It provides that “[cJommunications between the spouses,
privately made, are generally assumetdwe been intended to be confidential, and hence they

are privileged. . .” Wolfle v. United States?91 U.S. 7, 14 (1934). Thearital

communications privileges at issuéhere
There are three prerequisites for assertion ofrthetal communications
privilege:

(1) a valid marriage at the time of tbemmunication, United States v. Lustig

555 F.2d 737, 747-48 (9th Cir. 1977) (privilege claim denied in part because
common law marriage of defendant is not recognized as valid underastate |
cert denied 434 U.S. 926 (1978); (2) the privilege “applies only to utterances or
expressions intended by one spouse to convey a message to the otherA&].

Bent expectedboth objectively and subjectively, that his private communications with his wife
would remain confidential, they are protected by the marital privilege.”))
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and (3) the communication must have been made in confidence, which is
presumed,Pereira v. United State347 U.S. 1, 6 (1954).

United States v. Premises Known as 281 Syosset Woodbur@62dE. Supp. 847, 853-54
(E.D.N.Y. 1994).

“The basis of the immunity given to communications between husband and wife
is the protection of marital cfidences, regarded as so essential to the preservation of the
marriage relationship as to outweigh the disadvantages to the administratisticefyhich the
privilege entails. . . .” Wolfle, 291 U.Sat 14. “The confidential communications privilege . . .
provides assurance that all private statements between sp@ygéscalled the ‘best solace of

human existence; will be forever free from public exposure.” In re Witness Before Grand

Jury, 791 F.2d 234, 237 (2d Cir. 1986) (quotinmmme] 445 U.Sat 5] (internal quotations
omitted)
The marital communications privilegeowever, like other evidentiary privileges,

deprives‘fact-finders of potentially useful information.United States v. EtkifNo. 07CR-913

(KMK), 2008 WL 482281, at *2 (S.D.N.Y. Feb. 20, 2008) (citinge Witness Before the

Grand Jury791 F.2dat 237);seeTramme] 445 U.Sat50-51 (1980) (“Testimonial exclusionary
rules and privileges contravene the fundamental principle that ‘the public . . .iplatta evey

man’s evidence.” (quoting United States v. BrydB89 U.S. 323, 331 (1950))); United States v.

Int'l Bhd. of Teamsters, Chauffeurs, Warehousemen & Helpers of Am.GA61.119 F.3d 210,

214 (2d Cir. 1997)dn evidentiary privilege must be “strictly cargd within the narrowest
possible limits consistent with the logic of its principle” (internal quotations omittéd¥)such,
[a privilege] must be strictly construed and accepted ‘only to the very limitedtethat

permitting a refusal to testify @xcluding relevant evidence has a public good transcending the



normally predominant principle of utilizing all rational means for ascertainitig. truTramme]
445U.S. at 50 (citations omitted).

“The party asserting an evidentiary privilege, sucthasmarital
communications privilege, bears the burden of establishing all of the esslemiahts

involved.” United States v. Ackeb2 F.3d 509, 514-15 (4th Cir. 1995) (quoting United States v.

White, 950 F.2d 426, 430 (7th Cir. 1991Mercator Corpv. U.S. of Am. (In re Grand Jury

Subpoenas Dated March 19, 2002 & August 2, 20823 F.3d 379, 384 (2d Cir. 2003) (“It is,

moreover, well established that the party invoking a privilege bears the burdeabtiskstg its

applicability to the case at hand.” (citations omitteM@rganroth & Morganroth v. DeLorean
123 F.3d 374, 383 (6th Cir. 1997) (“As the trial judge correctly held, the person asserting the
marital privilege has the burden of proving that a communication is a marital conatmmig;

United States v. MardisNo. 08-20021, 2011 WL 90314, at *9 (W.D. Tenn. Jan. 11, 2011)

(“[T]he person asserting the marital privilege has the burden of proving that awooation is

a marital communication.” (quotinlorganroth & Morganroth v. DelLoreaf23 F.3d 374, 383

(6th Cir. 1997))seealsoChevron Corp. v. DonzigeNo. 11 Civ. 0691(LAK), 2011 WL

1747046, at *13 (S.D.N.Y. May 9, 2011) (“As the party asserting privilege, the [plaintiffs] had

the burden of establishing it;"peyler v. TSystemdN. Am., Inc, 2011 WL 196920, at *1

(S.D.N.Y. Jan. 21, 2011) (“The party claiming the [attorney-client] privilegeskibarburden of
establishing it.” (citations omitted)).

Here, he parties do not disputieatthere was a “valid marriageihd thathe
emails were “utterances or expressions intended by one spouse to convey a moetbgage

other.” SeePremisedKnown as 281 Syosset Woodbury R&62 F. Supp. at 854. Accordingly,




only the third prerequisite for assertion of the marital communicationggevils at issue:
whether theBentemail communicationSvere made in confidence.ld.

Il. RMCI'S EMAIL POLICY

In September 200&ent Il was theVice Chairman, President, and pawner of
RMCI. (Cmplt. 1 22, 19 The emails in question were exchangedlewyt Il and his wife on
September 15 and 16, 2008he crucial tweday period following Lehman Btbers September
14, 2008 bankruptcy announcement, during which a run on the Reserve Primagnsued
leading to the Fund’s collapse and this litigatidie emails were transmitted by Bent Il using
an RMCI computer and were stored on RMCI’s servéan.(l2, 2011SECLtr. at 4 Dec. 6,
2010Def. Supp.Br. at 2 Oct. 22, 2010 Joint LtrEx. E) It is undisputed thah September
2008, RMCI had in placa written “Email Policy” and that Bent Il was aware of that policy.
(Oct. 22, 2010 Joint Ltr., Ex.;Pec, 6, 201Mef. Supp. Br. 11)

Thestated purpose ®MCI's emailpolicyis to “promot[e] the use of arail as
an efficient communication tool” aritio prevent unauthorized or inadvertent disclosure of
sensitive company informationa a forwarded or redirected emailOct. 22, 2010 Joint Ltr.,
Ex. E) To that end, the policy states thatriployees must exercise extreme caution when
forwarding any emafrom inside the Reserve to any other email account. The email address
you are forwarding to must be valid and verified. . . . Sensitive information . . . will not be
forwarded via any means, unless that email is critical to business and is ethcrypt (1d.)

The policy also states that “Employesay use only the mail system provided by Reserve to
communicate with clients and the public. Use of outside Internet service pramid¥ebsites

providing e-mail accounts while on Reserve’s premises is prohibitél)’ (



RMCI's emailpolicy makes clear that RMCI's email system should be used only

for business purposes: “Employesd®uld limit their use of the-mail resources to official

business. . 7. To the extent that personal messagasetheless appear in an employee’s inbox,

the policy drects them to delete such communicatiofiSmployeeshouldalsoremove

personal and transitory messages from personal inboxes on a regular basigl.) . .” (

RMCI's email policy also warns employees that their email communications are

saved and arsubject to disclosure, whether those communications are directed to clients or to

the public at large:

(1d.)

Employees are reminded that client/pubhmail communications received by

and sent from Reserve are automatically saved regardless of content.h&sece t
communications, like written materials, may be subject to disclosure to regulatory
agencies or the courts, you should carefully consider the content of any message
you intend to transmit. . . .

The policy further states that while employee email will not be routinely

monitored by RMCI, the company reserves the right to access employee email:

(1d.)

The email system administrator will not routinely monitor employeeiaal and

will take reasonable precautions to protect the privacyroéié- However, the
company reserves the right to access an employeraldor a legitimate

business reason, such as the need to access information when an employee is
absent for an extended period of time, to diagnose and resolve technical problems
involving system hardware, software or communications, or to investigate
possible misuse of e-mail when a reasonable suspicion of abuse exists or in
conjunction with an approved investigation.



DISCUSSION

REASONABLE EXPECTATION OF PRIVACY IN
EMAILS SENT OVER AN EMPLOYER' SEMAIL SYSTEM

A. Applicable Law

Although communications between spousespesumed to be confidentiae

In re Witness Before Grand Juf§91 F.2cat 239 (citingBlau v. United States340 U.Sat 333),

“wherever &ommunication, because of its nature or the circumstances under which it was made,
was obviously not intended to be confidential, it is not a privileged communication. And, when
made in the presence of a third party, such communications are usually regarded as

privileged because not made in confidenc@/blfle, 291 U.S. at 14. “There can [be] no

confidential communication where the spouses are on actual or constructive noticeitha
communications may be overheard, read, or otherwise monitored by third péttikis,”2008

WL 482281, at *3 n.5 (citintynited States v. Griffin440 F.3d 1138 (9th Cir. 2006); United

States v. Madogh 49 F.3d 596 (7th Cir. 1998)nited States v. Harrelspii54 F.2d 1153 (5th

Cir. 1985)). “Each case should be gm an individualized look to see if the party requesting the

protection of . . . privilege was reasonable in [Ajons.” Convertino v. U.S. Dep't of Justice

674 F. Supp. 2d 97, 110 (D.D.C. 2009) (citing Curto v. Med. World Commc’nsNac03-

CV-6327 (DRH)(MLO), 2006 WL 1318387, at *6 (E.D.N.Y. May 15, 2006gealsoO’Connor
v. Ortega 480 U.S. 709, 718 (1987) (“Given the great variety of work environmentsl[,] . . . the
guestion whether an employee has a reasonable expectation of privacy musé$sedduoin a
caseby-case basis.”).

To determine whether Bent Il had a reasonable expectation of privacy in the
emails he sent to his wife over RMCI’s server, the Court must congidgher he wasen actual

or constructive notice that ttecommunicabns could be “read[] or otherwise monitored by



third parties’ Seeln re Asia Global Crossing, Ltd322 B.R. 247, 258-59 (Bankr. S.D.N.Y.

2005) (“[T]he question of privilege comes down to whether the intent to communicate in
confidence was objectively reasonable. . . . Accordingly, the objective reasosaliétizat
intent will depend on the compasyemail policies regarding use and monitoring, tsess to
the email system, and the notice provided to the employges.”

In In re Asia Global Crossing, Ltdthe court set forth a foufactor test- which

has been widely adoptéé regarding the “reasonable expectation of privacy” determination in
the context of email transmitted over and maintained on a company server:

(1) does the corporation maintain a policy banning personal or other objectionable
use, (2) does the company monitor the use of the employee’s computaady e-

(3) do third partiebave a right of access to the computer-oragls, and (4) did

the corporation notify the employee, or was the employee aware, of the use and
monitoring policies?

In re Asia Global Crossing, Ltd322 B.R. at 257.

Because an employe announced paties regarding the confidentiality and

handling of email and other electronically stored information on company computessraers

2 Seee.qg, In re Royce Homes, LNo. 09-32467H4-7, 2011 WL 873428, at *23 (Bankr. S.D.
Tex. Mar. 11, 2011) (“This Court adopts #sia Globalfour-factor balancing test to determine
whether Speer waived any privilege he may have had in his persorallseransmitted via the
Debtor's computer andraail servers.”);United States v. Nagl&o. 1:09€R-384, 2010 WL
3896200, at *4 (M.D. Pa. Sept. 30, 2010); Convertino v. U.S. Dep'’t of JusTide~. Supp. 2d
97, 110 (D.D.C. 2009)Jnited States v. HatfieJdNo. 06 CR-0550 (JS), 2009 WL 3806300, at
*14 (E.D.N.Y. Nov. 13, 2009)Leor Exploration & Prod. LLC v. AguiaiNo. 09-60136zIV,
09-60683-CIV (JJO), 2009 WL 3097207, at *4 (S.D. Fla. Sept. 23, 2B0®¥n-Criscuolo v.
Wolfe, 601 F. Supp. 2d 441, 449 (D. Conn. 2009); Sprenger v. Rector & Bd. of VidiMas o
Tech No. 7:07cv502, 2008 WL 2465236, at *4 (W.D. Va. June 17, 2@&3r v. Gilman

Corp, No. 3:06 CV 889(JBA), 2007 WL 1423752, at *3 (D. Conn. Feb. 12, 20Qifjo v.

Med. World Commc’ns, In¢No. 03€V-6327 (DRH)(MLO), 2006 WL 1318387, at *7
(E.D.N.Y. May 15, 2008 Gates v. WheeleNo. A092355, 2010 WL 4721331, at *6 (Minn. Ct.
App. Nov. 23, 2010); Scott v. Beth Israel Medt.@hc., 17 Misc.3d 934, 940 (N.Y. Sup. Ct.
2007).

3 Here, the parties have analyzed the reasonable expectagiovaniy issue undeksia Global
Crossings four-part test (SeeDec. 6, 201GBECLLtr. at 25; Dec. 6, 2010 Def. Supp. Br. 6-12)
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arecritically important in determining whether an employesdaeasonaklexpectation of
privacy in such materials, tleases in this area tendle highlyfact-specificand the outcomes
arelargely determined by the particular policy language adopted by the emp&see.q,

Leventhal v. Knapek266 F.3d 64, 73-74 (2d Cir. 200Btate agency employee found to have

reasonable expectation of privacy in personal computer files stored on his work cosryzuree
agency (1) had no policy regarding the confidentiality of personal emaiher etectronically
stored information maintaed on agency computers; (2) “did not prohibit the mere storage of
personal materials in [agency] computer[s]”; (3) did not haigeneral practice of routinely
conducting searches of office computeend (4) had notglaced the employeon notice tha
he should have no expectation of privacy in the contents of his office compMaitk v.

Glenayre Elecs280 F.3d 741, 743 (7th Cir. 2002) (“[the employee] had no right of privacy in

the computer that [the employer] had lent him for use in the wackpl . . [Where an employer
has] announced [a policy saying] that it could inspect the laptops that it furnisheddeetbk
its employees, . . . this destroyed any reasonable expectation of privatheherhployee]

might have had and so scotchésdlaim.”); Miller v. Blattney 676 F. Supp. 2d 485, 497 (E.D.

La. 2009) (“Where, as here, an employer has a rule prohibiting personal computed ase a
published policy that emails on Allpax’s computers were the property of Allpax, aoyepl
cannot reasonably expect privacy in their prohibited communicatioEs$kij, 2008 WL

482281, at *4 (“employees do not have a reasonable expectation of privacy in the contents of
their work computers when their employers communicate to them via estieestn wanmg a

policy under which the employer may monitor or inspect the computers at afiyditagons

omitted)); Sims v. Lakeside Schgdlo. C06-1412(RSM), 2007 WL 2745367, *1 (W.D. Wash.

Sept. 20, 2007) (“where an employer indicates that it can inspect laptops that litfdrimisuse
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of its employees, the employee does not have a reasonable expectation of privtoy ove

employerfurnished laptop” (citations omitted)fhygeson v. U.S. Bancarplo. CV-03-467ST,

2004 WL 2066746, at *1 (D. Or. Sept. 15020 (“[W]hen, as here, an employer accesses its
own computer network and has an explicit policy banning personal use of office cangmae

permitting monitoring, an employee has no reasonable expectation of priva@léhdt v. City

of Reading No. CNV.A.01-3386, 2002 WL 1067442, *8 (E.D. Pa. May 29, 2002) (because
employer’s email system waslbe used solely for official city business, employee had no
rea®nable expectation of privady email sent over employer’s email sysjem

B. Application of Asia Global Crossing’s Four-Part Test

1. RMCI s Policy RegardingPersonal Use

UnderAsia GlobalCrossin¢s four-part test for determining whether an employee
has a reasonable expectation of privacy in email stored on a company systanst, idseié is
whether “thecorporation maintaiis] a policy banning personal or other objectionable’uSee

In re Asia Global Crossing, Ltd322 B.R. at 257Here,RMCI’s email policy clearlypans

personal use of RMCI’'s email system:

Employees should limit their use thie email resources to official business. .
Employees should . . . remove personal and transitory messages from personal
inboxes on a regular basis. . . .

(Oct. 22, 2010 Joint Ltr., Ex. E (emphasis added))

Defendantsargument (Dec. 6, 201Def. SuppBr. at 89) that “should” — as used
in RMCI’'s email policy- is precatory or aspirational is not persuasiiee dictionarytells us
that“should” is “[u]sed to express duty or obligationWebster’'s Il New College Dictionary
1022 (2001)accordWebster's New Universal Unabridged Dictionary 1679 (2d ed. 1983)
(“should” is “used to express . . . obligation, duty, propriety, necessity.;.seéalsoBord v.

Rubin No. 97 Civ. 6401 (MBM), 1998 WL 420777, at *4 (S.D.N.Y. July 27, 1998)
11



(“Grammaticaly speaking, ‘should’ is the past tense of ‘shall’ and therefore is defined ds a ver
meant ‘to express duty or obligation.” (citigebster’s Il New Riverside University Dictionary

1078 (1984)); cf. United States v. Anderspr98 F.2d 919, 924 (7th Cir. 1986) (“The common

interpretation of the word ‘should’ is ‘shall’ and thus a straight-forward aactgtn of [the code
of ethics] reveals that it imposes a mandatory rule of conduct upon a judge.”).

While “should” “has various shades of meaning” and “does not automatically
denote . . a mandatory . . direction,” andvhile “the meaning depends on the context in which

the words are foundBord, 1998 WL 420777, at *{citing McDonnell Douglas Corp. v. Islamic

Republic of Iran 758 F.2d 341, 347 (8th Cir. 1985) (noting that “[the] verb ‘should’ has various

shades of meaning’))here is nothing in RMCI's email policy suggesting that “should” was
intended to be precatory or aspirational.

Defendantscontention that the policy’s direction that empdeg‘remove
personal . . . messages from personal inbokres regular basisQct. 22, 2010 Joint Ltr., Ex.)E
somehow authorizes employees — in contravention of the policy’s preceding seriense the
RMCI system for pesonal emails@ec. 6, 201Mef. Supp.Br. at 8)is not convincing. While
this provision acknowledges the possibility that employees may reces@péemail from
outsiders over RMCI's system, it does not undermine the mandatory nature of thengrecedi
sentence. Indeed, it reaffirtise prohibition on personal use by instructing employees to
regularly delete any personal messages they receive fronniheaxes

Defendants argudowever, thaRMCI tacitly allowed employees “to send

personal emails [over RMBlsystem] and did not interven&and that courts have considered

* Defendants have attempted to demonstrate RMCI’s implementation of its email paliaytth
the declaration of Asim Tewarywho formerly worked in RMCI’s IT department. The Tewary
declaration is of limited probative value, however, because Tewary did not begin RIMCat
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not only an employer’s written policy bubéw an employer applies or enforces its email

policy.” (Dec. 6, 201Mef. Supp.Br. at9) Defendantsely onDeGeer v. Gillis No. 09 C 6974,

2010 WL 3732132 (N.D. Ill. Sept. 17, 2010), Curto v. Med. World Commc’ns, Na.03CV-

6327 (DRH)(MLO), 2006 WL 1318387 (E.D.N.Y. May 15, 2006), and United States v, bdng

M.J. 57 (C.A.A.F. 2006), for the proposition that how an empltgplies” or “enforces’its

email policy is a factor in determining whether an employee has a reasonable expectation of
privacy inemailtransmitted ovea company systemNone of these cases suggests that RMCI’'s
clear prohibition against personal use of its esystem should be ignored.

DeGeer v. Gillis No. 09 C 6974, 2010 WL 3732132 (N.D. Ill. Sept. 17, 2010)

provides no support for Defendants’ arguments. In that ttesepurt considered whether
plaintiff “waived the attorneglient privilege by communicatgwwith his counsel over his work
email address and on Hmmpany]supplied laptop.” Noting that “the record does not contain
[the company’s] computer usage policy” and that the court could not “determine wjtie¢he
company] prohibited employees from using their company computers to conduct pkgahal
matters,” and stating that “[tlhere is no evidence with respect to whether De€3seanally

knew about a [company] computer usage policy,” the court found no waikekere, of

course, there is @ence both that RMCI prohibited personal use and that Bent Il was aware of
this policy.

In Curto v. Med. World Commc’ns, IndNo. 03€CV-6327 (DRH)(MLO), 2006

WL 1318387 (E.D.N.Y. May 15, 2006plaintiff's employer’'s email policy provided that
“[elmployees should not have an expectation of privacy in anything they create, storey send,

receive on the computer system. The computer system belongs to the compaay aedused

until September 10, 2008 — three business days before the Lehman Brothers’ bankruptcy and the
the collgse of the Primary Fund. (Tewary Decl., T 1, Dkt. No. 352)
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only for business purposes.” Plaintiff — who worked at homas-issued fatop computers by
her employer. The “laptops were not connected to [the company’s] computerasetweere

not located in [the company’s] officedd. at *5. Plaintiff's employment was terminated, and
before returning both laptopdamitiff deleted dl personal files, including communications to
counsel.ld. at *1. After she filed a lawsuit against her employer, the company did aitorens
analysis of the laptops, and recovered emails betwlaertiff and her counsehat had been sent
by plaintiff “through her personal AOL account[,] which did not go through [her employer’s]
servers’' 1d. at *3. The courtheldthat the attorneglient privilege had not been waived as to
these communicationdd. at *1.

Curtolikewise provides little guidance her&hat case tusion the question of
whether plaintiff's inadvertent disclosure of attorretgnt communications resulted in a waiver.
Id. at *2-3. In finding that the privilege had not been waived, the coud thkg plaintiff— in
deleting her personal files from the laptops — had taken reasonable steps to ensure the
confidentiality of her attorneglient communicationsid. at *3, 5. Given that the laptops issued
to plaintiff were not connected to her emm@og computer system, it was not even claaurto
thatthe employer’s email policy appliedtinally, the Curtocourt was careful to say that its
“holding is limited to the question of whether an employee’s personal use of a geovpaed
computer in hehome waives any applicable attorrghient privilege or work product immunity

that may attach to the employee’s computer files andioaits. It does not purport taddess

an employee’s right to privacy in an office computer in gerfefdl at *8 (emphasis added).

Here, there is no question that RMCI's email policy applies and no dispute that 8snttthe

emails in question over his work email account and BM€CI's email system

14



TheCurtocourt did not addreghe cases holding that an employee has no
expectation of privacy in workplace computer files where the employecityghforms the
employee that no expectation of privacy exists, finding that all of these casesiader the
Fourth Amendment or common law, and not in the context of determining waiver of the
attorneyelient privilege. Id. at *5. To the extent thag€urtosuggests that the reasonable
expectation of privacy cases are not relevantdetarmination of whether the prerequisites for
assetion of an evidentiary privilege exjghe case will not be followed here

Finally, Defendants cite tnited States v. Londg4 M.J. 57 (C.A.A.F. 2006

case from the U.S. Court of Appeals for the Armed Forces that is likewise not on doent. T
deferdant inLong sought to suppressculpatory emailshe senbver the military’s email
servers. Her emails weretrieved by a network administratatrthe request of law enforcement
officerssearcing for evidence of Long’s misconducld. at 59. In concluding that defendant
had a reasonable expectation of privacy concerning her ethailspurt relied on the fact that
the defendant “was authorized to use the government computer for persondtiuaeg5s;see
alsoid. at64 (noting that network administrator testified that “using the network to send dersona
e-mails . . . was considered authorized [uselfigre, of course, RMCI’s policy explicitly states
that “[e]mployees should limit their use of [RMCl'sjmail resoures to official business. . . .”
(Oct. 22, 2010 Joint Ltr., Ex. E)

In sum, because RMCI’'s email policy bgressonal use of the RMCI email
system, this factor weighs in favor of finding that Bent Il had no reasongtetation of
privacy in the emailbesent to his wife over that system on September 15 and 16, ¥008&e

an employer’s policy bans personal use of the employer’s email systerts frequently find

that employees have no reasonable expectation of privacy in email tradsonigr thtsygem.
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Seee.q, Miller, 676 F. Supp. 2d at 497 (“[where] an employer has a rule prohibiting personal
computer use . .employegs] cannot reasonably expect privacy in their prohibited

communications”)Long v. Marubeni America CorpNo. 05 Civ. 639 (GEL)(KNF), 2006 WL

2998671, at *1, 3 (S.D.N.Y. Oct. 19, 2006) (no attoroksmt privilege or work product
protection for emails exchanged over employer’s email system where emploglicy

prohibited personal use of email system); Thygeson v. U.S. Baridor©V-03-467-ST, 2004

WL 2066746, at *1 (D. Or. Sept. 15, 200d)hereemploye handbook states that “personal
computers . . . including e-mail . . . are intended for Company business only. . . . paaiti]s-
the exclusive property of [the Company] and is not intended for personal use,” no reasonable

expectation of privacy in email sent owmployer’'s email syste)nKelleher v. City of Reading

2002 WL 1067442, *8 (E.D. Pa. 2002) (because employer’'s email system beassed solely
for official city business, employee had no reasonable expectation of pivarail sent over

employer’s email systeymScott v. Beth Israel Med.t€ Inc., 17 Misc.3d 934, 940 (N.Y. Sup.

Ct. 2007) email sent over employer’s email system not subjeatttoneyelient privilege where
employer’s policy statethat email system “should be dder bhusiness purposes only”).

2. Routine Monitoring of EmployeeEmail

The second\sia Jobal Crossindactoris whether themployermonitors

employee emailRMCI's emailpolicy provideshat the company will ndtoutinely monitor
employee’s email and willtake reasonable precautions to protect the privacynudiE-
However,in its policy, RMCI “reserves the right to access an employee'sail for a legitimate
business reason . . . or in conjunction with an approved investiga({Ooet. 22, 2010 Joirlttr.,

Ex. E)
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Where an employer reserves the right to access or inspect an errgbnyaieor
work computer, courtsftenfind thatthe employeéias no reasonable expectation of privacy.

SeeScott 17 Misc.3dat 940 (Rnding that “[the second [Global Crossihgequirement [was]

satisfied because [the companyps)licy allows for monitoring. Althougfthe company]
acknowledge[d] that it did not monitfthe employee’s] @nalil, it retain[ed}the right to do so in
the email policy,” which notified employeeshat the employer “reserves the right to access and
disclose [information on its computers] at any time without prior né}icgeealsoMuick v.

Glenayre Elecs280 F.3d 741, 743 (7th Cir. 2002) (“[the employer] had announced that it could

inspect the laptops that it furnished for the use of its employees, and this el stingy
reasonable expectation of privacy that [the employee] miglg hast and so scotches his

claim”); United States v. Angevin@81 F.3d 1130, 1135 (10th Cir. 2002) (nas@nable

expecttion of privacy where employeré'servefl] the right to inspect electronic mail usage by
any persontaany time without prior noticg; Thygeson 2004 WL 2066746, at *20 (no
reasonable expectation fivacy in computer files andreil where employer had reserved right

to monitor computefiles and enail); Garrity v. John Hancock Mutual Life Ins. Cdo. Civ. A.

00-12143, 2002 WL 974676, at *1-2 (D. Mass. May 7, 2002) (no reasonable expectation of
privacy whereemployer email policy states that “[i]t is not company policy to intentionally
inspect Email usage” but warns that “there maythesiness or legal situations that necessitate
company review of Enail messages and other documeraistl “management reserves the right
to access all #nail files”).

BecausdRMCI expressly reserved the right to accasd monitor its employees’

emails,the secondsia Global Crossinfactorweighs against finding a reasonable expectation

of privacy.
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3. Third Parties’ Right of Access to Emails

The thirdAsia Global Crossindactor requires courts to consider whether, under
the employer’s email policy, third partiesvieaa right of access to the employee’s emails. Here,
RMCI's policy explicitly warns employees that th@mailcommunications will be
automatically saved and asabject to review by RMCI and disclosure to third parties:

Employees are reminded that client/publmail communications received by
and sent from Reserve are automatically saved regardless of cditesd.these
communications, like written materials, may be subject to disclosure to regulatory

agencies or the courtgou should carefully consider the content of any message
you intend to transmit. . . .

(Oct. 22, 2010 Joint Ltr., Ex. E (emphasis atjife

This provision provideslear notice to RMCI employees that their
communication®ver RMCI’s email systermay be disclosed to regulators and to the courts. In
the heavily regulated industry in which RMCI operatés which companies are required by
law to preserve email communicatidos later use byegulatorsor other interested partiesit is
not reasonable for those using a company’s email system to believe thatrthgssent over
that system arprivate. SeeGarrity, 2002 WL 974676, at *1-2; Angevin281 F.3cat 1135.

4, Notice to Employees of Employer’'s Email Policy

There is no issue here as to the final Asia Global Cro$aatgr: whether the

employee was aware of the employer’s email policy. Here, Defendamsdsothat “Mr. Bent

was aware of the companyeéamail policy.” (Dec. 6, 201®ef. Supp.Br. at 11)

> RMCI's policy of automatically saving all email communications reflects its atitig under
Rule 204-2(a)(7) of the Inggment Advisers Actl7 C.F.R. 8§ 275.204¢2)(7),to retain “written
communications” relating to(l) any recommendation made or proposed to be made and any
advice given or proposed to be given, (ii) any receipt, disbursement or delivery obfunds
securities, or (iii) the placing or execution of any order to purchasd angesecurity.”

RMCI's policy indicates that it did nategregat emails for preservation under this rule, but
instead chose to preserve all email sent over its system.
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Application of the fouAsia Global Crossindactors herendicates thaBent Il

did not have a reasonable expectation of priva@mails he sent or receivester RMCIs

email system: RMCI banned personal use of its email system; RMCI reservedt its agbess

employee email; RMCI warned employees that email sent over RMCI’'s system migibject

to disclosure to regulators atite courts; and Bent Il was aware of RMCI's email policy.
BecauseéBent Il had no reasonable expectation of privacy in erhaisent over

RMCI's system, they were neéent “in confidenceandare not protected by tmearital

communications privileg&. United States v. Premises Known as 281 Syosset Woodbuyry Rd.

862 F. Suppat 853(citing Pereira v. United State847 U.S. at 6).

® Bent II's spouse, Rebecca Bent, has made a submission objecting to disclosuseibjettte
emails. (Jan. 14, 2011 Rebecca Bent Ltr. at 2) CBeiter v. United State21 F.R.D. 679,

688 (D.N.M. 2003) and Premises Known as 281 Syosset Woodbur@62di-. Suppat 853,

Mrs. Bent contends that either spouse may “block the testimony of the othernggardi
confidential marital communicatiofisand notes that she has not waived any of her rights
concerning the emailgJan. 14, 2011 Rebecca Bent Ltr. at 2 (citations and internal quotations
removed)Jan. 13, 2011 Rebecca Bent Decl., 1) Mrs. Bent’s arguments misapprehend the
nature of tis Court’s inquiry.

The motion before the Court does not involve testimony from one spouse concerning a
confidential marital communication with the othédoreover, the issue is not whether Bent Il

can waive marital privilege on behalf of his spouse. Instead, the issuetlsewthe emails
exchanged by Bent Il and Mrs. Bent were evar the eyes of the law confidential. As noted
above, for a party tassert the marital communications privilege, “the communication must have
been made in confidencePremises Known as 281 Syosset Woodbury 82 F. Suppat 853-

54 (citingPereira347 U.S. at 6). For the reasons stated above, given RMCI’'s emey, poli
personal email sent over that system is not confidential and cannot be said to havatifaen se
confidence.” Accordingly, the emails are not subject to the marital comatioms privilege,
whether that privilege is asserted by the husband or fiee wi
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CONCLUSION

For the reasons stated above, the Commission’s request for an order compelling
Defendants to produce emails exchanged between Bent IT and his wife on September 15 and 16,
2008 is GRANTED.

Dated: New York, New York
May 23, 2011
SO ORDERED.

fad

Paul G. Gardephe
United States District Judge

20



	A. Applicable Law
	B. Application of Asia Global Crossing’s Four-Part Test
	1. RMCI’s Policy Regarding Personal Use
	2. Routine Monitoring of Employee Email
	3. Third Parties’ Right of Access to Emails
	4. Notice to Employees of Employer’s Email Policy


