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Juat OETKEN

UNITED STATES DISTRICT COURT
SCUTHERN DISTRICT QF MEW YORK

UNITED STATES OF AMERICA,
Plaintiff,
-y, -
ROSS WILLIAM ULBRICHT,
a/k/a “Dread Pirate Roberts,”

United States of America vq ikigheet # TIPR., *
a/k/a *silk Road,”

VERIFIED COMFLAINE

Doc. 17 Att. 1

13 Civ,
TDefendant,

ANY AND ALL ASSETS OF SILK ROAD,
TNCLUDING BUT NOT LIMITED TO THE
SILK ROAD HIDDEN WEESITE AND ANY
AND ALL BITCOINS CONTAINED IN
WALLET FILES RESIDING ON SILK ROAD
SERVERS, INCLUDING THE SERVERS
ASSIGNED THE FOLLOWING INTERNET
PROTOCOL ADDRESSES:
46.183.2159.244; 109.163.234.40;
193.107.86.34; 193,107.86.459%;
207.106.5.25; BND 207.106.6.332;

and all property traceable
thereto,

Defendants-in-rem.

Plaintlff United States of America, by ite attorney, Preet
Bharara, United States Attorney for the Scuthern District of New

York, for its verified complaint alleges, upon information and

belief, as follows:
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JURISDICTION AND VENUE

i. This actiocn is brought by the United States of America
pursuant to Title 18, United Btates Code, section 281{a) (1) {a&},
seeking the forfeiture of ANY AND ALL ASSETS OF SILK ROAD,
INCLUDING BUT NOT LIMITED TO:

&, THE SILK ROAD HIDDEN WEBEITE;
b. ANY AND ALL BITCOINS CONTAINED IN WﬁLLET_FILEEj
RESIDING ON SILK ROAD SERVERS (the “DEFENDANT
BITCOING* ), INCLUDING THE SERVEREZ ASSICGNED THBE
FOLLOWING INTERNET PRCOTOCOL ADDRESSES:
46.183.219.244; 109,163.234.40; 123.107.86,34;
193,.107.856.49; 207.106.6.25; AND 207,106.6,32;
and all property traceable theretoc (collectively the "Dafendants
in Rem”).

2. The Govermment also seeks civil meoney laundering
penalties against ROSS WILLIAM ULBRICHT, a/k/a “Dread Piraté
Roberts, " afkfa.“DPR," a/k/a ;Silk Road," {the "Defendant in
Personam”} in an amount to be determined at crial,

3. This Court has jurisdiction over this action pursuant
to Title 28, United Btates Code, Section 1355(b} (1), which
provides that a forfeiture action or proceeding may be brought
in the district court for the district in which any of the acts
or omissicns giving rise to the forfeiture occurred.

4. IvEnue is prdper pursuant to Title 28, United Statas

Code, Segtion 1395(a) bhecause the cause of action accrued in the

Southern District of New York. gince November of 2011, law
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enforeement agents participating in this investigation have made
multiple individual undercover puxchases of controlled
gubstances from Silk Road vendors, including purchases made
from, and substances shipped te, the Bouthern District of New

. York. The payments for these controlled substances were then

involved in money laundering transactions through the SILK ROAD

HIDDEN WEBSITE.

FACTUAL OVERVIEW

5. as detailled below, from in or ahout January 2011, up
to and including September 2013, the SILK ROADR HIDDEN WEBSLTE, a.
Defendant in Rem, has served ag a sprawling black-market bazaar,
where illegal drugé and other illicit goods and services have
been regularly bought and sold by the site’s users.

6. The SILK ROAD HIDDEN WEBSITE is designed to facilitate
the illicit commerce hosted on the site by providing ancnymily
o its users, in at least two ways. First, the 5ILK ROAD HIDDEN
WEBSTTE operates on what is known as "The Onion Router” or “Tor”
network {*Tor”), a part of the Internet designed to make it
practically impossible to physically locate tﬁe computers
hosting or accessing ﬁebsites on the network. Second, all
transactions on the SILK ROAD HIDDEN WEBSITH must be paid with--

“pitcolne,” an electronic currency designed to be as anonymous

as cash.
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7. Upon information and belief, the SILK ROAD HIDDEN
WEBSITE hag emerged as the most sophlsticated and extensive
criminal marketplace on the Internet today. The site has sought
ﬁo make conducting lllegal transactions on the Internet ag easy
and frictionless as shopping cnline\at malnstream &-commerce
websiteg. During its tﬁc—and-auhalf vears in operation, the
=T1K ROAD HIDDEN WEBSITE has been used by several thousand drug
dealers and other unlawful vendors to distribute hundreds of
kilograms of illegﬁl drugs and othex illicit goods and services
tfo well over a hundred thousand buyers, and to launder hundrads
of millions of dollars deriﬁing from these unlawful
transactions: all told, the site has generated sales revenue
totaling over 9.5 million Bitcoine and collected commissions
from these sales totaling over 600,000 Bitcoins., Although the
value of Bitecoins has varied significantly during the site's
rlifetime, these figures are roughly equivalent today to
approximately $1.2 billion in sales and approximately 580
million in cormissions.

8. An individual named ROSS WILLIAM ULBRICHT, a/k/a
wDread Dirabe Roberts,” a/k/a "DPR,” a/k/a *Silk'Road,” the
Defendant. in Perscnam, has overseen $ilk Road’s operation since
ite inception and has controlled the masslve profits generated
frowm the operation of the business, ULBRICHT hag always beesn

aware of the illegal nature of his enterprise. Throughout its

4
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operation, He has sought to ‘ensure the anonymity of the drug
dealers and other illegal vendors operating on the site, as well

as to conceal hig own identity as the owner and operator of the

site.

9. The illegal nature of the items sold on the SILK ROAD
HIDDEN WEBSITE is readily apparent to any user browsing through
its offerings. The vast majority of the goods for sale consist
of illegal drugs of nearly every variety, which are openly
advertised on the site as such, and are immediately and
prominently visible on the site’s home page.

16, As of September 20, 2013, there were nsarly 13,000
ligtings for controlled substances on the SILK ROAD HIDDEN
| WEBSITE, listed under the categories “Cannabis, ”
“Dissociatives,f *Ecstasy,” “Intcxicants;” “Opicids, "
npricursors, ” "Prescription,* “Peychadelics,” and “Stimulants,”
among cthers.

11. .The narcotics s=old on the site tend to be sold in
individual-use quantities, although some vendors sell in bulk.
The offerings for sale on the site at any single time amount to
multi-¥ilogram quantities of heroin, cocailne, and
methamphetamine, as well as distribﬁtion gquantities of other
controlled substances, such as LD,

12, Begldes illegal narcmticg, other black-markel geods

and services -- such as computer-hacking services and fake
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. identity documents -- are ﬁpenly advertised and éald on the SILK
ROAD HIDDEN WEBSLTE as weall.

13, Not only are the goods and services offered on the
STLK ROAD HIDDEN WERBSITE overwhelmingly illegal on their face,
but the illicit nature of the commerce conducted through the
website is openly recognized in the 8ilk Road online community.
For exsmple, inforwation available on the FILK ROAD HIDDEN
WEBSITE provides extensive guidance Lo users ccncérning how €O
conduct tranesactions on the site without being caught by law
enforcement.

4. Eilk Rca& charges a ccmmission fnrlevery transaction
conducted by its users. The commission rate varies, generally
between 8 to 15 percent, depending on the size of the sale,
i.e., the larger the =ale, the.lcwer the commizsion,

15, Since November éf 2011, law enforcement agents
participating in this investigation have made over 100
individual undercover purchases of controlled substances from
S5ilk Reoad vendors, including purchazes made from, and substances
shipped to, the Seuthern Distxict of New York. The substances
purchased in these undercover transacticns have been various
gchedule T and IT drugs, including ecstasy, cecalne, heroin,
18D, and others. Samples of these purchasesg have been
laboratory-tested and have typically ghown high purity levels of

the drug the item was advertised to be on the S8ILK ROAD HIDDEN

-8
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WEBSTITE. BRBased on the postal markings on the packsages in which
the drugs arrived, these purchases appear to have heen filled by
vendors located in over ten different countries, 1nclud1ng the
_Uniﬁed States, Cermany, the Netherlands, the United Kingdowm,
Spain, Canada, Ireland, Italy, Austria and France. Agents have
also made undercover purchases cf hacking gervices on the SILK
ROAD HIDDEN WEBSITE, including purchases of malicious seoftware
such ag remote access tools (*RATs“) that allow a hacker to
remotely control and steal information f£rom infected computers.
THE RELATED (¢RIMINAL CASE

16. On or about September 2?} 2013, the Honcrablé Frank
Maas, United States Magistrate Judge, =igned a ssaled griminal
complaint charging ROSS WILLIAM ULBRICHT, a/k/a “Drsad Pirate
Roberts,” a/k/a "DPR," a/k/a “2ilk Road,” the Defendant in
Pergonam, with conspiracy to vieolate the narcotics laws of the
United States, in viclation of Title 21, United States Code,
gaction 846 {(the "Narcotics Offenme”); with conspiracy £o commit
computer intrugion offenses in viclaticon of Title 18, United
Sstates Code, Hection 1030(a) {2) (the *Computer Hacking
Offense”); and with conspiracy to commit money laundering in
ficlaticn of Title 18, TUnited Stateé Code, Section 1856(h). Sae
rnited States v. Rose William Ulbricht, 13 Mag. 2328 (FM} (the

“Criminal Compladint”) .
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a. The Criminal Complaint alleges, among other
things, that ULBRICHT engaged in a comsgpiracy to
distribute controlled substances in viclation of
Title 21, United States Code, Section 84i{a) (1),
and to digtribute vontrolled substances by means
of the Internet, in a maopner not authorized by
law, in violation of Title 21, United ZStates
Code, Section B841(h), by owning and operating the
2ilk Road website, which has provided a platform
for drug dealers around the world to sell a wide
variety of controlled substances via the
Internet.

b, The Criminal Complaint further alleges, among
other things, that ULBRICHT engaged in a
conspiracy to access computers without
suthorization in order to obtain information for
purposes of financial gain, in vieclation of Title
18, United States Code, Section 1030{a) {2).

c. The Criminal Complaint Efurther alleges, among
other things, that ULBRYCHT engaged in &
conspiracy teo conduct financial transactions
involving the proceeds of the Narcotics Offense
and the Computer Hacking Offense, with the intent
to promote the carrying on of such specified
unlawful activity and knowing that the
trangactions were designed to conceal and
disguise the nature, the location, the source,
the ownerghip, and the control of the proceeds of
specified unlawful activity, in vioclation of
Title 18, United Btates Code, SBections
1956{a) {1) (&) (i} and 1956 ({a) {1) (B) (1).

17. & true and correct copy of the Criminal Complaint is
attached hereto as Hxhibit A and is incorporated by reference as

if fully set forth hereimn.

AILX ROAL’'S HIDDEN WEBSITE
18. As noted above and ag alleged in the Criminal
Complaint, the SILK ROAD HIDDEN WEBSITE, a Defendant in Rem,

operates on the Tor network. Tor enables websites like the SILK

g
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ROAD HIDDEN WEBSITE to operate on the network in a way that
conceals the trus IP addresses of the computer servers hosting
the websitgs. guch *hidden services” cperating on Tor have
complex pseude-doain names, genserated by a computer algorithm,
ending in “.onion.* For example, the pseudo-domalin name for the
8TLEK ROAD HIDDEN WEBSITE is currently vgilkroadvbspiz3r.onicon.”
Websiteg with such *.onion” pseudo-domain names can be accessed
enly by using Tor browser softwars. However, such scftware can
be easily downloaded for free on the Internet.

19. In order to access the STILK ROAD HIDDEN WEBESITE, =2
user need only download 'Tor browser scftware onto his or her
computer, and then type in 531k Road’'s “.onion” pseude-domain
name into the user’s Tor browser. 8ilk Road’s % _onien” pseudo;
domain name can be found in various online forums and other
websites on the ordinary Internet.

0. ‘The Tor network uses a particular protocol to direct
traffic to sach hidden service on that network. In particular,
efery w onicn” pseudo-domain name has a corresponding unigue
vkey,” consisting of letters, numbers and syubols. The key,
which may be stored om any server on the Tor network, serves to
authenticate the validity of the “.cnion” psaudo-dﬂﬁain-name.
Typically, certain servers on the Tor network (*traffic
garvers”) function to match each *.onion” pseudo-demain name -

as suthenticated by the key - to the physical server om which

=)
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the hidden website i1z hosted. Typically, when a user wants to
access a hidden service, the user types the asscciated Y.onion”
pseudo-dowain name into his or her Tor browser. The browser
software then checks with the traffic seffars on the Tor

network, which direct the user to the appropriate “.onion”

sarver and, in turn, the server on which the associated hidden
service is hosted. Accordingly, both the “.onlon” pseudo-domain
name and corresponding key are required to exercise control over

a particular hidden service on the Tor network.

21. Ugpon information and belief, the United States héa not
only learned the current and publicly available *.cnion” pseudo-
domain name for the SILK ROAD HIDDEN WEBBLTE |
{*silkroadvhbSpizir.cnion®), but has also located a server
containing the corresponding authentication key and has obtained
a copy of that key.

BITCOINS W GENERAL

22. Bitcoins are an an&nymnu#T decentralized form of
electronic currency, exiatiné entirely on thé Internet and.nmt
in any physical form. The currency ils not issued by any
government, hank, or cempany, but rather iz generated and
controlled automatically through computer software operating on
a “peer-to-peer” network. Bitcoin transactioﬁs are processed

collectively by the computers composing the network.

10
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23, In ordsr tc.acquire Bitcoins in the first instance, a
user typically must purchase them from a Bitcoin “exchgngar."
In returm for a commission, Bitcoin exchangefs accept payments
of currency in some conventional form {cash, wire transfer,
etﬁ.} and exchange the money for a corresponding amount of
Bitcoing, based on a fluctuating exchange rate. Conversely,
exchangers alse accept payments of Bitenins and exchangs the
Bitcoinse back fo¥ conventional currency, again, charging a

commizsion for the service,

24, Once a user acquires Bitecoins from an exchanger, the
Bitcoins are kept in a "wallet” assoclated with a Bitcoin
waddress,”.designated by a complex string of letters and
numbers. (The *address* is analogous to the account pumber for
albank account, while the “wallet; ié analegous to a bank safe
where the money in the account is physically stored.) Once a
Bitcoin user funds his wallet, the user can then use Bitcoins in
the wallet te conduct Financial transactions, by btransferring
Bitcoins, over tﬁe Internet, from his Bitcein address fo the
Bitcoin addresz of another user.

o5, All Biteoin transactions are recorded on a public
ledger known ag the “Blockchain,” which exists in order to
prevent a user from spending the same Bitcoins more than once.
However, the Blockchain cnly reflects the movement af funds

between anonymous Bitcoin addresses and therefore cannot by

11
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itself be used to determine the identlties.of the persons
involved in the transactionz. Only if one knows the ldentities
aszociated with each Bitcoin address invelved in a set of
transactione iz it possible to meaningfully trace funds through
the system.

26, Eitcoing are not illegal in and of thémsalvas and have
known legitimate uses. However, Bitcoine are also known to be
used by cfbercriminals for meney-laundering purposes, gi#en the
ease with which tﬁay can be used to move money anonymously.

SILE ROADYS BITCOIN-BASED FAYMENT SYSTEM

2?.‘ The only form of payment accepted on the SILK ROAD
HIDDEN WEBSITE is Bitcoin. Every user on the SILE ROAD HIDDEN
WEBSITE has a Silk Road Biteoin address, or multiple addresses,
associated with the user’s Silk Roéd'account. Thase addresses
are stored on walletstmaintainad on servers controlled by Silk
Reoad. |

28. Bilk Road’'s payment gystem essentially consists of a
Biteoin “hank“_internal to the gite, where every Ufer must hold
an account in order to conduct transactions om the site.
Bpecifically, in order to make purchases on the SILK ROAD HIDDEN
WEBSITE, the user must first cbtain Bitcoins (typically from a
Bitcoin exchanger) and send them to a Bitceoin address aséaciated
with £he uger's Silk Reoad account. After thus funding hig or

her account, the user can then make purchases from Silk Road

13
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vendors. When the user purchases an item on the SILK ROAD
HTPDEN WEBSITE, the Bitcoins needed for the purchase are held in
escrow {in a wallet maintained by Silk Road) pending completion
of the transaction. Once the transaction is couplete, the
user’s Bitcoins are transferrsd to the Silk Road Bitceoin address
of the vendor invelved in the transaction. The vendor can then
withdraw Bitcoins from 8i1lk Road by sending them to a different
Bitcoin address, such as the address of a Bitcoin exchangser who
can casﬁ out the Bitecoins for real currency.

29. The computer code used to run the SILK ROAD HIDDEN
WEBSITE reflects the use of certaln Bitcoin wallets (the *8ilk
Road wallets”), which contain user funds in the form of Eltcoins
on deposit with 8ilk Road, namely, the DEFENDANT BITCOINS. The
balances in these Silk Read wallets (obtained from another Silk
Road-associated server) generally show millioms of dollars’
worth of DEFENDANT BITCOINZ on deposit with Silk Read on a
regqular bhasis. The.following is a sample of the balances

contained in the 8ilk Road wallets over a two-day time period:

hate/Times Total Bitecoins Appfcx. Ush

9/14/2013 6:00 UXC 18205,506409 $2,548 710,91
9/14/2013 12:00 UTC  17420.22877 | $2,438,930.03
8/14/2013 18:00 UTC 17088.6795% §2,358,237.79
9/15/2013 0:00 UTC 13550.0615% $1,911,158.44
9/15/2013 6:00 UTC 16143 .52587 42,195,515.49

13
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9/15/2013 12:00 UTC  15855.46307 $2,217,809.37

9/15/2013 18:00 UTC 18069.43546 52,233,651.53

30. Based upon statemente made by ROSS WILLIAM ULBRICHT,
a/k/a *Dread Pirate Roberts,” a/k/a "DPR,” a/k/a “8ilk Road,”
the Defendant in Personam, these Eiik Road wallets are believed
to be under the exclusive contrel of ULBRICHT, as owner and
ocperator of the SILK ROAD HIDDEN‘WEBSITE. Although ULBRICHT is
known to delegate certaln administrative functicns regarding the
operation of the SILK ROAD HIDDEN WEBSITE to his subordinates,
the investigation has revealed that ULBRICHT does not similarly
Ishare'a¢¢ass to the 8ilk Road wallets with anyone. The uzsrname
and password that allow ULERI:HT to contrel the Silk Road
wallets are =stored on servers to which it is believed that only
ULBEICHT has accsss.

3l. The investigation has revealed that some of the Silk
Road wallets used by-ﬁoss WILLIAM ULBRICHT, a/k/a “Dread Pirate
Roberts, * a/k/a *DPR,” a/k/a *Silk Road,” the Defendant in
Personam, to operate the SILKE ROAD HIDDEN WEEBESITE may be located
on computer servers assigned the following IP addresgsest:

a. 4, 1683.212.244;;

! Every computer device om the Internet has an Internet protocol
or "IP* addrese assigned to it, which i= used to route Internst

traffic to or from the devigce.

l4a
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b, 109.163.224.40;
c. 123.107.86.34;
4., 153.107.86.49;
e. 207.106.6.25; and

E. 207.106.6.32.

PROBABLE CAUSE FOR FORFEITURE

32. Ag explained above and as alleged in the Complaint,
ROSS WILLTIAM ULBRICHT, a/k/a “bread Pirate Roberts,” a/k/a
“DPR, " a/k/a "8ilk Recad,” the Defendant iﬁ Personam, through hig
ownership and operatimﬁ of the SILK ROAD HIDDEN WEBSITE, engaged
in & money—;aunderiné conspiracy by operating an online
marketplace that was designed to facilitatelanﬂnymmus and
untraceabls transacticons invelving illicit goods and services.

33. The &ilk Road wallets are an essential vomponent of
the 8ilk Roéd system, as they contain all user funds on deposit
with 8ilk Road, in the form of the DEFENDANT BITCOINS, and thus
compose the “operating account” of Fhe huéinﬁss.

34. Accordingly, the Defendants in Rem -~ including the
SILK RCAD HIDDEN ﬁEESITE and the DEFENDANT BITCOOINE - are
property involved in the money laundering consplracy charged in
the Criminal Complaint, and are subject to forfeiture to the

tnited States under Title 18, United States Code, Ssction

981 {=; {1} {a).

15
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35. In sum, there is probable cauge Lo beliesve that the
Defendants in Rem constitute property involved 1n & conspiracy
to commit money laundering, or property traceable to such
property, in violation of Title 18, United States Code, Section
1856 (h). Accordingly, the pefendants in Rem are subfec; to
forfeiture to the United States of America pursuant to fitle 18,

United states Codes, Section 981{a) (1) {A).

_ FIRST CLATM
{FORFEITURE UNDER 18 W.5.C. 8B #81(a) (1} (&)}

36. Paragraphs 1 through 35 of this Complaint are repeated
and realleged as if fully =et forth herein.

37. Pursuant to Title 18, United 2tates Cods, Hection §
981 (a) (1) (a), *[alny property, real or perscnal, involved in a
transaction in vieclation of sectien 1856 [or] 1860 . ., . of
[Title 18], or any property traceable to such property,” is
gubject to forfsitures.

38. Pursuant te Title 18, United States Code, Seclion
185&, commonly known as'the ‘money laundering” statute, a person
who:

{@) (1) . . . knowing that the property
involved in a financial transaction
repregents the proceeds of some form of
unlawful activity, conducte or attempts to
conduct such a financial transaction which

in fact involves the proceeds of specified
unlawful activity -

ls
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fa) {i} with the intent to

promots the carrying on of

epecified unlawlful activity; or
{ii}) with intent to engage in

conduct constituting a viclation of

eection 7201 or 7206 of the Internal
Revenue Code of 1%286; or

{B) knowing that the transaction is
designed in wheole or in part -

(1} to conceal or disguise the
nature, the location, the source, the
ownership, or the contrel of the

procaeeds of specified unlawful
activity; oxr

(ii} to avoid a transaction
reporting reguirement under State
or Federal law,

shall ba guilty of a crime.

3%. Title 18, United States Code, Section 1856(h) further
provides that *[alny person who conspires to commit any offense
defined in this secticn or section 1857 shall be subject to the
same penaltiez az those prescribeﬁ for the offense the
commizsion of which was tﬁe.ohject.of'tﬁe conspiracy.”

;ﬂ: For purposes of Ssctions 1856, “specifiéd unlawful
activity” includES;.among other things, the Nasrcotics Qffense
and the Computer Hacking Offense.

41. By reasocn of the above, the Defendantz In Rem are

subject to forfeiture pursuant to Title 1&, United States Code,

Section B8Ll{a) (1) {a).

17
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. BECOND CLAIM
(CTVIHL MONEY LAUNDERING FENALTIES,
18 U.8.C. EE _1956[5.} {1) (&} and (b))
42. Paragraphs 1 thrcﬁgh 35 of this Complaint are répaate&_
=;4.n+:1 realleged as if fully set forth herein. |
43. Pursuant to Title 18, United States Code, Section
1556{kh), *[wlhosver conducte or attemp;s to conduct a
transaction described in subsection (a) (1} or {a}(é}, or section
1357, or a transportation, transmission, or transfer desaribed
in subsection (a} {2}, lz liable to the United States fnf a oiwvil
penalty of not more than the greater ©f - {2} the value of the
p;operty,'funds, cr_mcnétary instruﬁents involved in the
bransaction; or (BY $10,000.7
44. The Defendant in Personam engaged in financial
transactions involving the proceeds of the Narcotics Offense and
the Computer Hacking Offense, and therefore involving spacified

uniawful activity within the meaning of the monsy laundering

statute,

25, The Defendant in Pergonam acted withh the intent to

promote the carrying on of the Narcotics Offense and the

Computer Hacking Offense.

46. Accordingly, the Defendant in Personam is liable to
the United States for the value of the funds and monetary
ingtruments invelved in the transactions, in an amount to be
determined at trial.

1e
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THIRD QLATM
(CIVIL MONEY LAUNDERING PENALIIES,
18 U.8.C. §§ 1956(a) (1) (B) and (b))
‘47, Paragraphs 1 through 35 of this Complaint are repeated

and realleged as if fully set forth herein,

48. The Defendant in Personam engaged in finangial
transactiona invelving the proceeds of ﬁhﬂ Narcotice Offense and
Computer Hacking Offense, and therefore inveolving specified
unlawful activity within the meaning of the money laundering
statute. -

49. The Defendant in Personam knew that the Ffinamcial
Lransactions werse designed in whole or in part to'congeal oz
disgﬁise the nature, location, source, ownership, or control of
tha prncéads cf the Narcotics Offense and the Computer Hacking
Cffense.

EQ., Accordingly, tthDefendant in Perscnam is liable to
the United States for thé value of the funds and monetany

instruments involved in the transactions, in an amount to be

determined at trial.
REQUEST FOR REERLIEF
WHEREFORE plaintiff, the United States of Amerlca, requests

that judgment ke entered as follows:

_&. Enter judgment against the Defendants in Rem, and
in favor of the United Statee, on the first claim
alleged in the Complaint.

15
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b. Issue process to enforce the forfeiture of the
Defendants in Rem, requiring that all persons
having an interest in the Defendants in Rem be
cited to appear and show cause why the forfeilture
gshould not be decreed, and that this Court decree
forfeiture of the Defendante in Rem to the United
States of America for disposition according to

rlaw.

c. Enter judgment against the Defendant in Personam,
and in favor of the Uhited States, on the second
and third claime alleged in the Complaint.

d, Award the United States civil money laundering
penaliies from the Defendant in Personam on the
second and third claimsz alleged in the Complaint,
in an amount to be proven at trial to a jury,
plus prejudgwment and postjudgment interest.

B, Grant the CGovermment such further relief as this
Court may deem -just and proper, together with the
copte and disburgementz in this agtion.

Dated: September 30, 2013
New York, New York

PREET BHARARRR
United States Ettcrnay for the
Southern Distriet nE New York

o s Hagets

EERISTINE I. MAGDO

kgsistant United States Attorneys
One SBaint Andrew’'s FPlaza

Wew York, New York 10007

Tel.: (212]) &37-2297

Facpimile: {(212) e37-04Z21
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VERIFICATION

STATE OF NEW YORK H
COUNTY OF NEW YCRK }
SOUTHERN DISTRICT CGF NEW YORK b

Gary L. Alford, being duly swormn,  deposes and says
that he is a Special Agent with the United States Internal
Revenué Service - Gr;minal Inv9$;igatiﬁn, and, as® such, has
responsikility for the within action; that he has read the
foregoing complaint and knows the contents thereof, and that the
game is true to the hest of his own knowledge, information, and
kelief.

The sources of the depconent's inférﬁation and the
grounds for his belief are hig personal knowledge and the

officlal records and files of the United States Government.

Dated: New York, New York
Beptember 20, 2012

o

I o
%’Garyf'ﬁf Alford

Special Agent
Tnternal Revenue Service -

Criminal Investigation

Sworn to hefore me this
© 30th day of ptegpber, 2013

MARCO DAZBILVA
Motary-Pubilic, State of New York
. cumi T
flﬂtary Publig My Commission Expierlggau i 2005
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EXHIBIT A
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Sefein Turner W
Assistant United Statez aAttorney

Approved:

Before: HONDRABLE FRAWE MAAS
United States Magistrate Judge
Southern District of New York

UNITED STATES OF AMERICA :
i SEALED COMPEATHT
- 1'.\'_ a
. Viclatione of
ROSS WILLIAM ULBRICHT, b 21 TU.8.C. B 846;
a/k/a *Dread Pirate Roberts,” 18 U.2.0. B§ 1030 & 1356
&/kfa “DPR,"
a/kfa “Bilk Road,” i COUNTY OF OFFENSE:
' HNEW TORK
Defendant.

EOUTHERN DISTRICT OF NEW YORK, ss8.:

Christopher Tarbell, being duly sworn, deposes and says
that he is & Special Agent with the PFederal Buresau of
Investigation {“FBI”) and charges as followa:

COUNT ONE
{Warcotics Trafficking Conspiracy)

1, From in or¥ shout January 2011, up to and including in
or about September 2013, .in the Southern District of New York
and slsewhere, ROSS WILLIAM ULBRICHT, a/k/a “"Dread Pirate
roberts,* a/k/a *DPR,” afk/a "S1lk Romd," the defendant, and
others known and unkoown, intentionally and knowingly did
combine, conepire, vonfederate, and agree together and with each
other to violate the narcotics laws of the United States.

Z. It was a part and 'an object of the conspiracy that
ROSS WILLIAM ULBRICHT, a/k/= “Dread Pirate Roberts,” a/k/a
“DER,” a/k/a "8ilk Rozad,” the defendant, and cthers known and
unknown, would and did distribute and possess with the intent to
digstribute controlled substances, in viplation of Title 21,
United States Code, Section 841{a} {l).

3. It was further a part and an object of the conspiracy
that ROSS WILLIAM ULBRICHT, a/k/a *Dread Pirakte Roberts,” a/k/=z
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“pPR,* a/k/a “Bilk Road,” the defendant, and cothers known and
unknown, would and did deliver, distribute, and dispenss
controlled substances by means of the Internet, in a manner noct
suthorized by law, and aid and abet such activity, in violation
. of Title 21, United States Code, Section B4l (k).

4, The controlled substances involved in the offense
ineluded, among others, 1 kileogram and mors of mixtures and
—ubstances containing a detectabls amount of heroin, 5 kilograms
and more of mixtures and substances contairning a detectable
amount of cocaine, 10 grams and more of mixtures and substances
containing a detectable amount of lysergic acid diethylamide
(LoD}, and 500 grams and more of mixtures and substances
containing a detectable amount of methamphetamine, iks =alts,
isomers, and salts of its isomers, in violation of Title 21,
United States Code, Sections 812, g41(a) {1l), and B4l (b} (1) {(A).

Iﬂvert Acts

5. Tn Furtherance of the conspiracy and to effect the
illegal objects thereof, the following overt acts, among others,
ware commltted in the Southern District nf New York and

gleewhersa:

2. From im or about January 2011, up to and
including in or about September 2013, ROSE WILLIAM ULBRICHT,
a/k/a *Dread Plrate Roberts ” a/kfa *DPR," a/k/a "Silk Road,”
the defendant, owned and operated an underground website, kaown
as "Silk Road," that provided a platform for drug dealers arocund
the world to sell a wide variety of gontrolled substances via

the Internat.

: b. on or about March 28, 2013, ROS:8 WILLIAM
ULBRICHT, a/k/a “Dread Pirate Roberts,” a/k/a "DPR," afk/a “5ilk
Road,” the defendant, in conmection with operating the 8ilk Road
webgite, solicited a 5ilk Road user to execute a murder-for-hire
af ancther 8ilk Road usser, who wWas threatening to release the
identities of thousands of users of the siks.

{(Title 21, United States Code, Saction B4E,}

COUNT TWO
{Computer Hacking Conspiracy)

6. From in or about January 2011, up to and inecluding in

or about September 2013, in the Southern District of New York
and elzewhers, ROES WILLIAM ULBRICHT, a/k/a “Dread Birate

2
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Roberts,” a/k/a "DFR,* a/k/a "8ilk Road," the defendant, and
others known and unknown, intentionally and knowingly did
combine, conspire, confederate, and agres together and with each
other to commit computer hacking offenses in viclation of Title
18, United States Code, Sectiod 1030{a) (2},

7. I¢ was a part and an object of the conspiracy that
ROSS WILLIAM ULBRICHT, a/k/a "Dread Plrate Roberts,” a/k/fa
SDPR, ¥ a/k/fa “*2ilk Road,” the defendant, and others known and
unknown, would and did intenticnally access, computers wilthout
authorization, and thereby would and did obtain information from
protected computers, for purpeses of commerclial advantage and
private financial gain, and in furtherance of criminal ang
torticus acts in violation of the Constitution and the laws of
the United States, in violation of Title 18, United States Ceode,

gectionm 1030{a}{2}.

Owvert Achs

8. Tr furtherance of the conspiracy and to effect the
illegal object thereof, the following overt acts, among others,
were committed im the Southerm District of New ¥York and

elsewheres:

a. From in or about January 2011, up to and
including in or abkout September 2013, ROSS WILLIAM ULBRICHT,
a/k/a “Dread Pirate Roberts,” a/k/a “DPFR,” =/k/a “Silk Read,”
the defendant, owned and operated an undsrground website, known
as “8ilk Road,” providing a platform facilitating the =sale of
illicit goods and serxvieces, including malicious software
designed for computer hacking, such as password stealers,
keyloggers, and remcte acpress tools.

COUNT THREE
(Money Laundering Conspilracy)

-} From in or about Januvary 2011, up to and including in
or about September 2013, in the Scuthern District of New York
and elzewhere, ROSS WILLIAM ULBRICHT, a/k/a *Dread Pirate
Roberts,* a/kfa "DPR," a/k/a “8ilk Reoad,” the defendant, and
others known and unknown, intentionally and knowingly did
combine, consplre, confederate, and agrese together and with each
other to commit money laundering, in vielation of Title 18,
United States Code, Sections 1956 () (1} (A) (1) and

1556 {a) (1) (B} (1},
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10. Tt was a part and an object of the conspiracy that
oS8 WILLIAM ULBRICHT, a/k/a *Dread Pirate Roberts,” a/k/ia
"DPR," a/k/a “8ilk Road,* the defendant, and others known and
unknown, in offenses involving and afferting interstate and
foreign commerce, knowing that the property lnveolved in certain
financial transactions represented proceeds of some form of
unlawful activity, would and 4id conduct and attempt te conduct
eueh financlal transactions, which in fact invelved the procesds
of ppecified unlawful activity, to wit, marcotilcs trafficking
and computer hacking, in viplation of Titlie 21, Thited Statesm
Code, Section 841, and Title 18, United States Code, Section
1020, respectively, with the intent to prowmote the carrying on
of such specified unlawful activity, in violation of Title 12,
United States Code, Section 1956 fa) (L) (&) 1) .

11, It was further a part and an cbhiect of the conspiracy
that ROSS WILLIAM ULBRICHT, a/k/a “Dread Pirate Roberts,” a/k/a
wpPR, " a/k/a "8ilk Road,” the defendant, and others known and
umknown, in offenses invelving and affecting interstate and
foreign commerce, knowing that the property involved in certain
Fipapcial transactions represented proceeds of some form of
unlawful activity, would and did conduct and attempt Lo conduct
such  Financial transactions, which in fact involved the proceeds
of specified unlawful actlvity, to wit, narcotics trafficking
and computer hacking, in wiolation of Tikle 21, United States
Code, Sectiom 841, and Title 18, Inited Statez Uode, Section
1030, respectively, knowing that the transactions wers designed
in whole and in part to conceal and disguise the nature, the
location, the source, the ownership, and the control of the
proceeds of speclfied unlawful activity, in vielation of Title
18, United States Code, Secticn 1956 {a}t {1) {B) {i}.

Overt Acts

12. TIp furtherance of the conspiracy and to effect the
illegal objects therecf, ths following overt acts, among others,
were committed in the Southern District of New York and

alsewners:

. From in or about January 2011, up to and
including in or about September 2013, ROSS WILLIAM ULBRICHT,
a/k/a “Dread Pirate Roberts.” a/k/a “DPR,” a/k/a "8ilk Road,*
the defendant, owned and operated an underground website, known
as "Silk Road,” providing a platform facilitating the sale of
controlled substances and malicious software, among other
illicit goods and services, and furthex facilitating the
laundering of procesds from such sales, through the use of =

4
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payment system based on Bitcoing, an anonymous ferm of digital
CUITEency .

L. At some point during the time period from January
201] to September 2013, ROSE WILLIEZM ULRRICHT, a/k/a *“Dread
pirate Roberts,” a/k/a *DPR,” a/k/a *Bilk Road,” the defendant,
added a Bitcoin *tumbler” to the £ilk Reoad payment aystem £o
further snsure that illegal transactions conducted on the site

pould not be traced to individual users.
{Title 12, United States que, Section 15955 {(h).]

® & R

The baseé for my knowledge and for the foregoing charyges
are, in part, as folliows: '

13, T have been a Special Agent with the FBI for
approximately five years. I am currently assgigned to a
eybercrime squad within the FBI's New York Field Office. I have
been personally invelved in the investigation of this matter,
along with agents of tha Drug Enforcement Administration, the
Tnternal Revenue Service, and Homeland Becurity Investigations.
This affidavit ig based upon my investigation, my conversations
with other lzw enforcemsnt agente, and my examination of
reports, records, and other evidence. Because this affidavit is
being submitted for the limited purpose of establishing probable
cause, it does not include all the facts that I have learned
during the course of my investigation. Where the coptents of
documents and the acticons, statements, and conversationg of
others are reported herein, they are reported in substance and
in part, except where otherwlse indicated,

OVERVIEW

14. hs detailed below, from ia or about Janmuary 2011, up
to and including in or about September 2013, ROSS WILLIAM
ULBRICHT, a/k/a "Dread Pirate Roberts,” a/k/a “DPR,” a/k/a “8ilk
road, " the defendant, has owned and operated an underground
website known as *Silk Road.” Throughout that time, the Silk
Road website has served as a sFprawling black-market bazaar,
where illegal drugs and cother illicit gueds and services have
peer. regularly bought and sold Ly the gite’s usars.

15. In creating 8ilk Road, ROSE WILLIANM ULERICHT, a/k/a
vOread Pirate Roberts,” a/kfa "DER,”" a/k/a "Silk Road,” the
defandant, delibesrately sel cut to establish an online criminal
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marketplacy ocutside the reach of law enforcement or governmental
regulation, ULBRICHT hag sought to achieve this end by
anonymizing activity om Siik Road in two ways. Flrst, ULBRICHT
has operated Silk Road on what ig knows as *The Onlon Router® o
wpor® network (“Ter®}l, 2 gpecial network on the Internet
designed to wake it practically impossible to physically locate
the computers hosting or accessing websites on the network.
Second, ULBRICHT has required all trangactions on £ilk Road to
be paid with “Bitcooins,” an glectronic Qurrency designed to be

as anonymous ag cash.

16, Based on my training and experience, 8ilk Road has
emerged as the most sophisticated and extensive criminal
marketplace on the Internet today. The site has sought to make
conducting illegal transactions on the Internet a8 2asy and
frictionlese as shopping online at mainstream e-Tommerce
websites. The Gouvernment’s investigation has revealed that,
during its two-and-a-half years in operation, S8ilk Road has leen
used by several thousand drug dealers and other unlawiul vendors
to distribute hundreds of kilograms of illegal drugs and othexr
illieclt goods and services to wall over a hundred thousand
buyers, and te launder nundress of millions of dollars deriving
from these unlawful transactions. 21l teld, the site has
generated sales revenus totaling over 9.5 million Bitceins and
collected commissions from these sates totaling owver 00,000
Biteolne. Although the value of Bitcoins has varied
significantly during the =ite's lifetime, these figures are
roughly equivalent today to approximately §1.2 billion in sales
and approximately $80 millicn in commissicns. '

17. ROSS WILLIAM ULBRICHT, a/k/a *Dread Pirate Reoberxts,”
a/k/a *DPR,” afk/a “8ilk Boad,* the defendant, has coptrolled
and overseen all aspects of Silk Road. TULERICHT has maintained -
the computer infrastructure and programming cods underlying the
ailk Road webgite; he has determined vendor and customer
policies, including deciding what can be sold on the site; he
haz managed a small staff of online administrators who have
sesisted with the day-to-day operation of the sgite; and he alone
' nas controlled the massive profits generated from the cperaticn
~f the business. ULBRICHT has assumed thess roles fully aware
of the 1llegal nature of his enterprise, He has sought
rhroughout to ensure the anonymity of the drug dealers and other
illegal wendors operating on gilk Road, as well as to conceal
hie own identity as the owner and operator of the site.
Moreover, ULBRICHT has been willing to pursus violent means to
maintain his control of the website and the illegal procesds 1t

generates £or him.



Case 1:13-cv-08812-JPQ Document 4-1  Filed 10/02/13 Page 8 of 40

BACKGEROUND ON SILX ROAD

Design of the Silk Road Webesite
and the Tor Network

18. TIn the course of this investigation, I have gained
extensive familiarity with the Silk Road website through varicus
means, including undercover activity on the wabsite by myself
and other law enforcement agents, as well as forensic analysis
of compuber servers used to cperate the g9ilk Road website that
have been located and imaged during the investigaticn. Based on
my Familimrity with the giik Road webzite, I know the following

about the gite’s design:

B. The 8ilk Rozd website provides a sales platform
that allows vendors and buyers who ares users of the site to
conduct transactions online. The basic user interface resembles
those of well-known online marketplaces.

b. However, unlike mainstream e-commerce websites,
gilk Road ig only accessible om the Tor netwerk. Based on my
training and experience, I know the followlng about Tor:

i. Tor is a special network of computerz on the
Internet, distributed arcund the world, that is degigned to
copceal the true IP addresses of the computers on the network,
and, thereby, the identitiss of the network's users .t

_ ii. Although Tor has known legitimate uses, it
also is known to be used by vybercriminals seeking €o anonymize
their online activity.

iii. Every communication sent through Tor is
bounced through numercus relays within the network, and wrapped
in numercus layers of emcryption, such that it is practically
imposeible to trace the communicatien back to its true
originating IPF address.

iv. Tor likewise snables websites Lo operate on
the network in a way that ceonceals the true IP addresses of the
computer sexrvers hosting the websites. Such *hidden services”
operating on Tor have complex weh addresses, generated by a

! Every computer device an the Internet has an Intermet protocol
or *IP* address assigned to it, which is used to route Internet
traffic to or from the device. A device’s IP address can be
uzed to determine its physical lecatiom and, thereby, its user,

y
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computer algoritim, eonding in * pnion.¥ For sxample, the
address for the Silk Reoad website iz currently

wgilkroadvbSplzir,onion.”

V. Websites with such *.onion” addresses can he

accessed only using Tor browser soitware. Howaver, such
goftware can be easily downloadad for free on the Internet.

. Tn order to access the S8ilk Road webeite, a user
need only download Tor browser sgoftware onto his computer, and
then type in Silk Road’'s *“.onion” address into the user’s Tox
browser. Silk Road’s *.onion” address can be found in various
online forume and other websites on the ordinary Internet.

&. Upon being directed to the Silk Road website, a
uger is presented with a black scresn containing a prompt feor a
username and password, as well as a link that says *click hexre
to join.# No further explanation about the =ite iz given.
Baged on my training and experience, such cryptic login screens
are often uged by criminal websites in order to restrict acoess
to users who already know about the illegal activity con the site
(typically through werd of mouth oo Internet forums) and

deliberately seek to enter.

2. Upon clicking the link on the Silk Road login
goreen to join the site, the ugmer is prompted to create a
username and password, and to identify the country where he iz
jocated. No other information is requested, and the country-
location information entered by the user is not subject to any

type of verificatiomn,

E. After entering a username and password, the user
ie then directed to Silk Road‘s homepage, a sample printout of
which, printed on September 23, 2013, is attached herste as

Fxhibkit A.

g, At the top left corner cof the homepage is a logo
for the site, labeled "5ilk Read anonymous market.”

h. On the left side of the screen is a list titled
“ghop hy Category,” which contains links to the YArious
categories of items for sale on the site.

i In the center of the screem is a collection of
photographs reflscting a2 sample of the current listings on the

Bite.
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g At the top of the screen 1s a link labeled
wmegsages,” which the user can click on to access Bilk Road’s
vprivate mesaage" system. Thiz systam allows users Lo send
megsages to one another through the site, similar to g-malls.

k. A+ the bottom right of the screen is a link
tabaled “community forums.” which leads ro an online forum whers
8ilk Road users can posb messagss to ‘*digoussion threads”
concerning various topics related to the site (the *Silk Road

Farum®) .

1. Algo 2t the bottom right of the =screen ig a link
labeled *wiki,” which leads to a collection of “frequently asked
guestiong” and other forms of guidance for site users {the *Silk

Road wiki”}.

tn. The bottom right of the screen also contains a
third link labeled “customer service,* which leadsz to a customer
support page wWhers users can “open a support cicket? and contact
2n *adwinisztrator,” who, the page =ays, "will take care of you

personally.”

. clicking on any of the links to items for sale on
the site brings up a webpage containing the details of the
1isting, including a description of the item, the price of ths
item, the username of the vendor gselling it, and “reviews” of
the vendor’s "product” pogted by previous customers. An exampla
of such a listing is attachsd hereto as Exhibit B.

Q. To buy an item listed, the user can aimply click
.the link in the listing iabeled *add to cart.” The user 1s then
prompted to supply a shipping address and to confirm the
placement of the prder. '

. once the order iz placed, it is processed Chrough
211k Road’s Bitcoin-based payment systam, degoribed further
below.

Tllegal Goods and Serviges
gold on the Silk Road Website

15. Based on my familiarity with the Eilk Road webasite, I
}now the following about the illsgal naturs of the goods and
sexrvices =old on the site:

a. The illegal nature of the items sold on Silk Road

i readily apparent To any user browsing through its offerings.
The vast majority of the goods for sale consigt of iliegal drugs
of nearly every varlety, which are openly advertised on the site

2
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a& such and are immediately and prominently ywigible on the
gite's homs padge.

b. &s of September 23, 2013, there were nearly
12,000 listings for controlled substances on the website, listed
under the categories “Cannabis,” spigsociatives,” “"Ecstasy,”
sTntoxicants,” "Opicids,” "“Precursors,” rpregoription, ”
"peychedelics,” and “Stimulants,” among others. Clicking on the
1ipk for a particular listing brings up & picture and
description of the drugs being offered Ifor sale, such as “EIGH
QUALITY #4 HERQIN ALL ROCK" or “5gr URCUT Crystal Cocainell”

o. The narcotics sold on the site tend to be scld in
individual-use guantities, although some vendors sell in bulk.
The offerings for sale on the site at any sgingle tlme amount to
malti-kilogram guantities of hexoin, pocaina, and
methamphetamine, as well as distribution guantities of other
controlled substances, . such as LSD.

a. Tn addition to illegal narcotics, other illicit
goods and services are openly scold on Si1lk Road as well. For
exampla, as of September 23, 2013:

i. There were 15% listings on the zite under
the category "Services.” Wost concerned computer-hacking
services: for example, cne listing was by a vendor offering to
fack inte Facebook, Twitter, and other social networking
accounts of the customer's choosing, so that “You can Read,
Write, Upload, Delete, View ALl rerscnal Info¥; ancther listing
offered tutorizls on 22 different wethods” for hacking ATH
machines. Other listings coffered services that were likewlse
griminal in nature. For example, one listing was for a “HUGZE
plackmarket Contact List,” described ag a list of ‘connects” for
vgervices such as “Ancnymous Bank Accounts,” “Counterfeit Bills
(CAD/GER/EUR/USD} , ¥ "Fireazms +Aammunition,” *Steclen Info (CC
[eredit card], Paypal),” and “Hitmen {10+ countries].”

i, There were 801 listings under Tthe category
“Digital goods,” including cfferings for plrated media content,
hacked accounts &t various onrline services such as Amazon and
Wetflix, and more malicicus scftware. For example, cne listing,
titled “HUGE Hacking Pack *¥150+ HACKING TOOLE & PROGRBMS®=* ¥
described the item being sold a2 a “hacking pack loaded with
keyloguers, RATs, banking trojans, and other various malware.”®

2 p vkeylogger® is a type of malicious software designed to
monitor the keystrokes inmput into an infected computer and to
transmit this data back to the hacker. A "RAT,” or “remote

10
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, iid. There were 18% listings under the category
"Forgeries, " placed by vendors affering to produce fake driver's
licenzes, passports, Soclal Security cards, utility bills,
oredit card statements, car insurance reoprds, and othar Eorme

of identity documents.

e. Not only are the goods and gervices offered on
ailk Road overwhelmingly illegal on their face, but the 1llicit
nature of the commerce conducted through the website is candidly
recognized in the Silk Road wiki and the 8ilk Road forum. For

example:

.- The Silk Road wiki containz a “Seller’a
guide® and “Buyer’s Guide” containing extensive guidance for
users on how to conduct transactions on the site without being
caught by law enforcement, The “Seller’s Guide,” for instance,
ipgtructs vendors to “vacuum seal” packages containing _
narcorics, in order to aveld detection by "eamninge or electronic
sniffers.” Meanwhile, the “Buyer's Guide” instructs buyers to
v [1]ge a different address” from rhe usgerT’'s own address to
receive shipment of any item ordered through the site, “=such as
a friend’s house or F.O. box,” from which the user can thean
“transport [the item] discreetly to its final degtination.*

ii. The &ilk Road forum likewise comtains
extensive guidance on how to evade law enforcement, posted by
users of the site themselves, For example, ia a section of the
forum labeled “gscurity - Toxr, Bitcoin, cryptography, anonymity,
gecurity, etae.,” there are numerous postings by users offering
advice to other users on how they should configure thelr
computers so a=s to avold leaving any Lrace on theixr svetems of

their activity on S5ilk Reoad.

50. Since November of 2011, law enforcement agents
participating in this investigation have made over 100
individual undercover purchases of controlled substances from
gilk Road vendors, including purchasss made from, and substances
shipped to, the Southern District of New York. The substances
purchased in these undercover trangacticns have been various
fgohedule I and II drugs, including ecstasy, cocaine, heroin,
18D, and others. gamples of these purchagzes have been
jaboratory-tested and have typically shown high purity levels of

access tool,” iz & type of malicious software designed to allaow
2 hacker to remotely access and control am Ilnfected computer. A
spanking Trojan" is a type of malicious software designed to
steal an infected user’s bank-azccount login credentlals.

11
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the drug the item was advertised to be on Silk Road. Based on
the postal markings on the packages in which the drugs arvived,
these purchages appear to have been filled by vendors located in
over ten 4&ifferent countries, including the United States.
Agents have also made undercover purchases of hacking serviges
on 8ilk Road, including purchases of malicious software such &s
password stealers and remote access tools.

gilk Road’s Bitcoin-Based payment System .

21. Based on my familiarity with the 2ilk Rozd website, T
know the following concerning the payment system used to process
purchazes made through the site:

) 2. The only form of payment acoeptad on 3ilk Road is
Bitcoins.
= Based on my training and experience, I know the
following about Bitcoins:

: 1. Bituoins are an anonymousg, decentralized
form of slectronic currency, existing entirely on the Internet
and not in any physical form. The currency is not issued by any
government, bank, or company, but rather is generated and
controllsd automatically through compuber software operating on
a "peer-to-peer” network. Bitcoin trapsacticons are processed
collectively by the compufters compesing the netwoxk.

ii. ' To accuire Bitcoins in the first Instance, a
user typically must purchase them from & Bitcoin “exchanger.”
tn return for a commlszsicon, Blteein exchangels accept payments
of currency in some conventional form {cash, wire transfer,
etez.) and sxchange the money for a corresponding number. of
Bitocoins, based on a fluctuating exchange rate. Exchangers also
accept: payments of Bitcoin and exchange the Bitcoins back for
conventional currency, again, charging =a commisgion for the

gervice.

iii. Once a user acgquires Bitcoins from an
mxchanger, the Bitcoins are kept in a “wallet” asgoplated with a
Ritcoin “address,” designated by a complex string of letters and

numbers. (The *address? is analogous Lo the account mumber Eor
a bank account, while the »wallet” is anzlogous to a bank safe
" whers the money in the account is physically stored.}! Once a

Bitcoin user Funds his wallet, the user can then use Bitcoins in
the wallet to conduct financial transactions, by transferring
Bitcoing from his Bitcoin address to the Bitooin address of

another user, over the Internet.
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v, 21l Bitcoin transactions are recordsad onl &
piblic ledger known as the sBlockchain, © stored on the peer-to-
peer network on which the Bitcoin system operates. The
Blockchain serves to prevent & uUsSel from spending the same
gitcoine more than once, Howeaver, the Blockchain only reflects
the movement of funds betwesll aNONyMUUE Bitooin addresses and
therefore cannot by itself be uged to determine the identities
of the persgons imvolved in the cransactions. Only if one knows
the identities associated with aach Bitcoin address invelwed in
s set of transactions is it possible to meaningfully trace funds

through the system.

v, Bikcoins are not illegal in and of
themselves and have known legitimate uses.  Bowever, Bitcolins
are also known to be used by cybercriminals for morey- Laundering
purposes, given the sase with which they can be uged to move

money anonymously.

Q. g9ilk Road’s payment System essentially consists
of & Bitcoin “bank” ilnternal to the site, where every user must
held an account in ordew Eo conduct transactions on the =zilte.

. Specifically, svery user on gilk Road has a Silk
Road Bitcoin addrass, or multiple addresses, agsgociated with the
user's Silk Road account. Thege addresses ars stored on wallets
maintained on ssrvexs controlled by Silk Road.

e, In ordsr to make purchases on the site, the user
must First obtain Bitcoins (typlcally from a Bitcooin exchanger)
and send them to a Bitcoin address associated with the user’s

Billk Rosd account.

£. After thus funding his avcount, the uzer van then
make purchases from Silk Road vendors. When the uger purchases
ani item on Silk Read, the aitooineg needed for the purchase are
held in escrow {in a wallet maintained by Silk Road} pending
completion of the trangaction.

g. Once the transaction is complete, the user’'s
Ritcoins are transferrsd to the 9411k Rosd Biteoin address of the
vendeor involved in the transaction. The vendor can then
withdraw Bitcoins from the vendor's 9ilk Road Bitcoiln =mddress,
by sending them to a different Bitcoin address, ocutside Silk
Road, such as the address of a Bitroin exchanger who can cash
put the Bitcoins for real currency.
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L. 8ilk HRoad charges = commisgsion for ewvery
transaction conducted by 1ts users. the cowmlizsion rate varles,
generally between B to 15 percent, depending on the size of the
gale, i.e., the larger the sale, the lower the commission.

i, ailk Road uses a so-called “tumblexr” Lo process
Bitcoin bransactions in a manner designed to frustrate the
tracking of individual transactions through the Blockchain.
According to the Silk Road wiki, Silk Road's tumbler *sends all
payments through a complex, gemi-random series of .dummy
transactions, making it pearly impossible to link your
payment with any coins leaving the site.” In other woxrds, if a
buyer makss a payment on 8ilk Road, the tumbler ohscurer any
'{ink between the buyer’s Bitcoin address and the vendor’'s
Bitcoin address whers the Bitcoins end up - making it fruitless
to usme the Blockchain to follow the money trail involved in the
transaction, even 1f the buyer’s and vendor’'s Bitcoln addresses
~re both known. Baged on my training and experience, the only
Function served by such “tumblers” is fo assist with the

iaundering of criminal proceeds.

Volume of Business Activit?'
reflected on Silk Road Servers

2% . During the course of this investigation, the FBI has
located a number of compucer serverg, both in the United Ztates
and in multiple foreign countries, apspoiated with the operation
of Silk Road. In particular, the FBI has logcated in a cerktain
foreign country the ssrver used to host Silk Rpad's website (the
wmilk Road Web Server?). Pursuant Lo a Mutual Legal Assistance
Treaty request, an image of the 2ilk Road Web Server was made on
or about July 23, 2013, and produced thersafter to the FBIL.

From personally participating in the forensic apelysis of the
image of the Silk Road Weh Server, I have confirmed that Bilk
Foad hoste a large volums of user activity and processes a huge
qumber of financial transactions on a daily bkaslis. For example:

B . ag of July 23, 20132, there wers approximately
957,078 registered user accounts reflected on the server.’ This
Aces not necessarily egual the nunber of actual users of the

* pocording to the country-location information provided by these
users upon registering, 30 percent represented they wers from.
the United States, 27 percent chose to be *undeclared,* znd the
remainder claimed to hail from countries across the glche,
Cincluding, in descending order of prevalence, the United
Kingdom, Rustralia, Germany, ttanada, Sweden, France, Russiz,
Ttaly, and the Netherlands.
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waebsite, since nothing prevents a user Lrom creating multiple
accounts. However, based on my training and experience, this
valume of user accounts indicates that the site has been vigited

by bundreds of thousands of unigue users.

bh. During the 60-day pericd from May 24, 2013 £o
July 23, 2013, there wexe approximately 1,217,218 communications
sent between Silk Road users through 511k Roadfs private-neszage
syastem. Based on my training and experience, this volume of
private me=ssages weflects a large and highly actlve user base.

e, Froim February &, 2011 to July 23, 2013, there
were approximately 1,229,465 transactlons completed on the site,
invelving 146,946 unigue buyer accounts, and 3,877 unigque vendor
sccounts. 'The total revenue generated from these sales was
5,519,664 Bitcecins, and the rotal commigeions collected by Hilk
Road from the sales amounted to 614,305 Bitcoins. These figures
are egulvalent to roughly $1.2 billion in revenue and $75.8
million in cowmmissions, at current Bitcoln exchange rates,
although the valus of Bitcolns ha=z fluctuated greatly during the

time pericd at issue,

ad. The computer code used to run the Eilk Read
website reflects the use of certain Bitcoin wallets in the
operation of §ilk Road’s escrow system. The balances in these
wallats {obtained from ancther #ilk Road-zeuociated server
lomated in the investigationm) show hundreds of thousands of
dollars passing in and out of the escrow system on a regular
basis, a& in the fellowing sample of palances asgociated with
the wallets taken over a tweo-day time period: ' :

Date/Time Total Bitcoins Approy. TED

5/14/2023 6100 UTC 18205.50649 §2,548,770.91
8/L4/2013 '12:00 UTC 1742082877 42,439,530.03
9/14/2033 18:00 UIC 17088.67958 42,358,237.7%
B/15/2013 0:00 UTC 13550.06158 41,811, 158,44
9/15/2023 5:00 UTC 16143 .52567 $2', 1895, 519.49
/15730313 12:900 UIC 15555 45307 42,217,B09.37
5/15/2013 18:00 UTC 16065, $3546 42,233, 651.53

pased on my training and experience, this £l ow of funds reflects
a brigk business being conducted within Silk Road's illegal
marketplace, with users regularly adding funds to thelr accounts

and vendors regularly cashing out.
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BACKGROUND ON “DREAD PIRATE BEOBERTS, ”
OWNER AND OPERATOR OF SILK ROAD

93, Based on my knowledge of the gilk Road webgite, I am
familiar with an administrator of the site who goes by the
Leername "Dread Pirate Roberts,” comwoRly referred teo by Silk
Eoad users as “DER” fhareafter, wOPR7) . Based on my review of
DPR's commnications on the Silk Read webgite, as describsad more
fully below, it is clear that DFR is the owner and cperator of
6ilk Road and has been ultimately responsible for running the
oriminal enterprise it represents. DPRE has controlled avery
aspect of 5ilk Road’'s operation, including: the server
infrastructure and programming code underlying ltes webaite; the
user policies governing, among other things, what can be scld on
the site; the administrative staff regponsible for customer
support and other day-to-day functicns; and the profits
generated as commisslons from vendor sales. WMoreover, PER’S
Communications reveal that he has taken it upon himself to
police threats to the site from scammers and extortionists, and
has demonstratsd a willingness to use violence in deing so.

Control of Server Infrastructure

24. Based on my familiarity with the Silk Road forum, I
know that DFR has an account on the forum, and that his postings
from the account reflect his comtrol of the server® and computer
code used te run the 5ilk Road webaite., 8pecificzlliy, from
reviewing DFR’s postings to the forum from this account, I know

the following:

. The 8ilk Road forum, in its current form, was
created on or about June 18, 2011, DFPFR'S First posting to the
forum was made the same day. At that time, DFRF username on
rhe forum was simply *Silk Road.” His June 18 posting
apologized for a recant service outage, explaining that the
Ferum had been changed and that now *[w]e have it running on a
separate server.” The message thanked users for their patience

and was signed *8ilk Road sStaff.”

b. DFR continued posting messages to the forum under
the username "Silk Road” until early February 2012, when he
changed his name to “Dread Pirate Roberts.* gpecifically, in o

about early February, 2012, DPR posted the following message
from hig forum account, still aszociated with the username *8ilk

Foad® at the time:

Who iz 8ilk Road? Some call me SR, SR admin ox just
ailk Road. But isn’t that confusing? T am 2ilk Road,
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the market, cthe person, the enterprise, everything.
But 911k Road has matured and I need an identity
geparate from the site and the enterprise of which I

am now only & part. I nesd 2 name.

on February 5, 2012, DER announced, from thisz same account,
wdyum roll please. .. ..o uernn my new name is: Dread Pirate
mohetts.” Thersafter, the ugsrname associzted with the zgoount
changed from “Silk Road’ to “Dread Pirate Robkarte.” The moniksr
ig an apparent reference to a fictional charagter from the movie

wThe Princess Bride.”

o, Throughout the pericd from June 18, 2011 Eo the
present, DPR's postings f£rom his g9ilk Road forum account, under
bath the userpame *Silk Road” and the username “bread Pirate
Eoberts,” make clsar that he has controlled the technical
infrastructure underlying SilKk Road's operation. Among other
things, DFR has regularly used the forum to port information
concerning service problams with the Bilk Road website and his
efforts to resolve such problems. For example:

i. On or about February 13, 2012, DPR posted a
megsage on the fonun in response to problems users were having
withdrawing Bitcoine from their Bilk Read accounts. DEFR
scknowledged the problem and explained what vas being done to
fix it: *[Wie are gtill bhaving problems. I am going to rell
hack the withdrawal system to a cenfiguration known to work and
ce-ovaluabe the whole thimg. . . . I‘1l keep this thread
updated with progress.” Ta an update posted the next morning,
DPR stated: “We are locking at up £o 24 more hours until
withdrawals can start flowing again. . . . Really sorry, but I
think we’ll bé goed to go after this." Later in the day, DFR
provided a further update: swithdrawals are now flowing again.
Thank vou everyone for your patience throughout this preocess.”
Bpaged on my training and experience, these postings and othere
like them, ammouncing service changes to the Bilk Rozd website
prior to their implementation, show that DPR has been
responsible for these changes and has centrolled the server

infrastructure necessary to make them.

ii. on or about December 1, 2011, DPFR announced
that he had changed the .onion address for the Silk Road -
 webgite, stating: "gilk Road now resides at a mew, more easily

remembered url [i.e., URL address]l. . Please update your
hookmarks and memorize it: silkroadvbSpizdr.onien.” One usex
responded to the posting to suggest that DPR “leave the old addy
[address] pointing at the site for a week or two ad well g0
folks get used ko it." DPR responded, I wanted to do that, mt
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it conflicts with the site code : (7 Based on my training and
experience, this posting raflects that DPFR himself has been
responsible for programming the computer code underlying the
8ilk Road website.

iii. on or about Octobker 1%, 2011, DER posted &
megssge concerning an outage of the Silk Road website,
explaining: "“We are having te rebuild the site from a backup.”
DPR assured the site's users: “Thers was 1O sacurity breach or
anything to worry about that lead [sic] to this situation. We
ilcase gerver space in different lgcaticns around the globe
through unaware 3rd parties. We do this to hide the identities
of those that run 8ilk Road in the svent of a security breach in
one of the servers. Unfortunately this means we have to deal
with some unreliable people ¢ In an updabe posted two
days later, on October 21, 2011, DFR stated: “The light at the
end of the tunnel is getting bigger! We have a full capacity
server online and are in bhe process of configuring it.* The
next day, October 22, 2011, DPR posted another update, stating:
“Tha site just went live. The new garver iz more powerful and
sapute than Che one we wWere on hefore the outage and iz leaszed
through a much mors professional proxy, st I have high hopes
that it will last us a long time.” Based on my training and
experience, these postings evidence that DPR has besn
responsible for leasing and maintalining the computer servers
used ' to operate the 8ilk Road webgite. Moreover, based on my
training and experience, DPR's references to leasing servers
through third-party “proxies” in order to *hide the identities
of those that rTun $ilk Road" reflect his awareness of the
illegal nature of the Silk Road enterprise.

Control of Site Policy

25. DER has used the Silk Road forum to announce not ocnly
technical updates to the Silk Road webgite, but alsc changes to
9ilk Read customer pollcies - evidenuing that he has been the
one who zets thoses policies. For Example:

2. On January %, 2012, DER posted a message titled,
vSrate of the Road address,” in which he anmounced, among other
things, = change to Silk Road’s commission rate: whereas Silk
poad had previously charged a wflat commisslion rate,” DFR
sxplained that the site now plamned to “charge a higher amount
for low priced items and a lower amount for high priced items.*
The next day, after many UusSers complained about the change, DFR
posted a reply, staping: “Whether you like it or not, I am the
captain of this ship. You are here voluntarily and if you don't
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1ike the rules of the game, OT ¥ou dom' £ trust your captain, you
can get off the boat.”

b. Oon August 5, 2011, LDER posted a message titled,
“Forgeries,” stating: "We are happy Lo announce a new category
in the marketplace called Forgeries. In this category, you will
find offers for forged, government issued documents including
fake ids and passports. This category comes with some
restrictians,'howaver. gellars may not list forgeries of any
privately issued documents such ag diplomas/certifications,
tickets or receipts. Also, listings for counterfelt currsncy
are sbill not allowed in the money gection.” This posting
evidences that DPR has controlled the types of goods and
cervices 2llowed to be sold on 8ilk Read, and that he knowingly
has permitted the sale of 1llegal items, such as fraudulent

identity documents, on the site.

. on February 27, 2012, DFR posted & message
announcing "a new feature palled Stealth Mede,” targeted at the
site’s ‘superstar vendor [B] ¥ who consider themselves at
particular *risk of becowming a target for law enforcement.” The
posting explained that the listings of a vendor operating in
wgtealth mode” would not be risible to users searching or
browsing the site. Instead, only users who already. knew the
gpecific address of the vendor’s page on Silk Road would be able
©p access the vendox’s 1istings, by traveling Lo the vandor's
page directly. This posting again svidences not only that DPR
hae been aware that the vendors on g2ilk Road arse engaged in
iliicit trade, but alsc thabt ne has specifically designed the

site to facilitate such trade.

. Management of Admipistxative Staff

25. The communications recovered from the 2ilk Road Web
Gerver alsc show that DPR manages a small staff of
administrators who assist with the day-to-day cperation of the
=ike. Based on my familiaxity with these administrators’ Lorum
postings ancd private Messages, T kxnow that they have been
responsible for monitoring user activity om 8ilk Road for
problems, regponding to customsr gervice ingqulries, and
resolving disputes hetween buyers and vendors. Morsovez,
forensic analyvais of the Silk Road Web Jerver confizrms that
these administrators have special permissicn settings assoveiated
with their 8i1k Road accounts, allowing them teo take various
administrative actions on the 831k Road marketplace, such as '
closing usexr accounis, removing uger postings, reversing
transactions, or resetting passwords .
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27, From reviewing DPR's privats-message gomnunicatlions
with these administrators, I know that DPR bhas functioned as
their supervigor and that the sdministrators have reported to
and taken inséructions from DPR on & regular basis. For
example, the communications show the administrators regularly
zsking DPR for guidance on how to respond to particular user
inquiries or how to handle particular problems that have arisen
on the site. The communications .also inglude “weekly reports”
sent to DER by the administrators, summarlzing actions they have
raken with respect to particular vendors and customsrs over the
course of the week, and listing any important issues requiring
DER'e szttention. DPR'E communications zlso reflect the
sdministrators routinely checking in with him comcerning theilr
work schedule, asking him in advance for permission to take

leave, and otherwise addressing him ap employess would an .
employer. One of khe administrators, for example, has
gpeclfically referrsd to DER as wposs” and “captain” in

communicating with him.

28, Further, I have reviewsd the account pages of these
sdministrators, recovered fxom the Silk Road Web Server, which
reflect the history of thelr aitooin transactions on the site.
Their trangaction histories reflect that they have received
regular weekly payments of Bitmoing, eguivalent to $1,000 to
£2,000 per week, on average. The payments haye been sent to
spem from a 9ilk Road account labeled sadmin, * indicating that
the payments have been sompensation for thelr services as
edminigtrators. Morsover, from reviewing the administrators’
private messages, I ¥now that, . after recelving such payments,
the administrators semebimes have sent messages to DPR thanking

him for the wmoney.

control over 8ilk Road Sales Procecsds

29 The contents of the 8ilk Read Web Server include DPR's
own user account page, wiich reflects, among other things, his
history of Bitcoin transactions on the site. DPR’s transaction
history indicates that he receives a contimuous flow of Bitcoins
into his Silk Road account, For axample, on July 21, 2013
.alone, PPR received approximately 3,237 sgeparate transfers of
Bitcoins inte his account, totaling approximately 819,459,
virtually all of these rrangactiong are lsbeled “commizsion” in
the *notes” appearing next to them, indicating that the woney
represents commisgions from 2ilk Road sales. DFR’s account paye
further displays the total amount of Bitcoins deposited in his
ailk koad account, which, as of July 23, 2013, equaled more than
$3.4 million, PBased on znalysis of the gilk Road Web Server,
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this was, by far, the largest sccount balance held by any 8ilk.
Road user at the bime,

DPR‘s Willingness to Tse Violenos
+o Protect His Intexrests in BSilkx ERoad

30. DPFR‘g private communications recoverad from-the Silk
road Web Server further reveal that DPR has acted as =z law unteo
nimself in deciding how toc deal with problems affecting S5ilk
_Road, and that he has heen willing to pursue viclent means when

he deems that the problem calls for it.

41, For example, DPR's private-message communications from
March and April 2013 reveal at least one occasion when DPR
snliclited & murder-for-hire of a certain Silk Road user, who was
attempting to extort money Lrom pPR at the time, based on &
threat to release the identities of thousands of Silk Road
users. gpecifically, the messages reveal the following:

a. Beginning on March 13, 2013, a Silk kozd vendor
known ag *FriendlyChemist” began sending threats to DER through
gi1k Road's private message system. Tn these messages,
FriendlyChemigt stated that he had a long list of real names and
addresaes of 8ilk Road vendors and Customers that he had
obtained from hacking inte the computer of another, larger Silk
road vendor. FriendlyChemist threatened to publish the
information on the Internet uniess DPR gave him $500,000, which
FriendlyChemlst indicated he nesded to pay off his narcotics

puppliers.

b. In one message to DPFR dated March 14, 2013,
FriendlyChemist slaborated on the consecuences for Silk Reoad. if
he followed through on this threat: '

what do u . . . think will happen if thousands of
usernames, ordr amcunts, addresses getb leaked? all
thoge pecple will leave =¥ 1811k Road] and be scared
to use it again. those vendors will all be busted and
all there customers will be exposed teoo and never go

back Lo sI.

a, on Mzrch 15, 2013, FriendlyChemist provided DFR a
gample of the usernames, addresses, and order information he
intended to leak. Also, as proof that he had cbtained the data
from the veandor whose computer he claimed to have hacked,
FriendlyChemist supplied the vendor's username and password on
o011k Road sc that DPR could verify it.
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d, on Marech 20, 2013, DPR wrote Lo FriendlyChemnist,
stating: “Have your suppliers contact me here so I can work
gomething out with them.”

g . On March 25, 2013, a S1iik Road user namned _
wradandwhilte” contacted DER, stating: *I was asked to contact
you. We are the people friendlychemist owes money to.

What did you want to talk to us about?¥

E. on March 26, 20132, DPR wrote to redandwhite,
gtating, "Just to be clear, I do not owe him any money. . . .
T'm not entirely sure what the best action to take ia, but I
wanted to be ih communication with you to see if we can come Lo
a conclusion that works for everyons. FriendlyChemizt aside, we
should talk about how we can do business. Obviocusly you have
access to illieit substances in quantity, and are having issues
with bad digtributors. If you don't already sell hers on Silk
fomd, I’d like you to comsidex becomlng a vendor.”

g. fLater on Maroh 26, 2013, redandwhite responded:
wIf you can get FriendlyChemist to meet up with ug, or pay us
nig debt then I'm pure I would be able to get pecple in ouxr
group te give this online side of the business a try."

_ . h. On March 27, 2013, DPR wrote back: "In my ayes,
FriendlyChemist is a liability and I wouldn't mind if he was
exsontad I'm not sure how much you already know about
the guy, but I have the following info and am walting on getting
nis address.” DPR provided a name for FriendlyChemist and
ctabted that he lived in White Rouk, British Columbia, Canada,
with *Wife + 3 kids." DPR added: "Let me know if 1t would be

_helpful to have his full address.”

L. Meanwhile, after not hearing anything back from
DbE since Mareh 20, 2013, FrisndlyChemist sent & message toc DPR
on March 2%, 2013, stating: “u leave me no choice i want 500k
ued withn 72hre or i am going teo post all the info i have. .
i hate to do this but 1 need the money or im golng to release it
211, over 5000 user details and about 2 dozen vander

identities. wats it going to ba?”

. Several hours later on March 22, 2013, DFR sent a
message te “redandwhite,” stating thak "FriendlyChemist” is
vgausing me problems,” and adding: “1 would like to put a bounty
on hie head if it's not too much trouble for you. What would be
an adegquate amount to motivate you to find him? MNeceagities

22



Case 1:13-cv-06819-JPQ Document 4-1  Filed 10/02/13 Page 24 of 40

like this do happen from time to time for a peIROL in my
position.”

k. After redandwhite asked DPFR what sort of problem
FriandlyChemist was causing him, DPR respended, in = message
dated March 20, 2013: “[H]e is threatening to expoge the

1dentities of thousands of wmy clients that he was able to
acguirs [Tlhis kind of behavior iz unforgivable to me.
Especially here on Silk Road, aponymity i1g sacrosanct.” As te
the murder-for-hire job he was soliciting, DFR commented chat

(i}t dpesn't have to be clean.”

1. Later that same day, redandwhite sent DER a
message guoting him a price of $150,000 to 300,000 “*depending
on how you want it dome” - “clean” oF *non-clean.”

m. Oon March 3L, 2013, DPR responded: "Dom’t want to
be a pain here, but the price seems high. Not long ago, I had a
olean hit done For $80k. Are the prices you guoted the best you
can do? T would like this done asap as he iz talking about

releasing the info on Monday.”

n. Through further messayes excnangaed on March 31,
2013, DFR and redandwhite agreed upon a price of 1,870 Bitcoins
- approximately $150,000 - for the job. In DPR'S message
gonfirming the dezl, DPR inaiuded a transaction racord
reflecting the transfer of 1,670 Biteoing to a certain Bitcoin

address.

o gaveral hours later on March 31, 2013,
redandwhite wrote back: "I received the payment. . . . He koow
where he ig. He'll be grabbed tonlght, I1'11 update you.”

v Lpproximately 24 hours later, redandwhite updated
DPR, stating: “Your problem has heen taken care of. . . . Rest
ezsy though, because hse wonl't be blackmalling anyone again.

BEver."

q- Subseguent messages reflect that, at DFR’s
request, redandwhite sent DPR a picture of the victim after the
job wag done, with random pumbers written om a piece of paper
next to the victim that DPR had supplied. On April 5, 2013, DFR
wrote redandwhite: “I've received the picture and deleted it.
Thank vyou again for your swift actiom.” '

3z. Although I believe the foregoing exchange demonstrates
DPR' s inkention te solicit a murder-for-hire, I have spoken with

23



Case 1:13-cv-06919-JP0O Doctment 4-1  Filed 10/02/13 Page 25 of 40

ranadian law enforcement autheorities, who have 7o record of
thers being any Cenadian resident with the name LPR passed to
redandwhite as the target of the solicited murder-for-hire. Nor
do they have any record of a2 homicide occurring in White Rock,

Bricish Columbiza on or about Mareh 31, 2013.

rdentification of “Dresad Pirate Roberts#
as ROES WILLIAM ULERICHT, the Defendznt

12, As described in detail below, DPR has been identified
through this investigation as ROSE WILLIRM ULBRICHT, a/k/a
wDread Pirate Roberts,” a/k/a YDPR," afk/a "5ilk Road,” the
defendant. According te ULBRICHT's profile on “linkedin,com”
("LinkedIn®), a professional networking website where mewbers
can post information about their work packgrounds and interests,
OLBRICHT, 25 vears old, graduated from the iniversity of Texas
with s PBacheloxr of Secience degree in Physics in 2008. From 2006
to 2010, he attended graduate school at the University of
Penngylvania Schoel of Materials Scilepce and Engineering.
Howsver, ULBRICHT states in his LinkedIn profile that, after
this time in graduate school, his “goals’ subsequently
nghifted,* ULBRICHT elabormtes, obliguely, that he has since
focused on “creating an sconomic simulation” designad fto “give
pecple a first-hand experience of what it would be like to live
in 2 world without the svetemic use of force” hy “institutions
and governments.” Based on the evidence below, I belisve that
this "economic simplation® referred to by ULBRICHT is Silk Road.

34, wirst, I have spoken with another agemt iovelved in
rhis investigaticn (“Agent-17}, who has conducted an extensive
cearch of the Internet im an attempt to determine how and when
the Silk Road websgite was initially publicized among Internet
users. The earliiest such publicity found by Agent-1 is a
posting dated Janwary 27, 2011, on an online farum hosted at
wwW . shroomery.org, an informational waehdlite catering to users of

“magic mushrooms” (vShroomery®!. The posting, titled “anonymouz
market cnline?,” was made by a user ldentifisd only by his
username, *altoid.” The posting stated as follows:

T came across this website called Silk Road. It's a Tor
hidden service that claims to allow you te buy and sell
anything online anonymously. [L'm thinking of buying off it,
rut wanted to see if anyone here had heard of it and could
recommend it. I found it through silkroad420.wordpress.com,
which, if vou have a tor browsgr, directs you to the real
site at http://tydgecykixpbusuz.onion. Let me know what you

think...
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This was the only message aver posted on the Shroomery forum by
naltoid,” indicating, based on my training and experience, that
he had jolied the forum solely to pest this message.

35. In the Bhroomery posting, wgitoid" stated that he
wEound ocut” about Silk Road through wgilkroadd20.wordpress.com,”
where he stated that Tor users could be redirected to Silk Road
The address vgilkroaddal . wordpress.com” i an acoount
on a blogging site known as “Wordpress,* Bocording to records
ohtained from Wordpress, the *gilkroad42a” account was created
on- January 23, 201l - only four days before the posting by
saltoid” on the Shroomery blog, (The account was creatsd
ANONYMOUSLY by somsone who, based on the IP address they used,
wes using a Toxr connection to access the Internaet.}

on Tor.

35, After the Shroomery posting made on January 27, 2011,
the next reference to Silk Road on the Internet found by Agent-1l
ig a posting made two days later, on January 2%, 2011, at
whitoointalk.org,” an online discussion forum relating to
Biteoins (“Biteoin Talk®). This posting, too, wWas made by .
comeone using the username “alteoid.” The posting appeared in &
1eng-running discussilon thread started Dy other Bitcoin Talk
users, concerning the possibility of cperating 2 Bitcoin-Lased
2heroin store. In his posting, wgmltoid” stated:

What an awesome thread! You guys have a ton of great
ideas. Has anyons seen Silk Road yet? It's kind of
like an anonymous amagen.com. I don't think they have
heroin on thers, but they are zelling other stuff.
They basically use bitcoin and tor to broker anonymous
transactions. It's at hitp: //tydgeeykixpbubuz . onion.
Those not Familiar with Tor can go to gilkroadd20.
wordpress.com for instructions on how to access the

..onlon =ite.
Let me know what you guys think

37. Based on wy training and experience, the two postings
created by ‘altoid’ on Shroomery and Bitcoln Talk appear to be
attempts to generate interest in the =site. The fact that
valtoidr posted smimilar messages about the site on two very
different discussion forums, two days apart, indicates that
naltold” was visiting various discussion forums arcund this time
where Silk Road might be of intérest and seeking to pubklicize
the gite among the forum ussrs - which, based on my training and
experience, 12 a Commonl online marketing tactic for new
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websites. Moreover, the fact that "altoid” ended both messages
with “Let me know what you guys think” indicates that “altaid”
was not merely interested in sharing hip own experisnce with
giilk Road but wanted to collect feadback from othelr users,
agaln, ceonsistent with an sffort to market and improve ths Bike.
38. From further reviewing the Bitcoin Talk forum, Agent-1
located another posting on the forum by *altoid,” made cn
October 11, 2011, approximately eight months after his posting
about Silk Road. In this later posting, wade in = separate and
unrelated discussion thread, “altoid” stated that he was looking
for ap “IT pro in the Bitcoln community” to hirs in connection
with "a venture backed Bitcoin startup company.® The pozting
directed interested users to eend thelr respbnsss to
wpossulbricht at gmail dot com” - indicating that ‘*altoid" uses
the e-mail address “rossulbricht@gmail.com” {the *"Ulbricht Gmail

Aooount® ).

39. According to subscriber records cbtalned from Google,
the Ulbricht Gmall Account 18 registered to a “Roms Ulbricht.”
The records indicate that Ulbricht has an account at Googlets, a
Google-based scocial networking service. From visiting _
Ulbricht’s publicly acvessible profile on Google+, I know that
Ulbrict’s Googlet+ profile includes a pieture of him, which
matchaes & picturs of the LinkedIn profile for “Ross Ulbrilcht”

referenced above in paragraph 23.

40. TFrom visiting TUlbricht's Google+ page. I also know
that it contains links to a specific website that DPR has
reqularly cited in his forum postings. Specifically:

. Ulbriche’ s Google+ profile includes a list of
Wibricht's favorite YouTubs videos, which includes & maunber of
videos originating from "miges.org,” Lhe website of an enbtity
dubbed the “Mises Institute.” According to its website, the
apiges Tnastitute’ considers itsslf the “world center of the
Austrian Schocl of economics.” The website zllows vigitors Lo
aign up for user acogunts on the gite and to create a user
profile. Through visiting =z publicly accessible archived
version of the site, I have found a user profile for a “Ross
Ulpricht” on the site, which contains & ploture of the user that
matches the picturs of “Ress Uibricht? appearing on his Google+
prefile and LinkedIn profile.

b, Baged on my familiarity with DPR’s postinge on
the 8ilk Road forum, I know that DPR'S usSer *gignature” in the
forum includes a link to the “Mises Institute” websits (cne of
only two links ingluded in his signature) . Moreover, ip certain
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forum postings, DPR has cited the saustrian Heonomic theoxy® and
the works of Ludwig von Misse and Murray Rothbaxd - sconomlists
closely associated with the "Miszes Institute” - as providing the

philesophical underpinnings for Silk_RDa&.

41. The investigation has alsc uncovered evidenca that, in
early Juns 2013, Ulbricht was regiding in San Francisco,
California, near an Internet café from which someone logged into
= server usged to admimister the 8ilk Road website on June 3,

2013, Specifically:

& . T have reviewed records cobtained from Google
containing logs of the IP addressss used to log into the )
Mibricht Cmail Account from January 13, 2013 to June 20, 2013..
The IF logs show the account belng regularly zocessed throughout
this time period from a certain Comeast IF address, Accerding
‘to records obtained from Comeast, this IP address was assigned
at the time of these logins to a certain address located on
Hickory Street in Sar Francisco, California. The =address is
sssociated with another individual whom I know to be a friend of
Tlbricht in San Francisco (the "“Friend"), whom Ulbkricht went to
I1ive with when he moved to San Francisco in or about Sepfember
2012, according te a video posted om YouTube in which they both

appear and make statements to that effect.

k. Based on my review of DPR‘s private-message
communications recovered from the Silk Road Web Servexw, I know
that DPR has regulariy specified the Pacific time zone when
raferring to the time. For esxample, in one private message,
dated april 18, 2013, DFR told another gilk Road uper, "It's
nearly épm PST. I nesd to run some errands.* EBased on my
training and experience, I halisave thisz tendency indicates that
DER ig located in the Pacific time zone - which, of course, is
the time zone for fan Francisce, California.:

Q. Further, based on forensic analysis of the Silk
Epad Webh Sarver, T know that the server includes computer code
that was once used to restrict administrative access to the
server, =0 that only a user leogging into the server from a
.particular IP address, specified in the code, could access it.
pased on my training and experience, and my familiarity with how
server mccess is commonly configured, I believe this IP address
wag for a virtual private network server (“VPN Server”) -
essentially a secure gateway through which DPFR could remotely
login to the 8ilk Road Web Server from his own computer. The IF
address for the VPN Server resolves to a server hosted by a
certain server-hosting company, from which I have subpoenasd
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records concerning the VPN Server. The records show that the
sontents of the VPN Server were erased by the customer leasing
it.? However, the records reflsct the IP address the customer
used to access the VPN Berver during the last login to the
server, which was on June 3, 2013. rhis IP =ddress is a Comecast
address that, according to records subposenaed from Compast,
ragolves to an Internet café on Laguna Strest in San Francisco,
califoraia. This café is located less than 500 feet away Erom
the ¥riend’'s address on Hickory Street regulaxly usad by
Olbricht to log in to the Ulbrichit Gmail Account - including at
various times on June 3, 2pl3, according to Google recoxds.

d. Based on my training and experience, this
evidence places the administrator of 8ilk Road, that is, DPR, in
the pame approximate geographic locatien, on the same day, ag

Ulbricht.

42  The investigation has also uncovered evidence that, by
July 2013, Ulbricht had moved to a different San Francisco
. address, where he was shipped a packags containing multiple
counterfeit identification documents, at the same time that DER
1s known to have been seeking such documents on 5iik Road.

Specifically:

a. From reviewing an investigative repoxt obtained
Fyom U.&. Customs and Border Protection T*"CRP"), I have learned

the following:

i. on or about July 14, 2013, CBP intercepted =
package from the mail inbound From Canada as part of a routine
horder searcn. The package was found to contain nine
couriterfelt identity documents. Each of the counterfelt
identification documents was in & diffgrént name vet all

' he code containing the IP address for the VPN Server is
wmommented out” on the Silk Road Web Server, meaning that it was
no longer active as of July 23, 2013, when the image of the
zerver wag made. From reviewiny DPR's private-message
communications recovered from the Silk road Web Berver, I koow
that, on May 24, 2013, a Silk Road user sent him a private
message warning him that “some gort of external IP address? was
")eaking® from the site, apd listed the IP address of the VPN
derver, Based on my training and experience, I believe that in
1ight of this warning DER deactivated the code containing the
VP Server IP Address, deleted the contents of the VPN Sserver,
and changed the way he accessed the 5ilk Road Web Eerver

thereatter.
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contained a photograph of the same person., The package was
directad to an address located on 15" Street in San Francisco,

California (the *15™ Street Address¥).

, ii, on or about July 26, 2013, agents from
Homeland Security Investigations (*HSI") visited the 15% street
Address to investigate further. Agents found a residence there,
where they encountersd ROSS WILLIAM ULBRICHT, a/k/a “Dread
pirate Roberts,” a/k/a "DPR,” a/k/a *Silk Road,” the defendant,
who matched the photographs on the counterfeit identification

doguments in the packags.

. iii. . The agents showed ULBRICHT a photo of one of

the seized counterfeit identity documents, which was a
California driver's license bearing ULSRICHT'=s photo and true
date of birth, but bearing a name other than his. ULBRICHT
generally refused to answer any guestions pertaining to the
purchase of this or other counterfeit ideatity documents ..
However, ULBRICHT wvolunteered that shypothetically” anyvone could
go onto a website named “8ilk Road’ on “Tor” and purchase any
drugse or fake identity documents the person wanted.

) iwv. ULBRICHT provided the agents with his true
government-issued Texas driver's license. He explained that hs
sublet a room at the 15 Street Address for §1,000 in monthly
rent, which he paid in cash. ULBRICHT stated that thare were
two other housemates currently residing with him in the house,
both of whom knew him by the fake name “Josh.”

V. The agents also spoke with one of ULBRICHT's
housemates &t the address, who stated thabk ULBRICHT, whom he
knew as “Jogh,” was always home 1in his room on the computer.

b. Based on my review of DPR's private messages
recoversd from the Silk Road Web Server, 1 know that, in June
and July 2013, DFR had several communications with other Silk
Road users in which he expressed interest in acguiring fake

identity documents. TFor example:

i. In one exchange of messages, dated July 8,
2013, DPR told ancther Silk Road user thal he “needed a fake ID7
that he intended to use to “rent servers,' explaining that he
was “building up my stock of servers.” Based on my training and
experience, I know that server-hosting companies often require
customers Eo provide szome form of identity documents in order to
validate who they are. Accordingly, I believe that DPR wag
seeking fake identity documents that he could use to rent
servers under false identities.
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ii. Tn another axchapge of megsages, dated June
1, 2013, DPR and another gilk Road user - “redasndwhite,” the
came user with whom DPFR solicited the murder-for-hire deszcribed
above - agrsed to communicate at = certain time on an Internst
chat service, with DER telling redandwhite, "I have something to
discuss with vou.” Four days later, on June 5, 2013, DPR zent
redandwhite a message stating, "hey, Just wanted to find out
where you are with the dummy ID ldea.” Redandwhite respondsd,
“T have ran it by my worker and he is working on it.”

43, Finally, the investigation hase uncovered evidence
implicating Ulbricht in running a Tor hidden service, and

linking Ulbricht to certain programming code and & certain
encryption key found op the S1ilk Road Web Server., Specifically:

. paged on my training and experience, I know that
the website “stackoverflow.com” {“Stack Overflow”} is a website
used by computer programmeErs to post guestions aboubt Proygramming
problems and to receive suggested solutions from other
programmers. According to records ohtained from Stack Overflow:

i. On March 5, 2012, a user established anm
scoount on Stack Overflew with the username *Ross UFlbhricht.*
Mbricht provided the Ulbricht tmail Account as his e-mail
address as part of his registraticn information.

ii. on March 16, 2012, at approximabtely 8:38
p.m. EDT, Ulbricht pospted = message on the gite, titled, “How
can T comnect te a Tor hidden service using curl in php?* Based
on my training and experience, I know that “PHP* refexrs to &
programming language used for wab servers and “curl” refexs to a
set of programming commands that can be used in the language.
T the tohtents of the message, Ulbricht quoted twelve lines of
computer code inmvolving “curl” commands that he stated he was
using “te comnect to a Tor hidden gervice using . . . php," but
he reported the cods was generating an error. Baszed on my
training and experience, Ulbricht's posting reflects that he was
writing a customized computer code deslgned for a web server
operating a Tor hidden gervice, such as Silk Reoad.

iii. When a User posts 3 message on Stack
overflow, the user’s username appears along with the post.
However, lesg than one minute after posting the message
degseribed in the previous paragraph, Ulbricht changed his
ysername at Stack Overflow from “Ross Ulbricht” to “frosty.”
Based on my training-and experience, I know that criminals’
seeking to hide their identity online will often use
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peseudonymous usernames to vonceal their identity. Thus, given .
the timing, I believe that Ulbricht changed his uvsername to
wErosty” in order to conceal his zozociaticon with the message he
had posted one minute before, given that the postlng waa
accessibleé to anyone on the Intermet and implicated him in

cperating a Tor hidden gervice.

iwv. geveral weeks later, Ulbricht changed his
registration e-mail on file with Stack Ovexflow as well, from
the Ulbricht Gmail Account to “frostyefrosty.cem.” According to
centralops.net, a publicly available e-wall address lookup '
gervice, “frostyefrosty.com” is not a valid a-mail =address.
Again, based on my training and experience, I know that
criminals seeking to hide their identity online will often use
fFictiticus e-mail addresses in subscribing te pnline accounts.
Thus, I belisve Ulbricht changed his e-mail address on file with
atack Overflow to a fictitiocus e-wall address in an attempt to
eliminate any connection betwesn his true g-mail address and his
posting reflecting his cperaticn of a hidden Tor service.

b, Bamed on forensic analyesis of the Silk Road Web
Server, I. know that the computer cede cn the Silk Road Web
Server includes a customized PHP script bassd on “curl” that is
functionally very similar to the computer cede described in
Uilbricht’s pesting on Stack Overflow, and ingludes several lines
of code that are identical to lines of codes quoted in the
posting. Based on my training and expearience, it appears that
the code op the Silk Road Web Server is a revised versilom of the
code dezeribed im Tlbricht’s posting {(which TUlbricht stated in
his posting he was seeking to fix given that it was generating

an error) .

c. Further, again, based on forensic analysis of the
211k Road Webk Server, I kpnow the feollowing:

i. as of July 23, 2013, the 8ilk Road Web
Server was configured to allow the administrator of the =ite,
that is, DPR, to log in to the server without the need for a
password, 20 long ae the administrator logged in from a computer
trustaed by the server.

ii. specifically, based on my training and
experience, [ know Chat this gfonfigquration involves the use of
key-based secure shell ("88H”} logins. To set up this
configuration, the administrator must generate & pair of
encryption keys - a “public” key stored on the server, and a
wprivate” key stored on the computer he logs inteo the server
from. Once these keys are created, the server can recognize the
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administrator's computer based on the }ink between the
administrator’s private key and the corresponding publlc key

stored on the perver.

1ii. Based on my training and experience, I know
that S8H encryption keys conslst of long strings of texk.
Different SSH programs generate public keys in different ways,
but they all generate public keys in = swimil=ayr format, with the
text shring always ending with text in the format
w [usex] @ [computex] .” The computer ia this substring represents
the name of the computer that created the public kev, and the
uger represents the username of the user who created it, For
exanple, if somecne creates an E5H key palr using a computer
named *MyComputer," while logged inte the computer as a user
named ®Johm,' the public key generated asg a rasult will snd with

rhe substring YJohneMyComputer.”

_ iv. T have examined the 28H puklic sncryption
key storad on the 8ilk Road Web Server that is used to
suthenticate administrative logins to.the server. The key ends
with the substring “frostyefrosty.” Baged on my training and
experience, this means that the administrator of Silk Road has 2
gomputer named “frosty,” on which he wmaintainsg a user account
also named “frosty,” which he uses to log in to the 2ilk Reoad
Web Server. Based on my tralning and exparience, I koow that
computer users often use the same usernams for different types
of accounts. Thus, I balieve, particularly given the other tiem
betwsen “Rosg Ulbricht* and “DPR” described above, that the
Stack Overflow user “Ross Ulbricht,” who changed his username to
wfrogty® and his e-mail address to "frogiy@frosty.com, ” ie the
szme person as the administrator of Hilk Road, that is, DPR, who
logs inte the Silk Road Web Server From a computer named
wfrosty,” on which he maintains & user account namad “frosty.”

44. T have obhtained from the Texas Department of Motdr
vahicles a copy of the driver's license of ROSS WILLIAM
ULBRICHT, a/k/s "Dread Pirate Roherts " a/k/a “DPR," a/k/fa *8ilk
Road,” the defendant, bearing the same number &z the driver’s
1icense that ULBRICHT showed to HEI agents during the July 26,
5013 interview described above., The photograph on the lircense
depicts the same person appearing in the photographs of “Ross
Ulbricht" on his profiles at Google+, the “Mises Institute,” and
LinkedIn describad above.

¢5. Accordingly, I believe that the owner and oparator of

511k Road iz ROSS WILLIAM ULBRICHT, a/k/a “Dread Pirate
Roberts,” a/fk/a “DPR,* a/k/a ®S8ilk Road,” the defendant.

32



Case 1:13-cv-06919-JPQ Document 4-1  Filed 10/02/13 Page 34 of 40

WHEREFORE, I respectfully reguest that an arrest warrant be
{ispusd For ROSE WILLIAM ULBRTICHT, a/k/a “"Dread Pirate Roberts,”
a/k/a "DPR," afk/a *9ilk Road,” the defendant, and that he be

arrested and imprisoned or bailed, as the case may be.

oy

Christopher Tarbell
Special Agent
Faderal Bureau of Investigation

Sworn to before me this
27 3ay of Sepfeémber 20

[
1
F 1 B

&' +HON, FRRK Mapg |
v, v, UNIT ST{.?%.T'ES MAGISTRATE JUDGE
4, SOUT, DISTRICT OF NEW YORK
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