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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

_______________________________________________________________ X
MALIBU MEDIA, LLC , :

Plaintiff,

OPINION AND ORDER
VS.
1%Civ. 2624 (ER)

JOHN DOE,subscriber assigned IP address
72.225.251.151,

Defendant. :
_______________________________________________________________ X

Ramos, D.J.,

This action is part of a nationwide series of copyright infringement lawsaitstém
from the unauthorized downloading and distribution of copyrighted mofksntiff Malibu
Media, LLC (“Plaintiff” or “Malibu”) is a corporation that owns the comght registratiors of
127 motion pictures, includingter alia“A Dream Of You,” “A Little Time For Myself,”and
“A Perfect Match” (the “Work”). Defendant John Doe (“Defendant”) is an alleged infringer
who downloaded the Works without authorization usiitd&rentsoftware Plaintiff is able to
identify Defendant only by the Internet Protocol (“IP”) address from wineh¥orks were
downloaded. In a prior Order dated April 21, 2015, this Court granted Plaintiff's motion for
expedited discovery, enabling Plaintiff to serve a subpoena on Defendant’s IBenviee
Provider (“ISP”) to ascertain Defendant’s identifyefendant moves to quashstsubpoena
pursuant to Rule 45 of tHeederal Ruls of Civil Procedure and to proceed anonymouslgr
the reasons discussed below, Defendant’s motion to quash the suispgd&MNIED and

Defendant’s requesb proceed anonymously is GRANTED.
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l. Backaround

BitTorrent is a peeto-peer file sharing protocol that allows users to distribute and
download data over the Internet. Compl. 1 12. The protocol provides a fast, efficient method to
transfer large digital media files, like fu#ngth movies, by breakindown the file into smaller
pieces.ld. 11 13-14. Eachsmallpiece is given a random and unique alphanumeric identifier
known as a “hash value.ld. § 16. The entire digital file is also givemunique hash value
known as a “file hash.’ld.  18. After the file is broken down into smaller pieeegroupof
participating computerarork together to anonymously download and distributsetipeeces
within thegroup. Id. T 14;see alsdMalibu Media, LLC v. John Does-11, No. 12 Gv. 3810
(ER), 2013 WL 3732839, at *1 (S.D.N.Y. July 16, 2018)ncean individual user has
downloackdall of therequired pieceffom the other members of tigeoup the BitTorrent
software reassembles the fdkbowingthe useto view the entirdile on his or her computer.
Compl. § 15.BitTorrentuses thdile hashto prevent modificatiowf the digital file ando
insure that the downloaddite is complete and accuratéd.  18.

Plaintiff is the registered copyright ownefrthe 127 Works allegedly downloaded by
Defendant’s IP addressd. 1Y 4,31, Ex. B. Plaintiff uncovered Defendant’s IP address through
its investigator)PP International UG‘IPP”). 1d. 11 19, 25. IPP connected with and
downloadedrom Defendant’s IP addressie or more bits of each of the 127 Works at is$de.
19 19-20. IPP then downloaded@l copy of each file hash from BitTorrent, confirmibetthe
file hash matched thE27 Works, anderified that eacldlownloadedligital media file contained
a digital copy of a movi¢hatwas identical or substantially similar ®laintiff’'s copyrighted

Works. Id. § 24.



Plaintiff subsequently filed suit against Defendant—known only byphieriP
address—claiming direct and indirect copyright infringement under the United Stategigbt
Act of 1976, 17 U.S.C. 88 1Gt seq (the “Copyright Act”). By letter dated April 20, 2015,
Plaintiff sought leave from the Cout file a third party subpoena on Defendant’s ISP. Ddc. 5.

By order dated April 21, 201%he CourtallowedPlaintiff to sere a Rule 45 subpoena on
Defendant’dSP to obtainDefendant’'sdentifying information. Doc. 9. The Coutintited the
scope of the subpoena to Defendamiame and addreaadprohibited the ISP from providing
the requestethformation to Plaintiff prior to the expiration of a-8@y period, during which
time Defendant could file a motion to quash or modify the subpoena, or a request tothiggat
subpoena anonymouslyd. at 2.

On June 25, 201Wefendant filed anotion to quash the subpoena anequesto
proceed anonymouslyDoc. 10. Plaintiff filed its oppositiorto the motion to quash on July 9,
2015. Doc. 12.

[. Motion to Quash

Federal Rule of Civil Procedure 45(d) requires the court to quash or modify a subpoena
that: (i) fails to alow a reasonable time to complyi) requires a person to travel more than 100
miles of where the person resides, is employed, or regularly transactsssusipersar(iii)

requires disclosure of privileged or other protected matter, if no exception orapples; or

! Plaintiff's letter states that it will shotlnatgood cause exists to issue a Rule 45 subpoeadoibe filed motion.
Doc. 5 at 2 The Court issued its April 21, 2015 Order allowing Plaintiff to serRele 45 subpoena on
Defendant’s ISP without requiring a motitmbe filed. Doc. 9.While Plaintiff's Memorandum in Oppaosition to
Defendant’s Motion to Quadbcuses on the argument that Defendant’s denial of liability is afficisnt ground
to quash the subpoerflaintiff's letteraddressethe standard utilized in this Circuit to evaluatetions to quash
subpoenas seekirtg identify unknown defendantsSeeDoc. 5, at 2.Accordingly, the Court addresstbg issues
identified by Plaintiffin its letter and oppositionThe Court also notes that Plaintiff has filed 130 sardully
similar relatedcases in this Btrict, includingfour in front of this Courtand in at least one of thefour cases
Plaintiff has filed amotionin support of its request to serve a third party subpsepeaifically addressing the
standard Doc. 4;Malibu Media, LLC v. John DoéNo. 15 Civ 575 (ER), Doc. 11 (filed Apd6, 2015).



(iv) subjects a person to undue burdeab.R.Civ. P. 45(d)(3)(A). Here, the subpoena
potentially implicateefendant’s pvacy rightsby requesng his or hemame and current and
permanent addres§eeDoc. 9. “Courts in this district have recognized that internet users have
a limited First Amendment privacy interest in anonymous internet usage, inctbdinge of
peerto-peer file sharing networks, but this interest does not protect those who use their
anonymity to infringe the copyrights of othérdMalibu Media, LLC v. John Does 1512013
WL 3732839, at *Hciting Sony Music Entm’t, Inc. v. Does 1-826 F.Supp. 2d 556, 5685
(S.D.N.Y.2004); see alsArista Records, LLC v. Doe 804 F.3d 110, 118 (2d Cir. 201076
the extent that anonymity is protected by the First Amendment, a court should qoastifgra
subpoena designed to breach anonymity. . . . The First Amendment does not, however, provide a
license for copyright infringemen).”

The Second Circuhasadopted the fivéactor test articulated by thdbistrict Judge
Chin inSony Music Entertainment In@26 F. Supp. 2dt 564-65,to determine whether a
defendant’s First Amendment rights protect his or her identity from discloumista Records,
LLC, 604 F.3d at 119 We agree thdthe fivefactor test articulated iBony Musifconstitutes
an appropriate general standard faled®ining whether a motion to quash,preserve the
objecting partys anonymity, should be grant&d The factors are(1) “a concrete showing of a
prima facie claim of actionable harm,” (2) “specificity of the discovery redug3t,the absence
of alternative means to obtain the subpoenaed information,” (4) “a central need for the
subpoenaed information to advance the claim,” and (5) “the party’s expectationaafygri
Sony Musi&Entm’t, Inc., 326 F. Supp. 2d at 5685. In theinstant actionthe factors weigh in

favor of Plaintiff's requesto obtain Defendant’s identifying information.



First, Plaintiff has made a concrete showing pfima facieclaim of copyright
infringement. “To establish a prima facie claim of copyright infringement, a plaintifft musgeille
both ‘(1) ownership of a valid copyright and (2) infringement of the copyright by the
defendant.” American Broadcasting Companies, Inc. v. Flying J,,INo. 06 Civ. 2967 DAB),
2007 WL 583176, at *4 (S.D.N.Y. Feb. 22, 2007) (quotngman Design v. PAJ, In@262 F.3d
101, 109 (2d Cir. 2001)). Plaintiffas made a concrete showingabggng its ownership of the
registered copyrigktandby allegingthat Defendanunlawfully downloaded, copiedard
distributedthe Works “by specifying the type of technology used, the IP address from which the
file was accessed and shared, and the date and time of the infringeMalibd Media, LLC v.
John Does %11, 2013 WL3732839, at *Hciting John Wiley & Sons, Inc. v. John Doe Nos.
1-30, 284 F.R.D. 185, 189 (S.D.N.Y. 2012)); Comyfl.31-33,Exs. A, B. Accordingly, this
factor weighs in favor of Plaintiff.

The secondactor requires thdiscovery requesb besufficiently specificenough‘to
establish a reasonable likelihood that the discovery request Weaddo identifying information
that would make possibkerviceupon [the Defendant].’Sony Musi&Enim’t, Inc.,, 326 F. Supp.
2d, at 566.In Malibu Media, LLC v. John Doe No, Mo. 12 Civ. 2950 (JPO), 2012 WL
5987854, at *3 (S.D.N.Y. Nov. 30, 2012), another case brougBtamtiff, the court found that
Plaintiff's request seeking &endant’s name, current and permanent address, e-mail address, and
Media Access Gntrol Addressvas “highly specific.” Similarly, the discovery request here
seekDefendant’':name and addresseeDoc. 5, and thus sufficiently speific to make service
possible.

The tird facto—"the absence of alternative means to obtairstipoenaed

information”—also favors Plaintiff Sony Music Entm’t, Inc326 F. Supp. 2d at 56®ther



courts that have addressed this issue have found that where it was “explained th#dteise of
BitTorrent software islargely anonymousexcept insofar as it requires a user to broadcast the
userts IP address . . theplaintiff] has established that it lacks the means to obtain the
subscriber’s identifying information, other than by subpdedahn Wiley & Sons, Inc284
F.R.D. at 190see alsd&GonyMusic Entm’t Inc,, 326 F. Supp. 2d at 566 (finding no method to
obtain information other than by subpoena under similar circumstarigendant allegedly
infringed on the Workby usingthe BitTorrentsoftware Plaintiff asserts that there are no
altemative means to obtain Defendant’s identifying information, Rlachtiff thus farhas only
been able to identify Defendant by his or her IP add®ssDoc. 5. Accordingly, no

alternative means amvailable to identify the Defendant.

Fourth, Plaintiff has demonstrated that the subpoenaed information is necessary to
advancats claim against Defendaritecausé[a]scertaininghe identify] and residengg of the
Doe defendant] ] is critical to [Plaintiff] ability to pursue litigationfor without this
information, [Plaintiff] will be unable to serve processdhn Wiley & Sons, Inc284 F.R.D. at
190(citing Sony Music Entm’t, Inc326 F. Supp. 2d at 556

The ffth facto—"the party’sexpectation of privacy’-presents a slightly more difficult
guestion.Sony Music Entm't, Inc326 F. Supp. 2d at 56%Vhile the Second Circuit has found
that ISP subscribers have a minimal expectation of privacy in the sharingyafbogd
materia) seeArista RecordsLLC, 604 F.3d at 118, courits this Districtrecognize the
“sensitive and embarrassing nature of the conduct alleged here, especallyhgi potential
irrevocable reputational damage done to a defendant who did not, in fact, commit the conduct
alleged.” Malibu Media, LLCv. John Doe No. 42012 WL 5987854, at *&ee alsdigital Sin,

Inc. v. JohrDoes 1176, 279 F.R.D. 239, 242 (S.D.N.Y. 201@joting the potential that in these



cases the “names and addresses produced in response to Plaintiff's disegwesy will not in
fact be those of the individuals who downloaded [the WOrkin re BifTorrent Adult Film
Copyright Infringement Caseg296 F.R.D. 80, 84 (E.D.N.Y. 2012) (“Different family members,
or even visitors, could have performed the alleged downldddiessthe wireless router has
been appropriately secured (and in some cases, even if it has been secured), rgighbors
passetby could access the Internet using the IP address assigned tcwaarastibscriber and
downloadthe [P]laintiff's film.”). IndeedDefendanin this casesserts that he was out of the
country on the date of the alleged infringeme®¢eDoc. 10. While Defendanimay raisehis
defenseat the appropriate timé&he prospect of such a deferdmes not raise a First
Amendment privacynterest that would justify concealing [Defendant’s] identity so as to protect
her from suit altogether.John Wiley & Sons, Inc284 F.R.D. at 191. DefendantBifst
Amendment right to remain anonymous must give way to [Plaintiff's] right to ugadiozal
process to pursue what appear to be meritorious copyright infringement cl&ors,"Music
Entm’t, Inc,, 326 F. Supp. 2d at 563ee als Malibu Media, LLCv. John Doe No. 42012 WL
5987854, at *4.Accordingly, the last factor also favors Plaintiff.

Becausall factors weigh in favor of upholding the subpoena, Defendant’s motion to
quash is DENIED.

[1. Reguest to Proceed Anonymously

Defendant’s'Confidential Contact Information” form submitted to theu€tincluded the
following statement: “I understand that, unless otherwise ordered by the Gmurtfdrmation
will remain confidential and only Court personnellWave access to it.” Doc. 11Due to the
leniencyaffordedpro selitigants, the Courtconstrues this statement as Defendant’s reqaest

proceed anonymoushs described ithe April 21, 2015 Orde€'Notice to Defendant SeeDoc.



9, at 4(“If you wantto proceedanonymouslywithout filing amotion to quashor modify
thesubpoenayou (or, if representedyour lawyer) shouldprovide a letter statingthat you
would like to proceedanonymouslyin your case. . .If you submitthis letter,thenyour
identity and contactinformationwill not be revealedto the public unlessand untilthe
Court saysotherwis€’); Kelly v. Robert Ainbinder & CpNo. 87 Civ. 6348 (JSM), 1991 WL
253028, at *5 (S.D.N.Y. Nov. 20, 1991) (“[P]Jrocedural deficiencies will not defease
defendants motions since they are entitled to more lenient treatment in this’r@g@nd Smith
v. Coughlin 727 F. Supp. 834, 838 (S.D.N.Y. 1989))).

As a general rule, parties may not proceed anonymously.RECiv. P.10(g. “[T]his
rule ‘serve the vital purpose of facilitating public scrutiny of judicial proceedings t].cgnnot
be set aside lightliy. John Wiley & Sons, Inc. v. John Does No27 No. 11 Civ. 7627
(WHP), 2012 WL 364048, at *1 (S.D.N.Y. Feb. 3, 20(&)eration in originalquotingSealed
Plaintiff v. Sealed Defenda#l, 537 F.3d 185, 1889 (2d Cir. 2008)). When evaluating a
request by a party to proceed anonymously or by pseudonym courts consider numeosys fac
including whether identificaan would put the affected party at risk of suffering physical or
mental injury.” Next Phaséistribution, Inc. v. Does-1138 No. 11 Civ. 970§KBF), 2012
WL 691830, at *1 (S.D.N.Y. Mar. 1, 2012) (quotidghn Wiley & Sons, In&. JohnDoes Nos
1-27, 2012 WL 364048, at *1). The Second Circuit has set out a non-exhaustivefactolti-
list for deciding a motion to proceed anonymously including:

(1) ‘whether the litigation involves matters that are highly sensitive
and of a personal natur€?) ‘whether the defendant is prejudiced

by allowing the plaintiff to press his claims anonymously, whether
the nature of that prejudice (if any) differs at any particular stage of
the litigation, and whether any prejudice can be mitigated by the

district court; (3) ‘whether the plaintiff’'s identity hasas far been
kept confidential; and (4) ‘whether the public’s interest in the



litigation is furthered by requiring the plaintiff to disclose his
identity.

Next Phase Distribution, Inc2012 WL 691830, at *1 (quotirgealed Plaintiff v. Sealed
Defendant #1537 F.3d at 1890).

Judges in this Btrict regularly permit defendants to proceed anonymously in cases
similar to this one, wére the dfendant has been accused of illegally downloading adult videos,
because of the “highly embarrassing and potentially sensitive and personabhatioke
accusations,” the risk of misidentification whareefendant is only identified lan IP address,
and the fact that “the public’s interestist necessarilyurthered by knowledge of the
defendant’s specific identityy Malibu Media, LLC v. Johoe No. 15 Civ. 1862 (RJS), 2015
WL 4271825, at *3 (S.D.N.Y. July 14, 2015falibu Media, LLCv. JohnDoes1-5, No. 12 Civ.
2950 (JPO), 2012 WL 2001968, at *1 (S.D.N.Y. June 1, 2GE®also Nexthase Distribution,
Inc., 2012 WL 691830, at *12. While the public interest is generally furthered by allowing
public scrutiny of judicial proceedings, here there is minimal public interelstdlosing
Defendant’'s name when weighed against Defendant’s interests in negn@anunymousSee
Next Phase Distribution, Inc2012 WL 691830, at *2Plaintiff is also not prejudiced by
allowing Defendant to proceed anonymously, and in fact, has conseneféridahts
proceeding anonymously in similar cas&eeMalibu Media, LLC v. John Do&o. 15 Civ. 562
(ER), Doc. 10, at 67 (filed Apr. 16, 2015)see also Malibu Media, LLZ JohnDog 2015WL
4271825, at *3 (granting a motion to proceed anonymously where Plaintiff has consented to the
request).

For these reasonBefendant’s requesb proceed anonymously is GRANTED.



IV.  Conclusion
For the reasons set forth above, Defendant’s motion to quash the subpoena is DENIED
and the request to proceed anonymously is GRANTED until further order of this Court. To the
extent that any information regarding the John Doe Defendant is released to Plaintiff by the ISP,

that information shall not be publicly disclosed.

It is SO ORDERED.

Dated: October 16, 2015
New York, New York

pavian

Edgardo Ramos, U.S.D.J.
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