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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF OHIO
EASTERN DIVISION

JULIA ANNE SHEARSON, Case No.: 1:10 CV 1492
Plaintiff
V. JUDGE SOLOMON OLIVER, JR.

ERIC C. HOLDER, JRet al,

ORDER

N N N N N N N N N

Defendants

Curiently pending before the court in the above-captioned case is Defendants’ Motipn to
Dismiss pursuar to Federe Rule of Civil Procedur 12(b)(1 for lack of subjec matte jurisdiction

anc Federe Rule of Civil Procedur12(b)(6 for failure to state a claim upon which relief can b

D

granted (ECFNo.20.) Plaintiff Julia Anne Shearson (“Shean” or “Plaintiff’) brought this action
agains Eric C. Holder Rober S. Mueller, 1ll, Timothy J. Healy anc Michae E. Leiter
(“Defendants” in their official capacitie as the Attorney Genere of the Unitec States Directoi of
the Federe Bureat of Investigatior Directol of the Terroris Screenin Center, and Director of the
Nationa Counterterrorisi Center respectively (ECF No. 15.}' For the reason that follow,

Defendants’ Motion to Dismiss is granted.

! Plaintiff filed her Complaint on July 6, 2010, (ECF. No. 1), and Defendants filed
their first Motion to Dismiss on September 28, 2010, (ECF. No. 12), before the
Amended Complaint was filed on October 18, 2010. (ECF. 15.) Defendants
subsequently filed a second Motion to Dismiss on November 19, 2010. (ECF No.
20.)The court dismisses Defendants’ first Motion as moot, and decides their
second Motion in this Order.
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|. FACTUAL AND PROCEDURAL HISTORY
Plaintiff Julie Anne Shearsois a Unitec State citizer whc serve: asthe Executive Director

of the Clevelant Chayter of a prominent non-profit Muslingivil rights, public relations and

educatione organizatin. Both Plaintiff and her minor child are United States citizens. (Am.

Compl. ECFNo.15, 111, 12.) On January 8, 2006, Pl4ir#nd her minor child were detained
for two anc one-hal hour< by Custom anc Bordei Protectiol (“CBP”) agent nea Buffalo, New
York, upor re-entryinto the Unitec State aftervacationin(in Canade (Id.at{1.) Plaintiff alleges
thaiwher helpasspoiwasscannecar “armecancdangerous alertappeare onthe CBF computer
screer (Id.) During the detention, Plaintiff's Yscle and property were searcheld.) Thereatfter,
Plaintiff and her child were released without exytion and allowed to enter the United States
Plaintiff wrote to hel Congression: Representative anc subsequent filed a Freedor of
Informatior Act (“FOIA”)/Privacy Act request with the Department of Homeland Security (‘DHS
anc the CBP seekin( the reasol for her detention at the U.S.-Canadian bordid. al ] 2.)
Thereaftel Plaintiff filed a complain agains the DHS anc CBP allegin¢c wrongful withholding of
document relatec to the borde stof anc seekin¢disclosur:anc releas of the same. Shearso v.
U.S Dep’tof Homelan(Sec, No.1:0€ CV 1478 2007 WL 764026 at*1 (N.D. OhicMar.9,2007)
(“Shearso 1”) (Gaughar J.). In Shearso I, the court ordere( the defendants to produce certain
non-exemy. document relating to Plaintiff's borde stop denied DHS’s motion for summary
judgmenin its entirety grantecsummar judgmen to CBF on Plaintiff’'s Privecy Act claim, and
deniec CBP’s motior for summar' judgmen on Plaintiff's FOIA claim. Id.ai*13. The court held

that defendants were entitled to summary judgment on Plaintiff's Privacy Act claim becaus
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plainlanguag of the Privacy Act allows ar agenc' heacto exemp itself from subsectio (g), which
is the civil enforcement provisiorld. at *12.

On Novembe 12, 2C08, Plaintiff appealed the court’s grant of summary judgment on I
Privacy Act claim. Shearsoiv. U.S. Dep’t of Homeland S, 638 F.3d 498, 499 (6th Cir. 2011).
The Sixth Circuit partially vacate: the district court’s ruling, holding thai 8 552a(j of the Privacy
Act doe:nolallow federa agencie to exemp themselve from certair civil action:unde §552a(g)
ancremande Shearso | for consideratio of Plaintiff's 8§ 552a(b anc § 522a(e)(7 claims Id. at
506 Remand proceedings are currently pending in that case. In the case before this
Defendant maintair thai Plaintiff's complain shoulc be dismisse in its entirety for grounds
independer from the Sixth Circuit decision iShearson.l

Plaintiff assert thal hel FOIA reques revealeidocument indicating that al the time of her

border sto she was on severe government watchlists, including the Terrorist Identities Datamart

Environmen (“TIDE"), Treasury Enforcement Communications System (“TECS”), and Violg
Ganganc Terroris Organizatiol File (“"VGTOF”) database (Am. Compl. 12, n.3.) On October
14 anc Octobe 28,2008 Plaintiff sen emals to Frank Figliuzzi, Special Agent in Cha of the
ClevelancFBI, in which she claimec that hel name¢ was on the VGTOF list anc inquired whether
FBI agenc counse would be willing to mee with herancadministrativel amenchei statu: onthe
VGTOF list. (Figliuzzi Letter, ECF No. 15-1, at 2.Mr. Figliuzzi informed Plaintiff that in
accordanc with the Unitec State government’'s policy, he was unable to confirm or der
Plaintiff's statu:onanywatchlist ancthus a meetin¢with FBl agenc' counse would be “fruitless.”
(Id.) Mr. Figliuzzi then directed Plaintiff taegk redress through DHS TRIP for her alleged stat
onthe VGTOF list. (Id.) Plaintiff did not seek redress through DHS TI (Am. Compl. 1 6.)
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Plaintiff believe: thas DHS TRIP dces not provide a meaningful remedy for travelers wh
experience screening difficultiesld. at 1 6, 28—-32.)

In her five-count Amended Complaint, Plaintéfieges: (1) that her First Amendment right

have been violated because her alleged irmumn government watchlists was proximately causé

by her advocacy work and exercise of her FArsendment rights; (2) that her Fifth Amendment

rights have been violated because she was wehgiotice and opportunity to contest her allegg
inclusion on government watchlists in violation of the Due Process Clause; (3) that her al
placement on government watchlists representgamnpdiscrimination without a rational basis in
violation of the Fourteenth Amendment’s Equal Betibn Clause; (4) that she is entitled to judicia
review of wrongful agency actiamder the Administrative Procedure Act (“APA”); and (5) that sh
is entitled to damages under the Privacy Actwoongful maintenance and dissemination of he
records. Id. at p. 13-24.)

In response to Plaintiff's Amended Complaibgfendants filed a motion to dismiss for lach
of subject matter jurisdiction pursuant to Federal Rule of Civil Procedure 12(b)(1) and failu
state a claim upon which relief can be granted putsadrederal Rule of Civil Procedure 12(b)(6)
(Defs.” Mot. to Dismiss, ECF No. 20, p. 1pefendants’ asserted grounds for dismissal inclug
that Plaintiff lacks standing, Plaintiff's claimseanot ripe for adjudication, Plaintiff has failed to

exhaust her administrative remedies, and Plaintiff has failed to state a cognizable claim unc

First, Fifth, and Fourteenth Amendments, thenistrative Procedure Act and the Privacy Act.

(Defs.” Memo., Mot. to Dismiss, ECF. No. 20-1, p. 3-2

[I. STATUTORY AND REGULATORY FRAMEWORK GOVERNMENT
WATCHLISTSAND PROCEDURAL REDRESS
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In 2003, President George W. Bush directedAtiorney General to establish the Terroris
Screening Center (“TSC”), an organization tivatld “consolidate the Government’s approach {
terrorism screening and provide for the apprdprand lawful use of Terrorist Information in
screening processesScherfen v. U.S. Dep’t of Homeland Sé&, 3:CV-08-1554,2010 WL
45678¢ al *5 (M.D. Pa. Feb. 02, 2010) (quoting Homeland Sec. Presidential Directive
http://www/dhs/gov/xabout/laws/gc_1214594853475.shtm#1 (last visited July 8, 2010)) (intq
guotation marks omitted). The TSC is a division of the Federal Bureau of Investigation (“FBI”),
the support of the Department of Homeland Sec(id1S”), the Department of Justice and othe
agencies, whose purpose is to maintain a consetidatrorist watchlist, also known as the Terrorig
Screening Database (“TSDB”). (Am. Compl., 1 13, D&fs.” Memo., p. 3.)see alsdcherfen,
2010 WL 45678, ai *5. The TSDB is a single database of identifying information about thg
known individuals or reasonably suspectedeihg involved in terrorist activityAm. Compl.,
14;Defs."Memo. p.13.) The data provided through the TSDB enables front-line screening agen
to identify known or suspected terrorists attempting to obtain visas, enter the United States, or
planes(ld. at p. 3-4)

Congress recognized that the TSDB-nomoraprocedure carries with it the potential fo
wrongful identification of persorss security threats. In doing so, Congress instructed the DH3
create a “timely and fair” appeal and redress meéar individuals who believe they were “wrongly

identified as a threat.5ee49 U.S.C. § 44926 (2007). Subsequently, the DHS established
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Traveler Redress Inquiry Program (“DHS TRIP”), the primary administrative process for individpals

who have inquiries about their status or theke seek redress of difficulties experienced durin

travel screening at transportation hubs assing national borders. These difficulties include:
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watchlist issues, screening problems at ports of entry, and occasions where travelers belie
have been unfairly or incorrectly delayed, derbedrding, or identified for additional screening
Scherfen 2010 WL 45678, al *6 (citing DHS TRAVEL REDRESS INQUIRY PROGRAM,
http://www.dhs.gov/files/programs/gc_1169676919316.shtm (last visited July 8, 2011)).
James Kennedy, Director of the DHS’s Offick Transportation and Security Redresg
explains that because multiple federal departmertsgencies play a role in the screening proce
used by Customs and Border Patrol (“CBP”), Th@nsportation Security Administration (“TSA”"),
and others, DHS TRIP serves the important fioncof providing a single, formal administrative

redress process for the wide variety of trasslies listed above. (Kennedy Decl., ECF No. 12-

71 7.) Travelers who seek redress through DH8&Td®mplete a Traveler Inquiry Form and ar¢

asked to send additional supporting information to DHS TRéPat  8.) After completing the
Inquiry Form, travelers are automatically issued a Redress Control Number, which matches tra
with the results of their DHS TRIP caskl. @t 1 9.) Redress Control Numbers can also be submit
by travelers when making airline reservations, which may prevent unnecessary scradring.
From this single inquiry, DHSRIP works with other government agencies, including th
TSA and CBP, to determine whether the perserperiencing difficulties based on his or her statu
on a watchlist.Ifl. at 1 10.) If the traveler’s name is thengaas, or is similar to, another individua
on the watchlist, then the traveler has been misidentified, and the DHS TRIP and other ag

involved will work together tcaddress the misidentification by amending information in th
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traveler’'s record.lfl.) Thereafter, DHS TRIP will issue a determination letter which provides

information to the traveler without revealing @her the traveler has been placed on a watchli

(Id.) The Government does not reveal whether or not an individual is on a watchlist beg
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disclosing this information would undermine the pugposterrorist watchlists, which is to provide
the Government with information about secutityeats without alerting security threats of thg

Government’'s knowledge&see Scherferz010 WL 45678, at *5 (“[T]he agencies and persons

U

involved in the creation of the TSDB will neither confirm or deny whether an individual is gn a

particular list or in the TSDB.”). On the othleand, if the traveler is positively identified as af
individual included in the TSDB, DHS TRIP reféhe matter to the TSC’s Redress Unit. (Kennedy

Decl., § 11.) The Redress Unit works directly wittelligence agencies, such as the FBI and the

National Counterterrorism Center (“NCTC"), toview the underlying intelligence that led to the

individual's placement on the TSDB and to makg appropriate amendments to the individual’

12)

watchlist status. If.) When appropriate, the individual may be removed from the TSIDB

consolidated watchlistld.) At the conclusion of the review, the TSC Redress Unit notifies the D

TRIP of the outcome and DHS TRIP issaedetermination letter to the traveldd.) Again, the

determination letter will not inform the individual bfs or her status on a watchlist. Despite thie

DHS TRIP policy of non-disclosui travelers’ watchlist status, the program’s goal is to preve
individuals from experiencinthe same type of travel-rééal difficulties in the future(ld. at 1
12-13.)
[11. MOTION TO DISMISS STANDARD
A. 12(b)(1) Motion to Dismissfor Lack of Subject Matter Jurisdiction
A motion to dismiss for lack of subject matjerisdiction pursuant to Federal Rule of Civil
Procedure 12(b)(1) may take the formedher a facial or a factual attadédnited States v. Ritchie

15 F.3d 592, 598 (6th Cir. 1994). Facial attacksallenge the sufficiency of the pleading

nt




themselvesld. Factual attacks, on the other hand, chhgkethe factual existence of subject matte

jurisdiction, regardless of what is or might be alleged in the pleadidgs.

When adjudicating a motion to dismiss based wpfacial attack, the Court must accept all

material allegations of the complaint as true and must construe the facts in favor of the non-m
party. Ritchig 15 F.3d at 598 (citingcheuer v. Rhode416 U.S. 232, 235-37 (1974%ge also
Robinson v. Gov't of Malaysi®269 F.3d 133, 140 (2d Cir. 2001) (holding that all reasonal
inferences must be drawn in favor of the pldinthen evaluating a facial attack on subject-mattg
jurisdiction).

In contrast, a factual attack contests the vgliof the facts alleged as support for subject
matter jurisdictionRitchig 15 F.3dat 598. With a factual challengey presumption of truthfulness

arises for either party, and the court must weiglethidence to determine its power to hear the ca

Id. (citing Ohio Nat'l Life Ins. Co. v. United Stat&322 F.2d 320, 325 (6th Cir.1990)). The court

may consider both the pleadings and ewitk not contained in the pleadinfgakarova v. United
States201 F.3d 110 (2d Cir. 2000).
B. 12(b)(6) Motion to Dismissfor Failureto State a Claim

The court examines the legal sufficiency @ gaintiff’'s claim under Federal Rule of Civil
Procedure 12(b)(65ee Mayer v. Mulgd®88 F.2d 635, 638 (6th Cit993). The Supreme Court
in Bell Atl. Corp. v. Twomb|y650 U.S. 544, 570 (2007) and recentlshcroft v. Igbgl129 S.Ct.
1937, 1949-50 (2009) clarified the law regarding whatptlaintiff must plead in order to survive
a Rule 12(b)(6) motion.

When determining whether the plaintiff haatetl a claim upon which relief can be granteg

the court must construe the complaint in the lighstnfavorable to the plaintiff, accept all factua

allegations as true, and determine whether thgptaint contains “enough facts to state a claim fo

relief that is plausible on its facel¥vombly 550 U.S. at 570. The plaifi's obligation to provide
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the grounds for relief “requires more than lalzeid conclusions, and a formulaic recitation of th

elements of a cause of action will not d’” at 555. Even though a complaint need not contajin

“detailed” factual allegations, its “[flactual alletgans must be enough tasa a right to relief above
the speculative level on the assumption that all the allegations in the Complaint atd.tAuecurt
is “not bound to accept as true a legal ¢asion couched as a factual allegatidPdpasan v. Allain
478 U.S. 265, 286 (1986).

The Courtidgbal, 129 S.Ct. at 1948yrther explains the “plausibility” requirement, stating

that “[a] claim has facial plausibility when theapitiff pleads factual content that allows the cout

e

[

to draw the reasonable inference that the defendant is liable for the misconduct alleded.”

Furthermore, “[t]he plausibility standard is not akin to a ‘probability requirement,” but it asks
more than a sheer possibility tretdefendant acted unlawfully.Td. This determination is a
“context-specific task that requires the reviewowurt to draw on its judicial experience ang

common sense.ld. at 1950.

for

The Sixth Circuit has held that a court may consider allegations contained in the complaint,

as well as exhibits attached to or otherwiserfipomated in the complaint, all without converting 3
Motion to Dismiss to a Motion for Summary JudgmeRéd. R. Civ. P. 10(c)MVeiner v. Klais &
Co, 108 F.3d 86, 89 (6th Cir. 1997).
IV. LAW AND ANALYSIS
A. Fifth Amendment Procedural Due Process Claim
1. Standing

Defendants challenge Plaintiff's standing to bring her claims seeking prospective declar

and injunctive relief. Under Article 11l of the 8. Constitution, standing is a threshold requireme

for a court to hear all cases and controversies, thus implicates the issue of subject matt
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jurisdiction. See Horne v. Flored29 S.Ct. 2579 (2009Flast v. Cohen392 U.S. 83 (1968). In
order to establish standing, Plaintiff must clarpersonal injury caused by Defendants’ allegad
violations of law which is likely to be remedied by the requested rélilein v. Wright 468 U.S.
737, 751 (1984). Injury sufficient taafer standing on a plaintiff mulse an “injury in fact” or an
“invasion of a legally protected interest” which defined as an injury that is “concrete and

particularized,” “actual and imminent” andrist merely “conjectural” or “hypothetical .Lujan v.

Defenders of Wildlife504 U.S. 555, 560 (199Z0jty of L.A. v. Lyongt61 U.S. 95, 101-102 (1983).
The party invoking federal jurisdiction has the burtteprove a concrete and particularized, actugl
and imminent, injury in factLujan, 504 U.S. at 56. These requiremteof standing are not simple

pleading requirements, but instead are axtliSpensable part of the plaintiff's caséd” A plaintiff

“must demonstrate standing for each claim he seeks to ppessilerChrysler Corp. v. Cun®47

—

U.S. 332 (2006). Further,“a plaintiff must demoatgrstanding separately for each form of relig
sought.”Laidlaw, 528 U.S. at 185 (citingyons 461 U.S. 95, 109). Whethaplaintiff has standing
to bring a claim for removal of her name frangovernment watch list is “highly fact-dependent,
and thus, the district courts are in the besitjposto resolve these claims in the first instance.
Ibrahim v. Dep’t of Homeland Se&38 F.3d 1250, 1256, n.9 (9th Cir. 2008).

Defendants contend there are two separatestor finding that Plaintiff lacks standing.
First, Defendants argue that Plaintiff lacksnsliag because her complaint “fails to allege ah
invasion of any ‘legally protected interest.” €B3.” Memo., p. 8.) In particular, Defendants argup
that “Plaintiff has no legally pretted interest in being freeofn a two and a half hour stop wher
crossing into the United States fr@Danada,” and that further, réivelers have no right to be free
from searches of their vehicles or persona@# at the border,” where the government’s intergst

in security is at its zenithld. at 8-9.) Alternatively, Defendandésgue that “mere placement on g
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government watchlist in and of itself (particularly a non-public watchlist), does not constity
legally cognizable injury.”lfl. at 9, n. 6.)

The court disagrees with the Defendants’ analysis of the alleged injury in this g
Defendants’ first argument relies on Fourth Amendment jurisprudence dealing with challeng
border searches and seizures. Plaintiff, howasemgt solely challenging the legality of the Januar

8, 2006 detention at the U.S.—Canada border, as in a motion to suppress. Rather, the K

Plaintiff's Complaint is that by wrongfully placg her on terrorism-related watch lists, Defendants

have infringed on her “right to be free fromska governmental stigmatization as an individug
associated with terrorist activity” and have thereby deprived her certain liberty interests.
Compl., 1 47-48.) Plaintiff further alleges that her place in the watchlists “prevents her
traveling freely and subjects her to imminent harm of being subject to domestic intellig
collection for protected Constitutional activitiesld.(at § 52.)

Defendants’ argument that mere placement on a government watchlist does not con
a legally cognizable injury also misses the markadmitial matter, Plaintiff here contends that he
name has beesrroneouslyplaced on government watchlists. Thaittainly is a wrong that confers
Atrticle Ill standing.See Tooley v. Napolitand56 F.3d 836, 840 (D.C. Cir. 2009), reWdoley v.
Napolitang 586 F.3d 1006 (D.C. Cir. 200@ffirming plaintiff estaished Article Ill standing on
claim that he was wrongfully placea terrorist watch lists). Isupport of their standing argument
Defendants erroneously rely on cases appliagl v. Davis 424 U.S. 693 (1976), wherein the
Supreme Court defined the “stigma-plus” test usexhalyze procedural due process claims whe
state action injures the plaintiff's reputation. Unthes line of cases, “[gliccessful plaintiff must
... show that the state’s action both damages tisraeputation (the stigma)” and that it deprive

him or her of a protected liberty or property interBste v. Michigan Dept of State Polje0 F.3d
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491, 501-02 (6th Cir. 2007). Those cases, howevemdeaith the question of standing, but rathe

with the question of whether plaintiff hast&d a claim upon which relief can be grangek, e.g.

-

Almahdiv. Ridge201 Fed. App’x 865, 868—69 (3d Cir. 2006) (“Even assuming that Almahdi suffers

a stigma because his name is on the [DHS] watchlist, he does not statetzeckilse he does not
suffer a concomitant deprivation of a liberty or a property right.”)

Second, Defendants argue that even assuming Plaintiff has alleged an injury to a I¢
protected interest in the past, that prior injdogs not confer standing tihe instant action where
Plaintiff is seekingprospectiveinjunctive relief. (Defs.” Memo., p. 9.) Defendants argue that
plaintiff seeking prospective injunctive relief “niestablish ‘a real and immediate threafutire
harm.” (d. at 10) (citingCity of Los Angeleg. Lyons461 U.S. 95, 105 (1983 Defendant argue
Plaintiff's praye for injunctive anc declarator relief is baseion allegation thaiare insufficienito
establis| standinibecaust “any continuing preser advers effects from the 200€ borde stof are

speculative.”

In Lyons the Supreme Court held that past alleigg@aries do not confer standing where the

plaintiff is seeking injunctive relief. 461 U.85, 102 (1983). The Supreme Court noted that “p3g
exposure to illegal conduct does not itself show a present case or controversy regarding injy
relief . . . if unaccompanied by any continuing, present adverse effédtguotingO’Shea v.
Littleton, 414 U.S. 488, 495-96 (1974)).Uyons the plaintiff alleged that he was injured by policg
officers who seized him and applied a “chokedhalfter Lyons was pulled over for a traffic
violation.Id. at 97-98. Lyons sued the municipality, saglkan injunction preventing the City from
using choke holds in certain casdd. The Supreme Court rejected the plaintiff's claim that hi
fear of any future contact with the Los AngelRaslice could have “resultfl] in his being choked

and strangled to death without provocation, justiftaog or other legal excuse,” and thus was a rej
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and immediate injury sufficient to establish standiiggat 98, 105-06. In order to satisfy standing
the plaintiff would need to demonstrate that he would likely be stopped again by the police
also he would be choked by police without any provocation or legal exitlsd.106, n.7.

In the instan case Defendants reliance.on Lyonsis misplacec As notec above Plaintiff's
Complaint does not merely challenge the 200€&mien at the border. Rather, Plaintiff is
challengincar allegec erroneou placemer on governmer watchlists ar effect of which was the
200¢€ detentioraithe U.S.—Canac border Sclong as sheis erroneousl listec on thescwatchlists,
shemay be subjecto enhance screenin anc possiblcdetentior ancthus she car seel prospective
relief in federal courtScherfer, 201C WL 45678« al *7 (“The complain thus support a fair
inferenctthai Plaintiffs have experienceintensifiecscreenin asaresul of inclusior in the TSDB,
indicating that the alleged harm could be avoided by the requested injunctive relief.”).

Further Defendantrely on Scherfe for the propositior that Plaintiff lacks standin(to seek
declarator anc injunctive relief, but the facts of that case do not support their argument.
Scherfe, the plaintiffs similarly brough ar actior for declarator ancinjunctive relief challenging
theirinclusior onwatct listsancin the TSDB. Id. at*1. As aresul of bein¢ placeconthestwatch
lists, one of the plaintiffs, a commercie pilot, was placecon administrativi leave by his employer
anc forcec to surrende his pilot identification card.ld. at *2. Prior to filing challenges in federal
court plaintiffs invokec the DHS TRIP proces requestin to be remove(from the watchlists Id.
Base(onitsin camerireview of document producerthrougt this administrativi review process,
however the court helc thai plaintiffs lacked standing to maintain their action for prospectivi

injunctive anc declarator relief? Id. al *8. Further the cour pointec to positive developmeni on

Because the TSDB status of a particular individual can neither be confirmed nor
denied, the court did not discuss the contents of the documents submitted for
camerareview. However, the court noted that “[u]pon request of either party . . .
this Court will prepare a separate opinion that sets forth the contents of the
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behal of the persoi seekin¢relief thai raisec question as to whethe meaningfu injunctive relief
remained availab in the case including the “reinstatement of Mr. Scherfen’s flight status by hig

employer. 1d. alt*7—*8. In this case there are na sucl indicator: that Plaintiff's statu: anc name

j®N

have been cleared, and thus as noted a the allegecharm could be remedied by the requeste
relief.
2. Ripeness and Exhaustion of Remedies

Defendant nex! argue thal ever assumin Plaintiff has standing, her claims should
nevertheles be dismisse becaus they are notl yet ripe for adjudication in federal court.
Alternatively Defendant argue¢ thal Plaintiff’'s claims shculd be dismissed itheir entirety as a
prudentia matte becaus Plaintiff has failed to exhaust her remedies. The court agrees with
Defendantinsofai as Plaintiff's Fifth Amendmer procedure due proces claim is prematur and
therefore dismisses this claim for failure to exhaust administrative remedies.

It is true that the “exhaustiol of acministrative remedies may not be required in cases pf
non-frivolous constitutione challenges to an agenc procedures S Ohic Coal Co. v. Office of
Surface Mining, Reclamatio & Enforcemer, 20 F.3c 1418 142t (6th Cir. 1994). Defendants
conced thaithereis nc expres statuton requiremer of administrativiexhaustio in this context.
However according to the Supreme Court McCarthy v. Madigar, “where Congres has not
clearly requirecexhaustior souncjudicial discretior governs whethe or notto apply the doctrine
of exhaustior McCarthyv. Madigar, 505 U.S 140 144(1992) Bangurev.Hansel, 434F.3c 487,
494 (6th Cir. 2006) Dixie Fuel Co.v. Comm’i of Soc Sec, 171 F.3c 1052 (6thCir. 1999). The

Madigar Court described the purposes of the exhaustion doctrine as follows:

documents and explains more direatlyy Plaintiffs do not have standindd. at
*8, n. 5.
-14 -




The exhaustio doctrinerecognize the notion grounderin deference
to Congress delegatiol of authority to coordinate branches of
governmen thal agencies nol the courts ough to have primary
responsibilitt for the program tha Congres charge themr to
administe . . . The exhaustio doctrine also acknowledges the
commonsens notior of dispute resolutior thai an agency ought to
have ar opportunity to correc its own mistake with respec to the
programs it administers before it is haled into federal court.

502 U.S ai 145. In other words, when deciding whetleshaustion applies, a court must give

deferenc to Congression:authorityancgive agencie ar opportunityto correc error<in theirown
program before applyinc judicial scutiny. 1d.; see also Hans,, 434 F.3d at 494 (holding that
Congresional intent is “of paramount importance to an exhaustion inquiry”). Additionall
exhaustio principles apply “with particuar force” when te agency action in question involves:
the “exercise of the agency’: discretionary power”; the agency’s “special expertise”; an
the“frequenancdeliberat flouting of administrativiprocesse [which] coulc weakelar agency’s

effectiveness by encouraging disregard of its proceduMadigar, 503 U.S. at 145.
As noted above, pursuant to 49 U.S.C. 8§ 44926, Congress directed the DHS to

establish a timely and fair process for individuals who believe they have b
delayed or prohibited from boarding a commercial aircraft because they w

wrongly identified as a threat under the regimes utilized by the Transportalion

Security Administration, United States Customs and Border Protection, or any o
office or component of the Department of Homeland Security.

While the terms of the statute speak to procedures for commercial aircraft passengers, the pro
ultimately created by DHS-DH3 RIP—provides redress for travelers who have been denied
delayed airline boarding, entry into or exit from thated States, or repeatedly have been subject
to additional screeningscherfen2010 WL 456784, at *¢As discusse above DHS TRIP will not
provide traveler: with a traditiona hearing but will work with its constituer agencie to review a

traveler’«claims ancremedyany erroneou information When appropriate, the review will likely
- 15 -
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resul in the remova of ar individual’s name¢from the TSDB anc its derivative lists (such as the
VGTOF).Asthecouridiscussein Scherfe, judicial review of order: relatecto securitydutiesand
power: delegate to the TSA, including TRIP determinatio letters may be obtained pursuant to
49U.S.C §46110(a) Sectior 46110(a provide: thai partie: “disclosin¢ a substantic interest' in
suct TSA order: may file a petitior for review in the Unitec State Couri of Appeal:for the D.C.
Circuit or in the Court of Appeal: for the circuit in which the persoi resices or has its principal

place of business.

In the instant case, Plaintiff admits inrlfemended Complaint that she did not seek DH}
TRIP redress because DHS TRIP does not pravideaningful opportunity to challenge her statu
on the VGTOF list or the underlying intelligence thedulted in her inclusion on watchlists. (Am.
Compl., 1 6.) Here, because Plaintiff has not additrself of DHS TRIP, BIntiff has not afforded
the various federal agencies charged with correcting any errors the opportunity to formally re
Plaintiff's claims and to make anyahges to her records, if necess&geMcCarthy, 503 U.S. at
145 (dismissal of action as premature would serve the underlying purpose of exhaustion by all
“agencies, not the courts, [ ] to have primary responsibility for the programs that Congres
charged them to administer”). The court agretk efendants that allowing Plaintiff to sidestep
DHS TRIP would significantly undermine the prograself and Congress’ intent in creating the
programSee Howard v. Soli§70 F.3d 752, 758 (6th Cir. 2009) (citiMgCarthy, 503 U.S. at 145)
(**[F]requent and deliberate flouting of administrative processes’ could weaken an agen

effectiveness by encouraging disregard of its procedures.”).

Further, requiring exhaustion of administratreenedies in this case will promote judicial
efficiency. According to thcCarthyCourt, exhaustion promotes jadil efficiency in two ways.
McCarthy, 503 U.S. at 145. First, “[w]hen an ageinags the opportunity to correct its own errors
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a judicial controversy may well be mootedabteast piecemeal appeals may be avoiddd.See
e.g, Parisiv. Davidsopd405 U.S. 34, 37 (1972 cKart v. United State895 U.S. 185, 195 (1969).
Second, “even where a controversy survives aditnative review, exhaustion of the administrative
procedure may produce a useful record for syset judicial consideration, especially in g
complex or technical factual contexiMcCarthy, 503 U.S. at 145ee also Weinberger v. SaffR2
U.S. 749, 765 (1975The tes for determininchow muct proces ar administrativiagency owes
unde the circumstance “requires analysis of the governmental and private interests that
affected, Mathew:v.Eldridge, 424U.S.319 334(1976) ancthus areviewin¢ couriwould benefit
from a fully develope factua record. By not seeking relief through DHS TRIP, the court has
administrative record from TSC that would be lglin adjudicating the nmits of this complex

case. There is also a possibility that use of DHS TRIP would render the current action moot

After Plaintiff has satisfied the administragivequirement of seeking DHS TRIP redresg
she may have grounds for review by the courtefeskperiences future travel-screening difficulties
but at this juncture, the court must refuse toeemMihe merits of Plairffis procedural due process

claim and accordingly dismisses Count Il.

B. First Amendment and Equal Protection Claims

are

In Count | of her Amended Complaint, Plaintiff asserts that her constitutional rights have

been violated because, as the Executive Diredtar‘civil rights advocacy organization,” she hag
engaged in various First Amendment activities andelercise of these rights “can be construe
as a relevant and substantial factor in causiadpthintiff to be put othe VGTOF list by the FBI.”

(Am. Compl., 1 43.) Plaintiff similarly allegein Count Ill that she has been denied equ;i
protection because, “[a]lthough it is impossible to knvalay one is on the [terrorist watchlist] . .

. [she] may be on the list because she is anisictiv her community and is critical of certain

-17 -
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government policies in the ‘War on Terrorism.”rfA Compl., 1 56.) Insofar as Plaintiff's Equal
Protection Clause claim is basaalalleged violations of her FirBmendment rights, the court will

consider these claims jointlgee, e.gMcGuire v. Ameritech Sery253 F. Supp. 2d 988, 1000-01

(S.D. Ohio 2003) (finding that where plaintiff'g@al protection claim is “premised on an alleged

violation of [her] fundamental right to free egch and association,” the analysis under eith
constitutional provision is the same). On both couPitEintiff has failed to establish a prima facie

case of a constitutional violation.

=

To establish a prima facie case of retaliation under the First Amendment, a plaintiff must

show that the defendants took an adverse actionstgdaintiff and that this action was “motivated
at least in part as a response to theaseof the plaintiff's constitutional rightsPaige v. Coyner
614 F.3d 273, 277 (6th Cir. 2018ge also Smith v. Camph&50 F.3d 1032, 1037 (6th Cir. 2001).
Here, Plaintiff fails to meet her prinfacie burden on the element of causatiodghcroft v. Igbal
129 S.Ct. 1937 (2009), the Supreme Court set fortht whrequired for a plaintiff to state a
plausible claim for relief under thieederal Rules of Civil Procedure. There, Plaintiff Igbal,
Pakistani Muslim, alleged that the federal government arrested and detained thousands o
Muslim men as part of its investigations oétS8eptember 11 attacks and, as part of this polig
designated Igbal as a person of high interessabgected him to harsh conditions of confinemen
on account of his religion and race in vioda of the First and Fifth Amendmen&eelgbal, 129
S.Ct. at 1949-52. The Court concluded that Igbaldadeallege a plausible claim for relief becausé
his claims were simply “bare assertions” that tamt to nothing more than a ‘formulaic recitation|
of the elements’ of a constitutional discriminat@aim” that were “conclusory and not entitled to
be assumed trueld. at 1951 (citingt'wombly 550 U.S. at 554-5553pecifically, the Court found

that although Igbal pled facts concerning his rad religion, as well as the conditions of his
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confinement, his complaint did not “contain faglsusibly showing that [defendants] purposefully

adopted a policy of classifying post-September-ltaidees as ‘of high interest’ because of theiy

race, religion, onational origin.”ld. at 1952.

The same is true here. Plaintiff has done nothing more than label the protected activ

which she was engaged (being an “activist” who is critical of government policies) and the all

adverse action by Defendants (placing Plaintifbagovernment watchlist which caused her to be

subjected to additional inspection at the bordesrmoccasion), and from that she has concludg
that the latter conduct was taken in retaliafmrthe former conduct. (Am. Compl., 11 34-41, 43.
Plaintiff cites a DOJ Inspector General reporteging FBI investigative activity relating to five
specific groups or individuals, but it makesraterence to Plaintiff's conduct or groufu.@t 1 42.)

Thus, the DOJ-IG report does not support any imiegdhat Plaintiff was included on a terrorist
watchlist because of her activisBecause the presentation of “labels and conclusions” or t
“formulaic recitation of the elements of a causadifon” are insufficient to establish a prima facie

claim, the court dismisses Plaintiff’'s First Amendment cldimombly 550 U.S. at 555.

Plaintiff's Equal Protection Clause claim fdits similar reasons. As stated in Count Il of

the Amended Complaint, Plaintiff's Equal ProteatiClause claim is based on an alleged violation

of her fundamental rights to free speech andaason under the First Amendment, which is alsq

stated in Count I. (Am. Compl., 11 56-57.) HerajRlff's allegations fall short of the minimal

standards for stating a class-based equal proteckiim. Under the Equal Protection Clause, the

government cannot “target a suspect class, or intentionally treat one differently from others sim
situated without any rational basis for the differenBativansky v. City of Olmsted FaB®5 F.3d

291, 312 (6th Cir. 2005).“Fundamentally, the Clause protects against invidious discriming
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among similarly-situated individuats implicating fundamental rightsScarbrough v. Morgan

County Bd. of Educ470 F.3d 250, 260 (6th Cir. 2006).

The Sixth Circuit has explaingdat “[tlhe threshold element of an equal protection clain
is disparate treatment; once disparate treatmshoisn, the equal protection analysis to be applig
is determined by the classification used by government decision-malker®laintiff simply
alleges that she is an activist who is criticalhe#f government, and that she has been placed o
government watchlist. Even if both these claims are taken as true, these allegations wol
“merely consistent” with an equal protection claim—they do not themselves make out an ¢
protection claim, let alone a plausible o8ee Igbal129 S.Ct. at1949. Plaifftdoes not allege that
the inclusion of individuals on a government watdhéisimited to individuals like herself. Instead,
Plaintiff makes generalized claims that varigosups of people, including “Muslims, Arabs, and
South Asians,” are on such lists, as well aslfge activists, protestors, government critics, anim
rights activists, gun rights advocates, religious leaders, Quakers, environmentalists, etc.”
Compl.,  57.) But “bald accusations and irrelevant generalized statistics do not even come)
to constituting what is necessary to establiphiraa faciecase of an equal protection violation.”
United States v.Nichql$12 F.3d 789, 795-96 (6th Cir. 2008). Because Plaintiff has not shg

disparate treatment, her claim of discrimioatunder the Fifth Amendment is also dismissed.

C. The Administrative Procedure Act

The U.S. Supreme Court has held that it isdaratic that the United States may not be sue
without its consent and thatistence of consent is a prerequisite for jurisdictiodriited States
v. Mitchell 463 U.S. 206, 212 (1983). In this case,mitiirelies on 5 U.S.C. § 702 which contains
a waiver of sovereign immunity and a right of judicial review when a person suffers a “legal wi

because of agency action.” In order to haveditay to assert a right gidicial review under the
-20 -
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APA, a plaintiff must satisfy the prudential standing requirement in addition to the constituti
requirement that a plaintiff mustvesuffered an injury in facBennett v. Speab20 U.S. 154, 162

(1997);AFGE v. Babitt46 F. App'x 254, 256 (6th Cir. 2002) (“Prudential standing under § 10
of the [APA], 5 U.S.C.S. § 702, exists if the intgréhat the plaintiff seeks to protect is arguably

within the zone of interests to be protected or regulated by the statute in question.”).

However, under 8 701(a)(2), 8 702 does not apply when the “agency action is comm

to agency discretion by law.See Heckler v. Chang#70 U.S. 821, 828 (1985) (holding that §

701(a) must be satisfied before judicial revigvagency action). The agency discretion exception

is a very narrow oneCitizens to Pres. Overton Park, Inc. v. Volg@l U.S. 402, 410 (1971).

Agency action is “committed to agency discretion” when “statutes are drawn in such broad t

that in a given case there is no law to apgly.When there are no available judicially manageable

standards for “judging how and when an agency shexgrcise its discretion, then it is impossiblg

to evaluate agency action for ‘abuse of discretiadetkler, 470 U.S. at 830.

Even if Plaintiff had sufficienthshown that she had suffered an injury in fact and that s
was within the zone of interests protected byXRé to have standing, Pliff has not alleged that

ajudicially manageable standard exists for reviewing Defendants’ inclusion of persons on the 1

or a derivative watch list. Nor is there any statthat provides a standard of review. Instead,

Defendants’ authority to create and maintain wigthis derived from the President’s Executive
powers and Defendants’ general authority to secure the national b&&ers.gLincolnv. Vigil,
508 U.S. 182, 192 (1993) (citiMyebster v. Dget86 U.S. 592 (1988)) (“[Section 701(a)(2) of the
APA] precludes judicial review of a decision by tieector of the Central Intelligence to terminate
an employee in the interests of national seguaih area of executive action ‘in which courts hav
long been hesitant to intrude. Djebold v. U.S.947 F.2d 787, 790 (6th Cir. 1991) (“The Court ha
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. . narrowly defined the [APA] exception, ‘conitad to agency discretion,’ to include case$

involving prosecutorial discretion, and cases which implicate national security.” (citations omittq
Beno v. Shalala30 F.3d 1057, 1066—67 (9th Cir. 1994) (citiigbster486 U.S. at 600). Because
the initial determination of which individuals may warrant additional security inspection at
nations borders is a rtar that is committed to the discretion of the law enforcement agend
involved in the intelligence evaluation and sciagmprocesses, chapter 7 of the APA—including

Section 702’s waiver of sovereign immunity—does not apply in this case.

As Defendants note, once the relevant agencies have formally reviewed this in
determination through the DHS TRIP Redress process, the court may then review the adequ
the DHS TRIP Redress process its8de Infante v. Drug Enforcement Adm@38 F. Supp. 1149,
1154 (E.D.N.Y.1996) (finding that although thederlying agency actions are “committed tq
discretion, and as such are not themselves subj@adicial review undethe APA, federal court
review is not foreclosed where the petitioner does not challenge the exercise of the ags
discretion, but instead challenges “the adequatythe notice of the proceeding itself.”).

Accordingly, the court dismisses Plaffi§ APA claim pursuant to Rule 12(b)(6).

D. Privacy Act Claims

Plaintiff alleges that Defendants violated the Privacy Act by maintaining records of
“travel and First Amendment protected activities” in violation of 5 U.S.C. 8§ 552(e)(7), (A
Compl., 1 65), and by disseminating records about her in violation of 5 U.S.C. 8§ 552a(b).
Compl., 1 64.) Plaintiff prays fa declaratory judgment that Defendants’ “policies, practices, a
customs” violate the Privacy Act, and furthehe seeks damages for Privacy Act violation
pursuantto 5 U.S.C. § 552(a)(g)(4). (Am. Compl 23—-24.) Defendants argue that this court lach

jurisdiction over Plaintiff's Privacy Act claimBecause they are time barred. (Defs.” Memo., |
-22 -
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29-31.) Alternatively, Defendants argue that if thetltrons period is not jurisdictional, Plaintiff’s
Privacy Act claims should nevertheless be disndigpsesuant to Rule 12(b)(6) or under the doctrin
of res judicata (Id. at 31-33.) Defendants further argue, thareiv Plaintiff's claims are properly
before the court, Plaintiff has nevertheless failed to state a claim of improper maintenan

disclosure and to makepaima facieclaim for damages under the Alt. at 33—40.

For the reasons outlined below, the court fitihdd Plaintiff's Privacy Act claims are time
barred, and that in any event, Plaintiff has fatle state a claim upon which relief can be grante

Accordingly, Plaintiff’'s Privacy Act claims are dismissed.

1. Statutory Framework

D

Ce Or

==

The Privacy Act regulates the “collection, maintenance, use, and dissemination of

information™ about individuals by federal agenci€me v. Chap540 U.S. 614, 618 (2004). The

Act prohibits disclosure of “any record whichcigntained in a system of records by any means

communication to any person, or to another agérsubject to several exceptions. 5 U.S.C. §

Df

552a(b). The Act further imposes certain requirements regarding the maintenance of recoyds, !

U.S.C. 8§ 552a(e)(5), including that an agencyl stea maintain records describing an individual’s|

First Amendment activities unless pertinent and within the scope of authorized law enforce

activity. 5 U.S.C. 8§ 552a(e)(7). The Privacy Aabyides for a private cause of action against an

agency for certain violations of the Act, inding improper maintenance and disclosure claims.
U.S.C. 8§ 552a(g)(1). Actions tnforce liability under the act may be brought “within two yean

from the date on which the cause of action arises.” 5 U.S.C. 8§ 552a(g)(5). In cases all

violations of § 552a(b) or § 552a(e)(7), an indual may pursue damages under the Act, but the

court must determine that “the agency acteadnmanner which was intentional or willful.” 5 U.S.C.
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8 552a(g)(4). Exhaustion of remedies is not required for damages suits under the Privacy

Diederich v. Dep’'t of Army878 F.2d 646, 647—-48 (2d Cir. 1989)

2. Statute of Limitations
Pursuant to the Privacy Act, 5 U.S.C. § 552a(g)(5), “[a]n action to enforce liability un

this section . . . may be brought within two ydeaosn the date on which the cause of action arises|

The statute of limitations begins to run whka plaintiff knows or should have known about the

alleged violationLockett v. Potter259 F. App’x 784, 787 (6th Cir. 200&)ja v. U.S. Army Corps
of Engineers440 F.3d 1122, 1135 (9th Cir. 200Bgvis v. United States Dep't of Justie®4 F.3d
723, 726 (7th Cir. 2000)ijerina v. Walters821 F.2d 789, 797-98 (D.C. Cir. 198Bgrgman v.
United States751 F.2d 314, 316 (10th Cir. 1984). Section 55¢ajgrants a private right of action
“againsttheagency” alleged to be in violation of the Act. (emphasis addeg)also Windsor v.
The Tennesseanl19 F.2d 155, 160 (6th Cir. 1983). Thus,dhase of action accrues when plaintiff
“knows or should have known” thaparticular agencys in violation of the Act. An exception to

the limitations period may arise when “an agencyraterially and willfully misrepresented any

Act

Her

information required under this section to be disclosed to an individual and the information so

misrepresented is material to establishmenteliftbility of the agencto the individual under this
section.” 5 U.S.C. 8§ 552a(g)(5). In that circumstgrthe plaintiff may bring an action within two

years of his discovery of the misrepresentatidn.

There is a split in the circuits as to whether the Privacy Act’s statute of limitationg
jurisdictional in nature. The Seventh and Tenth Circaige held that a plaintiff’s failure to file suit
within the Act’s limitations period deprives casiof subject matter jurisdiction over the s@iee
Diliberti v. United States317 F.2d 1259, 1262 (7th Cir. 198Hgrrell v. Fleming 295 F.3d 1292,

1293 (10th Cir. 2002). The Distriof Columbia Circuit and the Nth Circuit, on the other hand,
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take the opposite view in light tfe Supreme Court’s decisioniwin v. Dep’t of Veterans Affairs
498 U.S. 89 (19905ee Chung v. US Dep't of Justi@83 F.3d 273, 278 (D.C. Cir. 200Rouse
v. United States Dep’t of Stat&67 F.3d 408, 415-16 (9th Cir 2009)Irwin, a Title VII case, the
Supreme Court announced that as a general rule, “the same rebuttable presumption of eq
tolling applicable to suits against private defartdahould also apply guits against the United
States.Irwin, 498 U.S. at 95-96. Followirigvin, courts have held that for thavin presumption
to apply, “the type of litigation assue must not be so peculiagiyvernmental that there is no basis

for assuming customary ground rules app{ytiung 333 F.3d at 277%&ee also United States v.

uitab

Brockamp 519 U.S. 347, 350 (1997) (finding tax refund suit and private suit for restitution

“sufficiently similar” to warrant application dfwin presumption). This court agrees with the court
that have adopted thevin approach and have held that Privacy claims are sufficiently similar

to privacy tort claims to trigger the application of thein rule. Because the court finds that the
statute of limitations is not jurisdictional, the@t declines to decide the Defendants’ Motion undg

12(b)().

Alternatively, Defendants seek dismissal on the statute of limitations ground pursua

Rule 12(b)(6). The statute of limitations defefreay be raised on a motion to dismiss under Rule

12(b)(6) when it is apparent from the face ofcbmplaint that the time limit for bringing the claim

has passedHoover v. Langston Equip. Assoc., [r858 F.2d 742, 744 (6th Cir. 1992). In general

l*2)

-

Nt to

a court may not consider facts outside the complaint and any exhibits attached to a motjon tc

dismiss for failure to state a clailamini v. Oberlin Coll. 259 F.3d 493, 502 (6th Cir. 2001).
However, a court may consider public recordsttens of which a court may take judicial notice.

Jackson v. City of Columbus94 F.3d 737, 745 (6th Cir. 1999).
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In the instant case, Defendants argue treatitite of accrual was January 8, 2006, when she

was briefly detained at the U.S.—Canada bol@sfs.” Memo., p. 30.) On that occasion, however
Plaintiff alleges that her interaction was with GBRomponent of the DHS, not with the FBI. (Am
Compl., 1 1.) Following this encounter, Plaintifétl a FOIA and Privacy Act suit against DHS ang
CBP on June 15, 2006d(at 1 2.) In her Complaint, Plaintidflleged that as a result of the FOIA
litigation inShearson,Ishe was provided documents by califisr CBP/DHS on July 7, 2008, and
that upon review of those documents, she “learnethé&first time that she is specifically listed as
a ‘POSITIVE VGTOF,” which she subsequentiarned was “an intelligence database maintaing
by the Federal Bureau of Investigationid.(at § 3.) Plaintiff alleges that “[p]rior to receiving the
July 2008 documents Plaintiff had no idea whatrexy had entered her into the VGTOF list an
thus could not lodge a Privacy Act claimaagst the originating/nominating agencyld.(at § 70.)

She alleges that “July 7, 2008 marks the datettiealPlaintiff learned of the FBI's involvement in

maintaining records on the Plaintiff.rd¢ at 7 4.)

However, courts have held that for statutéiroftations purposes, “the relevant fact is nof
when the plaintiff first had physicalossession of the particular records, but rather when he fi

knew of the existence of the recordsilibertiv. U.S, 817 F.2d 1259, 1262-63 (7th Cir. 19&8e

also Ertell v. Dep’t of the Army626 F. Supp. 903, 908 (C.D. Ill. 1986). In this case, filings in

Shearson tlemonstrate that Plaintiff should have knafalleged violations as early as 2006. The

Shearsonftilings are matters of public record, and Btdf referenced the lawsuit in her complaint.
See Jacksqri94 F.3d at 745. IBhearson,IPlaintiff brought suit under the Privacy Act, alleging
that “DHS/CBP may have violated the ‘routine use’ provision of the Privacy Act by definition &

in that its sharing of informationith the TSC is not properly documente8earson,IPlaintiff's
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Mem. in Opp. to Summary Judgment, p. 68 ((XB:1) (filed December 21, 2006). Indeed, in 2004

Plaintiff argued that records from the TSC should be searched because,

It is evident that DHS and others, through its agency’s role at the Terrorism

Screening Center [TSC], maintains “records” above and beyond what is helg
CBP through [Interagency Border InspeatiSystem] and TECS . . . [and] itis clear
that DHS staff are actually detailed te therrorism Screening Center (TSC) whos
mission it is to maintain some of the ret®the Plaintiff is seeking, records which

it now seems are most likely to haveeln exchanged between DHS/CBP and the

TSC, which is overseen by the FBI along with the DHS.

Id. at 26;see also ShearsonDefendants’ Motion for Summary Judgment, p. 1 (Doc. 18) (fileo

October 6, 2006) (stating that “[d]uring primargjection, a name query of Ms. Shearson result
in a TECS hit for being a suspected terroristhus, by this point in 2006, Plaintiff should have

known of possible violations of the Act by tR81 and therefore should have brought her claim

within the year 200&ee Villescas v. Richardsdi24 F. Supp. 2d 647, 659 (D. Colo. 2000) (statute

of limitations began to run when plaintiff reged declaration in another lawsuit describing
disclosure of records, even thoughiignot receive actual documentglangino v. Dep’t of Army
818 F. Supp. 1432, 1437 (D. Kan. 1993) (“Although glffimay not have known for certain the
identity of the sources developed in the security clearance investigation, he clearly had suffi
knowledge to put him on notice thet error or errors may haveigbed in his military records.”)
Because the court finds that Plaintiff’'s claims are time barred, it need not reach the mer

Defendantstes judicataargument

3. Failureto State a Claim Under the Privacy Act

Even if Plaintiff's claims are properly befotiee court, Plaintifhas nevertheless failed to

state a claim upon which relief can be granted. Riaintiff alleges that records of her “travel and
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First Amendment protected activities were mairgdim violation of 5 U.S.C. § 552a(e)(7)” (Am.
Compl., T 65), which prohibits agencies franmaintaining records describing an individuals’
exercise of his or her First Amdment rights. However, in her Colamt, Plaintiff fails to identify
any record maintained by the Defendant thwatld fall within the prohibition at 5 U.S.C. §
552a(e)(7), and thus the court finds that mi#i has failed to state a claim for improper
maintenance under 8 552a(e)@¢e Falwell v. Exec.flice of the Presidenfi58 F. Supp. 2d 734,

742 (W.D. Va. 2001) (“In his complaint, Falwelbdnot allege what records violate § 552a(e)(7).”

Second, Plaintiff’'s claim that the “FBI vthe TSC” has improperly disseminated record

L2

about her in violation of the Privacy Act is alsot cognizable because the information allegedly
disclosed falls within a “routine use” exceptiorthe Privacy Act. 5 U.S.C. 88 552a(b)(3), (e)(4)
A “routine use” is defineds the use of a record “for a pose which is compatible with the
purpose for which it is collected.” 5 U.S.C. 8 5G8947). The Privacy Act requires an agency to
publish “routine uses” of its Privacy Act systemsrefords in the Federal Register. 5 U.S.C. B
552a(e)(4). Pursuant to this requirement, FBI/@6lished routine uses that allow for the sort of
disclosure that has been alleged to have occurred here, i.e, dissemination of watchlist informatiol
to CBP officers to facilitate thelborder security responsibiliti€See70 Fed. Reg. 43715-01, 43717
(defining routine use of records maintained ie TSDB to include disclosure of information to

other federal, state, or local agencies or other organizations engaged in terrorist screening)

Because Plaintiff's improper dissemination cléaifs within the cited routine uses, and are
thus permissible under the Privacy Act, Plaintiff has failed to state a claim for imprdgper
disseminationSee Mangino v. Dep't of the Arndp94 WL 477260, at *6 (D. Kan. Aug. 24, 1994)
(Rule 12(b)(6) dismissal of claim for discloswerecords pertaining to plaintiff's challenged
security clearance that fell within the agency’s prescribed routine daek§on v. FBI2007 WL
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2492069, at *8—*9 (N.D. Ill. Aug. 28, 2007) (Rule 12(b)d@missal of claims that U.S. Attorney’s

Office improperly disclosed plaintiff's speciagent application which was covered by agency’

(2]

routine uses).

Lastly, in order to obtain damages for aemgy’s improper maintenance or disclosure of
records, as Plaintiff seeks to do here, she mstsiblish that Defendants intentionally or willfully
maintained or disclosed these records in violabioiihe Act, and that this conduct had an adverde
effect on her, causing her actual damage5 U.S.C. 88 552a(g)(1)(CP), (9)(4)(A). Under

Sixth Circuit precedent, the “intentional” or “will’ standard is “somewhat greater than gros

[72)

negligence- either by committing the act withowgrds for believing it to be lawful, or flagrantly
disregarding others' rights under the [Privacy] ABEaven v. United States Dep’t of Justig22

F.3d 540, 549 (6th Cir 2010) (quotats omitted). This standard is high, reserving “civil liability
only for those lapses which constituted an extraordinary departure frodasda of reasonable

conduct.”Kostyu v. United State$42 F. Supp. 413, 417 (E.D. Mich. 1990).

Here, Plaintiff makes no allegation from whione could reasonably infer that the FBI o
TSC maintained or disclosed records relating towegchlist status in flagrant disregard of he
rights under the Privacy Act awithout grounds for believing such actions to be lawful.
Accordingly, Plaintiff has failed to state a claim for damages under the Privacy Act.

V. CONCLUSION

Fortheforegoincreasons Defendants Motion to Dismistis grantec (ECF No. 20.) Under
the circumstances of the case, Plaintiff has daite exhaust her remedi under Count Il and
therefore the court dismisses this claim withoejymtice. On Counts One, fide, and Four, Plaintiff

has failed to state a claim upon which relief can be granted. Finally, Plaintiff is barred from
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bringing Count Five, violation of the Privacy Abgcause the statute of limitations has expired fq

this claim.

IT 1S SO ORDERED.
/s SOLOMON OLIVER, JR.
CHIEF JUDGE
UNITED STATES DISTRICT COURT

September 8, 2011
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