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INTHE UNITED STATESDISTRICT COURT
FOR THE NORTHERN DISTRICT OF OHIO
Brandon Hausauer, et al., Case No. 1:20mc101
Plaintiffs,

VS JUDGE PAMELA A.BARKER

TrustedSec, LLC,
MEMORANDUM OPINION AND
Defendants ORDER

Currently pending is the Motion of Plaintiffs Brandon Hausauer, Caralyn Tada, Emily, B
Gary Zielicke, Emily Gershen, Whitney Anne Palencia, John Spacek, and Sara Sheinaftee
“Plaintiffs’) for Transfer, or in the Alternative, to Compel. (Doc. Ng. Defendant TrugdSec,
LLC filed a Brief in Opposition, to which Plaintiffs responded. (Doc. Nos. 9, 10.) For toheviog
reasonsPlaintiffs’ Motion iISDENIED.
l. Factual Background

In their filings before the Court, Plaintiffs state the following. On July 19, 2019, Cuital
announced a data breach involvitng exfiltration of the highly sensitive personal information ¢
over 100 million of its customerd.he data was obtained by an outside hacker who was later chg
with computer fraud and abuseVarious complaints alleging that Capital One failed to ta|
reasonable care to secure the sensitive information belonging to its cust@refded around th
country. The Judicial Panel on Multidistrict LitigatigiMDL”) transferred the actions to the Easte
District of Virginia whereDistrict JudgeAnthony John Trenga and Magistrate Judge John Ander
have presided over the litigatioBee In re: Capital One Consumer Data Security Breach Litigati

MDL No. 1:19md2915 (E.D. Va.)

. TrustedSec, LLC. Dod. 13
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In the MDL action Plaintiffs issued elevefil) Fed. R. Civ. P. 45 subpoenas to third par
entities that provided cybersecurity services to Capital One before the bhedcbntucted forensic
investigations into the causes of the breach, or that analyzed the personal custorthert deda
exfiltrated. One of these subpoenaed entities is Defendant herein, TrastddSewhich is located
in Strongsville, Ohio. Specifically, on May 21, 2020, Plaintiffs issued a subpoena to Truste
pursuant tdRule45 that sought the production of twerttyo (22)separateategories of documents
relating to the cybersecurity servicgsprovided to CapitalOne, including(but not limitedto)
documents relating tthe following: (1) the scope of services performed by TrustedSec for Cay
One, including any master services agreement, statenfembslkg and Amazon support services; (2
any written reports or other documentation concerning the work TrustedSec provided or propd
provide in connection with Capital One’s computer systems, security, and/or the data (Xete
identities of each of TrustedSec’s employees who consulted with or provided serviapgab@ne;
(4) communications regarding the data breach, Capital One’s data security, or@aggasecurity

vulnerabilities; (5) Capital One’s awareness of vulnerabilities in its compustéensy, and 6)

penetration testing of Capit@lne’s cybersecurity environments prio and after the breach. (Doc|

No. 1-3, Exh. 1.) TrustedSec agreed to accept service of the subpoena as of June 9, 2020. ([
Christopher Swing (Doc. No. ®}at § 3.)

On June 21, 2020, TrustedSec olgddio the subpoena onumerousbases including
relevancy undue burdenand proportionality. (Doc. No.-3 at PagelD# 685.) Counsel forthte

parties thereafter engaged in discussions to narrow the requests, including natievimeg frame
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for the requested document§Swing Decl. at § 6.) In early July 2020, TrustedSec began searc
for and assembling responsive documen®uwiifig Decl. at I 6Doc. No. 13 at PagelD# 78.0n
July 23, 2020, TrustedSec produced its master services agreement with Capital Onefatin a
consultingreports for its work, along with written information relating to (1) the dates that@dSec
provided network security services to Capital One, including the datgseoffictesting; (2) the
names of the TrustedSec employees that interacted with C@piaregarding penetration testing
services; and (3) the names of the Capital One employees that TrustedSeedhteitaategarding
penetration testing. (Doc. No. 8-6 at PagelD#s 219-229) (filed under seal).

On August 5, 2020, Plaintiffs proposed st lof 34 search term®r phrasedor locating
potentially relevant electronically stored information (“ESI¥WVith a few limited exceptions, each
of thesephrasedncluded iterations of certain words and letters coupled with the phrases “Cg
One” or “Cap One? (Swing Decl. at | 8; Doc. No-Bat PagelD#s 25960.) Plaintiffs requested
that TrustedSec run tisearch termagainst “sources of potentially relevant documents,” includi

email poth external and internal) and TrustedSec’s instant messaging serviceMdsitte(Doc.

! Plaintiffs agreed to narrow their request from a-fpe@r period to the period from 2018 to January 2020. (Doc. No.
atp.2,fn 1)

2 By way of example, some of the search terms or phrases originally proposedntiffsPiaclude the following: ()1
("Security Information and Event Management” OR SIEM) AND ("Capital One" @pit&lOne" OR "Cap One" OR
"CapOne"OR@capitalone.cojn (2) "Cloud Custodian” AND ("Capital One" OR CapitalOne" OR "Cap One" Q
"CapOné OR @capitalone.com); (3) (GuardDuty OR "Guard Duty") AND ("Cdptae" OR CapitalOne" OR "Cap
One" OR "CapOneOR@capitalone.coji4) ((IAM OR "identity and access management" OR "identity manageme
w/100 pemission*) AND ("Capital One" OR CapitalOne" OR "Cap One" OR "CapGDR"@capitalone.com); (5)
("instance metadata service" OR "IMS") AND ("Capital One" OR @#phe" OR "Cap One" OR "CapOne"
OR@capitalone.cojn(6) (Cyber* AND (budget OR spend*)) AND ("Capital One" OR CapitalOne" ORp'"Gae" OR
"CapOne"OR@capitalone.cojnand (7) (Encrypt* w/10 (data OR "PII" OR "personaltigntifiable information" OR
"personally identifiable information” OR (customer w/5 (information OR daf)3 OR bucket*)) AND ("Capital One"
OR CapitalOne" OR "Cap One" OR "CapOne" OR @capitalone.com). N2o@&2 at PagelD# 259.)
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No. 1-3 at PagelD# 81.) Plaintiffs also requested that, after running the sedrcisésgdSec provide
“hit reports for further potential revision of terms.Id.{

TrustedSec agreed to Plaintiffs’ proposed search teumhasserts that itlid notagree to
provide “hit reports (Swing Decl. at § 8 Doc. No. 13 at PagelD# 9) Plaintiffs objected, and
argued that the parties should engage in the following process: (1) TrustedSec shaolddirst a
search basednahe original search terms provided by Plaintiffs (2) TrustedSec shoulduthémrit
repors’ to determine the accuracy ofaseoriginal searcherms, 8) the parties should theavaluate
the results of the “hit rep@'tand cooperatéo developrevised search termé}) TrustedSec should
then run the revised search terms against its ESI databases; and, BhdliysfedSec should then
produce the documents generated as a result of the search using the eav@deteans. (Doc. No.
1-3 at PagelD# 89.JrustedSec declined to engage in this process, noting that it had already pro
all of the technical consulting reports that it had conducted for Capital Onge#tRthintiffs “have
still been unable to point [] to any evidence thaistedSec provided consulting services pertaini
to the compromised system at issue in the subject lawstdt. at(PagelD# 91.) TrustedSec furthg
indicated that “hit reports” are not the “natural byproduct” of the work commenced kg d®es in
response to Plaintiffs’ subpoenad.|

Plaintiffs continued to insist that TrustedSec provide “hit reports,” stanipllows “We
renew our request for information on the methods used for searching TrustedSecosré& as
well as the hit reportsdm the initial search terms we proposed. We renew our request to see
hit reports (or whatever TrustedSec's methods return from the proposed searcartéimes)rovided
an opportunity to revise the initial terms as needed.” (Doc. NoatlPagel® 93.) On September

14, 2020, TrustedSeageed to “provide information regarding the methods used for search
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together with what TrustedSec’s methods return from the proposed search terots. N@D13 at
PagelD# 96.)

On September 24, 2020 rustalSec supplemented ipgodudion with its (1) internal email
captured by the search terni) all of its external email with Capital One; a8l correspondence
from its instant messaging service, MatterMossw{ng Decl.at T 9.) In addition, on thatame date,
TrustedSec confirmed that it “was able to run query reports in art &fdulfill putative class
plaintiffs’ counsel’s request for ‘hit reports.” (Doc. Ne3lat PagelD# 103.) TrustedSec provide
an excel spreadsheet with numbered worksheets showing the reklltsPldintiffs notethat this
report shows that 21 of the 33 search terms did not hit on any documents. (Doc. No. 10 at p.

TrustedSec states that, in total, it produced 1,827 documents containing 9,060
including over1,500 emails with attachments, “all of which identifies the history, substance
findings of TrustedSec’s work for Capital One and the key players involved.” (Doc. No. 9 jat
In an Affidavit attached to its Brief in Opposition, TrustedSec’s Chieécutive Officer David
Kennedyfurther states as follows:

6. It was requesteldat TrustedSec recover any data associatddtiét Capital

One engagement, which included a number of different systems including file
shares, SharePoint, chat software, electronic maiai@), and databases. In
addition, the search criteria waerformed over the entire Exchange
infrastructure utilizig Office 365 as well as needing to create custom
gueries through the SQL database through the chat software (MatterMost)
whichrequired extensive work in order to decrypt the SQL table structures
with the encryption keys and extract the appropriate search terms through the
database itself. TrustedSec has providedadiited search terms, results

docunents and data related to Capital One.

7. | am aware that TrustedSec produced the following types of documents and
information in response to the plaintiffs’ document subpoena:

» The identities of all custodians and sources of TrustedSec's ESI related to
Capital One
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» TrustedSec's master services agreement with Capital One with scope of
work, and all of the technical consultirgports prepared by TrustestSor
Capital One reflecting work performed by TrustedSec for Capital One;

» The results of TrustedSec’s work and what it reported to Capital One;

» All of TrustedSec's external email correspondence with Capital One;
TrustedSec's internal email correspondence returned from the search terms
and TrustedSec's instamessaging service, Mattermpsgturned from the
search terms; and query reports that contain information on the results of
running Plaintiffs' search mms aganst the agreed upon sources and
custodians of ESI pertinent to Capital One; and

* The resources Capital One allocated to. and any time constraints Capital
One imposed on, TrustedSec's work.

(Declaration of David Kennedy (Doc. No-19 at 11 67.) Mr. Kennedy furthestates that “[if took
TrustedSec personnel approximately 63 hours to g@enf the] information[requested]at an
internal cost of approximately $18.906.(1d. at § 10.)

On October 12, 2020, Plaintiffs provided a list of revised search terms and requestg
TrustedSec return search term results/hit reports for these new tiéhingwo days; i.e., by October
14, 2020. (Doc. No.-B at PagelD# 105.) This list of reed search terms contained another
search terms or phraseg¢Doc. No. 92 at PagelD#s 26263.) Most of these revised terms wel

identical to the previousermsbut omitted any reference to “Capital One” or “Cap Ohe(ld.)

3 Mr. Kennedyalsoavers that “Capital One had requested thasfEdSec destroy documents, and TrustedSec comp
with that request consistent with its contractual obligations with Capital One; hoWewstedSec was able to recove
and produce all of those documents to the plaintiff&d” 4t  9.)

4 For exampe, the revised search terms included the following: (1) ("Security Infammand Event Management” OR

SIEM); (2) "Cloud Custodian”; (3) (GuardDuty OR "Guard Duty"); (4) ((IAM OR "idgrdéind access management]

OR "identity management") w/100 persimn®*); (5) (“instance metadata service" OR "IMS"); (6) (Cyber* AND (budg
OR spend*)); and (7) (Encrypt* w/10 (data OR "PII" OR "persoragntifiable information" OR "personally
identifiable information” OR (customer w/5 (information OR data) OR s3 OR b)rkéDoc. No. 92 at PagelD# 262.)
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TrustedSec objected, asserting that “your revised search terms only broadesadieh@nes, by
removing any relationship whatsoever to Capital One (excepting [term8]L2Shereby rendering
them wildly overbroad.” (Doc. No.-3 at PgaelD# 107.) TrustedSec advised Rftsrthat it had
believed it had substantially complied with its obligations under the non-party subpliepa. (

On October 16, 2020, Plaintiffs sent an email to TrustedSec demanding that it (1) “cooj
in drafting mutually agreed search terms that return a reasonable voluesponsive documents;
(2) provide project names, internal terminology used by Tri&edn Capital One cybersecurity
projects, and identify how TrustedSec documents refer to Capital(&n&ooperate in using hit
reports torevise search terms through an iterative process to arrive at mutually agaeell terms
that target responsive documeht$4) “cooperate in some testing and quality control of t
documents identified by the search tefnfS) produce documents for the period January 1, 2018
June 1, 202046) ubstantially complete its production within 14 days of final agreed search te
and (7) make its production in compliance witle ESI protocol entered in the underlying MDL
litigation. (Doc. No. 13 at PgelD# 110.) TrustedSec declined, asserting that ialmeddyproduced
all the documents in its possession relating to its work for Capital One.

On October 28, 2020, Plaintiffs filed a Motion in this Cdorfransferto the MDL Courtor,

in the Alternative, to Compel TrustedSez comply with the subpoerfaDoc. No. 1.) TrustedSec

5 Portions of the Memorandum in Support of Plaintiffs’ Motion are redactedhddition, several exhibits attached tq
Plaintiffs’ Motion (i.e., Exhibits 4, 5, 7, 8, and 10 to the Declarationte¥& Six) aranot included on the public docket
but simply marked as “sealed.” (Doc. Ne3ht PagelD# 69, 70, 75, 76, 79.) Thus, in conjunction with its Motion
Transfer or Compel, Plaintiffs filed a Motion to File Documents under Seaic. (8o. 2.) On Octobe29, 2020, this

Court denied Plaintiffs’ Motion to Seal on the grounds that Plaintiffd failed to “analyze, in detail, document by
document, the propriety of secrecy” with respect to the information they sougiinit sinder seal. (Doc. No. 5.) The
Court ordered Plaintiffs to either (1) file a noedacted version of their Memorandum in Support of Motion to Trans
with full and complete copies of Exhibits 4, 5, 7, 8, and 10; or (2) file a supplementahbtipfovides a more complete
and thoroup justification for their request to file under sedt.)( On November 2, 2020, Plaintiffs filed a Supplement
Brief in support of their Motion to Seal. (Doc. No. 6.) Shortly thereafteNovember 6, 2020, the Court issued §
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filed its Brief in Opposition to Plaintiffs’ Motion to Transfer or, in the Altdima, to Compelon

November 11, 2020. (Doc. N®.) Plaintiffs filed a reply in support of their Motion on Novembeg

18, 2020. (Doc. No10.) On November 19, 2020, TrustedSec was granted leave to filerepdur
instanter. (Doc. No. 12.) Thus, this matter is now ripe and ready for resolution.
. Analysis

In their Motion, Plaintiffs argue that transfer to the MDL court is wae@rtecause that
court “is familiar with the complex issues, has a strong interest in managin@petute, and can
betteravoid inconsistent rulings in other districts where subpoenas are pending.” (Da&el Hop.
3.) Inthe alternative, Plaintiffs assert thatistedSec should be ordered to comply with the subpo

because the requested information is relevant and the subpoena is not unduly burdddsatrt.

15.) Plaintiffs ask this Court to ord@rustedSec t¢l) cooperate in drafting mutually agreed sear¢

terms;(2) provide project names, and internal terminology used by TrustedSec for Capgta
cybersecurity projects and identify how Trusted8ocuments refer to Capital On@) cooperate

in using hit reports to revise search terms through an iterative procesyv¢oaammutually agreed

search terms that target responsive documéhfsoooperate in testing and quality control of the

documents identified by the search ter(B3use best efforts to complete this process on search tel
project names, and quality control testing within 7 days of this Court granting the Motion peICo
(6) produce documents for the period January 1, 2018 to June 1,&2@P(F,) sbstantially complete

its production within 21 days of this Court granting a Motion to Compel.a{ p. 15.)

Order granting in padnd denying in part Plaintiffs’ request to file certain documents and information @adle(Boc.
No. 7.) Plaintiffs were directed to file the requested documents and informatienagal, which they did on Novembe
9, 2020. (Doc. No. 8.)
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TrustedSec argues that transfer is inappropriate because it has substamtiplied with the
subpoenaand “the issues here are narrow and unique to this dispute [and] there is no thrg
inconsistent rulings that might otherwise warrant transfer.” (Doc. Nop92a} TrustedSec further
maintains that Plaintiffs’ Motion to Compel should be denied beciuses produced “all of the
documents it believes it has related to its work for Capital One” and “therathsg further to
compel.” (d. at p. 79.) In addition, TrustedSec maintains that Plaintiffs’ propdsedative”
process of running multiple searches and hit reports with revised search terspsapattional to
the needs of the case and would impose an undue butdeat (. 910.) Lastly, TrustedSec argue
that Plaintiffs have abused their subpoena power and should be required to paystedSec’s
expenses, including attorney fees, for having to “respond to Plaintiffs’ demands and defest §
Plaintiffs’ motion to transfer or compel and related filingdd. @t pp. 14-15.)

In reply, Plaintiffs argue that it is TrustedSec that has behaved unreasonably imgrésus
engage in a&ooperative proceds develop and ref@search terms through the use of hit reporf
(Doc. No. 10 at p. 12.Plaintiffs argue that “every other entity in the MDL” has agreed to the sez
methodology proposed herein and TrustedSec’s opposition is “frivololas)” Klaintiffs argue that
they (as opposed to TrustedSec) should be awarded attorney’s fees “for being putsk thfe
bringing this Motion.” [d.)

The Court will first address Plaintiffsequest for transfer under Fed. R. Civ. P. 45(f).

A. Motion to Transfer

Federal Rule of Civil Procedure 45(f)rovides as follows:

8 FederalRule of Civil Procedure 45 provides a mechanism for parties to an action ta digedvery, including
production of documents and deposition testimony, from a nonjsetyKennedy v. Carus?020 WL 2815137 at * 1
(M.D. Tenn. May 5, 2020). A subpoena under Rule 45 “must issue from the court wheréthésgnding.” Fed. R.
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(f) Transferring a Subpoena-Related M otion. When the court where compliance is
required did not issue the subpoena, it may transfer a motion under this rule to the
issuing court if the person subject to the subpoena consents or if the court finds
exceptional circumstances. Then, if the attorneyafperson subject to a subpoena is
authorized to practice in the court where the motion was made, the attorney may file
papers and appear on the motion as an officer of the issuing court. To enforce its order,
the issuing court may transfer the order ® ¢burt where the motion was made.
In evaluating whether there are “exceptional circumstances” warranting trdfigferprime concern
should be avoiding burdens on local nonparties subject to subpoenas, and it should not be g
that the issuing court is in a superior position to resolve subpetatad motions. Advisory
Committee Notes, Fed. R. Civ. P. 45 (2013 AmendneHiswever, in some circumstancasnsfer
may be warrantedin order to avoid disrupting the issuing court's management of the underl
litigation, as when that court has already ruled on issues presented by the motioraoretihesaes
are likely to arise in discovery in many distrittel. Transfer is appropriate only if such interes
outweigh the interests of the nonparty served with the subpoena in obtaining local resolution
motion. Id. See also Parker Compound Bows, Inc. v. Hunter’s Manufacturing Cq.20%5 WL
7308655 at * 1 (N.D. Ohio Nov. 19, 2015).
The proponent of transfer bears the burden of showingektitordinarycircumstances are
present. SeeAdvisory Committee Notes, Fed. R. Civ. P. 45 (2013 Amendments). In determi
whether transfer is appropriate under Rule 45(f), federal courts have consideratiexr of factors,

including “’case cmplexity, procedural posture, duration of pendency, and the nature of the is

pending before, or already resolved by, the issuing court in the underlying litigatRarker

Civ. P. 45(a)(2). A person seeking to enforce or challenge a subpoena must do sodnritfier ¢the district where

compliance is required.” Fed. R. Civ. P. 45(d)(3)(A). Here, the instant submoénsstedSec was issued by the MDL

court; i.e., the United States District Court for the Eastern District of VirgifirastedSec, however, is located in thi
District. Because compliance is required in this District, Plairfiléd the instant action in this Court.
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Compound Bows, Inc2015 WL 7308655 at * 1 (quotintudicial Watch, Inc. v. Valle Del Sol, Inc
307 F.R.D. 30, 34 (D.D.C. 2014)5ee also e.g., Fed. Home Loan Mortgage Corp. v. Deloittq
Touche LLR 309 F.R.D. 41, 44 (D.D.C.2015). The decision of whether to transfer is discretio
See, e.g., Federal Trade Commission v. A+ Financial Center, 20C3 WL 6388539 at *-3 (S.D.
Ohio Dec. 6, 2013Moon Mountain Farms LLC v. Rural Community Insurance @@l F.R.D. 426,
429 (N.D. Cal. 2014).

Plaintiffs argue that exceptional circumstances warrant transfer of thetinsspute to the
MDL court. They maintain that the “MDL court is better positioned to assesdishiste” because
the Capital One data breach case is both proagiand substantively complex and has beq
pending for more than a year. (Doc. Nel &t p. 5.) Plaintiffs note that “the MDL court has alreac
made three rulings involving privilege and work product disputes related to” two other cybigrse
third-party subpoena recipients and, therefore, that court “developed an understanding afidhe
predicates implicated in the subpoena disputéd’ 4t p. 6.) Plaintiffs further assert that transfs
would prevent the likelihood of inconsistent rulings“mtertwined Capital One and thiphrty
discovery issues.” Id.) Plaintiffs statethat they have served 11 subpoenas on-{hartly entities
that provided cybersecurity services for Capital One and that “the risk of is@arisulings” is high
absenttransfer. [d. at p. 7.) Finally, Plaintiffs maintain that “there is no burden imposed
TrustedSec in transfer to the issuing MDL court” becaareeeedingsn that court are currently
being held remotely due to COVID-19ld(at p. 8.)

TrustedSea@rgues that transfer is not appropriate because the instant dispute “is only
whether [it] already substantially complied with Plaintiffs’ subpoena” anchésgefore, a narrow

dispute that does not relate to awpstantive matters at issue in the Midigation. (Doc. No. 9 at
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p. 11.) Relatedly, TrustedSassertghat there are no “intertwined issues” with either Capital O
or any other notparties to the MDL litigation. 1d.) TrustedSec also argues that it is immaterial th
the MDL court hagaken upsubpoenaelateddiscovery motions garding privilege and work
productissuessince TrustedSec is not withholding any documents on that badisat p. 1112.)
Finally, TrustedSec argues that it would suffer an undue burden if this disprgerevesferred
because it “would be required to retain local counsel, and local counsel would haatyze dhe
facts and law to properly defend TrustedSec against Plaintiffs’ motion, all aioadtiand
duplicative expense to TrustedSecld. @t p. 12.)

For the following reasons, the Court finds that Plaintiffs have failed to demons
extraordinary circumstances warranting transfer to the MDL court. FirsCahet agrees with
TrustedSec that the instant dispute is not intertwined withthenoeise relate to, any procedural or
substantive issues being litigated in the MDL litigation. The primary issue hemetisex TrustedSec
substantially complied with the subpoena when it failed to engage in the “iteratoesgt proposed

by Plaintiffs with regard to the production of TrustedSec’s ESI. Plaintiffs have failezhtorstrate

lat

trate

that thisnarrow, factspecificissue relates to any of the complex procedural or substantive issugs in

theunderlyingMDL litigation, nor have Plaintiffs demonstrated that the MDL court is in a supe

position to resolve the instant dispute. Moreover, although the MDL court has apparedtiynrule

several privilege and work product disputes relating to thirdy pamtities no such isses are
presented by the instant Motion. Indeed, TrustedSec expressly states that it ifmaitling any
responsive documents on the basisitifer attorneyclient privilege or work product. (Swing Decl

(Doc. No. 92) at 1 11.)
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The Court furtherihds that Plaintiffs have failed to demonstrate a risk of inconsistent rulif
Plaintiffs argue this risk is high because they intend to raise a spoliation igatding Capital One
with the MDL court rgardingthe fact that Capital One instructed TrustedSec to destroy cef
documents after the March 2019 breach. (Doc. Nbaip. 7.) TrustedSec’s CEO David Kenned
howeverexpressly averthat TrustedSec recovered and produced all such documents toff8lain
response to the instant subpaéngKennedy Decl. (Doc. No.-8) at § 9.) Moreover, although
Plaintiffs issued similar subpoenas to other Hpiadty cybersecurity entities, it has not demonstrat
that the Court’s resolution of the very specific discovery issueentlybefore it pees any risk of
inconsistent rulings warranting transfer.

Finally, the Court agrees with TrustedSec that transfer would impose an undue bAsde
noted above, the Advisory Committee Notes to Rule 45 caution that “[tlhe prime concern sho
avoiding burdens on local nonparties subject to subpoenas.” Advisory Committee Notes, Fed.
P. 45 (2013 AmendmentsiHere, should the Court transfer this dispute, TrustedSec will be requ
to defend against Plaintiffs’ Motion in the Eastern District ofgifiia. TrustedSec avers (ang
Plaintiffs do not contest) that this would require it to find and hire local counsel and gaeatt
fees associated with getting local counsel up to speed on the instant dispute. Utidartisances
presented, the Court finds that the balance of interests does not “outweigh thesiofeheshonparty
served with the subpoena in obtaining local resolution of the mbtidn See also Parker Compoung

Bows, Inc. 2015 WL 7308655 at * 1.

" Specifically, Mr. Kennedy avers that: “Capital One had requested that TrastddSroy documents, and TrustedSe
complied with that request consistent with its contractual obligations with Capitah@meve, TrustedSec was able to
recover and produce all of those documents to the plaintiffs.” (Kennedy Decl.NDo@1) at 7 9.)
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Accordingly, and for all te reasons set forth above, the Court finds that Plaintiffs have fg
to demonstrate extraordinary circumstances warranting a transfer to thechDl Plaintiffs’
request to transfer is, therefore, denied.

B. Motion to Compel

Alternatively, Plaintifs argue that the Court should compel TrustedSec to comply with
subpoena. (Doc. No-1at pp. 915.) Plaintiffs assert that the requested information is relerah
is not limited to testing of the particular vulnerability the hacker usedctmess Capital One’s
consumer information in the 2019 breacld. @t p. 9.) Rather, Plaintiffs assert thtdte subpoena
also seeks relevamtformation regardinghe “budget TrustedSec requested versus what Capital
provided; the amount of time TrestSec needed for the testing versus what Capital One permi
and the types of testing services TrustedSec suggested versus what Capital One.’pridaic p.
12.)

Plaintiffs further argue that requiring TrustedSect to engage in an “iterativetegs to
develop and refine ESI search tertnscapture this information does not impose an undue burg
(Id. at p. 13.) Citing Appendix K of this District's Local RufeBjaintiffs assert that “[t]he use of
agreed search terms is an approach torelgictdiscovery used in this district.Td() Plaintiffs argue
that, although they proposed the initial search terms, “that does not change thatfdut terms

were not agreed, not final, and not tested to see if they returned responsive docufoeats

8 Appendix K is entitled “Default Standard for Discovery of Electronicallyr& Information.” It provides, in relevant
part, that “[t]he court expects the parties to cooperatively reach agreement tindumduct ediscovery.” App. K, Para.
1. AppendixK further states that: “If the parties intend to employ an electronic seargtate relevant electronically
stored information, the parties shall disclose any restrictions as to scopetnud nvhich might affect their ability to
conduct a completdextronic search of the electronically stored informati®he parties shall reach agreement as to t
method of searching, and the words, terms, and phrases to be searched witstdreassithe respectivedéscovery
coordinators, who are chargedhviamiliarity with the parties’ respective systems.” App. K. Para. 6.
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TrustedSec used them for collection and productioid. at p. 14.) Plaintiffs assert that runnin

)

additional searches based on revisedrch terms would not impose an undue burden on TrustedSec

and that it should be required to cooperate in drafting mutually agreed search terms, pojatte
names and internal terminologygoperate in using hit reports to revise search terms, and enga

testing and quality control of the documents identified by search tefthk. (

pr

je in

TrustedSednsists thait “has produced to Plaintiffs what it believes are all of the documgnts

in its possession related to its work for Capital One” and “there is nothing fustbemipel.” (Doc.
No. 9 at pp. 1, 7.) It notes that “Plaintiffs have not identified any specific dodtsmeinformation
that they are looking for from TrustedSec or have reason to believe exist relatediab Qapias a

basis for further discovery.” Id. at p. 7.) TrustedSec emphasizes that it engaged in good

faith

negotiations withPlaintiffs’ counsel for over four months and has produced over 9,000 pages of

documents in response to the subpoena at isklat pp. 12.) TrustedSec argues that “such dilige
cooperation does not merit forcing a subpoena recipient to engageadeéinite ‘iterative process’
in search of more documents for which there is no reason to believe they dglisaf' p( 8.)

In reply, Plaintiffs argue that “TrustedSec’s belief about what ESI agistbined to the ESI
collected with the deficierdearch terms.” (Doc. No. 10 at p. 4.) They assert that TrustedSec
conducted no investigation into what ESI exist beyond what it collected from the defeaeci s
terms and makes no such claims of investigation in its supporting declaratidthg.” P(aintiffs
repeatedly complain about TrustedSec’s failure to engage in a cooperative pfoassg Ghit
reports” to refine the ESI search terragyuing that “TrustedSec’s search methodology combined
worst of both worlds by using untested, draft terms that resulted in the production of us

documentsand at the same time provides no confidence that relevant, responsive, and propg
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documentéiave been producéd(ld. at p. 7.) Plaintiffs assert that this Court shouleépiidustedSec
to comply with the subpoena because “the only substantial burden is of TrustedSec’s own mj3

(Id. at p. 8.)

aking

The scope of a subpoena issued under Fed. R. Civ. P. 45 is “subject to the general relevan

standard applicable to discovery under Fed. R. Civ. P. 26(b)(Retham Equip. Co. v. Deere ang

)

Co., 2007 WL 2873981 at * 4 (E.D. Mich. Sept. 24, 2007). Although irrelevance or overbreadth are

not specifically listed under Rule 45 as a basis for quashing a subpoena, coweth€lhtlat the
scope of discovery under a subpoena is the same as the scope of discovery under Rerel 26K
v. Total Quality Logistics275 F.R.D. 251, 253 (S.D. Ohio 2011 addition, acourt must quash
any subpoena that imposes an undue burden or expense on the person subject to the subpd
to allow reasonable time to comply, requires compliance beyond the geograyisiofiRule 45, or
requires disclosure of “privileged or other protected matter, if no exceptionervegiplies.” Fed.
R. Qv. P. 45(d)(2), (d)(3)(A)(iXiv). SeeB.L. Schuhmanr2020 WL 3145692 at * 2 (W.D. Ky. June
12, 2020).

Whether a subpoena imposes an undue burden should be a4sessedespecific manner

considering ‘such factors as relevance, the need of tlye fearthe documents, the breadth of the

document request, the time period covered by it, the particularity with which the documeen
described and the burden imposedri’re: Modern Plastics Corp890 F.3d 244, 251 (6th Cir. 2018
(quotingAm. Elec.Power Co., Inc. v. United States91 F.R.D. 132, 136 (S.D. Ohio 19998¢e
also Baumer v. Schmidt23 F.Supp.3d 393, 398 (E.D. Mich. 2019) (“To determine whether a bu
is undue, a court must balance the potential value of the information to the party seagaigst

the cost, effort, and expense to be incurred by the person or party producing it.” (EDAv.
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Ford Motor Credit Co, 26 F.3d 44, 47 (6th Cir. 1994Arriola v. Commonwealth of Kentuck3020
WL 6568848 at * 1 (E.D. Ky. Nov. 9, 2020l making this assessmefiicjourts must ‘balance the
need for discovery against the burden imposed on the person ordered to produce documents,
status of that person as a nuemrty is a factor.”In re: Modern Plastics Corp890 F.3cat 251.

For the following reasons, Plaintiffs’ Motion to Compel is deniad.detailed in Section | of
this Opinion, TrustedSec workedth Plaintiffs’ counsein good faithfor over four monthgo comply
with the subpoena at issue. Plaintiffs do not dispute that, in response to the sulipostealSec
promptly produced its master services agreement with Capital One anthallexthnicalconsulting
reports for its work, along with written information relating to (1) the dates thiat&ddSec provided
network security services to Capital One, including the dates of specific t€R)itige names of the
TrustedSec employees that interacted with Capital One regarding penetraifapdesvices; and
(3) the namesf the Capital One employees that TrustedSec interacted with regarding pemet
testing. (Doc. No. 8-6 at PagelD#s 219-229) (filed under skaBddition TrustedSec searchéd
internal email, external email, and instant messaging service h&rggtsearch terms/phrases th
Plaintiffs themselves proposed on August 5, 2020. Many of these initial search terntpuitere
broad in scope and required TrustedSese@arch for all ESthat mentioned Capital One asdch
topics as “identity managemehtyber budgets and spending, data encryption, vulnerabilities
cardholder data environments, exfiltration risks, cyber maturity, and data leestmra. (Doc. No.
9-2 at PagelD#s 259-260.)

TrustedSec performed the search criterigefahe entireExchange infrastructure,” requiring
it “to create custom queries through the SQL database through the chat software @datidrich

required extensive work in order to decrypt the SQL table structures with the iemcigys and
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extract the apmpriate search terms through the database fts@diennedy Decl. (Doc. No.-2) at

1 6.) After conducting this search, TrustedSec supplemented its production with over 1,800

and messages. (Swing Decl. (Doc. N@)@t{ 10.) Mr. Kennedysubmitted a Declaration regarding
the substantial time, effort, and expense involved in responding to the subgstmating that it

took TrustedSec personnel 63 hours to gather this information at an internal cost of .$1
(Kennedy Decl. (Doc. No.-2) at T 8.)Mr. Kennedy further avers that “TrustedSec has provided
related search terms, results, documents, and data related to Capital|@ret.| 6.)

Plaintiffs now complain that the search terms that theynselvegproposed are “deficient”
and that the documents produced by TrustedSec as a result of that search ase™&xes No.
10.) As TrustedSec correctly notes, however, Plaintiffs have not identified anycsgeciiments
or information (or categories of documents or informatibiat they believe may exist bueve not
produced® Rather, Plaintiffs simply appear to be dissatisfied with the results of Trested®arch
and now seeto broaden the search terms to inclabeumentselating to a host dbpics regardless
of wheher those documents hawmy specificconnection to Capital One. ledd, in their October
12, 2020 revised search terms, Plaintiffs delete all refeseloc€apital One and demand thg
TrustedSec run searches for such general topics as “security inforraatl event management,
“identity and access management,” cyber budgets and spending, exfiltration risks, 3@er

maturity, log w/20 retention, cardholder data vulnerabilities, and data loss prevention N¢D8c

9 Plaintiffs complain that they are entitled to information regardingBtidget TrustedSec requested versus what Cap
One provided; the amount of time TrustedSec needed for the testing versus wtet@eppermitted; and the types o
testing services TrustedSec suggested versus what Capital One pfoyded No. X1.) However, Plaintiffs do not

explain why they believe this information would not have been captured througtedSec’s searches using Plaintiffs

initial 34 search terms. Indeed, several of these terms would appear to gxpedsde such information, such as the
search term “cyber* AND (budget OR spend*)) AND (“Capital One” OR “CapitalOne™Cép One” OR CapOne”
or @capitalone.com).
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2 at PagelD#s 26262.) The Couragrees with TrustedSec that Plaintiffs’ revised search terms
extremely overbroad and not proportional to the needs of the case.

The Court also rejects Plaintiffs’ argument that Appendix K to this Court’s| LRckes
requires TrustedSec to engage in the “iterative” process it proposes. Appendixdftsetdefault
standard for conductingaiscovery forpartiesto lawsuits in this District.TrustedSec, however, is|
not a party to the underlying MDL litigation. It is a Rparty recipient of &Rule 45 subpoena
Plaintiffs cite nobindingauthority that TrustedSec is bound by Appendix K under the circumstat
presented Nor have Plaintiffs cited any binding authority thatistedSe¢as a norparty subpoena
recipien) should be required to engagePilaintiffs’ proposedESI search process where it has alrea
incurred significant time and expense in searching its ESI using a broad set ofenseliplh terms
proposed by Plaintiffs themselvesthis is particularly the case where Plaintiffs haveethito
adequately demonstrate either that the documents already produced areensoffittiat additional
searches would be likely to uncover previously undisclosed responsive information. Und
circumstances presented, the Court finds that Plaimequest that TrustedSec be ordered to eng4
in an indefinite “cooperative” process of developing, refining, and running multiple additi
searches is not reasonable and would impose an undue burden on TrustedSec.

Accordingly, and for all the reasons set forth above, Plaintiffs’ Motion to Compehisdde
With regard to TrustedSec’s request for attorney fees in responding to Plaitffsh, this request
is denied While the Court ultimately disagrees with Plaintiffs’ positidirustedSec has not
demonstrated that Plaintiffs’ Motion was frivolous or otherwise so merittets \warrant an award

of attorney fees.
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[1. Conclusion

Accordingly, and for all the foregoing reasons, Plaintiffs’ Motion for Transfer, or in the

Alternative to Compel (Doc. No. 1) is DENIEDIrustedSec’s request for attorney fees is DENIE

This action is hereby terminated.

IT I1SSO ORDERED.

s/Pamela A. Barker
PAMELA A. BARKER
U. S. DISTRICT JUDGE

Date: November 20, 2P0
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