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State of Catifornia Business, Transportation and Housing Agency

Memorandum

Date: February 1, 2007

To; Ms. Susan Kennedy, Chief of Staff
Office of the Governor
State Capitol

Sacramento, CA 95814

From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Protective Services Division

File No.: 020.9261.12912.01

Subject: GOVERNOR’S OFFICE COMPUTER SYSTEM INVESTIGATION

Attached is the reczntly completed investigation conducted by the California Highway Patrol (CHP),
Protective Services Division, regarding the security and vulnerability of one of the Governor’s
websites. The investigation is being forwarded for your review and any action you may deem

necessary.

As you are aware, the investigation focused on the security of the Governor’s “Speeches™ website
and the downioading of a digita! file containing private conversations between the Governor and his
staff. That digital file was eventually edited, and a portion of the file had been sent to the

Los Angeles Times newspaper. Additionally, the investigation focused on how the private
conversations were inadvertently uploaded to the website. The atiached report provides the details of
the investigation and its findings. Our investigation concluded that the digital file ir. question was
placed on the Governor's website in a manner consistent with previous practices and without

criminal intent by the Governor’s staff. Normal protocol was adhered to in the uploading of the

digital file to the website.
Furthermore, an analysis of the computer syster by the CHP’s Computer Crimes Investigation Unit

disclosed that access to specific unsecured files on the Governor’s website was accomplished by

individuals modifying a Uniform Resource Locator (URL). A URL, which is commonly called a
web address, is a string of characters conforming to a standardized format and refers to a resource on

the Intemnet by its location, Modifying the URL enabled the individuals to access and download
computer files throughcut the Governor’s webpage. While the system was not originally designed to
be aceessed in this manner, the modification of the URL in this instance did not constitute a criminal

offense.

Your support and cooperation in this investigation was appreciated. If you have any questions,
please contact me or Lieutenant Andy Menard at (916) 327-5451.

M. mmef
Artagem

Safé{y, Service, and Security

CHP 51W/3 (Rev. 11.881 QPP 076
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Swate of California Business, Trawsporiatiug 1ad Homsing Agency

Memorandum
Date: November 30, 2006

To: Proiective Senvices Division

Atlention: Chief M. I. Nivens

From: DEPARTMENT OF CALIFORNIA HIGHWAY PATRCL
Dignaitary Pratection Section
File No.: 023.014114
Subject: ANALYSIS AND RECOMMENDATIONS - GOVERNOR'S OFFICE

COMPUTER. SYSTEMS INVESTIGATION

5

On Septeniber 8, 2006, the California Highway Patrol’s (CHP) Protective Services Division
" {PSD) was contacted by the Governor’s Office regarding what they thought may be an illezal -
unauthornzed access of the Governor's “Speeches” website.

The Governcr’s Chief of StafE 2 indicated that the Governor’s “Speeches™ websts
had been compromised and that someone had downloaded fom the site a digital file containing
private conversations betweer the Governor and his staff. The digitai file had beex edited and =
portion was sent to the Los Angeles Times newspaper. During the meating, it was relat=d that 12
staff members of the Govemor’s Press Office had access to the “Speeches™ websiic and that the
site was password protected for use by the media. It was also related that the file was
inzdvertently placed onto the website. Three Internet Provider {IP) addresses were identiied as
accessing the “Speeches™ website and downloading the digital fils in question.

Information Management Division (IMD) assisted PSD with the investigation and conducted &
forensics analysis of the Govemor’s Office computer system. PSD conducted 12 interviews
from the Governor’s Office and the Angelides Campaign. IMD also collectsd images from 11
compuler workstations in the Governo:’s Office.

It was detenmined that en IP address zssociated with the Argelides Campaign hiad accessed the
Governor’s “Speeches” website hundreds of dmes. In examining how the website was accessed,
it was further detarmained that the holder of the IP address never used a password. This
prevented them from seeing any security/warning page.

The Attemey General’s (AG) Office was contacted for an opinion on whether a criminal act had
cecurred. The Deputy AG reiterated that the individaals who accessed the website usec the
practice of backward browsing. Thisisa process that is a common practice in the media.
Further, there appeared to be no security features in place which would have prevented aa
indivicual from accessing the website through bacicward browsing.

Safzty, Service, and Securizy

CHR 51'%F [Rev. 11-45) CRI1075
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Proieciive Seivices Division
Page 2
November 30, 2005

He incicated that if one additicnal individua! could gein access i a manner similar io the way
1hie subj=cis gained access, the aci world net be considered a cnime. ’

. Conclasion:

The investigation concluded that the digital file in question was placed on the Governor’s
“Speeches™ website in a manner consistent with previous practices and without criminal intent
by the Govemor’s steff. Noimal protocol was followed in uploading the digital file to fae
website,

The Governor’s “Speeches™ website was accessed by backwards browsing which does not :
censtitaie a crime.

The Governor’s “Speeches™ website was originally intended to iocad digital elips ofthie
Governor’s speeches and there were 110 secority measures in place which would prevent

backwards browsing. _ ’ :

Recommendstions:

The attached administrative report documents the incident and recommends that no charges be 5
filed in this case. Furthermore, the CHP has provided recommendat:ons tc ths Governor’ s sieif
to enhance the overall security of thelr computer network.

W.L. DONOVAN, CAPTAIN
Ceocmmander ‘



Case 2:06-cv-04925-ER  Document 68-11  Filed 07/18/2007 Page 6 of 18

Jul 12 07 02:09p

CHRONOLOGICAL SUMMARY:

State of California 9166578639 ' p.7

W

tn

'requested b

Sepiember 8, 2006, at 0943 hours, Chief Mike Nivens, Protective Services
Divisior: (PSD), was contzcied by , Governor's-Cffics,
regerding e “security and vulner ablhty" m" one of the Govemor's websiles
Specifically, the Govemncr’s *Speeches” website.

On Septemwber 8, 2006, Chief Scotl MacGregor and Officer George Vasilion,
Infonnatzo’z Mamgemcm Di v:sson (IMD) had a COl.'lClCl ce call with Chic:"

Calidomia Hz gnwa; Palr o! ("‘I—IP) mvolvement in the investi oaivon

On qcpiemoe:r 8 2006 at IAOO hous Chief Mac&egor Officer Lockhm., and

erver:
» 03-01_Speechwriting Meeting MP3 : E
» 03-03_Speechwriting Meeling. MP3 . o
» 03-07_Speschwriting Meeting. MP3

g was aole o Iocate on}y onc cf the ﬁles

-equested

e iy

03 Ol Speechwntmcr Meetxrg, was down_oaacd by ﬂ:uee separate IP addresses.

The IP addresses were:
= 69.236.165.97 ) X :
v 7526.22,172 . : :
> 70.133.83.182 | o

;g addiiionally made available to the CP_P measures which he used
to secure the “Speeches” Web server.

On Semﬂmbel 8, 2006, at 1630 hou:s Of.acer\/asxhou coliactea the aesk.op
corpuier hald drive which was assigned to S
Cfiice.

On September 9, 2006, at 1045 houls Officer Vasiliou imzaged the hard drive for
2 . Once the Image was completed, Officer Vasiliou conducied a recovery
search for ail audic and multi~inedia files. Severa! files were located, but nons
were a match to the files wques{cd
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6. September 11, 2006, 2 briefing was held a1 PSD to discuss the no>s1bla brf:ac]: uf
U*e Gc\ ermey s“SDe ches”™ website. Those in atiendance included, :

Farowed and gEteee from the Govemnor's Office. Represcntnu PSD ll]vlLC’.bd

Chief Nivens, Assi steat Chief Pat Burnett, Lisutenant Andy Menard and Officer
Scett Millspaugh. IMD was represented by Chief MacGregor, Lieuienant Paul
Congi and Officer Vasiliou. ey indicated izt the Govemor’s websiie
“Specches” ad been compromised and that somecne had downloaded from the
site a digital file containing private conversations between the Gevernor and his
siaff. That digital {ils had been edited and a portion of the digital file had been
sent to the Los Ange.es Times. During the meeting, it was related that 12 staff
members of the Governor’s Press Office have access io the “Speeches” website
and the site was password protected foruse by the media. 1t was alsc related the
file was inadveriently placed onto the website. Three Internet Provider addresses
were identified as accessing the “Speeches™ website axd downloading the digital
file in question. They consisted of 69.236.163.57, which accessed the information
on March 2, 2006; 75.26.22.172 which accessed the file on September 4, 2¢06,
and 70.133.83.182 which accessed the file two times cn August 29, 20046, aad two
iimes on August 30, 2006.

The definition of computer hacling as it appllas to this scenario was discussed at
length. It wes articulated by the personnel frarm IMD that this would notbe
considered hacking, noweter, mrther clarification would be obtained fron: the
Attomey Ueneral’s Cifice,

7. September 11, 2006, at 1430 hours, a conferencz call was heidregardnga
proposed media release from the Governor’s Office over what was believed to be
a breach of security. The conference call included members from the Govemor’s
stzff who were present at the earlier meeting, Chief Nivens, Assistant Chief
Bumett and Lientznant Menard from PSD. Also from the CHF were General
Counsel Jenathen Rothrnen, Chief MacGreqm. Lieuterant Cencl and Officer
Vasilicu of IMD.

Tt wes during this conference call that the Govermor’s Office asked the CHP to
look inio the IP address 70.133.83.182, as it was believed to belorg to the Phil
Angelides Caropaign websits. [t was related thet this was discovered by running
that IP acdress through the website IP-Lookup. com.

8. September 11, 2006, &t 1600 hours, a meeting was held at the Blue Anchor
Bu.ﬂazmz wlﬂ“ Chief I\&QCG” egoz Lleumlant Conal and Oﬂ' cer Vasiliou of IMD),

Infornatmn Technology Spemahst for the Governor s Office. In saealcmg with
it was leamed that there is a security/waming page that is seex if
an individual accesses the Governor's “Speeches™ website with a security code.

did a search on the IP address of 70.133.83.18Z. Itwas
determined that the IP address had accesssd the “Speeches” website bundreds of
times on August 29, 2006, and Augnst 30, 2006, It wes further determired that

Moo omo gy =t 47+ yerm = e vom s gt e
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the holder of the I address never used a password 1o access the website, which
preventiad them from ever seeing the securify/warning page.

On September 11, 26086, at 212C heurs, Officers Lockhart and Vasilior collesied
images of all the computer workstations in ke Govenor's Press Office. The
workstations were identified by the primary user and tag number. The following
is 2 list of workstaticns:

September 12, 2006, 2 meating was held at the Department of Justice, Attomey

Genzral’s Office, in order 10 get an opinion from Deputy Attomney Gerneral Robert

Morgesira regarding the posgibility of filing criminal charges against the

individual(s) who accessed the “Speeches” website. Those present &t the meeting :
includecd Chisf MacGregar, Lisutenant Congi, Officer Vasilion of IMD, end :
Lisutenant Merard znd Officer Millspangh of PSD. In the discussion, Mr.
Morgestra indicated that the individuals who accessed the websits ussd the
practice of backward browsing, a process that wes conion practice in the media.
There also appeared to be no security feztires which would prevent an individnel i
irom accessing the website using this method. He inficated if one additional i
dividual could gain access in a rnanner similar to the way the suspect had geined

access this wonld not be considered a crime, e steted that base? on the lack of

security features there was no stahite to charge.

. September 12, 2006, 1500 hours, & meeting was held at PSD with Chief

MacGregor, Lieutenant Coagi, Officer Vasiliou of IMD, and Chief Nivens,
Assistant Chief Bumett, Lieutenant Menard and Officar Millspaugh of PSD. A
discussion wes held regarding the opinions of the Deputy Attomey Gereral and
the lack of criminal charges which could be filed: The investigation was then
assigneq ana spiu petween the Cempurer Cnrnes Investigation Unit: and PSD.
The majcrity of the interviews were assigned to Officer Millspaugk of PSD, and
the compater forensic postion was assigned to the Computer Coimes Investigation
Urit. PSD wes also assigned the responsibility of obtaining an Admuinistative
Subpoensz to lock into the IP addresses and wko accessed the digital files on the
“Spesches” website, :
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12. Seplember 12, 2005, a1 1600 hours, Licutenan! Menard contacied Lieutenant Tim
Malone from the Cffice of Internal Affairs (G1A) regarding the possibility of 014
assisling in oblaining an Administrative Subpoena. Lieutenant Malone indizated
that GIA was the Cffice of Primary Inieresi in obiaining Administrative
Subpoenas and would look into the matier.

13. September 12, 2006, at 1600 hours, Officer Millspauph interviewed 1M
from the Governor’s Office on the telephone. The conient of the interview is
documented in Exhibit# 1.

14. September 12, 2006, at 1630 hours, Officer Millspaugh interviewc g8
B of the Governor’s Press Office on the telephone. The conLert of the ' f
interview is documented in Exhibit # 2.

15. September 13, 2006, at 0830 hours, a briefing was held 21 PSD witl Chief

"~ MacGregor, Lieutenant Congi, Officer Vasilion of IMD, and Chief Nivens,
Assistant Chief Burnett, Lieuterant Menard and Officer Millspaugh of PSD 1o
discuss the progress of the investigation.

16. September 13, 2005, at 1000 and 1300 hours, Officer Mili@a_lzh atiempted to
contact % at the A.lcehaas Cam}.a:g-.'i Ofiice to schedule interviews

oy

17. September 13, 2006, at 1415 hours, Officer "\ri..Isaaugn interviewed B 5
in the Govermor’s Press Ofﬁce The conem of the interview is :

documen*ed in ExIcbit #3.

18. September 13, 2006, at 1415 hours, a Coraputer Security Im:ldent Report was : :
talken by Ofﬁc T Dave Tate, I #16024, CHP ENTAC. B reported fhat ;
the Web server for the Governor’s Office had been mappmpnate]y accessed om - ;
JAugust 29, 30 and September 4™ 2006. The content of thelepor[ is documented
m Exhibit # 4.

19. September 13, 2006, at 1420 hours, Officer Millspaugh interviewad
in the Governor’s Office. The content of the interview is documented in

Exlibit # 5.

20. September 13, 2606, at 153§ hours, Officer Vasilicu met with
discuss events surrounding a suspected intrusion into the Goversor’s Oﬁ:lce Web
server htip://sneeches.gov.ce.gov/. The content of the interview is documented in

Exiibit # 1.

21. On September 13, 2.006, Sergeant Halbleib, and Officars ._.cclllan and Vasilion”

imaged the desktop workstation hard drives o
Governer’s Press Ofice.
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22, September 14, 2006, Liéutenant Malone contacted Lieulenant Menard znd
inquired intc the authorly the CHP has in conducling investigati ons of State
property and elecied officials. This information was needed in order fo asceriain
il the Cemumissioner of the CHP has the anthority io sign and issue an
Adminisirative Subpoena for an investigaiion outside of the CHP. He indicate
ihai OIA had contacted the Attorney General’s Office 1o ascertain if the requested
information fell within the parameters of an Admainisirative Subpoena.

althe Angclides

3. September 14, 2006, Officer Millspaugh contacted &
Camna:ga} Off ce to schedule inferviews with g
&} advised the camypaign’s atiomey, 18
JEYh) Ispaugh.

?4 Septem’om' 14, 2006 at 1019 hours, Officer Millspaugh inferviewed Z
State Lottery, on the telephone. The content of the ;mervzew 1s

in Bxlubit # 6.

docu:nent

25. September 14, 2006, at 1037 hours, Officer Vasiliov met with
frein the Governor’s Oiffice of Plammg and Research. The purpose of 1.11e
mesting was 10 clarify steps taken inthe post incicent release of a Movie Pichure

 Experis Group Audio File Layer 3 (MP3). The MP3 in question was identified as
({3-01 syech writing meeting. MP3. SS828S also related that fhereis a
logm page for an individnal to upload information onto the Govemnor’s website.
An individual who accesses the web51tebyus1ng the login page would also view a
waming page (Exhibit# 8). The person who accessed the MP3 file in quaston
never accessed the page through the login pags and, thereicre, never viewed the
werning page. The content of the intsrview is documented in Exhibit # 7.

in the

26. September 14, 2006, 2t 1100 houss, Officer Millspangh interviewed BB
Governor’s Press Oﬁ'lce The content of the interview is documented in

Exhibit #95.

27. Septerrber 14, 2006, 2t 1130 hours, Officer lelspanch interviewed 8
% in the Govemor’s Office. The content of the mterview 1s docnmented in
1ibit #10. - :

28. S T.Sl:l.:bﬂl 18, 1.006 Ofncar Mﬂlquagh was contacted b\

= aL her home The content of the mte,r\rzewmz.

doqumented in BExhibit#11.
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3¢). Sepiember IS, 2006, at 083C hours, a briefing was held at PSD witl: Chief
MecGregor, Lieutenant Congl, Officer Vasilion of MD, and Chief Nivens,
Agsistant Chief Bumeit, Lieutenani Menzrd and Officer Millspangh.

31.

dumented in 1L11 # 13

33 September 22, 2006 at 3310 houn' Officers Mﬂlspaugb and Vaszhou interviews

*e:ues ented h
E}{hﬂ]ﬂ 7 14.

34. Qctober 3, 2006, a briefing was held at PSD to diseuss elements of 502 PC and
the Department of Finance Rc—:pori’. Those in attendance included Assistant Chief |
Burrett, Lientenant Menard and Officer Millspangh from PSD. IMD was
represenisd b y As<1°tam Chief Reginald Chappelle, Sergeant hal'sheb and Officer
Vc.sﬂlou

35. December 4, 2004, a compact disc confaining recordings cf the Aimw iews was
booked inte evidence (#E20060431-025). Tne CHP 36 Evidence Form is
attached as Exhibit# 15. ; .

PORS—

T ey
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LA OF CaL uis,
BEEARTIOL ST GF Crd i QIRISbA FHSHVRY 037 1l
SUBJECT/WITNESS SUMMARY
CHP 7 (Rev 1140 OP!0&? Page 1]
NUMHBZ K DATE (M0, 1085 M) Thal: {»aLU) NFORRSAT IO RECE P [RERRTISIT) Tt s
1 {1 subject I wairess | 0871272006 1600 {Investigaior Millspaugl: 14114
AGE S
s I
TELEPHOML METHOD RESENED
Teiephone
BUSINESS ADDRESS TELEPRDNE EXRIBIT NNABER
State Cepitol Building, Roorg8is Sacramento, CA 95814 3 ]
COMMENTS
Sce the summary of the interviews with ¥ which are docymenied on the CHP 31 Memorandem,
Exhibit # 1.
BUMBZR DATE (MO, DAY, YR} TIME (2400; INFORMATION RZCCIVED [.0. NUMBER - - ‘
2 [ swmijea winess | 09/12/2006 | 1630 [[nvestigator Millspaugh 14114 -
AGE ISEX
E :

TELEFHONE

METHOD RECEIVED
"Telephope ;

BUSINSS S ADDRLES

““ate Capirol Building, Roo

TELESHONE

EX=IBTT NUMZER

LIMMENTS

Exhibit # 2.

NUMBER DATE (MO,DAY,YR) TiME (2400} INFORMATION RECEIVED 1.D. NUMBER
3 ] sut'ect witness | 09/13/2006 | 1415 lovestigstor Miilspaugh 14114
FANE - AGE TEX i
RESiDENCE ADDRESS TELEFHONE METhUL ~ECEIVED
1n person
JUSINESS ALCDRESS . TELZPHONE EXHIBIT NGMBER
Sacramenio, CA 95814 ey 3

Use pravious editions unlii depizied

a7 3984
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IR OF TAL I ORIA
DEPARVALINT OF T/l ORINA HIGHWAY VARG

SUBJECT/WITNESS SUMMARY

CHP 7 (Rev 11-90)_OFI 051 Fage 3
{WUNMEER ) URTE (LD, DAY, VY TINC {2400) IR Ol TION RECRIVED 0 NUNGIE I
4 C) subject [V winess | 0971372006 1430 (investigator Mijlspaugh 14114
M . |aGE 583
. : i M
RESIDENCE ADDN TELEPHONE - ' METHOL RECENVED
In Person
BUSIMESS ADDRESS ’ TELEFI0N EXHISIT WUMBER
Governor's Office, State Capito] Building, Sacramenio, CA 95814 5

COMI4ENTS

See the summery of Yie inferview wih o which is dozumenied on the CEP 51 Memorandum.

Exhibit # 5.
NUKMBER DATZ (M0,0AY YR} TINE {2400} INFORMAT IO RECEIVED . 1.D. NUIMBER
5 [ subject [ witness | 09/14/2006 1010 |Imvestigator Millspaugh : 14114
NAME AGE SEX

M

-SD ICE Ea TELEFHONE - NMETHOD RECESVED
‘ Lo Telephone
BUSINESS AGORESS B TELEFHONZE EXMHIBIT NUMBER
-0 N. 10th Street, Szcramento, CA 95814 )
~UMMENTS

whi

ch is documented on the CHP 51 Memorandum,

Exhibit # 6.

NUMBER . DATE (MO,DAY.Y’:{) TIVIE ¢2400) INFOPMATION RECEi\_IED - 1.D. NUMBER
[ subjeat winess | 09/14/2006 1100 [|Imvestigator Millspaugh 14114
. AGE iSEX
FESED-NQE ADDRESS TEL=PHACNE METHOR RECEIVED
. In person
BUSINESS ADDRESE . TELEPHONE EXFIBIT NUMBER.
State Capitol Building, Room Sacramento, CA 95814 9

CCMMENTS
P which ig documented on the CHP 31 Memorandum, Exhibit

Use orevious editions until depleted

TP B0 fen
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SIATE OF ALY ORI
LA ALY DI CALIF Ukt 216 HvAY PAOTROL

SUBJECT/MITNESS SUMMARY e ~

LHP T (Rev 11-80) 0P D&Y Pege 3

HUMbER AT (O, LAY, YY) Tl (2a0i0) A3 mh’iﬂ.’..l()?\' RECENLD 1.0 HUMBER

i O sebiest D winess | 09/14/2006 1130 {Investigator Milispaugh 14114
Wit RGL 53
I TP M
RESIDENCE ADUKESS TELEFRONE R WE: HOD pECEWVED
Ir Person -

BUSIIL 58 AUCREES TELEPHORE SRABIT NUMEER
Governo:'s Office, Steie Capita} Bldg, Sacrzmento, CA 95814 10

COMMENTS

See the summary of the mie which is docvmented on the CHP 51 Memorandum, Exhibit

rview witlE

#10.
NUNMBZR DATE (MC.DAYYR)  |TIME{2400)  [INFORMATION RECEIVED - 1.0. NUTABER
8 O subjest ¥ winess | 09/18/2006 { 0900 |Investigator Millspaugh 14114 :
- ABE . SEX :
By F F_ .
TELERHONE IETPOL RECEIVED
7 Roseville, CA 55747 In Person
EXFIET NUMBER i
7 11

documentad on the

Exhibit # 11,

NUMBER DATE (MO,DAY,YR) TIME (2400) INFORMATION RECEIVED . LD. NUM3ER

9 I susiest [ witness | 09/20/2006 1000 |Investigator Millspargh 14314

SEX

AGE

TAETHOD RECEIVED

"R—sszbcz ADDRESS :

o Carson City, NV 89703 ‘Telephone
BUSINESS ADORESS JEXRIGIT NUMB=R
Same 'z 12
COMMENTS

which is documented an the CHP 51 Memotrar dum,

Sze the summary of the inte-view with 3

FExhibit £ 12.

Use previous edilions unti! depleiet
©0F_S9E.tep
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BIAL DI CALli R )
DTPARTME N OF Calil DR HIGHVWY TATRIL

SUBJECT/WITNESS SUMNARY

LHP 7 (Rev. 11-00; OPI 061 FPepe 4
HUMBEL IR AT (00,0 YR) TIME {2400} W OlGATION HECEIVED 1D IRUNMBLA
10 [ subjest [¥) wiiness | 09722/2006 1300 |lnvesiipator Millgpaugh 14114
ViE AMEE SEX
TR M
RESIDENCE ADURESS TELEPHONE i (METHOD RECTIVED
Iln Person
HUSINE S5 ADDNESE TELEPHOINE EXHIEI NUMBER
1331 21s1 Street, Szeramenio, CA 95814 ' 13
COMMENTS .
See_the summary of the inlerview with FEveeempemmer which is documented on the CHP 51 Memerandum,
Exhibit # 13.
WUHMBER DATE (MD,CAY,YR) TIME (2400) INFORMA'leN RECEIVED 1.0, NUMBER
11 L] subjedt S wiiness | 09/22/2006 | 1300 [Investigator Millspangh 14114
N ) : AGE SEX
: ; M
RESIDENCE ADDRESS TELEPHORE : METHODRECEIVED
: In Person
BUSINESS ADDRESS . TELEPHONE ' EXRL3IT BUMBER
‘331 21st Street, Sacramenio, CA 55814 & 14
-TAMENTS

See the summarv of the inferview with

Exhibit # 14.

NUMBER DATE (MOQ,DAY,YR, TIVIE {2400) INFORMATION REZEIVED . LB, NUMBER

12 | L] subjeat winess | 08/08/2006 | 1400 {Iavestigator Vasiliou 15987
NAINE AGE SEX
M
ES5iDENCE AUDRESS TELEPHONE METHOL RECEIVED
C - ¥ |lo person
BUSINESS ADDRISE TZLEFPHONE SXHIBIT NUM3TR
Governor's Office State Capiiol Bldg., Sacramenio, CA 95814 7

SOMMENTS
which is documented on the CHP 51 Memarandum,

Seez the stmmary of the interview with §

Exhibit # 7.

Usz praviows edilions uniil depleled

<007 *598.frp
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SIRIL G GRS ORI
DERAETRLNT U CALE QRNIA HIEHERY ATRGE

SUBJECTIWWITNESS SUMMARY _ .
CHE 7 {Rev 11-80) 01 0B1 Page 3
HUMBETZ LATL (WD, 0NN NIR) THAF {2400} W ULiMATIOS RECTIVLD 1L NUnELR

13 3 subject winess | 11/13/2006 Investigator Millspaugh 14114 .

s AGE SEX
Chief Mike Nivens M
RESIILINZE ADURLEES . TELEPHORE ) £ THOD RECEIVED
HUSINESS ADOHRESS TELEPHORE EXRILIT HUKMEER
1801 Oth Sireat, Sacramenio, CA 95814 (916) 323-1514
COMMENTS

Chied Nivens was the CHP managemert leac on the case.
NUMBER : CATE (MD,CAYYR) TIME (2400} INFORMAT ION RECEIVED ) 1D, NUMBER
14 [ subject___ [/ winess | 11/13/2006 nvestigator Millspaugh 14114
AGE SEX
ST . - F
‘RESIDENCE ADDRESE TELE'-'HD;!E METHOD BECEN D
B USINESS ADDRESS EXHIBIT NUMEER
~overnor's Office State Cap1t01 Bldg., Sbc,.ammto CA 93814
reguested that the CHP conduct an mvestlgauon into the nnavtheorized
website apcess.
WUMBER CATE {MO,DAY.YR) TIME (2400} {NFORMATION RECEWED 1.0, NUMBER
15 [ subjest ¥ winess | 11/13/2006 Investigator Millspaugh 14114
AGE SE%
M
TELEPHONE METHOD RECEIVED
BUSINESS ACDRESS TELEPHONE EXHIZIT NUNMBER
Governor's Office State Capitol Bldg., Sacramento, CA 95814

COMMENTS
e

= was the paint of contact ff‘u The Govemor s Office

Use previous sdilions unti depisted
t0J7_5984p
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S1AML OF O T ORRA
DLIPARTIALINT U1 CALI GRS HIGHVIAY PA

SUBJECTWITNESS SUMMARY

CHPF 7 (Rev 17-80)_DP| 081 PEQE f’l
WURMSER FOATE (MO,DAY, Y TN (23U IRFORMATION RLCENID N LD, NLWhER
16 1[0 susieet Y winess | 1171372006 Investigator Millspaugh 14134
[T AGE ¥3
Asgsistiant Chief Pat Buroeit , ' M
RESIDENGT ADURESS TELEFDNE .. METHDOD RECENLD
BUSINESS ADDRESS TELEPHONE EXHIBT WUMRER
1801 Oth Street, Sacramznio, CA 9584 . (916) 323-1514
COMIMEKTS |
Asgistant Chief Burnett was 2 CHP marapement coniact in fhe gase.
NUVIBER DATE (W0,DAY,YR) TIME (2400) INFORMATICN RECENED LD, NUMBER
17 O subjet @) winess | 11/13/2006 Investigator Millspangh 14114
NAVIE i : AGE
Irvestigator Scott Millspaugh ) M
RESIDENZEADLCRESS TELE‘J_HDNE METHOD RECENVED
BUS {N =55 ADORESS . TELTFFPHONE BEXHIBITNUMBER
'301 9th Sireet, Sacramento, CA 25814 ' (0186)327-3451
COCVIMENTS P )
Investicator Millspzueh was assiened as lead Investigator in the case.
NUWBER DATE (MD,DAY, YR TIME 2200) I'tNF ORMATION RECSIVED 1.B. NUMBER
18 D) subjec. [ wimess | 11/13/2006 Tnvestigator Millspaugh 14114
NAAE . AGE SR
Lieutenan: Andy Menard M
RESIDENCE ADCRESS TELEPHONE METHDD RECEIVED
SUSINESS ADDRESS TELEPHONE EXHIEIT NUMBZR
1801 91l Street, Sacramento, CA 95814 (916) 327-5451
COMMENTS .

I ientenant Menard was 'nvestisater Millspaugh's supervisar in the case

Use previous edilions unti! dapisied
HET 58A frn
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U‘ I‘Ar\!MI.I\‘i O CALH ORINA RIGHYWY PATTROI

SUBJECT/WITNESS SUNMMARY :
CHP 7 (Ren. 11-80y OPI 061 Pege 7
RU=ER DATE 00,047,V TAL (2900} 141 ORATION RECENLD LD NUMDER
19 [ subject 1 winess | 11/13/2006 Investipator Millspaugh 14114
TTRME AGE SLX
Chiefl Scatt M acCrcnor M
RESIGENCE ADMRESE TELEMHONE METHOD RECEIVED
BUSHNZSS ADDRISS TELEPHONE CXHIEIT WUMBER
2555 First Avenue, Sacramenta, CA 95818 (916) 657-7171
COMVIENTS
Chief MacGregeor wag CHP's IMD management lead i the case.
WUMBER - DATE ¢W0,DAY,YR) THviE (24D0) INFORIGATION RECEIVED 1D.NUMBER
20 T subject [ wiiness | 11/13/2006 Emwestigator Millspaugh 14314
NAWE AGE 'issx
Lievtenani Paul Congi M
RESIDENCE ADORESS TELEHONE = TROE RECENED
EUSIVESE ADORESS - TELERHCHE EXHISITNUMBER
7200 X Street #2508, Sacramento, CA 95818 ' {(916) 453—3950 )
COMMENTS '
Lieutenant Congi was an IMD mapavement conract in the case.
NUMBER X . DATE (MO,CAY,YR) TIME (2400) INFORMATION RECENVED 1.0, NUMEER
21 ] subject I winess | 1171372006 | Investigator Millspangh 14114
NAME AGE SEX
Officer George Vasiliou M
RESIDEMCE ADDRESS TE_EPHONE PMETHOD RECEIVED
BUSINESS ADDRESS TELEPHONE EXHLEIT NUMBER
200 X Sireet #2508, Sacramento, CA 95818 : {916) 453-3930
COMMENTS

Qfficer Vasilion was an IMD Investigator jnvalved ir the cace.

sg previcus editions urill depisted
Use pi editian i : DO7_5EE.frp
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