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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

BLAKE l. ROBBINS, etal., , - Civil Action
Plaintiffs . No. 10-665
V. i - Hon. Jan E. DuBois

'7 LOWER MERION SCHOOL DISTRICT, et al.,
Defendants

STIPULATION AND ORDER

‘7 .It is hereb& stipulated and agreed by and among plaintiffs, Blake 1. Robbms,
: Michael.E. Robbins, and Holly S. Robbins, and defendants, Lower Merion School District
(“LMSD”), the Bo.ard of Directors of Lower Merion School District, and Christopher W.
' Mchley, subject to the approval of the Court, as follows:
1. . LMSD, their employees, agents, servants and representatives, during the
- pendency of this action, are prohibited from remotely activating any and all web cams embedded
in lap top computers issued to students within the Lower Merion School District or from
remotely taking screenshots of such computers.
2. Durmg the pendency of this action, LMSD and its employees, agents,

- serVants and representatlves shall not contact any member of the putative class (defined, in

© plaintiffs’ complamt [Doc. No 1], as “Plaintiffs and all other students, together w1th their parents
and families (the «“Class”) who have been issued a personal laptop computer equlpped witha
web'.camera by the Lower Merion School District”) regarding the issues raised by plaintiffs’
| eompléint, provided, however, that: (i) LMSD and its employees may contact students in
| cennection with (a) educational, curriculum, instructional of teaching obligations, (b)
: administrétive matters unrelated to either the facts of the lawsuit or the laptop computers, except

" DMEAST #12227086v1
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for routine issues related to the upkeep, mamtenance issuance or return of any laptop computer,
and further sub]ect only to the proh1b1t10ns of section (iii) that follows, (c) disciplinary matters
(d) counselmg and gutdance matters (e) matters related to routme record of achlevement or
:report card issues, and (f) all other matters unrelated to any issues that have arisen or may be
'anse in connection with this lawsu1t (ii) to the extent LMSD seeks to provrde an update
' concernmg thls lawsuit to LMSD constituents, it shall provide by e-mail a copy of such update to
all counsel who_have entered an appearance on behalf of Plaintiffs, at least 6 hours before
_ ._dlssemmating such update, and shall disseminate such update only after receiving Plamtlff_’s
counsel consent, which consent shall not be unreasonably withheld; and (iii) LMSD and its
-employees may from time to time provide new software, software updates, or other such releases
for the students’ laptops in the ordinary course of _LMSD’s activities, but only after receiving
wrltten consent (other than as provrded below) from Plaintiffs’ counsel to ensure that such new
- lsoftware, software updates or releases will not alter or destroy evidence that may be needed as

g part of the litigation. The Parties shall promptly undertake to determine whether the provision of
any new software, software updates or releases would alter or destroy any data potentially
pertment to this ht1gat10n and, once it is determmed that software, software updates or releases
- ‘would not_alter-or destroy any data potent1ally pertment to this litigation, then no prior consent is

| required.

| 3. LMSD shall preserve all electronic ﬁles data, and storage media that
, pertam to Plamtrffs clalms and/or Defendants’ defenses, mcludlng but not limited to the
| ,preservatmn of any and all images obtained by Defendants via a the remote actlvatron of web
- cameras embedded in the laptop computers that LMSD issued to high school students ora

remotely taken screenshots of such computers.

© DMEAST #12227086vi . . _ 2
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4. LMSD shall maintain its existing practice of taking possession of laptops
that are currently possessed by students with appropriate authoriZation only at the end of the
school year or in the events of breakage or other technical failure or certain disciplinary.actions,

_ provrded however that LMSD shall work with its forensic consultant and Plalntlffs forensrc _

consultant- and all partres shall fully cooperate with any law enforcement authonty mcludmg, but
not limited to, the United States Department of Justice, the Federal Bureau of Investrgation or
the Montgomery County District Attorney’s Office, to determine a means for securely preserving
any potenti-ally 'p,ertinent data'contained on any student’s laptop and otherwise preserving and
'mamtammg a chain of custody for all evidence. |
| 5. The Parties agree that the laptop currently in Plamtlff’ S possession shall be
tumed over in its current condition to a mutually agreed upon forensic consultant who shall make
a m1rror 1mage of the hard drive using a mutually agreed upon methodology The mutually
- | agreed upon forensic consultant shall retain possession of the laptop during the pendency of the
-l1trgatron LMSD shall provide Plamtrff with a new laptop for his use immediately upon receipt

of any fees due for insurance in accordance with LMSD standard policy.

. - DMEAST #12227086 v1 . _ 3
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Arthur Makadon Matk S7HE
Henry E. Hockeimer, o Stephen Levin
Paul Lantieri III - Frank Schwartz .
William B. Igoe -~ o Lamm Rubenstone LLC . B
Ballard Spahr LLP ' ' 3600 Horizon Boulevard, Suite 200" -
-~ 1735 Market Street, 51st Floor ' Trevose, PA 19053
‘Philadelphia, PA 19103-7599 Tel. 215.638.9330
 Tel. 215.665.8500 MHaltzman@lammrubenstone.com
“Fax  215.864.8999
Makadon@ballardspahr.com Attorneys for Plaintiffs, Blake J. Robbins,

HockeirnerH@ballardspahr.com ' Michael E. Robbins, and Holly S. Robbins
LantieriP@ballardspahr.com : : v ' _
I_goeW@ballardspahr.com '

" Attorneys for Defendants, Lower Merion
. School District, the Board of Directors of the
. Lower Merion School District, and
Christopher W. McGinley

. APPROVED AND SO ORDERED THIS
DAY OF FEBRUARY 2010

JanE. DuBois, R _
_ United States District Court Judge .

o alaolle HwHs Pt
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

- BLAKE J. ROBBINS, a Minor, by his Parents : CIVIL ACTION
and Natural Guardians, MICHAEL E. : ‘
ROBBINS and HOLLY S. ROBBINS,
Individually, and on Behalf of all Slmllarly
Sltuated Persons, :

Plaintiffs,
: NO. 10-665

V.
'_ LOWER MERION SCHOOL DISTRICT,
THE BOARD OF DIRECTORS OF THE
LOWER MERION SCHOOL DISTRICT, and
CHRISTOPHER W. McGINLEY,
. Supermtendent of Lower Merlon School
- District,
: Defendants.
ORDER
- AND NOW, this 14th day of April, 2010, upon consideration of the Emergency Motion of the
N‘eill Family to Intervene and for a Protective Order (Document No. 36, filed April 5, 2010); the
'1etter/fequest from plaintiffs’ counsel dated April 6, 2010, for an extension of time to respond to the
' Neill Family’s motion for intervention,' Defendants’ Response to the Emergency Motion of the Neill
| Family to Intervene and for a Protective Order (Document No. 39, filed April 7, 2010); and Reply Brief
o 1n Support of Emergency Motion of the Neill Family to Intervene and for a Protective Order
.('Docu.ment No. 40, filed April 7, 2010), and good cause appearing,
ITIS ORDERED, by agreement of plaintiffs and defendants, that:

: 1. Any photographs or screenshots obtained through means of the LanRev software, other

than phofographs or screenshots of Blake Robbins and Paige Robbins, may not be disclosed to any

_ ! A copy of plaintiffs’ Ietter/request dated April 6, 2010, shall be docketed by the Deputy
Clerk.



Case 2:10-cv-00665-JD Document 43 Filed 04/14/10 Page 2 of 7

persons other than counsel for defendants. Any photographs or screenshots of Blake Robbins and
Paige Robﬁins obtained through rn‘éans of the LanRev software may ‘be‘ disclosed only to counsel for
plaintiffs and counsel for c'iefend.ants‘. Any other dissemination of any photographs or screenshots
obtained through means of the LanRev software may be made only with the prior approval of the
Cburt; an.d, o |
A 'Counsel for‘ail partieé and all proposed inteweﬁers shall MEET and CONFER on or
_vbeforvev April 20, 20 1.0, in aﬁ éffort to feach agreement on the form of a protective order that addresses
any concerns of any interveners which they believe are not satisfactorily addressed in the agreed-upon
protective order. A brop'osed agreed-ﬁpon‘amended protective order shall be submitted to the Court by
the close of business on April 26, 2010. | |
s With reépect to the> Emergenéy Motion of the Neillv Family to Intervene, the letter from
- plaintiffs’ counsél requesting an extension of time to r65pondbto the Motion, defendants’ Response to -
the Emergenc_y Motion'éf, the Neill Family to Intervene, and the Court having conducted a tel_ephqne
conferenée with, cbﬁhs_el for plaintiffs and defendants on Ap}ii_14,_ 2010, ITIS ORDERED, as
| feﬁﬁested by pléintiffs and defendants on April 14, 2010, that the time for responding to the Emergency
Motion of the .Neill Family to Intervene is EXTENDED to May 11, 2010. Two (2) copies of each.
~ response to the Emergency Motion of fhe Neill Family to Intervene shaH be served on the Court
~ (Chambers, Roorﬁ 12613) when the original is filed.
| ITIS FURTHER 'ORDERED, as proposed by defendants and agreed to by plaintiffs, that
counsel for all parties and all proposed interveners shall MEET andv CONFER on or before April ‘20,
201 0>, in an effort to reach agfeement on the férm of an-order which will énsﬁr_e that perrnanént
equitable relief to which the parties may é.gree as part of a re.solutio.n of this action addresses the

_ concerns of all of the proposed interveners. A proposed agreed-upon amended injunction order shall

2-
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be submitted to-the Ceur_t by the close of business on April 26, 2010. In the meanuvhile, the injunctive
| r_ehef granted by agreemerrt in the Order of February 20, 20t 0, as amended by the Order of March 10,
 2010; Shatl REMAIN in effect until further order of the Court, and shall be enforceable by any persons

adversely affected by auy violations of the two (2) Orders. |

As requested by plaintiffs and defendants on April 14, 2016, I_’i“IS FURTHER ORDERED as
'_fcllows: - | | |
- 1. The time for respondmg to the Motion of Kenneth and Colleen Wortley, Frances and

- David McComb and Christopher and Lorena Chambers for Intervention by plaintiffs and defendants is

EXTENDED to May 11, 2010. Two (2) copies of each response to the Motion for Intervention shall

_ be_ s_er,vedrc‘)n the Court (Charrl_bers, Rcom 12613) when the crigirlai is filed; and |

) 2. The time for responding to plaintiffs’ Complaint is extended until further order of the
. Court. |

_ The Court’s ruling is based on the following:
'1_. | Plairrtiffs,'Michael E. and Holly S. Robbins, filed thiis action on their own behalf and on
:be'h'alf' of their minor somn, Blahe J. Robbins, and as a Class Action on behalf of a class consisting of
~ minor plaintiff and all other students who have been issued a personal laptop computer equipped with a
web camera by the Lower Merion School District, their parents and certain 0ther Iaersons. The -
gravamen of the Ccrnplaint is th.at' the weh camera was improperly rerrrotely activated by
-representatives of Lower Merion School District without the permissic)n of the students or their parents,
and without the issuance of any policies regarding such remote activation of the web camera.
2: Pursuant to the Stlpulated Order issued by the Court on February 20, 2010, as amended

- by Order dated March 10, 2010, the Lower Merion School District and plaintiffs’ counsel “are in the |

p_rocess of investigating the facts relatmg to the history and use of the laptop tracking software

3.



‘Case 2:10-cv-00665-JD Document 43 Filed 04/14/10 Page 4 of 7

application at issne in this action” such that “[t]he the parties are hopeful that this inforrnation will
_ enable an exped1t1ous and cost-effective resolution of this action that is in-the best interests of the
.partles and [Lower Merion School District] students, parents, and taxpayers.” To this end, the parties
have.advised the Court that the investigation is proceeding and theyare condncting limited discovery in
an effort t_o .det_errn'ine the full extent of the use of the web camera and any resultant pictqres, screen |
. shots or other information obtained l'rom the use of that technology. The parties now anticipate that the
,mvest1gat10n w1ll conclude by May 4, 2010.

3. On March 17, 2010, Colleen and Kenneth Wortley, Frances and David McComb, and
Christopher and Lorena Chambers, parents of Lower Merion High School students who.were proy1ded
| by Lower Merion School District with personal laptop computers equipped with a weh camera that
:could be rernotely activated, filed a Motion for Intervention (“Wortley Motion™). .

4. By Orde'r of March 30, 2010, the Court granted plaintiffs and defendants an extension of |
time until Apnl 28 2010 to respond to the Wortley Motion. The Court based its decision on an |
» 'agreement between pla1nt1ffs and defendants that granting the extension of t1me would allow
_defenda-nts to conclude their investigation into the use of the laptop tracking software and would
alleviate unnecessary delay and legal costs.

.On Apri,l 14; 2010, plaintiffs and defendants reported to the Court that the investigation was |

_taking 10nger than initiall}t anticlpated and that the exp'ected completion date was Nlay 4, '201(’) not
_. 'Aprll 20, 2010 Accordmgly, at the joint request of the parties, the date for responding to the Wortley
MOthI’l is extended to May 11, 2010.

5. On Apr1l 5,2010, Evan A. Neill, Richard A. Neill, and Elaine Louise Reed (“the Neill
F amily ) ﬁled an Emergency Motlon of the Neill Family to Intervene and for a Protect1ve Order (“Nelll

' Motlon”)
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6.  The Neill Motion seeks a protective ‘order under Federal Rule of Civil Procedure 26(c)
to p.revc.:nt. “the Di_strict, the Robbiﬁs Family, and any other party to this action” from disclosing web
éam’efa pictures, screenshots, or other data obtained fhrough the tracking software “to any persons other
£han those whose privacy was invaded by any given search.” (Neill Mot. 10.) The Neill Family asks
the_ Court to authorize dissemination of this data only with “the.:written _céhsent of the stu‘dent-from
o thsé lap,tép thé:material was collected.” (Neill Mot. Proposed Order 2.) |
o In their réply brief, tﬁe Neill Family clarifies that thei; préposed protective order would also
extend to defendants’ counsel. They argue that “permitting the District’s counsel, a law firm
- comprised _'Qf more thaﬁ 475 lawyers plus support staff,” to review the data c'oilected from the Lan Rev
o sdftwéfé would Qrﬂy “compound] ] the privacy violations.” (Reply to Neill Mot. 2.)

o .-7. ' By letter dated April 6, 2010, plaintiffs advised the Court “that counsel for Plaintiffs and
| counsel for the Lower Merion School District ﬁave agreed that . . . any pictures taken by the LanRev
- software. (other than of Blake Robbins and Paige Robbins) wili_bé reviewed only by counsel for ’Fhe

‘ _Scﬁool Dvist‘rict’v’ and if “Plaintiffs’ counsel desires to have access to the LanRev pictures, a formal
' fequeSf to the Court will be made so that all parties can file an objection at that time.”

- 8. Inresponse to the Neill Motion, defendants stated that they have “no objec_tiori to the

entry of é protective order that would safeguard the privacyl_of its students and their familiés with
o qupect to 'photographs and screenshots collected by the laptop frackjng software application.” (Defs.’
Resp. to Neill Mot. 1.) |

9. The Court concludes that_.a protective order based on the. agréement of plaintiffs’ and
défendanfs’ co’u’nsd is appropriate and Will- remain in place until further order of the Court.

_ Silb):eciﬁcally,»only deféndants’ counsei shall review data obtained throﬁgh the ﬁse of the LanRev

software subject to plaintiffs’ counsel right to access data collected from the laptop in the possession of

-5-
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Blake Robbins. If plaintiffs’ counsel seeks access to additional data, plaintiffs must present a formal
- revc;uesvt:to. the Court and any bbjECtions to the request will be heard by the Court at that time.

| 10.  Counsel for all parties and all proposed interveners shall meet and confer on or before
April 20, 2010, in an effort to reach an agreemént on the form of a protective order that addresses any
Qqncerhé .of any interveners which they believe are not saﬁéfactpril_y addressed in the agreed—ﬁpon
protecti.ve ofder. The proposed agf_egd—upon amended protective ordef shall be submitted to tﬁe Court
by the vc.lose of bﬁsiness on April 26,v 2010. '

1 1 With respect to that part of the Neill Motion seeking intervention, the Neill Family
stétes that it has two sighiﬁcant‘irite‘rests that reiate to this litigation: (1) an ;-‘interest in ensuring that
o ahy images of them obtained through t_he; District?svtrécking systém are not disclosed to anyone éther
.’than membefs of tﬁe Neill Family”; éﬁd (2) an “iﬁterest in ensqring that the District does not continue
i:o use the- tracking system to perform unreasonable searches of students and their families.” (Neili
Mot. 6.) Without intéwening in this case, the Neill Family argues that it “is not a party to th‘e..

- .:s.tipulation pursuaﬁt to which thé District agreed to refrain from activating the tracking system during
;che pendency of this litigation” and thus “would be unable to éompel compliance with or seek
sanctions for violations of vthe stipiﬂation if the District failed to adhere to it.;’ (Id.)

12. Plaintiffs and defendants in'itiaily requested an extension of time until Aprii 28, 2010,

. _fdr'fesponding to the Neill Motion so as-té give defendants time to complete their investigation and
"‘facilifdte an éxpeditious and cost-efficient resolution that addresses the concerns of the .proposed .
intervenors and all othé; District parents, siu(.ients, and taxpaslers.” (Defs.” Resp. to Neill Mot. 2.) In
response to this’ request, the Neill F érrﬁly argues that the stipulation prphibiting activation of t.he' |

_ tracking softwaré “l\évill terminate if the Rob-‘bins Family settles its éction agzijnst the District” aﬁd that

pe'rmitting intervention now “would obviate the need for the Neill Family to file a separate action” to

-6-
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- protect its interests. (Reply to Neill Mot.72.')
| On April 14, 2010,‘-af‘t.er advising the Court in a telephone conference that the parties
anticipated that fhe ihvestigation would not be completed until May 4, 2010_,p1aihtiffs and defendants
.requested ﬁntil May 1'17,'201‘0, to respond to the Neill Motion.
: 13 The Court grénts the requests of plaintiffs and défendants fof ancxt'eﬁsi_onof time ,’ﬁo
May 1 1, _201'0’ f‘or responding to‘ the Neill Motion for the same reasons as were stafed in the Court’s
.March_ 30, 2010, order extendi'ng the time for responding to the Wortley Motion — that the extension
will allow defendants to conclude their invéstigation into the use of the laptop tracking software and
alleviate _ﬁn’ne_ée's_sary délay énd legal cdsts; Asnoted in that_ order, the cdngems ‘r'aiséd by all propoéed
| _inférv,eﬁors WiH-be cbﬁsidered by thé Court.
| 14, _The injunctive relief granted By agreement in the Order of February 20, 2010, as
amended by the Order of March 10, 2010, shall remain in effect ﬁntil further order of the Court, and
shall be e_:nfor_ce’able_ by aﬁy persons adversely affected by any violations of the pr (2) Orders. As :
__'p.rc.i'posed by_defehdahts and agreed to by plaintiffs, counsel for parties and all proposed intervenors
,shall _fn;:e’; a‘nd éonfer on of before April 20, 2010, in an effort to reach agreement on the form of an
amended order which W'iH ensure that permanent equitable relief to which the pa;fties may agree as part
of a resolution of this action addresses the cbncems of all of the ptqpoéed interveners. The pr‘oposed
_ ggr»eéd-f_lflbon. amended injunétion order shall be submitted to' the Court by the close of business on April
26,2010 |
- BY THE COURT:

/s/ Jan E. DuBois
JAN E. DUBOIS, J.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

BLAKE J. ROBBINS, a Minor, by his Parents : CIVIL ACTION
and Natural Guardians, MICHAEL E. :
ROBBINS and HOLLY S. ROBBINS,
Individually, and on Behalf of all Similarly
Situated Persons, ' ‘ :

‘ Plaintiffs, :
NO. 10-665

V.

LOWER MERION SCHOOL DISTRICT,
THE BOARD OF DIRECTORS OF THE
LOWER MERION SCHOOL DISTRICT, and
CHRISTOPHER W. McGINLEY,
Superintendent of Lower Merion School
District, ' _
Defendants.

ORDER

AND NOW, this 23rd day of April, 2010, following a telephone conference with the parties,

through counsel, on said daté, at the joint request of the parties, IT IS ORDERED that the Order of

' April 14,2010, is AMENDED, as follows:

1. The date for submitting a proposed agreed-upon protective order as required by the Order of

April 14, 2010, paragraph 2, page 2, is EXTENDED from April 26, 2010, to the close of business on

April 28, 2010; and,

- 2. The date for.'submitting a proposed agreed-upon amended injunction order as required by the

.Qrder of April 14, 2010, pages 2 and 3, is EXTENDED from April 26, 2010, to the close of business

* on April 28, 2010.
IT IS FURTHER ORDERED that, excepting only as noted above, the Order of April 14,
2010, CONTINUES IN EFFECT. |
- R BY THE COURT:

/s/ Jan E. DuBois

JAN E. DUBOIS, J.
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: IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

BLAKEJ ROBBINS er al., : le Acrion
v o o Plainniffs " No. 10-665
v. : o . Hon. Thomas J. Rueter v

. LOWER MERION SCHOOL DISTRICT, et al.,
Dcfeﬁdants
ORDER
4 T = L |
AND NOW. this * __ day of May 2010, the Court having conducted a
h confer‘mcei;vir.h counsel for the parties on April 21, 2010at which a general framewbrk was

_ ‘agreed upon for allowing affected studemts and/or parems 10 view images captured by the Lower
Merion School District through its use of the ThcﬁTtac.k feature of the LANrev computer
management software, the parties and_all proposed mtervcnors having been given an opportunity

1o be heard wirh respecr 10 subject matter of this Order, by agreement of the Parties, and good

_ cause appearing,
ITIS ORDERED tha: = °
1. To the extent that the Lower Merion School District (the “Diswict”) or its

agems'(inéluding its artbrheys and computer forensic consultants) are in possession of webcam
,photographs and/or screcnshOts capmred from certain laptop computers 1ssued by the Distric 10

- its high school students (° ‘Student Laptops ") resulting from the DlStnCI s use of the TheftTrack

. feznurc of the’ LANrev computer management software, ;mdems who possessed those laptops
while 'IheﬁTracL_: was_acnvared (“Affected Students™), and/or the Affected Students’ parents or -
guardian; (mé "Affecrgd' Piirents/Guardians™), shall be-provided an oppdrtunity to view such

| images pursuant to the terms of this Order.
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| 2 'Forall Affected Srudents and Affected Parents/Guardians, the bisrrict

shall provide the Court with the following information in the forms of the notices attached hereto

" as Exhibits A and B:

(& - Name:,

(b) . Maxlmg addxess(es),

(c) The dates on which Lrackmg of the Affected Student s Student

- Laptop was acnvated and deactivated, to the extent known;

(d) The numbcr of webcam photographs in the District’s possession

' that were captured from the Affected Student’s Student Laprop;
and

() The number of screenshats in the District’s possession that were

' captured from the Affected Studcnt s Srudent Laptop.
3. The Disuict’ s counsel shall cause the notice in the form artached hcreto as

1 Exhibit A to be mailed to Affected Srudents by certified mail, retumn receipt requested. The
District’s counsel shall cause Lhé nc‘)ric'e in the form am&;cd herero as Exhibit _B 1o be mailed 10
 Affecred Parents/Guardians by certified mail, rerumn receipt requested. The District otherwise |
. Shau keep the fofegoing_in.fqnﬁg;ion confidential. The Districr’s counsel also shall maintain
a -c::opies of all Srudent Response Forms until further order of the Court pravides otherwise.
| 4. The Court reserves jurisdicrion over all matters relatm,, to the

implemeniation, cnforccmem construction, administarion, and i mnerprenauon of t.hlS Order

BY THE COURT:

W%//éu;@

Chief Magisuare I udgdThomas 1. Ruerer
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EXHIBIT A

. Henry E. Hockeimer, Jr.
~Ballard Spahr LLP -

© 1735 Market Street; 51% Floor
... Philadelphia, PA 19103

[Affected Student Name & Address]'.

Dear [Affected Student):

. This leuer is being sent 10 notify you that a recenrly completed investigarion into .
the remote monitoring of laptop computers by the Lower Merion School Districr has revealed
that the School District has captured webcam photographs and screenshots from a laptop that the
Schodl District issued to you. Specifically, [number] webcam photographs and [number)

screenshots that were recovered in the investigation were taken from your laptop from {date] 1o

- [dare]. .

o You and your pareni(s) or guardian(s) may view the recovered images, if you sa
desire. Under the supervision of United States Chief Magistrate Judge Thomas J. Rueter, we
worked with the lawyers for the Robbinses, a group of concerned parents of Lower Merion and
‘Harriton High School students, and the American Civil Liberties Union to develop this process
1o enable students and their parents 1o view the recovered images in a private, confidential
setting.  Only the District’s lawyers (from the firm Ballard Spahr LLP) and compurer forensic
consulrants (from the firm L-3 Services, Inc.), and investigators from the federal government
have had access to-the recovered images. They have not shown them to anyone élse.

_ ' - If you would like to view'the recovered images, you may do so at {location to be
* determined] on [date] from [time] o [time]. A representative of L-3 will be in the room 1o assist
- with viewing the images. Judge Rueter will be in a separate room. No one from your school or
' the District will be there. ' S '

B We are sending a notice similar to this.one to your parent(s)/guardian(s).
*“I'tie District would like to give them an appariunity to view the images as well. But, you
~ will-be able to look at the images without your parent(sy/gusgrdian(s) first, and if there are
* any images that yon do-not-want them 16'see, you may ler:Judge Rueter know, and he will
discuss with 'you how to haridle that sitiation. -Also, if thie images contain private
. _information from people othér than you, steps will be taken to provect their interests.

Please fill out the enclosed form and mail it to us in the enclosed epvelope
: eiving this letter. e note that it requires the signature(s)of
your pareni(sVguardian(s). If you would like to view the images bur absolutely cannot make it
. at the time noted above, please state why on the form and we will conract you with 2 differens
. Xime. - '

R
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' * You may decide thar you do not want to view the images. If that is the case,
please indicate your choice on the enclosed form. If your pareni(s)/guardian(s) want 1o view the

~ images and you do nor want them 1o, however, you must go with them ar the designared time and
Judge Rueter will- discuss with you how to handle that siwuation. '

Thank you for your cooperarion.

Sincerely,

Henry E. Hockeimer, Ir.

o c-c:> _ Honcrable Thomas J. Ruerc,r..4 L
United States Chief Magisuare Judge. -
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STUDENT EESPONSE FORM

Please check one of the choices below and mail this form in the enclosed envelope within
- three days.

I will gow] loca;ionl. ar the timc»desingnat'ed in the letter with my parent(s)/guardian(s).

o pwal go to |location] at the tme de51gnated n rhe letter withoutr my parent(s)/
- guardian(s).

_____ Neither Inormy parem(s)/gua:dmn(s ) want to vxew rhe xmagea capmrcd from my school-
*issued laptop. ,

__~ We wani 1o view the images.that were captured from my school-issued laptop but we
cannot make it to [location] at the nme designated in the leuer because:

Sz Signamre

o [Student Name]

e —ngnaxurc
e e [Parent/Guardlan Name(S)J

R ST R
. Home Tclephone Number
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EXHIBIT B

- Henry E. Hackeimier, Jr.
- Ballard Spahr LLP

. 1735 Marker Sueet, 51¥ Floor
- -Philadelphia, PA 19103

[Affected:-Pa'rent(s)/Guardi‘an(s)" Name(s) & Address(es)]
Deér»‘ [Affected Parent(sy/Guardian(s)]:

o This letter is being sent to notify you thar a recently completed investigation into
the remote moniforing of laptop computers by the Lower Merion School Disurict has revealed
that the School District has captured webcam photographs and screenshots from a laptop that the
‘District issued to your child, [name). Specifically, [number] webcam photographs and {(number]
screenshots that were tecovered in the investigation were taken from your child’s laptop from -

[datelto [darel. o

o Your child and you may view the recovered webcam photographs and
" “screenshas; if you so desire. Under the supervision of Unired Srates Chief Magistrare Judge
" Thomas J. Rueter, we worked with the lawyers for the Robbinses, a group of concerned parents
" of Lower Merion and Harriton High School smdents, and the American Civil Liberties Union to
 develop this process to enable students and their parents to view the recovered imagesin a
private, confidential setting. Only the Districr’s lawyers (from the firm Ballard Spahr LLP) and
‘computer forensic consultants {from the firm L-3 Services, Inc.), and investigators from the
federal government have had access o the recovered images. They have not shown them to
* anyone else. ‘ c > E : S

e ~ We are sending a norice similar to this one to your child. If (he/she] and/ar you
waould like 1o view the recovered images, you may da so ar [locarion fo be derermined] on [date]

from [time] to [time]. A representative of L-3 will be in the r6om to assist with viewing the
images. Judge Rueter will be in a'separare room. No‘one from your child’s school or the
Disrrict will be there. Co o T '

o Your chiid will be able to look at the images without you first. If there ace
any images that [he/she] does not want you to see, [he/she] may let Judge Rueter know, and
‘he:will discuss with you how to handle that situation. Also, if the images contain private
information from people other than your child, steps will be taken to protect their interests.

S A response form that requires your signature is included with the notice sent 1o
:your child. Thank you for your-cooperation.:. + '

i

Lok e -Sincerelyon:

e e

Henry E. Hockeimer, Jr.
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cc:  Honorable Thoma_s' 1. Ruerer,
‘United States Chief Magistare Judge
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF PENNSYLVANIA

BLAKE J. ROBBINS, a Mino_r, by his Parents : CIVIL ACTION
- and Natural Guardians, MICHAEL E.
- -RO].3B‘INSY and HOLLY‘ S. ROBBINS,
fhdividually; and on Behalf of all Similarly
| Situated Persons,
Plaintiffs,

NO. 10-665

LOWER MERION SCHOOL DISTRICT,
THE BOARD OF DIRECTORS OF THE
E LOWER MERION SCHOOL D-ISTRICT, end
 CHRISTOPHER W. MeGINLEY,
» Superintendent of Lower Merion School
District,

Defendants.

ORDER
AND‘NOW, this 14th day of May 2010, the Court heving ordered counsel for
Plaintiffs, Defendant‘s,' and all proposed inteﬁenors,_including the American Civil Liberties
N Union, t(‘). meet and confer in an effort to reach agreement on the form of an order for additional
R eqliitable relief, By agreement of fh’e Parties, and good cause appearing,

IT IS ORDERED that:
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1 a The injunctive relief granted in the Order entered on February.23, 2010, as
- amended by the Order entered on March 11, 20l0, and as supplemented by the Order entered on
| April 15, 2010, as amended by the Order entered on May 10, 2010, shall remain in full force and
effect ekcept to the extent that it is superseded by the relief granted in this Order.

| 2. The Lower Merion School District (the “District”) and its officers,
- employees, and agents (including its attorneys and computer consultants) (collectively,‘
] ‘;LMSD”) are enjoined i‘rom remotely ac‘tivating, or causing to be remotely activated, webcams
on laptop computers issued by LMSD to its students (“student laptops™).

3. ‘. Except as otherwise provided in this paragraph, LMSD is enjoined from

‘-purchasing any software, hardware, or' other technology that allows for the rernote activation of
webcams on student laptops or the remote monitoring or recording of audio or videob from
: vs.tudent laptops. To the extent that any standard operating system software or other
- commercially available »softWare,that LMSD may wish to use for educational Ip_urposes includes
' functionality that could possihly allow for the remote activation of webcams on student laptops
v or the remote'monitoring or recording of audio or video from student laptops, LMSD may
‘purc:has.e and use the software only for purposes consistent with the policies and regulations
contemplated by paragraph 7 of this Order, and LMSD shall disable any euch functionality to the
extent feasible. . |
4. LMSD is enjoined from rernotely capturing, or causing to be remotely
- captured, screenshots of student laptops except as provided for in the policies and regulations |
contemplated by paragraph.7 of this Order. The preceding sentence shall not preclude LMSD
‘from remotely accessing stndent laptops for purposes of maintenance, repairs, or troubleshooting

. in accordance with the policies and regulations contemplated by paragraph 7 of this Order.
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5. LM:SD may in.lplemen‘t a cost-effective, technological alternative to track -
~student laptéps that are réported lost, stolen, missing, or misappropriated, provided that such
_ fracking technology: (i) is used for security purposes only; (ii) operates in a manner that will not
'compr.omise the privacy rights of District students, their families, or anyone else within the
' viewing capability of the student laptop’s webcam, (i1i) is cqnspicﬁously disclosed énd its
3 funcﬁonality and uses are explained iﬁ a document requiring the signature of students and -

. p.a‘r'ehts/guardians beforé any laptop with such tracking technology is issued to any student; and
(iv) may only be activated under policies and regulations for such activation as contemplated by .
paragraph 7 of this Order.- By way of example, if it complies with the foregoing requirements,
the District may install oﬁ léptop‘s global positioning systém devices or other anti-theft tracking
devices 6f features that do not permit the remote activation of webcams, the remote capturing of

| s;:ree-ns.héts, or any remote monitoring or recording of audio, video, or on-screen text.

6. LMSDis énjoined from accessing or reviewi'ng‘ an}‘/ student-created _ﬁles.
contained on student lapfops (indluding but not limited to documehfs, e-mails, instant fnes‘saging

- récords, photographs, Internet usage logs, andr Web browsing‘ histories) for any reason except as
pémlitted by the policies and regulat_ioné contemplated by paragraph 7 of this Order or otherwise

~ pursuant toa signed_ consent form_ th’at clegrly and conspicuously sets for__th the ability of LMSD - -
to access or review sﬁch'ﬁles; In-the event that the District does not issue a laptop to a studeﬁt '
on.the basis of the student’s declining to sign such a consent forrh, the Dirstrict shall use its best
efforts to make necessary accommodations to ensure that such student’s education is hot
adfiersely affected. The foregoing shall not prohibit District information services personnel,

during _fhe peﬁod before the policies and regulations contemplated by paragraph 7 of this Order
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are adopted, from assisti_rig Students with particular school-related documents or files (such as
' h_om'ewbrk.or répqﬁs) at the student’s specific request.
o 7 | No later than September 1, 2010, the District shall prepare and adopt-
~ official policies in accordance with its By-Laws, and the District shall promulgate official
regulations, governing: the distribution, maintenance, and use of student Iaptops; the privacy of |
_ studeht data‘in such lap-tvops; the ;craining of District inforfnatior_l 'sé;r\/'ic'es personnel with respect
~ to student laptops .anc.l privacy; and the administration, oversight, and enforcement of such
- policies and regulations including which persons at the District are respbnsible for administen'rig,
overseeing, and enfofcing fhe.policies and regulations and the specific regulations and]o_r

- policies that th-o's'e persdné are resp’onsible for administering, ovéréeeing, and enforcing. Such

. 'ﬁolicies and/o;'f@gu_lations shall require, among otfler things: (i) that the District explain to, and
_' o.btain' the ‘\}Vritten consent of students and parents or guardians with respect to, the manner and

~ circumstances in which District personnel may remotely access student laptops or othérwise

. access of review-dny inf_drfﬁaﬁon or daté (incl'uding but not limited to docﬁments, e-mails,

' in’staht meséaging. records, photographs, Internet usage logs, and Web browsing histories)
contained on student laptopé; (ii) a procedure to make necessary accommodations for é student -
to wh(_)fn the District does not issue a laptop on the basis that the student declined to sign such a
coﬂsent fonﬁ to ensufe fhét such student’s education is not adveréely affected,; (iii) that
immediateiy_ prior to remotely accessing any student laptop for reasons perr'n_itted by and
disélosed 1n such policies while the laptop is in use, thé District shall notify the student of such
imiaending,ac_:éess directly (in person or by telephone) and/or viaa pbp-up notification on the

. laptop’s screen; and (iv) the District to maintain a permanent log of each and every instance in
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whi-c_‘h.it remotely accesses any student ldptop that details the date and time of remote access and
. the reésoﬁ for sucﬁ access. |
- ,8' To the extent LMSD is in possession of webcém photographs or

scréé’nshots from certain student laptops resulting from thé District’s use of the tracking feature
of the LANrev software, the District shall provide thé students who stsessedvtho'se 1apfops :
: while tfac‘:ki_n_g Wa_s activated, and/or their pafef_;ts or .guar‘di_ans consistent with the terms of the
' process'descﬁbed herein, an oppoftunity to view such images pursuant to a process to be
vb ‘dev.eloped under the auspices of, and supervised and approved by; Judge Jan E. DuBois and

Chief Magistrate Judge T horhas J. Rueter. iAll such images shall be permanently destroyed by a

B dat_e _.t.or be esfablished by ﬁlrther order of thé Court after: >(i) th¢ foregoing process is c:omp'leted
o to the satisfaction of the students and/or their parents or guardians consistent with the terms of
the proéess to be developed with Judge Rueter; and (ii) nopending governmental investigation '
or litigation requires the preservat}ioh of such images.

9. LMSD is enjoined from diéseminatmg o'r,otherWise permitting access to

~any Webcam- photographs or screenshots, or-any -infofmation confained therein, that the District

' dbtainéd remotely from student laptops, except as contempléted by par'agraph 8 of this Order or
as otherwise perxﬁitted by Court order (such as a protective order govern_ing.thé use of such
webgam pho;t_ographs;, screenshots, or informati‘on contéined 'thereip in this litiéaﬁon). The ‘

- leigatioh set forth in this ‘péragraph not to disseminate or otherwise permit access to
o iﬁfo_rma_tidn contained in webcam photographs or screenshoté shall survive thei physical

destruction of the webcam photographs or screenshots required b'y paragraph 8 of this order.



" Case 2:10-cv-00665-JD Document 68  Filed 05/14/10 Page 6 of 6

10.  The injunctive relief granted in this order shall be enforceable by any
persons adversely affected by any violations of this Order, including parents or guardians of any

adversely affected individual who is then a minor.

BY THE COURT:

. /s/ Jan E. DuBois -
JAN E. DUBOIS, J.




