FEDERAL TRADE COMMISSION et al v. CLICK4ASUPPORT, LLC et al Doc. 42

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

FEDERAL TRADE COMMISSION, et al. : CIVIL ACTION
V. .
CLICK4SUPPORT, LLC, et al. :. NO. 155777
ORDER

AND NOW, this10th of November, 2015, upon consideratiothefevidence presented
by the parties’ filings and after a hearing to show cause why a pratyrinjunction should not
issue, and for the reasons set forth in our accompanying memorandum, it is herdbig EXRD
that:

DEFINITIO NS

For the purpose of thRreliminary Injunction(*Order’), the following definitions shall
apply:

1. “Asset’ means any legal or equitable interest in, right to, or claim to, any real,
personalpr intellectual propertyincluding, but not limitedd, chattel, goods, instruments,
equipment, fixtures, general intangibles, effects, leaseholds, premiseactymtrail or other
deliveries, shares of stock, inventory, checks, notes, accounts, credits, recéasthiese terms
are defined in the Uniform Commercial Code), funds, daskts(including asset protection
trusts), lists of customer namesd reserve funds or any otlaacounts associated with any
payments processed by, or on behalf of, any Defendant, including such reserve fungs held b

payment processors, banks, or other financial institutions.
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2. “Corporate Defendans” or “Receivership Defendans” means, individually,
collectively, or in any combinatioiglick4Support, LLC, iSourceUSA LLC, Innovazion Inc.,
Spanning Source LLC, anbeir successors, assigns, affiliates, or subsidiaries.

3. “Defendants” means, individually, collectively, or in any combination, all of the
Corporate Defendants and Individual Defendants.

4, “Document” is synonymous in meaning and equal in scope to the usage of the
term in Federal Rule of Civil Procedure 34(a) and includes writings, dravgragd)s, charts,
welpages, websites, electronic correspondence, includingileand instaninessages,
photographs, audio and video recordings, computer records, contracts, accounting data,
advertisements (including, but not limited to advertisements golaceheWorld Wide Web),

FTP Logs, Server Access Logs, USENEd&wsgroup postings, books, written or printed
records, handwritten notes, telephone logs, telephone scripts, receipt books, ledgeral, aeds
business cancelethecks and check registers, bank statements, appointment books, computer
records, and other data compilations from which information can be obtained andddanisla
necessary, through detection deamto reasonably usable form. A draft or ndentical copy

is a separate document within the meaning of the term.

5. “Financial Institution” means any bank, savings and laastitution, credit
union, or any financial depository of any kind, includingt, ot limited to, any brokerage
house, trustee, brokeealer, escrow agent, titte compangmmodity trading company, or
predgous metal dealer.

6. “FTC Act” means the Federal Trade Comsgion Act codified at 15 U.S.C.

8§ 41-58.
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7. “Individual Defendants” means, individually, collectively, or in any
combination, Bruce Bartolotta, George Saab, Chetan Bhikhubhai Patel, and Niragrithbey
whatever names they are known.

8. A “Host” or “Hosting Company” is the party that provides the iafitructurdor
acompute service. With respect to webpages andsieb,a Host or Hosting Company
maintains “Internet serve't— the computers on which websites, webpages, Internet files, or
resources reside. The Host or Hosting Company also maintains the commutiroagion
required to link the server to the Internet. Often, the content etliersi(e., content of the
welpages) is controlled by someone other than the Host or Hosting Company.

9. “Person” means a natural person, organization,tbeolegal entity, ioluding a
corporation, limited liability company, partnership, proprietorship, association, rebivpe
government or governmental subdivision or agency, or any other group or combinatigasct
an entity.

10. “Plaintiffs” means the Federal Trade Comnussithe State of Connecticut,
Office of Attorney General, and the Commonwealth of Pennsylvania, Office @hait
General

11. “Receiver’ or means the receiver appointagdthis Order and any deputy
receivers that shall be named by the receiver.

12. “Representative” meanDefendans’ officers, agents, servants, successors,
assignsemployees, and attorneys)d any other &son or entity in active coad or
participation with them, who receives actual notice of @wder by personal service or

otherwise.

Page3 of 32



13.  “Tech Support Product or Service” means any plan, pgoam, or software,
marketed taepair, maintain, or improve a computer’'sfpemance or security, includingut
not limited to,registrycleaners, amvirus programs, virus and malware removal, and computer
or softwarediagnostic services.

14. “Telemarketing Sales Rule”or “TSR” means the Telemarketing Sales Rule set
forth in 16 C.F.R. Part 310.

15. The terms'and” and“or” shall be construed conjunctively or disjunctively as
necessarand to make the applicable phrase inclusive rather than exclusive.

l.

PROHIBITED MISREPRESENTATIONS

IT IS HEREBY ORDERED that Defendants artieir Representatives/hether acting
directly or indirectly, in connection with the markefjradvertising, promotion, distribution,
offering for sale, or sale of any goods or services, are héseiporarily restrained and enjoined
from misrepresenting, either orally or in writing, expressly or by implication;, ¢(bathey are
part of affiliated with, or calling on bedif of anycompany other than Defendant®mpanies
and (2) they have detected security or performance issues on consumers’ commglidisg,
but not limited toyiruses, spyware, malware, or the presence of hackers

.

CONDUCT PROHIBITIONS REGARDING MARKETING

IT IS FURTHER ORDERED that,Defendars andtheir Representatives, whether
acting directly or indirectly, in connection with the iketing, advertising, promotion,
distribution,or offering for sale of any goods or services, are hetefmporarily restrained and

enjoined from:
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A. Using any false or mishding statement to induce argréon to pay foany
goods or services; or
B. Violating the Telemarketing Sales Rulé&§ C.F.R. Part 310, attached as
Attachment A
.

PROHIBITION ON CHARGING, BILLING , OR
ATTEMPTING TO COLLECT PAYMENT FROM CONSUMERS

IT IS FURTHER ORDER ED that Defendants and their Representatives, whether acting
directly or indirectly, are temporarily restrained and enjoined from at@gilling, or
attempting to collect payment froamy consumer for the purchase of Defendants’ Tech Support
Products or Services.
V.

PROHIBITION ON RELEASE OF CUSTOMER INFORMATION

IT IS FURTHER ORDERED that Defendants anti¢ir Representativesvhether acting
directly or through any entity, corporation, subsidiary, division, director, mgnmagenber,
affiliate, independent contractor, accountant, financial advisor, or other denadeereby
temporarilyrestrained and enjoined from:

A. Selling, renting, leasing, trarefring, or otherwise disclosirige name, address,
birth date, telephone number, credit card number, debit card number, bank account number, e-
mail addressSocial Security number, Social Insurance number, or @ithencial oridentifying
personalnformaion of any Person that Defendants obtained prior to entry of this Order in
connection with any activity that pertains to the subject matter of the Complaint; and

B. Benefitting from or using the name, address, birth date, telephone number, credit

card number, debit card number, bank account numbeajleaddress, Social Security number,
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Social Insurance number, or other financial or identifying personal infanmaf any Person
from whom or about whom any Defendant obtained such information in connectioanyi
activity that pertains tthe subject matter of this Order;
Provided, however, that Defendants may disclose such identifying informaticamyo
civil or criminallaw enforcement agency or as required by any tagulation, or court order.
V.

SUSPENSION OF CORPORATE DEFENDANTS'WEBSITES

IT IS FURTHER ORDERED that any party hosting any webpage or website for any
Corporate Defendant and any domain registrar who has provided or is providing domain name
registration service® or on behalf of any Corporabefendanis hereby temporarily restrained
and enjoined from failing to:

A. Immediately take whatever steps may be necessary to ensure that any webpage or
website operated, in whole or in part, in connection with the Corporate Defendants’ provision of
Tech Support Products and Services cannot be accessed by the public; and

B. Prevent the destruction or erasure of any webpage or website operatedgin whol
or in part, on any Corporaizefendant’s behalfpreserving such documentstive format in
which they are currently maintaineghd prevent the destruction or erasure of all records relating
to the Corporate Defendants.

VI.

DISCONNECTION OF CORPORATE DEFENDANTS’ TELEPHONE NUMBERS

IT IS FURTHER ORDERED that any telephone service provider &y Corporate
Defendant, including, but not limited to, Voice Over Internet Protocol and telecomatiang

service providers and toll-free forwarding services, who has provided or is prowatiipgdne

Page6 of 32



services on any Corporate Defendant’s behdleirgby temporarily restrained and enjoined from
failing to immediately take whatever steps may be necessary to ensure thatpimyrielor fax
number operated, in whole or in part, in connection with the Corporate Defendants’ provision of
Tech Support Produsiand Servicess disconnected from service.

VII.

ASSET FREEZE

IT IS FURTHER ORDERED thatthe Qrporate Defendantghether actinglirectly or
through any entity, corporation, subsidiary, division, director, manager, meaffilete,
independent contractor, accountant, financial advisor, or other device, areteenpbyarily
restrained and enjoined from:

A. Transferring, liquidating, converting, encumbering, pledging, loaniningel
concealing, dissipating, disbursing, assigning, relinquishing, spending, withdrayanting a
lien or security interest or other interest in, or otherwise dispas$iagy funds, real or personal
property, accounts, contracts, shares of stock, listastbmemames, or other Assets of any
Corporate Defendant, or any interest therein, wherever located, includingedhisiUnited
States, that are:

1. owned, controlled, or held, in whole or in part, by amygorate Defendant;

2. held, in whole or in part, for the direct or indirect benefit of, anypGrate
Defendant;

3. inthe actual or construge possession of any Corpor&lefendant;

4. owned or controlled by, or in the actual or constructive possession of, or
otherwise held for the benefit of, any corporation, partnership, asset protection

trust, or other entity that @irectly or indirectly owned, managed, or
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controlledby anyCorporateDefendant. This includes, but is nbinited to,
anyAssets held by, for, or subject to access by, any Corppedndantt

any bank or savings and loan institution, or at/with any brdkater.escrow
agent, title company, insurance company, commodity trading company,
precious metal dealer, payment processor, credit card processor, acquiring
bank, merchant bank, independent sales organization,phitgprocessor,
payment gatewayor other financial institution or depository of any kind;

5. held by an agent of any Corpor&efendant as a retainer for the agent’s
provision of services to Corporabefendants;

6. held in any account for which any Corporate Defendant is, or was on the date
that this Order was signed, an authorized signor;

7. isinthe possession, custody, or control of any Individual Defendant that is
owned by any Corporate Defendant or in which any Corporate Defendant has
any legal or equitable interest or claim; or

8. property of any kind, including cash, that is in the possession, custody,
control of any Individual Defendant which was transferred or received from
any Corporate Defendant within thirty (30) days prior to the entry of this
Order.

B. Physically opening or causing be opened any safe deposit boxes, commercial
mail boxes, or storage facilities titled in the name of @agporateDefendant, either
individually or jointly, or subject to access by a@prporateDefendant, except as necessary to

comply with SectiorXV Il of thisOrder;
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C. Incurring charges or cash advances on any credit or bank card issued in the name,
individually or jointly, of any @rporateDefendant. Thigncludes, but is not limited to, any
corporate bank card or corporate credit card accoumtimh any CorporateDefendant is, or
was on the date that this Order was signed, an authorized signor;

D. Obtaining a personal or secured loan encumbering the Assets Gbgmyrate
Defendant; and

E. Incurring liens or other encumbrances on real property, personal property, or
other Assets in the name, individually or jointly, of any Corporate Defendant.

IT IS FURTHER ORDERED that tis Section shall be construed to apiolya) assets
belonging to the Corporate Defendants as of October 27, 2016 )aaskets apiired by the
Corporate [@fendants afte©ctober 27, 2018 they are acquireérom any activity that is the
subject of the Plaintiffs’ Complaint or from any activity that is prohibited by tldero But, this
SectionshalNOT be construed to apply to the individual defendants’ personal assets, or to the
assets of wholly unrelated businessag] the receiver is here®@RDERED to lift the freeze on
the personal assets of the individual defendantsany assets of wholly unrelated businesses
imposed by the temporary restraining order.

VII I

FINANCIAL REPORTS AND ACCOUNTING

IT IS FURTHER ORDERED that each Individual Defendant and Corporate Defendant,
within five (5) days of receiving notice of this Order, shall proviegeFTCand the Receiver
with compkted financial statements, verified under oath and accurate as of the date of entry
this Order, on the forms attached to this OrdekttechmentB for each Corporate Defendant

and Attachmen€ for each Individual DefendanDefendants shall include the financial
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statements a full accounting of all funds and assets, whether located insideder @ititse
United States, that are: (a) titled in the name of any Defendant, jointly, lbgvarandividually;
(b) held by any Person or entity for the benefit of any Defendant; or (c) underetbieadi
indirect control of any Defendant.

IX.

RETENTION OF ASSETS AND RECORDS BY
FINANCIAL INSTITUTIONS AND OTHER THIRD PARTIES

IT IS FURTHER ORDERED that any financial or brokerage institution or depository,
credit card processor, payment processor, merchant bank, acquiring bank, independent sales
organization, third party processor, payment gateway, insurance comgenayy agent, title
company, commodity trading company, trust, business eatiBerson thaa) holds, controls,
or maintains custody of any account, safe deposit box, or Asset of any Defendantijgb) hol
controls, or maintains custody of any Asset associated with credits, debhsyrges made on
behalfof anyDefendant, including reserve funds, or (c) has held, controlled or maintained
custody of any such account, safe deposit box, or Asset at any time since tifeedaite of this
Order, upon service of this Ordeshall:

A. Hold and retain within its control and prohibit the withdrawal, removal,
assigment,transfer, pledgeencumibance disbursement, dissipation, conversialgsgift, or
otherwise dispad of anysuch accounts, Assets, funds, or other propagyvell as all
Documents related to such Assdlgt are owned by, held in the name of, for the benefit of, or
otherwise controlled by, directly or indirectly, aDgfendant, in whole or in part, except as
directed by further order of the Court or as directed in writim¢heReceiver egarding
accounts, Documents, or Assets owned by, held in the name of, for the benefit of, orsetherwi

controlled by, anyefendant;
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B. Denyany Person, except the Receiver acting pursuant to Sedfiarf this
Order, access to any safe dsp box, commercial mail box, or storage facility that igditin the
name of anypefendant, either individually or jointly, or otherwise subject to access by any
Defendant;

C. Providethe Receiver anthe FTCs counsel, withirb (five) business days of
receiving a copy of this Order, a sworn statement setting forth:

1. The identification number of each such account or asset titled (1) in the name,
individually or jointly, of any Defendant; (2) held on behalf of, or for the
benefitof, any Defendant; (3) owned controlled by any Defendar(@)
associated with credit or debit charges made on behaifyoDefendantor
(5) otherwise sulgct to access by any Defendattitectly or indirectly;

2. The balance of each such account, or a description of the naturalaeaf
such Asset as of the close of business on the day on which this Order is
served and, if the account or other Asset has been closed or removed, the date
closed or removed, the total funds removed in order to clesacttount, and
the name of th€erson or entity to whom such account or other Asset was
remitted and

3. The identification of any safe deposit box, commercial mail box, or storage
facility that is either titled in the name of any Defendant, or is otherwise
subject toacces®r controlby any Defendantwhether in whole or in parand
if the safe deposit box, commercial mailbox, or storage facility has been

closed, the date closed
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D. Allow representatives dhe FTCor the Receiver immediate access to inspect and
copy, or uporrequest othe FTC a the Receiveryithin five (5) days of said request, provide
the FTCor the Receiver’s representatiwesh copies of all records or other documentation
pertaining toeachsuch account or Asset, includirgut not limited topriginals or copies of
account applications, account statements, corporate resolutions, signature cekds dcatts,
deposit tickets, loan documentation, transfers to and from the accounts, includimgngfers
and wire transfer instructions, all other debit and credit instruments or slipm@utransaction
reports, 1099 forms, and all logs pertaining to safe deposit boxes, commercial msildmake
storage facilities.

X.

FOREIGN ASSET REPATRIATION

IT IS FURTHER ORDERED that within five (5) business days of receiving notice of
this OrdereachCorporate Defendant and each Individual Defendant shall:

A. Transfer to theerritory of the United States all fundsobuments, and gsets
located in foreign countrieshich are (1) titled in the namandividually or jointly,of any
Corporate Defendant or IndividuBefendantf2) held by any Erson or entity for the benefit of
any Corporate Defendant or Individual Defendant; or (3) under any Corporate Defendant
Individual Defendant’s direct or indirect control, whether jointly or singly;

Provided, however, any Defendant who currently does not hold an accourirsrzcial
institution located in the United States shall repatriate all assets and funds touthis C
Registy.

B. Providethe FTCaccess to all records of accountssets of each Corporate

Defendant and Individual Defendant held by financial institutions located outgidertitorial
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United States by signing the Consent to Release of Financial Records atteithe®rder as
AttachmentD.
XI.

INTERFERENCE WITH REPATRIATION

IT IS FURTHER ORDERED that Defendantand their Representatives, whether acting
directly or through any entity, corporation, subsidiary, division, director, managenber,
affiliate, independent contractor, accountéinncial advisor or other device, are hereby
temporarily restrained arghjoined from taking any action, directly or indirectly, which may
result in the encumbrance or dissipation of foreign Assets, including, but not limited to:

A. Sending any statement, letter, faxnail or wire transmission, telephoning or
engaging in anytber act, directly or indirectly, that results in a determinatioa fiyreign
trustee or other entity that a “duress” event has occurred under the ternoseofa frust
agreement, until such time that all assets have been fully repatriated ptosseetionX of this
Order,

B. Notifying any trustee, protector, or other agent of any foreign trust or @tia¢ed
entities of either the existence of this Order, or of the fact that repatiistiuired pursuant to
a Court Order, until such tintbat allassets have been fully repatriated pursuant to Sextain
this Order.

XIl.

CONSUMER CREDIT REPORTS

IT IS FURTHER ORDERED that, pursuant to Section 604(1) of the Fair Credit

Repating Act, 15 U .S.C. § 1681 b(1), any consumer reporting agency served with this Order
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shall promptly furnisitconsumerepors as requested concerning any Defendant to counsel for
the FTC The FTCmay also directly access any Defendant’s consumer report.
X1

PRESERVATION OF RECORDS AND REPORT OF NEW BUSINESS ACTIVITY

IT IS FURTHER ORDERED that Defendants and their Representatives, as well as any
Document custodians receiving actual notice of this Order, whettweg darectly or through
any entity, corporation, subsidiary, division, director, manager, membemtaffindependent
contractor, accountant, financial advisor, or other device, are hereby temypestrained and
enjoined from:

A. Destroying, erasing, falsifying, writing over, mutilating, concealitigriag,
transferring, or otherwise disposing of, in any manner, directly or indirealgyents that
relate to: (1) the business, business practices, Assets, or business or peeswed,fof any
Defendantf2) the business practices or finances of entities directly or indirectly tivede
control of any Defendanar (3) the business practices or finances of entities directly or
indirectly under common control with any other Defendant, including: anglanthrketing
materials, Internet pages, consumer complagatis detail records, telephone logs, telephone
scripts, contractgorrespondence;mail, corporate books and records, accounting data,
financial statements, receipt books, ledgers, persondusidess canceled checks and check
registers, bank statements, calendars, appointment books, and tax returns;

B. Failing to create and maintain Documents that, in reasonable detail, accurately,
fairly, and completely reflect Defendants’ incomes, disbursemeatsactions, and use of

Defendants’ Assets; and
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C. Creating, operating, or exercising any control over any new business entit
whether newly formed or previously inactive, including any partnership, limitedgoahip,
joint venture, sole proprietorship, or corporation, without first providing counstiddfTC
with a written statement disclosing: (1) the name of the business entity; (2ytessadnd
telephone number of the business entity; (3) the names of the business enitts,affrectors,
principals, managers, and employees; and (4) a detailed description of thesbeistitg's
intended activities.

XIV.

APPOINTMENT OF RECEIVER

IT IS FURTHER ORDERED thatPATRICIA HAMILL, ESQUIRE is APPOINTED
Receiver for the business activities of @@porate Defendastand any of theiaffiliates
subsidiaries, divisions, or telephone sales, technical support, or customer servitengpera
wherever located, with the full power of an equity receiver. The Receiver shak lagent of
this Court, and solely the agent of this Courtacting as Receiver under this Order. The
Receivershall be accountable directly to this Court. The Receiver shall comply witlaasy
and Local Rules of this Court governing receivers.

XV.

DUTIES AND AUTHORITY OF R ECEIVER

IT IS FURTHER ORDERED that theReceiver is directednd authorized to
accomplish the following:
A. Assume full control of the Receivership Defendants by removing, &eibever

deems necessary or advisable, any director, officgependent contractor, employee, or agent
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of anyof the Receivership Defendants, including any Defendant, from control of, mag@gem
of, or participatiorin the affairs of the Receivership Defendant
B. Take exclusive custodgpntrol, and possession of all AssetecDments, and
electronically stored inforation of, or in the possession, custody, or under the control of, the
Receivership Defenda)twherever situated. The Receiver shall have full power to divert mail
and to sue for, collect, receive, take irspesn, hold, and manage all Assets and Documents
of the Receivershipefendants and other persons or entities whose interests are now held by or
under the direction, possession, custody, or control of the Receivership Defendants.
Provided, however, that theReceiver shall not attempt to collectreceive any amount
from a consumer if the Receiver believes the consumer wiatra of thedeceptive acts or
practices or other violations of law alleged in the Complaint in this matter, withoutQourt
approal;
C. Take all steps necessary to seamd take exclusive custody of each location
from which theReceivershifpefendants operate their businesses. Such steps may include, but
are not limited to any of the following, as the Receiver demusssary ordvisable:
1. serving tls Order;
2. completing a written inventory of all ReceivershipfendantsAssets;
3. obtaining pertinent information from all employees and other agents of the
Receivership Defendastincluding, but not limited to, the name, hoatglress
Social Securitynumber, job description, method of compensation, and all accrued
and unpaid commissions and compensation of each such employee or agent, and
all computer hardware and software passwords;

4. videotaping and photographiagy orall portions of the location;
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5. securing the location by changing the locks and disconneatipgnternet access
or other means of access to the computers, internet, or other records maintained at
that location;

6. requiring any persons present on the premises at the tisn@rter is served to
leave the premises, to provide the Receiver with proof of identification, or to
demonstrate to theatisfactionof the Receiver that such persons are not removing
from the premises Documents or Atsof the Corporate Defendants. Law
enforcement personnel, including, but not limited to, police or sheriffs, may assist
the Receiver in implementing these provisions in order to keep the peace and
maintain security; and

7. If requested by the Receivéaw enforcement personnel, including, but not
limited to, police or sheriffswill provide appropriate and necessary assistance to
the Receiveto implement this Ordeandareauthorized to use any necessary and
reasonable force to do so;

D. Conserve, hal, and manage alif the Receivership Defendantssgets, and
perform all actsiecessary or advisaltie preserve the value of those Assets, in order to prevent
any irreparable loss, damggr injury to consumers or creditors of Beceivership Defendagt
including, but not limited to, obtaining an accountinghe Assets and preventinge
unauthorizedransfer, wihdrawal, or misapplication of#sets;

E. Liguidate any and all assets owned by or for the benefit of the Receivership
Defendand that the Receiver deems to be advisable or necessary;

F. Enter into and cancel contracts and purchase insurance as advisable or necessary;
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G. Prevent lhe inequitable distribution of Assets and determine, adjust, and protect
the interests of consumers who have transacted business with the Receefshiant;

H. Manage and administer the business of the Receivership Defendants until further
order of this Court by performing all incidental acts that the Recdagms to be advisable or
necessary, which includes retaining, hiringdsmissing any employees, ggkendent
contractors, or agents;

l. Suspend business operations of the Receivership Defendants if, in the judgment of
the Receiver, such operations cannot be continued legally and profitably;

J. Choose, engage, and employ attorneys, accountants, appraisers, and other
independent contractors and technical speciafistthe Receivateems advisable or necessary
in the performance of duties and responsibilities under the authority granted Qydbr;

K. Make payments and disbursements from the Receivership tbstbéee
necessary or advisable for carrying out the directions of, or exercisiagttharity granted by,
this Order. The Receiver shall apply to the Court for prior approval of any paymamnt débt
or obligation incurred by thReceivership Defendanprior to the date of entry of this Order,
except paymenthat the Receiver deems necessary or advisable to secure assets of the
Receivership Defenda)tsuch as rental payments;

L. Prevent the destruction or erasure of any webpage or website registaneld to
operated, in whole or in part, biye Receivership Defendants;

M. Take all steps necessary to ensure that any of the Receivership Defendants’
webpages or websites relating to Tech Support Products and Services cannes$eddry the

public, or are modified for consumer education and/or information purposes;
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N. Institute, compromise, adjust, appear in, intervene in, or become party to such
actions or proceedings in state, federal, or foreign courts, or arbitratiore@rug® as the
Receiver deems necessary and advisable to preserve or recover the AsseteaditteesRip
Defendants, or that the Receiver deems necessary and advisable to carry out tiee'RReceiv
mandate under this Order, including, but not limited to, actions challenging fraudulent
voidable transfers;

0. Defend, compromise, adjust, or otherwise dispose of any or all actions or
proceedings instituted in the past or in the future against the Receiver in las Réeeiver, or
against the Receivership Defendants, or as the Receiver deems necessary alé &aleisrry
out the Receiver’'s mandate under this Order;

P. Issue subpoenas to obtain Documents and records pertaining to the receivership,
and conduct discovery in this action on behalf of the receivership estate;

Q. Open one or more bank accouassdesignatedepositories for funds of the
Receivership DefendamtThe Receiver shall deposit all funds of the Receivership Defenuhant
such a designated accoamd shall make apjayments and disbursements from the receivership
estate fronsuch account(s);

R. Maintain accurate records of all receipts and expendiincesred afReceiver

S. Cooperate with reasonable requests for information or assistance frastasngr
federal law enforcement agency;

T. File timely reports with the Court at sEmable intervals, or as otherwise
described by the Court.

XVI.

IMMEDIATE ACCESS TO BUSINESS PREMISES AND RECORDS
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IT IS FURTHER ORDERED that:

A. Defendants and their officers, agents, servants, employees, and attorneys, and
those persons or entitiesantive concert or participation with any of them whoeive actual
notice of this Order by personal service or otherwise, whetttarg directly or indirectly, shall:

1. Immediately identify tadhe FTCs counsel and the Receiver:

a. All of the Receivership Defendants’ premises, whether residential or
non+esidential, including all locations from whithe Receivership
Defendants conduct business, maintain sales operations, or maintain
customer service operations;

b. All locations of Documents or elctronically stored information related
to theReceivership Defendants, including, but not limited to, the name
and lccation of any electronic dateoldts; and

c. All locations where assets belonginghe Receivership Defendant
are stored or maintained,

2. Allow the FTCand the Receiver, and their respecte@resentatives, immediate
access to:

a. All of the Receivershipefendants’ business premises, including, but
not limited to,those located dt2 Main Street, Suite 1, Essex,
Connecticut 06426 3220Tillman Drive, Suite 504, Bensalem,
Pennsylvania 1902012 Penns Trail, Suite 12200, Newtown,
Pennsylvania 18940and41 University Drive, Suite 400, Newtown,

Pennsylvania 18940andsuch other business locations thag wholly
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or partially owned, rented, leased, or under the temporary or
permanent control of arfgeceivership Defendant
b. Any other nonresidence premises where fReceivership Defendants
conduct business, collections operations, or custgem®ice
operations;
c. Any non+esidence premises where Documents related to the
Receivership Defendants’ businesses are stored or maintained;
d. Any nonfesidence premises whekssets belonging to any
Receivership Defendant are stored or maintained; and
e. Any Documents located at any of the locations described in this
Section; and
3. Providethe FTCandthe Recweer, and their respectivepresentatives, with any
necessary means of access to, aupwf, and forensic imaging of Documents or
electronically stored information, including, without limitation, the locations of
the Receivership Defendahksisiness premises, keys, and combinations to
business premises locks, computer access codes of all computers used to conduct
the Reeivership Defendants’ business, access to, including, but not limited to,
execution ofany Documents necessary for accesarid forensic imagingf any
data stored, hosted, or otherwisemeined by an electronic dataokt, and
storage area access infaton.
B. The FTCand the Receiver are authorized to employ the assistates of
enforcement officers to help effect service, to implement peacefully thisjores of this Order,

and to keep the peace. The Receiver shall allow Plaintiffs and their réptessnnto the
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premises and facilities described in this Section to inspe@ntory, image, and copy
Documents or electronically stored information relevant to any matter gedtai this Order.
Counsel foPlaintiffs and the Receiver may exclude Defendants and their agents andesraploy
from the business premises and facilities during the immediate access. Nalbimdesfere

with Plaintiffs’ or the Receiver’s inspection 8fefendantspremises or Docunms.

C. The FTCand the Receiver shall have the right to removeoguments related
to Defendants’ business practices from the premises in order that they mapdxad,
inventoried, and copied. The materials so remaredl bereturnedwithin seven(7) business
days of completing said inventory aocopying.

D. If any property, recorsl Documents, or computer files relating to the
Receivershipefendantd’ finances or business practices are located in the residence of any
Individual Defendant or are otherwise in the custody or control of an Individuahdzefe then
such Defendant shall produce them to the Receutbin twenty-four (24) hours of service of
this Order. In order to prevent the destruction of computer data, upon service of this Order upon
Defendants, any such computers shall be powered down (turned off) in the normal aoilnse f
operating systems used on such computers and shall not be powered up or used again until
produced for copying and inspection, along with any codes needed for access.

E. The FTCs and the Receives'representatives may also photographideotape
the inside and outside of all premises to which they are perraittagss by this Order, and all
Documents and other items found on such premises.

F. Allow the FTC’semployees andgentsaccess to Receivership Defendants
business records to inspect and copy Documents in preparation for the preliminatyoimjunc

hearing and to identify anddate assets. Theeceivership Defendants shall, witlive (5)
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days of receiving notice of this Order, producéht® FTCfor inspection, inventory, and/or

copying at a location designated the FTC the following materials, including those materials

located outside of the United States:

1.

al customer information, including, but not limited to, nan@sne

numbers, addresses, email addresses, customer complaints, and payment
information for all consumers who have purchased Dkfets’ Tech Support
Products and Services

contracts;

correspondence, including, but not limited to, electronic correspondence and
Instant Messenger communications, tieéer or relate to the Defendants’

Tech Support Products and Services;

all advertisements, sales, ornketing materials related to Defendants’ Tech
Support Products and Services;

all complaints, including all refund requests, from customers, whether sent
directly to Defendants or received through law enforcement agency or third-
party organizations such #s Better Business Bureau, and any responses
from Defendants;

recordings of any sales calls or customer service calls;

any agreements and correspondence (includimgi&é short message service
(SM), instant messaging, or any other electronic communimatietween any
Defendant and any payment processing company, independent sales

organization, or financial institution;

Page23 of 32



8. all computers and electronic data, in whatever form, used by the Corporate
Defendants, as well as all access codes, passwords,ifdgrmation and
equipmenneeded to access such mateaakl

9. accounting information, including, but nohited to, profit and loss
statements, annual reports, receipt books, ledgers, personal and business
canceled checks and check registers, bank stateappointment books,
copies of federal, stater local business, personal income, or property tax
returns, and 1099 forms.

The FTCshall return producechaterialspursuant to this Paragraph witlgaven (¥
business days of completisgidinventoryand copying.

G. Within one (1) business day of the entry of this Order, the Corporate Defendants
shall (i) notify counsel fothe FTCof the name and location of angfBon or entity that is
hosting, storing, or otherwise maintaining electronic @@&kectronic Data Host) related to the
Corporate Defendants’ operations, and (ii) serve this Order on any such Persaty.oil Bet
Corporate Defendants shall provide such Electronic Data Host with their comsiet FTC
andits agents to receive acxetoCorporate @fendants’ data fdorensicimaging and
Corporate Defendants shall execute any documents and otherwise cooperate as/iecess
facilitate such access

The FTCshall return any material produced pursuant to this Section veivien(7)
business days of Corporate Defendants’ production.

IT IS FURTHER ORDERED that the FTC’s access to the Defendadtstuments
pursuant to this provision shall not provide grounds for any Defendant to object to any

subsequent request for documents servetidy¥TC.
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IT IS FURTHER ORDERED that the Receiver shall have the discretion to determine
the time, manner, and reasonable conditions of such access.
XVII.

DEFENDANTS’ ACCESS TO PREMISES AND RECORDS

IT IS FURTHER ORDERED that theReceiver shall allow Defelants and their
Representatives reasonable access to the preaiides Receivership DefendantThe purpose
of this access shall be to inspect, inventand copy any and alld&@uments and oth@roperty
owned by or in the possession of BReceivership Defendagtprovided that those Documents
and property are not removed from the premigéee Receiver shall havbe discretion to
deteminethe time, manner, and reasonable conditions of such access.

XVIII.

PROVISION OF INFORMATION TO RECEIVER

IT IS FURTHER ORDERED that the Receivership Defendants shall provide to the
Receiver, immediately upon request, the following:

A. A list of all Assets and property, including accounts, of the Receivership
Defendants that are held in the name of a Rershye Defendant, or by any Person or entity
other than a Receivership Defendant; and

B. A list of all agents, employees, officers, servants, and those persons in active
concert and participation with the Receivership Defendants, who have beentedsmoiime
business with the Receivership Defendants. Such list should include every enhptptdes
leads to the Receivership Defendants.

XIX.

TRANSFER OF RECEIVERSHIP PROPERTY TO RECEIVER
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IT IS FURTHER ORDERED thatDefendants, their Representatives, and any other
Person, with possession, custody, or control of property of, or records relating to, the
Receivership Defendants shall, upon notice of this Order by personal service wisather
immediately notify the Resgver of, and, upon receiving a request from the Receiver,

immediately transfer or deliver to the Receiver possession, custody, daral ogrthe

following:
A. All Assets othe Receivership Defendant
B. All Documents and electronically stored informatiothef Receivership

Defendand, including, but not limited to, books and records of accountshafidial and
accounting records, balance sheets, income statementsebants including monthly
statements, canceled checks, records of traresfers, reards of ACH transactions, and check
registers), client ocustomer listsgontractstitle Documents and other papers;

C. All computers, electronic devices, mobile d@dcand machines and data in
whatever form used to conduct business of the Receivership Defendants;

D. All Assets an Documents belonging to other Persons or entities whose interests
are under the direction, possession, custody, or control of the Receivership Defendants

E. All keys, codes, user namemnd passwords necessérygain or securaccess to
any Assets oDocumentf the Receivership Defendants, wherever locatexiiding, but not
limited to, access ttheir business premises, means of communication, accounts, computer
systems, or other property; and

F. Information identifying the a@unts, employees, properties, or otheséts or

obligations of the Receivership Defendants.
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In the eventhat any Rrson or entity fails to deler or transfer immediately anys8etor
Document, or otherwise fails to comply with any provision of thigiSecthe Receiver may file
an Affidavit of Non-Compliance regarding the failure and a motion seeking compliapca U
filing of the affidavit, the Court may authorize, without additional process or demaite pivr
possession or sequestration or otherntatle writs requested by tikeceiver. The writs shall
authorize and direct the United States Marshal or any sheriff or dgipertijf of any county, or
any other federal or state law enforcement officer, to seiz&gbet,Document, or other thing
andto deliver it to the Receiver.

XX.

COOPERATION WITH RECEIVER

IT IS FURTHER ORDERED that Defendants and their Representatives, whether acting
directly or indirectly, shall fully cooperate with and assistRleeeiver. Defendants’ cooperation
andassistance shall include, but not be limited to:

A. Providing any information to the Receiver that Rexeiver deems necessary to
exerci® the authority and discharge tlesponsibilitieof the Receiver under this Order,
including, but notimited to, allowing theReceiver to inspect @uments and gsets ando
partition office space;

B. Providing any username or password and executing any Documents required to
access any computanobile device, electronic file, or telephonic data in any medium, imgud
but not limitedto, electronically stored infmation storedhostedpr otherwise maintained by an
electronic data Bist;

C. Advising all persons who owe money to the Receivership Deferttiants|

debts should be paid directly to the Receiver;
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D. Transferring funds at the Receiver’s direction;

E. Producing records related to the Assets and sales of the Receivership Disfendan
and

F. Refraining from transacting any of the business of the Receivership Retend
except under the direction of thegeiver.

The entities obligated to cooperate with the Receiver under this provision includes but ar
not limited to, banks, broker-dealers, savings and loans, escrow agents, title esmpani
commodity trading companies, precious metals dealers, crediparessors, payment
processors, merchant banks, acquiring banks, independent sales organizatiopastyhird-
processors, payment gateways, insurance companies, and other finantuébimstnd
depositories of any kind, as well as all common carriers, telecommunicatiopares) and
third-party billing agents.

XXI.

NO INTERFERENCE WITH THE RECEIVER

IT IS FURTHER ORDERED that Defendants and their Representatives, whether acting
directly or through any entity, corporation, subsidiary, division, director, manmagenber,
affiliate, independent contractor, accountant, financial advisor, or dédwece, except as
provided herein, as stipulated by the parties, or as directed by further otderCuurt, are
hereby restrained and enjoinedm:

A. Interfering with theReceiver’s efforts to manage or taketody, control, or
possession of the Assets or Documents subject toeites/ership;

B. Transacting any of the business of the Receivership Defendants;
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C. Transferring, receiving, altering, sellingncumbering, pledging, assigning,
liquidating, or otherwise disposing of any Assets owned, controlled, or in the possession or
custody of, or in which an interest is held or claimed by, the Receivershipdaets or the
Receiver; and

D. Refusing to cooperatwith the Receiver or the Receiver’s duly authorized agents
in the exercise of their duties or authority under any order of this Court.

XXII.

COMPENSATION OF THE RECEIVER

IT IS FURTHER ORDERED that the Receiver and &lersons or entities retained or
hired by the Receiver as authorized under this Order, including counseRedéeer and
accountantsshall beentitled to reasonable compensation for the performance of duties pursuant
to this Orderand for the cost of actualit-of-pocket expenses inceaby them, from the Asets
now held by, in the possession or control of, or which may be received by, the Receivership
Defendarng. TheReceiver shall file with th€ourt and serve on the parties periagiguests for
the payment of such reasonable compensation, with the first such request filed no more than
sixty (60) days after the date of this Ord&he Receiver shall nacreae the hourly rates used
as thebases for such fee applications without prior approval of the Court.

XXTII.

STAY OF ACTIONS

IT IS FURTHER ORDERED that:
A. Except by leave of this Court, during pendency of the Receivership ordered
herein, Defendants and all other persons and entities be and hereby aré@tayaking any

action to establish or enforce any claim, rightinberest foragainst, on behalf of, in, or in the
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name of, the Receivership Defendaany of theirsubsidiaries, affiliates, partnerships,
Assets, Dcuments, or the Retver or the Receives’duly authorized agents acting in their
capacities as suchcluding, but not limited to, the following actions:

1. Commencing, prosecuting, continuing, entering, or enforcing any suit or
proceeding, except that such actions may be filed to toll any applatahi¢e
of limitations;

2. Accelerating the due date of aalgligation or claimed obligation; filing or
enforcing any lien; taking or attempting to take possession, custody, avlcontr
of any asset; attempting to foreclose, forfeit, alter, or terminatengamgst in
anyAsset, whether such acts are part of acjatiproceedingare acts of self
help, orotherwise;

3. Executing, issuing, serving, or causing the execution, issuance or sHyvice
anylegal process, including, but not limited to, attachments, garnishments,
subpoenas, writs of replevin, writs of execution, or afmer form of process
whetherspecified in this Order or not; or

4. Doing any act or thing whatsoever to interfere with the Receiver taking
custody, control, possession, or management of the Assets or Documents
subject to this receivership, orharass or interfere witthe Receiver in any
way, or to interfere in any manner with tieclusive jurisdiction of this Court
over the Assets or Documents of fReceivership Defendants;

B. This Section does not stay:

1. The commencement or continuation of a criminal action or proceeding;
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2. The commencement or continuation of an action or proceeding by a
governmental unit to enforce such governmental unit’s police or regulatory
power;

3. The enforcement of a judgment, other than a money judgment, obtained in an
acton or proceeding by a governmental unit to enforce goglernmental
unit’s police or regulatory power; or

4. The issuance to a Receivership Defendant of a notice of tax deficiency; and

C. Except as otherwise provided in this Order, all Persons and entitiesdnof
documentation from the Receiver shalblhinstances first attempt 8ecure such information by
submitting a written request to the Receiver, and, if such request has not been teg&ponde
within thirty (30) days ofeceipt by the Receiverngsuch Person or entity may thereafter seek
an Order of this Court with regard to the relief requested.

XXIV.

DISTRIBUTION OF ORDER BY DEFENDANTS

IT IS FURTHER ORDERED thatDefendants shall immediately provide a copy of this
Order to each affiliate, sslaliary, Hosting @mpany, division, sales entity, successor, assign,
officer, director, employee, independent contractor, client company, agemewgitand spouse
of each Defendant, and shall, within ten (10) days from the date of entry of this Ordete provi
the Commission with a sworn statement that Defendants have complied with thisoproYigie
Order, which statement shall include the names, physical addressesnai@dedresses of each

such Rerson or entity who received a copy of the Order.

XXV.
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XXVI .

SERVICE OF ORDER UPON FINANCIAL
INSTITUTIONS AND OTHER THIRD PARTIES

IT IS FURTHER ORDERED that ®pies of this Order may be served by any means,
including facsimile transmission, upon any financial institution or other entitgrsoR thamay
have possession, custody, or control of any Documents of any Defendant, or that meigethe
be subject to any provision of this Order. Service upon any branch or office of anyafinanc
institution shall effect service upon the entire financial institution.

XXVII .

RETENTION OF JURISDICTION

IT IS FURTHER ORDERED that this Court shaRETAIN jurisdiction of this matter

for all purposes.

BY THE COURT:

/s/ Stewart Dalzell, J.
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