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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF TENNESSEE

DISH NETWORK LLC, )
ECHOSTAR TECHNOLOGIES LLC, )
and NAGRASTAR LLC, )
)
Plaintiffs, )
)
V. ) No.: 3:15-CV-492-TAV-HBG
)
LESTER BARNABY, )
)

Defendant. )

MEMORANDUM OPINION

This civil action is befre the Court on plaintiffsMotion for Default Judgment
[Doc. 6]. Plaintiffs move foentry of a judgment by deflitagainst defendant pursuant
to Rule 55(b)(2) of the Federal Rules Givil Procedure for fdure to answer the
complaint or otherwise deferidis action. The Court has efully consideed the record
as well as the relevant law, and for thasens discussed herein, the Court will grant
plaintiffs’ motion.
l. Background

Plaintiff DISH Network LLC (“DISH”) is a multi-channel video provider that
delivers video, audio, and w@aservices to approximatelpurteen-million subscribers
throughout the United Statesava direct broadcast satellggstem [Doc. 1 { 9]. DISH
uses high-powered satellites to broadcastretenent services toonsumers who have
been authorized to receive sws#rvices after payment of a fdd.[f 10]. It contracts for

and purchases the distribution rights for mafsthe programming available for broadcast
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[Id. § 11]. The programming DISH broadcastse copyrighted and DISH has the
authority of the copyright holders to pratéicese works from unauthorized reception and
viewing [Id. T 12].

The programming is digitizedcompressed, and thenrambled prior to being
transmitted to multile satellites [d. § 13]. The satellites relay the encrypted signal and
DISH subscribers, who have the necegsmuipment, receive the signald.]. Plaintiff
EchoStar Technologies LLC EthoStar”) provides receivers, dish antenna, and other
digital equipment for the DISH systetd [ 14]. Plaintiff NagraStar LLC (“NagraStar”)
provides security technologiedd]. The security measures are encryption-based
technologies that descramble the satellite sigdalf[ff 16—-18]. These measures prevent
unauthorized users from viewing the programming [

A new form of piracy has emerged calfédternet key sharing,” or “IKS,” that
can circumvent this sysi by use of passcoddsd.[{] 21-24]. NFusion Private Server
(“NFPS”) is a subscription-based IKS semjievhereby members mirase the service to
receive DISH’s encrypted satellite broadsasf programing witbut authorizationIfl.

25]. Plaintiffs received records showin@gtldefendant purchasetl least 220 passcodes
to the NFPS service [Docs. 8-1, 872].These passcode are primarily designed and
produced for circumventing the DISH systeaand have no commercially significant

purpose other than to do so [Docf B2]. Plaintiffs assert that defendant re-sold certain

! The Court notes that pldifis alleged in the complairthat defendant purchased at
least 160 passcodes [Doc. 1  26]. In conaectiith their requestor damages, however,
plaintiffs provided additional edence showing that he purchassdeast 220 passcodes [Docs.
8-1, 8-2].
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IKS passwords that he purchasédl fff 27]. They allege that defendant intended for his
IKS passwords to be used tine unauthorized decryption pfaintiffs’ satellite signal,
and knew or at least shoulthve known they were usqmtimarily in this unlawful
manner [d. 11 34, 38-39]. Defendant and his custmreceived the benefit of viewing
DISH programming without purchasing a subscriptioihn {1 27-28].

Plaintiffs filed this action on November 2015, alleging viol&ons of the Digital
Millennium Copyright Act (“DMCA”), 17 U.S.C. 8§ 1201get seq and the Federal
Communications Act (“FCA), 47 U.S.C. § 605t seq[Doc. 1 {1 5f Defendant failed
to respond to the complaint otherwise defend this actiongpete being properly served
[Docs. 2, 3]. On Februarg, 2016, plaintiffs applied fothe Clerk’'s entry of default
[Doc. 4], and on March 3, 2016, thee@t of Court entered default [Doc. 5].

[I.  Analysis

Rule 55 of the Federal Rdef Civil Procedure contgplates a two-step process
for obtaining a default judgment against a defnt who has failed to plead or otherwise
defend. First, pursuant to Rule 55(a), arléimust request from the Clerk of Court an
entry of default, describing ¢hparticulars of the defendantalure to plead or otherwise
defend. If default is entered by the Cletle plaintiff must then move the Court for
entry of default judgment pursoeto Rule 55(b). The detaination of whether a motion
for default judgment shoultbe granted is committed toh#® sound discretion of the

court.” In re Irby, 337 B.R. 293, 294 (Bankr. N.D. Oha®05) (applying Federal Rule of

2 Plaintiffs also alleged wlations of the Electronic @emunications Privacy Act, 18
U.S.C. § 2511et seq, but do not move for default judgment on that basis.
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Bankruptcy Procedure 7055, which incorpesafederal Rule of Civil Procedure 55).

Once default has been entered, “thenplaint’s factual allegations regarding
liability are taken as true.”"Bogard v. Nat'l| Credit ConsultantdNo. 1:12 CV 025009,
2013 WL 2209154, at *3 (. Ohio May 20, 2013)see also Nat'l Satellite Sports, Inc.
v. Mosley Entm’t, In¢g.No. 01-CV-74510-DT, 2002 WL303039, at *3E.D. Mich. May
21, 2002) (“For a defdt judgment, well-pleaded factuallegations are sufficient to
establish a defendant’s liability.”). The @b must, however, determine whether the
facts alleged in the complaint ®&asufficient to state a claim foelief as to each cause of
action for which [plaintiffs] sek[] default judgment.” J & J Sports Prods., Inc. v.
Rodriguez No. 1:08-CV-1350, 2008 WB083149, at *1 (N.DOhio Nov. 25, 2008)see
also Harrison v. Bailey107 F.3d 870, 1997 WL 4995&t *1 (6th Cir.Feb. 6, 1997)
(“Default judgments would not have beeroper due to the faile to state a claim
against these defendants.Xjinton v. CG’s Prep Kitchen & CaféNo. 1:09-CV-707,
2010 WL 748221, at *1 (W.D. Mich. Mar. 2, 2010) (“A default judgment therefore
cannot stand on a complaint thHails to state a claim.”). Furthermore, although the
allegations in the complaint pertaining liability are taken as true, “the amount of
damages must be proverBogard 2013 WL 2209154, at *3.

Plaintiffs move for default judgment &g their claims under the DMCA and the
FCA. The Court will first address the suafntly of the complaint as to the claims

arising out of each statute. Then, the Court will address damages.



A. Sufficiency of the Complaint asto the DCMA Claims

The DCMA addresses the circumventioh copyright protection systems. 17
U.S.C. § 1201. It prohibitsafficking in any technology, seioe, or part thereof that: (1)
is primarily designed or produced forraimventing a technological measure that
effectively controls access to a copymegh work; (2) has dp limited commercial
purpose or use other than circumventing aneldygical measure that effectively controls
access to a copyrighted vk or (3) is marketedor use in circumwveting a technological
measure that effectively controlBccess to a copyrighted workld. § 1201(a)(2).
Circumventing technological measures, a@nee in the DCMA, “means to descramble a
scrambled work, to decrypt an encrypted wark to otherwise avoid, bypass, remove,
deactivate, or impair a technological measuid.’8 1201(a)(3)(A).

Courts have previously held that eymron-based security systems, such as
plaintiffs’ system, constitute an effectivaccess control measure for purposes of the
DMCA. See DISH Network L.L.@. Sonicview USA, IncNo. 09-CV-1553-L(WVG),
2012 WL 1965279at *8 (S.D. Cal. May 31, 2012)Jniversal City Studios, Inc. v.
Reimerdes111 F. Supp. 2d 294, 318 (S.D.N.Y.0B) (holding that security measures
based on “encryption or scrambling” are effective for purposes of the DMCA). In
addition, courts have heldahthe DCMA applies to varioysracy instruments including
passcodes.DISH Network LLC v. DiMarcoNo. 2:11-CV-019622012 WL 917812, at
*5 (D. Nev. Mar. 14, 2012) (finding the DMCA applicable to the distribution of

passwords used to access IKS servéd$pH Network LLC v. DillionNo. 12-CV-157



BTM(NLS), 2012 WL 368214, at *3-4 (S.D. Cdleb. 3, 2012) (finding that the DMCA
and the FCA apply to piraegnabling software files)see also Actuate Corp. v. IBM
Corp., No. C-09- 05892 JC2010 WL 1340519, a9 (N.D. Cal. Apr.5, 2010) (holding
the “unauthorized distribudn of passwords and usem@s avoids and bypasses a
technological measure in vidlan of section[] 1201(a)(2)").

Plaintiffs have adequately plead aaiot for relief under § 1201(a)(2) of the
DMCA. In their complaint,they state that defendant purchased and sold the IKS
passcodes, that these passcodes are primdegygned to circumvent the plaintiffs’
security system, and that thegve no commercially significh purpose other than to do
so. Altogether, the allegatis in plaintiffs’ complaint,which are accepted as true,
establish that defendant traified in IKS passcodes in vitgilan of the DMCA. As such,
plaintiffs are entitled to default glgment as to their DMCA claims.

B. Sufficiency of the Complaint asto the FCA Claims

Section 605(e)(4) of the FCis similar to 8§ 1201(¢2) of the DCMA. That
section of the FCA by makes it unlawful forygmerson to import or distribute any device
or equipment while “knowing dnaving reason to know” th#tte device or equipment “is
primarily of assistance in the unauthorizéecryption of . . . direct-to-home satellite
services, or is intended for any other actiptphibited by subséion (a).” 47 U.S.C. 8
605(e)(4). Furthermoreubsection (a) provides thdfn]o person no being entitled

thereto shall receive or askiin receiving any interd or foreign communication by



radio and use such communicatio. . for his own benefit or for the benefit of another
not entitled thereto.ld. § 605(a).

Courts have held that plaintiffs’ satellitelevision broadcastare direct-to-home
satellite services for purpose$ 8 605(e)(4), and proted radio communications under
8 605(a).See DirecTV, Inc. v. Wepb45 F.3d 837, 844 (9th Cir. 2008)irecTV, Inc. v.
Huynh 503 F.3d 847, 8553 (9th Cir. 2007)Sonicview USA2012 WL 1965279, at
*10. The FCA also applies to variopg&racy instruments including passcodedlion,
2012 WL 368214, at *3—4 (iding that the DMCA and the FCA apply to piracy-enabling
software files).

The Court also finds that plaintiffs haadequately plead a claim for relief under 8§
605(e)(4) of the FCA. Imaddition to the allegations ithe complaint previously
discussed in conjunction with the DMCA, piaifs provide that defendant knew, or at
least should have known, th#te codes were being primarily used in an unlawful
manner. Furthermore, defendant and his custsmeceived the benefit of viewing DISH
programming without purchamsgy a subscription.

Having found that defendafaces liability under #n DMCA and the FCA, the
Court turns to the issue of rdlisought. Plaintiffs seek lief in the form of statutory
damages and a permanent injunction.

C. Statutory Damages

Plaintiffs are entitled to recover siadry damages for each of defendant's

violations of the DMCA and FCASeel7 U.S.C. § 1203(c)(3)\) (authorizing $200 to



$2,500 per productid7 U.S.C. 88 605(e)(3)(C)(i)(Il), X&) ($10,000 to$100,000 for
each product). Plaintiffs seek $1,000 fmach of 220 infringing products under the
DMCA.

Based on the evidenceahed to plaintiffs’ motion, including the declaration of
Chirstopher Ross, an idligence analyst with plaintiff NagaraStar, and the
documentation provided by a confidential imf@ant, the Court fids that defendant
trafficked in at least 220 IKS Server $2aodes [Docs. 8-1, 8-2]. The Court must
determine, however, whethpglaintiffs are entitled to $1,000 per passcode.

District courts applying the DMCA ‘dve wide discretion in determining the
amount of statutory damages lte awarded, constrained only by the specified maxima
and minima.” Echo Star Satellite LLC v. Viewtech, Inblo. 07cv1273 BEN (WVW),
2011 WL 1522409at *3 (S.D. Cal. Apr. 20, 2011) (quotirReer Int'l Corp. v. Pausa
Records, InG.909 F.2d 1332, 1336 (9th Cir. 1990 When determining the amount of
damages to be awarded for each violatibe, willfulness of theconduct and need for
deterrence may be considereSee Sony Computer Entr&in., Inc. v. Filipiak 406 F.
Supp. 2d 1068, 1074-75 (N.D. Cal. 2005)acfone Wireless, Inc. v. SND Cellular, Inc.
715 F. Supp. 2d 1246, 1261-62QSFla. 2010). In the context of § 1201(a)(2), “willful”
means acting with knoedge that the product atssue is designed or used for
circumvention.See Filipiak 406 F. Supp. 2d at 1075 (citil@plman v. Ageel57 F.3d

708, 715 (9th Cir. 1998)).



To support the contention that they arditled to $1,000 per passcode, plaintiffs
point to the declaration of Moss which esisties that the 220 passcodes only encompass
the period of 2011-2013 everotigh the NFPS service continued to operate after 2013
[Doc. 8-1 1 5]. In addition, defendant mlagve purchased passcodes from persons other
than the confidetial informant Jd.]. Plaintiffs also notehat the $1,000 per passcode
requested is far below the top end oé tBMCA’s damages range. 17 U.S.C. 8
1203(c)(3)(A) ($200 t&$2,500 per item).

As the Court has already notedetlpasscodes were designed and used to
circumvent the security sysnh. In addition, the larggumber of passcodes defendant
purchased is evidencihat he knew the passcodes welesigned and used for this
purpose.See Hendrix2005 WL 757562, at *6 (findinghat purchasing 200 devices is
evidence of knowledge). Furthermore, pldia provided evidence that defendant has
been purchasing piracy equipment since at Idasember 2011 [Docs. 8-1, 8-2]. These
facts all support that defendant’s actions were willful.

The Court also notes that plaintiffse not requesting damages for defendant’s
violations of § 605(e)(4), wbh range from $10,000 to $@,000 for each product. 47
U.S.C. 88 605(e)(3)(C)(i)(II), §e¢4). Plaintiffs are alsaot requesting an award of
attorneys’ fees or costs, which are avagabhder the DMCA in the Court’s discretion,
and mandatory under the FCAee 17 U.S.C. 8§ 1203(b)(4)—(5); 47 U.S.C. §

605(e)(3)(B)(iii).



Furthermore, the Court notes that severarts have awarded statutory damages
at this level. See, e.g., DISH Netnk L.L.C. v. Erian No. 3:15-cv-01159at Doc. 18
(M.D. Tenn.) (granting default judgment and awarding $1,000 for each violation of the
DMCA); DISH Network L.L.C. v. BolanpsNo. CV 12-3097 DB (OPx), 2012 WL
5896599, at *1 (C.D. GaNov. 21, 2012);Tracfone Wireless/15 F. Supp. 2d at 1261,
Craigslist, Inc. v. Naturemarket, In694 F. Supp. 2d 1032064 (N.D. Cal. 2010).

Accordingly, the Court finds that ¢h$1,000 per DMCA violation requested by
plaintiffs is appropriate. At $1,000 for eashthe 220 passcodes, plaintiffs are entitled to
damages in the amount of $220,000.

D. Permanent Injunction

Plaintiffs also request a permanenjuncttion pursuant to the Federal Rules of
Civil Procedure and the DMCASeeFed. R. Civ. P. 65; 10.S.C. § 1P3(b)(1) (“the
court . . . may grant temporary and permanajunctions on suchierms as it deems
reasonable to prevent or restrain a violationff). order to obtain i#eef in the form of a
permanent injunction, a plaifftmust show the following:

(1) that it has suffered an irreparabl@umy; (2) that remdies available at

law, such as monetary damages, m@dequate to congmsate for that

injury; (3) that considering the balaa of hardships between the plaintiff

and defendant, a remedy in equitywsarranted; and (4) that the public

interest would not be disserveg a permanent injunction.

eBay, Inc. v. MercExchange, L.L,G47 U.S. 388, 391 (2006 The Court will address

each of these factors in turn.
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1. Irreparable Harm and I nadequacy of Monetary Damages

As to irreparable harm, plaintiffs hapeovided the declaration of Gregory Duval,
the Chief Operating Officer ih plaintiff NagaraStar, tsupport its position that they
have satisfied this requirement [Doc. 8-3JuMal’s statements establish that the plaintiffs
invest millions of dollars each year incseity measures to protect from unauthorized
viewing of programminglfl.  18]. Defendant’s acts afafficking in IKS passcodes
undermine the investment in technology amdults in the need for costly security
updates Id. § 19]. In addition, the piracy defdant has been engaged in harms the
reputation of plaintiffs and interferes wittihe contractual and prospective business
relationships of the companids [ 20].

Furthermore, Duval’s declaration establsstigis type of piracy impacts plaintiffs’
bottom line to an extent thatrmaot be fully ascertained. Plaintiffs receive approximately
$84 per month from a subscribed.[] 21]. Defendant and e¢hpersons that acquired
passcodes from defendant enjoyed accegwdgraming, including premium and pay-
per-view channelsld.]. Duval notes that determmy the amount of profit lost is
impracticable because the nature and extent of programming unlawfully received through
use of IKS passcodas unknownld.].

As such, plaintiffs have shown that calculating reputational damage and lost sales
is inherently difficult, if not impossibleand therefore constitutes irreparable harm and
establishes the inadequaoy monetary damagesSee Tom Doherty Assoc. v. Saban

Entm’t, Inc, 60 F.3d 27, 37-38 (2d Cir. 1995)o(mg that “a loss of prospective
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goodwill can constitute irreparable harm8ge also Coxcom, Inc. v. Chaffé&36 F.3d
101, 112 (1st Cir. 2008) (granting permanenunction and finding irreparable harm
based on the relative inabilityo detect cable piracyand the magnitude of lost
programming revenuespISH Network L.L.C. v. Whitcomblo. 11-CV-0333 W (RBB),
2011 WL 1559825at *3 (S.D. Cal. Apr.25, 2011) (concluding that lost profits and
subscribers resulting from the sale of SPI Network piracy devices constitutes
irreparable harm)Macrovision v. Sima Prods., CorgNo. 05 Civ. 5587 (RO), 2006 WL
1063284, at *3 (S.D.N.YApr. 20, 2006) (“If [the plaitiff] is unable to prevent the
circumvention of its technology, its busess goodwill will likely be eroded, and the
damages flowing therefrom extremely difficult gmantify.”). As such, plaintiffs have
established irreparable harm and itiedequacy of monetary damages.
2. Balance of Hardships and Public Interest

The Court must also balance of hardshigetween plaintiffand defendant and
consider whether the public interest wabute disserved by a permanent injunction.
Absent an injunction, plairffs would be irreparably harmeas discussed herein. In
contrast, should the Court issue an injunctaefendant will only suffer a loss of revenue
from the sale of his infringing products—hwh should be given minimal weightSee
Cadence Design Sys., Inc. v. Avant! Cofd@5 F.3d 824, 829 {9 Cir. 1997) (finding
that profits lost from the ¢oined sales of infringing@pds is not cognizable harmi)riad

Sys. Corp. v. Se. Express C64 F.3d 1330, 338 (9th Cir. 1995)"[The defendant]
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cannot complain of the harm that will befallwhen properly forcedo desist from its
infringing activities.”)

In addition, the public interest is se/by enjoining activitiethat violate federal
law. See Whitcomb2011 WL 1559825, at *4 (noting éhstrong public interest in the
enforcement of the DMCA) (citin@oxcom 536 F.3d at 112).Permanently enjoining
defendant will also serve thgublic interest by upholdg copyright protections and
advancing the goal of copyrighaw which is to “prevent[fthe misappropriation of the
skills, creative energies, and resources Wwiaie invested in the protected work&pple
Computer, Inc. v. Franklin Computer Cor@.14 F.2d 1240, 1255 (3d Cir. 1983). In
contrast, allowing defendant to continudftcking in IKS passcodes does not benefit the
public. See Grokster518 F. Supp. 2d at 1223 (“Cairtly, the public does not benefit
from [the defendant’s] inducement of infringement.”).

As such, the balance of hardships aodsideration of the public interest also
favor a permanent injunction. In sum, theu@dinds that all factors weigh in favor of
Issuing a permanent injunction against defehdal he Court now tuns to the terms of
that injunction.

3. Terms of the Injunction

The Court has broad discretion pursuarfEéderal Rule of @il Procedure 65 “to
restrain acts which are of the same typeclass as unlawful acts which the court has
found to have been committed or whosenagssion in the futureynless enjoined, may

be fairly anticipated from the defdant’s conduct in the past.Orantes-Hernandez v.
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Thornburgh 919 F.2d 549, 564 (9th Cir. 199®imilarly, the DMCA authorizes the
Court to grant a permanenjunction on such terms as ieeims reasonable to prevent or
restrain a violation of the statut&eel7 U.S.C. § 1203(b)(1).

Plaintiffs request that the Coustsue the following perament injunction:

Defendant, and anyone acting in aeticoncert or participation with
Defendant, is hereby permanently engal from:

e manufacturing, importing, offeringo the public, providing, or
otherwise trafficking in IKS Seer Passcodes, any other code or
password used in accessing an IK&ee and any other technology
or part thereof that is usenh circumventing DISH Network’s
security system or receivinBISH Network programming without
authorization;

e circumventing or assisting otfge in circumventing the DISH
Network security system, or regmg or assisting others in
receiving DISH Network’s satelliteignal without authorization; and
e testing, analyzing, reverse engan@g, manipulating, or extracting
code, data, or inforntimn from DISH Network’s satellite receivers,
smart cards, satellite stream, myaother part ocomponent of the
DISH Network security system
[Doc. 7 pp. 11-12]. Plaintiffs further nothat “[p]ermanent injunctions have been
entered in similar cases ossentially the same termdd[ at 12 (citingSonicview USA
2012 WL 1965279, at *14fiewtech 2011 WL 152209, at *4).
In the cases plaintiffs cited, howevere tbourts only enjoined the defendants in
the action from engaging in such conduSee Sonicview USR012 WL 1965279, at *;
Viewtech 2011 WL 1522409at *4. Here, plaintiffs askhe Court to enjoin defendant

and “anyone acting in active concert or apation with Defendant” from engaging in

the conduct described. The Court does notfthad it is appropriatéo enjoin individuals
14



who are not parties in this action and han had an opportunity to properly defend
themselves. The Court does, however, find thatproposed injunction is appropriate as
to defendant and will permarnnenjoin defendant from engang in such action.
1. Conclusion

For the reasons discussed herein, the CourtGRANT plaintiffs’ Motion for
Default Judgment [Doc. 6]. Accordingly, judgnt will be entered in favor of plaintiffs
as to Count | of the compldialleging violations of 1T.S.C. § 1201(a)(2), and Count Il
of the complaint alleging violations of 47.S.C. 8§ 605(e)(4). Stutory damages in the
amount of $220,000 will be axded to plaintiffs. The Court will also permanently
enjoin defendant as follows:

Defendant is hereby permanently enjoined from:

e manufacturing, importing, offeringo the public, providing, or
otherwise trafficking in IKS Seer Passcodes, any other code or
password used in accessing an IK&ee and any other technology
or part thereof that is usenh circumventing DISH Network’s
security system or receivinBISH Network programming without
authorization;

e circumventing or assisting otfge in circumventing the DISH
Network security system, or regmg or assisting others in
receiving DISH Network’s satellitsignal without authorization; and

e testing, analyzing, reverse engan@g, manipulating, or extracting
code, data, or inform@n from DISH Network’s satellite receivers,
smart cards, satellite stream, myaother part ocomponent of the
DISH Network security system.

The Court retains jurisdictioover this action for the ppose of enforcing the final

judgment and permanent injunctiohe Clerk of Court will beDIRECTED to send
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defendant a copy of this m@randum opinion and the cemiporaneously issued order
by standard first class U.S. mail to his lksbwn address. The Clerk of Court will
further beDIRECTED to CL OSE this action.

ORDERACCORDINGLY.

4 Thomas A. Varlan
CHIEFUNITED STATESDISTRICTJUDGE
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