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) ABSTRACT

A cryplosystem utilizes the propertivs of discrete logs in
finite groups, either in a public ey message cxchange or in
a key exchange and generstion protocol. M the group
sciected has subgroups of relatively small order, the message
may be exponentiated by a factor of the order of the group
1o place the message in a subgroup of relatively small order.
To inhibit such substimiion, the base or generator of the
cryplosystem is chosen te be a gencrator of & subgroup of
prme order or 2 subgronp of an oxler having a number of
relatively small divisors. The message may be exponentiated
1o cach of the relatively small divisors and the result checked
for the grovp identity. If the group ideatity is feund, &t
indicates a vulnerability to substituticn and is rejected.

145 Claims, 1 Drawing Sheet
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i
SIRENGTHENED PUBLIC KEY PROTOCOL

CROSS REFERENCE 10 RELATED
APPLICATION
This application % a continuation of U S, patent applica-
tion Ser. No. 08/640 308 Hled on Msy 17, 1994, now issued
as US. Pat. No 5.933,504

BACKGRGOUND OF THE INVENTION

1. Field of the Invention

The presenl invention relates to public key cryptogzaphy

3 Discussion of Related Ant

1t is well known that dala can be encrypled by utilising a
pair of keys, one of which is public and one of which i3
private The keys are mathenmatically related such that dats
ererypled by the public key may only be decrypled hy the
privite key In this way, the pubtic key of a recipient may be
made available so that data intended for that recipient may
be encrypted wilh the public key and oniy decrypied by the
recipients privale key.

One well-knows and accepied public key cryplosysicm is
that hased upon discrete logarithms in Bnite groups . Differ-
ent finite proups may be used, for example the muhiplicative
group 27 of integers mod p where p is 1 prime; the
multiplicative group of an arbitrury finite fickdd e 5 GF2% or
an elliptic curve group over a finte field

The discrete log problem vsed in such cryplosystems is
based on the difficuity of determining the value of an integer
x from the valwe of o, even where o is known. More
particularly, if o is an clement of G {which is copsidered to
be wrilien multiplicatively) and § is 4 second element of G,
then the discrelc logaritbem problem o G is thot of deter-
mining whether there cxists an integsr x such that f=o7, and
if s, of delermining such a valve x.

n

n

5

Lad

The Diffic-Hellman key cxchange protogol is widely ©

accepted and there are pumerous examples of implementa-
tions of the Dilie-Hellman protecul in use around the world

The Diffie-Hellman key agreement protocel is typically
stated as follows using as an example the finile group Z,:
Seiup

The protocol requires a base o Lhat generales a large
number of elements of the selected group G and a pair of
istegers X,y that arc retained confidential by respective
correspondents A,B Select a prime number pand letabe a
generator of the multiplicaiive growp Z,), fe. the group of
integers moduic p
The Protocol

1 Correspondent A gencrates a random integer x, comn-
putes o and seads this to comespondent B,
Carrespondent B generates a rundom integer y, com-
putes a znd sepds this 1o comrespondent A

3 Acomputes (o) =™

4. B computes (o) =a™

A and B now share the common key o whick may be
used as u secre! Key im a conventiopal ciyplosystem. A
similar protocol maybe used in a public key system, gener-
ally referred togas an El-Gamal protocol in which each
correspondent has a sceret key x and a public key o

The security of these protocols seerps to rest on the
intractability of the discrete logarithm problem in the finite
group G. It should 2lse be noted that the protocel carries
aver to any finie group.

The applicanls btve now recognized that unless the
generator o and the group G are selected carefully then the
exchange of information may be weak and provide almost
0O SCCUTILY.

™
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Te explain the potential problem, consider the cryplosys-
tem described above using the group 2, The modalus p is
public information that defines the cryplosystem and can be
expressed as 1Q+1 with t22 amxl | relatively small This is
atways possible since p is odd for Jarge primes (i ¢. t could
be 2)

Let S be a subgroup of Z* of order i (i 6. it hus t clements,
each of which is clement of 2,) and lot y be a base for 5, i ¢,
euch clemert of S can be expressed as an integral power of
v and raisine y 1o an integeal power produces an element that
is itself in the subproup S.If @ is a generator for 2,7 then
we car fake y=a@ without loss ol peneralily

¥ E is an active adversary in the key exchange pretocol
between two parties A and B then the atlack proceeds as
follows:

1 Eintercepss the message a® seat by Aand replaces iLhy
()= und sends it on to entity B
E inlercepts the message < sent by B and replaces il
by (a)%=y" and sends 01 on to cntity B.

19

- Accompules {3y =y"
. B compules (Y7=v7.
Althongh E docs ot know the key v™, E knows that the
commos key ¥ lies in the subgroup 8 of order 1 as y
is a penerator of 8. By defiaition v¥ must produce an
element in the subgroup S Sinee S s of order ¢ it hus
precisely t elements. If U s small cpough then E can
exhaustively check all possibilities and deduce the key
Since E selects Q, ¢ can always be taken to be 2 and so 1he
threat 15 practical
A similer attack may be mounted with cryplosystens
using groups other thas Z*, which will be vulperable if the
clement selected as a base or generator geperales a subgroup
which tself has a small subgroup of order ¢

LT TN $4)

SUMMARY GF THE INVENTION

1t is therefore an object of the present invention to provide
a method for checkimy if modification of messages has
occurred or ia the alternative some method o prevent the
altack from being mounted.

In general terms, the present invention is based upon
atilization of predefined characteristics of the order of the
spbgroup

1n one aspect, the base of Lhe cryplosystem is chosen lo be
a generator of a subgroup of a relatively large prime order
Substimution of any other non-unit generator is of no advan-
tage 1o an uttacker since il docs not proguce an element in
a smaller sabproup that can be exhauslively searched

in another aspect, laclors of the order of the gmup
peneraled by the base are used to ensure that the key does not
lic in ¢r has not been modified to le in a praper subgroup of
relatively small order, i.¢. one that may feasibly be exhaus-
tively searched by an inierleper

BRIEF DESCRIPTION OF THE DRAWING

Emboediments of the invention will pow be described by
way of example only with reference to the zccompanying
drawings, in which

F16G. 1 is a schematic representation of a data communi-
callon sysieI

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Referring therefore to FIG. 1, a puir of comrespondents,

10,12, denated as correspondent A and correspondent B,
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exchange information over a communication channel 14, A
cryplographic ueit 16,18, is intcrposed between cach of the
correspondents 10,32 and the chapmel 14 A key 200 35
associzted with each of the cryptographic nnits 16,18 (o
comvert plain text carried between cach unit 16,18 and its
respective correspondent 14 12 into ciphertext cartied on the
channel 14

Iy operation, a messsge geoerated by correspendent A,
19, s epcrypted by the unit 16 with the key 20 and
transmitied as ciphertext over channel 14 o the unit 18

The key 20 operates upon Lhe ciphertext in the unit 18 1o
generate a plaintext message for the correspondent B, 12
Provided the keys 28 correspond, the message received by
the correspondent 12 will be that sent by the correspondent
if.

In erder Tor the system shown in FIG. 1 to operate i is
necessary for the keys 24 to be identical and therefore a key
agreement protocol is established that atiows the tansfer of
informatton in & publc manncr to cstallish the identical
keys. A number ol protocols are available for such key
generation and most are variants of the Diffie-Hellman key
exchange. Their purposc is for parties A and B to establisk
a secret session key K.

The svslem paramelers for these protocels are a malaph-
cative group G and 2 generator a in the group G. Both G and
a are knowsn. Correspondent A has private key X and public
key p,=o”. Correspondent B kas private Key y and public
key py=a’. Cormcspondent A and B exchange respeclive
public keys and cxponentisic with their privaie keys to
oblain & common session key af

As noted sbove, the key exchange and therefore the
cipherlext, is vulnerable if interloper E infercepls the {rans-
mission of & and o and raises each to the power Q.

Ir a first embodiment, the attack is foiled by defining the

system paramelers approprialely so that no advantage is
provided to ihe interloper by performing a substitution
Morcover, the base or generator of the cryplosystem is
selected so that tampering with the key exchanpe between A
and B can be detected.

By way of example, for a public key system using the
group Z,, initially a subgroup S of Z* is selected which has
a prime order. The subgrowp S of prime order g will coly
have subgroups of order 1 or the prime g Hsell'. For example,
if p is choscn as 138 then Z,;." contains subgroups of order
1,2,3,6,23,46,69 and 138. Of these, the subgroups of order
2.3 and 23 are of prime order

Accordingly, if the base used in the public key system 1s
chosen to be a generator y of 2 subgrowp S of Z7, of prime
order g rather than a generator x of Z" itself, an attempt by
the interioper to substitute a smaller subgrosp may be
reachily detected,

For example, 34 is a generator of the subgroup of order 23
in Z,;  Therefore the base is chosen to be 34 for key
exchange and generation.

The selection of the subgroup S of prime order q restricts
the imterloper E to an exponent of cither 1 or the prime g, i.e.
23 in the example givea. If the exponent is chossn to be the
arder q of the subgroup S then the message produced from
the generator of the subgroup exponentiated to q will be the
identity ¢clement, ic. 1 i the example given. Therefore one
or both correspondents may check the messape and if i
corresponds (9 the identity clement it 13 refected,

Selection by ihic interfoper E of the exponent to be 1 wil
of coume not be of use as the discrete log preblem will still
be intractable and provided the order of the subgroup is
sufficiently Jarge a brute force approach is Impractical.

w
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I wilt of course be understood that the ¢xample given af
p=139 is for iHustrative purposes onfy and that in practical
implementations the prime p will be of the order of 10777
and the order of the subgraup will typically exceed 1070

In a second embodiment, the order of the subgroup need
not be prime and the avtack is foiled by monitoring the
received message. The order of the subgroup may theretore
have a number of small divisors, [,,1, which are sulficiently
small to render the exchange vulnerable To foil such &
substitution, at lzast one of the correspondents AB takes the
nessape received from the othur correspondent, ie o for B
or & for A and raiscs the message to the power t for each
small divisor of (p-1} 1f the resultis T itipdicates thal 2 new
value of the messape may have been substituted, as (@)
mod (p~1) will always be 1. The fact that the result 35 1 s
not determinative that a sshstitstion bas been made bat the
probability thal (@7Y'=1 for large values of p is small The
key exchange cun be lerminated if the resull §s T and o new
key exchange imitinied. 1f with different values of privaic
keys x and y successive key exchunges yickd a resul of !
when {ested sbove, then it Js assumed that an interloper js
actively monitordng ihe dale exchange and further commu-
nicalion i terminated

The determination of thy value & may be made by
exponentiation of the message o with the possible vahues of
i by an exhaustive scarch. Alterpatively, given the order of
the subgroup, values of the message that yield the group
identity cen be tabulated and a simple comparison made 1o
determire if the message is vulnerable

As a third embodiment, the vajue of p is sclected 10 be of
the form 2q+1 where g s jtself a prime. The only subgroups
of Z*, have orders 1,2,g aod 2q. The generator of the
subgroup of order q 1s selecled for the key exchange so that
‘t" can only be 1 or q. If the subproup of order 1 s scleeted
then the message (™Y will be the identity clement, e g 1,
and this can readily be checked. g will be sclected (o be
relatively Yarge to render an attack on the discrect log
problem unleasible.

The abave techniques provide a clear indication of an
attempt by an interloper to substitute a subgroup and a foit
that is readily implemented by a carelul selection of the
peneralor and a check for the identity element.

The above examples have wtilized the growp 2, but other
groups may be used as noted above, for example, an elliptic
curve group over a [inile field. In the case of an elliptic curve
aver thc field F_ elements where p is a prime power, there
is an clliplic curve group G for cach inlegral order lying
between p+1-2vp and p+1+2vp With high probability,
there Is 3 prime q lying in this interval and by sclecting this
elliptic curve group, G,, of order q lor use in the
cryptosyslem, the group Gq will only have subgroups of
order 1 and the prime g itself, Accordingly, selection of the
group G, will avoid substitution of subgroups of relatively
small order and any aticmpt at substitution will not yield any
benefils 1o the interfoper

A partiewlarly conveaicno! finite ficid is the ficdd Fom
which may be nsed for the generation of clliplic curve
groups.

As an alternative approach to the sclection of a group of
prime order, the order of the clliptic curve may be chosen of
order n, where b is pot a prire and messages are menitored
by al least one of the correspondents. The integrity of the
messepe is verified by raising the message to the power d for

cach small divisor ¢ of the order a. [n tus case, if the resuli

5 is the group identity, typreally O, then il is assumed thal 2

substitution has been made and the transmission Is lermi-
nated.
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Again, therefore, o grovp is selected that is eilher of prime
order to inhibit substitution or & group is chosen i have an
order with small divisors In each case, substitution cun be
checked by monitaring the message by al least one of the
correspondents

Similar considerations will apply in other groups and
carcful sefection of the order of the groups utilized will
provide 1he benefits described above

An allersalite altack that may be utilized is for the
interloper E to substitute a new message e for that irans-
mitied ftom A o B and vice versa

The new messase e is chosen lo be an clement of &
subgroup S of the group G of low urder, te a relatively
smail pumber ol elements. Wien B recoives the message ¢
he exporentiates it with his secrel key v to generate the
sesston key. Similarly, when A receives the message ¢ be
exponentiates it with the secret key X to generate the session
key

Exponcntiation of an efement of 1 subgroup will producy
#i1 clemenl within that group se that the session Keys
generated by A and B lie in the subgroup 5 If' S s of
relutively low order, there 15 a reasonable chance that the
keys generated by A and B will be identical. In that case a
message encrypted with the session key may be intercepted
and the small number of possibilitics that exist tor the key
can be tied by E

If the keys are not identical then the failure will be
atiributed to system crrors and 2 new attemp! will be made
to establish a key. This provides E with a further opportunity
10 sobstitute a different clement of the subfiekl S in the
uansmission with a real probability that a comespondence
will be established. Because of the relatively small number
of possible elements, the possibilitics may be exhausied and
a correspondence made within the normal operating param-
elers of the system

fo overcome this possibilily, the order of the group is
sclected to have factors that are either large primes or
provide trivial solutions that disclose themsclves upon
simple examipation. In the case of the group 7, o suitable
form is for the value of the modulus p lo be of the form
Zgq'+1 whese g and q' are both large primes. The subgroups
8 of Z*, will be of order 2, g or ' Adopting a subgroup of
order 2 will provide oaly two possible elements which can
readily be checked and, if present as the session key, the
session can be {erminated.

The valnes of g and g' will not be readily ascertamed due
ta the difficuliy of fuctoring the products of large primes

Even if an exhaustive attack on the subgroup of order g or
q' is viable for E, such an attack will reveal itself by a large
number of repeated attcmpts at establishing communication
Accardingly, an upper limit may be established after which
copymugication will be terminated. The appropriale number
of attempts wail be based on the factors of p--1 and the nafure
of the communication system.

Again, therefore, the ailacks by E can be resisted by
checking for values of the session key that are indicative of
the vilnerability of the session and by appropriate sclection
of the order of the group. It will be recognised that selection
of the modulus of the form 2q+1 as exemplified ie the third
emmbodiment above provides the requisite robustnesss for
resisting a substiméion attack by E.

These techniques are 2lso eifective to prevent interjoper B
trom taking & knowa public key o, raising Il (0 an appro-
priate power such that @’@ is in 2 small subgroup The
interloper can then determine aQ. and use this as his private

-.n
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key. There are situations where the interloper can use this o
impersonale correspondent A and 2lso convinee a certifying
authority to certify the public key 2*% since the interloper E
van prove be knows aQ

In the above examples, the checking for clements lying in
suboroups of relatively smull order has been performed by
exponentiating the message to the pover ol the small
divisors af the order of the group An altermative method
which will indicate whether or not the message Hes in a
proper subgroup, without necessarily identifying the order
of the subgroup, is 1o cxponentiale the message (o the order
n/g where 018 the order of the group G and p ranges over all
prime divisors of n 1 the result is the group identity {1 in
the case of Z,) then 1t indicaics that the message does ite in
a stbproup . Depending upon the sirategy used to delermine
the opder of the group G, & is possible cither Lo reject Lhe
message or o lest further o determine the order of he
subgroup

What is claimed js:

1 A method of determining the integrity of a message
exchanged belween o pair of correspondunts, said message
being secwred by cmbodying said message i a function of
o where o is an clement of a finite group S of order q, said
method comprising the steps of at least one of the corre-
spondents receiving public infermation o where x is 2a
nteger sclected by amother of said correspondents, deter-
mining whether said public information «” Hes within a
subgroup of § having less than a predetemtined number of
clements and rejecting messages atilizing said public infor-
mation if said public information lics within such a sub-
FEOUR.

2 Amethod according lo ¢lzim 1 wherein said order g is
& prime mimher

3. A method asccording o claim 2 whereln said message
is a component of a session key o where ¥ is an inleger
selected by said one correspondent.

4. A metbod according to clakm 1 wherein said group is a
multiplicative group Z* of integers mod p where p is a
prime.

5 A mucthod according to claim 4 wherein szid modulus
p is of the forms 2r+3 and r is a prme.

6 A method according to claim 4 wherein said medulus
p is of the form nre'+ 1 and ¥ and 1 are refatively large primes

7 A method aceording to claim 4 wherein said message
iz cxamined by operating upen said public information by a
vajue where 1 is a divisor of q and determining whether the
resultant value correspends 10 the group identity

8§ A method according to claim $ wherein said group § i3
a subgroup of a greup G of order n

9. A method according to claim 4 wherein said message
is a component of a session key o where y is an inleger
selected by said one correspondent

16 A method according 1o claim 9 wherein sald message
is examined by operating upon said public information by a
value t where 1 Is a divisor of g and determining whether the
resuttant value corresponds to the proup identity.

11 A method according to claim 4 wherein said modulus
p is of the form 2rr'+1 and r and 1° are prime

12. A method according to claim 4 whereln said growp G
is an clliptical cerve group over a finite ficld Fom.

13. A methed according 1o ¢laim 12 wherein said message
is examined by operating upon said public information by a
walne t where tis a1 divisor of ¢ and determining whether the
resuliant vafue corresponds 1o the group idenuty.

14 A methout aceerding to claim 13 wherein said message
is a compoacent of a sesslon key @™ where y Is an Integer
selected by satd one correspondent




US 6,563,928 Bl

7

15. A method according 1o clatm 14 wherein said message
is examined by operating npor said public information by a
vilue t where I is a divisor of n and determining whether the

esultant value correspands to the group identity

16. A method aceording to claim 1 wherein said group is
a multiplicative group of a fintte ficld

17. A methed according to claim 1 whercin sald group is
an clliptical eunve group over a finile field

18 A method according to claim 17 wherein said group 5
is a subgroup of a grovp G of order o

19 Amethod sccording to claim 17 wherein said message
is a component af a session key o™ where ¥ 1s an integer
selected by said one correspondent

20 A method according 1o cdaim 1 wherein soid group is
aver a finite field Fo-

21. A method according to claim 20 wherein ssid group is
an clliptic curve graup.

22 A methed according to claim 21 wherein said message
is examined by operating vpon said public inlermation by a
value t where tis a divisor of g and determining whether the
resultant value correspords fo the growp identity

23 Amethod accerding to eluim 21 wherein said message
is a componeni of a session key o™ where y s an inleger
selected by said one cosrespondent.

24. A method according to elaim 23 wherein said message
Iz examined by operating upon said public information by a
value t where t js ¢ divisor of q and determining, whether the
resultant value corresponds to the group identity

25 A method according to claim 19 wherein said message
is examined by operaling upon said public information by o
value t where bis 2 divisor of g and determining whether the
resultant value corresponds to the group identity

26 Amethod according 1o claim 1 wherein sajd message
is & component of a session key & where y is an integer
sclected by said one carrespondent.

27. Amethod secording to claim 26 wherein said message
is examined by operating vpon said public information by
valuc { where 1 is a divisor of g and determining whether {he
restiltant value corresponds fo the proup identity.

28. A method according to claim 1 wherein said message
is examined by aperating upon said public information by a
value t where t is a divisor of g and determining whether the
resultani value corresponds to the group identily

29 A method sceording to claim 28 wherein a plunality of
values of t are utitized and cach resoltant valve compared 0
the group identity

38, A method according to claim 1 wherein said deiermi-
nation includes the step of operating on said message by an
operator gfp where g ts the order of the gronp S and p ranges
over all prime divisers of g

31. A method according o claim ¥ wherein said group is
over a finite feld

32. A method of determining the integrty of a message
exchanged between a pair of correspondents, said message
being secured by embodying said message in a function of
o where o is an clement of a fintte group S of order g and
said group S is 4 subgroup of a finite group G of order n, said
method comprising the steps of at least one of the corre-
spondents receiving public information o where x is an
isteper selected by another of said comespondents, deter-
mininy whether szid public information & lies witiin a
subgroup S of G having less than & predelermined number
of elements and rejecting messages uiilizing said public
information if said public information lies within such a
subrgroup

33 Amethod according to claim 32 wherein q is a prime
number.
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34, A method accerding to claim 33 wherein said deter-
mination is made by operating on said message by an
cperater n/p where p ranges over afl prime divisors ol a.

35. A methed zecording to claim 34 wherein said apera-
tion includes exponentiation of said message and said deter-
minaticn is made by examination for a group identity.

36. A method sceording to claim 33 wherein said message
is examined by operating upon said public information by a
value L where s & divisor of 0 and determining whether the

i resullant value corresponds to the group identity.

37 A meihod sceording o cluim 33 wherein said message
i 1 component of a session key @™ wheie y 35 an integer
selected by said onpe correspondent.

38 A method according to claim 37 wherein said message
is a compenent of a session key a™ where v 35 an integer
selecled by said one correspendent.

39. A method according 1o claim 33 wherein said group G
is 2 multiplicalive group of a finite ficid.

). A method according to claim 33 wherein said group G
is a multiplicative group Z°, of integers med p where pis
it prime.

11 A methad according to claim b whereln said message
is examined by operaling upon said poblic information by 1
value § where tis a divicor of n and determining whether (e
resullant value correspends (o the group identity

12 A method according to elaim 40 wherein said message
i a component of 4 session key ™ where y is an integer
selected by said one correspondent.

43 A method according to claim 42 wherein said message
15 examined by operating upon said public information by a
value ¢ where tis o divisor of n s determining whether the
resultant value corresponds to the group identity

44 A method according to claim 40 wherein said modulus
p is of the form 2r+1 and r is 2 prime

45 A method according to claim 33 wherein said groap G
is an elliptical cores prosp over a Aoite field

46 Amethod accarding to claim 45 wherein said message
is examined by operating upon said public information by a
value twhere Uis a divisor of n and determining whether the
resultant value corresponds to the group identity.

47 A method according to ciaim 45 wherein said message
is cxamined by eperating wpon said public information by a
value wihere tis a divisor of n and determiniag whether the
resultant value corresponds to the group identily.

48 A method sccording to cizim 33 wherein said group G
ts an elliptical curve group over a fAoite fleld F,-.

19 A method zccording {o claim 38 wherein said message
is exarmined by operating upon said public information by a
value t where 115 a divisor of o and defermining whether the
resultant value correspends to the group identity.

50 A methoed according to claim 48 wherein said message
is a compopent of a session key @ where vy is an integer
selected by said one correspondent.

51 A method according to claim 48 wherein said message
is examined by operating upon said public information by a
value 1 where 1 15 a divisor of n and determining whether the
resultant value corresponds to the group idenlity.

52. A method according to claim 33 wherein said group is
over a finite feld

53 Amethod of establishing a session key for encryplion
of dala between a pair of correspondents comprising the
steps of one of said correspondents selecting a fnile group
5, establishing o subgroup § having an order g of the gmup
€i. determintng an ¢lement a of the subgroup 5 1o generate
mreater tan & predetermined number of the g elements of the
subgroup S and utiising said element o (o geperate a session
key at said one correspondent
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34, A melhod according to claim 53 wherein said order g
of said subgrovp S 15 a prime.

55, A method sceording to claim 53 ncluding the step of
receiving al one of said correspondenis a message ¥, where
x is an ipleger selected by an other of said corresponedents,
exponentiating said message o o a value U where Tis @
divisor of the order of the subgroup, comparing # resultant
v o 1o the group identity and preventing establishment
of suid session key if said value correspoads to the group
identity.

56 A method according 1o claim 33 wherein a plurality of
values of tare wtilized and each resuilant value compared o
the zroup idemity

57. A method according to claim 35 wherein said message
is examined by operating upon suid pubiic Information by a
value 1 where 115 a divisor of g apd determining whether the
resullant value corresponds to the group wdentity.

38. A method accerding to cluim 53 wherein said order of

said subgroup is of the form wtilising an integral pumber of
a preduct of a plurality of large primes

5% A method sccording to claim 58 wherein the order of
said subgroop is of the form nrc where o, v and ' are each
integers and 1 and r are each prime numbers

60. A method according to claim 39 whereln n bas a value
of 2.

61 A method according to claim 33 wherein sak! sub-
group is selected 1o have an order that 1s to be & function of
the praduct of a pair of primes r.r’ and said clement o is a
generator of a subgroup of an order of one of said primes 1,0,

62. A method according to claim 53 including the step of
determining whelher information received by one of the
correspondents sharing said session key lies within a sub-
group of S having fess than a predetermined nember of
elements and rejecting said information if 1t lies within such
a subgroup.

63. A method according to claim 53 wherein said group is
an cliiptical curve group G over a finite ekl

&4 A method sccording 1o clum 63 wherein said elliptic
curve group is over the finite ficld F, where p is a prime
power

65 A methed zecording to claim 53 wherein said group is
over a finite figld Fo.

66. A method according to cleim 65 wherein ssid group is
an elliptic curve group.

67. A method accoerding to claim 66 wherein the order g
of said subgronp 8 is paime

68. A method of establishing a session key of the form o™
for encryption of data behween a pair of correspondents
bavinyg respeciive private keys x, and y comprising the steps
of selecting an eliiplic curve over a field of prome order p
having p elements, said ¢lliplic corve having a prme order
q, to provide g points on the curve, determining an ¢lement
c of a group G comprising said g points to generate the g
clements of the group G and utidising said clement @ 10
generate 4 sesston key of the form «® o cach correspondent
where x is an inleger sclected by one of the correspondents
and y is an integer selected by another of said
correspondents, whereby the order of the curve q is selected
such that the intractability of the discrete log problem
inhibits recovery of the private keys X or y.

§9. A method according lo claim 68 including the step of
onc of said comespondents determiniog the number of
clements of the group G and terminating establishment of
said session key if said number is less than a predetermined
number of elemeats

70, A method according to chum 68 meluding the step of
one of said eorrespoadents deterrminiog if the mformation
received from the other correspondent corresponds to the
gruup deniily
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71. A method zccording to claim 68 including the siep of
checking that said order q is prime.

72. A muthod according to claim 71 wherein said order g
is greater than 1079

73 A method of establishing by way of a discrete log key
agreement scheme a session key for enceyplion of data
between a pair of correspondents comprising the steps of
selecting & finite group G, establishing a subgroup S having
an order g of the group G, determining an clement « of the
subrproup S to generale preater than a predetermiped sumber
of the g clements of the snbgroup S and wiilising said
element a to generate a sussion key al each comespondent.

74. A method according to claim 73 wherein each of said
correspondenis have respective private Keys x and v and said
session key i of the form o™

73, A method sccording to claim 74 wherein said sub-
proup S is of prime orde

76 A method according 1o ¢laim 75 wherein at feast one
of said correspondents ascertains whether information
received from said other comrespendent corresponds Lo the
group identily

77. Amethod according to claim 74 wherein said group G
s an elliptic curve group

78 Amcthod of establishing a session key for encrypltion
of data between a pair of correspondents comprising the
steps of sclectng a finfte feld of order n, estollishing 2
subgroup S having an order g of the multiphicative graovp of
the finite ficld, determining an clement @ of the subgroup S
to gencrate greater than a predetermined number of the g
clements of the swbgrovp S and wibising sard clement a 1o
wenerate a session key at cach corespondent

79, A method according to claim 78 wherein safd order g
of said subgroup S is a prime

B& A melhod accarding to claim 78 wherein said order n
Is 2 prime of the form 2q+1 and q is pome

81. A method according to claim 78 wherein said order n
is a prime of the form g+l and ¢ is small and g is prime

82 A methed according to claim 78 wherein said order n
is a prime of the form 2gq'+2 and q and g’ are pnme

83 A method according to claim 78 wherein said order n
15 a prime of the fomm rgg™+1 and ris small, and q and g' are
prime

84 A method according to claim 78 wherein sald order n
is a prime of the form 2gg'+1 and q is prime and q' is the
preduct of a plurality of large primes.

85 A method according o cloim 78 wherein said order
is a prme of the form sqq +1 where r is small, g is prime. and
q' is the product of a plurality of large primes.

86. A method of establishing a session key for encryption
of data between a pair of correspondents comprising the
steps of selecting an ¢iliptic curve group of order n over a
finite field, establishing a subgroup S having an order g of
the elliptic curve group, determining én element a of the
subgroup S 1o generate greader than a predetemmined number
of the q clements of the subgroup S apnd utilising said
eleraent o 10 generate a session key at each corespondent.

§7. A method according to claim 86 wherein said order g
of saidt subproup S is a prime

88. A method sccording to claim 86 wherein said finite
field s 2 finitc ficld F,,.

89. A method according 1o claim 88 wherein said arder g
of said subgroup S is a prime.

8. A method according o claim 86 whereln seid finte
fuldisa 8

Y1 A method according fo claim 96 wherein sad order g
of said subgroup S 1s a prime.

92 Amethod of cstablishing a session key lur encryption
of data between a pajr of correspondents comprising the
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steps ol selecting a group of order 2 over a finite ficld,
esiablishing a subgronp S having an order g of ssid group,
determining an element o of 1he subgroup S 1o generaic
ereater than a predetermined aumber of the g clements of the
subgroup § and ulilising said clement a to generale a session
key at vach corespondent

93. A method according to claim 51 wherein saxl order g
of suid subgroup S 1s a prime

94 A method of estabiishing by way of a discrele log key
apreemen! scheme a session key for encryption of dita
between a pair of comespondents comprising the steps of
selecting a Bnite field of order n establishing a subgroup §
having an order g of the group G, determining an element «
of the subgroup S to generate greater than a predetermined
number of the q elemenis of the subgroup 5 and utilising
said elemenl a to generate a session key at each correspon-
dent.

93. A methad acconling 1o claim 94 wherein said order q
of =aid subgroup S is a prime.

86. A meihod aceording to claim 94 wherein said order g
of suid subproup S is a prime

87 A method according to claim 94 wherein seid order o
is a prime of the form 24941 and g is prime

28 A method according to claim %4 whercin said order o
is a prime of the form rg+1 and r is small and g is prime

99 A melkod according to claim %4 wherein said order n
is a prime of the form Zg'+1 and q and q' are prime

150 A method according to cluim 99 wherein said order
nis a prime of the form rqg'+! and r is small, and q and g’
afe prime

101 A method according to claim 94 wherein said order
n s a prime of the form 2641 and g is prime and g' is the
product of a plurality of large primes.

162 A method according to clarm 94 wherein said order
n is a prime of the form rqq'+1 where r is small, g is prime,
and g is the product of a plurality of large primes

103 Amethod of establishing by way of a discrete log key
agreement scheme a session key for encryption of data
between 2 pair of comespondents comprising the steps of

clecting an elliplic curve group of order n over a finile field,
establishing @ subgroup S having an order q of the elliplic
curve group, determining an element o of the subgroup S to
generate grester than a predetermined number of the g
elements of the subgronp S and wiilising said clement « lo
generaie a session Key al each corespondent.

104 A method according to claim 103 wherein said order
q of said subgroup § is a prime

185 A methed according to claim 103 wherein said finie
field is a finite feld T,

186 A method according to claim 105 wherein said order
q of said subgroop S is a prime

107 A method aceording (o claim 103 wherein said finite
field is a finite field F,-

108 A method according to claim 107 wherein said order
q of said subgroup S Is a prime.

105 A method of establishing a session key of the form
o™ for encryption of data between a pair of correspondents
having respective privale keys x and y comprising the sieps
of selecling an clliptic curve group of order n over a finite
field, establishing a subgroup S having an order g of the
elliptic curve group, delermining an clement @ of the group
G 1o generate the g elements of the group G and wifising said
element o to genernte a session key of the form o at cach
corespondent where X is an integer sclected by one of said
correspandents and ¥ IS an Infeger sefected by znother of
said correspondenis

118. A methed scoording to cinlm 108 wherein said finite
field is a finite feld T,
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111 A method according to claim 116 wherein said order
q of said subgroup S is a prime

113. A methad according to claim 189 wherein said finite
feld is o Hnite feld Fo-

113. A method according to claim 112 wherein said order
g of said subgroup S is a prime

114 A method of establishing by way of a discrete log key
agreement scheme 3 session key for encryption of data
between a pair of correspondents comprising the steps of
selecting an elliptic curve over 3 ficld of prime order p
baving p elements, said elliptic curve having & prime order
q 1o provite g peims on the curve greater than @ predeter-
mined number of points safficient o avoid vulnerabilily in
z cryplographic system, detennining an clement @ of the
eroup G {o generate the g elements of the group G, and
utilising, said elerment @ to generale a session key ai each
carrespondent

115 A method according to claim 114 including the step
of checking that said order g s prime.

116. A method accerding to clalime 114 wherein said order
g is greater than 10°°

117 Amethod of establishing by way of a discrete fog key
agreement scheme 3 session key for encryption of data
belween a pair of carrespondents comprising the steps of
selecting a group G of prime order g over a finite ficld,
determining an element a of the greup G o generate the g
elements of the group G, and wllising said clement o o
senerale a session key at each correspondent.

118 A method according to claim 117 including the step
of checking that said order q Is prime.

119 A method of establishing a session key of the form
a™ tor enerypiion of data between a pair of correspondents
having respective privele keys ¥ and y comprising the steps
of selecting a group G of prime order q over a finite field,
determnning an clernent @ of the group G to generale the g
elements of the group G and utilising said element a 1o
generale a session key of the form o al each corespondent
where ¥ is an integer sclecied by one of said correspondents
and y is an inleger selected by another of said cormrespon-
dents.

128 A method according to claim 139 including die step
of checking that szid order g is prime

121. A method according to claim 11% wherein said order
q is greater than 10%

122 A discrete log based key agreement syslem o pefmit
a message 1o be cxchanged between a pair of correspondents
in a dala communication systern, said system ulilising a
group G of order i and having 2 generator and wherein said
messuge is secured by cmbodylog said message in a function
of x where X is an infeger, sald system having a predefined
parameter of a fiotte gronp S of order g, which is a subproup
of the group G and iiself has no sub groups with less than 3
predetermined number of elements sufficient io avoid vul-
perability in a cryptographic sysiem

123 Asystem according to claim 122 wherein at least ane
of said correspondents includes a msopitor to determine
whether said message corresponds io a group identity

124 A cryptographic unit for use In a dats communication
system established betwecn a pair of correspondents
exchanging public information across a communication
channel by way of a public key encryption scheme operating
in = finite group G, said vnil including & monitor to receive
public information from one of said correspondents and
examine said public information to determine whether it lies
within a stbgronp 5 of gronp G having jess than a prede-
terpuned number of elements,

125 A method according to claim 32 wheein said deter-
mination is made by operatng on said message by an
operalor n/p where p ranges over all prime divisors ol n
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126. A method asccording o claim 125 wherein said
operation includes exponentiation of said message and said
determinstion is made by examination {or a group identily

127 A method according to claim 32 wherein said mes-
sage 1s examined by eperating upon said public information
by a valuc twhere iz a divisor of » and determining whether
the resullant value corresponds lo the group wleatity

128 A method according to claim 32 wherein said mes-
sage is & componeni of a session key o« where v is an
integer selected by said one correspondenl

129 A method according to claim 128 wherein said
message is examined by operating upop saki public infor-
mation by a value t where tis a divisor of g and determining
whether the resultant value corresponds o the group iden-
lity.

138 A method according 1o claim 129 wherein satd
mussage Is examined by operating upon said public infor-
mation by ¢ value twhere tis a divisor of g and determining
whetber the resuitant value cormesponds lo the group iden-
1ty

131 A method according to claim 32 wherein said mes-
sage is a compenenl of a session key o where v & an
integer selected by said one comrespoudunt.

132 A mehod aceording to claim 13} wherein said
message js examined by operating upon said public infor-
mation by a value 1 where t s  divisor of n and determining
whether the resultant value coresponds to the group den
ity

133 A method accordipy to cliim 132 wherein said
message is examined by operating upon said public infor-
mation by a vajue t where tis & divisor ol n and detenmining
whether the resuHant value corresponds (o the group iden-
tity

134. A method according to claim 32 whercin said group
G is & multiplicative group of a finite ficld.

135 A method aceording to claim 32 wherein said group
G 55 a multiplicative group Z_ of inlegers mod p where p is
1 prime
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136 A pethed according o claim 135 whersin said
message is examined by operating upon saxd public infor-
mation by a value twhere 1 i a divisor of n and determining
whether the resaltast vadoe corresponds to the proup iden-
1ity.

137 A method according to claim 135 wherein said
message is 3 component of a session key o™ where ¥ is an
integer selecied by said onc correspondent.

138. A method zecording to claim 137 wherein said
message Is examined by operating vpon ssid public infor-
mration by o vajue t where L is a divisor of z and determining
whether the resullant value corresponds o the group iden-
Laty.

139 A method sceording to claim 135 wherein sad
modulus p is of the form 2r+] and 1 15 a prime

140 A method according 1o claim 32 whesein said group
G is an eldiptical curve group over a finile ficld

141 A method accordimg to cliim 140 wherein samd
message is cxamined by eperating wpon said public infor-
mation by a valoe t where tis a divisor of nrand determining
whether the resultant value comesponds to the group iden-
tity.

i42 A methad according to cluim 148 wherein said
message is a componunt of a session key o where v is an
imeger selected by said one correspondent.

143 A meihod according to claim 11 wherein said mes-
sage is examined by operating upon said public information
by a value t where U is a divisor of n and determining whether
the resultant value corresponds to the group idenity

144 A method aceordiag to claim 32 wherein szid group
is over a fisite ficld

145 A methed according to claim 17 whereln said mes-
sage Is examined by cperating upon said public information
by a value t where 1 is a divisor of g and determining whether
the resultant value corresponds to the growp identity



