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(57) ABSTRACT

A digital sigpatere scheme {or a “smart  card utilizes a sel
of prestored signing elements and combines paims of the
clements to produce a new session pair. The combination of
the clements is performed paitly on the card and partly on
the associated trapsaction device so that the exchange of
information between card 2ad devics does nnl disclose the
identity of the signing clements The signing vlements are
selected in & deterministic but unprediclable manner so that
each pair of elements is used once. Further signing pairs are
generated by implementing the sipning over an ancmalous
elliptic curve encryption scheme and applying a Frobemius
Qperator to the normal basis representation of one of the
clements
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i
DIGITAL SIGNAT URES ON A SMARICARD

This application is & continuation of U S continuation-
in-part application Ser. No. 09/434,247 and claims priority
from U.S. spplication Ser No. {1§/632,845, now U S. Pat
No 3,999,626

BACKGROUND OF THE INVENTION

1. Ficld of thu Isvention

The present ipvention selates to methods and apparatas
tor generating digital stgnatures

2 Discussion of Related Ant

It has beceme witdely accupted to conduct transaclions.
such as financial transactions or exchange of documents
clectronically In order to verify the Iransaction, it is also
well known to “sign” the trapsaction digitally so Ul the
authenlicity of the lransaction can be verified. The sigpature
is performed sccording 1o a protoco] that utifizes the
message, ie. the fransaction, and a secret Key sssociated
wilh the party. The recipient can verify the sigauture wsimy
2 public key of the signing party to recover lhe messige and
compare it with the iransmitled message Any atiempl lo

tamper with the message of to use a key other than that of

the signing party will result in an incompatibility between
the sent message and that recovered from the signature or
will Fail to identify the party correctly and therehy lead to
rejection of the trunssclion

The signalure must be porformed such that the signing
party’s sccrel key capool be determined To avoid the
camplexity of distributing secret keys 3t is conveniest o
utilize a public key cocryption scheme in the generation of
the signature. Such capobilities arc available where the
transaclion is conducted between partics having access 1o
relatively larue compuling resources but it is equally impor-
tanl to facilitate sach transactions al an individual level
where more limited computing resources are available

Automated ieller machines {ATMs) and credit cards are
widely vsed for personal transaclions znd as their nse
expands, so the need 1o verify such lransactions increases.
Transaction cards, ie creditidebit cards or pass cards are
now avajlable with lmited computing capacity {sc-calivd
“Smart Cards™)} but these do not have sufficient computing
capacily to implement existing digital signature protocols in
a commercially viable manner.

As poted above, in order o geperaie a digilal signalare, it
is necessary to utilize a public key encryption scheme, Most
public key schemes are based on the Diflie Helman Public
key protocol and a particularly popular implementation is
that knows as DSS. The DSS scheme utilizes the sot of
integers Zp where p is a large prime  For adequate security,
p must be in the order of 532 bits although the resuliamt
sigmaiure may be reduced mod q, where g divides p-1, and
may be in the order of 160 bits

The DSS protocol provides a signature composed of two
componenls 1, 5 The protocel requires the selection of 2
secret random integes k referred o as the session key from
the set of integers (0,1,2, . g-1}. 1e

k{012

The component ¢ 15 then computed such ihat

r={Btmod p} omed g

w
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where f§ 1s a generator of g
The component s is compitted as

s =k thim)yrar] med g

where m is the message o be teunsmitied,

h{m) s a hash ol that mussage, znd

a Is the private key of the user

The signature associpted with the message is then s
which may be used 1o verily the origin of the message from
the publie key of the uscr.

The value B Is computationally difficuli for the DSS
implementation as the exponentiation requires multiple mul-
tiplications mod p. This is beyond the capabilities of a

s “Smart Card” in a commercizlly acceptable time Altheugh

the computation could be completed on the associated ATM,
ihis would require the disclosure of the session key k to the
ATM and therefore render the private Key, a. vulnerable

It hus been proposed to precompute B ard store sels of
values of r and k on the card . The geperation of the signature
then only 1eguires two 160 bit muliiplications and signing
can be compleled witiin % sceond for typical applications.
However, the number of sets of values stored Hmils the
number of wses of the curd before either reloading or
replacement is requircd. A problem that exists therefore is
how lo generate sufficient sets of values within the storegs
and/or compuling capacity of the card

©ne possibility is to use a smaller value of p but with the
DSS scheme this will jeopardize the security of the trans-
action

An alternative encryplion scheme that provides enhapeed
seenrity at relatively small modulns is that utilizing clliptic
curves in the finile ficld 2™ A value of m in the order of 155
provides security compareble to a 512 bit moduivs for DSS
and therefore offers sigatficant benefits in implementation

Difie Helman Public ey encryption wlilizes the proper-
tics. of discrete logs so that even if a generator {1 and the
expunentiation 8% is known, the value of k canmot he
determined. A simifar property exists with elliptic curves
where the addition of two points o a corve produces a third
point on the curve. Simiarly, muitiplying any point on the
curve by an integer k produces a further point on the curve
However, knowing the starting point and the end point docs
not reveal the value of the integer 'K’ which may then be
used as a session key for encryption The valoe KE, where P
is an initial kpown point, is therefore equivalent to the
exponentiation B

In order to perlorm o digital signatore on an elliptic cune,
il is necessary to have availabie the session key K and a value
af kP referred 1o ns 3 ‘session pair’. Each signature ulilizes
a different session pair k and &P and although the represen-
lation of k and kP is relatively small compared with DSS
implementations, the practical fimits for “Smart Cards™ are
in the ordur of 32 signatures. This is not sufficieat for
commercial purposes

One soluticn for both DSS and elliptic curve implemen-
lations is to store pairs of signiog ¢lements k, kP and
combine stored pairs 1o produce a new session pair. For an
elliptic curve application, lbis would yicld u possible 500
sessjon pairs from an initial group of 32 stored signing
elements. The possibilities would be more Hmited when
using DSS because of the smaller group of signing clements
that could be stored.

I crder to campute @ pew session pair, K and kB fom a
pair of stored signing slements, it Is necessary to add the
values of k, ez &, +k.~k and the values of k, P and kP o
give a now value kP In an elliptic curve, the addition of two
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3
points 10 provide a third point is perlarmed according to set
formula such that the addition of a point k.J* having coor-
dimates (x,y) and a point k,P having coordinates {X,¥-)
provides a point k;P whose x coordinate X, 15 given by:

nEie n &

I =

L@ B
@

Ty R

This computation may be significantly simplified using
the normal basis represenfation in a fiekd F2, as set out
more fully in our PCT Application Serfal No

PCT/CAS500452, the contents of which are ineorporated
herein by reference. However, cven using such ackvanta-
geons techniques, it is sull pecessary to utilize a finfle ficld
mubtiglier apd provide sufficient space for code ta perform
the computation. This is not feasible within the practical
limits of available ‘Smart” cards

As neted above. the ATM usced in association with the
card has suflicient computing power Lo perform the compu-
lation but the iransfer of the coordinates of &, P and &.P {rom

the card to the terminal would jeopardize the integrity of

subsequent digital signalures as two of the stored sigping
elements world be known

SUMMARY OF THE INVENTION

Tt is therclore an object of the present imention to obviate
or mitigate the above disadvantages and facilitate the prepa-
ration of additional pairs of values from a previously stared
sel

In puneral terms, one aspect of the presenl invention
proposts to compute on one compuling devict s initial step
in the computation of a coordinate of a point derived from
a pair of points to inbibit recognition of the individual
componenls, tansfer such fnformation to another compuling
device remote from said onc device, perform at least such
additional steps in said derivaton at such other device to
permit the completion of the derivation al said epe device
and transfer the result thereof to said one computing device

Preferably, the initial step invelves a simple field opera-
tion on the two seis of coordinaies which provides informa-
tion required in the subseguent steps of Lhe derivation.

Preferably also the additional sieps performed at the other
device complete the derivation

In a preferred embediment, the initial slep invelves the
addition of the x coordinates and the addition y coordinates
to provide the temms (x,6x.) and (v,8Yy.).

The addition of the coordinates is an XOR operation that
can readily be performed on the card and the resulls pro-
vided to the terminal

Is this manner, the coordinates (x,y) representing kP in a
stored sipning clement are pot disclosed as insufficient
information is provided even with subsequent uses of the
card. Accordingly, the x cooidinate of up to 5U0 signatures
con be penerated from an initisl set of 32 stored signing
clemenis

The new value of k can be compuied op the card and to
aveid computing the inverse k™' alternative kaown masking
techniques can be utilized

A further aspect of the present javention provides a
methad of generuling additional sets of poinls frem the
initial set that may he vsed individeally as a new value of KP
or tn combination o ge still Turther values of KB

Accarding io this aspect of the invention, the corve is an
ancmalous curve and the Frobenivs Operator is applisd to at

ne

¢
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w
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least one of the coardinates representing a point in the initial
set to provide 2 coordinate of a further point on the eliptic
curve. The Frobenius Operator § provides thal for & point
{x,,y,) on an znomalous curve, then & {(x,,y,)} is 2 point
{x,%,7) hat also Ties on the curve. [n general, Bx,v,) is
a point X°, ¥° that 4lso lies on the curve. For a curve oyer
the Held 2%, there are m Frobenius Operators so for each
value of kP stored in the initial set, m values of kP may be
generated. teferred to as “derived” values The new valne of

+ Tt associated with cach point can be derived from the initial

relationship betwesn P and @P and the initial value of k.

For a practical implementation where 32 pairs of signing
clements arc initially refained on the card and the corve Js
sver the field 215°, utilizing the Frobenivs Opcrator provides
ia the arder of 2960 possible derved values and by com-
birting pairs of such derived values as above in the order of
107 values ot kP can be obtained [rom the initial 32 stored
signing elements and the corresponding values of k obtained
to provide MY’ sussion pairs

Preferably, the stored values of kP are in a normal basis
representation The application Frobenivs Opurator then
simply requires an **" fold cyclic shift to obiain the value for
an @ aperaiion

According to a further aspect of Lhe invention, there is
provided & methed of generating signalure componenis for
use in a digital signature scheme, said signaturc components
including private informatien and a public key derived from
said private information, said method comprising the steps
of storing privale information and related publje key as an
clement in a sel of such information, cycling in 2 determin-
istic but unprodictable fashion through said set to select at
leas! ane element of said set without repetition and ntilizing
said one element to derive @ sigpature component in said
digital signature scheme

BRIEF DESCRIPTION OF THE DRAWINGS

‘The above and other objcct and advantapes of the present
invention will become apparent from the fellowing descrip-
lion when read in conjunction with the accompanying draw-
ings wherein:

FIG. 1 is a schematic representation of a programmable
credit card;

FIG. 2 is a schemalic sepreseatalion of a lransaclion
petformed between the card and networks

FIG. 3 is a schematic representation of the derivation of
a session pair from a pair of stored sigring clements;

FIG. 1 is = schemalic represestation of one step in the
transmission of information shown in FIG Z;

FIG. 5 is n schemalic represcatation of a preferred imple-
mentation of the derivation of a session pair fram two pairs
of stored values;

FIG. 6 is a schematic representation of a selection unit
shown in FIG. §;

FIG 7 is o schematic representation of a further embodi-
ment of the derivation of session pairs from stored values;

FIG. § is an alternative schematic to the embodiment of
FIG. 7; and

FIG 9 is yet another alternative schematic to the embodi-
ment of FIG. 7

DETAILED DESCRIPTION OF THE
PREFERRED EMBCDIMENT
The Sysicut

Refersing therefon o FIG . ¥, a programmable creddit card
18 {referred 1o as a "SMART card} bas an integrated sirouit
12 embedded within the body of vard 14
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The integrated cireuit includes o Jogic srray 14, an addres-
sable memory 16 and a communication bus 18 The memozy
16 includes a RAM section 20 to slore information, a pair of
cyclic shift registers 22 for temporary storage of inform aliog
snd propramming code 24 for control of the logic array 13
and communication bus I8 The array 14 includes an arith-
metic unit 26 to provide modular aritbmetic operation, € ¢
additionsi and muliiplication, and a selection unit 28 con-
trolied by the propramming code 24, B will be apprecinted
thal the description of the card 10 is & schematic and
restricted Lo thal necessary for explanation ol the prelerred
ecmbotiment of the imvenlion

The card 10 is used in copjunetion with a terminal 38, for
example an automated teller machine (ATM), that js con-
necied 1o a setwork to allow fipancial transaciions lo be
conducted. The terminal 30 includes a keypad 32 to sclect
options :nd tasks and has computing capabilities to perform
the necessary funclions in conjuncton with the card 10

Access o the terminal 38 is oblained by insertimg card 10
into a reader 34 und eniering a pass cosde iR a conventional
manner The pass code is vesified with the card 18 through
cemmupication bus 18 and tie terminal 30 activated. The
keypad 32 is used to sclect a transaction, for example a
transfer of funds. between azcounls and generate o message
through the petwork to give effect to the transactions, and
card 10 is used to sign that transaction to jndicate Qs
authenticity The signature and message are transmitted over
the network Lo the intended reciplent and upon receipt and
werification, the trapsaction is completed.

The Card

The RAM scetion 20 of memory 16 includes digital data
string representing a privale key, a, which remains seoret
with the owner of the cord and a corresponding public key
Q=aP wherc P is the publicly known Initial point on the
sclected curve. The RAM section 20 also inchudes @ predo-
rmined set of coordinates of points, kP, on an elliptic curve
that has been preselected for use in a public key encryption

scheme. It is preferred that the carve js over a finile field 27,

conveniently, and by way of example anly, 2%, and that the
points kP are represented in nommal basis represeniation The
selected curve shotld be an anomalous curve, ¢ £ a CUIveG
that sstisfies y™+xy=x>+1, and has ag order, ¢, Each point kP
has 20 x cocrdinate and 2 y coordinate and is {bus repre-
sented as two 153 digital data strings that are stored in the
RAM 20 By way of example, il will be assumed that the
RAM 20 contains 32 such points identified generically as kP
and individually as kPk.P 1y, F Similarly, their coor-
dinates (x,y) will be individually designated Xo¥g - X53¥s;

The points kP are precomputed from the chosen param-
cters of the curve and the coordinates of an oniginaling poist
. The k-fold additicn of poiat P will provide a further point
%P on the curve, represented by its coordinates (x,y) and the
value of k eannot be determined even if the coordinates of
poinis P and kP are kaown

RAM 20 therefore contains the values of k associnied
with the respective points kP so that a set of siored signing
elements k,kP s available for us¢ in the sigaing of e
transaclion

Signing
To sign a message m generated by the ransachion, one

session pair kj;; kT Is required and may be obtained from

RAM 28 55 sel oot more fully belew. Assuming thal values

%, &P have been oblained, the signing pretocol requires a
sirmature 1,5} where

b

2

30

i

6
¢ is the data string representing the x-coordinate, x;
redneed mad g (q is a preselected publicly known
divisur of e, the erder of the curve, ie. gleJrand
s=[X"Y(h{m))+er} mod q where h{m) is 2 g-bit hash of the
message m generated by the dranssction.

In this signature, eves though r is known, s conlains the
secret K and the private key, a, and so inhibits the exiraction
of either

The seneration of s requires the iaversion of the value k
and since k is itself to be derived from the stored set of
values of k, it is impractical to store comesponding bpverted
values of possible k’s. Accerdingly. @ known masking
technique is used o generate components r, s*and uof a
signatre. This is done by selecling an Iateger, <, and
compuling a value w=ck The value s =e{li(m)+ar) mod q

The signature vajee s can then be oblained by the recipient
computing s™u' =k [Ii{m)sar]

The sigrature {r,s',1) can be compuied on the card 18 and
forwarded by bus 18 10 the teyminal 30 for attachment to the
message ol

Generation of Scssion Pair

As noted above, in arder to gererate the signature {r,s), il
is necessary lo have for session pair k snd kP Scourity
diciates thal each session pair is only used once and it is
assumed that the number of signing elements stored in RAM
20 is ipsafficient for commercial application

In the prefierred embodiment. wo techniques are used fo
generate additional session pairs to the stored signing ele-
ments. B will be appreciated that each technique may be
used individually although the combination of the two is
preferred
(i} Frobenins Operator

The first technique involves the use of the Frobenivs
Operator to derive additional session pairs from the stored
signing elements and is shown in FIG. 3 The Frobentus
Operator denoted @ operates on a point P having coordinates
{x.4) on ap anomalous eifipic curve in the finite fickt am
such that §'p =(x*.y*). Morcavez, the point @°P is also on
the curve In the feld 2175, ihere are 155 Frobenius Opera-
tors 5o each point KP stored in mernory 20 may generate 155
points on the curve by application of the Frobegius Gpera-
tors. Thus, for the 32 values of kP stored, there are 4960
possible values of kP available by application of the Frobe-
nins Operator

To derive the value of @'P, it is simply necessary 1o load
the x and v coardinates of a point kP into respective shifl
registers 22 and pesform an i-fold cyclic shift. Because the
coordinates (xy) have a pormal basis representalion, a
eyclic shift in the register 22 will perform a Squaring
operalion, and an i-fold cyclic shift will raise the value to the
power 2°. Thercfore, after the application of i cleck cycles,
1he registers 22 contain the eoordinates of @'(kP) whichis a
point on the curve and may be uscd in the signing protocol.
The 155 possible values of the coordinates (x.y) of @'(kP)
may be obtained by simple cyclic shifting The represcnta-
tions in the registers 22 may then be used to obtain 1,

‘Where the use of Frobenius Cperatar provides sufficient
values for commereial vse, only ene coordinate is needed to
compute the value of r and so only a single shift register is
necded. However, us will be described below, farther session
pairs can be derived if both the coordinales are koown and
so a pair of registers is proviced.

For each value of @'(kP), it is mecessary to obtmn ihe
corresponding vahie of k @(P)=1P. L is a copstant thal may
be evalualed ahead of time and the values of ils frst m
powers, 3. computed. The m values are stored in RAM 20
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In general, Bi(RP}—=NKP so the vaive of k associated with
@4%P) is 1k Since k is stored for ¢ach value of kF in RAM
20 and 7 35 slso stored, the new vaine of &, 1 ¢. 2k, can be
compuied using the arilbmetic unit 26

As an allernative, to facilitate afficicnt computation of »/
and avoid excessive storage, it is possible lo precompule
specific powers of % and store tem in RAM 20 Brcawse m
is 155 in the specific example, the possible values ol i cas
be rupgu:mmed as an 8-bit bipary word. The values of
32537 are thus stored in RAM 28 and the value of 2
represented in binary. The prestored values of 277 ae then
reirieved as necessary and multiplied mode by arilbmetic
unit 26 1o provide the value of %7 Fhis is then multiplicd by
k 1o obtain the new value associated with @(kP)

Tt will be seen therefore that new session pairs k, kP mey
he derived simply and cfficiently from the stored signing
clemmenis of the ipital sst These session pairs muy be
computed in real time, theseby obr fating the need to increase
storage capacity and heir computation utilizes simphy arith-
melic operations that may be implemented in arithmetic vnit
28,

(i1} Combising Pairs

A Further technique, iiiustrated schemaiically in TIG. 4, to
increase the number of session pairs of k and kP available,
and thereby increase the number of signatures available
fram a card, is 1o combine pairs of stored signing elements
to produce a new derived value The addition of two points
k,P and k,P will produce a third point kP that also fies on
the curve and may therefore be used for signatres

The addition of two points having ceordinates (x,,¥,)
{x.¥.) respectively oo a curve produces a new point haviag
an x coordimate x; wherc

nE¥Ee s B udn
R

X, B Xy T B¥2

In the finite ficld 2m, y1@y2 and x1Ex2 is an XOR field
operation that may be performed simply v logie array 16
Thus the respective values of x, ,x; and y,,y; are placed in
respective ones of registers 22 and XOR'd The resltant
data string is then passed over communication bus 16 io the
terminal 38. The terminal 30 has sufficient compuling capac-
ity to perform the inversion, multiplication and summation
to produce the value of X, This is then retumned ta register
22 for signature. The potential disclosure of x5 does not
jeopardize the security of the signature as the relevanl
portion is disclosed in the transmission of ¢

The value of k,+k- is abtained from the arithmetic unit 26
within logic array 16 to provide a value of k; and heoee a
new session pair ks, k4P is available For sigaature,

It will be appreciated that the value for y; has not been
computed as the signing value 1 is derived from x; rather
thso both coordinates

1t will be noted that the values of x; and x; or y, and y»
are nat transmitted to terminal 30 and provided a different
pair of poinls is used for each signature, then the valees of
the caordinates remains wadisclosed.

At the same time, Lhe aritbmetic functions performed on
the card are relatively simple and those cempulationally
more difficult are performed on the termingl 30

Preferred Impiementation of Geseratng Session
Pairs
The above technigue may of course be vsed with pairs

selected directly from the stored signing clements or with
the derved values obtained using the Frobenius Operator as

wh

]

30

ity

50

1
i
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described ebove Alternatively, the Frobenins Opersior
could be applied to the vaiue of kP obtained from combining
pairs of the stored signing clements (o provide m possible
vaues of cach derived vajue

To ensure security and avoid daplication of session pairs,
it is preferred that only one of the stored sigaing elements
skould bave the Frobenius Operalor applied as i the
preferred embodiment iustrated in FIG 5

Tn Liis arrangement, the coordinates x,,v, of one of the
stored signing clements is applicd o the registers 22 and
cychicaily shified | times lo provide & kP

The respective coordinales, Xg,¥p,. are XOR'd will the
coordinates from another of the stored valves K.P and the
summed coordinales transmitied 1o ATM 36 for computation
af the coordinate 55 This is retransmitted to the card 1) for
compusation of the value 5

The value of k, is processed by arithmetic wnit 26 to
provide »k and added to k. 1o provide the aew value ks for
gencration of sipnature component s. In Uhis embediment,
from an original set of 32 slored sigaing <lemeats stored op
card 19, it is possible to generate in tle order of 107 session
pairs In practics, 2 limil of 10% is nealistic

Selection of Pairs Stored Sipning Elements

The ubove procedure requites a pair of stored signing
elements io be used to geavrale each session pair. In order
to preserve the inicgrity of the system, the same sct cannot
be used more than once and the pairs of stored values
conslituling the scl must not he sclected in 2 predictabls
manner

This selection fuaction is performud by the selection vait
28 whose operation is shown schematically in FIG 6

Selection unit 28 Includes a set of counters 40,4244
whose outputs address respective lock up tables 46,458,580,
The look up tebles 46,4850 map the successive oulputs of
the couners lo pseudo random ouipst values to provide
woprediciability for the selection stored signing elements

The 32 stored valucs of k and kP are assigned nominal
designations as clemneats in a Set 52 ranging from ~13 to +15
with one designated o, To ensure that all available combi-
aations of stored vatues are used withoul repetition, the
nomimal designations are grouped in 16 pairs in an ordered
array 54 such thal the difference {mod 31} in the assigned
vaiues of a pair uses all the numbers from 1 to 30 « is
prouped with @ This armay provides a frst row of a nolional
FIAtLy.

Successive rows 3da,bc, et of the notional matrix are
developed by adding I to each assigned designation of the
preceding row until 15 rows are developed In this way a
matrix is developed without repelition of the designations in
cach cell. By convention wo-+1=20

Counter 42 will have a full count after 15 incremeats and
counler 48 will have a full count after 14 inerements
Provided the full count valucs of counters 40,42 are rela-
tively prime and the possible values of the couater 5 to
select Frabenius Dperator are relatively large, the output of
counters 40,42,44 arc mapped through Lhe lables 46,48,50
respectively to provide values for row and column of the
of the Frobenivs Operator o

Wi oail ATTusYnl

. PO IS S
potione] malix ainad ik Grder i

igpdied

The autput of counter 8 selects 2 column of the amay 53
from which a desinating associaled with a starting pair can
be ascerlaiped. In the cxample of FIG. 6, the output of
counter 42 is mapped by table 48 to provide an ontput of 3
indicating that colimo 3 of arrey 33 should be selected.

[
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Similarly, the ontpui of connier 40 is mapped through table
46 to provide & count of 3 indicating that values in row 3 of
the matrix shouid be used

The assigned designations for & panicular row are then
abltined by adding the row vajue io ths values of the starting
pair This gives a new pair of assigned designations that
indicate the locations of elemenis in set 52. The sigaing
clements are then retrieved from the sct 52

Oune of those pairs of signing elements is then output 1o a
shift register 22 and operated upon by the designated Frobe-
pius Operator @ The value of the Frobenius Opgration is
obtaincd From the output of table 30 which maps counter 4
The value obtained from table § sets the shift clock associ-
ated with register 22 so that the contenls of the register 22
are cychicaily shifted {o the Frebenius vahe ( indicated by
the autput of table 54

Accordingly, a new value for kP is obtained. The associ-
ated value of k can be computed as described above with the
arithmetic unit utilizing the cutput of table 50 Lo delermine
the new vale of 2. Accordingly, a derived value is ohlained

The derived value and signing clement are then combined
as described at (i) above 10 provide a new session pair k. kP
for use in the signing process.

The use of the counters 40,42 provides input values tor
the respective tables so thai the array 54 s accessed i a
deterministic but uppredictable fashion The prouping of the
pairs in the array 54 ensures there is po repetilion in the
sclected elements to maintain the integrity of the signatore
scheme

Counter $4 operates upon one of ihe selected pairs o
modify i so that a different pajr of values is presented for
combination on vach use. even though multiple access may
be made Lo the array 54

The connters 40,4244 may also be utilized to limit the use
of the Smart Cazd i desired so that a forced expiry will oceur
after 2 certain number of uses Given the Jarpe number of
passible signatures, this facility may be desirable

Alternative structures fo the look up tables $6,48,50 may
be utilized, such as a linear feedback shift register, [o achieve
a mapped outpul if preferred

Further selection of the session pairs can be obtained by
preprocessing of the contents of register 52 using one of
more of the techniques shown in FIGS 7, 8or 9

In its simplest form, as shown in F1G 7, a source row ‘s
is selected and the session pair k kP read from the register
A function is applied to the session pair, which for exampic
is the Frobenius operation as set out in FIG 3 to provide a
new session pajr A k,; ¢ (k. P). A deslination row, d. is then

’
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selected in the table 52 apd the new session pair combined

with the contents of that row (o generale a pew pair of
values. The contents of the table 52 are thus updated and a
selection of pairs may be made for the generation of a new
session pair as described above

The preprocessing may be repeated 3 number of times
with differcnt scurce rows s, and destinations, d, so that a
thorough mixing is obtained The sclection of source rows,
s, and deslinations, d, may be sclecled detcrministically
using the counters 40,42

Alternatively, where the card 10 does act have adeguate
compuling power or a eurve olher than an apoalous cerve
is used, an allerative fupction may be applied to the
selected row. For cxample, a sign may be applied 1o the
seiected row prior lo accumulation of a destination

An alternative embodiment 1s shown in FIG. 8 where
muliiple source rows s, s, are used and the selecied

w
[
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session pairs combined . [ypically two source rows are used
but mose than hwe can be combined il preferred . In this case
the combining may proceed as shown ia FIG 5 and the new
value accamulated al the destination row, d, of the register
As the x coordinate of the combined point will identify one
of the coordinates in Lhe register 52, 1 s prefecred to perfom
fhie computation on the card where feasible

The selected session pairs may be madified prior 1o o
subsequent o their addition by application ol a second
fupction, c.g signiog, (as shown in ghosled outline) to
provide fusther security in the wpdating of the register 52

Where a random oumber generator is incorporated on the
card 10, the above preprocessing may be used elfectively in
the production of the cards. Reterring to FIG. 9, an inilial sel
of session pairs & injected inlo the register 52 of cach card
10 A random number generator 68 is rup for an initiaf period
and its oulpul vsed to select the souree and destinalion 10ws
of the register 52, The source row Is accumulatud with the
destination pow so that the sessiop pair of the set arc
changed with each iteration If prefered, a {unction such as
a sign or a Frobenaius operation mey be applied to ihe
selecled session pair before accumulation The mixing con-
tinues for a further period with the output of generator 60
being wsed periodically to select cach row. Onee the register
is considered (horoughly mixed, lhe session palrs may be
selected and combined as descenbed above for FIG. 6. As the
cutput of each generator 60 will vary from device to device,
the sets of session pairs fn each register 52 will aso vary
from device to device. Therefore the same initial table may
be used but differunt session pairs will be generated

In summary, therefore, pairs of signing clements from an
initial set of stored values can be selecied in o deterministic
and unpredicisble manner and onc of these elements oper-
aled upon by the Frobenius Operator to provide additional
valees for the elements. The glements may then be combined
to obizin a new session pair with a portion of the compu-
tation being performed off card but without disclosing the
value of the elements Accordingly, an cxtended group of
session pairs is available for sigaing from o rehtively smail
group of stored vahes

While the present invention has been flustiated and
deseribed by means of a specific embodiment, il is ta be
undersiond that mumerous chaoges and modificalions cun be
made therein without departing from the spirit and scope of
the invention

What is claimed is:

1. A method of generating 2 sigpalure on a message M in
an elliptic curve cryptographic system bhaving a seed point P
on an elliptic curve of order ¢ over a finite ficld, said method
comprising the steps of:

iy selecting as a session key an mleget k and computing

representation of a corrcsponding pomt KP;

ii) derving from sajd representation a first signatore

compenent, 1, dependent of said message,m;

ifi) combining sajd frst signature component, T, with a

private key, a, a value derived from said message, m.
and said session key, k, (o obtain 2 sccond 10 signature
componen, s, conlaining said private key, 3, and said
session kev, k, such that extractien of either 1s inhibiled
even when said siupalure CoOmpoincnis, s, 4T made
pubilic; and

iv) utilizing said signature components 1,s. n (e signatare

of the message, m.

2 A method according to claim 1 wherein said value
derived from said message, m. is obtained by applying a
hash function to said message.
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3 A method according to claim 2 wherein said second
signature component, s, is of the form s=k7 {b{m}sar} mod
q, where q is a diviser of the order, e, of said eHiptic corve
and B(m) js said valve derived by applying 2 hash tunction
o suid message.

1 A method according to claim 1 wherein suid fimt
signature component 1 is obtained by ulibizing one coordi-
nate of said point kP

5 A method according to claim 4 whercin said onc
coordinale is the X coordipate of said point XP.

6 A method according to claim 5 wherein said
x-coordinate Is reduced mod g

7. A method according 1o claim 6 wherein said signature
consists of suid first and second signalure components.

8 A method sccording to cleim 7 wherein said clliptic
eurve is on anamalous eltiptic curve

9 Amcihod according to claim 8§ wherein said anomulous
curve is of the form y sxy=x"+1.

16 A method according to claim § wherein an inleger is
derived from said representation of said point kP

11 A method zecording to claim 10 wherein said integer
is obtaincd by sclecting one of said eoerdinates of said point
kP, 2rd reducing said cocrdinate med g where g is a divisor
of the order, ¢, of the clliptic curve

12. A method according to claim 11 whereip said one
coordinate is the X coordinate of said point kP

13. A methed according to claim 12 wherein said divisor
q is peestlected apd publically known.

14 A method accarding to claim 12 wherein said value
derived from said message. m, is oblained by applying o
hash function to said message.

15. A method according to claim 14 wherein said value
derived from said message is a ¢ bit hash of said message.

16. A method zccording fo cluim 15 wherein said eltiplic
curve 3s an apomalous ¢lliplic curve

17 A method according to claim 16 wherein said elliptic
curve is of e form y sxy=x"+1.

18 A method according to claim 1 wherein said sccond
signature component s has a value corresponding to K {b
(m)sar} mod q

19 A melhod according to claim 18 wherein a value
corsesponding lo said second sigoature component § 15
obtained by selecting an inleger, ¢, and computing a value,
u, which equals the product of ¢ and & and computing
s=c{h{m)+ar}, said signsture componenis on said message
m including 1, 5, and v

20 A method according 1o clamn 19 wherein a value
corresponding to K{h{m}+ar} mod q Is oblaiped by @
recipient of said signuture by compuling the product of said

second signatute component, s, and an inverse of said value, 3

u
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21 A method of generating & digital signature £ 5, of a
message m using an elliptic curve cryplosystem employing
a0 eliiptic curve of order ¢, said method comprising the sieps
oft
i) selecting an integer k and determining a correspondiag
point kP where P is point an the curve;
ii) selecting = coordinate {x) of the point kP;
{i) reducing the coordinate mod g where g is 2 known
divisor of ¢, o abtain 1 fisst componeni 15 and

o

0 iy} combininp said first camponent, 1, with a long-term
private key a and 10 said integer k to obtain a second
signatire component s, such thal extraction of either
said fomg term privale key a or said integer k is

< inhibited gven whep said sigaature 13, are made public.

22 A method zccording to claim 21 wherein said second
signature component s has the form s=k* {h{ra)+ar} mod q.
whure h{m) is o hush of the message m

23 A method according to claim 22 wherein said eliiptic
, SOVe is an anomaleus clliptic curve of the form yohxy=x"+
=

24 A method of generating a sigaatore s, of @ message
m perdermed on an elliptic curve Cryplosysien implemented
over an znomalous elliptic curve of the form said Yo ixy=
%1, method comprising the steps of:

i) pedforming a Frobenins operation € upen al Jeasl one

coordinale. %, of a point kP, where k is an inleger and
KP is a point on the cerve obtained from a k fold 6
composition of 2 point P on the curve, to obtain &
carrespending covrdinale X' of a peint &P correspond -
ing to FEPY

i) operating upon the integer K upen by a constant k.
where @(kP)=2'P o obtain a value kK

iii) utilizing the coordinale X' to obiain 2 first signature
component §; and

iv) combining said first siguabire compenent 1 with Lhe
value k' lo ebtain said sccond signature compapent s

25. A method of geperating 2 session key pair from an
initizl key pair k, kP for use in a public key cncryption
elliptic scheme implemented over an anomalous curve of the
form y*xy~x1 where k is an integer and kF is a point on the
curve obtained from a k fold composition of a point P on the
curve  said melhod comprising the steps of:

i) performing » Frobenius operation @' upon the pomnt kP

to obtain a point K'P corresponding to GRPy;

i} eperatiog upon the inteper k by a constant X where
@ (ip)=Mp to obtain 1 value K comesponding to M'K;
and utitizing the values &' and X P as a sessian key pair
in a cryplograghic operation

£
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