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I
DATA I'ROCESSING SYSTIìM USING

SUBSTÄNTIALLY UNIQUE IDENTIFIERS TO
IDENTIFY DATA ITEMS, 'WHBREBY

IDENTICAL DATA ITEMS HAVE THE SAMB
IDËNTIT-IERS

This js â continùatjon ofâpplication Scr No.08/425,160,
filed on Apr. 11, 1995, which was abandoned upor the Âliog
bereof.

BACKCROUND OF THE INVENTION

1. Field of tbe Inve¡lion
This invention relâles to dala processing syslems and,

morc particularly, lo dâla proccssing syslcms wberoin dala
items are idenlified l)y subslânlially uûique identifi€rswhich
dcpcod on åll of the dalå in lbe data items ând only or thc
dâtâ in the dnla ilems.

2. Background of the Invenlion
Dâlå proccssing (DP) systcms, compulers, nelworks of

compulers, or lh€ like, lwically offer users and programs
va¡ious ways 10 idenlify tbe data in the systerns.

Users typicâlly idenlifydalâ jn rhe dâl a processing system
by giving lhe dala some form of name. For exâmpl€, a

rypical operariog s).stem (OS) oo a computcr providcs a frlc
system in which clata items are named by alphanumeric
idendncrs. Programs t!,picâlly idcnlify data in the data
processing sysLem using ¿ locåtion or :ì(lclr€ss. For example,
a program may idenlify a record in a lile or dâlâbåse byusing
a record mrmber which sewes 10 loc¡1e thaL record.

In â11 but thc mosl primitive ope¡aling systems, users and
programs are able to creale and us€ collEclioDs of n.ìme(l
data iems, these collections themselves being tåmed by
identiflers l'hese named collectioDs can then, lhemselves,
b€ made pârt of other named colleclions. For example, an

OS may p¡ovide mcchånisms to g.oup lìles (da1a ileûs) into
direcrories (€ollecLions)- These direclories can theo, lhern-
selves ìre mâde parl of other directories. A data item may
lhùs be identified relåli\.e to Lhese nesLed direcLorics using ¿r

sequeoce of oames, or a so-called p¿1boame, which deflncs
ä palh lhroügh tbe directories to â particular dâla item (nle
or directory).

As:ìnotber example, â databas€ ma¡ragement sysLem mâv
group dalâ rccords (dåtâ jLcr¡s) into lÂbles and then groùp
these lables into datâbase 6les (colleclio¡ìs). The complete
åddress of âny datâ r€cord can lben be specifrecl using the
datåbase 6lc ¡amc, thc table ¡ame, and the rccord Duûbc¡of
lhal dala record.

Olher cxamples of identifying data items inclùdc: idcnti-
fying lìles in ã nelwork file sysl€m, identifyìng obìects io an

objecr-orienred dârabåse. idenril],ing images i0 a0 image
dâtabåse, and idenlifying ar(icles ìn a text databa,se.

In geûeral, the terms "data" aod "data item" âs uscd hcrcin
rcfer to sequencres of bils Thus iì dala ilem may be lhe
con¡ents of a lilc. â portion of â lìle, â p¿ge in memory. an

obj€ct iD an objecl-orienled program, a digital messåge, ¿ì

digilal scanned image, a parl of â video or audio signal, or
any olher enlily wbich cân be represenled by å sequeDce ol
bits. The term "da!â processing" hereio r€fers to the pro-
cessing of dåta iLcms, ånd is somelimes depcndent oD lhe
type of dala item being processed. For example, a dåta
proccssor for a digilal imagc may di-fer from a dala pro-
cessor lor an audio signal.

In âll of Lhe prior data processing systems the names oÍ
idenlifrers provided lo idenlify dala fems (tbe dala items
being frles, directories, records in the database, obJecls io

s,978,797
'?.

objcct-oricotcd programmìng, localions in mcmory or on a

physical device, or tbe like) are âlways defìned relative to â

specilìc context. For instance, the lile identified by a paÊ
ticùlâr file nâme cao only be determined when lhe direclory

5 conlaining the fiÌc (lhe context) is known. Tbe frl€ iderìtiñed
by a palhname can be determined only when the 6le s)ßtem
(cootexl) is kûown. Simila¡ly, the åddresses in å process
addrcss space, tbc kcys in å da!åbâsc tablc, or domåin nÂmes
on a global comprter nehvork such âs the Inl€rnet are

1or meaûingful only because they are specifred relalive 10 a
context.

ln prior âl syslems for iderlifying datâ ilems there is no
direcr relâtionship between thedâlå nâmes ârd the dâlâ ileú.
The same data nam€ in lwo dillerenl conlexts may refer to

1s difrere¡t dåta ilcms, and two diffcrent dala names in the
såme contrxl may refer lo lhe s¡me (ìä11 ilem.

In addilion, becåìrse lbere is no correlation between a data
nâme and lhe darâ il felers lo. rhere is no l priori way lo
confrrm lhår a piven dalâ ilenl is in facl the ooe nanred bv ai0 d"tu n"rn". Foiinstanc., i0 a DP system. r[ on. pro..ssor
requests lhat ânother processor deliver a dala ilem with ã

given dåLå name, the requesting processor cannot, in
general, verily thât Lhe däLa d€livered is thc coÍect da!â
(given only rhe name). Therefore ir mâ] rcquire futberri processing, lypicrlÌy on lhe parl of the requeslor. to verify
thât the dala item il has obraìned is, iD facl, the item it
requesled.

Acommon operation in a DP system is addiog a new dâla

rô ilem to lhe system. When a new da¡å irem is added lo rhe

syst€m, â name cân be åssigned to iL only by updaliDg lhe
co¡tcxt in which nåmcs arc dcfrned, Thus such systems
require â centrahzed mechanism for the nrânagement of
names. Such a mechânism is requirecl even irì a multi-

¡. proccssrng lyslcm !vhen rl¡t¿ i¡ems are 're¿letl¡rntl itlrnt ilìerl-- at separate processors in distinct locations, and in which
there is no other r¡eed for communication when dala ilems
are added.

ln many dâtâ processing syslems or eovironments, data

r0 iLems are transferred between differeDl locations io the
system. These locâtions måy be processors i¡ lhe d¡Ìlâ
processing system, slorage devices, nemory, or lhe like. For
example, one processor may oblain å dala item ftom anolhcr
processor or from an external stoÉge device, such as â

a5 floppy disk, aod may incorporate lhat data item into its
syslem (using Lhc name provided with thät dâtå itcm).

However, when a processor (or some locâtion) oblains a

dalâ ilem llom åûoLher locaLioû in the DP syslem, it is
possibÌe thal this oblained dala ilem is alreådl, prcsen 1 in the

50 system (eitber ar the locallon of the processor or at some
other locåtiorì âccessible by tbe processor) ând lherefore a

duplicâle of the dafa iLern is created- This siluâtioD is
commo¡ in a network dala processing eovironnÌenl wbere
proprietary softv¡a¡e producls are installed fiom floppydisks

55 ooto severâl processors sbari¡g a common âle sen'er In
these systems, it is of1€D the cåse that the same product will
be inslalled oo several stslems, so thal severâl copies of
each file will reside on the common frle server.

ln some d.rt.r procqssiDg sysl€ms in which several pro-
60 cessors are cooDecl€d in å network, one syslem is designaled

¿rs â câcbe server to maintâio masler copies of data ilems,
ând other systems ar€ desigûaled as cache clienls to copy
local copies of the master data il€ms into a ìocal c¿che on a¡
âs-needed basis, Before ùsing a cached item, a cache clienl

65 mùst eilher reloâd the cache¿ irem, be iDformed of changes
to the cached ilem, or confirm that the masler ilem corre-
spondjng 10 thø câched item hâsnot chÂnged,In otherwords,
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a cachc clicnl musr synchronizc its data ilcms with thosc on
the cache server. This synchronization may iovolve reload-
ing dålâ it€ms or¡to the cache client. The ne€d to keep lhe
cache synchronized or reloâd i1 ådds sjgnificåol overheâd ro
existing cacbing mecbånisms. j

In vicw of thc above and other problems with prior art
systems, it is Lherelorc desi¡äble to have a mechånism whicb
allows each processor iD a mulliprocessor system to deter-
mioe a commoD and substaDlially unique ideDtiÂerfor a dala
item, using only the dâtâ in the dâta iteûi and not relying on 10

any soí of coûlext.

I1 js turtber desirâble to håve â mechanism for reducing
multipìe copiesofdata items in a dåta proc€ssing system and
lo have a mecbânism which en¿ìbles the ideûtincalion of
identicai dala items so as ro r€cluce mulliple copies. lr is 15

furlher desirable 10 determine whether ¡vr'o instances oI a

data item are in fact the same data ilem, and to perform
vârioùs other systems' functions aod applicâtions on dala
ilems wirhour relying on åny conrexl i0lormaLion or prop 

^-eflies of the dårå lrem.

It is âlso desirâble to provide srch a mechanism in such
a way ¿s to mâkc it lransparcnt to uscrs of Lhc daLa

processing system, and it is desirable that a single mecha-
nism be used to address each of the problems described ,,

SUMMARY OF THE I¡WENTION

This inverrion provides. iû À dâla processing system. å

meLhod änd appär.rLìrs lor idenLilying a dâla ilem in th€ 30
system, where lhe identity of the data item depends on â11of
the dala in the dâta r1em and oDly on rhe dâla in tbe dâta i1eûr.
Thus the idenlily of a dala rtem is iDdepeDdent of ils name,
origin, locatioD, address, or olher i¡fbrmalion Dol derivable
direclly from the daLa, aod depends onì], on lhe dal¿ itself. 35

This inveotion furlherprovides ân appârâtus and a melhod
for d€lermining whe{her a pårticular dâla item is present in
lhc systcm or å1 å localion in the syslcm, by cxamining only
the data identities of a plürâlity of data items.

Using rhc mclhod or appåråtus of rhc prcscDt invcnlioo, 4rl

rhe eiìlciency and inregriry of å dåra proccssing sysrcm can
be improved. The presenl invenlion improves the design ând
operatioo of ä dala slorag€ syslem, file syslem, r€latþriaÌ
database, object-oriented dahbase, or the lil(e tbat stores a

plurÂlity of dâta items, by måking possible or improving the 45

design ând operâtion of at leâst some or all of the followiÐg
tèatures:

the system stores al mosl one copy of any dara iteû at a

given location, eveE wbeo ñùlliple data naûes in rhe systeú
refer to the same conLents; 50

lhe system avoids copying dala from source to deslioatioD
localions whe¡ lhe destination locåtions already hâve the
òala;

lhe system provides lrånspâreDl access lo åriy darâ irem by ..
reference onlv ro jts idLnrity and indcpendcnr of its prcscnr "
location, rvhether i1 be local, remote, or onine;

tbe syslem caches dåla ilems from a server, so lhåt only
the mosl recenlly accessed dâtir ilems need be retained;

when the system is being üsed ro câcbe data fems, 60
problems of mainlairing cache consrstencJ, are avoided;

the sysl€m maiDtairls a desired level ofredundancy ofdata
items in a network of se¡vers, 10 profect againsl failure by
ensuring that mÌrldple copies of the data ilems are presenl ât

differeof localions in lhe syslem; 6i
the system autom¡dcally archives dâta ilems as they are

created or modified;

4
thc s],stcm providcs thc sizc, agc, aûd localion of groùps

of dât¿ ilems in order 1() decide whelher rhey can be safely
removed from a local frl€ system;

Lhe sysLem cân efficiently record Ând preservc any col-
Iection of dala items;

rhc system can emciontly make a copy of any colleclion
of dâla items, to supporL å version control mechåDism for
groups of the datâ items;

the syslest caû publish däta iteús, allowiúg other, possi-
bly anonymous, systems in a oelwork to Bain access to the
dala items aod lo rely oD the availabitty of th€ data items;

thc sysLem can maintâiú å locâl inventory of åll Lhe dÂtâ
jtems locåled on a given removâble ûedium, such as a

disketle or CD-ROM, the inveotory is jndependent of other
properlies of the dala itemssuch as their name,locatioD, and
dale of crealioo;

the syslerrl allows clos€ly relaLed sets of cìala ilems, such
as rnatching or conesponding direclories on discoûnected
coûpulers, lo be periodically resynchronized with one
another;

thc system can vorify th¿t data rct¡ieved from another
location is the desi.ed or r€ques(ed dala, ùsing ooly the data
idcntifrcr uscd to rctricvc lhc datâ;

lbe system c¿rn prove possession ofspeciûc dala items by
conteût wiLhoul disclosing the coûtent of the dâla ilems, for
pu¡poses oI laler legal veriîcalion and to provide anonym-
itv;

lhe system tracks possession ofspecifrc data items accord-
ing to mnteDl by ow¡er, independenl of the name, dåle, or
othe. proporLies of the data item, ånd lracks the ùses of
specìlic dara ilems and 1ìles by coDtent for accountiDg
purposes.

Otbcr objccts, fcâtrucs, ånd characLcrislics of thc p¡cscnL

invcntion âs wcll âs lhe melhods of operâtior and ftncLioûs
of the reialed el€menls of slrùcture, and the combinalion of
palls md economies of manufaclùre, will become rnore
apparent upon coßideratioû of the following descriptioû
ând the appended clåims with reference to lhe accompany-
ing drâwings, all of which form a part of tbis specifrcâlion.

BRIEF DESCRIPTON OF THE DRAWINGS

FIGS. 1(d) ¿¡d 1(ò) depicts a typical data processing
system in which a preferred embodimenl of the present
invention opefâtes;

FIG- 2 depicls a hierarchy of dala iterns stor€d .ìt any
Iocation in such a data processing system;

FIGS. 3-9 depict d¿tå slructures used Lo implement an

embodiment of the present inventio¡, and

FIGS. 10(d)-26 are flow chârts depicting opôra[ion of
various asÌ)ects of lbe preseot iovenlioD,

DETÄILED DESCRIPTION OF TIIE
PRESENÏ Y PREFÊRRED EXEMPI,ARY

EMBODIMENTS

An embodiment ofthe presenL invenLion is nor¡r' described
with reference to â typicâl dåtå processing sysLem 100,
which, u.ith reference 10 FIGS. 1(r¿) and 1(å), includes one
or more processors (or compulcrs) 102 aDd vårioùs storagc
devices 104 coonected in some way, for exâmple by a bìrs
106.

Each processor 102 includes a CPU 108, a memory 110
ând ooe or mo¡e local storage devices 112. The CPU 108,
memory 110, and local storage device 112 may be inleroally
connected, for example by â bus 114. Each processor 102
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may also iocÌude olher dcvjccs (nol shown), such âs a

keyl)oard, å displây. a printer. a¡d lhe Iike.

In â dåta processi¡g systcm 100, wherein more than one
processor 102 isused,lhaL is, in n mùltiprocessorsystem, the
processors m¿ry be in one of various relalionships. Fo(
example, lwo pro¡æssors 102 may be iD a clienl/server,
clienyclient, or a server/s€rver relationship. These inter-
processor rela{ionships may be dynârnic, changi¡g depend-
iDg on particular siluålions and functions. Thùs, a pa¡ticular
processor 1(D may change its rclatiooship to other p¡oces-
soÍs as oeeded, essenrially setting up a peer-lo-peer relalìon-
ship with olher proccssors. [¡ a peor-lo-peer relationsbip,
somelimes ¿ì particular processor 102 acls as a client
processor, wh€reâs al olher times lhe same processor acts as

a server proc€ssor In olller wofds, ther€ is no hierârchy
imposed on or r€quired of processors 102.

Io a multiproc€ssor sysl€m, tbe processors 102 måy be

homogeneous or helerogeneous, Furlber, in a multiprocessor
daLa p¡ocessiog syslem 100, some or all of úe processors
102 may b€ disconnected ftom the ûetwork of processors for
periods of tirnc. Such disconneclion m¿y be part of the
oormal operalìon of the system 100 or it rnay be becaus€ å

parLicular proc€ssor 102 is in need oI repair.
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proccssor, a storagc dcvicc, å rcmovâblc sloragc mcdium
(such âs a floppy disk orcompact disk), oranv other physicål
location iû the system. The lerm "local" wirh respecr lo a

particular processor 102 refers to lhe memory åod stoñìgc
5 devices of thaL particùlar proc€ssor.

In thc following, the terms "Truc Nåmc", "dala idonlity"
and "datä identiner" refer to the sùbslåolially unique data
identiûer fo¡ a pa¡ticular dala item. The term "True File"
refe¡s Lo the åctual fle, s€gmeÐt, or data ilem idenlified by

1o a T¡ue Name.

A frle system for a data processirg system 100 is now
described which is intended rc work wilh ân existing oper-
ating syslcm by augmenli¡g some of lhc oporaling system's

. file managcmenl \vstem co(les The emboJiment provided
'' relies on lhe slandard frie mânâgemenr priñilives [or actu-

ally sLoring lo and reheving data items from disk, buL lses
the mechanisms of the preseDt invention to refer€¡ce and
âccess those dâtå items.

,n Tlìe proccsses ånd mechånisms (services) provided jn rhis-- embodiment are groùped ioto lhe following calegones:
primitive mechanisms, operaLing system mcch¿rnisms,
remote mechaDisms, background m€chanisms, and cxtended
mechanisms,

Within a dara Droc€ssing system 100, the dalå.may be 7s priûÌitive mechanisms provide firndameotal capab ities
orgânized to form å bierarchy of daþ slorâgc elcmcnls. "" uscd to suppot olher mec;anisms. Tbc foltowing primin"e
whereìn lower level dala storage elemenls ärc lombincd to mechanisrii a¡e describecl:
form higher levcl elemenrs. This hierârchy cao coDsist of, for
exâmpre, processors, ä1" .v.,".", ,"gro*, à"1r""",o"J""1'åuio l calculate True Namc;

6les, s€g;enls, ânct rhe ükå. For example, wirh reference to ^^ I Assimilcte DaLa Ilem:

FIG 2,ihe dara items on a particular piocessor 102 may be 30 3- Nerv Tme File;
organiz€d or struclured as a frle syslem 116 which comprises 4. Cet True Name from Patb,
rcgions L[7, eåch of which comprises directorjes 118, câch 5 I ink Ðârh ro Tme Nâme:
ofwbicb can contain other direc¡ories ll8 or ñle,s 120. Each
file 120 being mâdc ùp o¡ oo" o, .o." ¿"iu ""ó1ìo uz. -- 

6 Re'rlizc'True File from Localion;

In â t)?icaÌ datâ proce"ring 
"y"t"., "or" 

nåll of rhese 
15 T Locåte Remole File;

elements can be named by usèrs given certain implemeûla- S Make T¡ue File t¡cal;
tion specìfic naming corìv€ntioos, tho name (orpatboame) of 9. Creale Scralch File;
an elemenl bcing relaliv€ lo â conlext. ln the contexl of a 10. Frccze Direc¡orv;
dala processing system 100, a påthnåme is fully specilìed by aLJ 11. Expand Frozen Directory;
a processor name, a âlesyslem name, a seqûence of zero.or 12. Deiere True File;
more direcrory names ideotiSrng nesþd direcbries. ¡nd ¡ -. - ^-' 

_. 
..

flnal file namã. (usually the iowesr leva "i"."rÁ,'t ittir 
lS Process-Audi.File Entry,

"*"."g.n"nt. 
ú2, 

""ooot 
bc oåmcd by users.) 14 Begin crooming;

ln other words, a file system 116 is a collection of a5 15 Sclccl For Removâl; and

djrecrories 118. Àdirecrory 1lE is a collectioo ofnamed lìles 16. End Grooming.
120-both dâta frles 120 and olher directory flles 118. Afrle Opcråting system mcchaoisms provido t)?ical fåmiljar
120 is å ¡amed data item wbich is eilher a dâla frle (which frle system mechanisms, while mâintairìing the data slruc-
may be simple or compound) or a directory frle 118. A tures requir€d to offcr the mechånisms of lhe present j¡ven-

simplc ñlc 120 consists of a sitrgle data segmenl 122. A i(ì tion. OpëraljDg syslem mechanisms are desigDed Lo augmenl
compound file 120 consjsrs of a seqùe¡ce of dåtâ segments erìsling operåting sysLems, and in this u'ay to make the

122. A dafa segmenr 122 is a ñxed sequence of bytes. An present invenlion compåtible wilh, and g€nerally transparent

importanL properly of any data segm€nt ls lls size, th€ to, exísling applications. The followiog oPerâdng systern

numb€r of bytes in lhe sequence. mcchaûisms arl) describodl

A single processor 102 may access one or more nle 55 1. Ope¡ FiIe;
systems 116, and â single storage device 104 may contaiD 2. Close FiIe;
one or more fil€ syslems I16, or por ions ofã file system I16. .}.Reåd File:
For insLaûcc. a 6lc system 116 may span sevcrâl storâgc 4. wrile File;
devrces 104.

ln order lo impleme¡l controls in a frle sysr€m, lìle sysLem 60 5 Dehte File or Direclory;

116 may be diviàed into distincr regions, rvhere each regioo 
'' 6 Copy File or Directory;

is a unit of maoagement and contrðl. A region consists-of a 7- Move File or Direclory;

given directory 118 ând is idettified by the pålhname (user 8. Cct Filc Stârus; ånd

dcflned) of the directory. 9. cer Files in Directory
In the following, rhe rerm "location", with respecl to a ó5 Remole mechanisms ar€ used by lhe ope.åting syslem in

data processing syslem 100, refers to any of a particular responding Lo reqùests from other p.ocessors. These mecha-
processor 102 in the system, a memory of a particùlar nisms enable the capâbililies of the present inventio¡ io a
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pccr-to-pecr nclwork mode of oporatioo. Thc fo¡lowing
remote m€chanisms are described:

1. Locate True File;
2. Res€rve True File;
3. Req¡est True Fiìe;
4. Retire True File;
5. Câncel Reservâtion;

6. Acqrie Truc Filc;
7. Lock Cache;

8. Updale Cache; and

9. Check ExpiralioD Date.
Bâckgloìrnd mechaûisms are intenclecl 10 ruo occasionally

ând âr a low priority. These provide automaled managemenr
capabilities with respect lo tbe p(esent invention. The fol-
lowing background mechanisms are described:

1. Miûor True File;
2. Croor¡ Region;
3. Ch€ck for Expired Links; and

4. Veriry Rcgioq aDd

5. Groom Soùrce List.
Exte¡ded mecha¡isms run within applicalioo programs

over the operâting system. These mechåoisms provide solu-
tions to specifrc p¡oblems ånd åpplicâLions. The following
extended mecbanisms are described:

1. fnvenLory Ëxisling Dìreclorv;
2. Inventory Removablc, Rcâd-only Filcs;
3. Synchroûize direclories;
4. Publish Region;
5. Retire Direclory;
6. Realize Direclory at locatio¡;
7. Verify True File;
8. Track for accounting purpos€s; and

9. Trâck for liceDsing purposes.
The frle system herein descriìred naintains sumcien!

info¡matioD to provide a varieÌy of mecbånisms nôl ordi-
narily ofrered by an operating system, some of which are

lisled and describcd hcrc. Vårious proccssing pcrformcd by
this embodimenl of the preseût inverìLion will now be
dcscribed iD greator detail.

ln some embodimenLs, some files l20rn a data procassing
system 100 do ûol have True Names bec¿use they bave been
recenlly received or c¡€åted or modiûed, a¡d thus tbeir True
Names have ûot yet b€en computed. Afrle that does noL yel
håve a Tme Name is called a scratch file. The process of
assigning å True Name to a 6le is referred to as acsimilation,
and is describcd latcr. NoLc thÂt ¿r scråtch Êle may bavc a

user provided name.
Some of the proc€ssing performed by rhe presenL inveo-

Lioû can Låke place in a backgrou¡d mode or on a delayed or
as-needed basis. This bêckground processing is lsed to
delermine informâlion thât is not imûedialely required by
the system or which may ¡ever be required. As an example,
in some câses â sc¡âtch frle is being chânged al a rate greater
than the rale at whicb il is us€ñrl to delcrmiûe its True Name.
In these cases, delerminiDg the True Name of lhe frle câo b€
posrponed or perfoÍned in tbe bâckground.
Data Struclures

'l'he follo¡¡/ing datå struclu.es, stored in memory 110 of
oBe of mor€ processors 102 are used to iúplemeût the
mechaDisms described berein. The dala st¡uct¡ìres cân be
local to each processor 102 of the system 100, or they can
reside on only sonc of lhe processoß 102.

The dala slructures d€scaibed are assumed to resrde on
individuâl peer pro.essors 102 in the dåta processiog system
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100. Howcvcr, thcy can also bc shârcd by placing lhem on
a remote, sha¡ed file server (for instance, io a local area

nerwork ofmÂchines). lD order 10 accommodate sharing data
srnìctures, il is occessiìry lhât lhe processors accessing lhe

5 shared database use (he appropriate locking lecbniques lo
ersure thal changes to the shared databasE do nor inlerfere
with one another but âre approprialely sôdalized. fhese
locking techniqucs arc wclluúdcrslood by ordi!årily skilled
programmcrs ol' dislributed appÜcåtions.

10 It is somelimes desirable to âllowsome regions to be local
lo a particular processor 102 and othcr rcgions to be shared
among processofs 102. (Re.all tbat a region is a unit of file
syslem managemenl and control coûsisting of a given direc-
tory idenlÌlìecl by the påLhnamc of lhe direcLory.) In the cåse

15 of local aod shared regions, th€re would be borh local ând

sbared versions of eåch dãtâ strùcture. Siûpìe changes lo lhe
processes described below musl be made to eDsure that
appropriåtc data slruclures arc selected lora given operalion.

'Ihe local direclory exleosions (LDE) Läble 124 is .r dalâ
20 slructure which provides informalioD aboul frles 120 ând

direcrories 118 in the daLå p¡ocessi¡g syst€m 100. The local
direclory exterìsions tåble 124 is indexed by a path¡ame or
co¡lcxtual nâmc (thåt is, å ùscr provided ûame) of a flle and
incìudes the True Name for most frles. The information in

2s local directory exlension lable 124 is in addition lo that
provided by lbe ralive fil€ syst€m of tbe operating system.

The Trùe File registry (TFR) 126 is a dåla store for ¡isLing
acluâl dâtâ il€mswhich have True Names, boLh Êles 120 and
segmeDls 122. When such data items occur in the True File

30 registry 126 they are known as True Files. Tûe Files år€
idenLiû€d in True File regislry 126 by their Trùe Names or
identiti€s. The table True File registry 126 also stores
locaLioo, dependency, åncl mig¡alion information about True
Files.

35 The regron table (R1) 128 dellnes areas in the neLwork
srorage which are to be managed separalely. Region lable
128 defrnes the rules for access 10 and migration of flles 120
âmong vårious regions with Lhe locâl lile system 116 a¡d
remote peer file syslems.

a0 The source lable (ST) 130 is â list of the soùrces of True
Files other than the current True FiIe registry 126. The
source lable 130 includes reûrovable volumes aod remote
processots.

The audil lile (AF) 132 is a list of records indicâting
45 changes to be made in local or remole files,lhese chânges 10

bc proccsscd in båckground.
The accountirìg log (AL) 134 is å log of file trânsaclions

ùsed Lo creale åcmunling i¡formalioD i¡ a manner which
prcscrvcs thc idenlity of lìles being tracked iDdependenl of

5o Lheir name or location,
The lic€Dse table (LÐ 136 is a table idenlifying files,

which mav only be used by licensed uscrs, in a manocr
jndependenl of their name or location, aod the users licensed
to use [hem.

55

Detâiled Descriplions of tbe Data Structures

The lbllowrng table summarizes lbe lìelds oI än locâl
dirccbry extensions table entry, ås illusl¡aIed by record 138

60 in ['tG. 3.

Ree¡on ID idc¡riÂcs Lhc rc8iÕn in wbich thls Âlc is

the user p¡ovided nrúe or conßxruFl none
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-continued

olthe âle o! dnecrori relaLive ro lhe

rcgion ir which it occùrs.
rùe @nputed T'ue Nane or identity ot the

Êìe or diEclory. Tlis Tr!€ Name is not
always up th d¡te, ârd il is st to a

sp€ciãl hlùe when ¡ frìe ìs modiÂ¿d lnd
is lat.r ¡æompùt¿d in rìrc baclgroùnd.
indicôLs wherher the nle is a <lar¡ ñle

ùe physiúl loútior of the nle i¡ the
ÊÌ€ syslcn, wh€n rcTru€ Namc has beeú
caìcuhted fo! dE nle. Às nored above,
sùch a Âle i5 calìed â scFrc¡ Â1è.

Lhe lar acæss time ro rhis nìe. Ilrhis
nlc is a dnccror)', rh¡ is rhc ìâsr

acccss liûE to any Âle ú th€ diEclo¡y.
the tìne of l¡st châ¡ge Õlthis frle.Il
rhß Âl€ ir a directory, this È lhe lôst
ùodúcdioD ri!ìe of any nle in lhe

indicârs rh¿L this nh (ând, if Lhis nle
is a dirccLor_v, ãll of ils subordúarc
nleÐ b^r bee¡ backed up on some orhe¡
stslcn, îtrd rl is lhercfo¡c safc to rcñovc

indicôr6 ehdher a ñlè is læked, rhat
ß, it ß ùeing modilied by tùe loôl pro-
ce$or o¡ â remoLe Proæssoi oDly onc

Prccesor nßy nodil)j a nle ar a ti¡1e.
rù€ tull s¿€ ol rhis di¡edory (ircludinB
all subordi¡ate Âlës), ifall Êlcs r n
were tully ex?ârded and dùpìicâted Fo¡ â

nlc ùit is not a dùcclory Lhis is lhc
si7¿.1 rh¿ :cruâì True Fììe
thc idertiLy olthc usc¡ who Õwß rhis
hle, to¡ acco!ltine and licerce tÉckirg

uùderlyirg opontion sy¡ton. The
T¡ù€ FLI¿ ID is absènt if rhc
acruallììe is nol curently
Pfese¡t atthe cufenr localior.

Use @unL nunb ot orh€r rccords on Lhis

procesor shich idenlily thb True
Fil€

T'e

Fil. ID
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A regioD lable 128, specifi€d by a direclory palhnâme,
records storage policies which allow fiIes in lbe file system
to be stored, åccessed ånd migråted in different ways.
Slorage policies ar€ progrâmmed in a configurâble way
using a set of rules described below

Each region lable ¡ecord 142 of region table 128 includes
the âolds descnbed io lbc followiog table (wilb reference to
FrG. s):

ReBion ID inte¡¡ally 6ed iderliner lo¡ rhis

Each rcco¡d of Lhc Truc Filc rcgistry 126 hås tbe frelds
sbown rn the Trùe File registry record 140 in FIG.4. Th€
True File registry 126 consisß of the database descril¡ed in
thc tablc below ås well as thc aclùal True Files identified by
the Trùe File IDs below.

ReÈion lìle slsr¿m lìle system on th¿ ìocalp¡oessor ol
lehich rhis rcgior is a pâ'L

Region pathn¿nc a palhnane Êladve lo lhe ¡cgLo¡ l-Llc

syslem which d€ñres Lhe loc ion ol
this !€gion The Egion consists ol

^ll 
nles ôrd dneclories subo¡dinare

ro 
'his 

p¿'tnañe. cxccpr rhose in ã

,egion subo,diúrle ro lhi(,eB;on.
Mnror p¡oceso¡(sl zero or DoÌe ide¡riÂ€rs ofp¡occsoß

Nhich â¡e ro keep ni¡rcr or ãrchLvd
côpi¿s oiall ñl€s in th¿ curcnr
rcSio¡- Multiple mirror p¡ocessoß
.¡n te deñned rÕ lÕm i mi.or g|uf

Mirror dupl,carion numb6 ot copics Õl cach nh 
'D 

o'is
region rhar should be retained in ñ
Ni¡Ìor BrÒùp-
spccifra wh€rher Lhis ¡ceion is local
ro . single proceso¡ 102, shared by
selc¡al prcæsos 102 (if, lÕr
inrârce, iL resides or û shared nlc
se(er, or úaraged by a ¡enote

rhe ñigñlLion polict ro appìv !o lhis
region. A sinEìe,ee,ón nìiSh¡
panicipate in seveml polici€s. The
policis Me æ lollo* (pañúeteF ir
bnck€rs ¡¡c speciÊcd as part of úc
policy):
region is a cachcd version lrcñ

¡egion is â ûembc¡ ot i ûir¡or ñr
derined by [proæsso¡ ID].
Ìcgion is to bc a¡chivcd oñ

region is to be tacked up ìocall',
by placins n€e copics ür lreeion
rDl.
r.Bior is r€d orly a¡d nay ¡ot be

region is puhlished ârd €pires o¡
tddel.
Filcs in this ¡cgion shoù¡d bc

True Nùne compured True Name or identiry oi
lbe Â1..

Cohprescd conTrcsed v€¡sro¡ of tù€ True File
File ID nay be srored insl¿âdcd of, ô¡ in

ãddniotr to, ar unconpr€sscd
veßior This neld provides Ìhe

identill ot rLe aclual
rcprescnlarion of Lhe compress€d
leßion of tbe ñle.

Grconi¡g tcntarive coùnL ol hoù Drny
dclele .oùrL refcrences hawê bc.n s.lccr.d lo¡

delerún duriry a grooning
ope¡aLior.

Timè .lì:cr mÕsr ¡ecenr d¡l¿ and tine Lhc

co.tc¡l ol thi\ Âlc Ms acccscd
Expiralion date ând time after which this ñle

ñay be deleted by rhrs se er
Dependent pr€esor IDs oforùer pþcessoß
piocesoß whLch corr¿i¡ refeÉncs ro this

Ttue File.
source IDs soù¡ce IDG) olzdo tr Dþre

saù¡cs fom shich Lhis f,lc or
datã iÈm na) be ¡errieved.

Truc Filo ID idcntily or disl locatior of the
á.ruol pb'5i€l reprcúlu'ion of
rhc nle or nle scencot lL js

suñcienl to ùse a filenâ.re r lhs
registELion directorl of Lhe

À soùrce lable 130 idenlifies a soürce localion for True
Files. The source lable 130 is also used to ideDliry ctenl
processoas makiDg fesefvations on lhe current processor.
Each source record 1¡[4 of lb€ source table 130 includes the
fields summarized iD Lhe foìlowing lable, with referenc€ 10

FIG.6:
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soù¡@ ID inLsnàl idc¡riñer ùnd ro id€nriry ¡
Pâfi@la¡ soure-
tl'Pe ol soùrce localio¡:

typc R.novrblc sroraec VôlÌrne
Loøl Re8ro¡
Cache S¿fle¡
Mir¡o¡ Grcup Se cr
Cootentiv€ Sener
Pùblishing serer
CìienL

i¡cludcs irlomalion åbour tle rights
rielß of this p¡ocessor, such ãs whetber il

.dd a\I rh. ìo€l prÕæssor rÕ iore
data items lor il,
netsùrenent ol the b¡ndwidth, æst,

avaihbiliry ând reìiabilit! or Lhe cornectio¡ to
thìs solrce oiTrue Files. tìe rvail-
ability is used to selecL lÌon anìona
sevoral po$'ble sour@s.
infornation on hoù the local proces5or

locaLioD is Lo aacss the sùrc€. This nray læ,
fo¡ cxânple, tbe narle of r remo!ãblc
sloÉ8e volùbe, or the Procesor lD
and Ìc8io¡ pîÌh of ã lcgio¡ on a

reñote P¡oessor

origi¡¡l Näme path ot rhe filc in qu4lion
Opcmtion whcthcr tìrc ñlc ms crcßlcd, rcad,

wriLren, copjed or dclered.
T).c specin¿s vhclhcr rhc sôurcc is a ñlc

or ¿ direcrory'.
P¡oce$or ID ID ol tìre renore proc¿sor ec¡eÉting

lhis elent (it nor locâl).
Tin€srãnp rine ¡Dd dale nle eâs closd Gequired

on v fôr r.cs\ed¡modiñ.d ñ es-.
PaLhn¿nÉ Name ot thc tlc Gequircd only to¡

rcMnìc).
T¡ue Nâme compute¡ Tlue Nãne ot lh€ ñìc. This is

ù*d by rcmotc slsteñs to mnrcf chanBcs

to lhe dnecbry and È ñll€d D dsri.g
bickgrcund processirg.

True Nône l'rue Nûùe of a dara item subject Lo

licènse valLdation.
liccNc idenlity ol a ùser authorized lo havc

âccc$ ro this objecl.

The audit hlc 132 is a l.rble of events order€d by
timeslamp, each record 146 in audil nle 132 iocluding lhe
nelds summarized in lhe tbllowing labÌe (wfh relerence to
FIC.7)l

Various other data slructures are employed on sotne or âll
lo of Lhe processors 102 in lbe dåta processi-og system 100.

Eacb processor 102 has â global freeze lock (GFL) 152
(FIG. 1), which is uscd to prcvcnt synchronizÂtion orrors
when a directoryis frozen or copied.Any processor 102 may
include a special archive directory (SAD) 154 into which

t5 directories may be copiecl for the purpos€s of ârchival. A¡y
processor 102 mây include â special media direclory (sMD)
156, inlo which the direclorìes of removable volumes are
slored to form a media inventory, Each processor has a
grooming ìock 156, which is sel during a grooming opera-

20 tion. During this period the grooming delete coùnt of True
File registry enlries 140 is ãctivc, ând no Truc Filcs shoùld
be deleted until grooming is complete. while grooming is in
efrecl, grooming information iDcludes a table of pathnames
selected fordeletion, and keeps lrackof tbe amounl of space

25 rhat would be freed if all of the ñl€s were deleted.
Primirive Mechânisms

The Êrsl of the mechanisms provided by the present
invention, primitive mechanisms, are now describcd. The
nechaDisms described here depend on ùnderlying data man-

30 agcmcnt mechanisms to createJ copy, read, and delete data
items in tbe True File registry 126, as idenlified by a True
Fjle tD. This supporL may be provided by ån unde¡lying
operâting system or disk slorage mânâger,

The following primitive mechanisms are described:35 1. Calculare True N¿me;

2. Assimilåle Dara [tem;
3. Ne\v True Fìle;
4. Get f'¡ue Name from Path;

5. Link Path to True Name;

6. Realize T¡ue File trom l-ocäLion

7. l-ocate Remote File;
8. Make True File t¡cal;
9. Create Scratch File;
10. Freeze Directory;
11. Expand Frozen Direclory;
12. Delete True Filc;
13. Process Aùdit File Entry;
14. Begin Grooming;
15. Select For Removal; ând

16. End Grooming.
l. Calculât€ True Nårne

55 A True Nâme is computed using a lxncuon, MD, which
reduces â datâ block B of årbit¡ary length to a relatively
smâll, 6xcd sizc identiûcr, thc True Nåme of the dara block,
such thal the True Name of the data block is virtüally
guâråntccd to represeDt the datå block B and only datablock

óoB
The fuoction MD must have lhe following propedies:

1 The domain of the funclioD MD is the sel of all datâ
items. The rangc of thc fuûction MD is thc set of Truc
Names.

2. The fuDclion MD must take a dâla irem of ârbiLrary
lenglh and reduce it Lo an ioteger value in lhe range 0
¡o N-1, where N is the cardinâlily of the set of True

Each record 1.18 of the âccounting log 134 records an
event which may laler be used 10 provide ìnformalion for
billing mechanisms. Eâch åccounting log enlry record 148

include,s at leäst the informatioo sùmmarizcd in the follow. s0

in8 table, with reference 1(] FIG. 8:

d¡rc ând rinrc oi Lhis Ioê enû!:

EnÍt L}?cs iDclûde crcde Âle,
dclcrc Âlc. ând tñnsrit nlc
Tru€ N¡ne ot dal¿ ¡€n i¡ quesrion-
ide¡tiLy ol thc ùscr ¡csto.siblc lor

Eåch record 150 of the liceDse table 136 records å

relationship belween å licensable data ilem aDd the üser
licenscd to have access lo iL. Eåch license table record 150 65

includes the information summarized io lhe folÌowing tabJe,

with reference to FIG 9:
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Namcs. 'Ihåt js, ttrr an arbilrârv leogth data block B, A mechanism for calculaling ¡ Truc Namc givco å dåta
o=MD(B)SN. item is ¡ow described, with reference to FIGS. 10(¿) and

3. Thc resulß of MD(B) musl be evenly and randomly l0(ó).
distributed over thJ íange of N, in s'uch a u,ay thit Asimple d¡tâ ilem is â dalâ ilem whose size is less than

simple or re$rlâr changei ro B arevirruclly guar;oteed 5 a parlicùlar gjven size (wh-ich must be defrned. in each

ro pìoduce i ctifrercnr 
-value of MD(B). 

' - pålicular implemen(atioo ol the ioveDlion). To deLermine

4. It Àust be computarionally diflìcull to ñnd â diffel€nl th€ Trùe Name of â simple dâla ilem, wjth retèrence to FlG.

vatue B,such rbâr MD(B)=MD(B). 10(d), frrsl com_ Pulo tho MD tundio¡ (described above) on

5. The tuncrion MD(B) musr be effcieorty compùred. l!: gil1":3Pl: d*¡lem (step s212)' Th€n 
-aPpetd 

10 the

A ram'v of tunc,ions w*' rr" 
^uo* 

p.JpJii.i.:::* ,. iåì:J.it'.llå:';iï,iå'!i"ri-rJ,,i:il"j:.tlr:l.i:ti:ï:îso-called messâge digesr tuoctiors, wbich are used in digilaì ìñil¡Ã"i. ä"ìl ii.-
security syslems ås rechDiques for authentifr_ca.rion-o[ dala: a -årp"""J Jaã ircm js on" *hos" 

"ize 
js greater thåo

These functions (or algorithms) include MD4, MDs. åod the particirlar given sizeof¿r simple d¡tå fem. ñ derermiDesHA ¡he True Namã of an arbitrary (simple or compound) data
In the presenlly prcfc¡rcd cmbodiments, either MDs or r5 ilem, wirh reference toFIC. 1{i(ó), st delerminì iftb;dara

SHA is employed as the basis for the computâtion of True iLem is â simple or a compound dalir ltem (Srep 5216). If Lhe

Nâmcs. Whichcvcr of lhes€ lwo message digcst firûctions is dâta item is å simple data item, theo compule ils True Nâme
cmploycd, lhål same fùnction musl be empioyed on a in step 5218 (using steps 5212 and 5214 described above),
system-wide basis. otherwise partirion Lhe dåta item into seBments (Step 5220)

Ir is impossible to deûûe Â fuûction having a uniqùe 20 ând åssimil¿ìle each segmenl (Step 5222) (lhe primitive
output fo¡ each possible input when the number of el€ments mechanism, Assirnitate â Datå ltem, is described below),
in rhe raûge of the fuûclioD is smaller thar¡ the number of computing the True Nâme of the segme¡t. Then creale ao

elements in iLs domâi¡. However, â crucial observation is indirect block consisling of the compuled segûenl True
rhat the acluâl datâ itcms thal will bo encouolered iD the Nåmc,s (S1ep 5224). A¡ indir€ct block is â data ilcm which
operåtjon oI åny system cmbodying lhis i¡venlion lorm â 2s consisls of the s€quence of True Nrmes oI úc segmenls.
very spa¡se subset of all the possible iopuß. Then, iû step 5226, åssimilâte lhe indirect block ând corn-

A cdli(ling set of dara ilems is detned as ä set wherein, pute its lÌuc NamlJ. Fi¡âlly, repl¿ce the final tbily{wo (32)
lor one or more pâirs x Ând y in the s€l, MD(x)=MD(y). biß of the resuldng Trùe Name (thât is, the length of the

Sioce â function conforming Lo the requireûents for MD iDdirect block) by lhe lenglh modulo 32 of lhe compound
musr eveDly and randomly djsrribute iß oùtputs, it is 30 dâlâ iteû (Step 5228). The ¡esult is the True Name of lhe
possible, by making the rânge of lhe fuDction large enough, compoùnd dåta ilem.
to rnâke fbe probability arbilrarily small that actual inpüls Note thât the compound dåta rlem may be so lârge that the

cncountered in the operation of an embodimcûl of this indirecl block ofscgmcnt Truc Names is itself a compound

inventio¡ will form a colhding set. dåta i1em. tn this câse the mech¿ìnisrn is iDvoked recursively
To roùghly quântif), the probabilily of a collision, âssume i5 u¡tiì only simple dala ilems are boing processed.

rhat lhere are no more rhan 23o storage devices i¡ the world, Bofb th€ ùse of segments and the aLtâchment of â lenglb
and th¿rl each slorage device has an average of at mosf 22o to the True Name are not shctly requircd in â syslem using
dilÌèrent dala rtems. Then there ârc at most 250 data items jn the present iûventioD, but are cürreDtly considered desirable

lhe world. If the oùlputs of MD range belween 0 and 2r5, fealuros in the preferred embodrmenl.

it cân bc dcmoostrated that the probability of ¡ collision is 40 2. Assimilalc Dala ltcm
apProximately 1 in 22e. Delails oo the derivation of these .r\ mechâDism for âssimiìâlirìg a dâta ilem (scralch lììe or
probabiljry vâlucs ârc fourd, for cxample, in P Flajolet aûd segment) into a frle system, grvcn tbc scrâtch frlc ID of thc

A. M. Odlyzlo, "Random MÂpping Slatistics," ¿¿cl¡rr? dâta ilem, is now described wiLh relerencc Lo FlG. 11. The
Notes in Co,ttputer Science 434: Advances in Cryptology- purpose of this mechanism is 10 add a given dala ileû to the

L, rocrypr '89 Proceedil¡gs, Springer-verlag, pp.329-354. 45 Trìre File registry 126- lf the dâta it€m already exlsts in the

Note thal for some less-prefered embodimenß of the True File registry 126, this will be discovered and used

preseot inveûlion, lower probabililies ofuDiqueDess mây be during this process, and the duplicale will be eliminated.
acca able, depending on lhe ttpes of âpplicalions and Tbereby tbe system stores å1 mosl one copy ofaoy dåta

úcchaûisms uscd. ID some embodiments i! mây ålso be item or fiie by conlcn!, cvcn whcn muhiple oames refer lo
ùsefùl lo håve more th¿ì¡ one level o[ True Naúes, wilh so the same conlent.
some o¡tbe Trùe Nåmes haviog difereDl degrees ofuniqùe- First, determine thc True Nåme of Lhe datå item corre-
ness If süch a scheme is imptementcd, it is necessåry to sponding Lo the given scralch File ID using Lhe Calcùlàle
ensure that less unique True Names åre notpropâgâled in the Tûe Namepriûitive mechanism (Slep 5230). Nexl,look for
syslern. âû entry tbr the True Name in tbe True File regislry 126

Vr'hüe the invention is described hereiû usiDg only the ss (Step 5232) and delermine whelher a True Na¡re ettry,
True Name of a data item as the identifier for the dåta item, record 140, exisß in the True File regisuy 126. If the entry
other preferred embodiments ùse tagged, typed, catcgorized record rncludes a coÍesponding True File If) or compressed

or clâssified data irems and ùse a combinalion of both the File lD (Step 5237), delele tbe file with the scrålcb Fil€ ID
True Name âDd lhe tag, type, cäLegory or clâss of lhe dala (St€p 5238). Othcrwisc slorc Lhe given True File ID in Lhe

item as å¡ id€nliÂer. Examples of such câtegorizâtions åre 60 entry record (step 5239).
6les, directories, and segúenß; execùtåble ñles a¡d dalå tf iL is determioed (iB slep 5232) that no Tnìe Name entry
fi les, ånd Lhe like. Examples of classes a re classes of objects exists in th e True File registry 126, then, in Slep S23 6, cr€ate
in an object-orienled system. In sùch a system, a lower a ûewentryi¡ the True File registry 126 for lbis True Nåme.

degr€e of True Name uniqueness is âcceplable over the Set the lue Nâme of the entry to the calcùlated True Name,

entire udverse ofdata items, as long as sufficienl uniqueness 65 set the üs€ counl for Lhe new enLry to one, store lbe giveo
is provided per category of dâlâ items. This ìs becaus€ the True File ID in the entry and set the othe. fields of th€ entry
tags provide an additional level of ùniqueoess as ¿ppropnale.
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Bccausc this procedure may takc somc time lo compure, rccord 140 of lhc co¡rcspoÐding Truc Name; oote whelhcr
il is inteoderÌ 10 rùn in bâckground after a ñle has ceased ro the entry is a directory by reading tbe True File 10 see if il
change. In the meantime, lhe ûle is coDsidered ån rìnassimi- contains a tag (magic number) indicaling thal it represenls a

lated scralch Iììe.
3. Nerv True File

eÁ1e¡sions lable 124.
5 t-ink Påth tô True Nåme

The New Trùe File process is invoked ü'hen processing pule ând set the otlìer lìelds of lbe locâl directory extensioDs
the audil 61e 132, some lime after a True File has beerì âppropriatel)'. For inslance, seârch th€ regioD table 128 lo
assimilaled (usiûg thc Assimiletc Da!â Itcrn primilivc idcnrify ùc rcgion oflhc patb, aDd sct thc timcoflÂst acccss
mechanism). Given a local directory extensioos table entry and time of last modification to the current time.
record 138 in the local dìreclory exteDsions lable 124,lhe to 6. Realize True File from Localion
New True File process can provide the following steps (wilh This mech¿Dism is used 1o try 10 make å local copy of â

reference to FIG. 12), depending on how the local proc€ssor True Fjle, given ils Tmô Name and lhe name of a source
is corÊgured: locâtion (processo¡ or media) lhal may conlain the True File.

First, in step 5238, examine the local direclory ext€nsions This mechanism is ûow described with reference lo FIG. 15.
tåble entry reco¡d 138 to dctcrmine whether the âle is locked 15 Firsl, in step 5272, determino whethcr tho locålion speci'
by acache server. Ifthe lìle is locked, tben add the ID of th€ lied is a processor. If il is d€termined thal the location
cache server to the dependeot processor list of the True File specifrerl is â proccssor, lhen send a Request Trùe File
registry table 126, ¿nd then s€nd â message 10 lhe cach€ messåge (usiog Lhe Rcqùcsl l'rue F-ile remole mechanism) to
server to updale lbe c¿che of the cùrrent p¡ocesso¡ ùsing the the remote processor and wail for ¿ response (Step 5274). If
Updå1e Cache remote mechånism (Step 242). 20 a negåtive respoose is received or no respoDse is received

If desi¡ed, compress the T¡ue File (Step 5246), and, if âft€r â timeout period, this mechanism fails. If a positive
desired, minor the True File using the Mjnor Tme Frle respoDse is received, enter the Trùe File retumed in the True
backg¡oùnd mechanism (Step 5248). File registry f26 (Step S27O. Gf the frle receiv€d was
4. Get True Name from Palh compressed, enter lhe TÍue File lD in tbe compressed File ID

The True Name of â Âl€ cån be used to ideolify a nìe by 25 Âelcl.)
conlenls, 10 conlirm thât â !ìle malches its original conlenls, I! on the olher hand, ir is delermined in slep S2?2 thal the

or 10 compa¡e two Iìlcs- l'he mechânism to get a lrue N¿me locaLioo spccit€d is not .r processor, then, if nccessary,
givon the palhname of a lìle is now described with reference request rhe user or operator to mounl lhe indicated volume
ro FlG. 13. (Step 5278). Tben (Step 5280) Iìnd the indicated lil€ on the

First, search the local directorv extensions tâble 124 for :o giveo volum€ ând assimilåte the lìle using the Assiû¡ilaLe
lhe ently record 13E with the given pathname (Step 5250). Data Item primitive mcchånism. If the volume does not
If the pathname is nol found, Lbis process fails ând no True contain â True File regisLry 126, searcb lbe modia invenlory
Name corrcsponding 10 the givcn pâthnamc cxisls- Next, ro find thc path of thc filc on thc. volumc. lf no such file cen
delermine whelher lhe local directory exLensions tabl€ entry be foünd, Lhis m€chanism fails.
record 138 incÌudes a True Name (Step 5252), and ifso,lhe 35 At thispoiot, whether or not the location is determined (in
mechaDism's task is complet€. OlherB.ise, determine slep S2?2) 10 be a processor, ifdesired, verify tbe True File
whether the localdirectory exlensions table entry record 138 (in step 5282).
identifles â di¡ectory (Slep 5254), and if so, teeze Lhe 7- LocaLe RemoLe File
directory (Step 5256) (thÈ primitive mechanism Freeze This mechanism âllows â procossor to locate â file or data
Directory is dcscribed below). 40 fcm from a remolc sourcc of True Files, when a speciflc

Olherwise, io slep 5258, âssjmilate thÉ 6le (usjng the sou rce rs u nknowD or ùnavai lable. A clie¡r t processor syste m
Assimilåtc Datå Item p.imitivc mcchanísm) dcfr¡cd by thc mây ask one of scvcrÂl or mary sources whcther it cån
Èile lD ñeld Lo generate ils 'lÌue Name ând sLorc its liuc supply data objecl with a given'Irue Nnme. 'l-trc stcps ro

Nâûe in the local directory exlensioos €nlry record. Then pcrforû this mechanism årô as follows (with reference ro
retu¡o the Trùe Name rdentiûed by the local direclory as !-lGS- 16(¡?) ârd 16(ó).

tiozon directory (see also the description of ¡he Freeze
s Direclory primitive mechanism regarding the tag); and com-

ïhe clienl processor 102 ùses the source table 145 þ
selecL one or mo¡e sourc€ processors (Step S2E4). If no

The mcchânism Lo link a path to a True Namc provides a source processor can be found, the mechanism fails. Next,
wåy of creating ¿ new directory entry record identifying an úe clienr processor 102 broadcasls to the sel€cred sources a

existiDg, assimilated [le. This basic process may be used to so request to locate the file wilh the giverì True Name usi¡g the
copy, move, and rename flles without a need to copy their Locate True File remole mechanism (Slep 5286). The
contenls.'lhe mechanism to link a pålh 1() a lrue Name is request lo locat€ may be augment€d by asking Lo propagate
now descril¡ed with reference lo FIG. 14. lhis requesl to distant serveß. The clien! processor then

Fißl, ifdesired, conflrm lhåt the True Name exists locålly rÀ'âits for one or more servers Lo respond positively (Step
by sea¡ching for il in the True Name regislry or local 5s S2tt). After âll servers respond negâlively, o¡ after a tiûìeout
directory exlensions table 135(Steps260). Mostusesofthis period \.ith no posilive response, the mechaniso repeals
mechanism will require tbis form ofvaljdalion. Nex!,seÂrch selecrion (Step 5284) lo allempt to idendfy alternative
for the pâlh ìn the local directory extensions tåble 135 (SLep sources. If âny selected sou¡ce processor responds, iß pro-
5262). Coofrfm thal lhe dir€clory cootaining th€ âle named cessorlD is the resull ofthis mechanism. Store the processor
in the path al¡ead y exisß (S Lep 5264). If lhe named flle itself 60 ID in the source 6eld ofthe True Fìle registry e¡try record
exis[s, deÌere rhe File usrng lbe Delete 'Ime FiÌe operaling 140 of lhe given ]nìe Name (Step 5290).
system mecha¡ism (see belorv) (Step 5268). If the source locatioû of the True Name is a difier€nt

Then, creãte a¡ enlry record iû lbe locâl direclory exten- processor or medium thâo tbe destination (Step S290d),
sions with the specified path (Step 5270) and update the perform the following steps:
entry record aod other data slructures as follows: frll in the 65 (i) Look ìrp the True File registry entry record 140 for lhe
Tme Name freld of the entry with the speci6ed True Name; corresponding True Name, âod add the source location IIJ lo
increment the use counl for the True File registry entry the list of sources for lhe True Name (Step S290b); and
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(ii) If thc source is a pùblishing syslem, dclcrminc lhc lf tbc locål dircclory cxtcDsio¡s lâblc colry rccord 138
expiiarion dare on the publishing sysrcm for rhe Tru€ Name identiâes a scratch frlc lD (Srep 5312), then the enlry already
ând å(ld lhat to tbe list of soùrces. If the source is not a hås a sc.atch frle, so this mechanisrll succeeds
publishi¡g syslem, send a message lo reserve the True Fiìe lf the locål directory extensjons table eotry record 138

òn the soìùce processor (Slep S29ft). s identiô€s a True File (5316), and rher€ is no True File ID for
Source selection in step 5284 may be based on oplimi- tbe True File (5312), lhen make the True File local ùsing lhe

zattons rnvoÌving gener¡ìt availabilily of the soùrce, access Make l'rue File Local primiove mechanism (Step 5322). lf
rime, baDdwidth, and trånsmission cost, and ignoring prc- there is still no True File ID, tbis mechanísm fâils
viously selected p(ocessors which did not r€spond in step 1lìere is now â localTrue File for this frle. Ifthe ìlse coùnt
5288. -^ in the corresponding True File registry enlry record 140 is

8. Make Truc Filc Local '" ooe lStcp S32ó). savc lbc Truo Filc ID in lhe scrâtch frlc ID
fhis mechanism is used when a True Name is known and of the local directory €xtensions lable €nlry record 138, and

a locally accessibte copy of the corresponding file or dala remove the Tru€ Fil€ rcgistry enlry record 140 (Step 5328).
iL€m is required. This mechanism makes it possible 1(l (]'tìis step makes lhe lÌus F-il€ inlo a scratch frle.) This
âcrually .€ad the dara in å True ¡ile. The mechânism lâkes mechanism's Þsk is complete
a Tru€ Name and relurns wheÍì there is a local, accassibl€ 15 Otherwise, ifthe use counl in the correspondiog True File
copy of the True File in Lhe True FiÌe regislry 126. This registry entry recorcl 140 is not one (in stcp 5326), copy lhe
m¿chanism is described here with reference to the lìow charl frle with the given True File lD to â oew scratch fìle, using
of FIGS. 17(ø) and 17(å). the Read File OS mechanism and slore ils flle ID io th€ local

First, look iû the True File regist¡y 126 for a True File direclory exlensions lable enlry record 138 (Slep 5330), and
enLry record 140 for rhe corresponding True Name (Step 20 reduce the use coùnl for the True File by one. If there is
5292). If no sùch entry is fouDd this ûechanism fails. [f insùfficienl space to make a copf lhis mechånism fails.
rhere is âlreådy â True File ID lbr the enlry (S1ep 5294), this 10. Freeze Directory
mechanism's task is complele. If there is a compressed frle This mechanism freezes a direclory in order to câlculatô
ID for tho enlry (Srcp s296), decompress rhc frlc corrc- its Tme Namc. since tbc True Name of a direclory is a

spondiDg to the lìle ID (Slep 5298) and store the decom- 25 Ârnclion of thc files wilhio the direclory Lbey must not
pressed frle ID in rhe entry (Srep 5300). This mechaoism is chânge clu¡ing the compùLation of the True Name of the

then complete. direclory. 'Ihis mechanrsm requrrcs the pâlhn m€ of a dir€c-
If tbere js no True File ID fo. the entry (Step 5294) and rory 10 fr€eze. This mechanism is described with refe¡enc€

lhere is no compressed file ID for the enlry (Slep 5296), then to FIGS. 19(d) ând 19(å).
continue seårching for rbe requesled ûle.At this time il may 30 lrì slep 5332, add one lo the global freeze lock. then
be necessary to notily the user Lhål the system is searching search the locâl direclory extensions 10ble 124 lo frnd eâctl

for lhe reqüested file. subordioale dala lìle åûd directory ofthe Blven drreclory, and

If thcrc âre one or more soùrcc IDs, then select aD order ftcczc cach subordiDãlc dircclory found ùsing tbe Frgeze

inwhich lo aLlempt to reålize rhe source ID (Step 5304). The Directory primilive mechäoism (SLep 5334). AssimiÌale
order may be båsed on optimizalioos involving general 15 each unassimilåled data frle in lhe directory using the

avatlabrlfy of the source, access tiûe, bandwidLh, ¡nd Assimilale Dâtå ltem primitive mechanism (Step S33O.
transmission cost. For each source in the ordcr chosen, Then cr€aLe a dala ileû which begins with â tag or marke¡
reåiize the True File lìom the source locatioD (üsing the (a "magic nùmbel") being å unique data item iodicaling thal

Realize True Fil€ from I¡cation primitive mechanism), until lhis data item is a frozen directory (Slep S33?). Then lisl tbe

rhc T¡uc Filc is rcalizod (Step 5306). If n is realized, 40 flle nâmc ¿rnd Truo Namc for cach fllc in the cuffent
continue with step 5294. If no known source can realize the dir€clory (Step 5338). Record any addilìonal info.malion
T¡ue Filc, use {be Locâtc Rcmote Filo primitive úecbânism required, sùch as thc typc, lime of last âcccss ând

lo a Ltemp t to fi Dd the liu e iìlc (Step 5308). I f this succeeds, modifrcå tron, and size (S lep 5340). Nexl, in slep 5342, ù sing

reÂlize the True File from Lhe idendfr€d source localion ând the Assimilat€ Dâla ILeû primitive mechanism, assimilate

Frrsl determin€ whether the scrâtch Iìle should be a copy fÌlc näme of the eDtry (Step 5350); ând

of ùe existing Tnìe File (Srep 5310). If so, continue with 60 link the created parb to the True Name (Step 5352) using
srep 5312. Olhenvise, deterûine whether the local directory lhe ünk Path 10 True Name primilive mechanism

exlensions lâble enuy r€cord 138 ideDti-fies an existi¡g True 12. Delete True File
Fjle (Step 5316), and if so, delere lhe T.ue FiIe using the This mechanisû deleles â reference to a True Name. The

Del€r€ True File primilive mechanism (Step 5318). Theo urìderlying True File is oot remov€d from tbe True File
create a nerr, empty scraach frle aod slore its scraLch frle ID ó5 registry 126 unless there are no addilional r€fe¡ences to the

in the local directory ex¡ensio us table entry reco rd 138 (Step fi le. With referenc€ to FIG. 21 , th is mechanìsm is perform ed

coDtinìÌe with step 5296 {5 the datâ item creâted io step 5338. lbe resulting True Name

9. Create Scratch File is tbe True Nâme of the fiozeD directory. Finålly, $btracl
A scr¿tch copy of a lììe is rcquired wheD a file is being o¡e liom the global fteeze lock (Slep 5344).

crcaled or isaboul tobe modifred. Tbe scratch copy isstored 11. E4)aod FroT€n l)irectory
in the frlc systcm of the underlying opcraling systeú. The This mcchanism expands a frozcn dircctory in a given

scratch copy is evcntuålly assimilaled wheD the ¡rudit Âle 50 location. lt requires a given pãthnåme inLo which to expand

record entry 146 isprocessed by the ProcessAudil File Entry the directory, and lhe True Name of lbe directory Âûd is
prirnitivc mech¿ìnism. Thls Creat€ ScÌ.âlcb File m€chanism dc\cribed with reference to FIG. 20.

reqùircs a locål direcrory exlensions table en!ry record 138- FirsL, in step 53.16, make th€ True File with lhe given True
WheD it succeeds, the local direcrory exteDsio¡s table entry Name local usiûg the Måke True File Local primitive
record 138 conlaios the scratch nle ID of a scratch frle that 55 mechanism. Tben r€âd €ach directory entry iD the local frle
is nol conrâined irì the True Fite registry 12ó ând that may cr€aled in step 5346 (Step 5348). For €åch sùch direclory
Lre modified. This mechÂnism is now descril)ed with refer- entry do the following:
ence to IICS. 18(a) and 1t(b) Create a fùll parhname usiûg the given palhnam€ aod lhe

5320). This mechanism is lhen complele as follows
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If lhc global frcczc lock is on, wart unlil thc globâl frcezc (Slep 5388). Tt cn Rnd thc Truo FiIe regislry enlry record
lock is turoed off(Sl€p 5354). Tbis prevents deleling a True 140 corr€sponding to the True File name in the local
File while a direclory whicb mighl refer to ir is being frozen. directory exlensions table enlry record 138 (Step 5390). Add
Nexl, frnd the Trùe Filc regislry enrry record 140 given lhc one to the grooming delele coùnt in lhe True File regjslry
True Name (S!ep 5356). I[ the reference count lìeld of the 5 €ntry record 140 a¡d add tbe pathname to a list of frles
True File registry 126 is greater thÂn zero, slrbhact one tiom selecred for delelion (Slep 5392). If lhe groooing delete

úe reference count freld (Slep 5358). If it is determined (in counl of the True File registry er¡|ry record 140 is equal to
step 5360) thât rhc rcfcrcrce count freld of the True Filc ùe use counl of the True File regÈÍy cûlry record 140, and

registry entry record 140 is zæro, and if there are no ifthe there arc ûo entries io th€ dependency list of the Tme
dep€ndent systems listed in the True File regGtry entry 10 File registry entry record 140, then add the size of ¡he frle
record 140, then perform the following sleps indicated by lhe 'l'me Fìle ID â¡d or compressed file ID to

(i) If the True File is a simple dala ilem, lhen delele the the tolal amoùnl of space freed du¡ing groorning (Step

True File, otberwise, s394).
(ii) (lbe True File is â con1pou¡d dala ilenr) for eâch True 16. End Grooming

Namc in thc data ilcm, rccursivcly dclele thc Truc File 15 This grooming mcchanism ends the g.oomiDg phase and

co¡responding 10 the True Naúe (Slep 5362). removes all frles selecled for removal. Wilh reference lo
(ii) Remove lbe file indicâtcd by thc True Filo ID and FlG.25, forcâch file in the list of frles seleæted for deletion,

compressed frle ID from lhc Irùe l;ile registry 126, and delete the nle (SLep 5396) ånd then un]ock the global
remov€ the True File registry entry record 1¿t0 (Srep 5364). grooming tock (Step S39E).
13. Process AùdiL File Entry 20 Operating Syslem Mecharìisms

This mechanism performs tâsks which are required to The next of lhe mechanisms provided by the present

maintain iDformalion in the local directory exte¡sions table invenLion, operating system mechanÈms, âre nowdescribed.
124 and True File registry 126, bul which cat be delayed The following operatiûg system mechaoisms are
while thc processor is blsy doing more timc-critical Låsks. desqibed:
Entries 142 in lhe âudit flle 132 should be processcd aL a 25 1. Open Fiie;
background prjority as loog as there are eûlrres lo be 2. Close Filel
processed. wirh rulcreoc< lo lilC.22. tbe sleps for proccss- 3. Read File;
ing ån entry are as follo$s: 4. wrltc Frlc:

Derermine lhe operation in lhe entry 142 currenllv beins. - - :- -.:'
processed (Srep Sj65). If rhe operario; iD¡i;ai;" rtár 

"mË 
30 5 Delete File or Directorv;

*us createà oi*;Lten lsrep sj6q, rben assimilâre the frle ó copy File or Direclory;

using the Assimilåte Data Iien primitive mecbânism (step T Move File or Directory;

5368), use thc New Truc Filc primitive mechaDism to do 8. Get File Slâtus; and

additional desired procsssing (such as cacbe updalc, 9. Gel Files in Directory.
compression, and mirroring) (Slep 5369), ånd record tbe 3s 1. open File
newly computed True Name io¡ rhe flle in tbe audit Êle Amechanism Lo open åflle is described wilh ¡eference 10

record eûlry (Step 5370). FICS.26(a) and 26(ó). This mechaoism is given ås input a

Otherwise, if the entry being processed indicates that â pathname aBd the type of åccess required tor the lìle (for
compoùnd dâla ilem or directory was copied (or deleted) example, re¿d, write, readl\ì/rite, creÂle, elc.) aod produc€s
(Step 5376), rhcn for cach component True Name in thc a0 cithcr thc FilcID ofthe file tobe opencd or ân indicalion that

compound dala item ordirectory, add (orsubtract) one 10 lhe no file should be opened. The local directory extensions
rìs¿ coìrnl of thc True File rogistry cnrry rccord 140 corre- table record 138 and rcgion tåblc rccord 142 associalcd with
sponding ro the componcnt True Nam€ (SLep 5378). the opened lìle are associâted wilh tbe open ûle for laler ùse

In all cases, for each parenl diredory of the given frIe, in olher processing funclions which refer to the lìle, such as

update the size, time of låsL åccess, and time of lâsl 45 read, write, and close.
modifrcatìon, accordiDg to th€ operation in lhe aùdit record Firsl, derermine whether or Dot the ûaned frle exists
(Step 5379). locally by exâmiting lhe locâl directory extensions lâble 124

Note that the audit record is nol removed after processi¡g, to determioe whether there is ro €ntry corrcspoodjng to the

but ís retaiDed for somc rcasonâblc period so tbat it may be givcn påtbnamc (Step 5400). If il is delcrmincd tbat the Âle

used by the Synchroni¿e Directory exlended mechanism to 50 nämc does not exist locally, then, using the access type,

allow a discon¡ected remole processor to update its repre- delermine wheLher or not the flìe is being created by this
senlalion oI the locâl sysrcm. op€ning process (Step 5402). lf the file is not being created,

14. BegiD Crooming prohibit the opeD (Step 5,104). If the flle is being created,
This mechaûism makes rl possible to selecl å set ol lìles cr€ate a zero-lengtb scratch fìle using an enlry in local

for removâl and deLermine the overall atrrourt ofspace to be 55 direclory extensions lable 124 aod produce the scratch file
recover€d. Wilh reference 10 FIG. 23, first verily that lhe ID of lbis scratch file as the resull (Step 5406).
global grooming lock is curreûlly unlocked (Step 5382). lf, on the other hand, il is dele.mined in step 5400 tbât the

Then set the global grooming lock, set th€ lolal amount of file oame does exist locally, then determine tbe regio¡ in
space fr€ed during groomhg to zero and enpty the lÉl of wbich the fle is located by s€a¡ching the region låble 128 to

frles selecled for delelion (Step 5384). For each True File in 60 frnd the record 142 with the longesl region path which is a

rhe Tme Fìle registry 126, set the delete counl to ze¡o (Slep prefrx of the lìle pathnane (Slep S40t). This record identi
5386). fies tbe region of the specined file.
15. Seìecl For Removal Next, derermiûe ùsing the åccess type, rÀ'bether the frle is

This grooming mechanism tentatively selects a pathnâm€ being opened for writing or whelher it is beiog opened ooly
ro allow ils corresponding True File ro be removed. Wilb 6s for reading (Step 5410). If the file is being opened for
reference 1r) FIG.24, first 6nd the local ù¡ec1ory exlensions reading only, then, lf the file is a scralch file (Slep 5419),
rable enlry record 138 coûesponding to the given pathname returo tbe scratch file ID of lhe flle (Step 5424). Otherwise
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gel thc Truc Nâmc from lhc locâl dircctory cxlensioDs table 5. Dclotc Filc or Djrcclory
124 and make â local version ofth€ True File associâted wirh The process of delelirìg ¡ file, for a giveo påthname, is
rlìe True N¿me usiog lb€ Mâke Tr¡ìe File l¡cal primitive described bere wirb reference ro FIGS. 21(a) aûd 27(b).
mechanism, aod then returD the True File ID associaled wilh First, delermine tbe local directory extensions table entry
the True Name (Step 5420). s record 138 ånd region lable e¡ìry ;ecord 142 for rhe ñle

If the âle is nol b€iûg opened for readirg oûly (Step lsreD 5422). tftheÀtehasro local direcro extensions tâble
S4l0),lheo. ifil isdeterm-ined by inspecting ¡he regioo t¿ble .otrv r"*i¿ 13g or is locked or Ls io a read-only region,
cûlry rccord 142 lhal lbc frlc is in a read-oDly directory (Step oroíi¡¡ rt 

" 
¿"l.ri.rn.

s416), lhen prohibit rhe opening (Step s422): .,,^^.. ' lã""i¡tv ,¡" l"rr*p.nding True File given the True Nameff il is deremined by inspecring the region rålìle 128 thål --: ::'. .l
tr,. ni" i" in 

" """r,"i1"ñ; 
(sd Saãtiil;;;i;äi " :j,::iåiiÏii,"11iiiïiåfJ^iï: i3:,.:Ëä'X,l::( acne message fo Ine coÍesponorng cacne seruer, a0o wårr

for a return niassage (Sr"p s,ils). Irirr" -r"i" À"Ë"ã" ""v" 
deletelbe scralch copy of the ûle bâsed on iß scrâtch file lD

Lhe lìle is alrea<lyìocie<ì, prohiLir rhe opening 
-'--- -'- jn lhe local.dircctory exlensions table 124 (Slep 5427), and

lf the access rype indiáaìes rhat the frlà beii! modiÊed is cootinue 
^with 

steP s428

being rewritten óómpletely (Step 5419), so rbai rhe oûginål 15 If lhe 6le has a Tru€ Nåme ånd the True File's usÊ counl

data;ir nor be reluneci, ì¡"n o"t"rã rhe File usini rhe is oDe (Srep 929), then de¡ele the True File (step s430), and

DeÌele File OS m""'hunis* 1st"p 5421) aod perform-step coûlinuc wilh srcp 5428.

5406. Othen¡¡ise, rllâke a scralch copy of úe frle (Step 5417) Itlhc lìle hasalrucNäme and thc'IÌuc Þìle's usc count
and prodùce the scralch lìle ID ofthescratcb frle as the result is greater than ooe, reduce its llse munl by one (St€p 5431).
(Srep 5424). ?o Then proc€€d with sl€p 5428.
2. Close File In Srep 5428, del€te the locâl directory ext€nsiorjs labl€

Thjs rnechaDjsm takes âs input the local dùectory exlen- entry record, and âdd ân enrry to the âudit lile 132 irìdicating
sions table €ntry record 138 of a¡ open ñle and the data the time aDd tbe operation performed (delere).
mainlåined fol lh€ opeD file. To close a ûle, add ân eûtry to 6. Copy pile or Directory
the audit ûle indicating lhe lime and operation (create, read :s Amócha¡ism isprovijecì ro copy a frle or directory given
or wrile). The audit frlc processing (using the Process Audit a source ¡ncl desLinàdon processoi ãnil pathname. The õopy
File ÊnLry primiLive mechanism) will lâke cåre of¿ssimi Fìle mech¿oism docs noi acrualty copy the dälâ iD Lhe ûie,
laling thc fllc and lhcrcby updaling thc olher records ã"ly t¡" i.""Ñ","" o¡rhe lìle. This meóhanism isperformeá
3. Reâd File

To read a file, a progrâm mÌrsr provide lbe :tr:r l0rr 30 "t,tåTäì;" 
Lhe source pårh, gel rhe True Name from rhe

length of rhe da !a to be read, a nd rhe loca tion of a b u ffcr j'lcr 
p 

"it 
. i r,r, i, .,. I ruir", the mechanism tails.

whicb 10 coPy the data reåd (B) civen rh; True Name and the des(ination path, link
The file 10 be read tiom is identified by an open file ,¡J ¿i.tio"¡n oui¡ ro rhc fruc Namc.

descrip tor which includes a File lD as compu ted by lhe opï 
( c ) It Lhc slu lcc u nct cleslinä rion proccssors hä ve difrcrenl

Filcopcrâlingsystemmcchanismdeûncdabovc T*J]t"-lP 'tt r.. îil" r.gir'¡.., n"o(or, if necessary, creare) ¿n enlry for
nìâyidenlifyeitberascratcbfileoraTrueFile(orTrueFile r¡" r^" ¡lir" io lhe-lme FiÌe regisìry rable 126 oi the
segment) If tbe File ID idenlifies â True File' il måy !t J""ti*tioo ,ro"essor. Enter inlo tbe soùrce ID nield of (his
eilher a simple or å compound True File. Reading a file i. ñ-;;ky d;;uice processor identiry.
accomplished by lhe following sleps -. (D)Aclct an enrry ro the åuclit 6le l3i indicating the rime

In rhe case where theFiteID identiÂes å 
^scrarch 

61e ora oo 
^"à 

oo".üià" plrfá,mc¿ (copy).
simPle True File, use lhe reâd câPabilities of lhe underlying rrr¡'s ,n*t riri".n adclressei iapability of rhe syslem lo
operaling syslem - avoid coÞving clala from a source locadon to a dcstioåtioo

In the cås€ where the File ID identiÂes a compound Âle' l"""ti";'í;"; i¡" ¿"stinarion alre¿ìdy hâs lbe ctata lo
brcali the read opcratioD into one or more read operations on 

"¿¿;ü"", 
¡.c""* 

"t 
the abilily to freéze a directory, this

component segments as follows: .15 mechanisûl âlso addresses câpâbility of Lhe systern imme-A ldentify the segment(s) to be reâd by dividiog lbe ãirniy r. ,orr"" 
""py 

of any colrecrion of Âres, thereby ro
specfied ñle offset and length each by tbe ûxed size of ¡ ruppã'.t 

"o 
.m.l*r iérsioo ionrrol mecbanisms for groups

segmeot (a system depeodeDt parameler), lo delermine lhe 
"l'Á1".segment Dumber and ¡umber ofsegmeDls th.al must be read. i. Mouc Fil" o. Dnccro.y

B. For each segment number computed åbove, do lhe 50 
^ 

mechånism is desc;bed whrch moves (o¡ renames) afollowing: flle from a source path to a desrination puìh. tn" -ó.,"i. Reåd the compound True File index block lo deter.oioe opcraLion,likc thc copy operation, reqùi¡es;o ¿rcLuâl Lransfcr
the True Name of the segmeot to be read. of d.u. .n,l is performed âs follows:ji Us€ lhe Reåli7€ 'l e File frofn [¡cålion pdmitive (A) Copy the lìle tiom the source palh lo the destiDation
mechânism ro mâke lhe Trùe File scgment available 51 ¡¡1¡1.
locally. (If that mechanism tàils, the Read File mechâ- (B) lf the soùrce parb is diËerenl from the alesrioarioo
nism fåils). palh, ctele(e llle soùrce path.

iii. Detcrmine the File ID of lhe True File specifred by the 8. cet File Sralus
Trùe Namc coÍesponding ro this segmenr. This mechanism Låkes å liìe pathname and provides

iv. Use the Read File ûechÀnism (recursively) to read 60 information about tbe patbname. First the local directory
Èom this segment into the corresponding locaLion in exlensions tÀble enlry record 13E corresponding to the

the specifred buffer
4. Write File

palhDame giveD is foÌrnd. If Do such entry exists, theD this
mechadsm làils, otbeña'ise, gå ther info.mâtion about the flle

File writing uses the lìle ID aDd dala managemenl capa- and ils corresponding Trìr€ File from the local directory
bilities of the unde¡Iying operating system. File access 65 eriensions rable 124. The informalion can iDclude any
(Make File Local described above) can be defe(ed üntil th€ informalion shown irì the data stmctures, including the si?r,
flrst read or wrile. type, owner, True Name, sources, lime oflastaccess, time of



valions.
9. Get Fil€s iD Directory .
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lasl modilìcalion, sÌatc (locâl or nor, ¿rssimil¡ìted or nor, Onc Lhc other haod, if a 
-ftuc Frlc regjstry cn lry rccord 140

compr€ssecl or not), ùse count, exDiralion dâte, and r€ser- Ìs not found (SteP 5434), and úlj flag indicates lbat lhe
requesr for thrs True Fil€ is to be forwarded (Step 5436),
lhen forwarcl a requesl for rbis True File to soúe oLber

This mechanism enurìrer¿les rhe nles in a directory. It is 5 p.ocessors in the systern (Slep 5442). If the soürce lable fo.
used (implicilly) whenever il ìs necessary to deleínine lhe current processor identifies one or more publishing
wh€lher a Âle exisls (is present) iD a directory. For insLånce, servers which should håve a copy of this True File, then

it is iûplicirly used in lhe Open File, Delcte Fjlc, Copy File forward thc rcqucst to cach of those publishing servers (Step

or Directory and Move File operatirìg system mechanisms, 5436).
becåùse the flles operated ori are referred lo by pathDames r0 If a T¡ue File regislry entry record 140 is foùDd for the

contaiDiDg directory nâmes- lhe mecbanism works as fol- requircd'l'rue File (Step 5434), and if lhe entry includes a

lows: True File ID or Compressed File ID (Slep 5440), respond

The locâl directory exteûsioos table 124 issearched for an posilively (S1ep 5444). If the entry inclùdes a Trùe File ID
entry 138 with th€ given directory palhname. If no such rhen rbis provides the identity or disk localioD of the actual

cntry is found, or if the eDrry four¡d is not å dirccrory, then ls pbysical rcprcscnlalion of lhe frle or Êle scgmeDl rcquùed.
rhis mechanism fails. If the enlry include a Compressed File lD, then å coot_

If there is â concsponding True File freld in thc local prcssed version of tbcTruc File mãybcstorcd instcåd of, or
direclory exrensions L¿ble record, lhen il is assumeLl thäL the iû addition to, ¿n uncompressed vcrsion.l'his lield provides
True File repres€¡ß a frozen directory. The Expand Frozen lhe ideritily of ùe aclual .ep¡esentalion of the compressed
Directory primitive mechanism is ùsed Lo expÂnd the exist- 20 version of the flle.
ing True File into directory eûtries in the local dir€ctory lf the True File regislry enlry record 1,{} is found (Slep

exlensrons table. 5434) but does not inchrde a True File ID (the File ID ìs
Fiûally, the local directory extensions fâbl€ 124 is again âbsent if the actuai flle is not cu.rently presenl ât the cuûenl

scarched, this time to nnd each dircctory subordinatc 10 the loca[ion) (Stcp 5440), and if the Trte File registry cntry
giv€n direclory. Tbe names loìrnd åre providcd âs the resulL. 2s record 140 includes on€ or more source processors, änd if
Remote Mechanisms the request cao be forwarded, then forward tbe requesl for

'l'he remole mechaûisms provided by the present inven- this True !ìl€ to on€ or mor€ of tbe source procressors (Slep

tion are now described. RecâlI ihål remote mechanisms are 5444).
us€d by lhe operaring system it responding to requesls trom 2. Reserve True File
olher processors. These mechanisms enâble the capåbililies i0 Tbis mechånism allows a remole processor to indicale
of the present invention in a peer-to-peer nelwork mode of thal il depends on the local processor for access 10 a specific

True File. lt takes â True Name as input- This mecbanism is

In a prcsently prcfcrrcd embodimenl, processors commu- describgd here.
nicâL€ \¡,,ith €åch orhor using a remote procedure call (RPC) (A) Find the True File registry cnLq/ record 140 associated
sryle interface, running over one of âny nùmber ofcommu- 3s wilb the given True ¡ile. If no entry €xjsts, repÌy negâtively.
nication proroc.ôls sùch as lPli/SPX or TCP/IP Each peer (B) lf rhe lrue Þ-ile regis¡ry entry record 1,10 does not
processor which provides access to ils True File regislry 126 include a True File ID or compressed File ID, and ifthe True
or file regions, or wbich depends on ânolher peer proces,sor, FiÌe regjstry eotry record 140 includes no source IDs fo¡
provides a nìrmber of mechanisms whicb can bc ìrsed by its removable storage volumes, thet this processor does no1

pe0Is.
The following remote mecbaoisms åre described

L Locatc True Filc;
2. Reserve T¡ue File;
3. Request True File;
4. Retire True File;
5. Câncel Reservation;
6. Acquire True File;
7. Lock Câche;

8. Updale Cache, and

9. Check ExpiratioD Dâte.
1. Locate l'rue File

40 havc accoss 10 a copy of tbe givco ûlc. Rcply ncgåtively.
(C) ,Add the ID of the sending processor to the list of

depcodcnl proccssors for úe True File registry enlry rccord
140. RepÌy posilively, wilh åD indicalroD o[ whether the

reserved Irue File is on li¡e or of lioç.
as 3 Request'l'rue !-ile

This mechanism allows a remote processor to request a

copy of a True File from the local processor [1 requires â

True Name and responds posìlively by sending a True File
båck to the requesting processor. Thc mcchânism opcrales as

50 lollows:
(A) Find the True File .egistry entry record 140 âssociâted

with the $ven lÌuc Namc. lI lhere is no such True File
fhis úechanism âllows å remote processor lo delermine regístry entry record 140, reply negatively.

whether the local processor corìtâins a copy of a specilic (B) Make the True File local using the Mâke True File
True File. The mechanism begiDs wilh a True Name ¿nd a 55 Local primilive mechaoism. If this mechaDrsm fails, the

flag indicaling whether 10 forwâ¡d requesls tbr this fiìe to Request True FiÌe m€chanism also fails.
other servers. This mecbanism is now described with refer- (C) Send the local True File rn either it is uncompressed

ence to FlG.28. or comprcssed form to the requestiDg remole processor.

First deLermin€ iI Lhe True File is available locally or if Nole lhaL iflhe True File is å compound [1e, the coûponents
there is some iDdicâlioD ofwhere the True File is located (for 60 are not sent.
exârnple, in the Source IDs Âeld). l¡ok ùp lhe requested (D) Iflhe remote lìle is Ìisted in the depeûdent process lisl
True Name iD the True File registry 126 (step 5432). of Lhe True File registry entry record 140, remov€ it.

Ifa True File registryentry record 140 is not found for this 4. Retire True File
True Nâme (Sfep 5434), and the flaB indicates thât th€ Ttlis mechanism allows a remole processor !o indicale
request is not 10 be forwârded (Step 5436), respond negâ- ó5 that iL no longer plans to mainlain a copy of a given True
rively (Step 5438). Tbat is, respond to the €ffect lbal the True Fjle. An alternate $ùrce oflhe True File can be specifred, if,
File is nol âvailabl€ for insLance, lhe True File is being rnoved ftom ooe server
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to ano¡hcr. Ìl bcgins with â True Name, a rcqucsring pro-
cessor ID, and an optional all€rnale soìrrce. This mechanism
operåtes as follows:

(A) Find â True Name entry in the True File registry 126.
Ifthere is no enLry for Lhis True Name, this mËchânisû's task
is conplele.

(B) I.ind Lhe requesting processor on the source lisl ând,
iî it is therc, removc it.

(C) [f an åltemate sourc€ is provided, add il to the source
list for the True File regislry enlry record 140.

(D) If thc sourcc LisL of thc True File rcgislry ontry record
140 has no items iD it, ìlse rhe Locate Remote lile primitive
mechanism to seârch for ânother copy of the frle. If il fails,
r¡rise a serious error.
5. Caocel Reservalion

fhis mechanism allows a remole processor to iûdicale
lhat il no longer requircs access Lo å True Fiìe stored on the
local processor. It begins with â Tru€ Nâme ând å requesling
processor [D and proceeds as follows:

(A) Fiûd lhe T¡ue NanÌe entry in the True File registry
126. lf rhere is no entry for this'Irue Name, this mechâ-
nism's task is complete.

(B) Remove the ideDlily of lhe reqùesting processor from
the list of dependent prccassors, if it appears.

(c) lf th€ tist of dependent processors becomes zero and
the use couot is aÌso zero, delete the Trùe file.
6. Acqur¡e Tru€ File

'lhis mechiìnjsm ¿llows ä rcmote processor 1o insisl thä1

a local proccssor ûakc â copy of a spocificd Truc Filc. I1 is
used, fo¡ example, when a câche clienl waots to wrrlc
rhrough.r Dcw version oI a Âle. The 

^cquÌre 
True File

mechanism begins wilb â data item å¡d a¡r optional Îue
Nâme for the data item and proceeds as follows:

(A) Confrrû tbÀL lhe requesfing procassor has the rigbl 10

require lhe local processor lo acqùire dÂta items. If noL, s€nd
a ncgâtivc rcply.

(B) Make a local copy of th€ dala ilern lransmitted by the
r€mote processor,

(C) Assimilate the dala item inlo Lbe True File regislry of
lhe local processor.

(D) If a True Name was provided wilh the flle, tbe True
Namc calcùlation can be avoided, or the mcchÂnism cån
verify that the flle r€ceived matcbes the True Name seot.

(E) Add an enlry in tbc dcpcnderìt proccssor lÈt ofth€ trìrc
ûle r€gislry record iDdic.rting Lh¿t the requesting processor
depends oo this copy of lhe given True File.

(t) Send a positive reply.
7. Lock Câche

This mechanism allows a remote cache client to lock a

local fiìe so that local üsers or other cache clients cânnot
changc it wbilc lho rcmote processor is using iL. The
mechânism begirswilh a pÀthoame and proceeds asfollows:

(Ð Find the local directory exl€nsioDs lable ent¡y record
138 of the specifìed päthname. I[ no sùcb entry exists, reply
negatively.

(B) If ân Ìocâl direclory ext€nsioDs table enlry record 138
exisls aDd is already locked, reply negalively that the flle is
âlready locked.

(C) If ân local directory extensions table en1ry recod 13t
exists and is not locked, lock lhe enlry Reply posilively.
8. Updåle Crche

This mecha¡rsm allows a remote cache clieDt to unlock å

locål frle and updare il wilh new contenls- lt begins wilh a

palhnåme aod a True Naúe. The file co¡respor¡ding to lhe
True Name musl be âccessible from the remote proc€ssor.
This mechanism operates as follows:

Find the locâl directory extensions lable entry record 138
correspondlng to the giveo palhname. Reply oegalively ifno
sucb enlry exisß or if the enlry is nol locked.
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Link lhc givcn palhDamc to ¡hc givcn I'ruc Nâmc using
the Link Palh to Trùe Name primilive mechanism.

Unlock lhe local dùectory extensio0s lâble entry record
138 åûd relu¡o posilively

5 9. Check Expiration Datc
Return cìrÍen1 or nelv expjration dâte aod possible alter.

nativ€ soìlrce 10 cåller,
Backgroùnd Proccsscs å0d Mechadsms

The background process€s ând m€chanisms provided by
10 the presenr invention are now described. RecâlI that back-

ground mechanisms are intended to run occâsionâlly and ål

a lowpriority toprovjde automated manÂgement c¿pabililies
wilh respecl to the present invenlion-

Th€ following backgrouûd mechanisms are described:
15 1. Mirror True Filc;

2- Groom Region;

3. Check for Expired Links;

4. Verify Regioo; and

20 5. Groom Source List
1. Mirror Tme File

This mechanisû is ùsed to ensùre thaL lìles are available
in alLemåte ìocations i¡ mirror groups or arcbiv€d on erchi-
val scrvers. The mechanism depcnds oÐ application-spccifrc

2s migra tion/¡ìrchiva I crileri a (size, timesince lasl åccess, nuß-
ber of copies required, nùmber of exisling alleroative
sources) which delcrminè ùnder whâl condiLions a nle
should be moved. Tbe Mirror True File mechaoism operåtes
âs f-ollows, using th€ True File speciñed, perform Lhe fol-

30 lowing sleps:
(A) Coìrnt the rumber of available locatioDs of the True

File by inspectinB the source list of the True File registry
eDlry record 140 for thc True Fi1c. This stcp dolermiDes how
many copies ot the Tnrc File ¡re avâilâble in the system.

35 (B) If the True File meels the specjfred rnigrâtion crileria,
selecl a mirror group server to whÌcb À copy of the flle
shoùld be sent. Use tbeAcquire True File remole mechanism
ro copy lhe True File to theselecled mirrorgroùp server. Add
the idertity of Lh€ s€lecled system to the source list for the

ao True Filc.
2. Groom Region

This mccbanism is uscd to au[omalically free up spacc in
a processor by deletiDg dala irems tbal may be av.ìilâble
elsewhere. The mechaûism depends on application-specific

45 groomrng cnteriâ (for inslânce, a frle måy be removed if
there is a¡ alterDale ooline sourcô for il, it hås not been
irccesscd io a given number of days, ând i1 is larger than a

giverì size). This mechanism operate,s as Follows:
Repeat the following stcps (i) lo (il) with more aggressive

50 grooming critena until suf[cienL späcc is freed or uDtil all
groomi¡g crileria bave beeD exercjsed. Use grooming infor-
mation lo delermiûe how much space has been freed. Recall
that, whilc grooming is in efect, grooming informatioo
includes a lable of palhoames selected for delelior, ând

55 keeps lrack of the amounl of space thal would be fre€d if all
of the lìIes were deleLed.

(i) BegiD Groomiog (rsing the primitive mechaoism).
(ü) For each patbname in the specified region, for tbe Trùe

File conespondi¡g Lo thc palhnåme, if lhe Trùe File is
60 preseût, has al leasl one alt€fnafive soÌvce, aûd meeLs

applicâtion spcciûc groomi¡g criteria for lh€ region, selecl
th€ frle for removâl (using the priúitive mechanism).

(iii) End GroomiDg (usi¡g tbe primitive mechanism).
If the region is used as å cache, oo other processors ârc

ó5 depeûdeDt on True Filcs Lo which it refers, ând alì such True
Files are mirrored elservhe.e. Io this case, True Files can be

¡emoved rvith impùniL],. For a cache region, lhe grooming



27
crilcria would ordinarily climinate thc lcast rcccntly
accessed Trxe Files ñrst. This is best done by sorting th€
Tnr€ Files in lhe region by the most rec€nt åccess Ljme

betbre performiog slep (ii) above. The applicalioD specifìc
criteria $,oùld tbus be 10 select for removål every True File
encoùnlered (begi¡ning wilh the least recently used) unlil
Lhe required amount of free space is reached.
3. Check for Expired Linls

This mecha¡ism is lsed to determine whether dependen-
cies oo published frles should be refreshed. The following
stcps dcscribc Lhc opcration ol'tbis mcchånism:

For eâch palhnam€ irì the specifred r€gion, for each True
File correspondiog to the palhoam€, perform the follorÀ'ing
slep:

IIthe True File regislry enlry record 140 corresponding 10

úe True File conlains åt leåst one soùrce which is â

publishing server, ånd if Lhe expirålion date on lhe depen-
dency is påst or close, then perforn the following steps:

(A) Determioe whelher the True File registry entry record
contaiDs other sources which have not expired.

(B) Check the True Nâme expirÂtion of the server. If the
exTirâliôn d¿te hâs been extended. or an alternâle soùrce is
suggesled, âdd the source to the True File regisLry entry
record 140.

(C) If Do acceptable alternate source was found in sleps
(A) or (B) ¿ìbove, make a local copy of the'l'rue File.

(D) Remove the expired source.
4. Verify Regjon

This mecbanism can be us€d to ensü¡e thal the data it€ms
in the True File regislry 126 have not been damaged acci-
denLålly or målicìoùsly. The operalion of this mechanism is
described by the following sleps:

(A) Scârch Lhe locâl direcLory cxtensions L¿bI€ 124 for
each påthnâûe in thc speciôed region and then perform the
followiog sleps:

(i) Gct tbe Truc File namc coûcsponding to thepathname;
(n) If the True File registry en1ry 140 for the True File

does noL bave a True File ID or cornpressed file ID,
ignore it.

(iri) Use the Verify Trùe File mechanjsor (see exlended
mechaDìsms below) to confìrm that the True File speci-
Âed is correcl.

5- Groom Sourcc List
The sou¡ce list in a True File enlry should bc groom€d

sometimes to eosùte thetc are nolloo úany minor or archive
copies. When a Êle is (leleted or when a regioD d€frnitioD or
ils miñor crileriå are cbåoged. il måy be oecessary to iospect
the âffecled I'rue Fiìes to determine whether lhere âre too
many mirror copies. This can be done ,¡r'ilh the following
st9psl

For eåch åffecred True File,
(A) Search lhe local directo¡y extensions Lable to find

each region that .efe.s to the True File.
(B) Create a set of "required soùrces", inilially empty.
(C) For eacb region tound,
(â) deþrmine the miroring criteria lbr that regioD,
(b) determi¡e which sou¡ces for lhe True File satisfy lbe

mirroring criteriâ, and

(c) add tbese sources to the sel oI required soürces.
(D) For each source io lhe T¡ue File regislry entry, if the

source identifres a remole processor (as opposed to remov-
able ûìedia), and if the soùrce ís not a publisber, and if úe
source is Dol in tbe set of requi¡ed sources,lhen eliminate lhe
source, Ând use the Cancel Reseryatioo remote mecbaoism
¡o eliminate the given processor ftom the lis! of dependenl
processors ¡ecorded al lhe remote processor ideotified by the
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Exlended Mechanisms
The extended mechanisms provided by the pre.se¡t inven-

don âre Dow described. Recall thal exteDded mechanisms
¡]'ln wiLhi¡ applicâtioo p¡ograms over the operating system

5 io provide solutioos to specifrc problems aDd applicatioos.
The following extended mechanisms are described:

1. IDventory Exisling Directory;
2. hventory Reúovable, Read-olly Files;

10 3- Synchronize Directories;

4. Publish Region;

5. Reti¡e Directory;

6. Reâlize Directory âl l¡câtion;
_ 7. Verify True Fìler

'' 8. Track for Accounring lìlrposcs; ând

9. Track for Licensing Purposes.
1. lnvenlory Existiûg Dircctory

This mechanism determines lhe True Names of frles in an

,o cxisting on-linc direcLory in thc underlying operating sys-
rcm. One purpose of this mechanism is to ioståll True Name
mecbanisms in an existing file system.

An efrèct of such an inslallalion is lo eliminale immedi-
ately all duplicate fles from the ûle system beiDg traversed.

,5 If seve¡al file syslems are inventoried in a single True FiIe
registry, duplicaLes across Lhe volùmes are also elimioated.

(A) lavcrse thc undcrlying file system in the operating
syslem. For €ach file eocounlered, excluding directori€,s,
perform (he following:

3¡ (i) A.ssimilate the file encountered (using the Assimilâte
File prirnitive mechanism). This process computes its
True Name and moves ils datiì i-rÌto the True File
registry 126.

(ir) Creåte apaLhname consrstingofth€ path 10 the volume
35 directory and the relalive patb ofthe ûle on the media.

Li¡k this patb to the compuled True Name using lhe
Li¡li Palh to T¡ue Nåme primitive mechanism.

2. Inventory Removâble, Reâd-only Files
A system with âccess to removåble, read-only media

,to volumes (such as WORM disks and CD-ROMS) can creato
a usable invenlory of the frles on these disks wilhoÌrt having
to måke onlinc copics. Thcsc objccß cÂn lhcn bc us¿d for
archival purpos€s, direclory ovsrlâys, or other needs. A¡
operatof must fequest that ân inventory be cr€âted for such

45 a volume.
This mechanism åIlows for mai¡tåining i¡ve¡tories ofthe

contenß offrles and dalå ilems on removÂble media, sucb as

diskettes aûd CD-ROMS, independenl ofother propetiesoî
the flles such as Dame, location, and dåle of creation.

50 The mechanism creales aooDline invenlory ofthe Âl€s on
one or more removable volumes, srcb as a floppy disk or
CD-ROM, wh€n the dala on the volume is repres€nt€d as a

directory. The iDventory service uses a Tru€ Name 10 ideD-
tify each 6le, providing a wÂy Lo locåte lhe dâta independenl

55 of its nam€, dâle of creation, ol locâtion.
The iDventory can be used for a.chival of data (måking il

possible 10 avoid archivingdata when thal da(a is already on
a separate volume), for groomhg (making ir possiblô þ
delete i¡freqrently access€d âles if they can be retrieved

60 from removâble voiùmes), for version control (making it
possible to geDerate a new version of a CD-ROM withoüt
haviDg to copy the old version), and for othe¡ purposes.

The iûventory is lnâde by creating a volume directory in
the media inventory in wlìicb each 6le oamed identifies the

65 dåLa item on lhe vohme being invenloried. Data items âre
not copied îrcm the rcmovalrle volume duíog the inveotory
pfocess.
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An opcralor must rcqucst thal an inventory be crgÂlcd fo¡
â specifrc volum€. Ooce created, Lhe volume directorycan be
froz€n or copied like any olher directory. Data rtems from
either lhe physiclìl volume or lhe volume directory cån be
accessed using rbe Open File operåtirg system meclìatism 5
q,hich will cause lhem 10 be read from the physical volüme
ìrsing tbe Realize True File ftom l-ocatioo primitive mecha-
nisû.

To cr€a¿e aD iDve¡rory the followiûg steps are takenl
(Ð A volume dircctory iD lbe mediâ inventory is crcalcd r¡

to correspond to tbe volum€ being inventoried. Its contex-
tual name identifies lhe sp€cifrc volùme.

@) A source table enlry 144 for the volume is created in
Lhe source tâble 130. This entry 144 idenliÂes the physical
sou¡c€ volume and the volume directory created in step (A). 15

(C) The filesystem on the volur¡e is traversed. For each

file encountered, exclùding dircclorics, lhc following stcps
âre [akerì:

(i) The True N.ìrDe oI Lhe nle is compùled- A¡ erlry is
created in tbe True Name regÈtry 124, including the 20
'ìÌue Name of lhe AIe usiDg the prìmitive mechänism.
The soùrce fleld of the True Name registry entry 140
idenliÂes rhe soü¡ce lable entry 144.

(ii) A påúname is creâted coDsÈling of the path to lhc
volume directory and rhe relalive path ofthe lìle on th€ 25

media. This pã1h is linked lo the compuled True Name
using Lrnk l,¿th Lo I'rùe Name primiLive m€cbanism.

(D) Aiter all ûles have been inventoried, the volume
directory is tiozen. Tbe volume direclory serves ãs â table of
conlents for the volùm€. Il cår be copied using the Copy File 30

or Directory primitive mechanism to create aD "overlay"
direclory which carì Lheo be modifred, makiog it possible to
cdir å viflual copy of â rcãd-orly mcdium.
3. SyncbronÌze Directori€s

Civen two versions of a directory derived from the sârne 35

slârting point, lhis mecbanism creates â De\v, synchronized
version which i¡cludes the changes from each. Where a Âlc
is changed irì both versioûs, this mechanism provides a us€r
exit for handliog the discrepåncy. By usiûg True Names,
comparisons are inslanlaneous, ând no copics of frlcs årc 40

oecessaty.
This mcchånism iels â locål processor synchronize a

cli¡eclo¡y to âccoù n I for cbång€s made at a remole processor.
I1s purpose is to bring â locål copy of a directory up to date
afler a period of no communicâlion beLween the local ånd 45

¡emote pÍocessor. Sucb a period mighl occur jf the locÂl
processor were ¡I mobile processor detached from its server,
or if two distant processors were run indepeodently and
updaled Dightly.

An idvanlage of lhe described synùhronizatiún p¡ùùcss is 50

that it does nol depend oD synchroDizing the clocks of lhe
locål ¿nd remolc processoñi. However, iL does require lbat
the local processor track ils posilion in the remole proces-
sor's audit file.

This mecha¡ism does not resolve chaûges made simulta- 55

neously to the same lìle al severâl si(es. If thal occììrs, Àn

exleroal resolulìon mechanism such as, for example, opera-
tol intervention, is required,

fhe mechanism lakes as rnpul a start lime, â local
di¡eclory pathname, a remote processor name, aDd a r€mote 60

direclory pathnâme name, and it operâles by Lhe following
steps:

(A) Reqùesl a copy of tbe Àùdit flle 1:12 fiom the remole
processor ùsing the Requqst Trùe File remote mecbanism.

@) For each entry 146 in the audil file 132 after the s1ârt 6s

time, jf the enlry indicÂtes a charìge to a lìle io tbe remote
dìrectory, perform the lollowing steps:

30
(i) Computc thc pathnamc of thc corrcsponding lìlo in lhc

local direclory. Derermine th€ lÌue N¿úe of lbe cor-
responding file.

(ii) Ifthô True Name of rlre local frle is the sâme as lhe old
'lrue Naúe in the âudil lìle, or il rhere is no locd AIe
and the audit enlry indicales a new frle is beir¡g crealed,
Iink the new True Name in the audit fìle to tbe local
palh¡ame using lhe Link Palh to True Name prir¡rilive
mechanism,

(iii) Otherwise, note that there is a problem wilh the
synchror¿âtion by sending a message lo the operator
or 10 a problem resolulion progråm, indicâting tbe ìoc¿l
path¡ame, remole pathname, remole p¡ocessor, ônd
dme of change.

(C) AfLer synchroDizålion is complete, record the time of
rhe 6nal cbånsc. This lime is to bc uscd as Lhc ncw sLârl limc
the next time Lhis direcLory ¡ synchrooizcd wilh Lhe såme
remote processor.

4. Pubtish Rcgion
The publish region mechaDism âllows â processor 10 ofer

lhe Âles irì â region to any clienl processo¡s for a limited
period of timc.

The purpose oI Lhe service is Lo elimin.rte any need for
clie¡l procassors lo rnake reservalioDs witb the publishing
processor This in hìm makes il possjblc for lbc publishing
pÍocessor to service a r¡uch lârger number of clienls,

\i/hen a region is pubtislìed, an expìration date is defrned
for all Âles in the region, and is p.opagated ioto the pub-
lishiûg system's True File regislry entry record 140 for cach
flle.

When a remole frle is copied, for i¡rstance usiog the Copy
File operating system mechanism, thc expiration datc is
copied into Lhe soùrce fleld of the clienL's True File regislry
cnlry rcco¡d 140. Wbcn thc source is a publishing system, no
dependency need be crealed.

The clieDl processor musl occasioDålly and Ìo
backgroùod, check forexpired links, to make sllre it slill has
access to Lhese frles. 'lhis is describsd in lhe bâckground
mechanism Check for Expired Links.
5. Retire Djrectory

'l'his mecbanism m¿kes it possibÌc to elirûi¡âle sâIely the
True Files io a direclory, o. al least dependencies on lhem,
aller eosuring thal any clieot processors depending on those
frlesrcmove their dependencies. The nlesir lhe direclory âre

nol âclually dclctcd by this proccss. Thc dircctory cåû bc
deleted wilh the Delete File operallng system mechanism.

The mechanism takas th€ palhûame of a given direclory,
ând optionally, the identifìcation of a prcferred âlternate
source processorlor clienls to use The mecbiìnism perlorms
the following steps:

(A) Traverse the directory. For each file in the directory,
pcrform thc following stcps:

(i) Get the True Name of the nle from itspath and Ênd the
True File registry entry 140 associated wilh the True
Name.

(ii) Delermine an ålternale source lor lhe True File. If the
soürce IDs field of the TFR enlry includes lbe preferred
altematc sourcc, thar is thc alteroâle sourcc. If il docs
not, but inclüdes some otber soürce,1hal ls Lhe âlLernå1e

source, If it contains no altemale sources, there is no
altemâte soùrce.

(iii) Foreach depEndenl processor in the True File registry
enlry 140, ask thal processor 10 ¡etire lhe Trùe Fiie,
speci$ing an alternale source if one was determìned,
using lhe remole mechanism,
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6. Realizc Directory al l-ocatioD

contaìDed ân efror.
8. T¡ack fo¡ Accounting Purposes

This ûechanism âllows Lhe user or ope¡atiog system to instance by monitoring âudil entries in the Process Audit
force copies of nles from some source location 10 tbe True Fjle Enlry prirnitive mecban¡rn. When sùcb an evenl ìs
File regÈtry 126 ât a giver¡ location. The purpose of the encountered, creale an entry 148 iD the åccountjng log 134
mechanism is to eDsur€ that frles are accessible in the event 5 that shows the respoDsible party and the idendty of the frle
the source location becomes inaccessible. This cât happen created or deleted.
for ir¡stanc€ if the soùrce or give¡ location are on mobile (B) Every tinìe å fiÌe is transmitted, for instance wheû a
compùters, or are on removable media, or if lhc lctwork filc is copicd with a Requesl Truc Filc rcmorc mcchaDism or
connection to the source is expected to become uoavailable. an Acquìre True File remote mechanism, creale aD eDtry in
or if the source is beiûg retired. 1n rhc accounting log 134 that shows the responsible party, the

This mechanism is provided in the following stcps lor '" iclenrrry of thã fiË, und t¡e source and cììstination prãces,
each file in Lhe giveo direclory, with the exceptioo of .o... '
subdirectories:

(A) cel rhe tocal direcrory exreosions lable enrry recor¿t 
" 

j-t]^:.::i:Îi:ll.,t" ân åccountios prosram to process

138 given rhe parhname or rhe r e. cer tbe iä"e Ñ;;"';i;;; ll:^1",TÌi::gl1C-114' 
disLribu Lins the evenrs !o the accounr

tocal dûecrory exrensions rabte 
"",,y 

.;;;;i iiã.-il;; ,' :::iÍ:,Îr:*! !:sponsible 
pârv The account r€cords can

, , ; --- ; - eventuâllv be sunrmarired for billinp DurDos€s.

lâted. 9. Track for Licensing Pùrpos€s

(B) Realize the corresponding True File al the given Ttris mechanism ensures that licensed frles ar€ nolusedby

locìtíon. Tbis service cauies it io be copied lo ùe ;iven uûâutborjzed palies. The True Name provides asafe way to

locâtion from a remole sysrem or removable medic. 
- 

10 identify licensed materjâ|. Ilis servrce allows proof of
7. Verify Tme File possession of specifrc frles according 10 lheir confenls with-

This û¡echânism js ìrsed lo veriB, thât ùe data item in a oùt disclosiDg their coDlenls'

True File regislry 126 is indeed the conect da la ite m give n En forci¡g use of valid liceûses can be active (for exa mple,

its True Nañe. Iis purpose is to guard againsr devicc Jron, bl, refusjng lo provjde åccess to a ûle without authorizalion)

maìicious changes, oiotber problems. '5 or passive (for exam ple, by creating a report of ùsers who do

If an enor iJfound, rhe system has the ability to 'beal" nol bave proper authorization)

itself by fìnding anotber source lor (he Tme Fiie wnb rhe One lossible way to perform licets€ validatioo is to

given nãme. It itay also be desirable to verify thar the errot perform occåsional audiß ofemployee systems. The service

ñ"" oot p.opugut"á to olher systerns, and lo l;g the problcm described herein relies oD True Names to sùpporl such ¡n

or i¡dicãte lt to the computer operator These ãetails ¿re not 3¡ audit as in the followitg sleps:

described here. (A) For eâch licensed prodùcl, rccord io the licelìse table

To verify å claLå item rhat is no! io a True Frle regisrry 126, 136 lhe True N¿nre of key files m th€ product (that is, ñles

use thc Câiculatc Truc Nâmc primirivc mechånismiesáriberl which are required io order to use the Producl, and which do

above. noL occur in other products) Typically, for a software

The basic mechanism begios lvith a True Name, and 35 product, úis would include the main €xecutable image and

operates i¡r the lbllowing sleps: perhaps other mûjor frles such iìs clip-art, scnpts, or onhne

(A) Find the True File registry enrry record 140 corre- help. Also record the identily of each system which is

"pooáiog 
to the given True Ñamé. ârrlhoriTed 1,1 h¡ve å copy of the nle.

- 
(B) Iithere is a True File If) for the True Frle regisrry (B) occasionally. compare the contenls of each user

entry'record 1,10 thcn usc it- Othc¡wisc, indicârc thal o; frl; 40 processor againsl lhe license lal¡le 136. For each True Name

exisis to verify. in thc license tabl€ do the following:
(C) Calculåte the True Na me of rbe da la i tem givcn thc filc (i) Unless the user processor is authoriT-ed to have a copy

lD of the clatâ item. of lbe frle, confrrm that tbe user processor does nol hâv€

(D) Conârm thar the calculated True Name is equal 10 the a copy ot Lhe nle usi¡g the Locate True File mech¿_

given ]rùe Name. 4) nism.

(E) lf the True Naoes âre no1 equal, there is an onor in (ìi) If the user processor is fouDd to have a file thâl it is
thc True File regìsrry 126. Remov€ the True File ID from the nol âulhorized to have, record the user p¡ocessor and

Tme File registry entry record 1l() ånd plâce it soßewhere True Name in a license violation tabie.
else. Indicate thar thc Truc Filc rcgistry cnLry rccord 140 The Systom in Operation
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(A) Nolc cvcry timc a frlc is c¡calcd or dcletcd, for

50 Given the m€chânisDs described above, Lhe oper.rtion ot
a typical DP system employing these mechanisms is now

'ltis mcchanism provides a wav to k¡ow reliably wbich described in order to dcmonsLraLe how tbe present invention
files have been slored on a system or trånsmitted from one meets ils requirements and capabilities-
system to another. The mechanism can be ùsed Âs a basis tbr In ope¡âtion, dat¿ì ìtems (fbr example, files, databas€
a value-based accounti¡g syslem in which charges arebased 55 records, ûessages, dâtâ segn1onß, datâ blocks, directories,
oD the identity of the data stored or t.ânsmiLled, râther thåû iDslaDces of object classes, and the like) in a DP sysleû
simply on the number of bll-s. employing Lhe present ìnvenlion ârc identified by substan-

This mechanism allows the syst€m to track possession of tialll' ¡¡;Ou" idenlifiers (True Names), the ideDliflers
specúc dala items ¿ccording to conLenl by owner, indepen- depeDding oo all of tbe dala m the datå ilems and only oD the

dent of the Dam€, date, or other properties of th€ dâla iteû, 60 data in tbe dala ilems. The p¡imitive mechanisms Calculate
ând lrâcks the uses ofspeciflc data items and ûles by co¡tenl l'rue Name and Assimilâte Dâta ftem support this property.
for accouDling purposes. Tnìe namcs mâke it possible to For any given data item, usiDg the Calculale Trùe Nâme
idenlify each fiìe bri€fly ye( uniquely tbr this purpose. prinilive mechaûisûr, a substântiålly ùniqùe ideDtiñer or

Trâcking tbe ideDtities of 6les requires maintaining an True Name for that dalå item can b€ determined.
accounting log 134 and processing il fo¡ accounting or 65 Furlher, in operation of a DP system incorporaring the
Lrilling pùrposes. The mechaoism operâtes in the following prcseol invention, multiple copies ofdâta items are avoided

(unl€ss they a.e required for some reason sùch as backups or
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mirror copics in a fauÌ-lolcrant systcm). Mùltiplc copics of Location primilive mcchanism to måkc surc lhat componcnl
dala items are âvoided everì when multiple ûames refer ro s€gments are locally availâble, and then uses tbe operatiog
the same data item. The primitive mechânisms Assimilale system frle mechanisms 1o read datå from the local 6le.
Dala Ilems and New Trùe Fjle supporl lhis propefy. Usirg Thus, when a compoùnd Iì1e is copied from a remole
lhe Assjrnilãle Datå ltem primitive mechånism, ifa data item 5 system, ooly ils True Name is copied. Vr'hen il is opened,
already exisß in the syslem, ås indicâted by an entry in the oolyÌts indir€cl block iscopied. wheD the corresponding fìle
True File registry 126, this existence will be discovered by is reâd, the required compooenl segmerìls ar€ r€alized and

Ìhis rncchanism, and thc dùplic¿te data irem (lhe new dala úcrcforc copicd.
item) B.ill be eliminaled (or not added). Thus, for examplo, In operation datå items cao be accessed by reference to
if a dala file is being copied oDlo a systern from a floppy 10 lheir identities (True Names) independenl of their preseDt

disk, il based on the Trûe Name of the dâtâ ñìe, iL is locâtion. Tbe ¿ìctual dala ilem or f'rue F-ile corresponding lo
determined tha t the dalâ file alreâdy eKists in the syslem (by å given d ata iden tjfier or Tûe Na me may reside anynwhere in
lhe same or soûe olher name), then fhe duplicåte copy will lhe system (lhal is, locâlly, remolely, of0ine, etc). If a

not be installed. [f lhe dala item was being inslalled on the required True File is present locally, then the dåtå in the ñle
system by some name olher than its current namc, tbcn, 15 can bc Àcccssed. lf the dâta iLem is not prescnt locally, thcre
using the Link Path to True Nâûe priûiitive mechanism, the arc a number of ways io rvhich it can be obtained from
other (or ncw) namc cân bc linkcd !o thc âlrcady oxìsting wberever it is presenl. Using the source IDs freld ofthe True
data item F-ile regislry lable, the location(s) of copies of tbe 

-Irue Fil€
In general, the mechanisms of the present invention corresponding to ¿ì given True Nam€ c¿rn be delermined. The

operate in such å way as to âvoid recreating an âcluâldÂlå 20 lìealize lruc l-ile from Location primitive mechanism tries
item al a localion when â copy of lhâf dâta item is already to make a local copy ofa True File, given ilsTrue Name and
presenl ât that Ìocaìion. lo the câse of â copy ftom a lìoppy the name of â soùrce locålion (processor or media) thal may
disk, the data item (frle) may have to be copi€d (into a co¡tain the True File. If, on the other hand, for some reason
scratch Êle) before it cån be derermined úat il is a dûplicatc. it is not known where thcre is å copy of thc Truc File, or if
This is becåuse only ooe processor is iDvolv€d- On the other 25 Lhc processors i(le¡tined in the source IDs n(rh do ûot
hand, in a multiprocessor enviro¡ment or DP system, eacb respond wiÌh the required Trù€ Fil€, the proc€ssor requiring
processor has a record of thc lìue Nåmes oI Lhe claLa items th€ d.ìtä rlem can make a general r€quesl for the dâla ilem
on that processor. When a dala irem is 10 be copied lo using tbe Reqùesl True file remote mechånism from all
anolher locatioD (another processor) iD the DP system, åll processors in lhe system tbat il can contact.
lhâl is ¡ecessâry is to examine the True Nåme of the datâ 30 As a result, úe system provides transpåreût âccess to âny
item prior to the copying. If ¿ì dåta item \Ã.ith the same T¡ue dâla item by reference to iß data identily, ând iDdependent
Nâme alreâdy exists al tbe destìnation localion ú)rocessor), of ils present location.
rhen lherc is no nccd to copy thc dâ1a itcm. Notc that if a data In operalion, da1â ilems iD tbe sysl€m can be veriâed and

item which alreacly exisls locrlly ät â desLj¡ålion location is have lheir rntegüly checked. This is l¡om the mânDer in
sdll copied to the destioarion location (for examplc, bôcause 35 which True Names a¡e delermined. This can be used for
the remote system did not hav€ a lhre NÂme for the datâ securily purposes, for instance, 10 check for viruses aod to
item or because it ar.ives as a stream ofun-named dâ1â), the verify that datâ retrieved from another location is the desired
Assimilâle Dåtâ llem primitive mech¡ìnism will pr€venl and requested dâlå- For example, lhe systern mighl slore lhe
mùll4te copies of the daLa item from being created True Names ofall execttable applications on the system and

Since tbc Truc Namc of â lârge dala ilcm (a compound 40 thcn periodically redotcrminc the True Namcs of each of
dala item) is derived from and based on the True Names of lhese applications to ensure that they match the stored True
coûponcnts oftbc datâ item, copying ofan entire data item Nâûcs. A¡y changc io â Truc Nâmc polcntiålly signals
can bc ¿¡voided. Since so me (or åll) of the components of â corrup tion in thc system ¿rnd can be fù rlh€r inv esLigâled . l he

large dâtâ itcm may âl¡eådy be present a! a deslioation Verify Region backgrouûd mechânism and the Verify Truô
locâlion, only those components wbich âre nol present lhere 4s È-ile extended mechaDisms provide direcl suppof for this
Deed be copied. This properly derives fro¡r the mârìrìer in mode ofoperalion. The Verify Region mechaûism is used lo
whicb True Names åre determi¡ed. ensule that the daLâ items in the True File registry have not

Whcn a file is copi€d by tLìe Copy File or Dire€lory been damaged accidentally or maliciously. fïe Verify True
operating sysl€m mechanism, only the Truc Namcofthc ôlc File mcchanism verifies that a data itom in a True File
is åctually replicate(l sD registry ìs iûdeed the correct dâla item give¡ il,s T¡ùe Name

When a file is opeDed (using the Open File operâting Once å processor has delermined where (Lhât is, at which
system mechanism), il uses Lhe Make 'lÌue File l-ocal olher processor or localion) a copy o[ a dåta rtem is in the
primilive mechanism (either directly or indirectly throùgh DP system, thalproc€ssor might need thal olherprocessor or
úe Create Scratch File primitive mechaDism) to creâre a locaLion to keep a copy of lhåL c1åLa item. For exåmple, å

iocal copy of the file. The Open File operati¡g system 55 processor mighl wânl lo delete local copies ofdala iteûs to
mechanism uses the Make True File Local primitive make space âvailable locally rvhile k¡owing thal il can rely
mechanism, which uses the Realize True File from frcalion on rclrieving Lhedâta from somewbere else wbeû needed. To
primitive mechânism, which, in tùm uses the Reqùesl Tme rhis end the system ¡llows â processor to Resewe (ând
File remote mechanism. cåncel lhe reservalion o0 True Files ¿ìt remo[e locatioos

The Requesr True File remote mecha¡ism copies only a eo (usiog the remote mechanism). In tbis way the remot€
siDgle data item ftoû one processor 1o anolher. lf lhe dalå locations are put on notice that another locatioD rsrelying on
irem is a compound ile, its componeDt segmerß are not th€ presence of úe T¡ue File at lbeir locåtion.
copied, only the indiect block is copied. Th€ segmeols are A DP system employing the present invention can be

copied orly when they åre rcad (or otherwise needed). mÂde iDlo a faull-tolerant syslem by providing a celain
The Read File operaring syslem mechanism aclLìâlly reads ó5 âmounl of redundåncy ofdalå items ât multiple locarions in

data. The Read File mechânism is aware ofcompound frles the system. Usrng the Äcqùi.e True File and Reserve True
ând indirect blocks, and il uses the Realize True File from File remote mecbanisms, a parricular processor can imple-
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mcnt its own lbrm o f faull-r olcrancc by copying dåta ilcms A publishing scrvct, on lhc othcr hand, may want to
þ olher processors ¿nd lhen reserving them lbere. However, provide access to many clienls, and possibly ânonymous
the system also provides tbe Mirror Tru€ File ¡tackgroùtd oDes, without incurring the overhead ol lracki¡g dependen-
mechanism to mirror (mâke copies) of lhe True File avaiÌ- cies for eacb client. Therefore, â public server cao provide
able elsewhere in the systcm. A¡y degree of reduDdancy 5 eJpjråtioo dâtes for True Files in its registry. This allows
(limited by the number of processors or locåtions io lhe clËnrsvstems to safelv mainlain refere¡cès toaTrue Fileon
system) c¿n be.implemented. As a.result..this i¡ve ion the pubiic server. Tbetheck For Expirerl Un¡. backgrouûd
mai¡lains a desired degrec or lcvcl of rcdrodancy^io u -.Jhuoi.. allows the client of a publishing server to
network of processors, to protect agaiúst failure of åny occåsjonallv confrrm that itsdependen¿ies on thJpublishing
palricùlar processor by ensuring lhal mulliJ'¡¿ copies ofdatâ ,o ..-ãi.. if.
items exist at difercnt locâlions.

'lrìe dara srrudures used ro impremeDl vÂrious fea!ìires ."].",:-'-T,1':l-:!l9T i"ï:l "-l'Î^T1""1:'^1'j^P-'::::{lhat ß oewlv conneclecl (or reconnecled a¡ler some aÞs€nce)ãnd mecnânrsms ol tnrs llvenLron slorr a varrelv ot uselÌÌl
inlomation which can be u""0, ¡n *nt"*i¡á iir¡ -,-¡" 'o 

tf",,ty:t:ûl. caD obtaiD a curr€nl version of â11 (or of
various mechanisms, to implement stoáee schemes and needed) data in lhe systcm by (eqìresting it ftom a server

policies in å Dp system Émploying the" invention. For rs processor..A¡y such_proccssor cân scnd â rcqucst to update

äxample, rhe size, age anrt loËarión ãf , dat¡r ircm (or of or resynchronize åll of ils directories (starling at a root

g.oup'. ot aotu ir"."i i" provided. This intormation cìn be dilcclory). simply by usi¡g the Synchronize Directorics
used to decide how the data items should b€ lreated. For exleDded mechanism oD the Deeded direclories.
example, a processor nÌåy implement a policy of deletjng Using the accounting log or some other user provided
Ìocal copies of all dala items ov€r Â cerlåin åge if olher 20 mechånism, å üser can prove the existence of certain data
copies of those dâta ilems âre present elsewhere in the jtems a! cerlain times. By pubiishing (in a public place) a ljsl
system. The age (ot vãriadons on lhe age) can be delermined of all True Names irl tbe system oD a giveD day (or at some
ììsing lh€ time of last ¿ccess or modifrcaliorì in lhe local giver time), a user ca¡ later refer back to lhål lisl to show
di¡cctor], extensions table, aDd the prcsencc of othcr copics rhat a particulal datâ item was prcscnl iû thc system at the
olthe dala item can be (letermined eilher Irom Lhe Sâfe Flag 25 lime that list waspublished. Sùch ä mechanism is useful in
or the source IDs, or by checking which olher processors jn tracking, for example, laboralory nolebooks or thc like lo
the system häve copies of thc dalâ itern and then reserving prove dâtes of cooceptioD o[ invenlions- Such a mcchanism
a t leasl one of those copies. also permits proof of possession of a da ta item al a p articular

In operalion, the syslem cân keep lrÀck of dåta ilems date and time.
regârdl€ss of how lhose ilems are named ì:y users (or 30 The accounting log file can also trâck the üse of speciflc
regârdless of whethe. the data items even have nâmes). The dåta ilems and files by conterìl for âccounting purposes. For
syslem can âlso track dala ilems thât hâve different names inslaûce, an information utiljly compâny can determine lhe
(in differcnr or lhc samc locâtion) as well as diferent dala data idcnlilies ofdata irems that are stored and lransmitlcd
rtems that bäve lhe same ûame. Since a dala ilem is idenlified Lhlough iß computer syslems, and ùse these identities to
by the data in the item, wfhoù1 regård for Lhe contexL of the 35 provide bills lo its cùstomers based on the identities of the
data, the p¡oblems of inconsislenl û aming ìn â DP system a re dat a items being Lraûsmitled (as deflned by lhe substanlially
overcome. unique identifier). The ãssignment of prices for storing and

ln operålion, the system can publish dala ilems, allowing trênsmìtting specilìc Trùe FiÌss wouìd be mÂde by the

other, possibly anonymous, systems in a nelwork to gain informâtion utility and/orilsdatâ suppliers;lhis informålion
Âccess 10 the data itcr¡s ând to rcly on the availability of a0 would bc joincd periodically with tho informalion in thc
these data items. True Names are globally uniqùe idenlifiers âccounling log frle to produco cuslomer slatemenls.
which can bc pubtished simply by copying thcm. For Backing up dala ilems in a DP systcm cmployitg thc
example, us€r might cr€ale il textü¿ìl repres€ntation o[ a Iìle p.es€¡t iDveDtion can be done based on Lhc 'I'rue Names o[
on syslem Awith T¡ue Name N (for inslance as a bexadcci- the dåla items. By trackiog backups using True Nåmes,
mÂl slring), and post ir on â computer bulletiD board. 45 duplication in the backups is prevented. In operalion, the

Another ùser on system B coìrld create å dir€ctory eD1ry F system maintains a backup r€cord of data identifiers of data
for ¡his True Name N by using the Lrnk Path 10 True Nåme items already backed up, ând invokes the Copy Fìle or
primilive mechanism. (AlLeroatjvel),, an applicalion coùld Directory operaling system mechânism to copy only tbose
bc developed which hidcs thc Truc Nâmc from the us¡rrs, but dala ilcûs whosc datå idcotifrers a.e not recorded in lhe
provìdes lbe same public lrânsler servicc.) 50 backup record. Once a <laLâ iL€m has been backecl up, rl can

When a program o¡ system B altempts to open pathnåme be restored by relrievirìg it froû ils baclup localion, based

F linked Lo'lrue Name N, the l-ocate Remote FrIe primitive oû the iden(ifrer of the data item. Using the bâckup record

mechar sm woüld be used, ånd woù1d ùse the Locate True prodùced by the backùp lo identify lhe dala item, the dâta
File remole mechanism to seârcb lor True Nâme N or one item can be obtained using, for exâmpÌe, lhe Make True File
or mofe remolc processors, such as system A. If system B 55 Local primiliYe mechaDism.
hås access to system A, it would be åble to realize tbe True In operalion, the syslem cân be ùsed to cache dala ilems
File (using the Reallze Trìre File from l-ocâlion primitive from a server, so thal only the most recenLly accessed data

m€chanism) and use it locally. AherDatively, syslern B coùld ilems need be retain€d. To operate in thisway, a cache clienL
flnd True Name N by âccessing åny publicly avåilable True is conlìgured to have a local registry (its cache) w h a

Name server, if the server could eventually forward the 60 remote Ircal Directory Exlônsioos lable (from the cache
request lo system A. server). Whenever a flle is oPeDed (or read), the Locãl

Clients of a local server can indicate tbat they depeDd o¡ Directory Extensions table is used to idenlify the True
a giveû True File (ìrsìng the Rese¡ve True File remote Name, and the Make True File I-ocal primilive rúecbadsrn
mechanism) so rhat the True File is not deleted frcm the inspecls the locâl registry. When the local registry already
server regisrry as long as some cljenl ¡equires âccess to it. 65 has a copy, the flle is âlready cached. Otheñvíse, lhe Locale
(The Retire True File remot€ mechanism is used 10 iodicat€ True File remote mechanism is used 10 gelâ copy of tlìe frÌe.

thåt a client no longer needs a givcn True FiIe.) Ihis mechanism consulß the cache server and uses the
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IìeqÌrcsl lììrc Filc rcmote mcchânism lo makc a local copy, Whcncvcr a påthnâmc is lrâvcrscd, thc Get Files ir
efecLively loÂding tbe cache. Dìrectory oPerating syslem mechânism is used, ånd when il

The Groom Cache background mecha¡ism flrìshes the encounteß a frozen di¡ectory, i1 uses lhe Expând Frozeo

cache, removing lbe leasl-recently-uscd frles fiom the cacbe DirecÌory primiliv€ mechânism

clienr's True Fil-e regislry. While a frle is being modifred on 5 A frozeo diectory can b€ coPied from ooe pâlhname lo

â câche client, rhe iocf Cache aDd Update õacb" remo¡e anothe.r .efficie nlly- nÌerely by copyiog iLs True Name The

mechanisms pievent other clients from iryiog ro morlify tbe loqv r-jle 
9¡e11tioe 

system mecbanism is ùsed to copy a

same frle, Irozcn olfcclory.

In operarion, when the syst€m is being ùsed to cacbe data Thus iljs possible to eficiently creale copies of different

ilems, rhe probreûs or mainrâinins *"¡""ä.u'åiïi" , :llÌ:.1"..:1^"^ :lj:^"1:1-' ^'Ï:1?".:|"-*s 
a record or its

avorded. ' nls¡ory (ncncc a vcrsroo control svsrcm¡.

ro access a cache aûd to nu ir rrom irs 
Trve.:. 

a.kel o 
",li:t::il':i*T,iåiJå:ilåì*i'.:jäl;i:'ï::iffi:reqùired to identify the data item desired. Ordinarily.lhe key such as a disketle or CD-ROM. 

".lhe 
invcntory is inilepen-

is a name or address (iD this câse, il would be lhe palhoame denl ofolher properries of the clata items such ãs their náme,
ofa lìle). If the data associatcd with such â kcy is chaoged, r5 localioo. and'daie of crealion.
the clienL's cåche becomes incoDsistenl; when tbe cache The InvenLory Éxisting DirccLory cxtende(l mecbånism
clicnl rcfcrs to thåt nåme, it will retrieve the wroDg dala. In provides a way ío create lrue File Rigistry entries tor all of
order lo màintåin câche consíslency il is necessary 10 notily the files in a directory. One use of rhis inventory is âs a way
every clienl immedialely whenever a change occurs on the to preload a True File registry witb backup record irfor-
server. 20 mation. 'lhose nles io the regislry (such ¿ìs previously

By using an €mbodiûenl of the pr€seol invenlion, the installed software) whicb are on the volumes inventoried
cache key uniqùely identites the data it repr€senls. When need nol be backed up oDto olber volumes.

the data associated with a oâûe chânges, the key itself The lovenlory Reûovablô, Reâd-only Fil€s exlended
changes. 1Ìrus, when a cache clicnt wishcs to åccess the mechanism not only dclclmincs Lhc Truc Nâmcs for the ûles
modiÊed dala åssociated wiLh â given ñle name, il will use 2s on the mediùm, büt àLso records direclory entries for each

a n€wkey (the True Name of the new frle) ralher lhan the key flle in a frozen direclory structure. By copying and modi-
ro thc okl lìle conlents iB ils cache. Th€ chenL will always fying this direclory, it is Dossibl€ lo creîL€ an on line palch,
request lhe conect datâ, ând the old datâ in ils cache wilÌ be or sûåll modiflcation of an exisling read'ooly Âle. For
e\€ntually aged and flushed by lhe Groom Cache back- exâmple, ir is possible lo cre¿Ìte ao online representation of
ground mechanism. :o a modifred CD-ROM, süch thâl the ùomodified Êles are

Because it is Dot necessâry to irnûediately notify clienls actually on the CD-ROM, and only Lhe modified flles are

wher changes on the cache server occur, the presenl ìnven- online.
rion m¿ìkcs il possiblc for a single server to suppoll a rnuch In operation,lho system tracks possession ofspecific data

largc¡ number of clienls than is olherwis€ possible. items âccording to conlenl by owner, jndepcndenl oI the
In operation, the systeû âulomåtically archives data items 35 name, date, or other properties of the daLa ilem, and tracks

as they âre creâted o¡ modiûcd. Afler a ûle is crealed or lhe uses of speciflc dâtå items ¿ìnd 1ìles by content for
modifred, the Close File operating sysrem mechanism cre- accounling purposes. Using the Track for Accounling Pur-
ates ån audit tle record, wbrch is eventuÂlly processed by poses extended mechanism provides â way to know reliably
the Process Audit File Enlry pnmitive mechanism. This which files have læen stored on a system or trâûsmitted from
mcchanism uscs thc Nc\¡ True File primitive mechanism for +o onc sysLcm to another.
any file which is newly cr€åted, which in turn üses th€ True NamÈs in Relatiotal and Object-Orieoted Dalabases
Mirror True File backgroûnd mechânism if thc Truc File is Although thc prcfcrrcd cobodimcnl of this invcnlion hås

i¡ â mirrored orarchived region. l'his mechÂûism causesone been presenLod rn the conlext of ¿ Iìls sysLem, thc inventioo
or more copies of the new frle to be ûìâde on remote of True Names would l¡e equally vâÌìrabìc in a relâtionaÌ or
processors. 45 objecL-orienled d¡ìlabase. A relatioDal or object-orienled

In operatioD, tbe syslem cân eñciently record and pre- dalabase system using T¡ue Nâmes would have similar
serve any collection of datâ items. The Freeze Directory benelìts 10 lbose of the frle s!,stem employing the iweûtion.
primilive mechanism creares aTrue File wbich identifies all For instance, such â datalrase would permit efficient elimi-
ofthc filcs in thc di¡cctory åDd irs subordiDales. Becâuse this nation of duplicatc rccords, supporl a cacho for rccords,
True File includes Lhe True Nåmes of ils consrilüenls, it 50 simplily tbe process oI maintaining cache consistency, pro-
repres€nß the exact conlents of the di¡eclory lree åt the lime vide location-independent access lo records, maintain
it was lrozen. 'lhe frozen directory can be copied wiLh its iìrchives and hislories o[ records, ånd synchronize wiLh

compo¡enß preserved, distâût or disconûecled syslems oa dalabases.

The Acquire True File remoLe mechanisû (used in mir- The mechÂnisms desc.ibed åbove cån be easily modiñed
(oring and archiviDg) preserves the dir€cfory t¡ôe st¡ìrclùre 55 !o s€rve i¡ such a database environmenl. Tbe Truc Naûe
b), ensu¡ing tbåt all of the component segments aDd True registry would be ùsed as å repository ofdalabase records.
Files ln a compound data item are actuâìly copied to a All.eferences to records would b() viâ thc True Name ofthe
remote system. Of course, no transfer is necessary for dåla record. (The Local Dir€ctory Dxtensions lâble is an exâmple
items alrcâdy in lhe regislry ot tbe remole system- of a primary ind€x thâl ùses the Tme Name as the unique

Io operation, lbe system cân efrciently mal(e a copy of oo identiûe¡ of the desired records.)
âny colleclion of dala ilems, to support â version conrrol ln such a database, the operarions of inserling, updaling,
mechânism for groups of the data iems. and deleliûg recorals would be implemented by frist assimi-

the Fre€ze Direclory primitive mechanism is used to låLing records inlo tbe registry, and then ùpdating a primary
creãte a collection of data ilems. The consrituent fil€s and key index to map the key of (he record to lts contents by
segmenls ref€rred to by lhe frozen di¡ectory are mairìraiÌìed ó5 using the True Nârne ås å poinler to lbe contents.
in the regislry, witlìoùt any need to make copies of the The mecbanisms descnbed io the prelerrcd embodiment,
constiruerìls each time the directory is froze¡. or similar rnechanisms, u'ould be emplo,\,ed in such a
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systcm. Thcsc mccbanisms could iûclude, for oxamplc, lbc
mechanisms for calcuÌatiog true nâmes, assimilaling,
locating, realizing, deleting, copying, and moving True
Files, for mirroriog True Files, for mâintaining â cache of
True Files, for grooming True Files, and orher mechânrsms 5

b¿sed on the use of substÂnliålly unique identifrers.
While Lhe iDventioo bas beeD described in conneclion

witb wbâ! is prcscntly considcred lo be the most pr¿ctical
and preferred embodi¡renß, it is to be undeßlood that the
invenrion is nol ro be limiled ro rhe disclosed cmbodiment, -^
but on thc coûlråry. is intc¡dcd to covcr various modifica- ¡u

tions and eqüivaleDt arrangements included within the spirìt
and scope of the appended claims.

'ly'hal is cÌaimed is:
l. ln a d¿ta processing svstem. ¿n åpp¿rrÂrus comprisiog:
identity meÂns fo. delermiDirìg, tì'r any of a plurality of 15

datå items presenl i¡ the system, a substânlially ùniq e

identifrer, the ideûtifror being determined using and
depending on âll of the dalâ in the dala ilem ând only
the data in the data itcm, whereby lwo identical data
items iD lhe system will hâve lhe sÂm€ identifer; ¿rnd 20

existencc means for dctermìning whether a parliculârdalâ
item js presenl in the syslem, by oxamining lhe iden-
dûers of the plurality of dâta items.

2. An cpparrtus as in ukim l, further comprising:
local exislence neans for determining rvhether ao 25

inslaDca of a palicular dâ14 itcm is present aL å par.
ticular location in the syst€m, bâsed on the identifier of
!h€ data item.

3. A¡ apparalus as in claim 2, wherein each locâlion
contains a àìstinct plurality of data itenrs, ancl wherein saicl 30

local exislence meâns determirìes whelher a parlicular data
item is presenl al a palrcular locaLion in Lhe syslem by
examining tbe idenlifrersofthe plurãlity ofdâLa items åt sâicl
pårticular locålioo in the system.

4, An âpparalus as in cúim 2, fù¡tber comprising: 15

data ¡-ssocialing means for making and maintÂining, for a

dålå itom in the syslem, an associâlion bclwccn thc dât¿r

item ånd the identifìer of the clat:| iLem; ancl

access meãns for accessing a pÂrticular d¡ìla item using 
40

the identifrer of the data item.
5. Arì apparalus as in claim 2, lurtber comprising:
duplicalion means for copying ã dala ilcm frorn a sourcc

to a destination in the data processrng syslem, by
providiog said destination with the dala jtem oDly if il a5
is d€termined ùsing the dau identilier rhât lhe dala ilem
is not present at the deslinatior.

6. An apparrtus as i¡ claim 4, further comprising:
assimilation means tbr Âssimilaling â new dâta item into

tb€ s)slEm, said assimilation means invoking said 50

idcotity mcaos to dctcrmine the identifìer of the new
data iLem a¡d iDvoking said dâla associating means to
associate the Dew data item ,rith irs identifier.

7. An rpp¡rcrus ås in claim 4, furrber comprising:
düplication means lbr duplicating â data ilem from å s5

source location to å desrinÀlion location iD th€ data
processing sys(cm, bâscd on lhc idcnrifrcr of the data
item, said duplication rneans invoking said local exisl-
cnce means to determine whether an instance of the
data item is pres€nt àt the dcstinâlion location, and 60

invokiDg said access means to provide said deslination
\\.iLh lhe data item only il said local exisleoc€ meaEs
delermiDes tlìat no i¡stance of the dâla ilern is pres€nt
å1 the dcstinalion.

L A¡ apparalus as in clarm ?, lurtber comprising: Òs

backup means for making copies of data ilems in the

system, said backup meaDs maintaining a backup

40
rccord of idcrìliÂcrs of dåta itcms backcd up, and
iovoking duplicalion means to copy only those data
items whose data identiflers ar€ nol recorded in the
bachìp record.

9. Ar åppåràtus as in claim 8, further comprising:

rccovcry meåns for retricving a dala itcm previously
bâcked up by såid backup means, bâsed on the identi-
fler of the dala item, said recovery úeaûs ùsi¡g the
bacl:ùp record to identity the data item, änd invoki¡g
access r¡ealìs to retrieve the dala item.

10. An Âppârâlus âs in clâim 2, wherein a localion is a

compuler among a Dglwork of computers, the apparâtus
further comprisi¡g:

remole exislence mea¡s for delermining whelher a daLå

item is present at â remole location in the system from
å cuûent localion in lbe syslcm, based on Lhe id€ntilier
of the data item, said renlote locâtion usi¡g locÀl
existence meåns ål the remote locâtion lo delermine
whether the dalâ item is present a! th€ r€mote localion,
and providing rhe curreûl localion with ân indication of
the pres€nce of lhe datâ item at the remot€ location.

11. A-o apparatus as in claim 4, whcreiû a locâlion is a

compule¡ åmoDg å network of computers, lbe apparãtus
further cor¡prising:

rcqucsting mcâns for rcqucsting a data ìtem at a current
localioD iD the syslem from a (cmote location in the
system, based on thc idcûrifrcr of thc daLa itcm, såid
remote location usioB access mearrs â1 the remote
location to obtain the data ilem and to s€nd it 10 the
curr€nt location iI il is presenl.

12. AJ) âpparatus ¿s io claim l. further comprisiog:

coDlcxt mcâns for making and mainlaini¡g a contcxl
association between al le¿st one conlcxtùal name of a

dala ilem in lbe sysleÐ and the idcndncr of lhc datÂ

item; and

referencing means for obtaining the identiñer of a datâ
item io the syslem given a contextual name fbr the data
i!em, ùsing said contexl association.

13. An appârâurs as ir claim I2. furtbcr comprising:

ässignmenl meâns for åssigdng â dålâ ilem to a co¡tex-
tìral name, invoking sâid identity môans to determine
rhe idenlifier of the data item, ¿nd invoking sâld context
means to make or modif,\, the context associalion
belween the conlexLì¡ål ûame of the dâla item and th€

identifier of the dâta item.
14. An apparatus ¿s iD claim.12- ñrrthcr comprisi0g:

dirlâ åssociâling means for making iìnd maintaining, for â

dala item in the syslem, an association betweeD lhe data
jtem ã¡d the identifler of the dåtâ item;

acc€ss means for accessing a particùlar data ilem usi¡g
thc idcntiîer of the particular da(a ilcm; and

contexLual Dame åccess meåns for accessrDg a data ilem in
the systern for â given contexl ûaße of the data item,
determining the da{â ideDtilìer âssocialed with lhe
giveo contexl name, and invoking said access means lo
access the datâ ilcrn using thc dalâ idcûtifrcr

15. An alparalus a\ in cl¿im I l. lurther comprising:

transpårent åccess means for accessing a data item from
one ofseveral locations, ùsing Lbe iderìliûer of lhe datâ
ilem, said lraDspareDt accass meaDs invoking said local
exisEnce meâûs to detcrmine if the pånicular data item
is present at the cürreot locâtion, and, in the case when
úe particular dala item is Dol present at the current
locatioo, rnvoking said requesting means 10 oblain tbe
dala item ftom a remote localion,
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[6. An apparalus as in claim 15, furlhcr comprising

item from â source localion lo a destinalion locâlion
17. Ar åppåra¡us as in claim 15. furlher conprising:

42
rcqucsting with å pårlicular dala rdcnljtìcr, 10 conûrm

is the sâme data ilem ¡s the dâlå item requesled, lhe
verilying meâûs invoki¡g ¡he ideDtity mc¡rns Lo deter'

idenljlìer copy meaûs for copying an idenlifcr ot â dâtâ Lhât Lhe dÂlâ item oblained tiom lhe requesling meaos

conlext ûleåns for måldng åDd måinlâi¡j¡g a contexl 5 ûine the dala idenlifier of the obkjned dâlå item, and
Âssôciâlion between a contexlìral namc oIâ dâla ilcm jn 

comparing the delermined clala ideotiîer with the par-
the system âod the idenli-ûer of the dxtâ ilem: dcul'ar claä idenriñer ¡o verify the obrained data item.

co¡textcopy means for copyi¡g a datÂitem from a source 24. An appâratus ås in claim 2, wherein a locatio¡ is åt
IocÀl¡o0badesliDaIionlocalion'givcnlhecootextUal'
name of rhe dara ilem, by 

"opyi"g "ìrv 

-ti""iãåiäii 
,o Ì"1tt on" otl ttorage localion âtd a processing location' ând

associâlion between rbe conlexlùat ùäíii"i "lJ'iúì 
'" whe¡cLn a storäge location is âl leasl one oI ä d¡ìtå slorage

dâta identifier from the *ur"" to""rioo io i¡" ãÀrin"- device and å dåta storage volume, ¿nd wherein â processing

rion location; and locâtion is ât least one of å data processor and a cornputer.

rransparont rcfcrencing mcans for obraining a dârâ itcm 25 An apParalus âs in clåim 3, wherein at leasl some of
f¡om one of severãl locations Lbe sysiem given â r. said datå itcms âre compound data items, each compound
contextual name for rbe dâla il€m, said lransparenl data ilem incÌuding at leasl some compoDeot dala ilems it â

referencing means lDvokjng sÂid context associâlion 10 ûxer1 si-quence, and wherein th€ jderìLiLy me¿rûs determùres
delermine the data ideDtifer of a datâ item given a úe idenlifier ofâ compoìrncl dalå ifem bâsed oo the identifier
conlcxtual name, and invokiDg sâid trårlsparenl access of eåch component dâta ilem of lhe compound data item.
meâns lCì âccess the dâtÂ item from one of scveral .n 26. An âppâr¡rus:rs in claim 3, futher comprising:
locations given the identifrer of the data item. " coDtexr âssocialing means for making and rnaintåining a

18. A¡ âpparatus ¿s in claim 1, wherein iìt leasl somr ú[ cootexr associr-tion, Ior any dara item in the systei,
said data items are compound data ileûs, eåch compound between tbe idenrifier of the data irem and at least one
d al a i tem rnclud ing al ìeâsl some componen L d âtä.ilems in a coDlextual namc of thc dat â iLcm å t a particular location
fixed sequence. and wherein Lbe ideolily means delermines ,s in the svstcm:
lhc idcnlilìcr of â compoun.l clata itcm bascd on cach
compononL dara ilem ot rhe compound d;tâï; " *-' meiÏ l:r g9liilins Lhe identifrer of â dâtâ item io the

19. A¡ appararus as in ct,tm tt, wlcrcirisìiá"iompouna tvtl:t,g'::i : contexlüål nåme for the dârâ item al a

. . ,-._ .. - D¿rticùlar ìocalion in lbe slstemi ånJrlâl¡ rlems 1¡e ¡lcs ån(l sâr¡l comDonenl oàt¡ rlems îre
segments, and wherein the idenlily means derermines the "n 

logical coÞv.means for associaling the data identifler

iclãndûer of a nle basecl on rhc idenliner of cäcb (i¡rla " corresponding lo â conLextual name at a source localiorì

segmenr of the âle. wilh â contexlual nâme ât â deslinatìon locatioû in the
-20. 

An apparalìrs ås in clâim lE, wherein sârd compound dald processing system'

dålâ itcms ;; clûeclories aDd said component data ireÀs urc 27. An apparatus as i0 claim 25, wherein said compound

filcs or subordioåto direclorics, ând whcrein the identily .. dxl¡ ilems are files and said comPonent daLÂ ileús are

means rle term ines the identiñerofa given rìirecrory basecJ on " segm€nls. ând wherein the idenlity means delennines the

each ûle and subordinare directory-wirhin rhe given <ìirec- idcnli6cr of å 6lc bâsed on the idenlilicr of cach data

rory. segmenl ol lhe fil€

á1. An apparafus as io clâim 11, futher comprising: 28. An apparatûs as in clâiûl25, further comprising:

oteans for aclve isiúg å data ilem from å locårioo in rhe ,, compoünd copy meâns for copyiog a dalâ ilem froû a

syslem to at leasl ole olher loc¿ttion io lhe syslem. sricl '" source localion to a destinalion locâtion in th€ data

ûreans for advertrsing providing eåch of said at leasl processing system, said compoùnd copy meâ¡s invok_

onc olhcl localion with the dat; idcnti6er of tho datâ ingsaid local exisLônce me¿tns 10 determine wh€ther the

item, anci provjding the clala ilem to only tbose loca- dala ilem isprcscnt al tbc dcstinalion, aod to dctclminc,

tions of said othe¡ locatioDs thal reqùest said d å item a{ '}'hen (he dala item is a compound dâlÀ item, rÀ'hether

in respoDse 10 said providing. lhe componenl dala items of the compound dala item

22. Al ipparatus as in claim 18, furrher comprising: are prescnl al the destination, an¿l providing s¿ìid des_

local exisreDce meaos for determining wherhe; a pårLicu- tinalion wilh th€ dala iLem only if said local existence

lâr d å tå item is presen t al â pâltid lar locado; in rhe me ans determ ines thâ1 the dâl â item is not presenl ât the

system, based on the ideotifi;f of lhc claLa irem; rnd io desrinîrion. åod pfoviding saìd deslnation wirh each

compoufìd copy means for copying a datå item from â componcnt dalå ilcmonly ilsaid localexistcncc mcans

source to a^áesdnation in the data processing system, determiDes lhat the component daLâ item is not preseDt

sard compound copy means involong srid locrl exisl- 
^^¿tl, 

thc clcstÚallon'

enc€ means lo dele¡mine whether 
-the 

dala ilem is 29.4¡äpparatusasioaDyolcl¿rmsl-2S,whereinadata

presenl åt the cleslinalion, aod to delefmiDe, when the 55 ile.m- ß ål leasl one of å file' a datâbase fecord' a messâge'

àata item is a cornPouod datå item, rvhether thc com' 
_ 

a.d:ì(å segmenl' a data block' â direclory' and a¡ iDstance ân

ponc¡l dala itemi of Lhc compound data ilcm arc object class. 
-

;resenl at the desrination, anrl pinuiáing iaid clestinu- 30 4 melhod of-ideDtifying Â datâ ilem Present in a dât¿r

iio¡ rvitb the dara item only if said lãcal existence processing syste m for subseque¡t access to the data ìtem' the

me¿ì¡s cietermines thåt thedala iLemis Dolpr€sent aL Lhe 60 metbod comprisirìg:

destioation, ând ploviding said dgstinâdón with each delermining a substânlially u¡ique identifrer for Lh€ dåta

component dara iiem only if said local existence means item, the ideDtifier depending on and beiûg determiD€d

deteimines that tbe component data item is ûol preseDt using all of the dâlå i¡ the data item and only the datâ

at the deslination. iû thedata item,whereby lwo idenlical datå items in the

æ. An appåratus as in claim 11, furtber comprising: 65 system will have lhe same identilìer; and

mcans for verirying the integrily of a data iGm obtained åcc€ssjn8 a dala ilem in the syslem ùsìûg the identifier of
ftom the requesLìng means in responsô to providi¡g lhe tbe dala item.
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31. A method as in clâim 30, fufther compnsing:

making and mairitâining, for a plurality of da1à i{ems
prcscnt in thc system, ån ¡ssocialion bctwecn cÂch of
the d¡ta items anLl Lhe i(ìeûtilor oI each o[ Lhe dâta
items, wherein said accessjng â dåtâ item accesses a 5

dål¿ì iLem viå Lhe association.
32. A method as in clâim .31, funber comprising:

assimilating a new datâ item inlo the system, by deler-
mining the identifrer of tbe new data item aBd associ-
adûg ahe new dala item with jls identiñer. 10

33. Amethod for duplicating a given datâ item pres€nt ¿l

a source location to a dcslinatioo localion in a dâla process-

iDg system, the melhod comprising:
determrning a sùbsrânliâlly unique idenlifierlbrlhe given,.

data ilúm,l|e ideltifìer clepcnJing on and being rleter- ''
mincd ùsing åll ofrhe data in lhc dâtâ itcm Ând only the

data in Lhe dâLå il€m, whereby lwo idcnlicål data il€ms
i¡ the system will håve the same identifrer;

derermining. using rh( dal¡ identifi.r. w¡ìethùr lhc datå ,o

item is present âr the deslinålion localioni ¿nd

bas€d on the determining whelher the data fem rs pr€sent,
providiDg the destinåLion location with the dåtâ item
only if the data item is not pres€nt at the destinâtion.

34. A metbod as in claim 33, wherein the given data item ,5
is a compound data item having â plurâlity of compooenl
dala ircms, rhc mclhod fudbcr comprising:

fol each data item of the component data items,
obrâining ùe componeot dâLa idcntiôer of the datâ iler¡

by determining a substanlially ìrnique identifier for 30
tbe dåtâ item, the idenlilìer depeDding on ånd being
delermined ùsing â11 of lhe dala in the data item and

ooly 1bc dâta ir tbc dåta item, whereby two idcntical
dåta items in the syslem will bâve the same ideDti-
fier; 3s

deLermining, using lhe obt¿incd componenl Llala

identifrer, whether the data rt€m is presenL at the

desLinâlion; ând
based on the determining, providing th€ desliDatioo

wilh tbe data fern onl], ifthc dala item is nol present ao
ât the destinaLioû.

35. A mctbod for dclcrmining whelhcr a particular data
ilem is preseot in a dilta processing system, tbe method
comprising:

(Ð for each dalâ ilem of a plurahly of data ilems p¡esenl 45

in the syslem,
(i) determining a substa¡tially unique idenlifrer for the

dåta itcm, thc ider¡liñer dcpetding on and being
deterr¡ined using all of the data io the dâtâ item and
oDly fhe daLâ in the dala ilem, whereby two idenlical 50

dalâ items in the system will have the same identi-
fier; ând

(ii) mâking and maintaìoiog â set of identiflers of the
plurality of dãta iteûs; ând

(B) for the parlicular datÂ item, 55

(i) ctetermining a parlicùlar substanlially uDique iden-
rijìer for the dåla item, tbe idenlilìer depending on
and beiog determined ùsirìg all ofthc data in the data
ilem aod only the data in the dålâ item, whereby 1wo

identical dåta items iD the s!,stem will have the same 60

identiûer; and
(ii) determining wheth€r the particulår idenliñer is in

¡be ser of datâ iteûs.
36. A melhod of båcking up, of a plùrality of datâ ilems

pres€nL in â data processing system, dâ14 iems modiâ€d 65

since a previous backup time in the dalå processrog system,
the ñethod comprising:

44
(A) maintaining a backùp rccord of idcntificrs of datâ

items backed up ål tbe previoùs backùp time; aod

(B) for cach ol the plurålity of data iterDs prcsent in thc
da1ä proccssing syslem,
(i) determiDiDg a substantially ùûique identifrer for the

dât¿ì ilem, lhe idenliûer depending on ånd beiDg
delermin€d ìrsing âll of the data in the data item and
only the dâta iû fbe dÂta item, whereby two identical
dâta items iD the systern will have th€ same identi-
frer;

(ii) determiDing tbose data itemsofthe plurality ofdata
itcros whose identiflers are not in lhc backup record;
ând

(iii) bâsed on the determiniog, copi¡g only those data
items wbose datå identities âre ool recorded in lhe
backup record.

37. A metbod ¿s io claim J6. fu her comprisiog.

recording in the bacl:up record the identifrers of ùos€ dala
ilems copied in said copying.

38. A nìelhod of locåting a particular dala ilem åt ¿t

location in a datâ proccssing syslom, the mcthod compris-
ing:

(A) determining â substantially uDique identifrer for the
data item, the id€ntifrer depending on and being deter-
mincd using all ofthe data in lhc dâlâ item and only the
datâ iû th€ data item, whereby two identicâl data ilems
in the syslem will have the same identiâer;

(B) requesling the particular data item by sending the data
identifrer ofthe data item from the reqùester locatio¡ to
at leasl one location oI â plurâIity ofprovider locâtiofìs
in the system; and

(C) on at least some of the provider locâtions,
(â) for eâch dâtå item of å plurality ofdÂta items at the

provider locations,
(i) determining â substaûtially ùnique idenlifrer for the

data item, the idcotilìer dcpendiDg on ånd bcing
dete¡mined ùsing all of the dåta in the data ilem ând
oDly oD lhe data in tbe dala ilem, wbereby lwo
identical data items iD tbe system will have lhe same
idenlifier; and

(ii) makiDg and ûâintai¡iog a s€t of ide¡tifrers of data
itcms,

(l)) determining, based oo the set ofidenlitìers, whether
the dåta item correspondiog 10 the requested dâLa

identilier is prcseDt ât tbe provider localion; and

(c) based on the determining, when the provider loca-
lion determiDes thal the pârticulår dåta ilem is
present at lbe p¡ovider localion, Botifying lhe
requesbr that thc provider has a copy of thc givco
dala i1em.

39. The method oI claim J8, fuflhcr comprisiog:
(a) for each data item of a plurality of dÀlå ilems presenl

â1 said provider locåtioDs,
naking aûd maintaining ao association between the

dala item and the idenlifier of the datÂ ilem,
(b) in responsc to said ûotifying, said clienl locâtioo

copying said data item from one of sâid responding
remote locations, using said association to access th€

data item given Lhe dalâ ideûti-ûer
40. A metbod of locatiog a paficular dala ilem Âmong å

plùrality oflocations, each of the localio¡rs having â plurality
of dala ilems, the method comprisiog:

dele¡mining, for tbe particìrlardata item and for each dâta
item of the plurality of data iteûs, a subslanlially
unìque idenlifier for the datå item, lbe identifier
depending oD aDd beiog determined using all of the
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dala in lho dala item and onìy lhe dala in thc d¿la item,
wbereby two identicâl dâta items in the syslem will
have the saûe identifrer; ard

determining tbe presence of the parlicular data item in
each of the pluraìiry of localions by determiniog 5

\¡r'helhcr lhe idcntifier of thc partidrlâr datâ itcm is
present åt eåcb of lbc locâtioDs-

41. The method of cìaim 30, wherein said ¿ccessiDg
fùrlher compdses: for â giveû dâtâ idertifler ånd for a giv€n
cùrreDt location and a remole locatioE in the system: l0

delerminiDg whether the dala ilem correspoDding to the
given data ideûtifrer is prcseût at tbe currenl location,
and

bäscd on såid J(tcrmiDing, il säid Llrla ilcm is tot prcs€nt .
al lbe current location, fetching lhe dala ilem from a -

remote localion in the syslem to the currcnl localion,
42. Tbe metbod of clåim 41, furlber comprisi¡g:
for eÂch conlex1ùal name at a localion,

making ând maìntaining a conlexl association betweeû 
"o

the context name of a data tlem aod lhe identifler of
said data item, and wheo some cortext associalion
chång€s at såid cùrren{ locatioD, and

notiffng said remote localioD of a modificatioo to the
context associalion. zs

4J. Thc mcthod oI claim 42. frrrrhcr comprisjng:

¿ìt s,rd remote locârion, üpd.rtrng the associåtion betw{rcn
lhe coolexual identifie. of the data item a¡d lbe iden-
lilìer of the data item.

44. The merhod of clâim 43. furher comprising: Jo

from said rcmolc locåtior, notifying âll other locåtions
thaL sâid dåtâ ilem hâs been moclifÌed, by p¡ovidj¡g the
contextual identifrer ând dala identifrer ofsâid data item
to said olher locahons.

45. The method of claim 44, further comprising, al €åch 35

locaLion noliûed thal the data item has been modified:

modifying an association Llelweeo the contexlual identi-
Êer of tbe dalå ilem and the dara identiÊe¡ of lbe data
il€m, lo record Lhat th€ dala ilern hås been modi[ed.

46. A method of måintâining at least a predetermined 40

number of copies of a given dala item in a dala processing

46
systcm, al diffcrcot locÂtioos in thc dålâ proccssing systcm,
the data processiog sysleù being one wherein data is iden-
tifred by å subslånliâlly unique identiner, lhe identiûer
depending on and being delermioed ùsir¡g all of the dâtâ in
the dala ilem and ooly lhe dåla in the daLa irem, whereby rwo
identicâl datå ilems in the system will have the same
identi6er, and wherein any data rlem i¡ the system may be
accessed using only the idcnliÂer of the dala item, the
method comprising:

(i) sendirg, from a frrsl locâlion i¡ lhe system, the datâ
identi6er ofthe given da1â ilem to other locationsin the
system; ånd

(ii) in response to thc scnding, åt cach of the othor
locations,

(A) delermining whelher lhe dalâ ifem corresponding to
the data idenlilìer is present al the other locarion, and
based oD the determining, a¡d

(B) informing the flrst localion whether the data item is
present at the olher location; and

(üi) in respoose to the informing fÍom the other locations,
ât the Ârst locåtion,

(ÐdeterminiDg whether the data ircm ispres€ot in at leasl
the pred€termined nufnber ofother locatiorìs, and based
on the determùing,

(B) when less than th€ p.edetermined number of oLher
Ìocalioos hâvc â copy of tbc dÂLa jtcm, rcqucstingsomc
loc.ìlioos Lbal do not havc ä copy oflhc daLä item make
a coPy of the data ilem.

47. Amethod as in claim 46, wherein said step (iü) fìrlber
comprises:

(C) when more than the predelermined number of otber
localions have a copy of the data item preseûl, request-
ing somc locâlions lbât do hâve a copy oflhe dåta item
presenl delete Lhe copy of Lbe dâtå ilem.

48. A mclhod âs in Âny of clâims 3{H5, 46 arrd 47,
wherein said data iter¡s are al least one of a file, a dalâbase
record, a message, a dala segment, a dala block, a direclory,
iìûd an irstance oI ¿ìn objecL class.


