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IDENTIFYING 
^ND 

RtrQUESTING D^I IN physical dcvice' or rhc likc) arc ålways defrncd rclalive 10 â

NtrTWORK USING IDBÑffffPnS WgICff specifrc-context For inslance, the Âle jdenlifred by a par-
- 

Ãñ¡, saSnO ON CONTENTS ói DATA ticular file name cao only b€ delermined when the rürectory

conlâining the iìle (the contexl) is k¡own Tbe 6le identiAed

ThisisâclivisionofapplicationscrNo0s,/960,079,5byapalhn¿mecâobedeterminedonlywhenthe6lesystem
nt"ã ó"t. zq, fsq, no* u.ô. p"t. No.5,qlg,791 frlerj ocr. (conlexl) is known Similarly, lhe addresses in a process

ã+, æol *¡l¿ is a continuatioE of scr' Ñá osi+:s,roo, åddress-sPâce, the kcys in a dalabåse lable'or domâin names

frI;d 
^pr. 

11, 1995, ûow abÂndorÌed. on a global computcr nel\rork such as the Intcrûet are

meaningful onìy becaùs€ they are spocified relalive to a

B^CKCROUND OF THE Iltt\€NTION 10 conlext.

1. Field of lhe Inventioo ln prìor nrt systems for identifying dala iteñs thore is to

rhis invenrion relares ro dala processins s},s,cms and. +îîlJ*'lîÏ:T:::tiil,fåtåiåli'"üt"lt"''"i,ilårlii;
more particulârly, 1() dala processiog syslem_s wìerern då1å Jin"."nt ¿oru irems. ân¿l two ditr€rent dala oames in the
ilems ârc idcolificd by subståntially ùniquo idcntitierswhrctl rr ."." ;""i"*tnluu r"f", 1o rhc såme dârâ ilem.
depend on all of the data in the dala ilems and only on lhe 

rì .¿¿,r¡o, tr"."r*" t¡er€ is ûo correlation belween aalålâ
data in lhe dÂta items.

2 Background or rhe r'venhon ::i,i#lJi: irÏJ::","t"",:fiJÏ!iil'il:;":i:ååir':
Data processing (DP) systems, compulers, oelworks o[ .]utu nrm". Foiinslance, ù a DP system, if one processor

compùlers, or tbe likc, Lt?ically oficr uscrs and Programs 20 reqüesF that another processor delivel a data item with å

varìous ways to rdentify lhe dala in tbe syslems given data name, the reqüesting processor cannot, in

Users typically identifydatå io lbe dat a processing system gene.al, verify lhar tbe data delivered is the coûeca data

by giving'the ,i"r" *o'i fìr.. of name. For example,__a (given only Lhc namc). Therelorc il may require lurtber

rypiË"l oi.rrring rytt.. (OS) on a compuler provides a frle - pìocessing, typically on the pafl oflhe requestor, to verify

"'vstcm 
in wtricÌr ãara items arc named by alphânumcric 15 ih¡t the ¡lat¡ item it has obtaioed is, ìn fact, lhe item it

iáendñers. Programs typicälly identify data rn the da1å reqùested
processing systcm using a localion or address For cxamplc. A commoo operxtion in ¿ DP system is adding a new data

r program may iclcntify.t record in ä nle or ¡lâl birsc by using irem lo lbe system. When a new datå iLem is added to the

aìecõrd number rvhich serves to locate thal rccord -- syslem, a nåme cân be assigned to ilonlyby updatiDg lhe

Ilr all bùt the mosL primitive operaliog systcms' uters and tu 
côntexL io which names are deñned Thùs such systeÍ¡s

progrârns are able to create and use collections of named rcquirc a ccntrâlized mechanism for thc ûaDagcmenl of
àotí it"ms, Lhese collections themselves berng oamecl by names. Such a mechanism is required even in a mì¡lti-

ralenti6ers. These nåmed collectioDs can then, lhemselves, processing system wheD dâla items are crealed ¿ìnd idenlifred

Lle måde pall of otber nameal collections. L-or example, :rn ,. irr s.pa(rte proecssors in distißct loc¡ìtions, ¿lnd in which

oS may p'rovide mechanisms 10 group flles (data ilems) inlo rt tbere-is no óther nced for communication when dala items

direcbries (collections). These directorics can tbcn, !hem- ârc added.

selves be made parL of othor dircctories A d¡ìta ilEm nlay ln m¡ny dxla processing syslems or eovironments, data

thus be identified relative 10 these nesled directories using a irems rre trrnslerr€¿ belwecn dinerent locâtio¡s iD the

sequenceofnames,oraso-cålledpaLhname.lvhjchdclìncs.,n sysLem. These locârions mây be processors in the data

¿ tâth lhroùgh the directories to a parlicùlar dâta jtem (lìle -" piocessiog system. slorage devices, memory, or the like For

or direclory) example, one processor mây oblain Â data iteû ftom atolher

As ånolher example, adatabâse maDagemenl system rÐay proccssof of f¡om an extemai storâgc devicc, such âs å

group dala records (dâtâ items) into lables and then group lìoppy disk, a d may incorporate thåL data item ioto its

ärese tal¡les into database files (collections). The coúplele ,. syirem (using rhe name provided wlth thal dala item).

âddress of any data record caD thet be spec¡fied using lhe However, when a processor (or some location) oblains a

database lile name, the table nâme, and tbe record number ol data item ftom aoother location i¡ the DP system, il is

lhal data record. possible that Lhis obtained data item is alreâdy present io the

other €xamples of identifying data fems inclüde: identi- system (€itber at the location of lhe processor or at some

fvins frles irì a network 6le sysrim, identifying objccls ln ân 50 oLher locaLion åccessibl€ by lhe processor) and lherefore â

ã't j.?r-nri.nr"a database. id;ndf.ving ìmageJ in an image duplicate of the datå item is created This sitùation is

daiabase, and identifying articles in â lext database. comúon in a nelwork dâta processiDg environmenl wlÌere

In general, the terms',ãata', and,,¿lalâ item" as used berein proprietary softwarc products are inslalled ftom_ffoppy disks

,"f".î*qu"o."" of biß. Thus a dâta irem may bo thc oûtò several processors shanng â common fil€ server. In

contenS oI a tìle, a portion oI a [le, a puge in m"âory, on 55 thes! syslems, it is ofLen the case (hal the same Product will

ãÈ¡".ii" * .u;J", å¡"nred prograá, i aigir^t -"r*!", a 
-- 

be insulled o¡ several sysrems, so rhar severâl copi€s of

dilital scannedimage, a parL ofã vicleo orìudio signal, or each Iìle will reside on the commoD frle server.

â;y other eDtity wh¿h can be represented b1' a sequence of ID some data processiDg syslems in rvhich several pro-

biis The term "data processing" herein retèrs to the pro- cessors âre connecled in a ûelwork, oDe systeû isdesignated

cessing of dâtâ items, and is sometimes dependenl orì lbe 60 ås a cache server !o maintai¡ master copies of data items'

,yp" oif duto ilcm being processcd For cxamPle, â dala and olher systems â¡e desigMted ås cache clienß to copy

påcesso. for a digitÀt imâge may differ from a dala pro- local coPies of the ûaster data items into alocalcache on an

iessor for an aucJiã signal. 
- 

âs-need¿d basis. Before using ¿ cached item, a câche clienl

Inâilofthepriordâlâproce¡isingSystemsthenâmesormlìsteilherreloâd1hecâchedilem,beinformedofchanges
iaendfiers proriaea rc idÉnrify datã ilems (Lhe data items 65 lo lhe cacbed ilem, or confrrm thât the mâster ilem corre'

û"lngit"r, ¿;""tori"., ,""o,Á in the database, objecls in slondinglolhe cachedirem h¿-snot changed.In otherwords,

;j;; ;;;;,"d p."gtáûing, locaLions io m".ory o, oo u icache clìent must synchronize ils dala iteûs wilh tbose on
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rhc cåchc scrvcr. This syncbrooizalion måy in\rclvc rcloåd-
ing dâla items oolo thc cache client. The need lo keeP the

cache synchrooized or reloâd it adds signifrcaot overhead to

existiDg caching mechânisms.

ln view of tbe äbove âûd oth€r problems wilh prior art 5

syster¡s, it is thereforc dcsirablc lo havc a mechânism which
allows eäch procassor in a mulliprocessor system lo deter-

mire a common âDd substantially unique ideûtifler for a dala

ilern, using only the dâLa in lbe då14 ilem aud not relying on

åny sort of conrcxt. 1o

It is fufher desirable to have a mechanism for reducing
multiple copies ofdata items in â dala processi ng system ând

to hâvc å mechanisû which cnables the idcntmcation of
idenlicäl dnla lrcms so äs lo rÉrluce muhiplc copies ll js 

-

further desirable to delcrmine whelher lwo inslances of a r)

dâla ilem are in f¿ìct the såme data ilem, and 10 perform

vaious otlìer systems' funclions aDd applications on datå

i¡erDs without reling on any contexl infofmalioo or proP-

elies of the dala item-

11 is âlso d€siråble lo provide such a mech¿nism in such 
20

a way âs to make il trânsparenl to users of the dala

processing system, and it is desirablc th¿l a singlc mecha-

nisú be used to åddress each of the problems described

âbove. 25

SUMMARY OF THE INVENTION

This invenrron provides, in a dala Processing system, a

melhod and appârâtus for identirying a datâ item in the

system, wbere the rd€ntity of the dälâ item depends on all of 30
the dåtain the data Ìtern ånd oDIy on the data in the data item.
'I'hus lhe identity of a dâla item is independeDl of its name,

origio, ¡ocalion, åddress, or other informalion tol derivable
directly trom the dåla, and depends ooly on the dalå ilself

This invenlion furlherprovides an apparånrs and a method 35

for d€termining whether a particular dâla ilem is prcsent in
the system or a1 a localion in lhe system, by examining only
rhc dalå idenlitics of a plurality of data iteús

Using lhe mcthod or åpParåtus of lhe presenl lnvention.
ús cmciencv and inlcgrity of a data Processing system can 40

be improved. The present jnvenlion improves the design and

operatioo of å data storage syslem, 6lc system, rclalional
database, objecl-oriented dalab¿se, or the like thal slor€s a

plurality ofdaLå it€ms, by mâking possible or improving the

design and operatioû of a1 leâst some or all of tbe following a5

leatures:

th€ system slores aL mosl one copy of any datâ item at a

given locatioE, even when muhiple data names ìn the

system refer to the same conlents;

thè syslem âvoids copying data ùom soùrce to destinâlion s0

locations wben the destìnation locålions aheådy hâv€

Lhe data;

the syslem provi¿les traDspârenl access to anydata iteû by

relerence only lo iß idenlily aod i¡depeodent of ils ..
prcscot localioû. whclbcr il bc locâI, remolc- or ofilinc: "

the syslem caches dala ilems from a server, so thâl ooly
the most recentìy accessed data items need be retained;

when the sysLem is being used lo cache datâ items,
problems of mâinlåining câche consislency are 60

awoided;

the syslem mainlaits â desired level ofreduDdancy ofdata
items in a nelwork of servers, to prolect agains! failùr€
by cnsuriog thâl muhìpie copics of the data iLcms are

presenl at differeût localions in tbe syslcm; 65

the system automatically archives datÂ iteûìs as they are

created or modifred:

4
thc sysleûì providos the sizc, âge, and locåLion of groÙps

of dalâ items io order to decide wllether they can bE

safely reúoved from a local frle system;

lhe sysrcm can emciently record and presen'e any col'
lectio¡ of dala ilems;

rbe systcm caD officicnlly make a copy of any collection
of dåtã items, to sûpport å version co¡trol m€cbanism

for groups of lhe data items;

lhe system ca! pubìish data ilems, allowing other, Possi-
bly ânonymous. syslems in a nelwork ln gain åccess lo

lhe data items and to rely on lhe availability of ùe data

items;

lhe system can maintain â local j¡veDtoÐ, of all the dâta

items located on a given removable medium, such as å

disketle or CD-ROM, the inventory is indePendenl of
othcr properties of thc data items such as lhcir name,

localion, and dale of creâtion;

the system allows closely relat€d sels of dâta ilems, such

ås matchiûg or codesponding djrectories oo discon-
nected computers, to be periodically resynchronized
with one anolher;

th€ syslem caD verify that data rotrieved fiom anotheÍ

location is the desi¡ed or roquested data, usiDg only thc

data ideûLiûer us€d to retrieve the daLa;

Lbe sysleû cân p¡ove possession ofspeciñc dala iteÛs by

conlenlwithouL disclosing th€ conl€nt oflhe data items,

for purposes of 141€r Iegâl verjncâdon arìd to provide
anonymity;

the system tracks possessioD ofspecifrcdalå rt€ms âccord-

ing to contenl by owner, iodependent oflhe nâme, dale,

or olherproperLies ofthe dala item, and tracks the uses

of speciñc data items and frIes by contenl for åccoùol'
ing purposes.

Other objecls, feâtures, and chåracteristics of tlle Presenl
rnve¡tion as well ås tbe melhods of operalion ând functions
of the related elemenls of sl.uctur€, and tlìe combination of
parts ând economies of manufaclure, will lJecome more

apparenl upoD considcråtion of the following desc.iPtion
and the appended clåims wilh reference to lhe accompâny-

irìg drawings, all of which form a part of this specifìcation

BRIEF DESCRIPT1ON OF THE DRAWINGS

Þ-IGS. 1(a) and 1(å) depicl â Lypical d¡La processrng

system in which a preferred embodiment of the presenl

invention operâtes;

FIG. 2 depicls a hierârchy of data ilems stored al any

locaLion in such å dala proccssing sysrem:

FIGS. 3-9 depicl data slrucLùres used lo implement an

embodiment of the present iDvention; and

FIGS. 10(a)-28 arc flow charts dcpicting oPcråtion of
vârious asp€cls oI the preseot invenLion.

DETA]LED DESCRIPTION OF THE
PRESENTLY PREFERRED EXEMPI-ARY

EMRODIMENTS

A¡ embodiment otlhe presenl invention ìs now desqibed
with refereDce to a typical data processiog system 100,
r¡¡bicb, with refercncc to FIGS- 1(a) and 1(b), inclùdes one

or more processors (or computers) 102 aod varioùs storage

deviccs 104 co¡nectcd in some way, for examplc by a bus

106.

Each processor 102 includes a CPU 108, a memory 110

and ooe or mor€ local storage devices 112. The CPU 108,

memory 110, aod locâl slorage dcvice 112 may be inlernalìy
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conncctcd, for examplc by a bus 114. Each proccssor 102 proccssor 102 in lbc systcm, â mcmory of a pârticular

may also include oih.r ãetrices (not show;), sùcb âs a processor' a storage device, a removable slorage medium

keyboard, a display, a prinler, a¡d ìhe üke. (such ås â flopPy disk or compact disk), or any other physical

In a clâlå processing system 100, wherein more tb¿rn one location in lhe syslem The tefm "1ocÂ1" with ¡esDecl to a

processor 10) isusedjhát is, in a multiprocesso¡ sysfem,lh€ 5 particular.processor 102 refers to lhe memory and slorage

p.o"""*o -"y be ìn one of various relrtionships. For devices of lhal particular Processor'

ixample, lwo processors 102 may be in a clienl/server, In the following, the terms "Trüe Name", "dåtâ identity"

c[eniclient, oi a server/serve¡ relâtionship. These ioter- Ànd "dâla idendner" refer to the subslaûtially Ìrniqùe data

processor rolatioDships mây be dynaûic, chaDging depend- identi-âer for â pârLicular dalâ item The terrû "Tm€ File"
ing on particular sitr,rätions'and functions. Thus, a particulår 10 refers to the aclual frle, segmeDt, or dala ilem identifled by

processor 1(D may change its relalionship 10 otber proces- a True Nåme

sors as nccded, esscDlially setting up â peer'to-Pecr rclåtion- A file sysrem for â datÂ proc€ssing system 100 is oow
ship with o{her processors. [n a peer-to-peer r€talio¡shiP, dcscribed whicb is inlended lo work with an cxisting oPer-
sometimes a pârticular plocossor 102 åcts as a cl¡enl ¿tingsys(em by aùgmenling some of the operâting syslem's
prôcessor, whereâs åt other times the same processor åcß as t' file managemenl system codes. The embodimenl provided
a server processor. Iû other words, there is no hierarchy relies on thc standard ûle manôgemenl primitives lor actù'
imposed on or required of processors 102 ålly sloring to ånd relrieving dåta items Ûom disk, but uses

In a multiprocessor system, lh€ processors 102 may be rhe mechanisûs of the presenl invention to reference and

homogeneousor hetefogeneous, Fùnher, i¡ a mülliproc€ssor ^^ ¿ccess lhose data items.

data pìocessing system -[00, some or aI of the Proccssors " Th" p,o"."r"s 
"od 

mecha¡isms (services) provided in this
102 may be disconûccled ftom the Detwork o f processo rs for embo{iimcrt are grouped inlo the following c.rtegories:
periods of lime. Sùch discoDnection may he parl of lh€ primitive mechanismi, operating system mechanisms,
normâl operation of the syslem 100 or ìt m ay be because å i. more mecha n isms, background mecha nisms, ând exlended
particul¿r processor 102 is in need ol repair. .. mechan¡sms.

Withjn Â dÂta proccssing system 100, lhe dâlâ may be - primitive mcchanisms providc fundamcntål capabrlirics
organized lo form å hierârchy oI dâtå slorage sl(menLs usÈcl to support olh€r meciranisms. The following primitive
wherein lower level dala slorage elemenß are comblned to mechÂnisms are dcscribed:
form higher level elemenls. lhis hiera rchlt ci n consisl o f,, [o r 

1 . CÂlculale 
.I rue N am e;

exâmple, processors. 6le systems. regions, direclories. daLâ .^ - :-- ._ - 
- _^

fìles, Lgáens, and ine üká. For exaãple, wirh reference to l0 2 Assimilâle nala Item;

FIG. 2,-ihe datå items on a Pârticular processor 102 may be 3 New True File;

organized or sLructu¡ed as a ûle syste¡n 116 which corûprises 4- Ge! True Name from Patb;
rsgions 11?, each of which comprises direclories 118. eacb 5. Link path lo True Name;
ofwbicb can conlåiû olher dircclories 118 or 6l¡rs 120. Each

rìre 120 being made up 
"r """ ". 

."." u",; :;;.;";ï;: " : ::il'^Jl1' :'n 
nom l-ocation;

I¡ a lypicâl data proce..iog 
"y"t"-, 

.o-" oål of 1h""" 7 l-ocate Remole File;

elementi can be namecl by usirs given certain implementâ- I Mâke True File Local;

tion specinc naming mnvenlions,lhe name (orpalhname) of 9 CreÂte Scrâtch File;

an elemeDr being relative lo a context. In lhe contexl of I a! 10 Fr€ezc DirEclory;
dala processing system 100, a pathnarn€ is fully spe c ified b y 11. Expä nd Frozen Dircctory;
a processo¡ name, a frlesystem name, â s€queoce ot zero.or 12, Delete l'rue File;

ffiiå'Jïii: ?tï":iii1i:'äi'"1¡ìi::'i[iï'Ë'':"å,: ]l :1"-::*^1t-1,1-1" """'
"""" "rg."nt" 

1à2, 
""nnot 

be named by users-) 
^. 

14 ljegrn uroomlng;

ln o-ther words, a 6le system 116 is a colleclion oI " 15 Selecl For RËmoval; and

directories 118. Adirectory 118 is a collection ofnamed files 16 End Grooming

120-borh datâ frles 120;Dd other direcrory liles 11t. Alìle Operating syslem mecbanisms provide lwical familiâr

120 is â named data iteû which is eithef ¿ data file (wbich flle system mechanisfrs, wbile majntaining the dâta slruc-

may be siúple or compound) or a ¿lilectory 6lc 118 4 {o lur¿s requir(l lo. ofer tbe mechåDlsms oI the' preseDt

siríple Âle 1)0 coosists of a'single d¿tâ seément 122. A -" invenlion. Operaling system mechaÍisms ar€ designed 
_lo

compound île 120 consisS of a sãquence of ãara segm"nrs åugme nl exisling oper¿ling systems, and in this way_to make

tii.'a aur^ ."g."nt 122 is a Âxei sequence of byies. An Lhe presenl invenlion compâtible v¡ilh, ând generally trans-

impotaor prop-ety of any ilata segmànt is its size, the pårcût 10, exisliûg applicalions. The following operâting

numO"r oftyies in rhe sequence. 5-r syslem mecha¡isnrs âre described:

A sì¡gle processor 102 may access one or more flle 1. Open File;
systems 116, and a single storage device 1M mây contain 2. Close File;
onc or morc fllc systems 116, orporlioDsofå frle syslcm 116 3. Read Frle;
For iostance, a frle syslem 116 may spân several storage 4. Wrile File;
devices 104.

In order 10 implemcnl conrrols in a rile sysrem, ñ1. .yr,.* 
uo 

: ::11""u,,']ï',o"*tttt
116 mây be divided inro ai.tio.r ."so*, *ii"ä;;.s"; : ::ev I]: ir Ytrec'orv;
is a unii of management and contðl. A region coosistsãf a T Move FiIe or Directory;

given directory 1-18 ând is identificd by the palhnåme (us€r 8- Get File Stalus; ând

defined) of the direcLory. 65 9. GeL Files in Directory

fn the following, ahe rerm ..location,,, wìth fespecl to å Remote m€châfìisms âre üsed by the operâting syslem in

data processing system 100, refers lo aDy of a parlicular responding to requcls ftom other Processors These mecha-
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nisms enabÌc thc capabilitics of thc presenl invention in â

peerlo-peer network mode of oPeratioD The follo$'ing
remote mechanisms are described:

1. l-oca te True Fileì

2. Reserve True Fiìe;

3. Request True Fil€;

4. Rcti¡e Trùc Filc;
5. Câncel Reservalion;

6. Acqüire True File;

7. Lock Câche;

8. Update Cache; ând

9. check ExpiratioD Dâte.
Bâckground mechantsms are intended 10 fun occasionâlly

ând al a low priority. Thes€ provide autom¡fed olanâgement

cÂpabililics wilh respccl 10 lbc presonlrìvoDtion. The fol_

lowing backgroùnd mechanisms åre descrihed:

1. Mirror True [ile;
2. Groom Region;

3. Check lor Expired Links; and

4. Verify Regioo; and

5. Groom Source List-
Exlended mechâ¡isms run \r'ithin applicatioD Programs

over thc opcraling systcm. Thcsc mechaDisms provido solu-
rions to speciflc problems and apPlications The following
extended mechânisms åre described:

1- lnvenlory Existing Direclory;

2. Invenlory Removable, Read-only Files;

3. Synchronize direclories;

4. Publish Region;

5. Retire Directory;

ó. ReaÌize Direclory Ât localion;

7. Verily True Frle;

L Trâck for âccorìnting purpos€s, ånd

9. Track for licensing purposes.

fhe flle system herein described mâintains sìrñcienl
informatioo lo provide â vâriety of mechanisms not ordi
nariiy oÍÌèred by an operating system, some of whicb âre

listed aDd described here. Various processing performed by

úis cmbodimenl of lhe prcscot invc¡tion will now bc

de,scril¡ed in greater detail
In some embodimenls, some files 120 in a daLå Processing

svstem 100 do nol hcve lrue Names because lbey have been

récentlv received or ctealed or modi6ed, and lbus lheir True

Names hâve not yet been compuled A flle lhat does nol yel

have a True Name is called a scratch frle The process of
âssioninp a Truc Nåcoc lo a 6lc is re[cncd lo as assimllâl¡on.
and-is dãscriued laler. No¡e lhal a scralch ñle may bå\'e a

uscr providcd oame.
Some of the processing perlbrmed by lhe present inven-

lioo can tåke place in a backgroìrnd mode or on a delay€d or
âs-needed basis. This background Processing ,s ùsed lo
determine inîormalion thål is nol imûediately reqùired by

úe system or $,hicb may Dever be required As ân example,

in some cases a scralcb frle js being changed at a rale grealel

than thc rare at which it is uscfullo detcrmine its True Namc

ln these cases, determining the True Nåme of the ûle can be

posrponed or perfo.med in the backgrouDd.

I
local 10 cåch proccssor 102 of Lhc systcm 100, or thcy can

resiile on only some o[ thc processors 102

The data sLruclures described are assumcd lo reside oo

in¿lividual pecr processoN 102 in the dat¡ proccsting sysle m
5 100. However, they cån also be shared by placing them on

â remole, shared frle server ([or insLance, in â local ârel
network of machines). In order 10 accoûmodale sharing data

structÌ¡res, il is Decessary tbat the processors âccessing lhe

shared dalâlrase use the âppropriâle locking tecbniqùes to
l0 eûsure that chânges to the shared dalabase do no! iDlerf€re

wilh one another bul are appropriatcly serializcd These

locking techoiques âre well uodersrcod by ordinarily skilled
pfogrammcrs of disrrrbulE(l a pp ti,jä t io ns

,. It is somel¡mes dcsir¿ble to allow some rcgions to bc local
'' Lo a particular processor 102 and other regions lo be shared

among processo.s 102. (Recall that å region is a unit of nle

systcm managcmcnt and coÛtrol consisting of a given dircc-
tory idenlined by the pathnâme of the dir€clortr) In the cas€

r¡ o[ local ând sharcd rcgioos, lhcrc would bc bolh locâl and-' 
sbaredversionsof cacb(¡alaslruclure Simpl( chångcstL'lhe
processes described below mìlst bô made to eûsure thât

ãppropriatedata sLructures ùe select€d forå given operalion

The local directory exte¡sions (LDE) table 124 is a data

?5 slnrclure .¿,hich provides iDtbrmatioû about nbs 120 and

di¡ecrories 118 in the dala processing sysLem 100. The local
directory oxlensions lable 124 is indcxcd by a pâthnamc or
conlextual nÂme (1hal is, a ùser provided name) o[ a lìle ¿rnd

inclucies the True Nâme for mosl frIes The information in
30 local direltory exlension table 124 is in ¿ddition to th¿ìt

provided by lhe native ûìe system of Lhe operâting system.

The lrue File r€gisrry (]'FR) 126 is a däta store for lisling
âctual dala il€mswhich have Truc Names,bolh flles Ì20 and

segmcnls t22. When such dala l¡ems occur in lhe ftue l'ilc
15 registry 126 they are knowo as frue Files Trur Files are

rdcntifrod in Trùe File rcgistry 126 by their 'IÌuc Namcs or
ideolrties. Tbe lâble Trìre File regislry 126 also slo¡es

localion, dependencl and migralion informalion aboul True
Files.

'- 
The region lable (RT) I28 defr¡es areas in lhe network

slorage which are lo be managed sep.ìratel)' Region table

128 defrnes the rules for access to ånd migralion of frles 120

among various regions wilh tbe loc¿ìl lìle system 116 Ând

4j remoLe Peer frle systems.

The sourcc lable (SÐ 130 is a list of lbe soùrces of True

Files olher than the current True Fil€ regislry 126 The

sourcc låble 130 includes lcmovablc volùmes ând remotc
processonj,

50 The audi( frlc (AÐ 132 is a list of records iûdicating
chânges to be made in local or rcmote ûles, thes€ changes lo

bc processed in background

'l'lìe âccoùDting Ìog (AL) 134 is a log of flle trânsâctioDs

55 used !o creåte accounling iDformation io a manog¡ which
preserves the identity of flles being tråcked indepeûdenl of
Lheir nãme or location.

The liccnse lablc (LI) 136 is a ìâblc idenlifying Êles,

which may only be ùsed by ilcensed users, in a manÛer
60 indepcndeol of Lhcir name or location, ând the ûscrs licenscd

to use them,

Dctailed Dcscriptions of the Dâlâ Structurcs

The foÌlowing dala srructures, srored in memory 110 of 65 The foltowing tåble summarizes the frelds of an local

on" nf n1or" piocessors 102 ar€ ùsecl to impleáeur the direclory extensions lâble enk,v, âs illustraled by r€cord 138

mechånisms dèscriberl herein. The dala struclures can be iD FIC 3

Dalâ Slruclures
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10 be storcd, iìccesscd ând migratcd iû diffcrcnt ways

Storâge policies are programmed in a confrgurable way

usiDg a sel of rules described belov

Each regroo tâbl€ rccord 142 ofregion table 128 includ€s
5 the ficlds <ìescribed in thc follo'¡¡ing tåble (with refercnco !o

FrG. s):
R€ion lD Lde¡riñes ùe region E which rlú 6le is con!âined'

lathrâme lhc ùser PrÕvrdcd rañe or co¡tcxluì nâne

ol the Âìe o¡ dirccrory, relari{e to lhe

,esioú in wbicb ir odtrs
True Nàúc lh. co PùÈd Tûc N¿ôe or 'dedirv oi rhe

Âle or directory' This Truc Ntmc is roL

almYs up to dale, ând il ß s€t lo n

specialv¡lùe when ã ñle is Nodiôed tnd
is lal€r recooPûted in lh. backgrotnd

Twe indi€t¡s whcrhe, rhe frle is â dao ñk or ¡ dircc@

sliat¡ rhê physicdl locarió. of rhc nle ú rhe

File ID ñle systeñ, snen no True Nane has beer
calcùlakd lor lhc Âle As noted above,

suuh a fiìe is dlled a scrdtch Âl€

Tíme ol Lhc last acccss linc to úis ñle llùis
Iasr 6le is a du€cto¡y, this is thc last

acc€s5 Lidc lo ary ñìc ir lhc di¡cctory.
'lìme ôt lhc lLnre ol last cha¡ge of lh6 ñle ll
last ùis nle is â directo¡t, !hß is rhe lßr
dodilication modúcation line of âry Êlc ir rhè dirccrorl
s¡te n¡a inoiúles (hct rht 6le Gnd if 

'his 
lk

b â d:teLlotY, rU ôl rB \ubord nde
ñleÐ [ave bech bacled uP on somc orher

systcm, ând n is therelorc salc Lo rcñÒvc thcñ
l¡cl nas i¡diøL€s wbethe¡ ã Iile is ìocked, that- 

is, ìr is bcine modincd b) the loml Pro_
cessor or a reriol€ Proe$or only oûc

Dróc*ror ray modilt o nle 1l x lìntr

sr/e ire lLll s2e oi roi' di c..orv (ì,luc'ns
rU suLE,din c ñkt, ;l ¡ll Éle. ir 1

were tùlly er?andcd and dùPliale¿ FÒr i
nìe Llìat is nor a düecrory lnìs is lhc

sizc of tbc ¡cLùal T¡ue File

Owncr l¡c idenLiLy ot th¿ ùser who oNns this

6lc, lor tcmu¡ting ard |ccnsc Lrîcking Pu1ios6'

Each recoral of the T¡ue File registry 126 hâs the ûelds

shown in lhe True t'iÌe regislry record 140 in l-lG 4 -fhe

True File rcgistry 126 consists of the dat¿ìbase describcd io
the table belãw as well Às the âctual Tnìe Files identili€d by

rhe Tme File IDs below

True Ncnrc comDdred TruP \âtF o¡ rdenti l oi rle ñle

coñpicascd coñPrßcd veßioñ o{ lhe Truc Filc

F:le iD nÈ! oe roed ibtead ot. ot iû tddi'ion to.

û¡ ü¡oúPrßscd vc6io¡ This ncld Providcs Ìhc

ide¡tity of Lhe aclul rep¡ese¡LatLoD ol lìre

cooPlesed ve6ún of tbe Êle

GroÒnn8 rentativc coùnl olhow mâty

delete counL rcferèrces h¡ve been seleded foÌ
del¿rior dlrinB a Sr@úi¡8 oPerátior'

T"ûe oi hsr nrost re@¡t dale ând tim€ the

conrcnt ot lhis ñlc aâs n€csscd
EÐiEtion dale and tinc afLct lvhich lhis Êlc

ñât tìc dclctcd bY thjs scncr'
Deócnd€ Droc6so¡ lDs ol oLhcr pÉLessors

";""...'" ;hich corrtin rere,erces ro rhis Toc File

louce ros sour@ ID(s) olzero o¡ ¡1oß sourc* ûonr
whic! rhis Âlc or dara itcn úav be Ét¡ieved

True File lD identily or disk læario¡ ol lhe actual Plvsicâl
rePre;raLio¡ ol úe Âìe or Âle segnênr It is

suñcie¡t to use a Âleran. in the r¿gislÌatior
ditecto¡y ol Lhe lrde¡ìyi¡s oPeElinc slsten Tfte

Truc Filc ID is âbscDt if thc ãcrual ñìc is not curcnll!
nr€rnL aL Lne eurent localion

tJsc coùñL ;umbc, of oLhc aords on rhis

Procser lvhLcn iderLfv this Îrue Frl¿

A region table 128, specified by a direclory pâttrname,

records storåge policies which allow frIes in lhe file syslem

Regior ID irleúalìy used ideDLifrd for lhis regior'
Âlc syslen on úe locãl procesot of
which this r€eion is â pan.
a paLhúñe Elative ro lhe rcgion Âle

sysLem which dcfir* lh€ losLion ol
rhis Ìcsior. Thc rcgioú @rsisß ol
all liles and düeclo¡ics suÙordindL€

LÕ rhis pathname. except Lhose i¡ a

reeion subordiaate lo Lhis Égion
zero o¡ more identifie6 ófProceso6
which are to lccp ùiror or a¡cbival

copies ol¿ll nles i¡ rh€ curent
reeio¡. Multipl¿ nüror PÌocesoß
can be den¡ed to foú a minor grouP

nlrbcr of copies of cacl Âlc ir rhis

¡eeion Lbat s¡osld be rerâi@d i¡ ¿ ni¡or grouP

speciñB $'hether this É8ioñ i3 loctl
to a sirgl€ prccesso.1Û2, slarod bY

svenl poce$oß 102 (if, for
instârcc, it Ésid6 on â sharcd Âie

seNe¡), or dâraced by ô remore Procesoi
thc migratio¡ policy Lo aPpl, to this
reBion. 

^ 
sirgle t€gio¡ ni8hL

paricipatc in scvcÉì policies Thc
polici(s e fouows (pÀanereß in
bÉcle6 rc spcciñed,s p ôf lhc PolicyÌ
regio¡ c a qched wesion Íonì
tp¡oc4so¡ IDÌ
reeion is a nrenìùe¡ of a nùror sei

def,ned by [proc6sor ID].
Ì€eion is Lo be archiv€d otr

tp¡ocssor ID]
reAion is þ b. backed uP locaìì!
b\ placins ¡es uopies Lû l(gion IDI
rceio¡ is rcad only trd nâY not bc

rceioo c públishcd ând er?ires on

ld"t"l.
Files i, rhis reCion should be conP¡èsed

A soùrce table 130 idenlifres a soùrce location for Tru€

Files. The soÌìrce table 130 is also used to idenlify clienl
pfocessors makÌfìg rgservatio¡s o¡ lhe cuÛent Processor'
Èach source record 1,14 of the source table 130 inclùdes the

fields summarized in lhe folìowiûg table, with reference to

FIG.6:

45

6i ãv":lâbll:L\ ßlibilnÌ ol rhe coûûeclion lo tlìis souÊe or
T",ê Fiì;' îìe irril¡bitits is used ¡o selec(

sou¡ce ID i¡r€naì idenLilicr used ro identitv a ParLol¿¡ souÍe'
L)?c ot sour@ loürior:

lypc R€nìovabìe SloÉge ¡'blùme

r¡cîì Regior
C.cùe Sen€r
MiÍôr GrouP sentr
CoopeútiYc Señer
Plbìßhi¡e Sercr
cliert
includes info¡natior abour Lne igbß of tlis P¡@essor'

righß such .s w¡ctùer iL cao âst thc locâl PócessÕÌ ro

slore dãlz iteris lor rL
ne¡sùrcncnt ofthc baddwidlh, ost, and

55



The audit file 132 is å lâbte of evenls ordered by

timeslåmp, each record 146 in audit Âle 132 inctuding the

ficlds summarized in thc following tåble (with lcfcrence to
FrG.7):

11

-continùed

froñ amo¡g *!eÉlposibìe $urces.
inloúatio! oD how lhe local pocgsor
is ro acces rhe sou¡ce. This úay be, for eaâdple,
the nânc of a rcnovÀblc stoÞgc volMe, or rlc
proc6sr ID â¡d ¡c8¡oo pat[ of a re8ion on å

orÈir¡l ),,¡anìc pâú ot the frìe in qùestior'
Opea'Lon whcÙrer lhe Âlc eâs cEalcd, rea4

w ten, copied or delel€d

Typ" spccifrcs whelhcr Lhc sÕù'cc is â nlc o, a dücclo'y
P¡oæssor ID ID of !ùe r€nole Pþqs¡ gcncr¿ti¡g

this cvcnt (ir not lool).
TinEsr¡up LinE a¡d dale ñle was closed tequired

o¡ly lo¡ rcc€sed/úodined ñ16).
Pârhranìc Nane of rh€ Âle Gequißd o¡ly ror rc¡ône)
True Naúe coDputed True Namc of lhe fle This is used

by remoLe stsrens to ñirþr ch¿n8es to the directory
¡nd is frlled in duNg bâckground ¡,ocesi¡g

dâtc olcnrry dîlc a¡d Liúc of this log cotry,
type of enrry Ent¡y ryp€s include dcar€ lile, delete ñlc, and rraNmil Âle

True Nrmc True N¡m¿ oldol¡ ner in qùesÌion

id€ntity of the ùscÌ ¡€sPonsible for Llis actio¡

True Nane T e Nañe ol ð dãr¡ iþm sùbjecr ro ìicense vÀ]idûtion

licensee id.nlLly of â lser auLhorize¡ to have âGes to thir objcc'

various other data slnìctures are employed on some or â11

o[ the processors 102 in the dåta processing syslem 100.

Eacb procesmr 102 has a global freeze lock (CFL) 152
(l-lc. l), whicb is used lo preveot syncbrcnizÂLioD elrors
when a directory is frozen or copied. A¡y processor 102 may
include a speciål årchive directory (SAD) 154 inlo which
directories may be copied for the purposes of archival. Aoy
processor 102 may include a special ûedia directory (SMD)
156, inlo which the direclories of removable volumes are

stored lo foÍn a media inventory. Each processor has a
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grooming lock 158, which is sct during a groomiog opora-

don. During this period the grooming delele counl of True

File registry eûlries 140 is âctive, and ûo True Files should

be deleted unril grooming is cornplele. While grooming is in

5 effect, grooming inforrnation includes a table of pathnaûes
selec@d for delelioD, and keeps lrack of the amount ofsPace
tlìal would be freed if all of the lìl€s were deleted.

Primitive Mechanisms

10 Tbe Ârst of the mecha¡isms provided by the presenl

inveDtioD, primitive mecha¡isms, are now described. The
mechanisms desc¡ibed here depend onuDderlying data man-
ageûenl mechanis¡s Lo create, copy, reåd, and delete data

iterns i¡ the True File registry 126, âs idenlifled by a True
15 File ID. Tbis supporl may be provided by ån underlyiDg

operåting syslem or disk storage månager.

The followitg primitive nechanisms are described:

1. Calqllâte True Name;

20 2. A.ssimilâte Data llem;
3. New Trùe FiIe;

4. Get True Nâme from Patb;

5. Link Path to True Name;

6. Reålize True File from I-ocâfion;

?. Locate Remole Fiie;

8. Makc îue File Locâl;

9. Creat€ Scratch File;
10. ¡-reeze Directory;

11. Expand Frozen Directory;

12. Delete True File;
13. Proccss Audit File Entry;

14. Begin Grooming;
15. Selecl For Remo\.al; aod

16. End Grooming.
I Câlculale 'liuc Name

A True Name is computed usiDg a functioû, MD, which
reduces Â dâla block B of arbitrary lenglh {o a relÂliveìy

40 small, fixed size idenlifrer, lhe True Name of the dala block,
such thal the True Name of the data block is virtually
guaraoteed þ represent the datablock B and only data Lrlock

B.
The lìrûclio¡ MD musl håve the lollowing proPerliqs:

o' 1. T'b" domain of thc function MD is the scl of all dala

items. The raoge of the funclion MD is the set of True

Names-

2. Th€ functioo MD musl Lake a dâta ilem of a.l)itrary

-- lerqth and reduce it to an inleger value in lhe raoge 0

" r" Ñ-1, wherc N is Lhe cä¡diûäì¡ty of lhc scr ol liu(
Naúes. That is, lor ân arbilrar!, Ieogtb dåta block B,
o=MD(B)<N.

3. The results of MD(B) ûusl be evenly and randomly

i5 distributed over the range oI N, iD such a way thiìl-_ 
simple or regular changes lo B âre virlually guarâoteed

ro produce a differenl value of MD(B).
4. 11 musl be computalionally difficult to find a difrerent

vålue B' sùch tbat MD(B)=MD(B').
60 5. The function MD(B) musl be efficiently compùted

A family of funclions with lhe above prope(ies âre the

so-cåled message digesl fuûctioDs, which are used i¡ digital
security syslems as techniques tìrr aùlhetliûcalion of dåtÂ

These functions (or algorithms) include MD4, MDs, and

6s slIA.
In th€ presently preferred embodimenls, eilher MDs or

SIIA is employed as the basis for the compulÀtion of True

Eåch record 1,fS of thc âccountiog log 1:14 records åÐ

evenl which mây lâter be used lo provide informåtion for
billing mecha¡isms. Each accounting log e¡try record 148

includes at least the informalioD sumûa¡ized in the follow-
ing rablc, with retèrence to FIG. 8:

Each record 150 of the license table 136 records a

relationship belween â licensable dåta item and the user

licens€d lo håve access !o il. Each license lable reco(d 150
i¡clùdcs thc ioformalion summ¿rized in thc following tâblo,
with reference lC) FIG. 9l
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Names. Whichcver of theso lwo messagc digcsr functions is itcm is a simplc or ¿ compound dåta itcrû (Slcp 5216) 
-nlbc

;;;ú¡,-ìh;i same tunction mìrsr be ;mployed on a ctala fem-is-a -simple dara irem, rhen compùte irs True Name

svsrem-wide basis. in step 5218 (using sleps 5212 ând 5214 described abowe)'
-ï l. -rÃbb to detìDe â tunc(ion havrng a unique otherivise p¿rtition the dâta item inlo segments (Step 5220)

*õrif*Ëach po".iUf" iDpul wh€n the flrmìrer ãf "I.*"nt" 
5 åûd assimilale eåch segme¡t (Sßp 5222) llf ,plT'-'tt:

in iire range ofihe functióo is smaller lbao the nùmber of mechanism, Assimilale a Dâtâ ftem, is descnbec, below).

"ì_"1"o," 
i" lo ¿"."1"- However, a cnìcial observation is compùli¡g tbe True Name of lhe segmeúl. Then creâte â¡

ùåt tbc ¿ctùal ¿låtå ilems that will be eúcouotercd in thc indiccl block consislitg of the compuled segmeDt True

o erarion of anv svsrem embo¿lying tbis invention form a Names (Step 5224). Arr iDdir€ct block is å datâ item which

,åivìprì.. ."ui, '"r 
"lt 

the possibie inpurs. 10 consisls of rbe seqùeûce of True Names of rhe segments.
-Á 

"åttioiog ""t 
ot a"ra ite;s is defirìed as a ser wherein, 'lhen, iD slep 5226, âssìmilate the iDdirect block and coûl-

to, on" o. Á'o." pairs x and y in the set, Mo(x)=Mo(y) pule its True Name Finally' replace the flDal thirty'1wo-(Ð

õ;"*-u zu*i"n '""rf"rming to rhe ."qnir"."itr fo. ùb bits of the resulting True Name (thåt is, th,e lenglh of the

-"ii "r""lv 
and raodomli distribul€ ils ourpurs, it is indirecl block) by-the length ûodulo 32 of th€ compound

poss;u1., by'fn"Liog rh" range ofLhc funcLion larlc cnough. rs dara iLcm {Stcp 5228). Tbc rcsull is lhc Truc N¡mc o[ thc

io make tbe probat ity arbìLrarily snlåll lhal åctual jnpuls compound dala ilem

"o"*n,"."¿ 
t thc oieration of' an embo¿iment of this Norc that the compound datå item may bc so large thât lhc

invenlion will form a iolJirling set. indirecl block oI segmenL lÌue Names is itsell â compound

To roushlv quaorifv the pro6ability of a collision, assùme dala ilem ln this case the mechânism is invoked r€cursively

,¡"i tfr".""rã ni .oré rhrn'23o storage cìevices in the world, 20 until only simple dâtâ items âre being processed ,
â;d that each storege device bas an-average of al mosr 2?o Both the ùs€ of segmetls and the attachment of å length

diferent dala items:Then there are at mos¡25o ctala rlems in to the True Nâme åre nol striclly reqùired in a sys]e_m ysilC

i¡" -àii¿. ii in" 
"*p"ß 

of MD range between o åûd 21*, the preseDt invention, bùt are cìrûe'tly consider€d desirabl€

it c^o b" d"mo*tar"d that thc p¡ob-abitiry of e collision is fcatDres in rhc prefeffcd embodimeDl.

aDDroximalely 1 in ?te. Detåjls on lhc lleriv:ìtion of these 25 2 'AssimilaLe Data Item

iiåüäüririy "ár".. "" found, for example, in P Iìlajolet aûd A mechanism^for assimilatiog â dala item (scratch file or

i. rra. oory*u, ,,Ran<1om Mapping SLaristics," ¿¿cl!/,? segmenr) inlo ä Iìle syslem, giv€n Lhe scrãlch ñle-lD 
_o[ 

rhe
'ñàii 

n cíurprÇ, srience q34iAdvlnces in ctyprobgy, clala item,_is oow described wirh reference ro FIG. 11. The
'Ëi*üipi:s; 

i-*"¿¡"gs, Springer-Verlag, pp izl-J54 purpos€ orthis mechanism is to âdd â given dalâ ilem (o the
- 

ñorJ',¡ut for some leï piefeied embãdim"ors of rhe ¡o Tnri File regislry 126. If the darâ item already exists in the

pr"*"ì i"r""ri"r, iñ"r proúabiliries of uniqueness may be True File registr), u6, rhis wilt be discovered and ùsed

ã".ep,"úI", ã"p""¿i"g Jn the types of a¡ipìicatioos anrl during thrs process' and the duplicale will be elimionled'

-""Ä^;rá, used. In"somc 
".úó¿l."nr" 

ii may âlso be Th;rcby the syslem storcs at mosL one copy of aoy da!å

u."f,rf Lu ¡0,n" more than one level of True Names, rvirh item or file by oonlenl, even when mulliple naúes refer þ
soûìe ofthe True Names having difie¡ent degrees ofùnique- 35 the same conteot'

n"... ii.u"¡ a scheme is rmp-lemenred, if is necessary ro !-irst, determrne the 'l'rue Name of lhe dala item cofre-

ensure tbar less unique True Nimes are not propagated in the sponding Lo lhe given scratch Fite ID using the Calculate

sysþm. Tme Name primitive mechanism (Slep 5230) Next' look fb¡

white the inv€ntion is rlescribed herein us¡Dg only the ån entqr for the True Name in the True File regislry 126

True Ñamc of a data item as the i¿lcndlìcr for thc dataltcm, a0 (Slep 5232) and delerminc whelhcr a Truc Nåmo enlry'

other Drefefred embodiments use laaqed, typecl, cât€gorizecl recoid 140, exists in the Tnìe File regisuy 126. lf the entry

;;;i^i"ifr;;;; ìr"r. 
".ã 

*" 
" 

õ*ui""ø" of b;th rhc record includcs a concsponding True Filc ID or comP_ressed

TrueNameåIldthelåg,tyPe'câlegoryofcl:ìssoflhedal¿llilelD(Step5237)'deletelbelìlewilhLhescratchF-ileID
it". u" on i¿"ntin".. Ë"uäpt"s of 

-*ón ."r.gorizarions are (Slep 5238). Otherwise store thô given 1.ue File lD in the

flles, direclories, anil segmìnts; exeqrlable files ând dala 15 enlry record (slep 5239)

nles, an¡ tne lit". ¡,xampies of classes are classes ofobjects If ilis delermrned (in step s232) thÂt no True Name entry

in an ãt¡ecL-orientea system. In such a system, a låwer €xrsLs in the Tru€ File regislry 126,1hen, in Slep S236,-create

J"gr"" oi 'I. " Name uniqueness is acccitable over the â new entrl, in-lbe T¡ue File registry 126 fof lbisTrue Name.

cn-tire unive¡se of dara items, as long as sufficicnt ùnique- Sct thc Truc Nâmc of the cntry to thc calculaled True Namc,

ness. is p.ouided per category oI datJirems_ This is b€cause 50 set the usc count for the new entry to one, storelhe given

i't *"ã" pr"ri¿" ån additionál level of uniq,t"ness. T¡ue File ID in the entry and set the olher flelds of the entry

A ñecianj"m for calculatiog ä 'lÌue Naûe given å datå as äppropriåle

item is now described, with ¡ðfercnce to F1GS l0(¿) ând Becâuse tbis procedure may lake some time to compute'

10(à). it is intended to run in backgroÙnd aftel å ûle hâs ceåsed to

Àiimple data item is a ¿lata ilem rÀ'bose size is less than 55 change. In tbe meantime, the frle is considered an unassimi_

a particular giveû siz€ (whìch must be deñned in each lated scrâtch lìle

D;licular im;lementålion of thc invenLion) fo delermine 3 New lruc File

ili î^" l¡""i. 
"i " "i.pie 

data irem, wiLh ráference to FIG. The New True File process is ìnvoked when processing

iolÃ n,., 
"ornout" 

r¡" MD ftncliun (described above) on the åudil ßle 132, mme time alter å True File has been

,¡ì'e1ì." .i;pìi ãr," item (srep s2l2). Tben app.nd to the Òo assimilared. (usinq rbe Assimilale Dâra trem pfimilive

iÀuTiiol fæ lit., tn" Uyre lèngth modulo 32 ofihe <htc item mechanism). Civen a locål direclory extensio¡s table enlry

tä"p sif+1. 1'¡" i"*fting 160--bitvalue is the True Name of record 13t in the local directory extensioos .^ble 124, lh€

the iimple'dara item. - New True File process cÂn provide the following steps (witb

À 
"oàpoun.l 

cìaLa item is one whose size is greater th a n reference 10 FI G. 12), dependi ng on how lhe locâ1 p rocessor

the particulâr given size of a simple dÀla item To delermine 65 is configùred:

i-t 
" 
ï.u" ¡¡r.Ë of un arbitrary (iimple or compound) data Fiß', in step 5238' examine tbe local directory extensions

irem. wirh reference to FIC . 1ó(ô), fi;sL deten¡i;e if tbe cl ata table enlry record 138 to delermine whelher the frle is locked



us 6,415,280 B1

15 16
byacachcscncr.Iflhnfilcjslockcd,thcnaddlheIDotlhc specificd_is.a plocrssor, thcn scnd a Rcquest'l'ruc File
cáche seiver to rhe dependeot processor lisr of rhe Tru€ File message (usingihe Request True File remote meú1"]:ry) ,:-

registry lable 126, å;d lhen senrl a oessage lo lhe cache lhe r(mole processor and wâil for a resPonse (Slep 5274) lf
s"-r.,e. io upd are the cache of the current proiessor u si ng lhe â n egalive respoûse is received or no reslonse js rece iv€d

upd¿te cache remote mechanism (step 242). 5 aflef a limeout period, this mcch¡nism fails. lf â positive
'lf desiretl, compress the True File (Srôp 5246), âûd, if response is r€ceived, enter lhe I'rue Èile reLumed in the'Irue

desired, mi(o¡ thè lrue Fil€ ùsing lhe Mirror'l'rue File File registry 126 (Slep 5276). (If th€ frle received was
background mcchanÈm (Stcp 5248). compresscd, cnler the Truc File ID in tho compressedFile ID
4. Get True Name fiom Patb field.)

The T¡ue Name of a file can be used lo identify a file by ,n If, on the other hand, iL is delermiúed in slep 5272 Lhal the
conlenls, to coDfrrm that a filc matches ils original contcnls. '" tocaiion specifred is not a processor, then, if necessary,
or to compare two ûles. The môchanism to gel a True Name reouest th; user or oDerator ro ûount lhe indicâted voìume
given the pathname of a file is now described wilh reference tsiep S27S). Then (Sìcp 5280) fìnd lhc in(licaled filc on rbe
rô FIG 13 sive; volume and assirnilate the flle using the Assimil¿te

Firsl, search tbe local direclory exlensirìns lahle 124 lor -- -.
rhe inriy record 138 wi*, rr'" cru'"o n",r,o,'å'.'ii åo'6ui{¡ '' .t#ä,T",1rå:îi[:"J;$iïï;"it f:r"'*:i: ri3::,åi
lftbepälhnüme isnot founr!, this process fäils and nù Irùe '_:'_:: "--.' :._
Name correspon¿lins ro rhe siven p",h#;:-;;¿:"¡i";; j31:1]l'fi:h-"i^',h:-lle on rhc volume rrnosuchfrlecan

derermine whether tËe local dìrectory extensions lable enlrv l)e round' lnrs mecnânrsm rârrs'

record 138 includes a Tru" Nrt" (sl"p Sziä): ;;;i;;il¿ Ar rhis poi¡l' whether or nol the localion is determined (in

mechanisrn's lask is corlplete. oth*;!;; ¡;;;;i;; to srep s272) to])e a lrocessor' if desìred' verify the True Fil€

wbether Lhe local dirccLory eitensions table entry record 138 (rn-steP sz^ð2)'

idendaes a directory (Síep 5254), and it sa; freeze the 7 
-l¡cate 

R€mole File

ãirecrory (Srep SZSq'0¡i primíi"e mechanism Freeze 'lhs mechanism âllows a procassor lo locale a frle o¡ d¿la

Oirectoiy ìs dåscriUei tàlow). iteû from a remoþ source of Trùe Files, when â specific

OtheÅue, io step 5258, assimilate ths [le (using 1¡',. '5 sou rce is u nk nown or ùnavailablo A clienl processor system

Assimilate Data lteå primiiite mechani".¡ ã"no.a U-y rft. may 
,ask 

onc of. sevcral or many sourccs whclher il can

ÞìÌe lD ûeld to generaLe its lÌue N:,rn" ,n.t 
"1.." 

it"ilru" supply a dat¿ ohjecl witb ¡ Siven True NarnE- Tlìe sleps to

Name in the locãl directory extensions entry reco¡d fhen ryll9tT ]ltt mec-bånism are âs follows (wilh reference to

return the True Name idenLified by the tcal clirectory ltcs l6(d) rnd 16(ó))

etlensions labL€ 124. 30 The clienl processor 102 uses lbe source lable 145 to

5. Link path ro lÌue Name seÌect one or more soùlce processors (Slep S2f,4) If no

The rnecbanism to link a paLh to ¿ True Name provides a soulce processor cao be found' the mechanisÛ fails Next'

way of crcaling a ocw direciory cntry record irlcritifying an lbe clieDl proccssor 102 broâdcåsts lo thc sclccted sources a

existing, assimila tecl ûIe. This úasic process ma y t" 'u"""¿ ru request lo locate 
,l 

he frle wilh tlìe give¡ True Na me ùsing the

.op¡ Ãou", aod renâme nles wilhoitr 
" 

n".ã ió lopy ,t"1, 35 Locrtc True filc rcmole mcchanism (Slep s286) The

conients. I.he mechanism lo link â palb to a True Ñáme is ftqu(st to localc m,ly be aügmented by ¿sldng Lo propagate

now describecl wib reference to FIG. 14. this requesl lo dislant servers The clieot p'ocessor thet

Firsl, if desired, contirm that theTmeName exisls locâlly Y:lll, f9'. ont.:t more servers to respond positively (step

by seaiching for it in the True Name registry or local s288)- AÍer a ll sefvers respond oegalively, or âfLer a rimeoül

àí""to.y, 
"*Ën"ions 

t"blc 135 (Slcp 5260) M-ost úscsofthis a0 period wilh no pos-itive response' the mechânism repeâts

mechanísm will require thisfoim áfvaliclarion. Nexr, search seìection.^(Siep 5284) Lo attemPt to ideotify altemative

for the patb in the local dirccrory cxrensions Lable 135 (stcp sourccs If any sclcctcd soÙrcc proccssor rosponds' is pro_

5262)_'Contìrm tha| rhe directo;y ooEraining rhe tìte namecl cessor ID is lhe resull oflhìs mechånism Store Lhe proc€ssor

in thJ parh already exis6 (S rep Si64). If rh;;åÀ"J fit" ir""lt lD 
-i 

n rbe sou rce neld of the True Iìile regisky e olry r€co¡d

"xist., 
d"l"t" rhe-Þ'ile using ihe Deíete True F-ile oper¡ling as 1'l0"of the givcn.True Name (SLep 5290)

systeÁ mechaoism (see beiow) (Step 5268). ff lhe source location of the True Name Is a differenl
'fh"n, 

".""," "n "à,ry.""ordià 
rbà lo""iâi.""tory "xL"o- 

processor or mediììm than lbe destinalioD (Slep S290r¡),

sions *rth the specifred path (step s270) ancl u¡áate the p"ll:T th- t follo'ir'ing steps:

enrf rccora ana'ortrcr a"iu 
"r*"toi". "" 

fållort, 6ll io th. (i) Look uP the Trùe File registry entry record 140 for the

Tmó Name Âeicl o[ rhc cntry *''tb the specili€d True Name; 50 correspondiog True Name, afld add tbe sourc€ ]ocation

incremenL lhe use count f;r the Trut File reqistry eot¡y lD lo the lisl of sources for the True Name (SteP

re.orJ l.to ol lhu (orresponding frue N¡mel n,rte wb.tbe¡ S290b): and

rbe enrry is a direcrory by reading Lhe True File ro see if it (ii) If the soufce is a publishing syslem, de_termine_the

contairs a tag (magic number) indicatiog that il represenls a expiration dâle orì the pubLishing syslem for the True

frozen clirectoiy (see also tÍe descriplion of the Freeze 55 Name a¡d add lhat to the list of sources lf the soùrce

DirecLory primiiive mechanism reg¡rrding the tag); and com- is nol a publishing sysLem, send a messâge lo re-serve

pute and ;r the olher fielcls oflhelocal ¿ireclot extensions lhe Trìre File on the sorìrce processor (S1ep S290c)

appropriatcly. lor instance, search the region lable 128 ro Source seleclior¡ in slep S2E4 ûây be based on oplimi_

ijËnrúy rhe iegion of rhe p¿ìtb, and scL the time o asl access zations involviûg geEeral availåbility of Lhe sourc€, access

and time of laif modifrctdon 10 the currert lime. 60 time, bandwidlh, and transmission cost, and jgnoring pre-

ó. Realize liue l'ile from Localion viously selected processo¡s which did nol respond in slep

This mechaDism is used to try to make a local copy of a 5288.
True File, given its True Nâme ånd lhe oame of a source 8. Make True File Locål

location (pr-ocessor or media) tbat måy conhin the True File. This mechanìsm is us€d wbe¡ a True Nâm€ is known and

ThismecÈanismis now clescribed wiih reference to FIG. 15.65 a locally accessible copy oflhe correspondiog 6le or datâ

First, ir slep S2?2, determine whelher th€ locadoo speci- ilem is required. This mechånism makes it possible to

flerì is a processor- If it is determined that the location åctually reâd the dala in å Tme File. The ûecbanism tåkes
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â True Namc ând relurns whcn lbcrc is â local, acccssiblc Otherwisc, iflhe usc counl in the corrcsponding Îuc File

coDv of rbe Toe File in the True File regisrry t2ö. Tbis rcgisrry enlfy record 140 is ool one (¡n slep s326), copy lhe

mËitlanism is desc ril¡ccl bc ¡e rvirh reference'io rhi florv chan l'ìle wilh lhe given T.ue File lD lo aoervscratcb ñle, using

o¡ FICS. 1?(í) and 17(å). rhe Re¿d Fite os mechånism and slore iß tìle ID in rhe local

ii"t, fooi i rtre 1.Àe ¡ite regisrr], 126 for a True File 5 clireclory extensions table e¡try record 138 (Step 5330), aod

entry record 140 for the correspãnding True Name (Step reduce the use counl for lhe True File by oDe. [f there is

S29i). jf no sucb entry is fouqà rhis -mechanism fails. tf insufrcient space to mâke a cÐPy, this mechanisú fails.

rbcre'is alrcâdy ÀTrucÉilcID for lhe enlry (Stcp 5294).lbis l0 Frleze Dircctory
mecha¡ism,s íask is complete. If there js a compressed frle Ttris m€chaûism freezes a directory in _orde¡ 10 calculate

i-n i"iif," ""rr' (Step S296), decompress the file corre- .¡ its True Nåme. Sinc€ tbe True Name of â directory is a

snondin! lo rhc-nle lb (Stco 5298) and storc thc dccom- " func¡ion of lhc 6lcs wilhin Lhe dircclory' they musl ool

pl."r.ã"nf. fO ;n rt. 
"nriy 1ètep 5300). This necha'jsm is change during lhe compùtation of the True Name of úe

iben complete. dire,ùtory. This mechanism r€quires the pathname ofå direc.

I[ lber¿ is no'IÌuo F-ile ID Ior the enrry (Srep 5294) änd tory to ireeze. 'I'tris mechanism is described with reference

¡hereisnocomuressedfilelDforlheenlrv(Slet5296),lhen ro flCS. 19(¡?) aod l9(ó).
càntinue searching lor the requestecl 6le.Ai thillimeirm¿y l5 In step 5332. add one lo the global freeze lock Then

b" o"""t u,y ru nãtify the us;r rhal rhe syslem is searching search the local direclory_€xlsns¡oD"s lablc 124.10 lìn{i eâcb

lbr the reqúesþd frle. subordinale datâ flle aod directory ottbe 
''ven 

dúeclorf and

If lhere are one or more soùrce IDs, lben select an orde. fte.ze each subordiDåte directory fouDd ulitg lhe Fre€ze

in which toiuempt to reålize thesoùr; ID (Srep 5304). The Direcbry primitive ûrechaûism (st€p 5334) Assimilate

ãia"i.uy U" bàsed on oprimizations invotving gereral ro eåch unassimilated data ûle in the directory using--the

availabitiiy of the source, åccess time, t¡andrvîih, aod Assimjlåle Dalâ lÍem primitivc mechaDism (Slep 5336)

rransmissiân cosl. For each soììrce in tbe or¿ler chosen, Then create a dâlå.item which begins with a lag or marker

realize the True File from the source location (using lhe (a magic numbe/') beioB auniquedata item iodicating thaf

Rcalize True Filc ftom Location primirivc mclnaÀÀ),înril this dala ilem is a ftozen direclory (Step 5337) Then list the

the True File is realized (sL€p 5306) tf ii-;-;;;ì;tl, ¡s fiÌe name.-and Tlj N'-" for each Êle in the curreût

conrinue wirh srep s2e¡. Ir oo uo*n,o,,..."ì"::ù;..,: 
- 

lJÏi,':.î,,:::lr 
tt,.'11.*il:1 

ilJ.".t;"i:i' ::['i"lj:l'frue Ëil(,uselbr Lucalc Remolc Iile primrlrl|j mechänrsm 'all."'--- .

;;,,;;;ii;n;t,ili.'ri" rsæpsi¡E'iiìiiì:i:;:d ff'*iîTî,ïå"i"1Íi[ii:'.i]JiidïÏå:':3iJi:1:
reâli7€ rhe Trùe File from rhe idenlifìed source locåtion Ând - il; à;;i; ¿r;i"¡ in ä"i S:rt. n 

" 
,"*uLringîrue Name

continue with step 5296. 30 i" t¡" l.,r" Name of the fiozen direcrory. Finãlly, subrr¿ct
9. Creale Scratch File oDe frcm úe global freeze lock (Srep 5344).

^ 
scr¿rtch copy of a file is requied wben å file is beinB t1. Expand Frãzen Direcrory

creatcd or is about ro bc modilìcd. Tbc scralch copy is íorcd I hs mechanism expaods a frozen direcrory in a given
in Ihc filc system ol lhe underlying operaling syslem Thc locarion. It rcquires a givco pa¡hnamc inlo lvhich to cxpand
scratch copy is evenlùally assimilated when the audit fìle ls the dircctory, ancl lhe True Name of the directory aDd is
record enlry 146 is processed by the Process Audit t'ile Eo try de,scribed with reference 1o FIG. 20.

primilive mechånism. Thjs Create Scratcb FìÌe mechânism First, in step 5346, make the True File wilh the given True

iequires a local clirectory exleûsions tabìe entry record 13E. Name local using tLìe Make True File Local primitive

wireû it succeeds, the l;câl direcrory exl€nsions tal)l€ entry mechânism- Then read each direrlory entry in the local Êle

rccord 13t conlains rhc scratch filc iD of a scralch fllc thal 40 cre.rt€¿ in step 5346 (Step 53'18) For each such directory

is not cont¡ined io the True Fite regislry 126 and lhat may entry, do the followi¡g:
be modifrcd. This mechanism is now clcscril¡cd wih rcfci- Create a tìll patbname using the given påtbname a¡d the

ence ro FIGS. 1t(.¡) and 18(ó). frle name of th€ entry (Step 5350); a¡d

Firsr determine ;hether the scratch file shoùld be a copy Ìink lhe crealed pålh 10 the True Name (Slep 5352) using

ofìir" 
"*l.r;"f 

i." Èile (SteP 5310). lf so, conlinue *,L ot - -the 
Li¡li Pa:q.!o Tru€ Naûe primitivc mechanism'

srep 5312. Orierwise, delermi;e whelher the iocâld¡reclory l2 D€lete True File

""t!*i-" t^Uf" 
"ot 

y.e.ora ffS ia"ntines an exJ"g iruL This mechâoism-deleles a reference lo aTrue Name The

File (Step 5316), ani if so, delete th" rÃ" iii" *'iig rh. underlying True Fiie is not r€mov€d from the True File

b;i"ù; i;"; Filá' primiLivc-mechanl.. 1si"p i:rs¡ it"n regislry.126"unless there åre ¡o additional retèrenc€s to the

create a n"*, empiy s.râtsh AIe ånd slor; its s"ro,"iÂ1" tO 50 nlE wjlh reference to FIG 21' lhis mechanism is performed

in the local direcioiy exrens¡oos table enlru record 138 (slep âs follows:

S32O¡. lt i" o'".huí1.- is then completei ' Il lhc global frceze lock is on' wâif ùntil the global freeze

If the local directory extensions râble enlry record 138 lo-ck is tumed.ofi(SteP 5354) This prevenls deleling-a True

idenLiñes a scratch tle iD (Step s312), rhen the;;ûy;ke;dy þìle while å d;ectory 'Ã/hich mighl refer to it is be-ing frozen

has a scratch file, so this o,€chaûism "u".."ãr. 
' 55 Next, 6 od tbe_ True File regislry entry record 140 given the

if the local di;ecbry exteDsions table emr)'record lJB True Naße (Step-S356) If the reference counl freld of the

iclentifies a True File (ú1$, and there is no ióe File lD for Tru€ File regislry 126 is greater tban z-ero' sùbtract onÉ f'om

irre True Fite (5312), ìneo á"t" t¡" r-" rii. i*oi *ing i¡. th" 
'"-r:::".t-", ::lllfl"ld 

(steP s358) If it is dctcrmined Gn

Uate frr" fite I-oát primiri'e mechanism 1Srcf SfZi.¡ ff step S360) thål lhe 
'eference 

count fiôld of the True File

there is strll no True Flle t¡, tnis mechanisÀ fa'ils. 60 registry entry record 140 is zcro' and if there are no

There is now â local True pite for rtts frt".lt i¡e use counr dependenl syslems lisLed in th€ True File rcgislry entry

iû the conespondi¡g True File regislry entry reco.d 140 is recordl40'1heo perform the following sleps:

;;" i¡õ $tt, ."tr" lne rme niË ro in rt¡e scratch flle tD (i) tf rhe Tfue File is â simple dara irem, lh€o delere the

of tÈ lc,cat airécrory extensions lable enlry record 138, and True File, otherwis€,

remove the True ¡il; regisrry entry recorcl 140 (S1ep 5328). óJ (ü) Gbe True File is a compound dâtâ item) for €ach True

(This slep makes rhe irue File into a scrarctr frte.) This Name io the data ilem, recursively delete lbe True File

àechanism's task is complete. corresponding to the True Name (Step 5362)'
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fiii) Rcmovc lhc frlc indicared by lhe True Fiìc ID and FIG. 25, for oach filc iû lhc list of fllcs selected for dcletion,
' 

compr€ssed lìle lD from rhe True File regisrry 126, ând cìelete the lìle (slep s396) and then unlock the globa¡

remóve the True File registry eDtry record 140 (Slep grooming lock (Slep 5398).

5 Operating System Mechanisms
s364)

13. Process Audil File Entry
fhis mechånism ryrromi¡ ta-stq *Hú 

^'.::^j:,1"-'1",9,Ì: The nexr of the mechânisms providecl by rhe prcsent
måin¡aiû information i¡ lhe loc¡ldirectory exleosrons lâble " -. "- " :-'
124 and True Filo rcgistry 126, but wbrchT;; ää;rã inveotioo' olerâting system ûech¿Disms' åre now describ€d

*¡il" itr" p.o""*-. líbusy doing more time-critical tasks. Tbe followiog operatiÛg system úechanisms are

Entries 142 in lhe audil ñle t32 should be processed at â .^ descril)ed:

backg.round priorily âs toDg as lbcre are cotrics lo bc " L OÞen Filel
procãssed. Wìth refe_rence lo FIC.22. lbe stePs for process- 

2. Ciosc Fitc;
iûg an entry âre as follows:..-'o"i"iriri" 

,rr" op"rutjon in tbe enlry 142 currenlly beiDg ' l:f 1u:'
ñrocessed {SleD Si6$. lf rbe oDeration indicares rhår a frle 4. Wrile File:
was created oirv;tten lSrep Sj66), lhen åssimilate the flle 15 5. Delete File or Directory;
using the 

^ssimilale 
Datà Ilem prlmiLive meclåDism (Step ó. Copy File or Directory;

5366), use lhe New True File priBirive .."h".ol.T_tl-9-" 
7. M;; File or Dire¿rory;

âddiLional desired Drocessine (sûch ås cache updale, : l" :.: , - -
;;;;;;;;;;i;i;'i,'er l"s,ip sjrs). -¿ '."o',¿ 

,ná s Get Fjle sråtus; and

newÍy 
"omputed 

Tme Name for lhe ale in the âudil ñle 20 9. Get Files in Directory'

record entrt (Step S3?0). 1. Open File
Otherwìse,'if rhe entiy being processed indicates thât a Amechaûism to open a nle is described witb relèrence to

compound claLa iem or c]irectory was copieal (or delete.d) FIGS. 26(¿r) and 26(å). This mechanism is gìven ås-inpul a

(Slc; 5376), ùen for cåcb comionent True Namo iD the pâthEarnc Â¡d the tlpc of access ¡cqÌÌircd for thc file (for

io.ioun.l il"r" it"rll u. direclory,;dd (orsubtr¿ct)oneto the 2s example, read,.r,/ri1e, read/write, creâte, etc.) and produces

use åount of the True lile regilrry entry record 140 corr€ - either the File ID of the file to be ope ned or ân isdicalion that

sponding ro rhe componenr'liue Ñame (Srep 5378). no _ûle sholrld 
^be 

opened. The local direclory extcnsion.s
' ln ull".ur"", for each parent dilectory of_th€ given âle, table record 138 ând region labÌe record 142 assotialed wiú

update thc size, lime;l bst åccess, an¿l time of lâst ùe opened lìle âre åssociated wilh tbe oPen lile for later use

moclifrcafion, aciorcJìng to the operation in the audit record 30 in olher processing functions which refer to lhe file, sùch as

(Srep 5379). read, v/rile, a¡d close
' N;te tlìaí the aùclit record is nor removed after procossing, Firsl, determine wheLher or not the nâmed lìle exists

büt is rclai¡ed for some reasonable period so thal it may bc locally by examinhg lhe local directory cxLcnsions lablc 124

used by the Syncbrorìize Drrcctory èxl€nded mechanism to 1() de[ermine whelber there is ¿ìn enlry corresponding lo thc

alow á c]iscon¡ecte¿ remole projessor to update its repre- 35 given palhname (step 5400). If il is determincd lhattbe 6l€

senhrion of the local syslem. nåfie does not exis! locally, then, using the âccess l!pe,

14'BeginGroomingdetermiûewbetberornolthelìlcisbeingcfeâtedbylhis
Thisimechanism makes iL possible to s€lect a sel of fìles op€ning process (Slep 5402). If the file is nol being created,

for removat aûd cletermine rhã overalt amount ofspace to be prohibit tho open (Slep 5404). If the file is being created,

recovcrcd. wilh fcfereoce to FIG 23, ñrsr vcrify lhal thc 40 crcÀlc a zerolcngth scratch frlc ùsing ân cûlry in local

glol)al grooming tock is currentlv unlocked (Step 5382). direclorv extensions lable 124 aod prodüce lhe scralch file

itrcn s"ì rhc gtà-Uat g.oomj¡g locl, scl rhe tolal amount of ID of this scratch frlc as the rcs'lt (Step 5406).

space lreerì d-uring g-roominf to z"ro and eDpty rhe list of lf, on lhe olher bând, it is del€rmin€d in step 5400 lbat the

fiìes selected for del;tion (sõp $84;. for eaci True File in flle name does exist locâlly, then dele.mine the r€gion in

ihe true F-ile regisrry 126, ser^the deíete counr to zero (Srep a5 which the flle is localed by searching lhe region lable 12t to

s3S6). frnd the record 142 with the Longest region pâth which is a

15. Sel€ct For Removal prefìx of the lìle Pâthnåme (Slep S40E) This record identi-

This grooming mechanism tentâtrvely selects a pathname fles the region of the sPe€ified file

ro a oJ its coriesponding Truc File tó be rcmoved. Wirb Ncxt, deterrnine usi¡g thc âcccss tyPe, wbcther the lìlc is

ref"r"nce roFIG.2ì,ûßtãnd rhc local direclory exlensions 50 beiBg opened lor wriling or wh€lher il isbeing opeoed trnly

rable enlry record 1j8 corresponahng ro the givén parhname for reading (Step 5410). If thc ûle is being operìed _ior
(SL€p S3é8). then frnd the iÌue Fiìe regisiry enùy record reaaling only, then, if ùe 1ì1e is a scraLch ûle (Slep 5419),

ì4o'corresponding ro the True File nime in the Local reru¡n lhe scfatcb File lD of Lhe frle (steP s424). olbcrwise

directory extension"s table e¡try record 138 (Step 5390).Add gel the True Name fror¡ the local directory extensioos tabÌe

one to l'he grooming delete cãunt in the T;e File registry 55 124 and make a localversion ofthe True File associâted with

;ntry recorã 140 a;d add rbe parhoame ro â ìist o¡ frles rhe Trùe Name ùsing the Mâke True FiÌe Local primilive

selec¡ecl for cteletion (Srep 5392). If the grooming delet€ mechanism, and then relurn the True Fiie If) associated wilh

count of the True File regislry entry record 140 is equal to the Truc Naúe (Step 5420)'

lhe use !Ðunt o[ rhe Trueiile'registry enrry record 1,10, ¡ncl II Lhe fìle is not berog opened Io. reading only (Sl€p

if the rhere are no e¡rries in the ãependency lisr of the Tme 60 5410), then, if it is determined by inspecling theregìoo tåble

File registry enLry record 140, then add rhe size ol the ñle enlry recold 142 thal the lìle is in a read-oDly directory (Slep

indicâr;d bi ùe îrue File ID and or compressed frIe ID to 5416),lhen Prohibil the opening (SteP 5422) 
- -- .

rhe rotal aiount of space freed dùriûg groomirig (Step If it is determined by inspecting the regioD table 12t that

5394). lhe file is io a cached region (Slep 5423), tben send a l-ock

16. Ënc1 Grooming 65 cache message to the corresponding cache server, and wail

This grooming-mechanism encls the grooming phâse aod for a r€tum messåge (S1ep 5418). If the return messag€ sal¡s

removes all frlei selected for removal. With reference to th€ frle is already locked, prohibit the ope'ing.
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If thc âcccss tvDc incjiciìtcs lbil lbc filc bcing moditicd is in lhc loc¿l Jrrcclory c)ilcnsions lablc l2J (Slcp 5427). and

u.i"e i.*tili". ãó.pkrely (Srep S4l9). so rhar the original conlinue wilh slep 5'128'

àri.ïil 
"àr 

rr" ,.iulr.i, ìt,c,i Detete the Filc usin; the Í ltìe lìle ìås^a True Name aDd rhË Trur Filc s use count

iJ.l.r" ¡il.-OS mec'hanism (Srep 5421.¡ anJ perform"srep is one (Slep 5-¡29). lheû delele the True Filc (Sre¡ 5430)' ancì

siór. o,¡".*i"",."r" a s.."ì"h åopy oíth. frlé (SteP s4u) 5 conrinue 
^wirh 

step 5428'

ãnJ produce the icratch Âle tD of th; scr¿rLcb frlc as th. resuli lf the fiIe has a Tme NÂme aDd lhe Trùe Fiìe's ùse count

(Step 5424). is greaLer lhat one' reduce ils ì$e counlby one (Srep 5431)

2. Close File Then proceed-with sleo 5428'

Tbis mecbanism lakes as;oput lhe local direclorv exteD- In érep 5428' deletó lhe local direclory'€xleDéions låble

sions table entry rccord 138 or," op"" ;;"";;ã'íh;ä" ro :"'1':::'1il! idd 
an entry to the âudilfle 132 indicatioB

.ãl 
^¡"¿ 

t* ü" 
"p"' 

nr". r" ao"" i nrJ,i¿il!-:ì,;i " f :':ff Ëît *""icmrion 
perrormed (derctc)

lhe audjt file indicaliDg lhe time and operalioo^(creâte..read " 
À íË"i *ir. ¡ro,.riierJ ro copy a file or rlireclory given

or wrile). The audil lite processing (üsing lbe Process^rÍlrl , *ïi." ,"ä ã"ri¡ãi;"" proccssoiänd pathnamc. fnc õopy
File Enlry primitiv€ mechanism) will låke cale ot ¿ssìmr- i.iìr-.""¡r"irÀ ,f"* ooi acLually copy Lhe cl¡ra in the de,
Iaring the frle and lhereby uPdåting the olher recotds rr;"iì;;-i;Ñ^."oftheÂte.T¡ismiihanjsmisperformed
3. Reâd File 

"* io .rrvs:'Io rcad a frlc, a progråm musL providc lhe oiscl and - :'-^ -
lenstb ofrhe d¿ra to be re"d, 

^"d 
th" l.""ti;; ;;'" ;;ñ; ;i; (A) q*:l.lT soìrrce path' set the True Name rrom the

which lo copy lbe dat¿ì read. palh lf thjs slep faits' lhe mechaoism fails

The file ro be read from is idenlihed by an oprn file 'o (B) Given Lhc True Name ând the destinalion påtlì' linl

{lescriororwhichiocludesaFiletDascomput'edbuiÅ.óp""'" the destioation patb lo lbe True Name

äi:,Ëö";Jä äir"ã.iin".Jiuì," i¡" r¡iJro (c, rf lhe source.and desrinarioû processofs have diflerenL

;;;;ã;;ì;iyïih;r;;rarch frle or â True iìbi- i.' e;1" îue File registries' flnd (or' if necessarv' creale).an

õm;t ä the File ID i¿"ntn"s " 
r*" iiÈ, ii*av u. 

-eltirv I9J 
Ih: T.nìe Name in the Trùe File resislrv table

;iñ;;,s.imple;; ; 
""*pãund 

True E 
".'n"oãit 

g ; ni" is ,5 126 of rhe desrination processor' Enter inlo the source

accomplishedbythefollowingslepsìlDfiel(loflhiso€weot.ythesourceprocessoridcntily.--in-tË" 

"^." 
*í"." t¡. File Ió icÌenrifres a scratch file of a (D) Add ån enuy ro the åÌrdit lìie 132 indicâtjng the time

.;-ff" i.* nif", u." rte read capabililies of rhe undcrlying and oPeraliot performed (copy)'

opefatingsystem.Thismechanismâddressescâpåbililyoflhesystem.lo'in 6åuê *¡"r" t¡" File lD identiñes a coûlpouod lile, 30 avoid copying dalâ from a source locålion to å deslination

break the reâd operation into one or more read opårations on 
-- 

localion when lhe deslinÂtioo alreådy hâs the d^lâ -I¡
component segments as follows: additioo, becâuse of the abilily lo fieeze a difectory, this

A. IdenriÛ, rhe segmeht(s) lo be read by dividing lhe mcchanism â1so âddrcsses capability of th3-systcm imrnc'
'- 

"p"aÀ"á 
nf" 

"r"?t "na 
táogrl, 

"^.t 
uv iÉ" À*"a 

"i'" 
ot djalely to make.å copv of ånv collection of flles' thereby þ

a segment (a system depe-ndent p",ãt.i.O, to deter' 3s supporl an e6c¡cnt version coDtrol mechâoisms for groups

mine"lhe segm.nt numbeiand number ofsegmeots that :tl]tt -.,
müsL be read. 7 Move ¡ile or Drrectory

B. For each segme¡l nùmber compuled above, do the ^-A 
mechtnism is described \'!'hrch moves (or renames) a

followiÛg:fllefromasourcepalhtoadestinalionpath'Themove
i- Rcad thc compound Trùc Filc in¿lcx block to detcr- ro operation'likc the copy oPeration' reqüi¡es no actual transfer

mioe the True Name oi ttt" ."g."nì in l'; tt^d ol dala' and is performed as follows:

ü. usc the Rcalize Tfuc File from rr".iion pri.lt*" (A) Cot)y rhË Êle from the source path to lbe destinâtion

mcchíìnism lo makc thc liue Fiìe segment avrilablr palh

iocally. [f rhar mechanism fails, the Read File (B) If rhe source path is difiÌrent from lhe deslin¿rrioo

.""tåniJ. t"iL), 45 path, delele the source pâth

iii. Determine the Éile ID of the Trùe File specifled by S Get File Stâtus-'_rh" 
i-" N^." 

"oo"sponding 
to tbis segment. This mechanism takes a frle palhDame and provides

i.,.'ú-." i¡" n""¿ f¡1" .eclaotã (r"",trsivity¡ tn .eaa informalion âl)out the tìalhname_.-First the local direclory

lrom rhisscgmcnt irlo thc corrcspoodiog tocåtion jn cflcnsions låblc cnlry record IJE corrcsponchng lo lhc

rhe speciñeã buffer' 50 Pälhonme givc¡ is found lf oo such cnL¡y exlsLs' lhen Lhis

4. Wriþ l.ile mecb¡nism fails, otberwise,gaúer infortl¿tio¡ abou! the ûle

Ëìle writing uses Lhe 6le lD ¿rncl datâ manageûenl capa- ancl its corresponding True Fite lrom the loc¡l directory

uiliri* .i t¡? underlying operating .y"r"-l Fil" 0".à.. exrensions Lable 124. The information can itclude any

[fraä" fif" f,o"^f a"""iibeã a6orre) cãn te defened urìtil the inlorúâlion sbowo iD the data slructures' including the size,

frrst read or writ€. 55 Lype, owner, True Name, sources' time of last åccess' time of

5. Delete File or Directory laÀt modifrcatio¡, stale (local or Dol, âssimilaled or not'

Tïe process of cleìetinj a file, for a given palhname, is compressed or nol), use coùn1, expìÉlion dale, and reser-

describ;d here wilh referenc€ lo FIGS 2?(¿) ånd 27(b) vations'

Firsl, cleteÍûine fhe loc¿ìl direclory €xtensioDs LäbIe enLrY 9 Gel Fil€s in Dtreclory

record i3B and region table enlry recor¿ 142 for the frÉ 60 This mechanism enumerates the flles it å d',ectory' Il is

iãì;;Utá litbtñi";ås oo local directory extetsions table used 
. 
(implicirlv) whenever it is necessarv lo delermine

;;ió f;å 138 or is locked or is in a iead_only region, rvherher a file exisß (is presenr) in a difectory..For iûslance,

orohibit úe deledon. it is implicilly ùs€d iD the Open File' Delele Fìle' Copy File

'';;.*ù il;;rr*p.ndiog True File given the True Nâm€ or Direclory, aod Move File operating system mechanisms'

of the frI'e being deieted u;ing Lhe True Fite registry 126 65 becâuse the 61es operåted on âre referred to by P¿thn¿mcs

(Step 5424). If ihe frle has no True Name, (S1ep 5426) then containing directorv names. I be mechânlsm worKs as tol'

àeleie the scratch copy oflhe file b¿sed orì iß scralch frle ID lows:
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-Jhc locål directory cxlcosioDs låble 124 isscarchcd for Ân

enlry 138 with lhe Eiven direclory Pâthnåme lf oo such

entry is found, or if the eDtry found is not a direclory, then

this mechânism tìils.
If there is â corresponding True FiIe frold i¡ tbe local 5

directory exlensions table record,lhen it is âssumed tbat the

True File repros€Dls a frozen direclory. The Êxpatd Frozen

Directory priúìtive mechanism is used lo expand lhc exist-
ing True File inlo directory entries in the locål directory
efensions lable. 10

Finally, the locâl directory extensions (able 124 is agâin
searched, tbis time to frnd each directory $bordinate to the

given directory. The Dames found are provided as the result

Remole Mechanisms 
15

The remole mech¡ìnisms provided by thc present inven-
tion are now described. Recall thât remote mechanisms âre

used by lhe operatingsystem iD responding 10 requesls from

other processors. These mechânisms eDable the capabilities
of the presenl iDvenlion in a peer-to-peer network mode of zo

operation.

In å presently preferred embodiment, processors commu_

nicat€ with each other usitg a remote procedùre call (RPC)

styìe interfâce, running over olle of any number of commu-
nication prolocols such ¡ìs IPX/SPX or TCP/{P Eåch pecr 25

proc€ssor which provides access þ ils Trùe ¡ile registry 126

or lile regioos, or wLrich depends on anolher peer proocssor,

provides a number of mechaDisms which carì be ùsed by its
peers.

The foìlowing.emole mcchanisms arc describcd: 30

1. Localc True Filc;
2. Reserve True filel
3. Request True File;
4. Retire True File; 

_J5

5. Câncel Reservation;

ó. 
^cquire 

True Fiìe;
7. Lock Cåche;

8. Updâte Câche; and

9. Chcck Expirâtion Datc. 40

1. I¡cate True File
This mechânism allows a remotc proccssor to detormine

wbether Lhc loc¡ìl processor conl¿ins ¿ì copy of a specilìc

True File. The mechåoism begins.Mith å True Name and a

flâg indicaliDg whether to forwârd reqües(s for this file lo 4s

otber servers. This mechanism is nou' descnbed with refer_

ence 10 FlG. 26
First delermine if the True File is avâilâble locally or if

úere is somc iDdication ofwherc thc True Filc is located (for
exampl€, in the Source IDs fiekl). Look ùp the requesLed so

True Name in tbe True FiIe registry 126 (Slep 5432)
lla True I'ìle registry enlry recorcl l40 is not found lor this

True Name (Step 5434), and the flag indicales that the

request is nol to be fotwarded (SteP 5436), respond negâ-

tively (Slep 5438). That is, respond 10 the €fiecl that the True ss

File is not available.
Ore the olher hand, ifaTrue Ftl€ regisl¡y enlry record 140

js not found (Step 5434), ånd the flag iûdicates thal the

request for this True FiIe is to be Iorwarded (Step S43Q,
úeû forward a reqüest for this True File to some olber óo

processors in lhe system (Step 5442). If the source tâble for
the cunenl processor idenliÂes one or more publishing
seavers which should have â copy of lhis True File, theD

fonvard rhe request 10 each of those pubhshing servers (Step

5436). 6s

If a True File registry entry reco.d 140 is fouod for the

required True File (Step 5434), and if the entry inclùdes Â
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Trùc Filc ID or Comprcsscd r'"ilc ID (Slep 5440), respond
posirively (slep 5444). lf lhe enlry includes a Tùe File lD
lhen lbis provides the identity or disk localion of the actuål

physical represenlation of Ihe flle or lìle segmeot reqùired.

lf the enlry inclùde a Coûpressed Fjl€ lD, then a com'
pressed versiorì ofthe True File mav be stored instead of, or
in addilion lo, ao uncoûpressed version This îeld provides

the idertity of the actual represcntâlion of the compressed

version of the file.
If the True File registry enlry record 140 is found (Step

5434) buL does nol include a True File ID (Lhe Fiìe lD is
âbse¡t i-f the acLr¡al 6le is nol currently p.esent al the current
localioo) (St€p 5440), and if the True File regisÌry entry
record 140 includes ooe or mole soùrce processors, and if
ùe requcsl can bc forwarded, thcn fotward lhc rcqucst for
this True File Lo one or more of lhe source proc€ssors (Step

s444).
2. Reserve 'liùe Fìle

This mechanism îllows a reûote procassor to iodicale
lh¡t il depends on the locaì Processor for access to ¿ì sPecific

T¡ue File. It takes å True Name as inpùt.1'his mechanism is

described here.

(A) Find tbe True File regislry entry record 140 associaled
with the given True Ëile. If no entry exists, reply
negalively.

(B) If rhe True File regislry entry record 1¡10 does oot
inclùde a True File ID or compressed File ID, aod ifthe
True Filc rcgislry en(ry rccord 140 includcs no sourcc

IDs for removable storage voÌumes, the¡ this Proc€ssor
does not have acccss lo a copy of the given ñlc Reply
negaLively.

(C) Add tbe lD oI the sending processor lcr the lisl of
dependent processors for the True File registry entry
record 140. Reply positively, wilh an iodicÂrion of
whether Lhe reserved True File is on line or off line

3. Requesl Truc Pile
This mecha¡ism allows â rcmole processor Lo request a

copy of a True File from the local processol. It requires a

True Name åod respo¡ds Posiliv€ly by sending .r True File
back to the reqùesting Processor. Thc mechanism operates as

follows
(A) Find the Trìre File registry entry record 140 Âssocialed

wl1h the given True Name- If there is no sllch Tru€ File
rcgislry cntry rccord 140, rePly oegativcly

(B) MaLe the True lile local using the Make True File
Local primilive ûechânism. lf úis mechanisû fails, the

Request True File mechanism also fails.
(C) Send the local True Fìle iD eilher it is uncorìrpressed

or cornprcssed form lo thc requcsliÐg rcmote proccssor'

Note that if the True File is a compoùnd 1ìle, the

cornponenls are not senl.

(D) If the remote ôle is listed in Lhe depeodent process lisl
of the l'rue !-ile regislry entry record 140, remove it.

4. Retire T.ue File
This mechanism allows â remole processor Io iodicate

tbat it no longer plaûs to maintain a copy of a given True
Filc- A¡ alternatc sourcc of the True Filc caû be specifrcd, if,
for inståoce, the True File is being moved from orìe server

lo åoolhcr. ft begins w¡lh a True Namc. å requcsling pro'
ccssor lD, and ân optional alternåle source.'Ihis mechaDism

operates as follows:
(A) Find a True Name entry in the True File registry 126

If thcrc is no cntry for tbis T¡uc Name, this mecha-

nism's task is cotûPlcte-

(B) Fird the roquesljng proc€ssoÍ on the source list ând,

if it is therc, remove i!.
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(C) If an altcrtâtc sourcc is providcd, ¿d(l it 1() thc sourcc

lisl for the Tme File registry enlry record 140-

(D) If the source lisl of the Trrre Frl€ regisl¡y entry r€cord

1,10 has no items in it, use lbe Locâte Remole Filc
primitive mechariism to s€arcb for ånother coPy of the

frlc. If it fails, râise a scrious enor.
5. Cânc€l Reservation

This mechanism allows a remote processor to iodicate
that it Do long€r requires ¿ìccess to ä True File slored on the

loc al processor. lt begins wilh a True Name ând ¡ì reqüesting
processor ID and proceeds âs follows:

(A) Find th€ True Name enlry iD the True File registry
126. lf there is no enlry lor tbis True Name, this
mechanism's tåsk is complete.

(B) lìemove lhe ideoli(y of the ¡equesling processor tìom
lhe list of dependent processors, if il appears

(C) tf the lisl of depeûcìenl proccssors becorncs zero ând

the ùse couot is also zero, delete lhe True File
ó. Acquire lrue l'-ile

This mechanism âllows a remole processor Lo iÌlsisl that

a local processor make a copy of a specilìed True File Il is
us€cl, for oxample, wheo a cache clieot B'anls to writ€
rhrough a new version of a file. The Acqrire Truc Filc
mech¿ìDism begins with a data item aod .ìn option.rl True

Nâme for tbe dâta item and proceeds ¿s follows:
(A) Confirm thât lbe reqüesting processor has lhe right lo

require the local processor Lo acquirc dåLa items lfnot,
send a negâlive reply.

(B) Make a local copy of thc dâla item rânsmillcd by thc

rcmole prosessor,

(C) Assimilale the data item inlo lhe True File regislry of
the locâl processor,

(D) If a lruc Name was provided wilh thc ûle, thc Truc
Name câlculålioo can be avojded, or the mecha¡ism
caû veriry that the frie received malchcs the True Nâme

(E) Add ân entry in the dcpendent processor list of the tr¡re

lìlc registry re.('rd indicäling lhrt lhc rcqucsling PrL'-
cessor depends on thìs copy of the giv€n True File.

(F) Send a positive reply.
7. t¡ck Cache

this mechanism âllows a temote câche c¡rent to lock a

locâl flle so lhat local users or other cache clieDls cannot

chârge ìl while the remote processor is Ùsing il. The

nrechanism beginswìlh a palhname and Procecds as follows:

(Ð É-j¡d the local directory exlensions table enlry record

138 of the speciûed pathname. If no such cnLry exisls,
reply ncgatively.

@) Ifan local dìrectory extensions tâble entry record 138

exists ånd is already locked, reply negalively that the

frle is already locked.

(C) If an local directory exte¡sions table enlry record 13E

exisls and is not locked, Iock tbe e¡try. Reply posi-
tively.

8. UpdaLe Câche
This mechanism Àllows a remoLe cåche clieot to unlock â

locâl Âle and updâle f wilh ne\v conLents. lt begins with a

palhnâme aod â True Name. The frle conesponding to the
'Irue Name ûùst be âccessìble from the r€mote processor-

Tbis mechanism operates as follows;
Find the local direclory exteDsions table €ntry record 138

corresponding 10 the given pathoame. Reply negatively ifno
$ìch entry exisls or if the en(ry ìs nol locked.

Lir ( the giveo palhname to the given True Name ùsiog

the LinI( Path to True Name primilive m€chanism.
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Unlock úc locâl direclory cxtcnsions låblc cnlry r€cord

138 and ¡cturn positively.
9. Check Expiration Dale

Rerurn current or new expiraliofì dâte and possible alter-
5 oåLive sou¡c€ to cåller,

Background Processes and Mechanislts

The back€roùnd processes and mechanisús Provided by
thc preseot irìvention are ûow described. Rccåll that back-

l0 ground mechanisms âre intended to run occa.sionally and at

a lowpriority to provide automated managemenl capâbilities
wilh respect !o the presenL invention-

The following background ûìechanisms are described:

ls 1. Mirror 'fruc Filc;
2. Groom Region;

3. Check for Expired Liûks;

4. Verify RegioD; âûd

5. Groom Source List.
?o l Mirror True file

This ûechaoism is used lo ensure thÂt frìes are âvailâble
in altemate localions in mirror groups or archived on archi-
val servers. The mechaDism depends on application-speciflc
migratiodårchival criteria (size, time since lasl access, num'

25 ber of copies rcqüircd, number of cxisliog altcmative
sources) which det€rmine under whal cooditions a frle
should be movcd. The Mirror Truc File mcchanism operatcs

as follows, using lhe Tru€ File specifred, perlorm the fol-
Iowing steps:

30 (A) Counl the number o[ available locations of tbe Tru€
File by inspecti¡g the soùrce list of the True File
rcgislry eotry record 140 for Lhe True F-ile. 'Ihis step

deLermines how many copies of the True. File are

âvailâble in the svstem.3s 
1B; If Lhe True File åeets the speciñed migration c¡iteria,

selecr å minor group sen'er to which a copy of the lìle
shoüld be sent. Use the Acquire True File r€ûote
mechânism lo copy the True File to the selecled ûirror

,,. grnul scrver. 
^dd 

the idenlily ol llìe selectcd syslem lo
''' Lhc source list for lhe True Filc.

2. Groom Regron
Tbis mecbadsm is used to åutomaticâlly free up space in

â proc€ssor by deleting data items thal mây be âvâilable

-- elscwhere. Tbe mecbaoism depends oû åpplication'sPecifrc
" groomiog crileriâ ([or iDslance, a 6le may be removed if

lhere is an alternâte ooline source for it, it has oot been

accessed in a given numbcr of days, and it is larger than å

giveo sjz€). This mecbanism operates as foLlowsl

- Repeåt tbe following sreps (i) lo (iii) wilh morc åggressive
''' grooming criterla unliì su6cienl späce is freerl ùr unlil all

groomiog criteria have been exercised. Use groomiog infor-
mâtioD to delermine how much space has been freed Recâll
thâl, while grooming is in efiect, grooDìilìg informatioo
includes â Låble o[ pathnames selecled for delelion, åDdt5 
k.eps rrr.k of th. amàuol r'f spåce thal would be lreed if all
of thc nbs were dclclcd.

(i) Begin Groomi¡g (ùsiog the Primitive mechanism)
(ü) For eachpathnåme iD the specifled region, fo¡ the True

6¡ File correspondiDg to the pâlhüme, if the True File is
preseDt, has at least oDe âlLcrnative soùrcc, aDd meels

application spccifrc g.ooming crilerìa for the region,
select thc Âle for removal (usiog lbc primitivc
mechanism).

6s (iii) End Groorni¡g (usiDg lhe primitive rnechaûism).
If the region is us€d as a cache, oo olher processors are

dependenl on True Files 10 which it refers, and all such True
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Filcs ârc mirrorcd clscwhcrc. In lhis câse, Truc Filcs can bc

rcmovecì wilh imPùnity. For a cãche region, the grooming

criteriå would ordinarily eliminale lhe leâst rece¡lly
accesscd Trùe Files ñrsl. This is best dooe by sorting the
'frue Fites in the region by the mosl receot access time 5

befbre performing step (iì) above. The applicatio¡ specfic
criteriâ woùld thus be to selecl for removal every True File
cncoùntcrcd (begindng v/ilb the least rccently used) uDtil

th€ reqùired âmount of free sPace is reach€d-

3. Check for Expired Ljnks 10

Iltis mechâtism is ùsed 10 deterÍnine wheúer dependen-

cies on pìrblished files should be refreshed. The foJlowing

sreps describe the operåtioo of tbis mechânism:

Èor each palhnåme iD the specifred regioD, fo¡ €åcb True

File corresponding to tbe palhnamc, pcrform thc followiûg 15

stepl
If the Truc File registry entry rccord 1¿10 corresPonding to

rh¿ ]rue Fìle contains al lea'st one source which is a

publishiog server, aDd if lhe expirålion date on tbe depen-

Jency is past or close, rheo perform Lbe followiog sleps: 20

(A) Determine wbether the True FiIe regislry entry record

contåios other sources which have not expired

(B) Check the True Name expirâtion of the server. [f the

Èxpiralion dåle bas beeD exleDded. or an allemaLe

soirce is suggested, add lbe source to lhe True File 25

registry entry record 140.

(C) If no acceptâble altemåte soùrce wås foùId in steps

(A) or (B) above, make â local copy of the True File.

(D) Remove the expired source 
3{r

4. Verify Regior¡
This mechanism can be used 10 ensure thal the data iLems

in ths True Fite regisLry 126 hâve nol been damaged acci-

clenl¿lly or malicioùsly. The operalion of this mechânism is

described by lhe following steps:

(A) S€arcb the local direcLory extensions tal'rle 124 for 35

each pathname iû the specined region and then perfofm

llìe following sleps:
(i) CeL the True File name corresponding lo the path-

naûìe; ¿0
(ii) If the True File registry enlry 140 for the True File

cìoes nol håve a True File ID or compressed file lD,
rgnore it.

(iii) Usc the Vcrify True Filc mcchanism (see cxtcnded
mechanisms below) to confirm that the True File 

a5
specified is correct.

5. Groom Soùce Lisl
fhe source list in a True File eûtry should be groomed

sometimes Lo en$tr€ there are not too many miÛoror archile
copies. When a frle is deleled or whe¡ â regioo deflnition or 

so
ilJminor criteria arc changcd, it may bc occessâly !o inspecl

th€ afected True Files to delermine wbether lhere are Loo

mâDy mirror copies. This can bc done wilh the following
sÌeps:

For eãch åfecled True File, 55

(A) Search !h€ local directory exlensions lable lo find
cach region thåt refèrs 10 lhe Tmc File

(B) Crcale a sct of "requircd sour@s", initially cmPty.

(C) For eacb region found,
(a) delermine the mirroring crileriâ for thât ¡egion, 60

þ) dercrmine which sources for the True File satisfy
the mirroring criteria, åDd

(c) add the,se sources 10 lhe set oi required sources

(D) For eåch source in the True File registry entr]', if th€

source ideotifres Â remote processol (as opposed to 65

removabl€ medìa), and if tbe sorìrce is not a pùblisher,

and if lhe source is nol in the set of required sources,

28
úen climinate thc source, and usc tbc CÂncel RcscÊ

vâtion remote mechaoism lo eliminafe the given pro-

cessor from the list ofdependerìt processors recorded at

the remole processor idenlified by tbe source

Extended MechåDisms

The exleDded rûechanisms provided by lh€ Pres€nt iDven-

tioD are flo\\, described. Recall that exteûded mecbatisms
rur within applicalion Programs over the operâtiDg system

to provide solulioDs to sPeciûc problems and applicalioûs
'll€ following extended mechanisms are described:

1. Inventory Existing Directory;

2. Inventory Reúovåble, Read-ooly Files;

3. Synchronize Direclories;
4. Publish Region;
5. Relire Directory;
6. Re¿lize Directory âl Localion;
7. Verify True File;
8. Track for 

^ccounling 
Purposeï and

9. Track [or Licensing lturposes.

1. lnventory Existiûg Directory
This mechaEisú determines the Trìre Names of Ales iD an

exisling oo-li¡e directory in the underlying operaling sys-

leû. One purpose offhis mochanism is to instållTrue Nâme
mechanisms in an existing frle system

An eEect of such an installation is to eliminate immedi.
ately all duplic.tte files from lhe lìie sysLem berng lrâversed

If several frle syslems are irìveûloried in a single True File
regislry, ¿lùplicates åcross lhe volumes âre âlso elirninÂted

(A) Traverse the underlying lìle syslem in the operating
system. For each frle encounlered, excluding
directories, pcrform lhe following:
(i) 

^ssimijäle 
lbe nlc encouol<re{i (rr\ing lhc 

^s\imiìalcFile primilivc mecbanism). This process compules
ils'l-rue Name ând moves its data inlo the lrue l-ile
registry 126.

(ii) Cre¿le a pathnamc consisling of the p¿ìtb 10 the

volum€ directory ând the ¡elative Pâ1h of lbe frle on

thc mediâ. Link tbispâth lo úe compùledTruc Name

using the Link Palh to True Nâme primitive mecha_

nism.
2. lûventory Remov¿bl€, Reacì-on1y F'iles

A system with access to removable, read-only mediâ
volur¡€s (sucb as WORM disks aod CD-ROMS) cân create

a usable inventory of the ûles orì these disks without håving
ro make online copies. These objecls can theû be used for
ârchival pìrrposes, directory overlays, or othcr needs. Ao
operalor musl requcst thal an invcnlory bc creâled for such

a volume,
This mechadsm allows for mairìtaining inventories of the

conLerìß of IìÌes ând data ilerns oD removâble mecli¡, such as

diskettes and CD-ROMS, independenl ofother properties of
the files such as name, location, ånd date of crealion

The mechanism creates ân online inventory oflhe files on

o¡e or more removâble volumes, such as a lloppy disk or
CD-ROM, when the datå on the volume is represenled as a

¿lireclory. The invenlory service uses a True Name to iden'
tify each Âle, providing a way Lo locåle the data indepeDdenl

of its name, date of creâtion, or localion
'Ihe inventory cân be used for archival of datâ (mâking it

possible to avoid archiving data When that dala is alreâdy

òn a separate volume), for grooming (mÀldng it possible lo

delete infreqùerìtly accessed files if they can be retrieved

fÍom removable volumes), for version control (making it
possible 10 gen€rate a oew version of a CD-ROM wilhoul
haviDg to copy tbe old version), åod for other FlrPoses



us 6,415,280 B1

29 30
The invcnlory is made by crcâling a volumc dirccLory in (A) Request â copy of lhe audit 6lc 132 from thc rcmolc

the media inventory in whiêh each 6le named idenlifles the processor ùsing the Request True FiLe remole mechâ-

cìata item on llìe volùme being invenloried. Data items are oism.
not copied from tbe removable volume during lhe inveolory (B) For each entry 146 in lhe åudf 6le 132 afler the stârt
process. 5 time, if the entr], indicates a chânge to ô file jn the

An operÂtor mùst request tbât ån invenlory be creåted for ¡cmote directory, pcrform the following steps:

a specificvolume. Once creâled, the volume direclory ca¡be (i) Compute tbe pathnåme of the co¡responding lìle in
frozen or copicd like any othcr directory. Dalã itcms from the local directory. DetermiDe the T¡ue Name of lhe
eilher the pbysicål vohme or lbe volume direclory can be corr€spor¡ding frle.
âccess€d using the Open File operating system mechanism .n (ii) If lhe Truc Name of the locâl frlc is lho same Às the
which will câusc them 10 be rcad from the physical volume .' old True Name io the auclit frle, or if there is no local
using the Realize True File ftom Localion primitive mecha' frle ând the audil ettry indicales a new frle is being
n'"'il 

","u," 
an invenlory the rorowi¡g sreps are ,åkÉn: ï:i:""iT:ir:i"-:îtiffi)¡ili;i,'ltî*1fl'"i:

(^)^volumedirecloryiothemedi.rinventoryiscrcalcd,. orimirivJ mech¡nsm.
ro coíespond to lhe volume being i¡ve0toried. Ils " (iJ) Otherwise, oore lhâl lbere is a problem wirh lbe
corit€xtuål Dame identifles th€ specific volume. 

. . '_-"r""f""niÀtion 
by scnding a me;age to thc opera-

(B) A source table eolry^ I44 for tbe volumc is created,in tá,o, ro u probl"...rolutiãn prograri, indicatingrtre
the source table l30 This eorry tll 

l9:"1]-o:Ì ^t-1" io.ut pur r,i, "... ," ror" pa rhn;m;. re mole processo r,
physicål source volumc ån(l Lhe volüm. rìií('clorv cre- --:_r-'.__:
ated in srep (A). "- ",*''"'' -'- :o ånd lime of change

(c) Tbe frlesysrem oo the volùme is trÀvetsed. l'or eích (( ),Afler synchronizåtion iscompl(Lc record thc llmcof
' -ôr"-"""årór*"¿, 

cxcluding direcroricsì iñ. fi'rrà*ì"ä tbe final cbange Thisrimeisrobeusedåsthenewsrarl

sreûs åre taken: tilDe lhe nexl lime lhis directory is synchrooized wilh

iij'rrr. i.i Ñr*. .r the 6tc is compùted Atr enlry is - lht same remole processor'

creared jn lhe True Name registry i24. includingihe r 4 Publish Regjon

f*" Ni." of rhe flle usinlg rh'e primitive mcichn- The publish region mechanism allows â processor to offer

nism. The source freld of the True Name registry the âles io a regiot to any client processors for a Ìimited
enlry 140 rd€nLiûes the soürcc t ble entry 144. period ot time

(ii) Apathnamc is crealed consisting ol th€ path to thc The purpose of the service is to eliminate any need for
volume directory and the relative pâlh of the file oo 30 client processors Lo make r€selvations witb the publishing
rhe media. Tbis patb is linked to the computed True processor. This in rurn makes il possible for th€ publishing
Name using Link Palh to True Name primitive proccssor 10 service a much larger number of clienls.
mechanism. Ivhen a .egion is published, ao expirâlion dåte is defined

(D) After all nles have been Ìnvenlo¡ied, lhe volume for aìl fles in lhe region, and is propagåted i¡lo lhe pùb-
di¡ectory is froz€n. The volume directory serves âs a 3s lishing sysrem's True File registry entry record 140 for eâch
rable ofconl€nls for Lhe volume. ll can be cofìied using fìie.
rhe Copy File or Direclory primilive mechânism .lo wheo u ,"mote lìle is copi€d, Ior instanc€ using Lhe Ctopy
crealo ao "ovcrlay" directory which can lhcn bc FiIe operaling 

"y.1"- 
.""huni"a, the expiratron date_iì

modifred, m aking it possible to edil a v irl u â I co py o f a copieci in ro r h"" sáurce netd of the cijent's 'f;e Èìle regisrr],
read_only medium ¿o eniry record 140. when the source is a publishing system, no

3, Syncbronize Directories .. .lcncndcncv need be crcaled.
Civeo rwo versions of a direclorv derivecl lrom rhe same --a'."-- :a "'- -

shrting poinr, rhis mechaoism creates â ";;,;;;;ä . The cli€nl p.rocessor must occasionâlly and in

version which includes ue crrunges rrom eiaiir' il;;.-;;l; backgroÌod' check for ex?ired links' to m¿ke $rre it slill has

is changed in both versions, tbisãechanlsm pìouiã.. u u.., aÙc€ss lo these fìlc.s This is descnbed io the b¿ìckgroìrnd

olii.ï n""àri"g the disciepancy. ny u"ioi rto" Names, 4s Te:ha.t¡s1.Check 
for Expired Linls

comparisons arc-instanlaneous. iocl Áo copìes rrt fites are 5 Retire Direclory

necessary. ' This mecbâoism mak€s il possible to elimiDale safely the

This âechanism lels a locâl processor syncbronize a True Files in a directorf or at Ìeâst dcpe¡dencies oo lhcm,

direclory to account for changes mãde at a remote processor, after ensuring lhat any client processors depending on those

Ils ptÌ.pose is to b.ing a locâl cop], ofa direclory ùp Lo dale so filesremove their dependencies. The nles in the directory are

afteì a period of no communication bctwccn the locâl ând roL actually deleled by this process- The dì¡ectory can be

remote processor. Such a period nigbt occur if úe local deleted witb the Delete File operâling system mechanism.
procsssor weae a mobile processor delached from its server, lhe mecbaoisû takes the pathname of a glven directory,
or if lwo dislant processors werc iun independeolly ånd and optionally, the ideDtification of a prefened alLemate
updaled nightly 55 source processo¡ for clie¡ls to use.The mechanism performs

An ¿dvânLåge of rhe describeJ synchrnniz¿l¡on process ts the followin! steDs:
thât il does not depend oo svnchronizing the 

-cl11:.:f.i\ (A) TraveL rhe ctirectory. For each iìle in the direcrory,
local and remole processors. Ho\vever, it-do,es requ¡re rhat . 'í"ìrà..ã" 

ìolro*ing 
""p",rhe local processor track its position in the remole proces' 

irl òîiì¡"'ü" ¡¡.-" 
"[ 

the lìle from its parh and fiûcì
sor's audit frle.

This mechanism ¿loes not resolve chânges made simulta- 60 lhe Tru€ File registry entry 140 associated with the

¡eoùsly to tbe same file at several siles. If lhât occurs. ân ,..,t1: "" .tt
"¡".oi .esolutioo .""hunism 

"u"¡ ^", 
foi "iat¡", op"r"- (ii) Determine an âlternâte source for lhe True File lf

ror interveûtion, is reqùired. the source lDs freld of the TFR enlry includ€s the

m" .""hunisrn taÏes as input å slåf liße, a local preferred alternate soürce, thal is the alternate

difectory paùname, a remote proc€ssor ¡ame, and a remoLe 65 source. I f i t does no t, but Inclùdes sorne o ther soìrrce,

clirectory pathname nume, ancl it operâles by the foÌlo.rr'ing that is the alternate sorìrce.If il coolains oo allernale
sources, there is no alternâte source,
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(iii) For cach dcpcûdcnt processor in ùt Truc Filc

regislry entry 140, ask thâ1 processor Lo relire the

True File, specifying ao allemale source if one rvas

(letcfmined. using lhe remole mechânism

6. ReãLize Directory at l¡c¡tìoo s

This mechanism allows the user or operaljng system lo

force copies of frles frorn some source localioD lo th€ True

Filc regis¡ry 126 al â givel location Thc pÌrrposc of the

mechanism is 10 eosure that files are âcc€ssible in the event

the sou¡ce location becomes inaccessibl€. This can happen ro

for instance if the soù¡ce or given locÂlion are on mobjle

computers, or afe on reúovablg mediå, or if the nelwork
connecLio¡ to the source is expecled lo becoße unâvailable,

or if the source is being retired-
this mcchâdsm is provided in lhe following slcps for 15

eacb file io the given direclory with the exceptioD of
subdircctories:

(A) Get lhe local L.lireclory exlensions lable en¡ry record

lJ8 given lhc palhDamc of lhc filc Cet lhc True Nâmc

of th€ local clir€clory exleûsions table entry record 138. 20

This servica assimilates th€ Âle if it has not already

beeo assimilated.

32
tbr accounling purposcs. T¡uo nâmcs makc f possiblc to

id(nlify cach ñie ìrriefly yer uniqueìy lor this ¡uqtose
Tråcking the ideotities of fries requires mâintaining ân

cccountiog log 134 and processing il lor lccounlins or
billing purposes. The mechanjsm operates in the following
sleps:

(A) Nole every lime å file is creåled or deleled, lol
instaDce by moniloring audil eûtries in the Process

Audit File Ent.y primiliv€ mecbanism wbe¡ sllch an

e\.ent is encounlcred, crcâlc an enlr,\, 148 in the

accounting log 134 lhal Sholvs Lhe rcsponsibl¿ pafy
ard the idcntity of thc fiÌc crealcd or doletcd.

(B) Every lime a file is tråûsmill€d, for iostanc€ wheD a

frle is copied with a Requesl True File remole mecba-

nism or âo 

^cquire 
True Filc remoþ mechanism, create

ao eDLry in the âccounljng log 134 that shows the

responsúlc party, the i(lenlity of thc ûle, äod the source

and destinâtion processors,

(( ) Occasiut lty run rn rccortnling prL,grrm lo proccss

ìhe acmunring log lJ{, distributing the eveols to lhe

accourìt records ofeach respoosible pÂrly Tbe âccouot

reco(ds can eventually bc summarized for billing pur-

(B) Realize the correspondjng True File al the given poses.

locâtjon.'Ibis service cÂuses iL 10 be copied lo lhe given 9. lack for Licensing Purposes

locâlion from a remote system or removâble media rs This mechaoism ensureslhât licgoscd fllcs are nol used by

? verify Tme File unauthorized parlies. Tbe Trug N¡me provi(lcs a siìfc wây 10-

This mech¿oism is used 10 verify thât lhe ciatå item in a idenlify licensed Û¡alerial This service allows Proof of
T¡ue Filc rcgistry 126 is indecd the corrcct data ilem givcn possession of specifrc frles according to therr contenls with-

its True Namc. lLs purpose is to guârd againsl device crrors' .^ ouL disclosiog their conlents

ûr alicious changes, oi orhcr problcms. ru 
En fo rcing use o I ua lid licenses can be active (for example,

If àn error is-found, rhe sislem hås Lhe abili[y lr' "heal" by refùsing lC) provide acc€ss 1(l a file withoul aùlhorjzâlion)

its€lf by findiDg ano tber source for the True File with Lhe or pâssivc (for exâmple, by crcâling a rcport of uscrs who do

given name. Il may also be desirable to verify thâl the e.ror not have prop€r aulhorizâtion).

Ëas not p.opagateú to other syslems, and to log the problem ,. One possible way to perform licens¡r v¿tlidalion js to

or indic;lel! ao tbe compurer operator. These details rre nol ri perlorm occasion:rL audiLs ofemptoyce systems. The service

described here. dcscribed herei¡ relies oD Tru€ Nåmes to support such an

To vcrify a dât¡ì itcm rhât is not in a True Filc regislry 126, aü¿lf, as in the following slcps

use the Ca lcula te True Name pri m itive mech anism described (A) Ior €ach lice nsed producl, record iD tbe license tâble

al¡ove. -.. 136 lhe True Name of key lìles in the producl (that is,
'lhe basic mech nism begiûs witb a Trut Name, rrnd " frl€swhich âre required in order to ùse tbe product, and

operâtes i¡r the following steps: which do ûot occur io otber producls) Typically, for a

(A) Finrl the Truc File regislry enlry recorcl 140 corre- softwâre producl' this would include úe main execul'

sponrling o rhe given Tru€ Name. able imagc and pcrhaps olhcr major flles sucb 
.as

rB) Ir lherr is ¿ True File ID for the Trur file frgislry ,. clip.å.l,scripls.ofonlin(heltl'Alsorc$rLl lh<idenlily
'-1"ì-,"..ãr¿o,rt.ouseir.olberwis€.¡odicalerh;rD; -' 

o[eâch system which is åulhoozed lo have âcopyof

ñle'exisLs to tenfy. lhe flle

(C) Calculalc thc True Nâmeofthc data itcûì given thc frlc (B) occåsionâIly, comparc lhc conrents of each user

ID of rhe dalâ item. P¡ocessor against the hcensc lable 136 For eäch True

(D) Confrrm that the calculaled True Namc is equaÌ lo lhe 50 Nimt io lhe license table do lhe lollowing:

given'l.fueNâme''(j)UnlesstheuserprocessorrsAuthorizedtohaveâ
(E) lI the ]Ìuc Names are not equâÌ, the¡e is an efror in copy of the frle' conlìrm lhat the user processor does

the True Filc registrt 126 n"to"" 
'äl 

T-ä iììã rö no-l^håve a copv of Lhe file using the Loc¿ìre True File

Liom lhe True lile registry entru record t40 ând place m-ecnanrsm

iL somewhere €lse. Indicate thå( to" î;"'Ë;ü;; 55 (ii) lf rhe ustr proccssor is found to tìâve a fllc tbat il

enlrylecordl40conlainedun",.o.'..-''isnotåulhoriT-edtohâve'recordth€us€rplocessof
8. Träck for Áccoünting Puçoses and T¡ue Name in a license vìolatioo table

Tbis mechanism provides å wÀy 10 know reliably which The Systelìl in Operâtion
Iìles havc been sLored oD a system or Lrânsmilted from one

svstem to ânother. The m""hunr.. 
"uo 

b" *"d ,s â basis for 60 Given the mechanisms described abov€, the operaLion o[

ãi.ì""-ù*iã'""""r"it"Ë 
"y.,1Àrn 

-¡l.tt 
"¡^rges 

are bâsed a l'?icâl.DP syslem employing these mechanisms is now

oo the ideoriry of the d"ìu .to,",l o, t.unaaitt"ã, ¡arher than described in order ro demonstrale how the present inve¡lioD

simply on th; number of bits meets its requirements and capabilities

1.Ì¡is mechanism allo*,s the syslem to track possesslon of In op€ralion, dara ilems (for example, ñles, datâbase

snecjfic datâ ilems acco¡dine to conteot by owner, inclepen- 65 records, messages, dala segmeDts' dåLa blocks' direclories'

ã'.ni J rn" n".", ¿"t",.,, oier prn¡crriei of rhe clata iiem, i¡slaoces of object classes, and lhe like) in a DP system

ancl track the uses ofspecific clala ilems and flles by cootent employing the presenl inventioB âre idenlified by substan-
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tiâllv uoiouc idctlifrers (_lÌue Namcs), the idcotificls mechânism' which uscs the Rcalize Truc Filc from Localion

¡enencìinp ãn altol the <lur" in rr,. a"r" ir"n1' å"ä oiry'àììitt" f';miriv' T 
'ectranism' 

which' in rurn usesrhe Requ€sr Tru€

ãri" io r¡i ¿ut" it.tt fhe primilive mechânisms Calculale File remole mechânrsm'

Trùe Name a¡¿l A,ssimilâle Dala llem supPof this Properly The Rcquesl Tru€ File remole mechäûism copies only a

i;. *;';i.täáiã^ï"; *i"! tl" c"iéi"i" r"ì" Ñut" s tingl' tloti i'"m fiom one processor to anorher If rhe datâ

Drimitive mechânism, a sÌ¡bslanlrally unrque ideotfier or iluÃ ls a tompoÙnd 6le' ils componeol segmcnls are Eol

+äi'ü";;'ì;ïffi;rì ;L.ni .un ¡. ¿"r.-'¡n"¿. copied, ooly the indirecr block is copied rhe sesmenrs are

";il;;, ;;;;;;oi u o, "ru"t 
io"o'po*ri"g rn" copiea onlv when thev are read (or othe$¿ise needed) 

'
ores€ûr inveDlion, muhiplc copies of clala ltems'rrc ¡lv;ided The Read File o¡rrrrin" svstem mecbanism aclually reads

?unlesstheyarerequiredlor.or.,.*on.ri[usú..1-up.o, 
10 data. lhe Read triie rncch"a¡ism Ls awâre ofcompound frles

mirror cooies in a fault-Lolerânt syslem) v"ittpl" t"piåi "r anà in¿irecr utocts' and it useslbe Realize True File lrom

äi;ï;i;;;;.;; .uln-*r,"n .uiripr" nimes refer ro Loc¿rion prjmirivc mecha¡ism to malic surc tbsl comPooeûl

äî".;#ï;i; i "l. iì" 
p.i.¡t¡" .""nì¡"r. Ã.i.it"t" ."!."nt"^"." locally avaitable, aDd then uses lhe operatiûg

I)ata Items and New True File supporL rrrisf'r-Ç"nv Ú"i"g -, iyüàrn frtt t""tun;'trns 10 read data froû the locâl Âle'

ií.'Ëìrii"ì. O.ì" 1,.r" primirive åechaoism, if Àdalâ;Lem r) Thus. when a compoÌrnd ñle is copied from â renote

"iìáñ'.-"i 
tì¡" 

"stcm. 
as indicateJ bv 'tn cotry in lht system only its Truc Ñamc È c¡pic'l wben ir is opeDcd'

iäii¡r.îñ.'" rieiìnü "*i.'.oo 
will úe .llscovered bv 

"íiy irs inlíecr uloct' ic conied when the correspond ins fi lc

úis mechanism, ån¿l the duplicale ¿lâta rtem (lhe new dâla is i'eaa, rne requirea *rtrpontnt 
""g*"ott 

ure realized âtd

ir.ri*itt u..li*¡nur.d (or not ad,led) Thus for example' 
^^ therelore copicd

ii:u ãr," nr. is being copie(l onro â syslem kom a flopPy to 
In op"rulion dara ilems cân bc accessed by reference to

.i¡t. ìi. u"*¿ on ri. 'irr" Name of the rlalå ñle, il is rtreir icì.nr;ries lTrue Nämes) ;ûd€penJc¡l ol lheir p_reseûl

dcle;mincd thal lbc dala filc ålrcÂdy cxisls in lhc syslem (by locat;oo The actual dala item or True File corresPondmg to

iñ" ""ï" - 
*,n".,rr". oame), the; the duplicate copy wil¡ , giu."iur, i¿"otiÂ".orT € Narûe may reside ânlwìere-in

äiì j" ¡.,"rf"J. ìfrt" ¿ata ircm was bcing ioslâllcd on lhc -. ihi "y.,.. 
(rhar is, locally, remolely. offlioe' etc). If 

.a

svsLem bv srme nrmc otbcr thrn irs currcnl nrme. lhen. -t rcquiied Truc Filc is prcsc¡l locally,lhcn lhc dala rn lbc nlc

,isino thei iok tarh ro True N¿me primilive mechanism.lhe can be accessed. lf rhe dårå ircco is nol presenl locally.lnere

ã,r"i iãi ".*¡ 
name can be linká to the âlready exÉting ar" a numb". oi wal,s iû which it can be oblaincd from

dala item wherever it is present Using the soÙrce IDs freld of th€ True

rn generar, the mechânisms or thc prcsent i::"ïli:: Jo rit""e"l:t-'191Ì:ili"tifillTÍ'").".t::lä;J,:n,t"ïü:
.u"rutã in ruch å waY as lo avnid ¡ecrealing an acluâl data _- 

cÙrrespotding to 'r !
ì,ä";ì "'ì;.;.; 

;";"u topv or rn"r daLiitcm is alrea'Jv Reali¿e True File fäm Location primiLive mechânism tries

i."*.ì 
",'ir¿t 

ì".r'i"". tn rhi-casc oi u copv tr.rm a fluppy ro maÌe a local copy of a rrue File. given its Trug f:Iî:ï9
ãi.1" i¡" ¿u," item (file) may hâve ro b€ copied (into ¿t lhenåmeofåsourctlocâLion(processororo'eolaJloar¡rr¿y

üìì"üi,., 
'r 'åì. 

i, ì'ìn úe ãeicrm ¡oe¿ r¡a¡ ir is a du plic:rte .. contain rhe Truc Filc lf- on ¡hc orhcr hand' for somc rcason

This is becåuse oûly oDe proccssor rs tnvolveJ on thì other _" 
't 

it not knotun whtre there is a coly ol lhe True file' or il

i""¿¡" "."l,lpr***i 
environment or DP systcm, cach the processoß idenliûed in the..source [Ds u"h 

9:,,1-"-'

"ää'*, 
rä, ll*.¿ 

"f 
lhc TIue Namcs oI lhe Jala i¡ems respõnd wilh lhe reouired I rue File' lhe processor requrnng

^^ rr''r ^m¡cçor when à dal¿t ilcm rs to be coPied to Lhe dala ¡lem tun tokt t general requesl fot lhe dåla ilem

.""ifr", i"*iã" i"*,¡cr processur) io lhe DP syslcm"ill ,n using lbe Requesl True File remole mechåDlsm lrom alr

;h"; ".;;ñ 
ì. to exaline the True Name of the dala "" processors ¡n lhe system tbal it can coolacl

ii.. o¡ot ,u rtt" .opv¡e lf d:ìl¡ ilem wilh lhË same lrue A5 â IEsull the systeÍì provides transp¿ìrcnl acÙcss lo rny

Namå alreadv exists at rlìc Jestinatjon locâtion (lrocessor), datâ ilem by rele¡ence to ils dala ideDlily, and lndepeDdenl

rhco thcre is Do nccd Lo copy lhc dalâ ilcm. Nolc lhål ú a da(a ol rls preseDt localion

iiem *,ticn alreaay exisrs locally âl a deslrnâlioD localion is ¡- In operarion, data ilems io rbe syslem can be veri6ed an,l

slillcopicd to lhe ¿cslination locat;on (for c\amplc. bccausc bave tlei¡ inregrily cbecked. Tbis is from lhe mâooer-rn

rte ¡emote sv¡tem did nol lìavc a lue Name lor Lllc dâtå wh;ch True N¿mes are delermiDed Tbis caD be used lot

item orbecaúse it arrives asa stream ofun-nameddata) lhe sccurilv pumoses, fol ìnstance, to check for viruses ånd lo

ÁGmilare D¡ta lrem primi(ive mechanism will lr(venl 
".iifu 

í¡åt ¿äo -i¡"""d from anolh€r locâlion is the desired

multiple copies o[ the rlìLa irem lrom betng creaLed .o.aodiequesteddara.Forexample,lhesystemmightslorelhe
S;nc" r¡c frue Nâmc ol a largc dala ilem (å compound 

- 
True Nåmetofallexecutal)l€ anflicalions-nn tlì" ty.r"t, 

"i't"
a"l"ir"tii"¿"¡*¿rtomandl¡isedontheIrueNameso[ lhen periodicall] redelermine lhe True Names ol eåch ot

:li;;;;,;"f ;h";;" ir"m, copying of an cntirc dãla ¡cm rhese'apptications to ensure rh¿ìr rhey mâlch Lhe srored 'fiue

."oJ. 
"uor¿"¡ 

sinc. somc (or äll) ol lhc compuDcnl\ ol a Namcs Any chaoge io a True Name potenllatly srgDals

i*" ¿ot^ ¡.m mav already be pres€nl al å deslinâl¡on 55 corruprion jn tbe syslem and can be furlher rovestrgaledJne

io.?rioo. ontv 
'no.. "o.ponenls 

\'' hich ârc nol preseol lhcre verify Region background mechanism aûd lhe venry lrue

n".d be cooied This properly derives lrom the manner ln Filc cxlendcd mcchânisms Prov)dc dlrccl stìppon ror rrtrs

-ii"tr l^. N"..t 
"r" 

dJterm ined mode of opEralion The Vedfy Region mechanrsm rs useú to

l¡r'hen ã frle is copied by the copy Fiìe or f)irectory ensure thal the dalâ jlems io the True File regislry have not

;;;l_g il;;;;;[;;;á1 ooty ,¡"T*" l,¡"nl" of rhc frtc 66 been ¿lamased åccj.renlâllv or maliciouslv. The verifv 'lÌuc

is acLraÌly replicated File mechinism veriÂes ihat a data item in a True File

Wben a âle is oDeoed (using lhe oPe¡ F¡le oÞeråliog ieg^isrry it ioaeeo rtre correct dâla ilem A¡veD ils True Nâme

,r"ì:ä".1#;"ir.)i'u';s;.',i" M"kå-i;; 
'e 

å L*"i once a processor bas determiDed where (rhât is' âr wb;ch

ûrimitive mechan¡sm (eilher d¡reclty 't' iJ;ttrty rt"ougt' other processor or localion) a copy of a data ilem is ¡n lhc

lül' äìiì,"'iir",.i i,ìi i,ìàt,i'. Á..t'."i"¡ ró creure-a o, DPsystem, rhar processor mishr need rharorherprocessoror

local copy ol the iìle. The oP'" l';";;;;';g-'-v*t ttu'ion ro keep.a copv of rhat Llarã irem lor example' a

mecbånism uses lhe Make True t.,i. ro."t 
_pri.;tiu. 

processor Íiighl waol lodelete local copies ol dålå ilcmslo
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mâkc spÂcc availâble locally while knowing thal il ca¡ roly Filc rcrnolc mcchânism to sclrch for'fruc Nâmc N oo onc

on ietri^"rring ttre Oata from some*bere else ihen needecl.Tô or more remolo processors, sùch as system A If system B

lhis end th; system allows a processor 10 Res€rve (and has access to systemA, it would be able to realize the True

cancel the res;rvarion ot) Tru; Files ât remote locatioos File (using the Reâlize T e File from Localion primitive

ir"-iog i¡" ."."n mechánism). In rhis way the remote 5 mcchanism) and_use it locaily. Allemâtively, systgP ! cgld
iol"tioo" u." putoo oo,ice that anotherlocation is relying on lìrd True Narne-N.by accessitg any pùblicly available True

ih" pr"""n"" ^of th" T^e File at th€if localior. Name server, if the servef coùld eventuâlly forward the

A DP system employing the pres€D! inventioD caû be reqÙes! to system A'

made into å fault+oìeránt-system by provi(ting a cefain Clients of å local server can indicåte that Lhey dePeod on

u.ãuoiãf."auna"n"y ofdatá irems ai multþle iãcations in 10 a giveo. True File (using tbe Reserve True File_ remot€

rfre system. Uslng rhá A.cquire True File ¡ûã Reserve Tru€ mechânism) so lhât lhe True File is not deleted from lhe

¡il" iÀoæ ,¡""Ë'"oi".s, å particular processor cån imple- server registry as long âs some clieût requires access_to it.

ment ils own form of fault-t,olerance by copying datå il;ms (The Relire True FiIe remote mechÂnism is used to iodicåle

rã other procassors ancl then reserving them tÎeã. Ho*"u"., that a clienl no longer needs a given True File.)

úe sysl;m also provides the Mirror True File background 15 A publishing server, on the other hatd, may wan! to

mechanism to mirror (make copies) of the True Fitc ävail- providc access to mâny clienLs, ånd possibly anonymous

able elsewhere rn the system. A¡y degree of reduDda¡cy ooes, witbout iocumng the overhead of tracki¡g dependen-

(limited by lhe number of processors or localions in lh€ cies for each client. Therefore, a public server cån pro\lde
system) ca¡ be implemeoted. As a resuil, this iûveotion expiraLion dates for True Files in ils registry. This allows

mâioÞins â desired degree o( level of redundaûcy in a 20 clientsystems to sât¡ly maintain refèreDc€s to a True File oD

network of processors, to prolect against failure of any lhe ¡rblic server. The Check ForExpircd l-inks backgrouod
pa¡ticular processor by ensuring that ûùhiple copies ofdata mechanism ållows the client of a publishing servel þ
items exisi at different Iocations occasionally conÂrm thål itsdepend€ncies on the publishing

the data structu¡es used to implemenl various featutes - - s€rver âre safe'

ancl mechânisms of this inverìrion store å vÂriely of ùseful 25 In a variation of this asp.:cL of the invenlion, a processor

information which can be used, in conjunction with lhe thalis tewly coonecled (or reconnecLed afærsome absence)

vâlious mechanisms, to implement storage schemes ând to tbe system cÂn ob1ârn å currenl versioD of â11 (or of

l)olicies jn a DP syslem employing rhe inveotion. For needed) dâtâ in the system by requesling it from a server

example, rhe sÞe, age and locatioo ol a dara item (or of ," processor. A-oy such processor cå0 send a requesl !o updale

groups of data items) is provided. ThG ioformåt¡on can be "' or resynchronìze all of its directories (slarting et a root

ised to decide how the ìatâ items shoùld be lreÀted For dirccþry), simply by usìog the synchronizc Direclorics
ex¡rmple, â processor may implcmeDl a policy of deleting erlended ntechanism on lbe needed dir€cLories

local copi€s of all data items over a cerÌa¡¡ ag€ if oth€r Using the accounting Ìog or some olhe¡ user Provided
copics of those dala ilems are pres€ût elsewbere in the ,. mechffnism, å user cân prove th€ existence of certajn dâta

syslcm. The age (orvarialionson the age) can b€ determined "" items at ccrtaio tjmcs. By publishing (in a public placc) alisl
using the liûc of la$ âcccss or modiûcatioû iû th€ local of åll True Names in lhe syslem on a given day (or â1 some

dire;rory extensions tâble, and the presence of othcr colies qiveD rime), a uscr cao later refer back Lo thåt lisl to show
ofthe data item can be determined either from lhe Såfe Fìag ih:rt a particulrr dara item was prcsent in Lhe system al the

or ths source lDs, or by ch€cking which olhEr processors tD ,n dme tha!ljst wås published. Such a mechanism is useful in
lhc syslem hâve copies of the dâta iLem and lheo reservrog lrâcking, for example, lÂboråtory notebooks or the ìike lo
ût IeäsL ooe of thosd copies. prove dates of conceprioD of invenlions. Such a mecbanism

In operation, the system cån keep track of dåta iteús ilso pcrmits proof of possession of a data itcm åt a Particular
rcgardlcss of how lhose itcms are namod by uscrs (o( dale and time
relarclless of wbether the data ilems even have names). The 45 Thc accounting log frle can also lrack tbc use of spccifrc

system can also rrack data items that have difrerent names data items and frles by content lor âccouûting purPoses. For
(in differenl or the sâme location) as well as difierent dala inståûce, an information urilily company can delermine the

items rhâr have the sa me D ame . Since a da ta il€m is identifred cìala identities of d a ta irems thal are stored and transmitt€d

by the dâLa in the item, without regard for tbe conlexl of lhe rhrough its compüler systems, and use these identities to

dalâ, the problems of inconsislenl Eâming i n a DPsyslem are 50 provide bitls lo its customers bâsed ort tbe idenlfies of the

ovcrcomo. ãala items being transmitted (ås defroed by the subslanlially

In operalioD, the system cÀn publish dåta ileûrs, âllowing uEique ide¡lifrer). The assjgnmenl of prices for sto.ing aDd

other, possibly anonymous, sy;tems in å tetwork to gaiD lransmitting sPecific T¡ùe Files woÙld be made by lhe

access't o the ia ta itåms and io rely on the availabiùly of information utility a nd,/or ils da ta suppliers; this information

rhese clata ilems. True Names are glábally unique identi6ers 5s would be ioined penodically wilh the information in lhe

which can be published siotply by copyiDg lhem. For accounting log flle 10 produce customer slalements.

example, a us€¡ mightcreate a texlual representation ofå flle Backing up dâta jtems io a DP syst€m employjng the,

oD sy;tcm Awiú True Namc N (for instånce as a bexadcci- presenr invenlion can be done based oo the True Names of
mal string), and posl it on a compüter l¡ulletin board. ihe clara irems. By tr¿ìckjng bâckups using True Nâmes,

A¡other user on systen B could crcatc a dircctory eolry F 60 duplicatior in the backups is preveûied. In operalio¡, the

for this True Name N by using the Link Pillh lo l-rue Nâmc syalem ocinlajos å bacl(ì]p record ol dala identifrers of datâ

Þrimilive mechaDism. (Allematively, an applicalion could iLems aheady backed up, and iovokes lhe Copy File or

be developed which bides tbe True Nâme ftom the ùs€rs, bììl Direclory operâling sysleú mecbânism 10 copy oûly those

provides lhe same pÌlblic transfer service.) data ilems whosæ data identifiers arc not remrded in llìe

when a program on system B atlempls to open patbname ó5 backup recofd. oDce a dåla ilem lìas been backed up, ìt cårì

F linkecl ro Tru-e Name Ñ, the I-ocate Eemote File-primitive be restored by relrievjng it from its l)ackùp localion, ba.sed

mechanism would be used, and would use Lhe Lo¿ate True on rhe ide¡tifier of the data ilem. Using lhe backup r€cord
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nroduccd bv tbe bacLup to idenlily lhc data ircm, thc dat¡ rt was trozon. The frozcn dircctory caD bc copicd with ils

i"rn ."" ¡"'"Lri^i""¿ *ing, for example, ttre Make True File compon€Dls preserved-

iãcai !,irnltlu" m""nnnisîlr. The Acquire True File remote mechanism (used in mir-

In o;er¡lion, tbc syslef¡ can be used to crche drra items roring and archiving) pfese^'es the direclory tree slructure

from a server, so that oDly the most recenlly accesse¿l data 5 by eñsuring tbat â11 o1 tbe coÛìponent segmenß and True

ü".-. n""il ¡"i",oin"¿. To operate in rhis way, r crche cli(nt Files io a ìompound datâ ilem âre âclually copicd to a

ti:;il;;; 
'; ;;r; a lo'cal regisrry (ils cåche) wilh â rcmotc sysrcm. of course. no traosfer is oecessary L-rr dara

;;;";; õire"ro.v gn.osioã. ráoÈ (ftom tûe cactre items aheâdy in the registry of the remote syslerû'

server). Whenever a file is opeoed (or reåd)' lbe l-ocal ln operllion. tbe syslem can emcieotly mâke â coPy ol
Dircctãrv Exrensioos tâble is used to idcnlib, lhe Truc 10 åny colleclioo of dåta items, to suPporl å version coDlrol

Namc, and the Muke True File l¡cal primltive mechanism mechanism for groups of lhe data itoms'

inspecl-s the locål regislry When lhe locâl registry akcådy The Freeze Direclory primitìve mechanism is used to

bas å copy. lhe lìle is älready cachc(l Olhcrwise lbe Loc?le creåle a collecrioo of dåla ilems. The consLiluent nles Ând

True Filèìemote mechaoism is used lo get a copy ot tbe file sesmenls Íclerred lo bï rh( fro¿cn dir<(rory ärr mäinlaint(l
lbis mechanism cotsulls the cache $rver ind uses lhe '' in'tha ,"eistru, wirhout âny need lo måke copies of lhe

Request True File remote mechanism to ake a local copy, constitue;ts e;ch time lhe direclory is frozen
effectively loading the cåche. Wheneve. â oathname is lraversed, the Get Files in

The Croom Cache background c0echåoism flushes lhe l)irectorv ooerarinq system mechanism isùsed, ând when il
cache, removing the least-recently-usrd files lrom lhe,crche ," eocoûnr;rs a frozãn directory. il uses the Expan{l FroT€n

client's True File regislry. While a ñle is being modjfied on '" Di..ctorv orimitiue mechânísm.

î,::f;i:,,I"$;.*"1-:i,i.,Tl;,,'i'"JÌffi:Îi"i:#i:;: ,"åJj:4.Ë.:,:ï,"ú:'åJ,".ï,T,'::;:,1"1;",',' ìfr"oiilåxîïl:
same frle copv File opcrating syslim mechanism is used lo copy a

ln opeÍalion, wh€n the syslem is being useJ lo cåchc dala -s l .')i" ¿i ".iorv. 
-

ilems, thc problcms of mai¡tainìng cachc con$slency are 
Thus it is possìule to emciently create copies of diftèrenr

*i::o;""" 
" 

cachc an.r ro Iì[ ir from irs sefvcf, a ricv is ;ïåïì;:å l'ff:ïÏi"T,':"î;i'""it 
a recor¿r of its

fiï'"'i:î'.täi'3J';,,dil1J'"T.1ï',ii,'ïiiå:;;lfii;: ,n rnãn""'on 
'r'..vs'!em 

can måiorai' a rocår invenrory or

or a rle) rf the dara ass**l",i *nh "'"b",ii'i"xilirir ' :li*:.**,:|ïì: :":¿g:-:¿; 
-;:Tåïå't 

i::;"#l
the client's cåche becomes incoosis¡cnl; wnen lnc c¿Ùrr< "-'- _: -.

"i""i,"i"Ã 
À ir,^, *.e. it w;u retrieve i¡li;,'i;; ;; ::"],:i"':::tjiL';T:',orthe 

dåtä rcmssuch as rheir name'

order to mainlâ;n c¿che consislency ¡ is necess¿rv lo nolily
;ö;t"" l;;"dt"i;ty *r,**"i u 

"rt"ngãì""'ut" 
on r¡" .. The lnventory Bxisling Dircclory extcnded mechân¡sm

s€rvcr. " prnvictes o way io creâle True Filo Regislry cntries for all ol

ßy using dn emboclim(nl ol lbe prtsenl itvenlion' lhÚ ihe 6les in ¿ directorv oûeustollhjs invenlory isåsa wây

cache key uniquety idenrines rhc d.," ,;';io;.s;ì.. ,iÀ;i ro r"-ln"¡ a frue Éile reeisrry wirh t'acl-u¡ rccor.l infot-

úc dara rssociåred lvith I ocme .¡""c..iiiï ;tãy itt"ii maìion Those files io lhc registry (such as previouslv

châopes. Tbus, when a cache.li."l *;;';;;;:ts ttre ,, insrattet] soflware) \À'hich âre on the volumes invenloried

#åh:i iiï;.;.ì;';;i;;" ;;;" ni. ""'", ii*¡i "." 
'" need not be backed up oûro orhe I volumes'

".*"J""ïir" i^" N"me of rhe äew file.¡rarher rban the key l'be l¡ventory Removable, R€âd-only F es exLended

;-'il:ìå ü ;;ì.;;i"ì1 ."iñ" î¡J.ìi""i "ln,t*uu" mcchanism nor ónly dere.mines.the True Nåme..t-:f 
,6-l::

r.owst rhe co¡recr ¡l¿ra, anJ thr olcl da¡a n t-!åchewilll)È oo ¡he medium. bul also rccofds cltrectory eolnes tor eacn

;;:üiliü;;ää ffi;i ;i ,h;-ô;"; cache bâck- r< ñìe in a. lrozen difecrorv srrucrufe. Bv copvi¡s and modi-

gfound m€chaDism. tying this d[ectory, ir i;possible lo create aD on liDe pâtch.

Because il is not necessary to immedjately ûotiti clieots or sáall moclilìcation of Ân existing read-only frle For

when clìaûges on the c""u" o*". *"u.,ìi"'pi"'."rí, inu"o: cxample, it is possible to crealc âD online represeûlalion of

úon makes ir possibte fo, 
" "¡gr" ""*". 

iå.íp;;;i;;ú n ru.liñ"¿ c¡-potut. sìrch th¡rr the u¡modiûed lìles are

i"ìg--"ì.u".'"i .r""i" m"n ;i ntr,"r,"i""-p""it'r" 50 åclu¿lly on rhe CD-ROM' Ând otlv lhe modifred files are

in op"ration, tl¡e system automalically archives dålå itcms onlme

".'i;"i";;';;;il:;;;À; Af,.;. Àil ¡. *.,"¿ o¡ Inoperation.thesystemrrackspossesll:l:f-"1î:1'.'i:l:

aoáin'"¿, tt" cto"" File operâting syslem mechânism cre- rlems âccording 1(l conlenl bv owner, tndependeol ot lne

åtes ån audil frle record, which " .*",,årivìä"i"*ily n"*t t-t"rt' o'ãrt'"t ptopenies of tbe d¿La irem' and tråcks

,t._ po..* Audit File Eûtry p;r¡ir. .J"i^nia.. This :s the uses ol specific dalå irems ånd files bv conleot l-or

mechanism uses the Nerv r*" r¡" p.r-iriu" ni""À"ni"- ¡o. 
-_ 

accoùfìting pu_.poses. using thc Track for Accounting.Pììr-

anv nle wbich is ncwly crcâtcd. *¡'.i ¡ *t" "*t t¡" posc s c x tt-nàcd-m ccha nism.providcs a way to kroY.rc]tablJ

Mír; T.." Fìi" ;;"i;;,;J;.;;""i.' if rhe True Fite is wh ich files have bee n $oreJ on a sysL(m of tf anrmrtteLl I fom

tn 
^ 

Àt"å."¿ ot 
"t.¡itJ¿ 

regjon Thismechånism causesone ooe system to another'

or r¡ore copies of the new nle to be nl¡de on remole 60 
True Names in Relatiooal ând Objecrorìenl€d

plocessors. DatabÂses
In oDeÍatioo, the syslem can e$ciently record and pre-

""ää'iãri"",ià" 
'"i ir,"lt.i rt"'r."";Di;"i;.y Ahhough the.pfefefred embodiment of this invenrion has

nrimilive mecbanism c."^,", u r^" ¡¡"ìLi"¡l¿""i¡n"" "ú been presãnted in the contexl of a frle syslem, the invention

å'¡ilJ hî; i;î;äi;;.ìå,r'."i i,, ."rr"rài*"r. Because rhis o¡ or rruc Nrmes woutd be equåll) valualrle in a relårionil or

Tme File ioclürtes the True Names .i io ä*i,.""t", li objecrorientecl dalabas€ A retational or objeccorieoled

*p.*"L i¡" 
"*",.""tenrs 

of the airecràiy iree at the time database system üsing True Names would have similar
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bcncûts lo thosc of thc 1ìlc syslcm employing tho invcnúon'

For instâoce, such a datâbase would permit eñcien! elimi_

nation of duDlicâle lecorcls, supporl â cache for r€corcls,

simpli[y lhe process of mainlaining ciche consislency. pro-

vidè lócation-in<lependent åccess lo records, maintaio 5

archives and histoñes of records, and syochronize \¡'itb

dislânt or disconnecLed systems or databâses

The mechanisms described above can be easily modifred

!o serve in sùch a datâbase enviroDmeût fhe True Nâme

reqislrv would be us€d as a reposiloay ofdåtabase records r0
¡,i references to ¡ecords would be via lhe True Name ol lhc

reùord. {'lÏe Locål Direclury Exlensions lðble is an cxrmplc
of a primâry indcx thal uscs thc True Namc as thc uniquc
identiÂer of the desired records )

ln such a dalabar,e. the operåLions ol inserliog, updaLing,,.
and deleting records would_be implemente.l b¡r first assimi- '"
latinr. recor-Js into the regislry, and lhc0 updãling a prifiiìry
key intJex to måp lhe key of Lhe record lo iLs conlents by

using lhe True Nåme as a PoinLer lo lhe conlenls

The mectlanisms described in the pref€ned embodiment, --
o, 

_";.ilu, 
.""tt^ni"-s, would be'employed in such a 20

svstem. lhese mcch¡n¡sms @uld i¡clude. for extmple. lhe

mccbanjsms for calculaling lruc namcs. ass¡mil¿ling.

locating, realizing, delet¡ng, copyiDg. and moving True

Fites. lãr mirroriñg True File". for maintaining a cache of
True Fiìes, Ior groãmrng True Files, ånd other mechånisms :5

l¡¿sed on the usì of substanlially uniqu€ identiliers

While lhc iovcnlion hâs been dcscnbcd io conncction

wiìh what is presently considered 10 be the most practicâl

ancl orefeÍcd eml'odimenß, it is lo bc underslood tlìrl lhc

invenrioo is not lo be limiled lo lhe disclosed embodiment. 30

but on lhe conlraty, is in1"o¿s¿ 16 ç6ie¡ various modifrca'

dons and eqùivale;t arraûgements included witbio lhe spirit
and scope of the âPp€nded claims

What is claimed isl
1. In a system inwhrch aselofdata fil€s are distributed 35

across a nãtwork of señers, al leãs! somc of the dala lilcs

being cached versions of da!å lìles fiom å source server'

wh€;ein the source s€rver is distirict ftom the seNers in lhe

ncrwork, i conLcnt deÜverv m¿lhod ùomPrising:

ctetermining a data iderìlifier for â particular dâtâ file on 40

tbe sourie server. the dala idenli6er being determined

using a given function of tho dâtå, whcrcj¡ said dalâ

us,"<i by the givcn funclion lo delermiæ the dala

idenlifrer coúprises the contenß of the particùlar dâta

nle; and 4s

resDonsive to ¡ requesl for Lhe paJlicular data file, the

iequest iocluding al least lhe da(a ideolifier of lhe

Da;ricular d¿la file, providing Lhe particular dâla lìlc
'Fiom a siven on€ of lhe sen'ers of the 0elwork of
se¡ven, iaid provicling being based on thc data identi so

frer ol tbe requested dâta item.
2. A method as in claim 1 wherein the grven fuoclioo is

a message drgest function or å hash fÙnction
3. A method as in claim 2 whereiû lhe given fùnctioo is

selecred from the funclions: MD4, MD5, âûd SHA 55

4. A meúod as in claim 1 wherein Lhe giverì funcLion

randomlv dislribuLcs ils oùtputs.

5. A method as in claim I wherein, for â pårticùlâr dâtâ

frle,lhe giveo function produces ¿ì subslantia lly Ùûique vålìre

based on the daLa comp¡isiog the data Iìle 60

6. A method as in claim 1 whereiD a data file may

comoarse a ûle. a porlion ofa file- a page i¡ memory, a digitaÌ

message. a digitai image, a video signal or â0 audio sign¿l

7. A method as in claim 1

whereio cerlain Processors ì¡ the nelwork comtnÙnicâte 65

wjtb ôach oth€r using å TCP/IP communicâtìon prolo_

col.

4t)
L A mcthod as in cìaim 1 wbcrcin sâid datâ identiûcr for

sâid parlicular clata file, as det€rmined usirlS said given

function, will change when lhe parLicular dåLâ frle is modi-

fied.
9. In â system ìn whicb â set of data files are djstributed

âcross a n;h¡,ork of servers, sor¡e of lhe då14 frles being

cacbed from À source se¡ver distinct ffom the servers in the

oelwork, a contcnt dclivcry mclhod comprising:

detcrmininc ¡r data idenrifier for c parÙcular data 6le oo

the sour¡e server, lhe dals identiâer being delermired
Lsino a siven funclion o[ tbe dâla, wherein said dala

used" bf rhe given lunclion to delemine the dâ(â

identilier comprises the contents of the particular datâ

nle; and

responsive lo å requesl 1-or ùe pârticulâr dala ñle, the

ãquest i¡cluding al leâsl the dala ideotifier o[ lhe

Da;liculår dala filc, causing a copy of lhe påliculâr dala
'file 

Ìo l)e provided from ¿ givcn one of the servers of lhe

nelwork of seû€ls
10. 

^ 
runleDr (lljtivcr' m(Lhod. "omprjsiûg:

dìslributing â sel ofdatå frles ãcross a network of servers;

delermining â dãlâ idonlifier for a pâficular dâta 6le, the

data idonlificr boing dclcrmincd using a giveE function

of tbe data, whercin scid dàLa ùsed by the given

funclion to dcLermine tbe dalâ identifier comPrises the

contents o[ the p rlicüÌar data lìle; and

in response lo a request for the Particulâr data frle, the

reqüest iocludiog at Ìeast the d¿ìta idenlifier of lbe

pa;ticulâr data frle, providing tbe particular data frle

îrom a given one of lhe servers of the network of
servers, iaicl providing being based on the datâ identj-
ficr of thc particular data filc-

I L A method ås in claim l0 fuIll)er comprisiog:

delermidDg whetber the datã identifier corresponds lo â

clala iclentiner of any dåta lìle present oo the given

12. A oìethod ¿' in cl¿im I I funhcr conrprising:

bascd on sajd dctermjning, if thc data idcntifler does Eot

cofrespond 1() a dala frle pfesent on the given sefver,

localing lhe pâlicular dÂla âle froú anolher server'

13. A mctbod ¡s io (laim 12 turlhcr comprisirìg:

oblâining, oo tbe givcn scrvcr, a locål copy of the par'

licular Jal.{ Iìle, frùm lbc olher stNcr'
14. A method âs ifì clâim 10 wherein at leâst some of the

datÂ ûles distributed across the network of sewers are

cached versions of data frles from another serve¡, distinct

from the nelwork of sewers

15. A melhod ås in ctåim l0 lurlher mmnrjsing:

r€solvi¡g úe request t-o¡ the p¿ìniculâr data frle based on

a mea$re of åvailability of at leâst one of the servers

16. A mcúod as in clåi¡n 15 wbcrcio thc measure of
availâbilily is bâsed on one or more of:

(a) a m€asu¡emeot of baDdwidlh to Lhe server;

(b) a measurement of a cost of a connection to the sewer,

(c) a measuremenl of a reliability of a conneclion lo the

17. A metbod as in clåim 10 wherein Lhe data frle is â

compound data fllc made ìrp of various component dâ14 files,

the method further comprising

for each component data fil€ ol al least some of lhe

comPooenl data frles:
(a) dôtermining a dala identifier for the component data

frle, the data rd€nlifier for Lhe compooenl flle deter-

mined using lhe given funclioo of the data, wherein
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sâicl dat¡ ùscd by lhe glvcn fuBclion to dclcrminc lhc

dala iclentifier comprises ihe conleDß of the comPo-

nent data frle; ånd

(b) providing the componeot dala tilc lrom ¡ given onc

of the servers of lhe network of serv€rs 5

lE. A content delivery method, comprisiog:

disl¡ibuting.ì sel oI dåLa fil€s âcross â telwork ofservers;

for â Þaficùlar data Âle having a Particular ûame sPeci
f.viog a location in the netv¡ork at which the data ñle

áay-be tocated, iletermining another name fo. th€ 10

pârlicul¿ìr data lìle, tbe other n.rme inclìrding a data

identifier rletermined usiDg a given function ofthe data,

ìxherc said datå used by the given luncLion compris€s

the coûtenß of lhe parlicular daLå fìle; and

in resDonse lo a requesl lor thc parriculÂr dalâ 6le, lhe -

reouesl includinqìhe olher name of the pårticulâr data

file. providiDg lhc parliculår dalâ lile liom a given one

of lhe seN€rs of lhe nelwork o[ seryers

19. A mcthod as in claim l8 whcrcin al lcasl somc of thc ,^
dåla fil€s are cached versions of data files from anolhúI --

servcr wbich is dislinct from the network of servers.

20. A melhùd as in claim .18 lurlh(r comprisitg:

resolving thc rcquest for thc particular data frIc bascd on

a measìrrc of availâbiüty o[ al leåst one oI tbe servers 2s

21. A ûrethod as in claim 20 whereit the measurc of
availâbihLy is båsed on one or mo¡e ofl

(a) a measuremenl of bandwidth to the server;

(b) a measuremeol of a cost of a connection to the server,

aDd 30

(c) a mea$Ìrement of a reliâllitity of a coßnection 10 the

22 
^ 

nethod as in claim L8 wherein the particular datâ

file is a compoùnd data ôle comprising valious componcnl

dâtâ files, th; meLbod furLhe. comPrising: 3s

for âl leåsl one comPonenl datâ Ale:
(i)(ielErmjning {ial.r iLlenlilìcr [orrhc compL'nenldala

frle, lhe dala idenlifier delerûìined usiDg a given

funclion oI the dara, wherein said datÂ used by the

giveD functlon comprises the conle[ts of the com- 40

Donenl dâtr tiLe; and
(binroviding thc comnonenl dala file from å givcn one

o[ thc servers of lhc nc¡work of servcrs

23. A conte¡l delivery meLhod, comprislng:

distributing a scl of dala fr lcs across â network of scrvers, 45

at leåst ;ome of the data files being cåched versions of
dataÂles from aootherserver, distinct from the netwo¡k

of s€rvers;

delermining a dåta identiñer for â parlicular dålå file' lhc 
s0

da¡a ideotillcr tletermiocd usiog a given ñrncliún ol lht
data, wherein såid data used by tLìe given function
comprises the coûtefìts of lhe parliorlar dâtÂ flle; âûd

iû response to a r€quest for the Particula¡ dåta frle, the

request inclu<ling al leasl the data identilìer of the 55

på;tiflÌar data ñle, providing the particular dala Âle

?rom a givcn onc of 1bc servels of thc nelwork of

24. A contcot dclivcry mcthod, comprising:

causrng a seL of data frles Lo be distributed across a 60

nelvork ofsc.vers, al loast some of the datâ files beitg
cached versiorìs of data frles from ånother server dis-

linct ftom thc nelwork of scrvers;

cletermining a dâla identifier for a particular data file, the

da{a iclentificr detetmìned rìsi¡g a gjven function of the 65

clata, wherein said data used by the given function

comprises the coolenß of the parlicular dala frIe; and

42
in rcsDonse ro a rcqucsl for lhc parlicular dal¡ filc' lhc

requesl inclucling al ìeasl ll¡e daLa identifier oI lhe

pa;licular dala flle, causing lhe parlicul,r dâlâ file to be

provided from a given one of the serversoflhe netv¡ork

of servers,
25. A contenl delivery method, comprisiDg:

.listributins å sel ofdâlå Âles âcross ¡r oetwork o[ servÉrs,

tbe netõork of servers being organized inlo â set of
regioDs;

aletermining À data identifrer for a paficulår dÂ14 file, the

date identifrer determined using a given function ofthe
dala, wherein said dala used by the given fuoctioo

compriscs lhc coûlcols of lhe dâlå 6lc;

in rssponse Lo a client request for Lhe Parlicìrlâr datå Ale,

rhe requesl iocluding at least the dala idenli6er of lbe

parricuìar dâtå âle. providing the cLieÛl wi(h lhe PaÊ

ticulâr data file from å given one of the sewers of the

network of sc¡vers within tbe rcgion.
26. In a syslem io which a set ofdata frles ârc distributed

across â ngtwork of seÛefs, at leasl some of thô dala frles

being cached versions oI dâta frles ftom å source server

djsti;ct from the network of servers, a conteût delìvery

melbod comprisiDg:

responsive lc) a request for å particÙlar data flle, the

rcqucst including at lcâst a d¿ta idcntificr of thc paÊ

ric;lår dara frle. wherein lhe dal¿ identifier is deler-

mined by åpplying å message digesl functiot MDs lo
tbe datâ; whereio sâid datâ ìrsed by the MDs tunctio¡
to determiûe the data ideûtiÁer is the conlenls of the

particùlar dalã frle, ProvidiDg the pãlicular dâlå file
irom a gitten one of the seruers of the network of

whereiD a dåta file may be a ñle, a portion of a 6le, a page

in memory a digitål messâge, a digital image, a video

signal or ao audio signal.
27. A cooleDl dclivery roctbod. comPrising:

distributing a sel of data frles âcross a nctwork of serv€rs,

åt lcåsl ;omc of lhe data frlcs being cåched versioDs of
da1ã filos from another server distincl from the network

of sefvers;

delermininB a dÂla identi6er for a paliculår dala frle, the

clata idenLifler dctcrmincd using a given futction of the

datå, wherein sdd data ùs€d by lhe giveû fxoction

comp¡ises lhe coDtents of the parlicular dala Âle, and

u/he;eiD the given fùnction råndortly distribute's ils
outpuls; aDd

in response to a requesL lor the pârliculår dala lìle, the

requesl including at leãst the dâlÂ ideotifrer of the

pa;dcuLar data nle. providing lhe parliculår dala ôle

tom a gi""n one of the servers ol lbe nelwork of
servcrs, iaic! providing beiDg based on the dala idenli-
fier of the particìrlar datâ ilem

28. A melhod ås io clåim 27 furlher comprising:

mainlaining a!-counling information relaling to lhe dâta

flles; and

ùsing the accouotitg ioformâlion as a basis for a valùe-

based accounting syslem ifì which charges arc bascd on

an idenlily of tbe data frles

29. A melhod as in claim 28 wherein lhe mainlaining of
äccounliog i¡formalion includes äl leåsl some ol:

(å) trackiDg wbich data flles havc been stored on a systeú;

and

(b) tracking which dala flles have been lransmitled from

30. A metbod as io claim 28 furtber compri"i¡lg:
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cnsuriûglbåtadÀtâÊlcisnoluscdbyaDunauthorizedâssociali¡glhcconlcxLüalnâmcofthedatâfrìewìlhlhc
party. hâsh of tho contenLs of lhe dala file'

¡tiÀconr.or delivery method múprjsisg: 38 4 melhod of delivering a dâLa fúe i¡ a nelwork

dis,riburingrse,or datunresacrossanet,årkot,.1":,,;:iiï'l?åXÏå^läå:'.ifffiî.Ï;i,iii"llflìllli.ìïå
derermining ¡n MD5 hash of the contenls ol â partrcÙlar ."il"oã 

"o.p¡.;ng,dâta ñlc; and slorinÈ the datâ flle is on a 6rst server aod storing copies

io response to â request for lhe pâ¡t¡cllar data f e. lhe ot rie data ñle on a ser of servers dislincl [rom lhe frrsl

reques¡ jocluding at lea$ tbe MDs bâsh ot tbe pârtrcÙ- server: aod
lar dâta fìle. providi¡g lhe paf¡cular.dåLa hle-,Fom.â to .esDonsive lo a clicot reqùesl forrhedâlå frle.tbe request

iï:ï."ü;:"lJtri:':'ii'lii'Ëffii"ji:ili:fåll J'j;l"tl{l;:":"*'"'f:î:*:lil;:l"fi::1"'li:
lar dala fil€. . . clienl.

32. A method as in claim 31 further coÊpnsing: ¡qlei"rno¿ as in claim 38 wherein rhe dar¿ file has a

resolving lhe request for rbe parlicular drta jile based on ]q conlExlual nåme comprising a ¡alhn¡me including a pro_

¿ measìrre of âvailabiÜly of al least ooe of tbe servers .essor name and a Êle oame, the melhod furrher comprisiog:
33. A mcthod as in claim 32 whe¡cin thc meâsurc ot 

u"soci¿tins the cootexlual nåme of the data fiìe with lhe
availabilily for a server is bas€d on oûe or mote ot: 

value dãtermined as the given function of(be dåtai¡ the

(a) a r¡easulement of bandwidth to the server; dala flle.
- ibj " 

."u"ur"."ot of a cost ol a conneclion to th€ server' 20 40 ,A. melhod of deiivering â dala file- it a network

and comprisiog â ptùrâlity of processors' somc ofthe processors

(c) a measurement of ¡eliability of a coD¡ection to lhe being servers aod some of lhe processors bertg c¡ents'

wheiein some processoß in the Detwork commuBrcâle wilh

34.Aconrenrdeliverynelhod,comprisiDgi^-eachotherusiDgaTCP'¡IPcommu¡icationPlotocol"Ã'berein
disrriburinsasc,ordal^flr"""".oo"o**i,r"!ï1:",:: " ïi:åï::iï::ÍJi#î:r-t-îii'å"t:1:åJ:ïj:i,'jjL:
lor a pariculâr dâr¿ 6le havinB a parljcular,låla idenlrh,er 

Àf". ,f," ..,hìã i".p,i.i"g,
specilyrng a locåtion in lhe network al wtllcn lhe 

srorins ,ome data Álcs on a jìrst scrrcr i¡ rhc nctwork an.l

å:ïi:::ill.,fi::ff,ibjil':,:iì:l'i;,:i:::,üJäfJ'ïÏ,' '¿.Í:::"*:::H*:;jrbcrìâr 
rrresunaseror(¡chc

;denlitier including å dalâ idenliûer delerúined usIDg ¡ . 
* :': ---.,.;

ã"*"e"1,e".,rd"ti"."r,r,"""",".o'oi-,i'ip',i,iï,ir,, *:.fr'".¿î:,i'"nå'åî,.:::i:ïJ[î#ï'l'Åått"ï:1
data fìlc; the conlenß of the cìâta it represáns; aid

in response to ä requcsl for the particular clâla [le' lhc 
-*n*;r" ro a clienr reouest for lhe d¿ra nle, th( rËquest

rcquesr including lhe olher dâlâ rdenlùeÍ ol 
-lne 

påÊ " 
-î.loàinn 

thc drflcrcnt cachc kcy for rhc dåt¿ì 6le.
ricular dâtå frle, provjdrng lhe pârlrcùlar daLâ^ûle uom ;;";i,tin; rhc d¿,t¡r e lu thc clicDr
a given one of the servers of the network ot servers' ¿l'À -"ti".J"rln cl¿rim 40 wherein the function is a

saicl prov¡cling being based on.the olher dala rdeolrher .-*""å är"""ì-f"ì",.n or a hash tuncrioû.
which wâs dolermined Lsing the messâge drg€st tunc- - --*-' ".,Ë,¡"à 

* ¡ clâim 41 wherein the functiorì is
l;on. selecre¿l from lhe funcrions: MD4, MD5, ând SHA.

35. A conleot delivery mothod, comprisiog: *;ì; 
;;;;J; i" clairn 40 wberein rh€ tuûclio¡ raD-

dislribuLiog a sel of data 6les across a oelwork ol servers, domlv dislr¡bulcs i15 ourpuls
at leisl some o[ lbe d¡la nles beitg cacbed versions ol .14. ¡ fr¿mework o¡erarive in a conìpurer nelwork in

clala files ffom anolher s€rver, said olher s€rver beiog 
¿i which users ofclient på""a*o 

"oon""t 
to a conlent sefver,

distinct ftoD lhe network of s€rve¡s; * 
rbe framc\À/ork compàsing:

determinrng a dala icienlifle. for å Pârticutar data frle, the a set of contenl servers, disti¡cl from lhe conteDt provider

data identifrer including a hâsh of the contents of the se¡ver, for hosting at leâstsome oftbe data filôs thal âre

parLicular dàlâ lìle; ând normålly hosted by lhe conlent provider server;

in response lo â request for the parliculâr dala frle, lhe ¡o a mechanism constructed ånd adâpted to delermine an

rcoicst iocludins âr leasr rhe dala idcnliâer of thc 
_- 

idenrifier for a data file as a Biv€n function of the

particuìar data fiìe, providing the particular dala frle conlenß of a data frle ìn the network;

tom a givcn on" of th" 
"etu"t" 

of the nelwork of whereio, in response to req'ests for a data ñle' generaled

s€rvc¡s bv one ol lhe clienl mâchines Lbe requesl lncludÚìg an

36. A mcthod of delivering a datâ frIe in â nelwork 55 rientiler basedon the given futction oftheconteDlsof
comp¡isi¡g a plurality of processors, some of t be p rocesßors the pârl iculâ r data nle, the pårliculâr dalâ lile is served

being serv-ers aod some of the processors beiog clients. lhe frorn one of the contcnt servers

m€ù;d comprising: 45. A framework as in claim ¡l4 wherein lhe given

slorirìg the dåta file ìs on a fi¡sr server in the network ånd function is a message digest funclion-or a hash fuDclioo

stoiíng copies of thc data frlc on a set of scrvers in thc 60 46 4 framework as in claim 45 wherein lhe g'ven

nerr.noik ditinct frorn lhe lirs! server; aDd function is selecled f¡om lhe functions: MD4, MDs, and

resDonsive lo å client rcquesl for the dåla Êle. tbe reqùest SH4'
'" åfiåi;;;;il;i;;Jän,"""or,t. a"ì r 

", 
*'i'i"g 'r7 A l¡amework as rn claim 4+ whercin rhe siven

the datuile to be provided 10 the client function randomly dìstributes ils outputs

¡2. a -"t¡oà o in 
"Lim 

36 wherein rhe ¿ara âle hâs ã 65 4E. A framework as in claim 44 wherein processors in the

cont€xtùal ûame comprising a p^tr,n^-"_in.ìuàin! " 
p,o- nerwofk.communicate witlì €ach othef using a TCP,4P

""rtá. " "." ""ã 
, nf" ìtameihe ;€ thod further comprising: comrûunicâtion pro tocol'
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49. A fiamcwork as in claim 44 whcrcin thc dãtâ 1ìlc h¡ìs

a contexluâl name, the lr¿mework furlher comprislng:

a mechanjsm constrùcted ârìd adapled to associale the

conlextùal ¡âme of the dâla fìle with the identifìer for

the datâ frle. s

50. A framcwork as in claim 49 whcrcin thc contcxtual

name of the dala file comprises å pathnåme i¡cluding a

orocessor name aod a file name.' 51. A ftåmework as in claim 44 whErein a dÂl¿ì f ìe may

be a frle, a polion of a flle, a page in memory, a digital 10

lo€ssaee, a d_igilal image. a video sigoal or âo audio sigûal

52.ln a oetwork comprising a plurålity of processoß'

some of the processors funcLioning as servers and some of
the Drocessors ñrnclioning ås clienls. whcrein somc l'loces-
.ã.r'in rh. n"r*otk comãunicaLe wilb cacb olhcr using a 15

TCP,{P communicalion protool, wherein â key is requrrecl

to identify a data file oD ihe net'Ã'ork aDd whereio ordinarily

the key ii a name or ad¿lress for the dâlâ fll€, a melhod of
delivering a datâ ûle:

storing some data nles on a Arst server rn the nelrvork and 20

stoing 
"opies 

of some of the dâta files from the fìrst

serveioo à sel of cacbe servers distinc! from the first
servef;

for â palicular dâtå flle, delermiti0g a different cache key 
'5

fiom thc ordin:rrily uscd cachc kcy for lhc dala lìlc. lhc

different cache kcy being deten¡ined ìrsing a message

digcst funclion MDs of (hc dala, whercin said dâta Ùscd

bithe MD5 tunction comprises Lhe contenls of tirij
parlicular datâ frìe; and 30

resDonsive lo â clieû¡ reques( for lhe par¡icular dala lìle.
the request incluJing lhe diferenl cache key for lhe

data frlc, causing the particular da1ã frlo 10 be provided

to the client,

wherein lhe dala file may be a frle, a Portioo of ¡ 6le, a 3s

page io memory, â digiLal message, â digilâl imâge, a

wideo signal o¡ an audio signal
53. A fraãework operå¡ive in a compü(er netwo'k in

which users ofcli€nt llrocessors connecl [o a contenl server,

whercin proccssors in thc ncrwork comrnunicâtc wilh cach 40

other using a TCP,4P communicâlion protocol, the frame-

work coûprising:
a mechânism constructed and adâpted 10 determioe â

piveû luncljon o[ a rlat¡ flle iû the network' lhc given

firnctron being â messåge digesl lunction or a haqh i5

function;

a s€l of content seflers, djslinct from the cont€nl Provider
server, Ior hosting aL leasl some o[ lhe d'ìta liles lh¿ìt å¡€

normally hosled by lhe conLent provider server;
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whcrcin- in rcsDonse lo rcqucsE lor å dal] lìlc. gcncratLd

¡v one oI Lhè client maihines the request incìurJing an

i<íentiÂer basecl on the giveo functioo of lhe conteDts of
the pârlicùlâr data flle, the Þårticular datâ lile 15 served

ftom one of the conLent servers.
54. A content delivery melhod in a n€lwork in which at

Ieâst some processors in lhe ¡etwork communicale wilh
each other using a TCP/IP comúunication Prolocol, lhe

úeùod comprisi¡g:
for â oarlicùlar data frlc håving Â parlicular Damc spcci

fvinp r location in lhe nelwork ¿t which the data file

riav"be located, determining ânother nåme for lhc

parircular cìata Âle, the olher name including a dåta

ideûliâer cletemined using message digest fuoction

MDs of lhe dâ14, whelein said data used by the MD5
frrnclion comprises the contenls of the pârticular data

flle; and

in response lo å rcqucst lor lhc particular dala filc, thc

req;e$ inclucling lhe other name of lhe P rticulär d¡lâ

filé, causing the panicular dâ¡å file lo be providecl liom
a given onè of the sewers of lhe DeLwork o[ servenj'

wherei¡ Lhe ¿lata frle rûay be a lile, å porlion of a lìle, â

pâge in memory. a digilal message. â digitâl imagE, a

video sisnal or an audio signal.
55. A methocl, in â network compnsing a PlÙrality ot

ofocessofs. some of lhe processors funclioniûg as seNers

inrl some c,t th. proccssL'rs luDclioniog:rs clicnts. uhercrn

some processors it lhe network commÙnicale with eâch

other using a TCP/IP communicâlion protocol, wherein a

kev is requ]rerl to identify a file on the oetwork and wberein

orjinarily the key is â name or âddress lor lhe tile, the

melhod comprising:
storing some fil€s oo a lìrst server rn the network ånd

srorino cooies ol somc ol lhe files from lhe first s€rver

nn 
" "."et 

oi c"che servers dislincl fiom the firsl seruer;

lbr a D¿rticular iile, deLermining a diièrenl cache key

rrom rhe ordinarily used cåche key for lhe nle. lhe

difterent câche key belng delermined using a Ûessage

funclioo MD5 of the data, wberein said dåta uscd by the

MDs funclion comprises lhe contenls of tbe parlicülâr

[Ie; aocl

resDonsive lo a clienl requesl lor lhe particü]år ûle, lhe

åquest inclu,Jiog lbe differcol cache key for rhe 6le'

ca;srDg the pârticular fìle to be provi¡led to the client'

wbcrcin lhc dala ifi the fllo rnay reprcsent a digitål
message, a digital jmage, a video sigßâÌ or an audio

signal.


