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CONTROLLING ACCtrSS TO DATA INA DÄIA
PROCESSING SYS'I'IìM

RELÄTED.A,PPLIC-4TÌONS

This application is â continùation ofaù claims priority !o
pending U.S. patent applicatìon Ser. No. i I /724,232, which is
a coDtinuation of applic¿tio¡l Ser. No. I l/017,650, ûled Dec

22,2004, rÀ,hich is a coÍinuatioù ofpeuding applica¡ior Ser.

No. 1Ol7 42,972, ñledDec. 23, 2003, wlich is a corìti¡uatioù
ofScr- No.09/987,723, filed Nov 15,2001, pare edasUS
Pa|. No. 6,928,442t which is â wlúch is â coûtinùatiotr of
applicatioD Ser No. 09/283,160, filed Apr l, 1999, now U.S.
Pat. No. 6,415,280, wlich is a divisiorl ofåppÌicatìoD Ser. No.
08/960,079, filedOct. 24, 1997, now U.S. Pat. No.5,978,'791,
which is â continuâtioû ofSer No.08/425.160, filedApr I l,
1995, now abandoæd, the co[tents of which eacl¡ of these

applicatiotrs a¡e lìereby iDco¡porated hereiû by reference.

This âpplication is a continualioD of a¡d claims priorily to
âpplicârion Ser. No. 1l/ot7,650, filed Dec. 22,2004, whichis
a coDtinùatior ofapplicatioû SeÌ. No. 09/937,723, frled No\'.
15, 2001, Dow U.S. PaÎ. No. 6,928,442, whiclÌ is a continua-
tiotr of application Ser. No.09/283,160, filed.A.pr l, 1999,

ûow U.S. PaÎ. No. 6,415,280, which is a divisiou ofapplica-
rionSer No. 08/960,079, ñled Ocr.24, 1997. row U.S. Pât.

No. 5,978,791, wtrich is a corìtirìùâlior of Ser. No. 08/42-5,

160, filed Apr ll, 1995, ¡oìt aba¡Ìdoned, d1e co[teDts of
which eâch of dlese applicatioDs a¡e hereby i[corPorated
herein by reference. This is also a coùtituation ofalld claims
prio¡ity to application Ser. No. 101742,972, frled Dec. 23,

2003, which is a divisiorì ofapplicatioD Ser. No.09/947,'723,
filed Nov. 15, 2001, ùow U.S. Pat. No. 6,928,442, which is a

continuation ofappìicalion Ser. No. 09/283.I60, filed Apr. l.
1999, row U.S. Pat. No. 6,415,280, wlúch is a divisior of
application Ser. No. 08/960,079, filed Oct. 24, 1997, now
U.S- Pat. No. 5,978,791, which is a continuatiorì ofSer No-
08/425,160, filedApr. I l, 1995, now abandoned, the conte s

ofwhich each of these applicalions are lÌereby jncorpomted

herei¡ì by rcfereùce.

BACKGROUND OF THE ]NVENTION

l. Field ofthe Invertion
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rnade paIt oI olher directo¡ies. A data iteû may thus be
idenrined relative lo lhese nesled directories using a sequertce

of rìames, or a so-called pathname, which defiDes a Pâtlì
.ùough the directorjes to a palicLrlar data itern (file or direc-

i rory).
As aûother exafrple, a dakbase management system may

group data records (data items) into tables and thcn group
these tables into database ûles (collectioDs). The complete
address of ally data record can theo be specified using tbe

10 datab¿se file ¡ârne, the table nanìe, aùd dre record nùúbe¡ of
that data record.

Other examples of ideùtirying data iten$ iûclude: identi-
fying files iù a network file systerì, identifying objects iù a¡
object-oriented dalabase. iderrtirying inlages in a¡ image

r5 database, and identifyjng ârticles ill a text databâse.
IngeDeml, the telms "datâ" ard "datâ item" as used hereitr

refer lo seqùeÀces ofbits. Thùs a data item may be the con-
tents ofa file, a portioù ofa file, a page iù Dteùory an object
in atr objecroriented progmm, a digilal message, ¿ digilal

20 sca¡l¡red imagej a part ofa video or âudio signal. ol aùy otlrcl
eltity which caD be represented by a scql]cnce of bits. Thc
term "data processilg" herein refe$ to the processing of data
iteNs, ard is sometiDÌes depeDdent on the type of data item
being processed. For example, a dala processor for a digiral

25 irnâge ¡Day differ fioù â dâ14 processor for âr audio sigDâI.
Iû all of the prior dalå processilg systerns tlìe Âåûes ol

ide¡tifien provided to idertiry dalâ items (the data ilems
beiug files, directories, ¡ecords iû ihe database, objecfs in
object-oriented progralnlÌ¡Dg. ìocarioùs il metnory or oo a

lo physical device, or dre like) are always deûned ¡elative to a

specinc colltext. For inslance,lhe file ideÀtified by a paflicÌl_
la¡ file naÌre caD oDly be detemri¡ìed .¡r'hell ilìe directory
conlåining Lhe file (the contexL) is kDown. The file identilìed
by a path[arne can be determined oÌ y wl]en dle ñle systeùì

l5 (context) is kl'lown. Sirnilarly, thc addresses in a process

add.ess space, thekeys iD a database table, ordomain fftmes
on a global cornpùter rÌetwork sttclt âs dre IÀtenet are nìean-
inglul only because they ¿ìre specified relative to a contex(.

ID prior alt sl,stems for identifyiûg data iteüs there is no
40 dìrect relâtioNiìip betweer the data ûarùes ând the dntâ item.

Tlìe sarlle data Dalle iD lwo different coDtexts ùay refer to
difièrent datå itenìs. a¡d hvo dilTereDt data ¡aûres in the salÙe

context may rcfer to the sarììe data item.
Tlìis ioveDtion relates to data prccessjng systems ånd, more In addition. bccaùse there is no corrclatjoù between a data

paficularlt to data processing systeìns whereiû datâ items 45 naùe and the data it refe$ to, tlìere js no a p¡io¡i way to

¿re ideDtified by substantially unique ide ifiers which corÌfiûr dìât a given data ilem is in fact dre orÌe naùìed by a

depe[d oB all ofrhe dâta in the datâ items and oo]y on the dâîâ dala name. For i¡slaÀce. in â DP syslem, iI one processor

iD the dalâ iteùÌs. ¡equests that aDotlÌer processor deliver a data itell'l with a

2. Backgmulrd ofthe lnvention given data naûre. tlÌe requcst ing processor cânnot, in gcDerâl,

Darâ pÌocessilìg (DP) systeDrs, compùtersr networks of 50 veriry that the data delivered is [he co¡recldata (givenonly lbe
computeÍs, or tlìe like, tlpically oller ùsers and progiàms name). Therefo¡e it ay require lurtherprocessing, tt?ically
various ways to ideDtify dæ data in the systenÌs. olì tlÌe palt oI lhe requeslet to verify lhat lhe data item il has

Users typically ideDtify data in tlìe data processing system obtâiùed is, ir facl, tlìe iteû it requesfed.

by givjùg the data some form ofname. For example, a Lvpical A comr¡oÌr opcmtioû irÌ a DP system is adding â ûew data

operâting systenì (OS) orÌa compùterprovides a ñle system in 55 ieù to tlæ syste¡ll. Wheû a rìew data item is added to the
wlìich data items âre rìâmed by alphaùùneric ideltifien . Pro- systen, a oaÌìÌe cao be assigned to ìt orrly by updatìng the

gr¿ms typically ideltitv data in the dâta processiru system context iù whìch naÌnes are defirÌed. Thus such systems

usiDg a locaûon or address. Fo¡ exalnple, ¿ program may rcquire å centmlizcd nìcchanis|r'r for the management of
identify arecordù a file o¡dârabase byusilg a record l'lùrnbû rìames. Such a mecl]anism js re+rired eveD irl a multi-pro-
ivlìiclì serves to Iocâte tbar lecord. 60 cessìng system *1ìen data itenÌs are created alld ¡dentiÂed at

h all but ttte mo st priûitive operating syste¡Ììs, use¡s ând separate processoß in disti¡ìct locatioÂs, and irÌ wlúch úere is

progmms are able to create alld use collections ofDaùed data Do odrer ùeed for communicâlion ivhen dâtâ items are added.

iteñs, these collections themselvcs bcing n¿nÌed by idcDtifi- IÌì Ìllany data J,rocessiirg systcDrs or cnviromnents, dâta

ers. These narned colleclions can then, then$elves, be Drade iteûÌs a¡e transferred betweeD differerìt locatioÌìs ill the sys-

part ol othe¡ ùamed coÌlectio,rs. For example, aII OS may ój terD.'llæse locatiorìs rììay beprocesso¡s ill dte data processing

provide rnechanìsnrs to groùp nles (dala items) into direcLo- syste . sLor¿ge devjces, Denìory o¡ the like. For example.

ries (collections). These directo¡ies câD theu, thenrselves be oùe processorÌù¿y obtaiùadala iteDl fioù âDoiher processor
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or f¡où aD extemalslomge device. such as å floppydisk, and

may incorpomte lhatdala ¡tenÌ iÌrto its system (using the name
p¡ovided with tlìât data item).

However, wheo a prccessor (or soùìe locatjon) obtains a

Jata jtem fmm a.loLher localion iD the DP system. it is pos- :
sible that this obtained dâta item is already present in the
system (ejtherât the locatioD ofthe processororat someother
locâtio¡1 accessible by the processor) and therefore a dupli-
caleofdre dala item is created. This siruation is coùtûton i¡ a

network data processirB envircrùlent whereproprielâry soft- lo
r¡,¡are products arc installed ftom floppy disks onlo seveml
processo¡s shaËDg a coùù¡où 6le server. Irr tlÌese systems, it
is ofteD tlìe câse that the sarue product will be installed oD

several systems, so tlÌat several copies ofeach lìle¡¡llÌ ¡eside
on the cor¡¡ro[ file seryer. 15

Iù soÌne dátâ prccessing systems in which several ptoces-
soIs are conùected in a network, o¡ìe systenÌ is designated as

a câclìe server to rììaintain rnaster copres of data iter,lls, aÌìd
otlÌer systems are designåted as c¿che clients Lo copy local
copies of the ìnaster d¿1a items ioto â local caclìe on an :o
as-needed basis. Beforc usiÌrg a cached ìtem, a câche client
ùust either reloâd the câched item, be irfomÌed ofchanges to
the caclìed item, or collfuù that tlìe master item correspond-
irlg to tlÌe cached item hås l'lot chauged. ln other words, a

câcheclieùtmust synclÌronize ils alata felDs with those on the 25

caclìe se¡/er. This sy[chronizâtiol may illvolve reloâdìng
data ite[s onto le câche clierìt. The Deed to keep the cache
syncllÌoDized or reloaditadds sigrìificâtt overlìead 1o existiDg
cachiùg mechanisrns.

ln view of the above âùd other prcblems q/ith ptior art 30

systeùs, it is therefore desirâble to hâve a mechaìism which
âlloq/s each processor iìr a DuÌtiprocessor system to deter-
ìnine a common ånd substanlially u¡ique ideÌlliÊer fo¡ a datå

fem, using ouly the datâ in dÌe data iterD a¡d lìot relyi[g oÌì
arry solt ofcorìtcxt. :15

Ìt is früther desirable 10 hâve a rnechaùisr¡ for reduciùg
rùrÌltiple copjes ol datâ items ilìa data processing sysrem and
to have a meclunism wtnch eDables lhe idenLilìcatioD ofidet-
tical dâm items so as to redùce ÌDuhiple copies. Il is furtlrcr
de¡i¡âble to determi¡e wheiher two iDstaDces ofå dâtâ item 40

are iu lact the san,e data rtelll, ând to perforù varions othe¡
systenìs' fiÌnctiorls aDd applicalions orì data ilelÌrs without
¡elyiDg on aûy context informatioû or properties of ilìe data

iter¡-
I1 is also desirable to provide $ch a meclÌanisr'¡ì iû sùcil â 45

rray as to rûake it trù$pareDt to useß ofihe data processirÌg
system, and il is destable üat a siDgle meclÉnism be used to

adalress each of ihe problems described above.

SUMMARY OF THE INVENTION 50

This inveDtion provides, ill a data processirÌg systeillr a

Dìetìrod alld âpparatus lor ideûtirying â data item in the sys-

tem, wlìe¡e the identily oflhe dåtä item depeDds ollall of tlìe
datâinthedata iteùand o¡rly oll tlle data irìlhe dâta itenÌ. Tlì]s 55

úre identily of a daÍâ itell'l is indepeldent of its nâùe, o¡igh,
locatloD, address, or other iìformatiol ltot de¡ivable direcdy
from the data, ând depelds oÀly on the data itself.

This ilìvention ñùrher provides aù appâmtus ârìd a method
fo¡deternÌinillgwletlÉra paÌticular datå item is present in tlæ 60

system or ât a locatioll iD the systeù, by examiuiDg onty the

dala identilies.rla pluraliry oIdata itenrs.

Usjng tlìe nÌethod or apparâtus ofthe prcscnt ir\,cntj on, the
eflìcierìcy âùd iùtegrity of a dåta processing systeù c¿ln be

i¡rproved. lhe prcsent inve[tiorÌ i[rproves the desig¡ aDd 65

operation ofa dala stoÉge syslem, file systeù. relatioDal
ddabase. object-onented datâbase, or the like dìâI stores a

4
plurâlity ofdata i1eNs, by ûakirg possible or iDrproving llre
design and operatron ofat least some or all ofthe lbllowing
feaíìrcs:

tlle system stores ât most oDe copy of arìy data iteù aI a

giveù location, e\€n wheìr multiple data names i¡ the systenr

rcfer to the same co[teDls;
tlìe systeo avoids copying data froù soùrce to desliMtron

locåtiotrs whet the destinâtioD locâtions âlready have the

datâl
the system p¡ovides transparent access to a¡y data item by

relereûce ody 10 ils identily and independenl olfs presenl

location, whether it be local. ¡eüote, or omine;
tlrc system caches datâ items fioÌn a server, so lhâT orìly the

Dìost receDtly accessed dala iteùN Deed be retainedt
wheD the syslem is being used to cache data iteùs, prob-

lems ofmaiDtaiúng cache consistercy aÌe âvoidcd;
the system mailìtaills a desired level ofredunda¡cy ofdata

items in a relwork of serveß, to prolect against fâihre by
ensuring rlì¿t ÌDultiple copies ofthe dâm ilems âre present at
differeùt locations in ìhe system;

tlle syslem autonratically arclúves data items as tlìey are

created or ûìodified;
the system prcvides the size. age, and location ofgroups of

dâta iterlls iD o¡der to decide whe¡her tLey caB be sâfely
removed liom a local file systeml

thc systenì can effcicntly rccord ând preserve any collcc-
tioD of dâta items;

the system can eJ]ìcieûlly make a copy o-lany collectionof
dáta iteùs, to suppolt â versiolì coùtrol mecharÌi sDr for groups
ofthe dâta items:

t!æ system can publjsh datâ itenN, âllo$'ingother, possibly
ânonynous, syslems in a nelwork to gajD access to lhe dâla

items aûd to rely or the av¡ilability of tlrc data ilellls;
tl'le systerù call lllaintaiù a locaÌ i[veDÎory of all [he dala

iterns Ìocated oll a giver removable medium, such as a dis'
kette or CD RONI, the i¡NeDtory is ìrdependent of olhe¡
properties ofdre data iterns such as therr ranre, location, and
dåte of creâtiorl;

the sysLemallows cÌosely related se{s ofdata items, such as

¡rìatciri¡g or correspoûdi¡ìg di¡ectories oD discorìIecled com-
puters, 10 be pe¡iodically resynclùonized with oDe alother;

the syste¡n can vedfy thât dåta retrieved frotì âùother loca-
liorì is the desi¡ed or ¡equestd data, using only the data
identifrer used to ret¡ieve drc data;

tlìe system carl prove possessio[ ofspecific dâ14 items by

conteDt without disclosnB tlìe content of tlrc data items, 1or

pùrposes oflater legâl ve¡ificalion alrdlo p¡ovide alonyùity;
the systemtacks possession of specific data items accord-

illg to colÌteDr by o$rùer, ìrûeperdent ol the ¡ame, date, ot
other propelies oI the data item, and lr¿cks Lhe uses ol spe-

cific dala irenrs a¡d files by conlelÌl lor âccouÌrlirrg purposes.

otlÌer objects. features, ard cha¡acteristics of tlÌe preseDt

irìveûtioù as well as the methods ofoper¿tio[ arÌd lulrctiorìs of
dìerelatedeleÌne s ofstructure. alldthe coùbi¡ratjon ofparts
arÌd economies of ùmnufacture, willbecome ùrore appârenl

ùpoD consideratioÀ of tbe follo*ing descriptiou ar'ld lhe
appended claiûs with reference to the accompaÌryiDg dra\,\,-

irgs. all olwlúclì form a pa¡t oftlús specificatioo.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1((')atrd 1(ó)depict â rypical data processiDg system
ilt which a preferred eübodimeDt of tlÌe p¡eseol iltveDtion
opemtcs;

FIG. 2 deprcÌs a hierarclìy ol data ilems slored at any
loc¡lion ir sucb c dt¡a processing syslem:
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FIGS. 3-9 depict data structùres used to il¡Ìple]¡eÌlt aD

enbod nent oftbe preseDt irvenlio¡; alìd
FÌGS. 10(¿?)-28 arc flo\t chafs depictirrg oper¿tio¡ ofvari-

oì,ìs aspects ofthe preseot inventiorì. 
5

DETÀILED DESCRIPTION OF THE PRESEN'I'LY
PREFERRED EXEMPLARY EMBODIMËNTS

Ar e¡ÌbodimeÌÌt ofthepreseDt ìñ'entioD is Dow describcd
with referetrce 10 a typlcal dåta processiùg system 10 0, ì¡r'IÌich, lc¡

wjtlì refererce to FIGS. 1(a) a¡Ìd 1(å)- iûcludes ore or Brore
plocesso$ (or compute¡s) 102 and varioùs slorage devices

104 corxÌected i¡r some way, for cxar¡Fle by a bus 106.

Each processor 102 includes a CPU 108, a Ìnemory ll0
aûd ore or Drore local storage devices 112. Ille CPU 108, r¡
memory 110, ând local sto¡-age device 112 may be intenally
connectedr fo¡exaùplebya bùs 114- EaclÌprocessor 102 nìay
also ilÌclude otherdevices (not sbown), suclì as â keyboard, a

display, a prhter, aÂd tlìe like.
lù a data processirìg system 100, whereit nlore Îlìâl,l one 20

processor 102 is used, that is, in â multiprocessor system, the
processo$ may be in o¡e of various relatioDslìips Fo¡
exârÌple, twoprocessors 102 maybe ina client/scrver. clien/
clieDl, or a seryer/server relalionship. These ir)ter-processor
relatioùships rÌÌay be d],ûaùic, chaugurg dependirÌg oD par_ 25

ticuÌar sitlìations alÌd functiol'N. Thus, a palicùlar processor
102 ùmy chaDge jts relâlionship lo otlÌer ptocessors as

ne€ded, essentially setlilg ùp a pe€r{o-peerlelâtiolrshiP \¡ itl'l
other processo$. ú1 a peer-to-peer relatioNhip, sornetimes a
particùlar processor 1 02 acts as a client processot whereas al 30

oiher times the sâme p¡ocessor acls as a server processor. ID

other v¡ords, tlìere is Do hierarchy irnposed on or required of
P¡OCeSSO¡S 102.

lu a rnùltiprocessor system, the processors 102 Dìay be

homogeneous orheLerogeneous, Fulheq inaùultiprocessor 3s

data processing systeù 100, some orallofthe processors 102

nlay be disconnertcd f¡om the nctwork of Processors for
periods oftime. SuchdiscoD¡ectionmåy be part ofdre ùonnal
operatioD of rhe system 100 or it ûåy be because a Paficùlâr
processor 102 is irì need ofrepair. 4a

Wirhiu a data processing system 100, tùe dala núy be

orgarized to foIm a lìieràrchy of d¡ta storâge elements,

wherein lower level data slorage eleùeûts are conÌbi[ed lo
fornr higher level elefrents. Tlìis lierârchy c coNisl ol, 1òr

example, processors, file systems, regions, directories, datâ 45

files, segmeDts, ând the like. For exânìple, with rcfercnce to

FIG. 2, the data ilems où a paficula¡ processor 102 rììây be

orgaùized o¡ stmctured as â file systeDÌ 116 w1ìich coùprlses
regions 1 17, eactr of*hjc'h oomprises dirc{lorics 118, each o-l

wlìiclÌ can contajù oiherdiÌectories 118 or files 120. Each file 50

120 being mâde up ofoDe or more data segDÌeDts 122.

lo a typicâl data processing system. so[ìe or all of these

elements caD be Daùed byuseß giveû cefai irnpleDeÌtatiolì
specific naDing coDveûtions, dÌe ùaùre (or pathrlaùe) of a¡
elemeú bei[g relative to a coDtexl. In the coDtext ofa data 55

processing system 100, a pathnaDre is ful1y specified by a

processor narDei a fìÌesystem ûarne. a sequeDce of ze¡o or
more di¡ectory Ìlames ideùtifyllg nested directones, aìÌd a

finâl fileùame. (Usually the lowest levelelenÌents, iDtlúscâse
segDents 122, caJùot be naned by users.) óo

h otlìe¡ words, a file system 116 is a collectiol ofdirecto-
es 118. A directory 118 is a collection ofuamed files 120

botlì data filcs 120 and otlÌer dircctory ñles 118. A filc 120 is

a naûed dalâ iteû wlìiclì is eitlìer a data flÌe (wlÌjch mây be

sinlple or compoùod) or a directo¡y file 118. A siùple file 120 65

consisls oIâ siDgle data segmenl 122. A compouûd Iìle 120

co[sists ofa sequeDce of dôta seg¡ùeDls 122.4 dâtâ segmeûl

6
122 is â frxed sequeDceofb''les. Arl ilnpolantproperty ofany
data segment is i(s size. the nunÌber ofbytes ill tlìe sequeDce.

A singleprocessorl02 m¿ìyâccess oùeorrnote file syslenls

116, and a siùgle storage de\,jce 104 nìây containoùe or ûlore
lìle systems 116, orpolions ola lìle system 116. Forinstance,
a file system 116 ûay span seveml storage devices 104.

ID order to implernent cont¡ols in â file system, file system

116 may be divided into distirìct ¡egiotrs, where each rcgion is

â ùtril oflnâragementaDdcoÀÎrol. A legioll cottsists ofa giveÂ

directory 118 andis ideDtifiedby the pâth¡a¡ne (user defined)
ofthc directory.

In the following, dre tenn"location", with rcspect fo å dâta

processillg systern 100, refers to anyola Paficulâr processor
102 in the systeD, a ûernory of a paficular prccessor, a

stomge device, â remolable sloÉgeùedium (sùchas a floppy
disk or compact disk), or any othe¡ physicâl localion ir the
system. The lenìr "local"widr respecf to a pâficular proces-
sor 102 ¡efers to the memory and storage devjces of tllat
paIliculår plocessor.

In the followillg, the temrs "True Name", "d¿ta idetìtity"
and "dala identifiel" rcfcr to ihe substantially unique data

idenlifie¡ for a partjcular data item. The term "T¡ue File"
refeÌs to the actual ñle, segrne[t, or dâta item ideltified by a

Trùe Na¡re.
A file systeù lor â dâtâ processing systeD 100 is ¡1ow

described which is inteùded to work wilh all existilg ope¡ât-
ilrg systeù by åugmenting some ofthe opeútitg system's file
rrÌârMgemerÌt systeN codes. The embodiûrent prcvidedrelies
on the standâld filemaDagement prirnitives foractually stor-
irìg to âlld retrievilg data items from disk, but uses the mecha-
ùìsDÌs oflhe preseùt irlveDtiou to ¡eference arÌd access those

data iteùs.
Tlìe processes ândmechanisms (services) provided in this

crnbodjiìrentare groupediÌìloùe lollo\rirrgcalegories: primi-
tive nÌechanisÌlìs, of'erâtirrg systcm meclìanisrns, remote
ùeclìanisDs, backgou[d lneclmrisms, and extended mecha'
nisms.

Primitive mechanisms provide lLùdâmentat capabililies
ùsed to suppof otlìer mechâ¡rsms. The following p¡imilive
mechânisûs are described:

l Calculate Tnle Narìe;
2. AssiJ¡ilate Dala Item;
3. Neç' True File:
4. Gct T e Narlre from Paflì;
5. Lintr( pâth ro True Name;
6. Realize'lnìe file ftolrl Loc¿tiorì;
7. Locate Remote FiÌe;
8. Make True File Locai;
9. Create Scratch File;
10. freeze Directory;
11. Expând Frozelì Directory;
12. Delete True Fiìe;
I3. Process Aùdjt File Ertry;
14. Begir Grooùìing;
15. Select For ReDoval; alld
16. End GroomirÌg.
Oper¿tilrg systenì ûechanisms provide typjcål faìniliar 6le

systenÌ DÌcchanisms, wlìile maintaitiùg the dala stn¡ctures
requircd to offer the mecbaltìsms of dre, present ilrveÌttion.
Operathg system ùechanisrls are designed to augmeût exist_

ing opemti¡ìg systerDs, aDd in this way to make the Prese¡t
irÌveûtion compatible with, a.nd generally lraûspa¡ent to.
cxistirìg âpplications. Thc folto\,ving opcratiig system

rneclìârúsùìs are described:
1. OperÌ File;
2. Close Filel
3. Read File:
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4. write File:
5. Deletc File or Direclory;
6. Cop), File or Directory;
7. Move L-ile or Directory;
8. Get ¡-ile Statusr aDd 5

9. Ge1 Files it'l Directory.
Re¡ìote meclìaÌúsms are used by tlrc operati¡ìg systeol in

responding to requests from other processors.T]tese mecha-
nislns enable Ihe capabililies of the present inveotio¡ in a

peerìo-peer rrelworii mode of operation. The following I0

leìnote mecbâuisms are described:

L LocaLe True File;
2. Reseíe True Filc;
3. Request frue File;
4. Relire True File; ls

5. Callcel ResePadon:
6. Acquire Tnre File;
7 Lock Câclìe;
8. Update Caclrc: âIrd 2a

9. Check Expir¿tior Date-

tsackground rnechalr.isùìs are ìúeÃded to nÌûoccasiolìally
and â1a low priorily. hese plovrde aulomâled management

capabilities with respecl to the preselt ilveDtioD. Tbe follow-
ing bâckground mcchanisms âre describcd: 25

l. Miror True File;
2. Groom Regiol;
3. Check for Expì¡ed LiDIG; aDd

4. Verify Regìon; and
5. Grcolll SoÌìrce List. 30

Ëxfended mechånisms run withi[ applicâLion progr¿ms

over the operatiug system. These mechanisms provide solu"
tions ro speci6c problcrns ând âpplications- The following
exte[ded ìùeclúùrsms are described:

1. In\,entory ExìstiDg Directory; 35

2 l¡\,e¡rlory Reùovable, Read-oÌiy Files;
3. Sy0clùoùìze directories;
4. Publish Rcgion;
5. Retire Directory;
6. Reålize Directory ât locâtion; 4rl

7. Verily'lrue fjle;
8. Tiâck for accounting pùrposes; and

9. Track for liceDsing pu¡poses.

The fi le systen hereindescribed ûairÌtaiDs sumcient infor' 45

ùatioll 10 provide a variety of Ììeclünisms not oldiÌM¡ly
offeredby aû operatilg system, so¡ne ofwlÌichare lisled and
described herc. Various Frocessing pcrfonìted by this
ernbodiment oftlÌe present inveúioùlviìl now be desc¡ibed iD

8reârer detail. 50

Ir some enbodimcnts. sonÌe files 120 ilì â ¿lâta processing

systeû 100 do nol hâve True Names because they have been

rece[tly received or created or modifìed, and rlÌùs their True
Names have not yel been computed. A file 1lül does nol yet

lìâve a True Nâme is called â scmtch file- The ptocess of 55

assigrìing a True Nanìe to a fiie is ¡eferred to âs âssimilatioù,
and is described later Note that a scratch 6lelIlay have a use¡
provided Dame.

Some ofthe processiùg perfonned by the FreseDt iDve ioù
caù take place in â background ùode or oD a dejayed ol óo

as-needed basis. Tlús backgrouûd processing is u sed to deter_

Ììine iùfonnatiotr tlút is not immediately requi¡ed by lhe
system or which ùÌay ncver be required.,4s an example, iÌl
some cases â scratch fileisbeiùgcha[ged at a rate greater dìaù
the rate at whiclì it is usefiil to determine its True Name. In 65

lhese cases, delerminirìg the Tnìe Naûe of the file can be

posrpolled or perfonlred ill tlìe background .

8
Data Structures

Tlìe followiÌrg dâta structùes, stored iu nìemory 11 0 ofone
oI mo¡e processors 102 âre used lo impleme¡ll lhe nechå-
nisms desc¡ibed hereiD. fte data strucnrres can be local to
each processor 102 oftlÌc systcm 100, or they can reside on

oD.ly soûe ofthe processors 102.

The data struclurcs descnbed are âssumed to reside on

individuat peerprccessors 102 in the daia prccessing system

100. Flowever, they caD also be shared by placing them on a

¡emo te, shared frle serve¡ (for iDstance, ill a locaÌ arca netlro¡k
ofmachines). ln order to acco¡mnodate shâritìg dâta stuc_
flìres, it is necessary that the processors accessi¡ìg the shaled

database use the appropriate lockjDg techniques to ensure tlìat
cluùges to the shared database do Dot iDterfere '¡rith orÌe

anotherbut are appropriâtely serialized. These locking tech-
¡Ìiques are well ul1deßtood by odirarily skilled progratrmers
of distribùted applicatioDs.

It is sometimes desimble to allow some regions to be local
to a pa¡ticular processoÍ 102 âDd orher regioAs to be slÌared
anrcllg processors 102. (Recall tlìat a region is a uÌlit of 6le
system management aDd control colsìsting ofa giveù diec'
tory identifred by dre pathname ofthe directory.) lD tlrc caseof
Iocal and shared regions, drere would be botlÌ local and sha¡ed
vcrsioùs of each data structure. SiÌnplc chàlges to the pro-
cesses described below ùust be llråde to ensure flìat apPro-
priale dalâ structures are selected [or a giveD oPemliotì.

fte local directory extcnsions (['DE) table 124 js a data
strùcture which provides ilfo¡ùâtion about frles 120 alld
directories 118 iû tlæ dâta processirÌ8 system 100. The local
directory exlensions lable 124 is iûdexed by a pallÌìame or
contextual name (dut is, â ùser pmvjded rìâne) ofâ file aúd
ilcludes thc True Name for most files. Tlrc iúonnatioû iù
locâl directory exteDsioù table 124 rs irÌ additioÌt lo that pro-
vided by tbe natve frle system ofthe opeÉtiûg system.

Tle Tnre Fileregistry (TFR) 126 is â dâta store for listirìg
actual datâ itenìs \¡/úch lÉ1,e'l'¡ìre Nanes, both nles 120 alld
seglneDts 122. Whetì such dåtâ items occur in the True FiÌe
registr) 126 they are knowD as True Fìles. True Files are

identilìed in True File ¡egislry 126 by úeir Trùe Nâmes or
identities. fte lable True file registry 126 âlso stores loca-
tioù, depeùdency, a¡d Dìigrâtion iùfonnatiou aboùt True
Files.

The region table (RI) 128 defines areas iD the ùelwork
storage which are to be ma¡âgd separatell.. Regiontable 128

deflnes the rules for access to ¿Dd miglarion of files 120

âmong varioÌrs regìons witlì tlÌe local file system 116 and

rcÐote peer file systems.

Thc source tåble (ST) 130 ìs a iist of dÌc sources ofTrue
Files otlÌer tlËD the cur¡ent True fileregistry 126- The source
table 130 iùcìudes reûìovabÌe volurìÌes arìd rernote p¡oces-
soß,

The audit lìle (AF) 132 is a lisl of reco¡ds irdicåtirg
châr¡ges 10 be made in locål or relllole files, these cha[ges to

be processed il backgrould.
T]le accourlitg log (^L) 134 is a log of file tmrNactioDs

used to create sccounting infonDâtioD in a mamer which
preseryes dre identit-v offiles being t.àcked independeùt of
tlìeL ùame or locâtion.

The license table (LI) 136 is a tâble identjÛ iûg files. which
tlay o¡rly beused by licensdusers, íì a nÌaùùer iDdepe[dent
oltheir name orlocation, and dìe users licensed lo use ihem.

Detâiled Descriptions of lhe Data Slruclures

1ìe following table sununarizes lbe fields ofall]ocâl dìrec'
1ory exlerÌsiorÌs Lable eúÐ, as illuslrated by record 138 ill
FtG.3.
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Each region table record 142 ofrcgioD table 128 inclùdes
ùe lìelds described i¡ the following table (with refererìce to

FtG.5):

Regro! lD identiñe tle ægion in which t¡js file is co¡tli¡ed.
Pdth¡Mc thc uù providcd ]Me ôr ó¡ldtuÈl lmc of tlF 6l(

or diroctory, rcl¡tive to the region i¡ which it

'l flc Nme the compùted Tnc NMo or ide¡tìty of thc fi¡e or
diæclory, Thh True Nñe is not ¿lÈlys tp todste,
ùd !t js set lo x s!æi¡l \élùe whe¡ ô fle is
morlified dd is lste¡ Écomputed in thc bekgrcùnd.

Type i¡dides wlplhe¡ the nle k a dat& 6le or g

direclory,
sc!¡tch ¡ile drc p[]ßi@l locatiorofúe6le nt thefilesyr€nr,
lD whe¡ ¡o Tne Nùè h6 beù cslcul¿ted for ths fi le.

as nôredÀbôvo such ¿ñleis €Ued ¡ scmrch nle.
ÎnÈof lsr the lstg@ss time to this nÈ- üúis üeisc

dhecto¡t, thh is t¡e l¡st acc6s time to ùy ûle
in thc dir@tory.

Tine of lßt the time of lsl chqse ol tJì is 6le. lf ùis ûle
modiñcêtio¡ is ¡ di¡ectory, tlis is t¡e lßt modinc¿do¡ line

ofa¡y ñle in the drcctôry.
sefe nrs , nd car6 rlì$ this fle lÐd. .f L\is ñle is ¡

dûccto¡y, all of its subodiüte tu6) ¡¡ve be¡
bscked up o¡ some oùer s,vste¡!, ùd i! is dÞ!ètoF
efe to temove tnem.

Lock nls indicåtes wlÉlher À fle is locled, t¡¿t is, it k
bei¡g modified by rhê loc¿l plocessor o¡ !æmote
procGsoi o¡ly ône pócesr m¡y modtly t nlc ¡t
atine.

Size t¡e tull size ofthis direcþry (inclùdr¡g¿ll
sbordi¡atc fil*), iflll fle i¡ itac¡èfully
dpùded udduplic¡led. For e ñle drât is ¡or å

dùectory this is the size olth€ lctùì Ttue ¡ile-
Ow¡cr tlrc idcltiÐ of ùc usc¡ ç¡o owns úis 6le, fo¡

æcóù¡ting sd lice¡se treckj¡8 pù¡poses-

25

RegioÌ ID htemèlly ùsed idcnriñcr jòrthß rcsLôr
Resio¡ ôle ñlesystenìon tlìe local plocessor olwhich this
syslem regio¡ is tpf-
Region r prtlúúe rclÂtive to drc rcg¡on ñle systeD
pdJuùe which defi¡es !ìre locåtio¡ olthis E8ion.'fte

rgion consisls otrll fi ls ùd dftcrÒr:es
$ìbordh¡re to üis psdùtune, excepr dìosein â

¡eg¡on subo¡di¡ste to ùis resjo¡.
zerc or morc idcrtinús ofprcccsoßwhicl ùo
ro lccp miÌor or @iìivxlcopi6 oîdl âles in
ùe cùrent region. Mùltiple miro¡ pÞcesoF
cd be defiftd to fom r mirrc¡ eroup.
number of @pjes ot eùch 6le iû r¡is ßsion
th¡t should be Fl¡r¡cd i¡ x mi¡ror ghup.

specìnes wheL\er tùir peion is l@a ro¡
si¡gle procssor lCr2, snùed by sever¿l prcc6soß
102 (jl, fo¡ i¡stú€, it mides o¡ ! s!ùed ñle
sereÐ, oi nmged by r lemoB prccessor
drc migJ¡tio! policy to ¿pÞly lo this ¡egiù. A
s¡rìgle ægio¡ micnLpaficipûte nl sere.¡l
policies. Tlìc policis æ s follows (pùMereF
in br¿c\ets ¡re specificd ælaftoitbe policy).
resion ß ac¡chedveßiôn fróm tpÉc*sorlDl;
r€sion is o mcnber of å niñr set den¡ed by

reeio¡ is to b€ ùchiled oÌ iprcGsor IDl.
lccio¡ is to b. brcked ùp lodlly, byplæi¡s
¡eq copies in t¡esio¡ lDl.
ßcro¡ is rc¡donìy sd m¡y ¡ot be clotge¡i.
!¿cio¡ is publishcd dd dpiæs on ld¡tcl.
Fìl* in dris resior slþuld be conpEsed.Each ¡eco¡d of the T¡ùe Fìle registry 126 has the fields

shown in the True FiJe registry record 14 0 iÌr FIG. 4. Tte T¡re
File regisfy 126 coDsists of the datâbâse described iìì the
table below as \¡'ell as ihe actual True Fìles identified by tlìe
True File IDs below.

A soùrce lable 130 idelìtifies a source location lol True
Files. The soùce table 130 is also ùsed to ideùtiry client
processo$ makiDg reservâtiols on dre curIeùt processol,
Each source record 144 ollhe soùrce tâble 130 includes the
fietds suulr¡a¡ized i¡ the followilg table, wlth relereûce to
Þ'tG.6:

comp(lted T^E Ndne or ide¡tity ot t¡e ñle.
compF6sd rcE iôn of the True File m¡y be stored
i¡rcad of, or i¡ addìdo¡ ro, d ùcomprcscd
leßior Tlr¡s ndld prcvidE th€ idcntity oflhe
iclul Fp¡Be¡tùtio¡ ofdre ømp6sed veßior souEe ID i¡len¡l identifrer ùsed to identifyå

påfticulù sôEe.
$urc typc rYpcofsoùe loc$ion:

Renrovable Stor€€ ¡r''onme

Loc¡lRegion
Cxc[e scÉc!
Mirc!GrcùpServe!
CoopercÌiwe Sefler
I\blislìirÊ señer
Cliènr

Croomin8 È¡rdive 6ur ollow nsy ¡cfercnces h¿\t bær
delete æù¡t selected lor ddetio! du¡¡gs gr@mi¡g operitio¡.
Time of lå$ most Éæ!t d¡te ùd lime the conle¡t ol úis ñle

ws lccesed.
Expistion date @d 1iúe aftù which úis nle mry bc deleled

by dris sc^,er
Depe¡dc¡t procesor IDs of othe¡ plocessoE *lich contd¡
prccesF Éfc¡e¡cer lo this True Filo.
souce lDs soùce ID(s) of zerc o¡ more sourcs frcm wlricn

dris frle or dsLa ned n¿y be ret¡ided.
True Fiìe ID ide¡riryordisl locâtior ofthe sctuÂlthysial

.eplæÌrâlion of ùe nle or file serment. It
is mcie¡r to usc ¿ ñlcnMc in thc Fgistntio¡
diÉclo¡y ot d¡e urde¡lyiag oper¿ti¡a nvrem- lìe
True File D isabsc¡t ifthe ¿crúl6le ìs ¡ot
cucDtly pßc¡t a! tic crú.¡t loc¿tìôn.

Use cou¡r nùmber of othe! eods o¡ tbis prcceso¡ qh ic!
idcntìîY this T eFile.

ùcluda infômrtio¡ ûbour the dghts ofthis
p¡oæssot sùcl s wletlel il cÐr ßk the loca]
procsso¡ lo stoedsm ir€ms 1o! it.
megùeme¡r ofthe budwidt¡, cosl, úd
reliåùilityofthe coMccLio! to tlüs souce
ofTrue¡ilcs. Tleduilabiliry is sed to
s€lect liom mo¡s ss e!¿l postible soùces.
i¡fomsrio! o¡ lþw the locd prccesor is rô
3cc* rhe soNe. This mey be, for ¿\mple,
dre rme o f a emot ahle sroBBè ro lme. or
the p¡@essr lD Md Fsio¡ pdn of ¿ rcgio¡

55

¿!rihbility

,4. regioD table 128, specilìed by â directory patlùame,
records slorage policies which allow files iû the file systenrro
be stored, accessed aûd ¡nigmted iù different ways. Stomge ój
policies are progm¡ì¡med in a coDfigurable way usiûg a set of
n es described below.

Tlle â[dit file 132 is a tableofeveùts ordered by tiÌùestâÌnp,
eaclÌ record 146 iu âûdilfile 132 iDcludirg the flelds suûma-
rized iù rhe l'ollowirìg labÌe (widì refereùce to FlG. 7):



E¿ch ¡ecord 148 ofthe accoruting log 134 records an eveDt

which mây lâter be used to pro\.ide infoflÌâtiol for billiru
mecha¡isrns. Each accouDting log eûlry reco¡d 148 includes
at least dre infon¡alio¡ì sumnurized iù tlìe lollowing rable,

with rcfererce to FIG. 8l

¡atlúúe Nm ¿ of dÈ 6le (reqùn€d o¡ly for ¡enMe)
Ttue Nùe compùEd Ttue Nde of dE nle. This k used

byremole s)5tehs to miForchsges to tle
diæcrory od k filled in dmrs bsckgloùnd
pþ@ssing.

d¡teolenry d¿te úd riñè of tlis log e¡ûy
rypeote¡!ry Enüy ì?es i¡clude cre$e file, dcìore file,ùd tûsmftnle
TnìcNm€ TnreN¡mc oldll¡ irem in q,erion.

ide¡riry ofúc user r€spô¡sible fo¡ tllt rctio¡.
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True FiÌe registry 126, as ìdeDlified by â Tnìe fjle lD. This
suppoñ may be provided by aù underlyirrg operatiÌìg systeì¡
or disk storage âgel.

Tbe following priDìitive ûechanjsùs are described:

t L Calculate T¡ue Nanle;
2. Assir late Data llem;
3. New True Filei
4. Get True Name Írom Path;
5. Li¡.k Path to True Name;
6. Realize True File from LocåtioÀi
7. I-ocate Remote File;
8. Make T¡ue File I¡cal;
9. Create Scratch Filei
10. Freeze Direclory;
1 1 . Expâ¡d Frozeù Directo¡y;
12. Delete Truc Filc;
13. Process Audit File Dntry;
14. tsegin Groomilg;
15. Select For Removal; aDd

16. Eùd G¡oorìri¡Ìg.

I Câlcù!âte True Name
A 'f¡ue Naße is collìputed usiìg â fuùctìon. MD, which

reduces a datablock B ofarbitrary leùgdÌ to a reÌatjvely sùall,
fixedsize ideDtifiet the'l rue Nâme of tlìe dåta bÌock, suchthat

)s rlÌe lrue NârDe ofthe data block is vifually guârartteed to_- 
represenl lhe dala block B and oi y dala block ts.

The fuDcrio[ MD must have llÌe lollowjng propefies:
L Tlrc doùair of rhe flìnctio¡ì MD is the set of all data

items. The range of the firuction MD is the set ofTrue
Nâmes.

2- The functioù MD rnust takc a datâ ileù of arbiûary
leùgth and reduce it 10 ârÌ integer value ilr tlÉ rânge 0 to
N- I . Nlìe¡e N is tlìc cardiûâl ily of tlìe set ofTn e Namcs.
f b-at is, for ar arbitrary leDgth dâtâ block 8,o=MD(B)
<N.

3. The results of MD(B) lìlust be everìly aûd randoùly
di stributed ove¡ tlìe râDge ol N, ii sùch a way tlìar sìmple
or regùlar clürÌges to B aÌe vifuâlly gùamflteed to pro-
duce a different value of MD(B).

4. 11 must be computatioDally diflìcult to fìrd â dijÏèreDt
vålue B' suclì tlúì MD(B)=MD(B').

5. The functior MD(B) r¡us1be efficieùtly corÌputed
A faùily of functions wilh the above propcrtics are the

so-câlled message digest Îrnctions, ¡rlich areused il'l digitâl
security systcms as techniques for authcntification of data.

45 Thsse ñÌnctions (or algorirhùs) include MD4, MD5, and
SHA.

ID rhe p¡esenrly prefeEed elÌbodime¡ts, eitlÈr MD5 or
SIIA is eDìplo-ved as the basis for the coDìputation ofTne
Names. \Mìichever oftlìese two messâge digesl filnctions is

50 empioyed: thal same ñlnction rnust be eDployed ou a system-
ìvide bâsis.

It is ilrpossible to defr¡re â ñìnction ]râving a uDique oùtput
for eaclì possible input wlÌe]l the ùulllber of elerÌìeûts i¡ t]rc
¡aùge oftlæ fÌrltctioll is sÈâ]ler tlìân the nuüberofeÌemeÍs
in ìtsdolllair. Howevel. acrxcial obse¡vatlo[ is tlü1 tlÌe actual

55 d"t" it"nr. that will be encounte¡ed in the oper-¿tìol of aly
systern eDbodyingtlis iDveÌ1tion foún å very sparse subset of
all tie possible inpùts.

A collidiDg sel ofdata itens js definedås a sel rvherein, for
one or more pain x and y in tlìe set, MÐ(x):MD(y). Since a

60 ftrnclion conlormìng to the requirements for MD mus t evenly
and r¿ndolÌrly dislribute jts outpuls, il is possible, by making
the mDge oflhe folction large enough, to nrake lhe probabil-
ity a¡bitr¿rily small tlMt actual inputs elcou[tered iû dÌe
opemtion ol an embodiment oI Lhis invelltioD will Iomr a

65 collidirÌg set.
'to roùghly quanlily llre probability ofa collisio¡, assuure

dut lhere ffe no more lltrn 2'u stornge devices in tlìe er'orld.

11

Oljgi¡al

1Þc

ID

p¿rh oftlenle i¡ quesriÕn.

whether tle frle pN csted, reid, w!ìften,

s?eci66 wlcrhù t¡c sowc is ¡ file d¿

ID of Lh€ Fnore pñcesor gere!ñine tlis

üme ùd d¡le ñle wN closed (rcquiftd oÌly
tor ûcce$e(Vmod jfi ed Rles).

Elch record 15 0 oftlìe liceDse I âble 13 ó records a relâtior'r-
ship beNveell â hceDsable da(â item ¿llrd tlæ user licensed to

have access to it- Eâch license table record 15Û inclùdes dre
iDfornMlion sù[rnarized iD the following table, with reier-
ence to FIG.9:

T^ìc Nme True Ndùe ot r dat¡ irc,¡ sìbjæt b liexse rdidstjon.
liccnsæ idenriry ofuuser¡uthorized to lBve æßs to this objær

\âdoùs othe¡ data slructurcs âle erÌÌployed ou sorne o¡ all
ofthcprocessors 102 in the data proccssing system 100. Each
processor 1û2 has a globâl freeze lock (GfL) 152 (FIG. 1),
which is ùsed to prevelt syrìclùonizatiol e¡rors wllerÌ a di¡ec-
tory is lrozen or copied. Any processor 102 may ilclude a

special archive directory (SAD) 154 illto which directories
may be copied for thc pùrposes of ârchival. Any processor
'102 nÌay include â special media directory (SMD) 156, into
whichthe directorics ofrcnrovablevolumes are storcd to fonn
a mediâ iN,cntory. Each Frocessor lÌâs a groorrÌing lock 158,
wlìich is set dùriDg a groorìri¡ìg opcrat;orì. During this pcriod
thc gmoùÌing dclcte count ofTrue File regislry cDtrics 140 is
âc¡ive. ãÌìd rìo True Files should bc deleted until groomiùg is
complete. wlÌile groomrng is in effect. groonìiÌrg infonnation
includes a fable ofpatllnâlrles selected fordeletion, and keeps
track ol the aùouDt of space that would be fieed ifall of the
files were deleted.

Primitive McchanisÌìs
The first of the DechaìÌi sÌùs provided by tlìe preselrt invell-

tioù, prirDitive Dechanisrns, ârc now described. T1É ùeclÌâ-
nis!Ìs descri bed lìere depelld on rulderlyillg data ûanagenÌeìÌl
Dechaûis¡ns 10 crcâte, coptread. and delefe data iteÌrls iù the
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and that e¿ìclì storage device has ûn âverâge of at most 2:o
diffe¡ent data items. Tlerì there are at Dìost 2so data iteùs irì
1he world. If the oùtputs of MD range betweel o and 2r'?3, ir
carl be dernonstmted rlìat ùe probabiliry of a collisiorì is
approxi¡nalely I i¡ 2". Delails on the derivation oflhese
probabilityvalues are found, for exâìnpÌe, inP Flajolel and A.
M. Odlyzko, "Random Mâppi¡g Statistics,"¿¿ct re Notes in
Computer Science 434: Ádvonces ih Cryplologt Eurocrypt
'89 Proceedings,Spànger-Verlag, pp. 329-354.

Note that for some less preferred embodime[ts of dte
presenl inventionr lower probåbilities oluniqùeness may be
acceptable, dependirìg orì the q?es of applications and
mecha¡jsms used.ln some embodinìenls il may also be uselul
to lìave rnore tha¡ì oDe Ievel ofTrue Names, rtith some of the
True Names having diIlerenl degrees ofuniqueness. IIsuch a

scLeme is irnplemented, it is ùecessary to eNule thât less
unique True. Nanes are not propågated i¡ tlìe system.

While tlìe irveotion is descrjbed hereiD u sing only the True
Name ofa datå itelll as the identifie¡ for the data itenl, other
p¡efeÍed embodime[ts ûse tagged, typed, categorized or
classified data itenls alld ùse a coDìbination of both tlæ T e

Na¡De and tbe tag, t)?e, category or class of dre dâta iteù âs

ân ideDtifier Examples ol such categoriz¿tions are files,
directories, alrd segnreûts; executâbÌe files and data fìles, and
tlìe like. Exaûples of classes are clâsses oI objects in an
object-oriented system. lì sùclì a system, a lower degree ol
TIlle Name ùÀiqueness is acceptable over dre entire uDiverse
ofdata iterns, â s lorìg a s suilcie¡t uir iqùeness. is provided per
câtegory of data iteùs. This is because dÌe tags provide an
additioûâl leveÌ of uDiqùeùess.

A nìeclìaùisnl for calculating â l'rue Naùe gjveD a data
item is uow described, with ¡efereDce 1o ¡lGS. 10(a) a¡d
10(ó).

A si¡Ìrple data item is â dala jtem wLþse size is less tlmD a

particula¡Biven size (which tìrust be defi ned in eåchparticular
implementâdon of the inveûtioÐ. To dete¡rniùe the Tnle
Nameofâ simple datâ ìtem, w itlì reference to FIG.10(d), fißÎ
compùte the MD funcliot (desclibed above) oll the given
simple da1â item (Step 521.2). Therì åppend to the resulting
t28 bits, tlÌe byte length modùlo 32 oI the dara item (Step

3214). The resulting 160-bit value is lhe True Narne of tlæ
siùple data ileDr.

Acompounddata itemis onewhose size is greâter than d1e

paficùla¡ giveD size ofa siùple dåla ilerlì. To detemine the
Tnle Name ofa¡ arbitrary (simple or compoùnd) dât¿ì item.
wiilì reference to FIG. 1 0 (¿), fust detennire ifûe data i teû is
a simple or â compoùnd d¿ta item (Step S2l6). Ì f the al¿ta item
is a simple data ifem, theu compute its True Name iù step
5218 (usirgsteps S212 and 5214 described above), othe¡wise
pafitioD the data iteù into segrents (Step 3220) and assìmi-
l¿rte each segment (Step 5222) (tlæ primitive meclìanisrn,
Assimilate a Data lreù, is descrjbed below). mmputillg the
True Name of the segmellt. Then c¡eate åD iùdirect block
consis ting oftlæ cornputed segmeDt True Na¡nes (Step 5224).
A]l indirect block is a d¿ta item w]rich collsists of dÌe
seqùe[ce ofTne Names of the segmeDts. Then, irì step 3226,
assiDilate ihe iùdi¡ect block alìd compùte its Tnle Naùe.
Finally, replace the fioâl tlìirry-two (32) bits oflhe resultiDg
T e NanÌe (that is. dre leùgtlì ofthe iDdirect block) by tlìe
length modulo 32 of the compoùÌÌd d¡ta itenl (Step 5228).
The resuit is the True Name of the compourìd data itelll-

Note tlìat the compoù¡d data ilem may be so largc thât the
ilrdirect btock ofsegme¡lt True NaÌìÌes is itse]fa coùrpound
data itcm. Iù tlÌis case the mechanisÌ¡ is invoked recursivcly
until only siìÌple da¡a itcms are beirìg processed.

BotlÌ the ùse of seg¡eùls aDd the attaclnììeût of a lengdÌ lo
dre True Name arc not strictly rcquired in a systern ùsiÌrg the
present iNerÌtioDr but are cùrerìtly coDsidered desiable fea-
tures ill tlìe prefered embodilrlellt.

us 7,802,310 82
t4

2. Assiùilate Dala lle¡r
A ùechaùisùì fo¡ âssimilatiDg a data iteÌù (scratch fite or

segne ) i¡to a file system, giveù the scratch file ID of tlìe
data iren. is now desc¡ibed with refercnce to FlG. 11. ïrc

5 purpose of this mechanism is to add a givÐ data item to the
True File registry L2ó. Ifthe data item alreâdy exists i¡Ì the
True File registly 126, this will be discoveled aDd used dùri¡g
rhis process, aûd the duplicate will be elimiûated.

Theleby the system stores at most olre copy of any data

r,, ilem or file by conlent. even when mullipie nameç refer to the
sânle content,

First, detemriDe the True Name of the dala item corre-
sponding to dre give[ scratch File ID usiDg the CalcùlateTrue
Narne primitive mecharism (Step 5230). Next, look fo¡ an
eúry for the True Narne iû d1e Tnle File regist¡J 126 (Sfep

15 5232 ) aûd determine whether a Tnle Name entry ¡ecord 140,
exists iD the True File registry 12 6. Ifthe entry record iûcludes
a correspo[ding True File ID or coúpressed File ID (Step
5237), delete the ñle wilh the scr¿tch File ID (Step 5238).
Otherwise srore the give¡r T¡ue File ID in the entry reco¡d

20 (step 5239).
Ifit ìs derermiued (in step 5232) that no True Nâme eùl¡y

exists in the True Fileregistry 126, then, ín Step S236, create
a new ertry in the True File ¡egistry 126 for this True Name.
Set the Tnle Name oflhe entry to dre calculâtedTrùe Name,

25 set tlìe use coufi fo¡ the ltew eDtry to oùe, slore fhe given True
File lD 1rl the eùtry a4d set the odÌer fields of the entry âs

approprjâte.
Becâuse fhis procedure may take soûe ti¡ne to coüputer it

is inteDded ro rì'llr ilì backg¡ou¡ìd after a file lüs ceased to
chânse. ln rlìe meânlime. rìÌe file is considered r unassimi-lo lot"d"...ur.h 6le.

3-NewT e File
'l he New True Fiìe process is ir'N,okedwheùprocessingthe

audit file 132. so e dDÌe aftera lrue File lìas been assimilâted
15 (usir'lg theAssiñlate Datâ lteùÌprinritive ùechaDism). Given

â local directory exteiìsioDs tableeùtryrecord 138 irûelocal
directory exleûsiollstable 124,the New True Þ.jleprocess can
provide ùe lollowi¡rg steps (witlÌ refererce to FIG. 12),
depeDding oD how the local processor is co¡ìfigured:

,n First. in step 5238. cxaoìitìc tbe localdireclory eÀtcnsiuni'" r¡ble enrrv reeont 138 to detemriue whethcr tlìe llle ;s locked
by a cacÉ sewer. II tle 6le is locked, then add lhe ID oflhe
cache server to llìe dependenl processo¡ list of the True File
registry ta ble 126, arìd dreu send a message to the cache servet
ru upùrte lhe cache o I tlìe c rlrrcnl processor us¡ng LheUpdate

a5 Cache ¡emofe nrecbanisD (Slep 242).
If desired, compress dìe True File (Srep 5246), âù4 if

desired, mirror the True Fìte usitrg tlìe Mirror True File bâck-
grouùd ùecha sm (Step 5248).

50 4. Get True Nâme from Pâth
The True NaDre oT a file can be used to ìde[tiry a file by

colÌteDls, to confi.m that a file matclìes jts origiDaì colltents, or
to cornparc two files.'lÏe r¡ecllârlism to get a f'rue Nanle
gi\.eD tbe pâtb¡aùe of a fiÌe is uow desc¡ibed with ¡eferelce
lo ù-lG.13.5) 

First, search rhe local direcLory extensio[s table 124lor tlrc
entry record 138 wirh the giveD pathname (Step S250).IIthe
patlüâme is not lou[d, llis process fåils and Do T¡ue Nâ¡ne
correspo¡rding to lhe given patbname exists. Next, deLennine
wlÌetlÌel tlìe local directo¡r- exlensioùs table etrtry record 138

óu includesaTrueName(Step5252),andifso,themechadsm's
task is complete. Otherwise, detelmirÌe whelher the local
directory extensioDs lable e¡ttry ¡ecord 138 identifies a di¡ec-
tory (Step 3254). ând ifso, fieeze ilÌe directory (Step 5256)
(lhe primitive nlechadsm Freeze Djrectory is described

65 below).
otlÌerwise, i¡1 step 5258, assimilate dìe file (usiag the

Ass;ùÌilate Dâta ltem primirive mechaÀism) defined by the
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lile ID ñeld to gerìe¡âte its Tnìe NaùÌe aDd store ìts True
Naûe iû the local directory extensioN eùtry record. Tleù
relurll the Tnìe Naùe idenlified by rhe local directory exteD-
sions table 124.

5. Link Path to True NaÌDe 5

The meclìanisnì to link a pâú to â True Nâme plI)vides a

way ofcrcating a new dj¡ectory entry record identifuing an
existiÌrg, ¿ssimilared file. This basic process may be used 1o

cop)¡- move, and ¡ename files witlþut a need to copy thei¡
coÌrte[ts. Tlæ mechaDism to ]ink a path to â True Name is dow 10

describcd with refcrc¡ìce to FlG. 14.
Fißt, if desjred, co -6¡m dÌât ÎlÌe True Name exists locaìly

by sea¡clÌiDg for it in thc Tnlè Name regìstry or localdirectory
extensjoûs rable 135 (Step 5260). Most uses oflhis mecb¿-
rism wjll require this foml ofvalidatio¡. Next, search for thc 15
path in the locâl direclory extensioDs tâble 135 (Step 5262).
Conlìrm tlìat the directory containing the filc namcd in the
path al¡eâdy exists (Step 5264). I fthe Dânìed file itself exists,
dclete the File using the Delete Truc Filc opcrating systeÐì
meclÌ¿ìnism (see below) (Step 5268)-

'I}en, creàte al eltry recå¡d in tírc local directnry 
""t"n- 

to

siorx with the specified patlì (Step 5270) âûd update the entry
record and othcr dåla structurês as tollo'rs: nll in the Tnre
Naì¡e field ofthe entry witlì the specifiedTrue Narne;incre-
mentthcusc coì¡Ìì forthcTruc File registry efiry reco¡d 140
ofthe correspording TnÌe NâÌrìe; note {4Ìether tlÞ entry is a 25

directory by reâding the True File ro see if it contains a tag
(ûagic nùrùber) irdicating tÌrat it rcprcscnts â fro?-en direc-
rory (see âlso the descriprior ofrhe Freeze Directory primi-
tive meclÌarism rcgardiDg the 1âg); arìd compute arìd set the
other fields of ûe locâl directory extensions appropriately. 30

For iDstânce, seârclì lhe regiontable 12810 idcntiry thc rcgion
of tlÌe pâth, and set the time of last access aM time of last
¡Ìodification to the current lime,

6. Realize T¡ue File f¡onr Locatio¡ì
This meclÌârÌism is used to Try to ûatr(e a local copy of a l5

True File, gjven its True Name and drc name of a source
loc¿r¡ioD (processor or û1edia) that nray colìtâi[ the Tnle File.
This mechanisù is row described with reference to FIG. 15.

First, iù step 5272, derermiùe wlìether 1lrc localion speci-
ned is â processor. lfil is detennined that the location specj- 40

fied js a processot the¡ send â Request Tn¡e File message
(using the Request Trì.re File re¡rote mechanjsm) to úe
remofe plocesso¡ ând wait for â ¡esponse (Step 5274). lf a

negâtive response is ¡eceived or ûo ¡esponse js received âfter
r tilneout period llìis Dechanisrn fcils. Ifa positive response aj
is received, enler the True File rerurned in the True File
registry 126 (Step 5276). (lfthe filereceivedwâs cornpressed,
enter tlÌe True File lD in lhe comp¡essed File ID field.)

lf, on the other llarld, jr js delermined in step 5212ih^Tfhe
loceriou specified is not r processor. then. if Decessrry. .^
rcqucst lhc uscr or opcr¿lor 1() mounl the indic¡ted volume "
(Step 5278). TheÀ (Step 5280) nnd the tudicated file on the
given volumc aDd assimilate thc lìle usiDgrhe Assimilate Data
Item primitive tìechaùisù. lf dÌe volùme does ltot contail a

True File registry 126, scarch the media inventory to find dìe
pâthoflÌæ fileor1 rhe volùme.lfno such nle cârbe fourd, t]Ìis 55

nrechanisnÌ fails.
At.his poht, whetlrcr or rot the location is detennined (iD

step 5272) to be a processor, ifdcsircd, vcrif, the True File (in
step 5282).

?. L¡cale Remore File rr'ì

This mechânism allows â processor to locate a file or data
item f¡our a remote source of True Files, when a specific
soùrce is unlqìot{n orunavâjlâble. A clie[t processor system
rlray ask one ofseveral or rlraùy sources whetlær it cálì supply
a data object wiú a giveû True Name. The steps to pe¡fonn 65

tlis meclìarìism are as follows (widì refererce to FIGS.16(a)
aûd 16(å)).

t6
Tlìeclient processor 102 uses the sourcetable 145 to select

o¡re o¡ ùrole source processors (Step 5284). If lìo source
processorcan be found, themechalism fails. Next,llìe cljent
processor 102 broâdcasts to the selected sources a ¡equest 1o

locate tlìe file u/ith the given True Nåme ù sing the Locâte T¡ue
File remote mechanisùr (Step 3286). Tlæ request to locate
úay be augmented by askitrg to propagate this ¡eqùest lo
distaDt serveß. The clie¡lt processor then waifs fo¡ one or
rnore seryers to respond positively (Step 5288). Añer all
servers respond negâlively, or after a tinìeout pe¡iod ¡r'ith ¡1o

posilive respoùse, the mechanis¡r repeats selecrion (Step
5284) to attempt to identiry altenMtive sources. If any
selected source processor responds, i1s prccessor ID is the
¡esult ofthis mechauism. Store the processor ID i¡ the source
field of fte True File registry entry record 140 ofthe given
True Name (Step 5290).

If the sou¡ce locatiotr of the True Name is a diffe¡enl
processor or medium t¡ao the destinalìon (Step 5290â), per-
folm the following sleps:

(i) Look ùp the True File Ì€gistry entry record 140 fo¡ the
correspondiûg Tn¡e Name. ¿ìnd add the source locâtion
ID to the list ofsoùrces for the Troe Name (Step 5290å);
and

(ii) lf the source is a publishing systenì, delermjne the
expir¿tion dâte on the publishing sysrem for the True
Name alìd addthat to lhe list ofsources- If the source is
Dor a publishìng systeÌn, seùd a ness¿ge to resefle the
True File oû ìe soulce processor (Step S290c).

Source selectio[ iD step 5284 may be based on optiúiza-
lioDs involving gener¿l availability oftlÌe source, accesstiDrc,
bandwiddr, aud traDsmjssioû cost, âDd igDoring previously
selected processors which did ]ìot rcspoDd ìn stcp S28E.

I Mâke True File Loc¿l
This rnechanism is used when a Trùe Nånìe is k¡own and a

locally accessible copy ofthe conesponding fle o¡dâLa itern
is required. This mechanism matries it possible to acrually read
the data in a True File. Tlìe mechauism tâkes â Tru e Name aìld
rclums when thele is a local, accessible copy ofthe T¡ue File
in the True File registry 126. This mechânism is desc¡ibed
he¡e wi tlì rele¡ence to the llow cha¡t oIFÌGS. 17(a) and 17(å).

Fist,look iDdÌeTrueFile regisrry 126 for aTn]e File eDûy
¡ecord 140 for the correspoDding Tnre Na.me (Step 5292). If
¡ro su ch eùtry is found thi s mechaììsm fails. Ifdrere is ¿ lre¿dy
a True File ID for the entry (Step 5294), thjs tnechaùisnÌ's
task is complete. lftherc is a compressed file ID for tlìe entry
(Step 5296), decompress lhe file conespondingto the nle ID
(Sfep 5298) and store the deconpressed file ID iù the entry
(Step 5300). Tlìis meclìaojsm is ihen complete.

If tlEre js ùo Tnle File ID for tlle entry (Step 5294) and
there is no compresscd filc ID forthc crìtry (Step 5296), theD
coffjùue searclilg for the reqùested fiie. At thls time it may
be necessary to notiry thc uscr that the systqr is searcli¡g Ior
the requested file.

I f there are one o¡ more source IDs, then select alr order itr
which to attempl to reålize the souIce ID (Step 5304). The
order may be based on optilùizatioÌls irlvolviDg general avail-
ability ofthe source, âccess tinìe. bârìdwiddÌ, aùd trâllsmis'
sioncosl. Fo¡ eachsou¡ce in the orderchosen, rcalizetheTrue
File from tlìe source location (us;ng tlìe Reâlìze Tn¡e File
froìn Locatiou priùitive mechanisù), uùtil the True File is
¡ealized (Step 5306).Ifit is realized, contiDuewith step 5294.
If no knowtr source can realize the T e File, use tlÌe Locate
Rerûote File prì¡itive mechaoism 1o attempt 1o find the TrÌìe
Fìle (Step 3308). lfthis sùcceeds, realize the Tnìe File fiom
tlìe identified soùrce locatioD alld contiDùe with step 5296.

9. C¡eate Scrarch File
A scmlch copy of a file is re+rjred ¡rùen a Âle is being

created or is about to be ÌDodified. The scr¿tch copy is stored
iÌì ÎlÌe file systeN of the ùùde¡lying operatjùg syslem. Tle



us 7,802,310 B2

11
scrâtclì copy is everìtually assimilated when the audjt file
record entry 146 is processed by the Proces s ,A.ùdi! File Etltry
DrinìiLive mechaûism. This Create Scmlch File r¡echanism
lequires a localdireclory exlensions lable eDtry record 138

When it succeeds, the locâl direetory exlensioûs table entry 5

record 138 contains the scmtch file lD of a scratch file t1¡al is
not coÍained iû the T¡L¡e File registy 126 aod that may be

ùodified. This mechadsm is oow described with refelence lo
FIGS. 18(a) aûd 18(å).

Fi$t detemiDe whethù the scÉtch flle shoùld be a copy of 
I o

the existjng True File (Step 5310). Ifso, continue with step

5312. Otherwise, detelmil.Ie wlìethel the locâl dlrecfory
exteDsiorìs lable en1ry recod 138 identifies an existing Tme
¡ile (Step 5316), and if so, delete the Trùe File using tlìe
Delete frue File primilive meclìarìism (Slep 5318) Then ,-
create a oe*, enrpry scmtch fi le and store ils scmtch fi le ID iÐ'r
the iocal di¡ectory extensions table eDüy recold 138 (steP

5320). This mecllanism is theû complete.
lf the local diectory extensions table en1ry record 138

idertifies a scratch file ID (Step 5312), then the entry alreâdy
lÌas a scratch flle, so tlìis mecha¡lism succeeds 20

If the local djrectory extensioùs table elìtry ¡ecord 138
identifres a Tnre File (5316), and there is no True File lD fo¡
the True File (5312), then $ake the True File local Llsing dìe

Make Tme File Local primitive mechâltism (Step 3322) If
there is still no Tnle File lD, this rnechanism fails- 25

Therc is Dow a local True File for this file.lf the use coùùt
in tlle co¡respondi[g True File registry entry record 140 i s ooe
(Step 5326), save the True File ID ir tlÌe scratclì file ID of dle
local directory exte$ioDs table e¡ltry record 138, alìd rentove
the Tn¡e File registry entryrecord 140 (Srep 5328) (Tlìis step l0
mâkes the True File into a scmtch Âle.) Tl¡s rneclìârÌism's tâ sk
ìs complete.

OtlÌerwise, iftlÌe use court iD dre correspondi[g Tnre File
regist¡y entry record 140 is rÌot one (iù step 5326), copy tlÌe
filè with the giveù True File lD to a rew scrâtch file, using the ¡s
Read !-ile OS rnechaùism and store its file lD irÌ tlìe locâl
directory exteùsioÌN table entry record 138 (Step 5330), ând
reduce the ùse couùt for tlæ True File by olìe If there is

iùsuIncieût space to matrie a copy. this mechanisu fails

lO- Freeze Directory 40

This mecha¡isrn freezes ¿ directory irÌ order to câlculale its
T¡ue Name. Since the lrue Nâ¡ne of a directory is a fuilctioù
of the files within tlÌe directory they must ùot cha[ge duri¡g
tlÌe coEputation of the Trl]e Name of tlle directory' This
mechaniirn requires the patlulâme of a directory to freeze 45

Tlis meclËItism is described witlÌ referetce 1o FIGS 19(a)
and 19(å).

lnstep 5332,âddolle1o tlìeglobåI freezelock :['hen sealch
tlìe local directory exle[sioDs tâble 124 to ft]d eâch subordi-
Date d¡ta file âlrd directory ofthe give[ directory alrd freeze 50

each subordinate director, fouod usiùg tlìe Freeze Direclory
prirnitive mechalìisù (Step S334). Assiûrilate eacL uDassiùì-
iated data fileiu the directory using the Assimilate Data Itenl
pdùitive nÌeclìanìsDr (Step 3336). 'llìeD create a data iteûl
wlúch begirìs with a tag or Dìarker (â "magic numbe/') being 55

a uûrque data item iûdlcating that tlis dalâ item is a frozell
directory (Step S33?).Theo listthe file ùame aùd T¡ue Name
for each file iù the curent directory (SteP 5338). Ilecord any
additional inlormatioù reqùired, such as ÎÌìe tyPe, time ollast
acce5s afìd modificatioû. aDd siz,e (slep s340). Nexl, in slep 

,,i]
S342. using tbe Assimilale Data lle¡n Primiuve utechallism. '
assimilate tlìe data item created iû step 5338. 'lìe ¡esùltilg
True Name is the True Nâme of tlÌe frozen directory. Fiûâlly,
subtract one f-rorì the global lieeze lock (Step 3344).

I L Expa[d Frcze¡1Direclory 65

This DechanjsnÌ expalds a frozen directory ilì a given

locatiol. It requires a givelì paúmanre ino which to expâ[d

18
the directorv. ând the True Nâûìe of the di¡ectory aDd is

desc¡ibed willì refereDce 10 FIG. 20.
First, iD step 5346, ùÌake tlìe Tfle File wirlì tlìe givet True

Name local usi¡g tlrc Make True File Localprinilive mecha-
risùr. Then read each directory eotry in the local file creâted

iû step 5346 (Step 5348). For each such directory entry, do the
following:

CreatJ a full patb-uane usjiìg the giveù patbrame ¿nd the
file ùame ofthe entry (Step 5350); ând

lirk the c¡eåred patlì to úe True Ntune (Step 5352) using
tlìe Liùk Path to T¡ue Name prinìitive Dechâ¡ìism.

12- Delete True File
This ùechanìsm deletes a retererìce to a True Name. The

uùderlyiDg T¡ue File is Dot removed from the True File reg-
istry 126 unlcss there are Do addilional refcrences to thc file
with refere¡ce to FlG. 21, ùis mecl¡ûism is perfomed âs

follows:
Ifthe globâl freeze lock js on, wâit until the global teeze

lock is tuaed off(Stcp 5354). TIìis prevents delcting â True
File while â dìrectory which miglìt refe¡ to iÎ is beilg frozeù
Next, fiDd tlìe True Filc registry cntry record 140 giverì lhe
T¡ue NaDre (Step 5356). If dre refererce colìût ûeld of the
Truc Fjle registry 126 is greåter than 7¡rc, subtract one fiorn
the reference count field (Step 5358). Ifit is detennined (in
srcn 3360) lhal rlìc refcrencc counl ficld o[ lhe Tn¡c Filc
rcgìstr] e try record 140 isTcrn. 3nd illltere.re no dePendenl
systeùs lisred in tÌre True File rcgisfy el'ltIy record 140, dÌen
perfoml the followiDg steps:

(j) lf rhe True File is â siÌnple dara item, dìell delete the True
Filc, other,r'ise,

[i;) (llÌe Tnre File is a conrpouÌd dala iteù) for each Tnte
Name i¡ the dala ilerD, recursivel] delete theTnle File corre-
spording to the True Name (Step 5362)

(iii) Remowe tlìe lìle irdicated by tlrc True File ID aDd

conrpressed ñle lD lronì the lrue file regislrj 126. and

renìove the lrue l'ile ¡€glslry enlru record 140 (Step 5364).

13. Process Audit File EDtry
Tlis ¡nechârÌisÌn perfonns tasks which â-re required to

maintain infornmtion rn the local dircctory extensions table
724 aùd T e File registry 126, but wlÌich ca¡1 be delâyed
whilc the processor ìs busy doirg more ti[e-crit¡câl tasks

Enlries 14? ir the audit nle ß2 slrculd be processed at a

backgroùnd priority âs long as llìcrc üe entrjcs to be pro-
cessed. With refereùce to FlG.22, tlìe steps forprocessjngan
cntry are as follows:

Detennille the operâtioD iD tbe entry 142 cunently beiùg
processed (Step 5365). If tbe oPeiâlion iodicales lhat a nle
was crealed or writlen (Slep Sl66). lben assirnilale lhe file
usiDg the Assimilâte Dat¿ì lteDr prinlitive lllechanism (SteP

5368), ùse tlìe New Tnle File primitive meclÌanism to do

additjonâi desired processiDg (such âs cache update, coù-
pression! aDd $i¡roring) (Step 3369), aud record the newly
èoÙrp ted Tnre Nanre for tlìe file in the audit file record entry
(Step 5370).

OtLerwise. if the eDtry being processed iDdicates úat a

coÌrpou¡d dâÎa ltelll or directory rvas copied (or deleted)
(Step 53?6), lheD 1'or each corDpoDeut l'rue Nallle iù the
coìIrpoùùd dâta iteü or directory add (or subtr¿ct) orìe to tLe
ùse cou[t of the True File registry eltry record 140 corre-
spoldiDg to d1e coÌDporrenl True NaDìe (Step S3?8).

ln all cases, Ior eâch paÌeDl direcLory of the given file,
upalare the size. tiûe oflasl access, and tirne oflast mo<lilì-
cation, accordiDg 10 the oPer¿tio[ in lhe aì¡dit ¡ecord (Step

s379).
Noterhât lhe audil record is not reDtoved after processillg,

but is reraiùed for some reasonable period so that it ¡lay be

used by the S.vlrchronize Directory exleDded ûìechâÌìism to
âllow â discoÌùected reüote processor¡o updale ils reprcseù-
râtiorì of the locâl svstem.
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14. Begi¡ Grooming
This mech¡nismmakes ilpossible lo select â setolÊles lor

re!Ìoval and de¡ermine the ovelall amol|lrt of space to be
recove¡ed. With ¡efereDce 1o FlG. 23, first ve¡iry that the
globâl groomirg lock is cunently unlocked (Step 5382). 5

Tlìe¡ì set the gìobal groorning lock, sel tlìe total amouìrt of
space freed during grooming to zero and empty the list offiles
selected for deletion (Step 3384). For each True [ile in the
True File registry 126, set the delete count io zerc (Step
s386). ro

15. Select For Removal
This grooming mecha[ism teÀtatively selects â pathname

to allow rts corespoûding True File to be rcmoved. With
relerence ¡o flc. 24, Iìrsl find lhe local directory exlensjons
lable enlry ¡ecord 138 co¡¡espoùd¡rg to the giveD patllllame 15

(Step 5388). TlÌen find the True File registry enÎry record 140
corresponding to the True File Dame iÌr the local di¡ectory
extensions table entry ¡ecord 138 (Step 53 90). Add o¡ìe to the
groonìing delete couìrt in the True File registrf eltry rccord
140 aDd add the patlùârne to a list of6les selected for deJetion 29
(Srep 5392). Ifthe groomiDg delete count ofthe True File
registry eDlry record 140 is eqùal to the ùsecourl ofthe True
File rcgistry entry record 140, âûd iftlÌe the¡e are rlo entries j¡
the deperdency list of theTrue fileregistry enlry record 140,
then add dre size of lhe ñle indicated by the True File ID and 

".or cornpressed fìle ID lo rhe rolal amoìrnl of sp¿ìce freed 
_

duing g¡ooùrirg (Sfep 5394).

16. End Groomiûg
This grooming mechallism etrds the grcoming phase and

rellloves all lìles selected for removal. With refereDce to FIG- l0
25, for each 61e iìr the lisl offiles selected fo¡deletiorÌ, delete
the frle (Srep 5396) and then uùlock the global gloonirg lock
(Step 5398).

Opem¡iDg System MeclìaDisms_Thenext 
ofthernechanisnìs provided by tlìepr€serìt iûven- 

35

tion, operatìùg system Ìnechaùisms, are now descibed,
The folloÞ'lrlg operatiÌrg systeù mecÌurÌisms are

desc¡ibed:
1. Open File; 

40
2. Close l'ilel
3. Read File;
4. Write Flle:
5. Delete File or Directory;
6. Copy File or Directory; 45

?. Move File or Directoryì
8. Get File SÎânrs; and

9. Gel Files iD Directory.

L Opeu FiJe 
50

A mechanisn to open a ñle is described ìeith refercÌrce to
FIGS.26(ø) and 261ó). fhis rnechanism is giveD as input a

påtbÌame aDd the type of access required for the file (for
exâmple, read, ìprite, read/write, creale, etc.) and prcduces
eit¡rcrtheFile ID ofthe file to be opeDedorâr indicatjoD that --
no frle slìould be opened. The locaidirectory extemions lable 55

record 138 aM regiolÌ table reco¡d 142 associated lvjth the
opeùed file are associated ùitlÌ the opeD file for lâter ùse iD
otlìer processirìg ñrnctiolrs which ¡efer to the 6le, such as

read, write. and close.

Fi$l, determine whether or rot the Ìraned file exists locally 60

by examfuing the local direclory exteNions table 124 lo
determine whetlÌer the¡e is au elltry corresponding to the
giveD padùame (Step 3400). Ifit is detenùined rat the nle
Dame does ùol exisl localiy, dÌe[. using tlæaccess type, deter'
rìiùe wlìelher or uot tlìe file is beìng creared by tlìis operiûg 6s

prccess (Step 5402). If thè file is nor beirÌg cre¡ted, prohibir
the open (Step 5404). If ùe file is beiûg created, create â

20
zeroJeìÌElb scratch lìleùsiug ar e¡1ry iu locâl directory exten-
sioDs table 124 a¡d produce tlìe scmlcb file lD oflhis scrâtch
nle ås rhe result (Step 5406).

If on rlÌc other hand, it is delerùined in step 5400 that thc
file âme does exist locally, thcn determine the region in
which the file is locared by searclìirìg the regior tabìe 128 to
find the record 142 with thc loDgcst rcgion Fath wlìich is a
prefrxofthe file padìname (Step S408). This ¡eco¡d identifics
tlìe regioÌÌ ofthe specificd filc.

Next, detennine using the access 1)?e, whetlìer the 6le is
being opened fo¡ w¡itiÌrg or whetlÌer it js being opeùed only
for re¿ding (Step 5410). IIthe file is being opened for reading
o¡Jy, ther, if the frle is a scratch file (Step 5419). relurlì tlte
scratchlilelD ofthe file (S1ep 5424). Othenvise get the True
Name frolll dìe local directory exterìsioDs lable 124 ând mâtrie
a local ve¡sion ofthe T¡Ùe File associated with the TnÌe Na¡ne
usj¡g the Make True file Locâl primjtive nìecltanism, alld
thell retum the True File ID associated wiû the TrLre Name
(Step 5420).

Ifthe fiÌe is Dot beiDg opeùed for reading only (Step S410),
theq ifit is determined by iDspecting the region table eotry
record 142 that the frle is ìn a read-ody dìrectory (Step 541 6),
tlìer prohìbit the opedDg (Sþp 5422).

If ir is determiùed by iDspectìng the regioD table 128 that
the file is in â caclrcd regrou (Step 3423), tlìeù send a Lock
C€che message 10 dÌe correspoDdrDg cache server, ¡ìùd wait
for a renrm message (Step s418). lfthe retu messâge sâys
rhe file ;s clreâdy locked. prohibit llre nFning.

If the access type indrcates that the file bej¡rg nìodifred is
being rew;tten completely (Step 5419). so dÌat tlìe o gilÌal
dåtawill liot be required, therr Delete the File usilg the Delele
File OS ûÌechanisrn (Step S42l) aDd perfon¡ step 5406.
Otherwise, tllake a sdatch copy of the file (Step 5417) arld
produce tlæ scratch file lD oftlæ scratchfile as the result (Step
s424).

2. Close File
This ûÌeclìârìism takes as iìrput the local directory exte[-

slolls lable eûtry record 138 of aD open file and the dâta
maintained for the ope[ 6]e. To close a file. add an eltry 10 the
aùdiÎ file iùdicatilg the tiÍue aDd opel"tiolÌ (creâte, reâd or
write). The audit fileprocessfug Grsiùg tlìe Process Audit File
Eûrry p¡inilive Decha sur) willtake careolassimilating the
file and thereby ùpdating the ollìer records.

3. Read File
To read a file, a program l¡ust provide the offset a.nd leùgth

of ihe data to be reå4 aDd the locatio[ ofa bufer iffo which
to copy the data read.

The âle to be ¡ead f¡orn is ideDtified by aD open file descrip-
to¡ which ìncludes a File lD âs conlpured by the open File
operaliûg system ¡neclÌaúsrn defired above. The File I D may
identify eitlìer a scratch nle or a TnÌe File (or True File
seglnent). If dìe Fiìe lD identifies a True File. it rtây be eithe¡
a simple or a compound True File. Readi[g a file is accom-
plished by the follorting steps:

In the câse where tlrc file ID ideDtifies a scralch file or a
simple True File, use tlìe read capabilities ofdìe ùùde¡lyilg
operatiDg system.

In the case wlìere llÉ File lD identifies a coÌìrporìrrd file.
break Lhe read oper¿tion into one o¡ mo¡e ¡ead ope¡atiorÌs on
coùporlerlt segments as follows:

A. Identify thc scgne¡rt(s) tobe read by dividing the spccì-
fied file offset aDd length each by the fixed size ofa segmenl
(a system dependcnt paramctcr). to detemline the segment
rrumber and number ofsegr¡eots tlìat mùst be read.

B. Fol each segr[ent llurnber cor¡puted above, do the fol-
lowing:

i . Read lhe coùìpoulìd True File index block to detenùine
the True Nâìne of the segneDt ro be read.
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ii. Use the Realize Tnle File from LocâtioD prinitive
mechadsnì to fiake 0re True File segrnent available
locally. (lf tlú. mechaùisÌ¡ fails, the Read Fjle ¡Ìechâ-
ûisnl fails).

iiì. Determiùe the File ID of ùe True File specified by ùe 5
True Name cor¡espolding to rhis segment.

iv. Use the Read File mechâdsm (recu¡sively) to read froù
tUs segment into the corresporìding location in ihe
specified bulïer

4. write File lo
File writirg uses thc filc ÌD and dsta managcmcnt capa-

bilities ofthe urderlyirg opera tiûg system. File access (Malie
File Local dcsc¡ibcd abovc) can bc dcfcrrcd untjl thc firsl read
or w¡ite,

5. Dclete File or Directory 15

Thc proccss of dcleting a file, for a given pâtlxlame, is
dcscribed he¡e with refe¡ence to FIGS. 27(¿) ard 27(ó).

Fi¡st, deteûrjne tlÌe local directory extensions table entry
record 138 and ¡egio[ tab]e entry record 142 for rhc filc (Stcp
5422)- Ifdre 6lehas ùo locâl directory exte[sions tâble entry 20

record 138 or is locked or is in a rcad-only rcgion, prohibil the
delet;o¡ì.

Identil,v the cor¡espondiDg Trìrc Fi lc g¡ven the True Name
ofthe fi1e being deleted using the True File registry 126 (Step
5424). Il thc Êlc has Do Trùe Naùe, (Step 5426) theù delete ,5
the scratch copy ofthe file based oD its scratch fìle lD in the
local dircctory extensio¡s tâble 124 (Sten 5427), a¡d corì-
tìnue \..vidì step 5428.

lfthe file has a True NaùÌe and the True Filc's usc count is
one (Step 5429), th€n delete the True File (Step 5430), and loconti re with stcp 5428.

If tlìe 6le llâs a Tnle Nalne and the True File's use cou¡r¡ is
greatcr dúu onel redùce iis use coùnt by oùe (Step 5431).
Then proceed wiú step 3428.

In Step 5428. delete tie local di¡ectory exteDsions rable
erltry record, arìd add a¡leùtry to dìe âùdit file 132 indicating l5
tlìe tiùe alld tlrc opeIation perfoned (delete)-

6. copy File or Djrectory
A ùecbaûism is provided to copy a 6le or directory given

a source and deslination processor aDd palhJìarne The Copy ,n
File mechaìism does nol aclually copy the data in lhe file. "

oDly tlæ T¡ue Name ofthe file. This rnechadsù is perfonned
âs follows:

(A) Giveo tlrc source påt¡rJ get the True Name from the
path. Ifúis slep fails,lhe meclúÌrisÐ fails.

(Il) Given tlÌe True Name and the destinâtion path, lir i the 45

destimtio[ paih to tì]e f'rue Name.
(C) If the source and destiration processors lÌâve differenr

True File registies, lìnd (or, ilnecessary, creale) an entry .[or
the Tfle Name ilì the True File rcgistry table 126 of the
destinâtion processo¡. Eûer iÌÍo dre source lD field oÍ tlìis 50

ÌÌe\v eûtry the soùce processr identity.
(D) Add aI1 entry to the aùdit file 132 iìrdicatfug tlìe time

âlld operatioÌr performed (copy).
This mcchanisn¡ addresses câpâbility of the systern to

ã\,oid copyhg dara f¡onl a source locatiorì lo ¿ destiDation 55

locâtioD wlìen the destiDatiorì already lìas tlìe darâ. Iù âddi-
1ioD, because ofthe ability to freeze a directory tlìis nìeclìa-
Ì1isù also add¡esses capability ofúe system iùxnediately to
Drake â copy ofâny collectioù offiles, thereby to sùpport atr
effcient velsioll contol mecha[isms for groups offiles. 60

22
(B)Ifthe source path is diffe¡eDt f¡om the des¡ìDatjoD paih,

delete the source path.

8. Ger File Status
Tlús ùechârúsÌÌ takes â 6le pathname and provides ilrfor-

madoû about dre padmame. Fißt Ìhe local directory exteD-
siorìs table entry record 138 corresponding to the parhnare
given is foùìd. Ifno suclì entry exists, then this mechanism
fails, ofterwise, gâiher infolmatioD about the file and its
co¡respondiùg True File from the local directory extensions
table 124. The infomration caÌÌ ilclude any iDformatio¡
shown irì ihe data structures, irÌcluding the size, typq owne¡,
True Nârne, sources, time oflâst access, time oflast modifi-
câtion, stale (local or not, assimilated or not, compressed or
not), use coùnt, expimtion dåte, âDd ¡ese¡vatioDs.

9. Get Files in Dircctory
This mechanism elumelates tlrc frles in a diÌectory. It is

uscd (hDplicilly) whenever it is necessâry to determine
wlÌether a file exi sts (is present) in a directory. Fol insta¡Ìce, it
is impljcitly ùsed in tlìe OpeÌr File, l)elete File, Copy File or
Directory and Move File oper¿ting system úecl¡anisûs,
becâuse the frles opemted on are refened to by pathnames
containing djrectory ûames. The mechaûisú works as fol-

The local direclory extensioùs table 124 is searched for an
entry 138 widÌ the given directory patluame.Ifno sùch cntry
is foùM, o¡ if the entry found is not a dilectory tlæn this
mechaúsm fails.

lf Îlìere is â corrcspordiÀg True FiÌe field in the local
dirc\ctory extensions table record, then it is assùmed ihar tlÌe
TnÌe File rcpresents a frozen directory. The ExpaÂd Frozeû
Direc to¡y primitive mechani sm is used to expand the existiDg
True File into directory entries iù ihe local directo¡y exteù-
sìor1s table

Filtally. tlrc locâl direclory extensiorìs table 124 is again
searched, dìis time to ând eåch directory sùbordiûate to tbe
gi\.en dlectory. Tlìe mmes fou[d are provided as the result.

Remote MechâDisms
The rcrnote meclìanisnls prcvided by the preseDt ilrventioD

are now described. Recall tlìal remote mechanisÌrìs are ùsed
by the operating system ilr respoDdilrg to requests from other
processors. These rnechaùisnìs enable the câpâbilities ofthe
preseDt irvention jrr â peer{o-peer ùetwork mode of opera-
(ior1.

I¡ì a presently preferred eûìbodiûent, processors commu-
ùicate with eaclì otlær usi¡g a remote procedure call (RPC)
style i¡rterface, ¡unniDg over oDe of any ûuûber of con)ùu-
Àicatioir protocols such as IPTSPX or TCP,4P Each peer
processorwllich prcvides access 1o its T¡ue File registry 126
or file regioDs, or which depelds où âDotber peer processot
provides â ûumber of meclúnisûs which caù be used by its
peeß.

llle followiùg reûole ûechanjsrns a¡e descdbed:
l Locate Tnle File;
2. Reserve True File;
3. Request True File;
4 Retire True File;
5. Cancel Reservation;
6. Acquire True File;
7. Lock Câche;
8. Update Cache; and
9. ClEck Êxpiration Date.

7. Move File or Di¡edory |. Locare T¡ue File
A meclìanism is desclibed whìch moves (orreDames) a file Tlis mechatriùr âllows a reDrote prccessor to detenniùe

f¡olll a sourcep¿thto a destiùatior patlì- Tl1e Drove ope¡ation, whether tlle locålprocessor coùtaiûs acopy ofâ specifrc Trxe
like the copy operation, requires no âctual trarÌsfer of data. File. TlÌe meclÌanism begins witb a True Name ând a flag
alÌd is perfomred as follows: 6j iùdicatiûg wlìethe¡ to forward rcquests for ûis file fo orher

(^) Copy tlrc file fronì the soìrrce path to tlÌe destiùation se¡vers. Tlìis meclìa¡ism is now desc¡ibed with refereÂce 1o

pâ11Ì. FIG.28.
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Fjrst detenine il the True File is available locâlly o¡ if
there is sollle iÌrdicaliolì of where ûe True File is located (for
exanple, intlle Soùrce IDs Iìeld). Look ùp the requested True
Name i¡ tlÌe True File registry 126 (Step 5432).

Ifa Tnrc File registry entry rccord 140 is not found forthis s

Truc Nanìe (Step S434), and the ffâg iÌrdicates thatthe request
is not to bc forwarded (Step 5436), respoú negatively (Step
5438). Thâl is, respond to the effect dlat the Trùe File is not
availablc.

One lhe orlìer Iund, ila I rue file regisLry eotry record 140 ro
is not found {Slep 5434). and tbe flag i¡dicales lhal ihe
request forthisTrueFìle is to be forwarded (Step S436), then
forwârd å reqùest for this True File to some othe¡ ptocessors
ir the system (Step 5442) Il the soüce table for the cuÍent
processor ideuliñes one or more publishing servers whiclr
should bâve â copy olrlÌis True File- tben forwa¡d dle requesl ' '
to eacb olthose pr¡blishing servers (Step 5436).

Ila I'rùe File ¡egistry ently record 140 is fould for the

¡eqùired'lrue L-ile (Step 3434), ard if ¿he entry ircludes â

Tme lile ID o¡ CoDrpressed File lD (Step 5440), respord
positive]y (Step 5444). lf tlìe entry ircludes a T¡ue File lD 20

tlìeD tlÌis provìdes tlÌe ldeùtity or disk locatjon oftlìe actual
physlcal ¡epresentâtiolì of the fi le or ñle segment required. lf
ihe eùtry incÌùde a (bnpressed File lD, therì â compressed
versio[ of tlæ True File ÌìÌay be stored instead of, or in addi-
ljoD to, årÌ Lìncomprcssed versio[ 'lhis field ptovides the 25

ide[tity ofthe actra] rep¡eseffatio[ oi tlìe cornp¡essed ver-
sior oftlÉ file.

lf the True File registry eûtry record 140 is fouùd (Step

5434) bììt does notincludeå T¡ue File ID (lhe FilelD is abserl
jftheâctuâl fileis ùot currently prcsent attlìecuneotlocatioD) 3p
(SteI 3440), and il the True File registry entry record 140
iÌÌcludes oDe o¡ more souceprccessors, aùd ìfthe requestcaû
be forwârdcd, therì forward the rcqùes1 fo¡ this True Filc ¡o
oùe or more of the source processo¡s (S¡ep 5444).

2. Rese¡ve Tnle File 35

This nrechaiisrn ailows a remote processorto iûdicate dvll
it depeDds où the local processor for access to â specific 1'rue
File. lt takes â True Naùe as inpu. This mechanism is
desc¡ibed he¡e.

(A) Fjnd the True File registry eùtry record 140 associâted 40

with the giveD True File. Ifno eDÎry exists, ¡eply negatively.
(B) I1 the True File registry erì1ry record 140 does Dol

includeâ True File ID o¡ co¡ùprcssed File ID, and if dæTrùe
File ¡egistry eûtry ¡ecord 140 hcludes lro source lDs for
removable stor¿ge volùÌnes, thell this Processor does not have 45

access to a copy of tlìe given file- Reply legatively.
(C) Add the ID of llìe sendiùg pÌocessor to the list of

depeùdeiÌt processols for the True File registry eltry record
140. Reply positively, q,iTl¡ an iùdicatiorì of whelher ihe
rese¡ved Tnìe File is or line or offline. 50

3. Reqùest True Fiie
TIìis nlechallism âllows â remote processor to ¡eqùest a

copy ofa True File froÙr the local processor- I1¡equir€s a True
Nal¡e and ¡esponds positively by selìding a True File back to
{ÌerequeslirÌgprocessor- Theneclìa¡ìism oFerates as follorvs: 55

(A) Fird tlìe True File registry eùlry ¡ecord 140 assoc;aled
widr tlìe given T¡ue Name. If there is no such T¡ue File
¡egisrry entry reco¡d 140, reply negalively.

@) Make the True File local using the Mâke True File
I-ocal primifjve llÌechanism. If this mechanism fails, ûe Ú0

Request True File mechanism âlso fails.
(C) Sendthe localTnrel-ile jneitlærit rs u[compressedor

coûpressed forû to dre requesti[g rcmote processor Note
tlüt ilthe ln¡e File is â coìIrpoulrd file, tlÌe co¡ìponeDts are not
seDt. 65

(D) lf tlÌe lemote file is listed inthe depeDdeÌrt prccess list
of the True File registry eÍry record 1¡10, re¡nove it.
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4. Retire True File

TÏis rnechanism allows a remote processo¡ to i[dicatelhat
it ùo longer plans to ÌDâiltain a copy ofa given Tnìe File- An
altemåte soulce of the True File cåD be specified. if, for
hsta¡ce, the True File is beiùg moved fÌom oûe serve¡ to
arþt}er. Il begiN wiù a True Nane. a requeslilìg processor
ID, and an optioÌral alternate soùrce. Tlis mecha.ûism oper-
ates as follows:

(,4) Fi¡Ìd a True Name eùtry in dre True File registry 126. If
there is no entry for tlìis True Narne, tlús L¡echanism's task is
complete.

(B) Find the rcquestirg processoron the soutce list and, if
it is there, lemove i1.

(C) If an allemate source is provided, add it to dre source
list for tlæ True File regisrry entry record 140.

(D) lfthe source list ofdre Tnie File registry entry record
140 has no ilems in it, use the Locate Reûote File primitive
mechânisrl to sea¡ch for anoúer copy of the file. lf it fails,
mise a serious e¡¡or.

5. Callcel Reservarion
Thismechânjsm allows a renlotc proccssor !o irìdicate dü1

it no longer requires access to a True File stored olì the loca]
processor It begins with â Truc Nâme and a requesting pro_
cesso¡ ID âlrd proceeds as follows:

(A) Find the Tme Namc cD1ry in the Trùe Filc rcgistry 126.
lfthere is no eDtry forthisTrueName, this mechanist¡'s tâsk
is complele.

(B) Rcmove the identity ofthc rcqùcstìng prccessor froDr
dæ list of depe[dent processoß, if it âppeârs.

(C) Ifthe list ofdepeDdent processorsbecomes zcro andthe
ûse coull is also ze¡o. delele rhe True File.

6. Acquire True File
This meclurÌism allows â leùoleproccssor to iùsist that a

local processornlakea copy ofa specified True File.It isùsed.
for exarnple, when a caclrc clieDt \,!,âÌrts to wri te throù gh a ùew
versioù of a file. The Acquire Tne File rnechâÌisrù begins
with a data item aod âù oplioDal T e Nâme for the data item
and proceeds as follows:

(A) Confi¡m that tlÌe reqresting processor hås llÈ righl to

require tlìe local processor to acqDire dâtâ iterns lfno1. seDd

a negative reply.
(B) Make â local copy oflhe dãta item lransùrìlted by the

Ênote p¡ocessor.
(C) Assimilate dre dalâ itenì iDlo tlìe Trulr File reglstry of

the local processor.
(D) If a True Nå¡ne was provided widr the file, dle T¡ue

Nâme calculatioÌt câù be avoided, or the rnecharÌism can
veriry tlìat tb.e ûle received mâtches tlìe True Nanìe sellt.

(E) Add arÌ enüy ilt the clepeDdeut processor list of dte true
file registry record iìdicâli¡g lllat lLe regìteslinP. processor
depeDds on this copy ofrlÉ giveD True File.

(F) Serd a positive reply.

7. Lock Câche
This lllechanism allows å rclrlote caclìe clieDt to lock a

local tle so that local users or other cåche clierìls cannot
clunge it plile the remote processor is usilrg it. Tlrc Dìeclú-
nisrn begins with a pathuame and proceeds as follows:

(A) Fil'ld the local directory exteNioDs table eù|ry record
138 ofthe slecified patl1nâme. Ifro such eùry exists. reply
regalively.

(B) lfâ¡ì local directory exre¡Ìsioùs table entry recotd 138
exists and is already locked, reply regatively tlüt tlle file is
already locked.

(C) lfaù local directory extensjons table entry record 138
exists arìd is rot locked. lock the ertry. Reply posjtjvely.

8. Update Cache
This rnechanisn allows a remote cache clieDl Io ùrlock a

local fiìe aDd update it wih Dew coûterìts. It begins wìth a
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patlùame and â True Name. The file co¡respoDdiÀg to the
True Nar¡e must be accessible froùì the renote processor.
This mechadsm operâtes as follows:

Fi¡rd the locâl directory extcDsions tâble entry record 138
corresponding to the given pâtlmame. Rc?ly negâtively ifno 5

such cntry exists or if ihe entry is nol locked.
Lirk tlrc given patbname to the given True Name usiùg the

Li¡l Paù to True Naoe primitive mechânism.
Unlock the local directory extensions table ertry record

138 a-od retun¡ positively. rc,

9. Check Expiration Date
Retum curent o¡ new expiration dåte aûd possible ¿lte¡-

nâtive soùrce to câller.

Backgroùrd Processes and Mechanisùs 15
The backg¡ouÂd processes aÌÌd meclìadsms provided by

tlìe prese¡ìt inventiolì are now descnbed. Recall tlìat back-
grcutrd mecharúsms ale ioteoded to run occâsionally aÌìd at a

low p¡io¡ity to provìde aùlomated maDâBenleÌìt capabilities
with respect to the present in\,entjon.

Tlrc following báckgrould flechanisÌns are described: 20

1. Miror True File;
2. Groom Region;
3. Check for Expired Links;
4. Vcrify Reg;on; ând
5. Grooin Source I isl.

I Mirmr True File
This llìechanism is used to eD$rethat files a¡e availâble iD

aheírâle locations irl miror groups or archived oD ârchival
serve¡s. The mechanism depelds on âpplicalìon-specific i0
migratioD,/arcb.ival crite¡iâ (size, tlme siDce lâst access, Duul-
ber of copies required, nÌìmber of existing alteûlative sources)
wl clì detemúne ulder wlìal coDditiox a file should be
¡ùoved. The Mir¡or TÍìe File mecllâoisor opemtes âs follows.
rÌsirìg the True File specified, perfomr the followilÌg steps: .]5

(A) Count the Àümber of avâilable locations of the True
Fileby inspecting the source lisl oldÌe True Fiteregislry entry
¡eco¡d 140 for ihe Tnre File. This step deten¡i[es how nìaoy
copies ofthe True. File âre âvailable in dìe system.

(B) lf úe True File meeLs lhe specilìed ¡rigralion crìteria.
selLia mirror group sewer to ulriclr a copy oithe file should 40

be seDt. Use the Acquire True Fileremote nrecharÌism to copy
tlìe True File to the selected Ììiffor g¡oup server. 

^.dd 
dte

ide[tity of t}e selected system to lhe soùce list for tlle True
File.

2- Groom Regio' 
45

Tlìis mechaÂism ìs ùsed to automaìically ftee up space iD a

p¡ocessor by deleting data iteùs tlìat lIlay be available else-
whe¡e. The mecharism depends oû applicaholl-specific

CJoomi¡gcriteria lforinslaìce.a filemay bercuroved iftltere .n
is a¡ ahenìale o,i irìe source lor ;1, it lìas not bee¡r accessed iI
a given number of days, ând it is larger dÌarì a gir.en size). Thìs
nìechadsû opemtes as follows:

Repeat the followin8 steps (i) lo (iii) wilh rllo¡e aegressive
grooming criteria until sullcienl space is lreed or uDliÌ aÌl

fuoonrin! criterìa ìrave beel exerciied. Use groorning iufor- s5

rÌation to delermine how much space has beer: f¡eed. Recall
tlìat, while grooDi[g is iD efect, groomi[g i0Joflnatiolì
i¡cludes a tableo-fpâth¡ames selected lor deletiotl, and keeps
trâck of the amouùt of space tlut would be freed ifâll of the
lìles were deleted. 6o

(¡) Begin Grooming (usiIg the primirive mechanism).
(ii) For each patluame iD tlÌe specified regìo]ì, fo¡ the l'rue

File corresponding fo the patiÌnanle, ifdre'I'rue File is p¡esellt,
hâs at least oûe altel[ative source, aìd n]eets åpplicâtiolì
specific groomfug criteria for the regiol, select tlìe file fo¡ óJ

reùroval (usiDg the primitive mechaùism).
(iii) Erìd GrooÌ¡ing (ùsirg dÌe priìnitive mechâùism).
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If tlìe ¡egioD is used as a cache, ¡o other processoN are

depeldent on True Files to wlich it refers, aDd all such True
Fjles are ¡nirrored elsewlÌere. Ilì this case, True Files c¿¡ be
reuoved ilrth impunity. Fo¡ â cache regiou, tlìe grooori¡g
criteria would oldiDarily eliùinate tleleast ¡ecenlly accessed
True Files fus1. Tlis is best done by sofi¡ìg the True Fìles j¡r

the region by the most rece access time before perfo¡mjng
step (ii) above. TlÈ applicatjon specific criteria would thus be
to select fo¡ ¡emoval every T¡ue File e[countered (begi¡dtg
with lhe least rece¡tly used) ùnlil rhe reqùired amount offree
space is reached.

3. Check for Expired Links
This meclÌârÌisÌn is uscd to detelmine whether depcndcn-

cies on published files should be ref¡eshed. Tle followi¡g
sicJ,s dcscribe thc opcralior) oflhis mechânism:

For each patlìname iù the specified region, for e¡ch True
File cor¡esponding to tle pâthname, perform the following
step:

If the Truc Filc regìstry entry record 140 corrcspondiÌìg to
the T¡ue File contaills at least one sourcewhich is a pì]blishing
server, and iftheexpiÉlion date onthc dependeDcy is p¿st or
close, dìe¡ perform the following steps:

(A) Determine whethel the Truc File registry entry record
contâiùs other soùrces which have not expired.

(B) Clrcck the True Namc cxpjration of tlÌe server. ll thc
expimtion dâte has been extended, or arÌ âltenìate soùrce is
suggesled, add d1e source to the True Fjle ¡egistry eDtry
rccord 140.

(C) Ifno âcceptable altenâte source wâs found iD steps (A)
or (B) âbove, make a local copy ofthe Tnre File.

(D) RelDove the expired source.

4. VerìIy Region
This nrechanism canbeused to ensule that ihe dâta ilems in

the True File registry 12 6 lìave rot been damaged accidentâlly
or¡Èaliciously. The operatioD ofthis mecharlism is descrìbed
by the foìlowiùg steps:

(A) Search thc local dircctory extensions tablc 124 for each
pâtlDâùe iù the specifìed region and thel perfonn the fol-
lowing stcps:

(i) Get the Tnle File ntune correspoDdiDg to thepâihlìallle;
(ii) lf ùe True !-ileregisfy enlry 140 for ùe'l'rue F-ile does

not have aTrue File lD or cornpressed file ID, igno¡e it.
(iii) Use the Venly T¡ue File mechanism (see €xlended

Dechanisns below) to confirm tlüt tlìe True File sFeci-
lìed is conecl.

5. G¡oom Source List
The source lisf hì a TrLìe File erltry shoùld be groomed

sorneti¡Ìes to eùsù¡e there ¿re not too mâny nlirror o¡ arcÌrive
copies. [4ren a file is deleted or wheu a region defrnitionor ils
ùrir¡orc¡iteria are changed, it may be tecessâry to ìNpectthe
afected True Files lo detenline *hether there are too rnaly
mirror copies. This catl be donewith rhe following steps:

For each afected True File,
(A) Se¡dr the local directory exteNiorìs table to find eåch

region thât refè$ 10 the True File.
(B) Create a set of"reqìrired sou¡ces", inilially empty.
(C) For each rcgion found.
(a) determine tlìe nlir¡orìllg c¡iteria for thât region,
(b) deteruìine which sources lor the 'lme F-ile satisfy the

ùrifio¡iug c¡iteria, aDd
(c) add drese sources to the set ofrequired sources.
(D) For each source ill the True File regisfy entry, jf ûe

source ideDtifi es a remoteprccessor (as opposed to ¡emovâble
fiedia). and iftlìe soùrce is ùot a publisher. âIld ifthe sou¡ce
is lÌol irl tlrc set ofrequired sou¡ces, tlÌeD elimirÌate the sourcei
and use the Caùcel Reservâtioù ¡emole rDech¡l.lism to elimi-
nate dre giveu processor ftom lhe list ofdepeDde processo$
recorded at tbe renìote processor idettined by 1læ source.
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ExteDded MeclìanisDrs
Tle extended mechanisùÌs p¡ovided by dre present iùveD-

tioDârenow described. Recallthat extetded mechanisms ruD
withiû âpplica on progmms over the operâting systeÌn lo
p¡ovide solùtioùs to specific probleùìs aûd applicatjons. 5

Tlìe following exlended r¡echanisms are desc¡ibed:
L hventory Eústi'Ig Di¡eclory;
2. L¡ventory Removable, Read-oûly Fjles;
3. S,îchfonjze Dircctories;
4. Publish Region; to
5. Retire Directory;
6. Reâlize Direclory at l¡câtiot¡;
7. verify True File;
8. Tmck fo¡Accoun¡ing Purposes; aM
9. TÉck for LìceNing Plìrposes. 

t5
l I¡ìveDtory Existing Directory

This meclúÌìism detemires ÎlÌe TnÌe Naûes of files in an
exisljng on'line directory in tbe underlyi[g opelÐtirg system.
One purpose of this mcchanism is to install True Name
mechaniuns in an exisiiûg file system.

An effect of such an installation is to eliDrinar" i,-n"di- 20

âtely all dùplicate files f¡onì dre file system being traversed.lf
several file systcms âre iDvento¡ied in a singlc True File
registry. dupljcates across tlÌe volumes are âlso eliminated.

(A) TÉvcñe the underlyirg file system in the operâtiirg
sysiem. Foreach file encounteied, excluding direc tories, per- 25

form tbe followilìg:
(i) Assinlilatc the filc cncountered (ùsing the Assimilatc

File primitive mecha¡ism). This process computes jts

Tn¡cNamc a¡rd ¡¡oves its datå into the Truc Fjlc registry
726. lo

(ii) Create a patlùaûre consisti[g ofthepatlì to tlÌevol[me
directory and the relâtive pâth oftlìe file otr tlË nìedia.
LiDk tlis pâtlì to the compÌrted True Nârne ùsiûgtlrc Link
PatlÌ to Trüe Nâlne primitive üechaùism.

2. I[ve[tory Removable, Read-only FiÌes 3s

A system with access to reDÌovable, reâd-oúly media vol-
rures (such as WORM disks â¡d CD-RoMs) can create a

ùsable inventory of the files on tlìese disks wjúout havirg li]
nlake ollliûecopjes. These objects can theù be used for arclìi-
val pùrposes, directory overlays, o¡ otlÌer ùeeds. An operator 40

Dìust request dÉt arl irÌverÌÎory be created for sùch a vollune,
This rncchanjsnr allows for maiotaining iDvcDtorics ofthc

contents of files and ¿lâta items or rcnlovable ûedia, such âs

diskettes aDd CD-ROMS, irìdepe¡deDt ofothcr propcrties of
tlìe files sùch as nânÌe, IocâtiorÌ, and alate ofc¡eatio¡. 45

The rnecha[isrn c¡eates an o¡ìlirìe irlveÍory of the files o¡r
oùe or tnore rernovable volumes, such as a ffoppy disk or
CD-ROM, when tlìe datâ où the volÌrDle is ¡eprese[ted as a
directory. The i ,entory servìce uses a True Nârne to identìry
each lìte, providing away to locatethe datâ iodepeudent ofits 50
Dallle, date of creatiol, or locatiolr,

'l'le iù\,entory caD be ùsed for archival of data (makiDg il
possible to avoid archiviùg data when tllat data is already oo
a sepaüte volùrne), for grooùrilg (mâkirÌg it possible ro
delere i requelltly accessed,ìles iflheyc¿n beretrievcd lron \r
reDrovable volunìes), lor versioD co¡Ìkol (nìai<irg;t possible
to generare a rìe\}' versioD of a CD-ROM without lìavirrg to
copy the old versioù). alld for otlìe¡purposes.

Tlìe inveùtory is made by creatiDg a vol¡¡me directory in tlìe
¡nedia invenlory in which eâch lìlenamed ideùlifies the data
irenl oD tlìe volume being inventoried. Data items are not 6a

copied lrom the removable volunre during the inventory pro-

Ar opemtor ùÌust request thât aÌì inveÌrtory be crcated for a

specific volume. Olce c¡eâted, rlÌe volùme directoty carl be
froze[ or copied ìike arry other directory. Data itens froù 6j
eitlrcr the plrysical voluûìe or the volume di¡ectory calì be
âccessed usilg the Opel1 File operatiùg systeu rnechanisrn
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which will câuse tlìem to be re¿d frolì ¡he plìysicâl volume
usfug the Realize True File fioDr Location primitive mecha-
lÌlsllt,

To create aD i¡ìveDrory the followiDg steps are takeD:

(Ä)A volume di¡ectory in dre nedia invenlory is crealed lo
correspoud 1o the volùme being i¡vento¡ied. Its contextuâl
name identilìes the specifrc volume.

(B)A soùcetableentry l44Iorthevolume is created i! the
soùrcetable 130. This cntry 144 identìfies tlrc physical source
volùme ard the volÌrme directory created iD step (,{).

(C) l]ìe filesysteû on tlìe volurne is tr¿veßed. Þbr eaclì file
encounte¡ed, excluding directories, the lollowing steps are
takeD:

(i) Tlìe Tnle Narne of dre fiÌe is compùted. ,A'rl e¡ìtry is
crcâtcd in tlìe True Nârne registry 124, including the
True Nâme of tlrc file ùsing llìe pri¡nitive nlechadsm.
T'he source 6eld o1 the True NanÌc rcgistry entry 140
identifies rlæ source tâble entry 144.

(ii) A patlxÌame is creâted co¡sisting of the padr to tlÌe
volume directory alld the ¡elative path of ahe file o¡ì lhe
llledra.'lllis path is liùtried to dre collpùted'l¡ue Narne
ùsing Liùk Path to True Narne primitive nrechanism.

(D) After all files have beerì iùveùtoried, the volurne direc-
tory is frozen. Tïe volurne dircctory serves ås a table of
contellts for the volunìe. lt can be copìedùsing tlÌe Copy File
or Directory prillririve mecÌnüsnl to create aù "overlay"
directory whiclì ca¡ rhen be modified, Drakilg it possible lo
edit â virtual copy ofá read-o y mediùm.

3. Syrìchrooize Directories
GjveD two versiolìs of a directory derived frorn the same

staliDg poirÌl, tlús DÌechanism creales a ûew, syncluonized
version which illcludes the chânges f¡om each. wllerc a file is
changedillbothversioDs, tlis echãnism provides a user eút
for haDdliûg tlìe discrepalÌcy. ByùsiDg TrueNåmesr coùìpari-
so¡s are instanta.¡ìeous, ârìd Do copies offrles aÌe rÌecessary,

Tlìis nlechanism lets â local processor syÀcluoÌrze a direc-
tory to âccoùDt for chânges made al â rernote processo¡. Its
pùrpose is to b¡ing a localcopy ofa directory up to date after
â peÌiod ofrìo co¡ruÌrunication between the local arìd remote
processor- SùclÌ a period miglìt occùr if the locâl processor
were a mobile processo¡ detâclìed fmm its server, or if two
distant prccessors were ru¡ independeùtly arìd updated
Àiglttly.

A¡ âdvaflâge ofrhe described syDcbronizalion pñcess is
that it does not depend on synclùonizing tlìe clocks of the
localandreùote processors. Howevet it does requirc thât the
local processor lrack its position ìn the remote processor's
aùdit file.

This mechanisnì docs not rcsolvc changes made siùrulla-
Deously to the same frle at seveml sites If thåt occlìß, aû
cxternâl resolutiorì ÌncchauisDr such as, for example, oper¿tor
hterveltjon, rs required.

llle lrlechaDisÌrÌ lakes as iûpul a stan tiùe, a local directory
patlúâûe, a reùote processor name, ald a renìote directory
patluame runre. a.rrd il operâtes by lhe following, sleps:

(A) Reqùest a copy ofdre a!ìdil frle 132 frorn tbe remote

Frocessor using the Rcqucst lruc Fjle remote mechanislll.
(B) For eåclì entry 146 ill the audit fiÌe 132 after the staf

tiûe. if the enlry indicates a charìge 1{) â file in the remote
directo¡y, peri'orm the followiûg steps:

(i) Comprìte the patbname of tìe corespondilg file in tlÌe
local directory. Determine the True Nâme of dle corre-
spotding frle.

(ii) If tlìe True N¡ûe of dre local file is dre same as the old
True Name iù the aùdit file. orifthere is lrolocalfile a d
llÌe âudil eDtry indicates a new file is beiDg create4 lirk
dre lrew True NaAre in tlÌe audil fii e to the local pathllaùe
usi[g the Liirk Path to Tnìe Naùeprimitivemechânism.
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(iii) Otherwjse, Dote thåt the¡e ìs a pmblern wilh the syn-
cluonizztioù by sendiDga message lo tlÌe operator or to
a probleDÌ rcsohrtioù p¡ogmm, indicalingtlìe locâl patlì-
name, remote patlmame, remote processor, alld tiÌìÌe of
chaDge. 5

(C) After syDclrroDization is cofiplete, record the dme of
the final chalge. This time is to be used as ihe new start time
the next lime dris directory is synchro¡ìized with lhe same

remote processor, 
lo

4. Publish Region

The publisìrregioll meclìa]risû allows a processor to o1lè¡
re files iu a region 1() any clicnl processonj 1ò¡ a limiled

period of tìne.
The purpose of tlæ service is 1o eli¡tilate aDy need for 15

clieùt p¡ocessors to rnake rcservatioDs witlì the pùblishing
processor. -Ilús in tùír makes it possible for dre publisling
processor to service â nìuch Ìarger nÌutber ofcÌieDls.

When a regioll is publislÉd, an expimtioD date is defined
for allfiles intheregiol, and ts propâgâted iìlto tlìepublislìillg 20

systeDì's True File registry entry record 140 for each frle
'WheD a ¡e¡rote file is copied, for insralce using the Copy

FileoperatiDg system rneclÌa¡rism, the expi¡âliondate is cop_

ied into ihe soùrce field ofdìe clieff's Tnre Fileregistry elìtry
record 140- \\41e[ tlÌe source is a pùhlisliDg syslen, no 25

depe¡demy Deed be creâted.

The clieùt proccssor m st occasionally and i rl bâckground,
check for expired links, !o make su¡e il stillhas access to these
files. This is dcscribcd in the backgroùnd nìechallis¡r Clrcck
for Expired Links. lo

5. Reti¡e Directory
'Ilìis mecbânisDì ùakes it possible to elimjnate safely the

True Flles i¡ a djrectory, or at least dependencles on tlrcnì,
after ensuriÌlg tlìat any clierÌl processoß depending oD llþse j5
files reùove dreir dependeDcies. The frles iD tlÌe djrectory are

not actùally deleted by this process. T1ìe directory caù be
deleted witlì the Delete File opelatiÌ)g syslenr meclÌalúslrì

The nrechânisìn takes tìre patluarne of a giveu directory.
and optionally. Ihe identification of a prelened allemate on
source processor lor cliclrl5 lo u5c. ÏÌe mecllanjsm Perfòrms
the following steps.

(A) 'lÌaveße the directory. F-or each fil€ iD the directory,
perlòrD the l-ollowilg steps:

(i) Get the T¡ue Name ofttre file frorn its path and fiÀd the a5

Tltle File registry ent¡y 140 associated with the True
NaDÌe.

(ii) Detemllrle aD âltenìâte soùrce for the Tnìe file. If re
source IDs field of the TFR enlry inclùdes tltlr preferred
altemate source, that is tlìe alternate soù¡ce. If it does 5r)
not, bul iDcludes sorne otlÈr soùrce, that is the alternate
soÙrce. If il contâiùs no altemate soùces. tlære is Do

altemâte soùrce.
(jii) Fo¡each dcpc¡rdent processoriD thcTrue File registry

entry 140, âsk tlìat procqssor to retire the Tmc File, t,
speciryi[g arÌ altcmate source if oDc was deteBÌiÀcd.
usirÌg tlrc rcmote rneclÌanisùr

6. Realizc Directory at Locatjon

Tlìis fiech¡nisBr allows lhe user or opeÉling sysleùr io
lorce copies offiles lrom some source lócation-to rhe True 60

File ¡egistry 126 ât â given localion- Tlìe purpose of the
mechânism is to e[sùre tüat n]es are accessible in the eve[l
ilìe source loc¡tioD becoNes inaccessible. This caD happen
for irÌstãûce if the sou¡ce or giveù locatio[ âre on ùrobile
cornputersJ or a¡e on removable nedia, o¡ if dre ùetwolk 65

connection to dre soùrce is expected to become ùDalailable,
or ifthe source is beiDg retired.
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This mechanism is provided in tbe following steps for eåch

file iû tl'Ìe given directory wilh the exception ofsubdi¡ecto-
ries:

(A) Get the local directory extensiorß table elìlry lecold
138 giveû the pathnal¡e of the file. Get the Tn¡e Name ofthe
local djr€cÎory exteûsiorìs tâble entry record 13 8. Thi s se¡vice
assi¡rilates the file if it has Âot al¡eady been assiúilated.

(B) Realize the corresponding True File at the given loca-
tion. This service causes it to be copiedto the giveD location
from a remote system or removable media.

7. Vcriry True File
This mechânism is used to ve¡iry thât the data iteú inaTrue

Filc regislry 126 is indecd thc correct dâta iletn givcn itsTnre
Name. Ils pu¡pose is to guard agaiDs t device errors, mâlicious
changes, or other problcnrs.

If an er¡or is fourd, the systeru has the ability 10 "heâl"
itself by finding another soùrce for dÌe Truc File with the
given name. It úay also be desirable to veriÛ dlâÎ the error
has nor propagatcd to otlìer systems, andto logthe probleì¡ or
ìDdicâte it to the conlputer operâlo¡. Tlìese detaiìs are nol
described lrcrc.

To ve¡iry a data itelrl that is not in a True Fileregistry 126,
ùse the calculâte True Name primitive mecha¡ism described
above.

Thc basic rììechanism begins with a Tme Narne, and oper-
âtes iÌì the following steps:

(A) FiÌìd the True File registry crìtry record 140 coffe-
spondfug to thc giveD True NalÌlc.

(B) Ifthere is a True File ID for lhe T¡ue File regislry entry
record 140 the¡ use iÎ. Otherwisc, jndicâtethatDo file cxiststo
verify.

(C) Calcùlatethe Truc Name ofthe data itcnl given the ñle
lD oftlrc dâta item.

(D) Confrrm that the calculâted Truc Name is equâl to the
given True Name.

(E) If the True Names âre Dot equal, there is âì e¡ror iù tlÌe
Tme File regislry 126. Remove the True lile ID from the True
File registry eñry record 140 alrd place it somewhete else.
Indicare tbEt the TnLe File regislry etìtry record 140 contaiued
ârÌ ellot

8. Trâck lbr Accounting Purposes
Tlìis nlecha sm provides a way to krow reliably which

files iüve been stored on a systert or failsD]itted froDt oDe

system to allotlìer. The ¡¡echallism caD be used as â basis fol
â value-based accountiÌrg system ir1 wlìich cbÂrges are based
on tjìe identity of the data stored or tl.aûs¡ûitled, mther than
simply o¡r the nÌrúber ofbits.

Tlis mechanism allows the system to track possessiorÌ of
spccilìc dafâ ite s according to content by owncr, irìdePen-
dent ofthe name, date, orotherp¡cpcrtics ofthe d¿ta ilenì, and
tracks the ùses ofspecific data itenìs and files by content for
accounting pù¡poscs- True nârnes makc it possibleto ideÌìtiry
each file briefly yet ùni+rely for this purpose.

ir¿ckjng ùe ideDlities of files requi-res nlainlâi ng a¡
âccounti[g log 134 and processiDg it for âccoù[ting or bi lling
purposes. The mechanism oPerates iù the followjng stePs:

(A) Nore every tiDìe â file is cleåted or deleted, for instarìce
by ùollitoriüg audjt entlies iD the Process Audìt File EDtry
priùitive ¡ùecbao r. Mren such aÀ evelt is encoudered.
create ån eùtry 148 in the accoùlltillg ]og L34 that sllovr's the
¡espolìsible party alld tlìe identity of dte file creâted or
deleled.

(B)Every timealì1e is iransmitteq for it$lânce wher a file
is copied ì*ith a Request True File ¡emote mechanism o¡ a¡t

Acqui¡e True File remole nìechalìsn, creale all enlry ill the
accounting log 134 thât shows theresponsible party, ûe ideD-
rity ofllìe nte. aod tlìe source and destiùat¡on processors.

(C) Occasioually ¡un aD a ccotxÌting prograrn 10 process the
accou[tiDg log 134, distriburing dÌe everÌts to the âccouDl
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records of each ¡espolrsible pafiy. The âccouùt records carì

evertùally be suDxnarized for billi¡lg purposes.

9. Trâck for Liceßing Purposes
This ñechauism eDsures tlut liceDsed files are not used by -

unâuthorized prnjes. The Tlue Nome provides a safe way to )

idertify licensed mâterial. Thjs service allows proofofpos-
session of specific files âccording to theiÌ contenls without
disclosing theil cotrteûls.

Enforc;nguse ofvalid ljcenses câ¡ be acti\'e (for example,
by refusing to provide access to a frle without autholizatioù) 10

orpassive (for examplc, by crcating a report ofusers who do
Dot have pmpe¡ aùlholization).

OÌrc possib¡e way to perform license valialâtion is to pcr-
fornÌ occâsio[al audits of employee syste¡ns. Tlìe seflice
dcscribed hereil rclics on True Nancs to support suclÌ ân ì5
audit, as in the followiug steps:

(A) For eactr licensed product, record in the licerìse table
136 the True Name ofkey files in the p¡oduct (tlüt ìs, files
which are required iÀ order to ùse theproduct, and wlúch do
not occurinotlrerproducls)Typicatly. forâsollwareprodùct.,ô
d)is would include the mâiD execulable image and perlÌaPs -'
othermajor fiLes suchas clip-alt, scripts, orot ine help..Also
record tlæ ideDtity ofeach systeD wbjch is authotized to hâve
â copy oftlÈ file.

(ts) Occasionallv. co¡rpare lhe conle¡ls ofeach user pro- 
^.cessor agâiLlst tlle licerÌse lable 136. For each True NaDÌe in "

tlìe license lable do tlæ following;
(i) Unless the usel processor is authorized to have â copy of

ùe 1ìle, confum that the userp¡ocessol does not have a

copy of the Êle using tlte Locate True File mechanism.
(ii) If the user p¡ocessor is foùnd to have a file thal it is nol l0

authorized to have, recold tbe user prccesso¡ alld Tme
Name in a license violatioll table.

Tbe Svsrem iù Opemtion
C;vell tlÌelueclunisnrsdescribedabove. lhe operalio,ì of â,,

rypical DP systeru employing tbese tneclElìisms is no\À

desc¡ibed in orde¡ to denrorNtrate how dÌe prcsent inveùtioD
neets its ¡equiremelts aùd capabilities.

ID operaLroû, data ilems (Ior exâmple, files, dâlabase
records. iììessages. data seFmenLs, d?ta blocks. direclories. ,^
instauces of object classej. and lhe like) i¡ ä DP system '"
employfug the preseDt invention are identified by substa¡-
tially uric¡ue identiÊers (True Names). the idenliners depend-
iDg on all oftlìe dâÎâ in the dâta ileEs aûd ody on the alâta iù
Lhe da1â itenls. The primitive meclü¡ìisms Calculale TnLe

Name andAssimilate Dâtâ ltenì sùpport this property. Foralìy 45

gjven data ilem. usiûg the Calcùlate True Name primitivc
ûechanism. a substaDlially unique identilìe¡ or Trlte Name
Ior thât data item câ¡ be determi¡red.

Furthel it operation of a DP system incorpoa¿ling dle
preseùt i¡veDtioD. úùltiple copies ofdata items åre avoided 50

(unless tlìey are rcqùired fo¡ sorue reaso¡ such as backups or
ùi¡ror copies in a fault-tolerant systern). Multiple copies of
data items are avoided evell wheû multiple naDìes refer to dÌe

saûìe data ileÌù. The primitive nechaûisrns ¡\ssimilare Data
hems aDd New True File suppol lhis properry. Usi¡g lhe sr
Assiùilate Dala ltern primjLive mecha.ùisr¡. iI a data item 

_'

already exists iû the systeÌn, as ildicated by an elltry iû the
True File registry 126, this exjstence will be discovered by
this mechanism, aûd the duplicate drra ite¡¡ (tlÌe rcw data

irem)will beeliminated (orûol addedJ.Thus. forexample. if ,^
adara filejsbeingcopied onlo a syslem Aom a floppl disk. if, ou

based on the T¡ue Name of tlÉ dafa file, il is determined thât
tlÌe dat¿ file already exists it the system Gy the same or some

odrer DâÌne). ibe¡ì tlÈ dupticate copy will not be iDstâlled. If
the data iter¡ was bei¡g inslalledoútlæ sysleù by some narne
other tban its cùrreûî Darne. theÌ! usilìg the Lj¡ií PâÎh 1o Trùe 65

Narne pnlllitive ùeclìanisn, tlrc other (or new) traùe caû be

li¡ked to the alreâdy existi¡g data itelll.
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ID general, the mechanisrÌs ofthepresent iìNcDtion oPerale

in such a way as lo avoid recreati[g an actual data ite¡n at a

locâtion when a copy ofthât dâta item js already present at
thatloc¿tiol ID dre case ofa copy froìn â floppy disk, tlÌe dara

item (file) may lìave to be copìed (into a scmtch file) before it
can be deteImiÂed that ir is a duplicate. Tlis is because ody
one prccesso¡ is involved. On the ofher haûd, ill a urùltipro-
cessor envi¡onmeDt or DP system, eâch prccessor has a rccord
of the True Names ofthe dala itelÌN oÌr drar processor. !\4len
a data item is to be copied lo another locatiolì (aùotlle¡ pro_

cessor) iD the DP system, all lhal is necessary is lo examine
the T¡ue Name ofthe data item priorlo the copying.lfa dâta
item with tlìe sâne True Name already exists at the destiDa-
tior location (processor), then dÌere is no teed to copy the
dåta item. Note thar ifa data irem rvhìch already exjsts locally
at a deslinÂlioD location is still copied to lhe destimtion
locatioû (for example, because tlrc remote system did not
have a True Narne Îor rhe daþ ¡lern or because it arrives as a

stream ofu¡-named data), the AssinÌilâte Dâ1a IteDÌ priÌìtitive
mecllaùism will p¡eveÍ ùùltipÌe copies of the data ltern froù1
being creâted.

Siùce the Trùe Nameofa largc data item (â compound data
iteù) is derived Aom aad based on dìe True Nâmes of com-
ponents ofthedata item, copyingofan entiredatâ itcm can be

avoided Since some (or all) ofthe compoÌreùts ofâ large data
item may already bc prcscnt at â destirÌatioD localio , only
those corììponents rrhiclì are rlot presenl drcre ¡eed be copied.
Thjs properry derivcs lronl tlìe ÌìrârÌrer in \rhich True Nanres
are determilled.

Wheù a ñte is copied by tlìe Copy ¡ile or Directory ope¡-
âting system mecharnsm, or y tlìe Trùe Narne of the 6le is
actually replicated.

When a file is opened (usiû8 the Oper File opetating sys-
tem ùeclü sm), it uses the Make'lrue file Local pritrlitive
mechanism (elther directly or iDdirectly rlùough the Creaae

Scratch !-ile pnûitive mechaDism) 1l) creåte a local coPy of
1lre file. The OpeD File operatiDBsystem ûec]unisoì uses tìre
Make lnre l-ile Local p¡imitive ûeciìallisÌll, $hjcb uses tlìe
ReaÌize T¡ue Fite fiom Locatio¡ primìtive mechaniso,
which, in tumùses the Request l'rue File remote meclìanisrn.

The Request True File rcmote r¡eclMlisrn copies on]y a

sú9e data item from one prccessorto aDother lflhe darå item
is a compouDd frle, its comPonerÌt segùents âre Dol copied.
oùly tlæ indirect block is copied. The segnenls are copied
oDly wheû they are read (or otherwise [eeded).

TheReadFilc ofìerating systeD nlcclunism actually rcåds
d¿ta. The Read File mecharÌism is aware ofcomPouùd files
âûd indircct blocks, and it uscs the Reâlize Truc Filc froùl
Loc¿tion primitive nrccha¡ism !o make sùrc thâl cornPonerÌt
segücnts arc locally availablc. and tlìen ùses thc oPc¡-ãling
systcm file mechâDìsms 1() reâd data from thc locâl 6le.

Ihus. wben a coruportrtd ñle is copied frolrl a rerÌole sys-
(ern, onÌy its'I'rue Nanìe ìs copied.'Mren il is opeDed, oÀly its
iDdirect block is copied. When the cor¡espoÌldi¡g frle is read.
1lrc requrred corìÌponent segùÌelts are realized ând the¡efore
copied.

Ir operation data items can be accessed by rcfercnce to
their identities (Tne NaDres) iDdependent of ùeir preseùt
location. The actual data item or True File correspoDdirg to a
giYen data ideùtifier or True NarÌÌe may reside anywhere iD the
systeD (thât is. locally, rernotely, offiùe, erc). Ifa re+ri¡ed
True Fjle is preseDl locally, tlæn the data ill the nle car be
accessed. Ifdre data jtenÌ is Dot present locally,llìere are a

llùmber ofways ù whicl] it can be obrained froÌn wherever it
is preserÍ. UsiDg the soùce lDs field of the True File registry
table, tlìe location(s) ofcopies of tlìe True File coffespoÀding
to a givelì True NalÌle can be defeûrined. The Realize True
File frolÌl Localioû p¡inirive mechaûism tries to nÌ¿¡ke â local
copy ofa True File. giveD its Trtle Naûe alld the uame of a

source location (processor or nìediâ) tlÌat û¿y coùtaiD dle
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T¡ue File. lf, on the ollìer luùd, for some reasoÌì it is ìrot
knowrì where there is a copy of the 'l'rue F-ile, or ifthe pro-
cessoÄ identified in the sorìrce lDs freld do not respond with
tlìe required True File, the processor requiriDg the dâtå item
can mâke a general lequest for tlle daþ ilem using the Reques L

True File remote meclìanisû from all processors iD the sys-
tem that it can contact.

As ¿ result, the system provides tmtrsparenl âccess to any

data item by refe¡ence to its data ideDtjly, âDd iudepmde[t of
its presetrt locatiotr.

I¡l operation, dåta items iD the system cån be verified aDd

have thejr integrity checked. This is from the ma¡Der il1 wlìich
Tnre Naues are deteûúned. This can be used for secüity
pùrposes, for instance, to check for viruses and to verify thât
data ¡etdeved from anotlÌer locâtion is the desìred, aud
¡eqì¡ested dâta. For example,lhe systeú miglìt slore the True
Names ofall execulable âpplications on the system aDd theD
periodicatly redete¡mine the True Narnes of each of these
applicatioDs 1o ensure thÂt they ùâ tch the stored True Names.
A¡y clìarìge illâ True NanÌe potentially signâls cornlption iD
the system ând can be fìl¡ther iÂvestigated . TlÌe Veriry Region
background mechanism aud the Veriry True File extended
mechanisms provide direct suppof for this mode ofopem-
tiorl. The Verify Regiolì mechânism is ùsed to ensÌ]¡e tlÉt the
datâ items iù tlÌe True File registry have not beeo darnaged
accidentally ormâliciously. The Veriry True file r¡echanisur
verifres that â dåta item in a True File regist¡y is iÌìdeed th€
coüect dâtâ item given its True Nålne

ODce a pmcessor lms determined where (that is, at which
other plocessoror locarion) a copy ofa dau item is iD dre DP
systcm, lbât p¡ocessor ùight Deed dìat odre¡ prccesso¡ or
location to keep a copy of ihat data itelll For exalllple, a

processo¡ might want to dclere local copies ofdata ite¡N to
ùake spâce availâble locally while krìowing that it câù rely où
relrievilg dÌe data fiom sonrewlrcre else wheD ]ìeeded. To this
end the system altou's å prccessor to Rese e (and câncel drc
reseffation oÐ True Files ât reùole locatioDs (usiDg llÌe
¡emote lrlechal]isù)- I¡r ihjs wây drc remote locations are Put
ol1 Dotice that aùother localion is relying oD the presence of
the Tn]e File â1 their location.

ADP system cmployjng the present inventioncan be madc
iÌìto a farìlt-tolerant systen by prcvidiDg â cefaiù âuìouDl of
redundancy of dala items ât nìultiple locations in ¡lÌc systcm.
Using the Acquire True Pile and Reserve Trùe File remote
nÌechanismsj a pârlicular Focesso¡ ca¡ impÌctllcnt its olvìr
fon¡ of fârìlFtoleraùce by copyiDg data ilems to olher pro-
cessors and then reserving tlÌeìn drere, Hov,/cvct thc system
also provides tlìe Minor Truc FiJc background mechârÌism lo
lllir¡or (make coFies) of the True Filc availablc elscwherc in
the sys tem. -Any degree of¡cdunda Dcy (li mited by the nùmber
ofprocessoñ or locâtions inthesystem) can bc implencnted.
As a result, this invel.ltion maintains a desired degree or leve]
ofredundâncy iD a DetÞork ofp¡ocessors, to protect á¡gainsl

fâilure of âny paÌticular processorby e suring that multiple
copies ofd¡{a ile¡ns exist ct diflerent locâlions.

The data slructu-res used 1o impÌemeut va¡ioùs features and
ùrechanisms olthis irÌveûtion store a variety ofuseful infor-
Natioû which câ¡l be used, in codunctioû witlì the various
ùrecharisms, to iùpleùent storage scheDes alldpolicies iD a

DP system employing the jnvenlion. For example, the size,
age aûdlocâtionofa data item (or of groups ofdatâ items) is
provided.Thìs fomration can be used to decide lrcw the data
iteús should be treâted. For example, a processor nìay imple-
ùÌent a poticy ofdeletiDg local copies ofall dÍâ itenìs over a

cefain age iI otlìer copies of dÌose data ilems are preseûl
elsewhere i¡ì tire system. TLe age (or variarions on the age) can
be detenùiDed u sillg the tiùe of]ast access or Ìl'lodificâtion ir
the iocal directory exteDsiol1s table. and the preseDce ofotlÌer
copies ofihe data item caD be dete¡úited either fronì the Sâfe
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Flagorlbesou¡ce ÌDs, o¡by checkiDg which oúer processors
in the system lìave copies of tlìe datâ ilem and tlìerì reserving
at le¿rsl one ofdìose copies.

I]l operatior¡ tlìe system caù keep track of datâ irems
5 regardless olhow Ílìoseitems ale named by usels (or regard-

less of whetlrcr tlìe dâtâ irems even have Danìes). Tle system
cân also tackdala items that have diflelenl names (in differ-
eot or the same locatio[) âs well as different dâta jtems that
have Lhe same name. Siûce a d¿ ta item is identiâed by the data

lo in the item, widtout regard for the co¡Íext of the dâta. the
prcblems oI i¡ìconsislenl nanring in a DP system are ove¡-
colne,

Io operatioD, the systerìl cârì publish data items, allowilg
odìer, possibly aDouy[lous, systems in a ne$*ork to gåin

r5 access to the dâfa items aDd to rely oû tlìe avaiÌability olthese
dáta items. True Narnes areglobally urú+re identifiers whicll
can be published sinlply by copyirg tlìenl. For exaùìple, a

user might create a texfual representation ofa file on system
A with True Nane N (1o¡ irxrance as a heriadecimal string),

- and posl il oÂ a coolputer bulletin board. Arollìer user on
JU system B couìd creale a dircclory eulry F for lhis True Ntune

N by usillg dle LiDk PatlÌ to True Name primitive meclìanism.
(Altemâtively, aÀ appl ication could be developed which ìides
the True Name liom dre users, bùt provides the sanle public
trânslèr servìce.)

25 Wheùa progralr onsysteÌn B atteDÌpts to opeù patlùame F
lir:ked to 'l'¡ue Name N, tlrc Locate Remote File prilllitive
ûechaùislìr would be ùsed. ârìd woùld use dle l-ocate T¡ue
l-ile rernote rlleclürlisDr to searclì for'l'rue Nârùe N oD orÌe or
ÀÌore rernote processo¡s, such as systeD A, If systeD B has

lo access to systern A, it would be âble to realize the'l-rue File
(r¡sing the Realize True File fronl LocatiolÌ prirìitive nlecha-
Ìisùt aDd use it locally. AlterMtiveÌy, systern B could filìd
'l'Ìxe Naùe N by accessi[g ary publicly available'frue Naùe
server, if tlìe serve¡ could eveDtually forwald dre rcquest to

l5 systeù,4..
Clients ofa local server carÌ iDdicate that dìey depe[d on a

given True File (using tlìe Reserve TILle file lenlote llìecha-
rlisùÌ) so tbat tlìe True lìile ;s ¡ìo{ deleted fioû the selver
registry as lo¡ìg as some clieDl reqùires access to it. (The

40 Retire True File ¡emote lllecharism is ùsed to irldicate that a

clie ùo longer needs a giveu True FiJe.)

A pub]ishiug server, oD the other ha[d, lllay waÀt to pro-
vide access to malÙ/ clients, ând possibly ânonymous orles:
withoìrt iùcùrnùg rlrc overheâd oftrackiug depe¡rdencies for

4r eaclì client. Therefore, â public server can prcvide expiratiorl
dates fo¡ Tnle Files ill ils registry. Tlìis a¡lows clienr systerns
to safely maiúai¡ì refe¡ences to a True File or1 the public
sen e¡. The Check For Expired Links background ùechanisù1
alloÞs the cliert ofâ publisli[g seryer lo occâsioùally coÀ-

r¡ finn tlìat its depeÌìdeucies oÀ the publishilg server âre sâfe.' 
ID a variaiion of rhis âs¡crl ol the invcDtion. ¿ proccssor

tlút is ùewly conrÌected (or recorDected after soùe absence)
to thc systcm cân obtain a cu¡rertversion ofall (orofnccdcd)
dâta jn the system by lequestirìg it fiom a server processor.

-_ A¡ry such proccssor carì scnd I rcqllcst to updatc or rcryn-)) clro[ize all oI ils direclories (slâfinc at å root directory).
sirÌrply by usi[g the Synchronìze l)irectories extended
mechadsnl où ihe needed directones.

Usirlg tlÌe accorìlìting log or some other user p¡oYided
Ìrlechånism, a ùser câlt prove the existerÌce of certâh darâ

óo items at ce¡tain tfunes. By publishiùg (in a public place) a list
ofallTroe Names in the system o¡ a given dây (or at some
givel time), a user car'l la ter refer back to tllat list to show th¿t
a paticular dâla iteDì vas preseût iù lhe sys teù at tlle time thâÎ
listwaspubhshed. Suiha meclìanism js useful iu trackiDg. for

6J example, laborâtory Dotebooks o¡ the like 1o prove dates of
co[ception of iùve ions. Srìch a ûechaûism also pemrits
proof of possessioù of a data ilen1 ¿rr a p¡rt iculû dâle alìd time.
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Tlìe accotùrting log file car also tmck tlìe use of specific
data items aûd files by corìlent for accouùtiÌtg purposes. For
insfance, an infonnation utility compârry can detenaine dÌe
data identiries of data items tììât are stored aùd transûitted
llùouglì its computer systems, ând ùse lhese idelìtilies lo j
provide bills fo its custoDÌeß based où dre identities of the
data items beitrg traùsùlitted (as defined by the substantialÌy
u¡ique ideûlifier). The assignment of p¡ices fo¡ storhg aûd
lransmitting specific True Files would be made by the infor-
malioD urility and,/or its data sùppliers: llÌis infomìalion ,,,
would be jo¡ned periodically wilb re iû-formåtion in lìe .'
accouÌrtiùg log file to prcduce cnstoù1er stateme¡ìts.

Backing up data itcms i¡ a DP systcm employi¡g the

Fresent invcntion can be done bascdon the TnÌe Names ofthc
data irems. By tr¿ckirg bâcl'ups usiDg Truc Names. dtrplica-
rion in lìrc back1ls is prcvcntcd. In opemtion. lllc syslcm 'r
ùaintains a bacL'r.rp record of data idcntifiers of data itcms
already backed up. aDd invokcs the copy File or Directory
operatiÌrg s.vstem meclìâÑsm to copy oûly those data items
wlÌosc datâ identifrers arc no! recorded in the backllìp record.
or1ce a data iteû lìas beell bâcked up, it call be restored by 20

retrievi¡rg it fionl its backup locatioù, based orr the identifier
ofthe dala item. Using the backùp æcord produced by the
backup to ideDtily thc dâtâ item, the data iteû canbeobtaired
rìsing, fo¡ exâmple, the Make True File Locaì primitive
nlecirânism,

Lì operâtioû, the system caD be used to cache data items
frorn a server, so that oûly tlìe most receDtly accessed data
items ûeed be retalr1ed. To oper¿te in tlis way, a caclìe cliellt
is configured to ltave a locâlregistry (j1s cache) with a rernote
Loc¡l Direclory Extens;ons (able (frortr the cache server). .n
whenerer â ñle is opeued (or reåd). the Local Direclory -'
ÊxrerNioDs table is used to ideltiry ûe TILle Na[re, and the
Make T¡ue [ile Localprimitive mechanism ìùspects the local
registry. When tlÌe local registry already 1És a coPy, tlìe ñle is
already cached. Othenvise- the Locate T e File remote
Dìech;ùisû is usedto get a copy of the file. This r¡eclürisDl 35

corNults the câche server arld uses the Request True File
renìote mechaìrisnl to rìlake a local coPy, effectively loadng
the cache.

The Grooru Cache background rnechanis¡t iìùslìes ùe
caclìe, rerùoviru the leasÞreceúly-used files fÌoDì dre caclìe 40

client's T¡ue File registry. Wìile a file is being modiÂed ona
cåche clieût, the Lock Cache ând Update Caclìe re ote
ùechaÌisms prevent otlìer clielrts from tryìng to Ìnodify the
sa[ìe file.

lù operatioû, wheû the system is being used to caclte dâta 45

irems. the probleors of nrainlaiûing cache cotrsistency are

To access a cachc aDd to 6ll it fronr its server, â key is
reqùired to idcntily the data itenl dcsired. Ordinarily, tlÌc kcy
is a nâme or address (iD this case. itwouldbcthe patlìnameof rô
â ñle). Ifthc data âssociared with sucll a key is châDgcd, thc
clienl's câche becomes iDcoDsislerìtl when the cache client
refers to that namc, it will retrieve thc wrong datâ. hÌ ordcr to
mâi[tâiD cache cousistency it is ûecessâry to rctiry every
clje t inùnediately wherìever a cha¡ge occì¡rs orì the server ,,

By ùsirÌg aD enbod;ûent of the present ilventio¡, the 55

cachekey uÌìiquely identifies the data it represeÌìts. rMìelr the
data associatedwith a DâùÌe challges, the key itselfchalges.
'Ihus, wÌrerÌ a cacheclieùt wishes to access tlìe nÌodifred data
assocìated with a givell file Dâ¡le, it will use a rÌew key (tlle
'l¡ue Narne ofthe new file) ratlìer tlü¡r the key to the old file 60

conteuts irì its cache. The cliellt will always request the cor-
rect data, âùd the old data iD its câche will be eventually åged
a¡d flushed by the Grooù Cache backgroù¡d mecharisrn.

Becarìse it is rlot uecessary to ir¡medi¿lely rodry clients
when chaùges on the câche server occu( tlæ prese[l inveDtioù 65

Dakes it possible fora sjngle server to suppo¡t a ûùch larger
number ofclieDls than js otlÌerwise possible.
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Lr opemtion, the systerrì ¿ìutoDrâlically årchives data items

as they are created or rllodified. Alter a file is cleated or
ùÌodified. the Close Fileoperâting syslem nÌeclìaÑsnì crcates
âÌÌ âudit fiÌe record. which is eveDlualÌy processed by the
Process Audit File Entry primitive rnecharisrn. This mechâ-
ùis[r uses the New T¡ue File primitive DrecharìjsÐ for aDy file
whicl¡ is newly created, which in tum uses tÌìe Mi¡¡or T¡ue
File backgrourd meclÉtrism if the T¡ì.re File js in a minorcd or
archived region. Tlìis ûìechanism causes one or more copies
ofdre rcw Âle to be made oD rcùlote processors.

Il1 opemtjon, tlìe system can ellcie[tly record ând pteserve
any collection ofdata items. The F¡eeze Directory prinìitive
meclìaDisr¡l creates â TrLle filewhich identifies all oftlÌe files
in the di¡ectory arld its sùbordinates. Because this True File
iÀcludes the True NaÌnes ofits constituents, it repÌeseDts the
exact coffeDts ofthe directory t¡ee at the tiDre it ùâs frozen.
The fro?en di¡ectory can be copied with its cornporìeûts pre-
se d.

The Acquire True File rernote meclìanisnì (used in mirrcr_
jllg and archiving) preserves tlÌe directory tree st¡ucture by
eßùÌiûg tlìar all oftlÌe conÌponeÙt segme¡ìts ând True Files irì
å compoùnddala jlem are aclually copied lo a ¡emote system.
of cou$e, Ào tra$fer is tecessary fo! datâ items already in
tlle registry ofthe reÌnote system.

lD opemtjon, tlìe systeÌùcaD eficielrtly make ¿¡ coPy ofany
collectio[ ofdsta j1eùìs, to sùpport a veßion coutrôl rneclü-
]lisnl for groups ofdÌe data iteDrs.

The Freeze Directory p¡imjtive mechaììs¡r is used to cre-
âte a colìectioD of alatâ items. The co[stjtueut lìles and seg-
ùents relèrred to by dre l-rozen d irec tory are maiDlaioed iD dÌe
legistry, without any lleed to måke copies ofthe coDstituents
each time the dircctory is lì()zcn.

Wlrclìever a patlüâÌlle is trâ\,ersed, tlìe Get Files il'l Di¡ec-
tory opemtiDg svslem mecha¡is[r is uscd, ârld when it
eucolrrteß a frozen directory. it uses llìe ExpâÌìd FrozeD
Directory priDlit;\,e meclìanisÌr.

A -frozen directory can be copied lrom one pâtlname 10

another ellìcienlly, merely by copying ils True N¿uÌre. The
Copy File operating systen rììecha sm is used 10 copy a

Irozer direclory.
Thus it is possible to efncieùtly cre€le coptes ofdifferent

ve6iolìs ofa directory thereby crealing a record olitshistory
(hence a \€rsiolr coûtrol systeù)

ID oper¿tion, ihe syste cân mâiúairl a local inventory of
âlltlìedata items located on a giveù ¡ernovable ùediùm, suclì
âs â diskette o¡ CD-ROM. Tlrc iùveDtory is jndepelderÌt of
otlÌer propenies oftlÌe datâ ltems such as tlÌeir naÌne, locâlion,
and dâte ofcreâtion-

The Inveltorv ExistìrB Directory extelded uÌechanism
provides a way to create True File Registry eÍries 1o¡ aìl of
tLe fìles in a di¡ectory. Oûe use oftlús iûvelìtory is as a wây to
preJoad a True File regislry wilh backup recold iÐl'onnalioû.
Those files tu tlle registry (such as previously ilrstalled soft-
ware) which are on the volumes inventoried need Dol be
backed up o]lto otlìer volullles.

The lDveffory ReDrovable, Read-oùly ¡iles extended
l1leclìaDisDr Dol o y detenDiDes tlìe True Names for the files
oD the mediùùÌ, bu t also records directory enûìes for eåclì fiie
inâ frozeD directory stn]cture- By copyiÌrgand ûodiryirytlis
directory, it js possible to create aD où line patch, or small
ûrodification of a.¡ì existing rcad'o¡ly flle. for exâúple, it is
possiblelo create an onli[e represenklion ofa ùodifled CD-
ROM, such that ihe uxìrodjfied nles are actuâlly on the CD'
ROM, ard oÌ y the modifred 6les arc onlme.

Iù operâriorì, the system tracks possession ofspecific data
itenìs âccordiDg to conteùt by owrer, indepeûdent of tlÌe
[ame, da¡e, or other propefies of the data ileÀ't, alÌd tmcks the
uses ofspecifrc dala items arÌd nles by co¡ìte[t for accoLùlling
purposes . Using the Tmck for Accou[tiûg Purpo ses extended



us 7,802,310 82
37

mechalÌism provides a way to krÌow reliably which 6les have
been stored on a system or t-ransmitted from ol'le system lo
anotlrcr.

T¡ue Names in Relational arÌd Object-OrieDled Darabases
Although the preferred embodir¡e¡rt of ihis irvention has 5

been presented iû ihe coÍrtext ofa frle system, the inventioÀof
Trl]e Names would be equally valu¿ble in â relational o¡
object-oriented darabase. A relatioml orobjecl-oriented daÞ-
base system usingTrue Names Noùld lÉve sinÌilarbenefits to
ûose ofthe file system enìployilg the inventiolì. For ûrslânce, l0
such a dâtabâse woùld permit efrcient elimiDation ofdupli-
cate recolds, support a cache for records, si¡nplify the pncess
of maintaiìriDg cachc consisterrcy, provide localiou-iùdepen-
dent âccess to records. ûÌaiÍâirì archives and lìistories of
records, ald synchronize with disiaDt or discorùected sys- t5
tems or d¿tabases.

The meclÌanjsnrs described abovc caD beeasily modified to
serve iû such a datâbâse eÌìvirorìmerìl. The Trtle Nanle regis-
try wouìd be used as a repository of datâbase ¡ecords. All
relereûces ro records would bc via lhe True N¡me of lhe ,^
record. lThe I ocal Directory Exlcnsiorìs tâhlc is an cxarnplc '"
of a pdùary iDdex that uses tlìe True Name as tìe udque
idcDtifier of the desircd ¡ccords-)

In such a d¿tabase, dle opemtions of iDsertirìg, updâting,
and deleting records \¡ôuld hc;nìplcnrcutcd hy 1ìßl âssimi-
l¡ting records irìro tlìe registry. and (hen ùIdâling c nrimrry l)
key iììdex to ùÌap fte key of lhe record to itscoDteDts by ùsing
lhc Truc NJmc as a poin(cr lo lhc co'ìlcnls.

The mecha:risrns described in the prcfeÍed embodimeDl,
or similar mechânisms, would be employed in sùch a system.
These mechanisr¡s could include, for example, drc lllecha- 30

nisms for c¿lculating t e narnes, a ssirnìJating, Iocating, ¡eal
izing, deleting, copying, ard moviDg T¡ue Files, for mirroring
True Filcs, for maintâilÌi¡g a cachc ofTrue Files, for groom-
iDg True Files, and o1lìer mecha¡isns bâsed on the use of
substantiâlly uiique idcDtificrs. ls

wlìile the invention lìas beel'l descdbed in co[ìection witlì
v,/hat is preseDtly coDsidered to be llÌe most practical and
plefered eúbodiùeùts. it is to be ùrÌderstood drat tlrc irlvell-
tion is not to bc limited to the discloscd cmbodintcnt, brll oD

the conrary, is intended !o cover various nìodifications âlld
equivalcDt ánangements ircludedwithirì the spirit alìd scopc 

a0

of the appended clâims.

We claim:
1. A computer-impleDìented metlÌod iD a syslen which

iDcludes a aetilork ofcompulers, the ùìethod implemented al 45

leâst in part by lurdwâre co prising at least olìe processor,
the method compdsiDg the steps:

(a) at a first computer, obtåiûilÌg a coDtcDt-based name for
a particula¡ dâta item from a sccond computer distiÌlcl
from lhc firsl compulc( the conlcrrl-hascd name being 50
bascd ât least in parl on a furÉtiorì ofal leasl somc oflhc
data which comprise dre coDreDß of dÌe pâficular data
itcm, whcrein dre functioD comprises a message djgcst
furction or a hâslÌ fuùctioû, aDd whereifl two identica]
data itcrÌ¡s will havc thc saDrc coltlcnl-bâsed natnc; and

(b) by h;ìrdware iì coDrbinarion witlr sofiware. a processor 
\

at said first compùter ascertaiDilg wlìether or not the
coDtent-based Dame for the paficula¡ daú itelìl corre-
spoùds to an etrtry iD adatabase comprisi[g a Pluúlityof
idertineß; and

(c) bas€d at least iD pal1 on said ascertajdng in (b), deter- 60

ùri rÌg whethe¡ or ¡1ot access to tlæ pårticular data iteù
is âùdrorized.

2. A method as recited irr claiD I fullher comprisiDg:
(d) basedal least in part or said detenllidllg in (c), causing

access1o ìe paraiculardata ilert to be denied wheni( is 65

detenÌined tlÌat access ro drc particular data ite¡n is rlot
aùthorized.
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3. A rDetbod as rccited in claiùì 1 whereiD dÌe conte¡ìt-based

û&De for lhe pa¡licuiar data ilemwas included il a request to
access the particùlar d¡ta iem, the tequest haviùg been
¡eceived from a particulaj requestot aÌìd whereiû said s tep (c)
of detemìi¡rirÌg comprises: determining whether or ûot the
pa¡ticul& rcquestor is auhorjzed.

4. A metbod as ¡eciled in claiDr 3 frrrther comprisiDg:
if it is determined thât tle palicular ¡eqùestor is not autho-

rized, causing the paficula¡ lequestor's requesl [o
access fhe particular da1â item to be denied.

5. A method as recited in claim 1 wherei¡ì said database
comprises a table or â lìst comprising said plurality ofiden-
tifiers.

6. A Drethod as recited iÀ claim 1 wlìerei¡ tlìe plurality of
identiûers in ttæ dåtabase are identifrers of ìiceDsed content
items, and whereirì the identifier ofeach li censed cootent item
is based at least in pa¡t oû the function ofat least some of the
data comprising tlìe licensed content item.

?. A mcthod as rccilcd in claim I furhcr co¡nJìrising:
(d) collectirg fo¡mation regarding the particular datâ

itenr.
E. A úedrod as recited in claim 7, whe¡ein ttre iDfon¡atiot

collected includes at leâst one of: (a) info¡matioÃ about whiclì
data iteûs lìave been stored on a computel; G) informatioû
abour the content ofthe particula¡data item, (c) iDformâtion
about an owùer of lhe paficular data item, (d) iûfomú1ioìl
abour a type ofparticulâr data item, (e) irìforÌùation about â

colltextùal Dame of tlÌe pâficular data item, (Ð iffonrlatioll
about lÀ'hether the paficular ¿lâtå item .¡âs copied; (g) the
conteDt-based ûame oftlrc particulal data item; (h) iDforma-
tioû âboú aD identity of a requestor; (i) a timestamp; (j)
iDformation about wlæther tlìe paficular data item was crc-
ated; ard (k) iùfonMtiou about whether the paficula¡ data
itern was ¡ead.

9.,4. medrod as rccited iD claim 7 wherein ât leåst sorne of
Îlìe j¡rformâtion collected is mailtained for accorÌnting or
billiDg purposes.

10. A melhod as reciled in clâi 1 furiher cor¡prisittg:
(d) lr¿cking ideDtities ofdala items.

11. A method as recited i¡ ciâim 1 whereirl tlìe col1teÀt-
basedDarneoftlÉpaliculardata iteÌ¡ is bâsed, atleâst inpart .

o1r a fuüction ofall oflhe data which comp¡ise the coùfe¡lts of
dre pariiculâr alafa ireDÌ.

12. A Dethod as recìted in claim 1 whereiù the message
digesl fulctio]ì or hash functioù is selected frolÌl the func-
lions: MD4, MD5, and SHA.

13. A mcdrod as recited in claim I wherein the contcnt_
based name ofthe particular datâ item is a TrueName ofthe
particular dãta jtem.

14..4 Nethod as recited in claim 1 whe¡eit¡ the particular
d¿ta item is selected from the group comprisiug: a ûle, a
portion of â file, a page in memory, a digitål nessage, a
portio[ oI a digilal ìùessage, a digiøl image, a portiotì o-[ a

digital inÌage, a video signal. a portion ofa video signal, an
aùdio signal, a poltion ofau audio signal, a softw¿re pruducl,
and a portioD ofa software product.

15. A ¡retlrcd as recited in claiûì 1 wherein at least some
cornputers make up pârt of â peer-to-peer network of com_
puters.

16. A metbod as ¡ec;ted iD ciaim I fuflher cornprising:
(d) authorizitrg access lo t¡e particulal d¿ta iteú wlÌen it is

lìot determiued dìât tlÈ data item is unauthorized.
17. A method as recited in claim 16 whereiD the authorized

access permits copyingofthe particular dãta iteD to o¡ from
at leâst o¡e ofthe comprfers iù said network ofcomputen.

18. A ùìethod as recited itr clâinì 16 t¡herein tlrc contett-
based ùafle of ÎIrc particular alata ileDl is received at the n$t
computer âlrd whereiù, if it is ltot determiiìed flraf sâid par-
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ticular datå iteD is ù¡âuthorized, access to the dåta item is
pen¡itted from ât Ieåstoneofa pluraÌiry ofcompulers distinct
from tlÌe fißt courpù1er,

19. A medrod as recited in clâim 16 wlrcÌeir, if ìt is rot
deternÌiDed tlút access to said particular data ilern is ù[au- 5

tlìorized, access to the data iterr is pemitted f¡om ûore thaù
oneofa plurality ofcompùters in the ùetwork ofcomputels.

20. A cor¡pùter-iûrplemeûred method opemble in a system
which includes a plurality ofcomputers. the melhod compris-
;ng: ' lo

contmlli¡g distributjo¡l of conleÂt lìoû a fì¡st computer to
at least oûe odter computel, iû response to a requesl
obtaiDed by â ñrst device in the system from a seco[d
dwice in the sysrern. the firsl device conlpnsing hard- l.
lvâreincludingat least ooeprccessor. tlìerequest iDclud-
ing at leas t a conteût-dependent Àame ofa paficular data
item, the contertdspeÀdeû! rìa¡ne being based at least iÂ

Fart o¡ a inction ofat leâst some ofthedata comprising
rlle pâniculard¿ta ilem. wherein tìre function comprises 

20
a rnessage digesl fr¡ûction or â hásh fuoclio,r. âDd

whe¡ei¡ two idertical data iteùs will lúve the sâme
coDteDt-dependetrt rìame,

bâsed at least iû part on said content-dependent nâme of
sâid paticular data itern. the firsr device (A) pe¡mitting 25
d1e coDtent to be provided to or accessed by the at least
oùe otlìer compùler if it is lrot deten¡ined that tlìe coll-
terÌt is uìrâuthorized ol u¡licensed, otherwise, (B) ifit is
determined that the content is ùiauthorized ol uDli-
ce¡ìsed, not pemìitliig the conteùt to be provided to or 30
accessed by the at least oDe other colllputer

21.4 coùlputer-impleùeùted method implemelìted at least
i¡ part by hardware comprising one or more processors, lhe
Dìethod comprising:

(a) ob!âining a list of coDte[t-dependerì1 Ìrames, oùe for 35

each ofa plurality ofdatâ items, whereiù, for each par-
ticulâr dâta item oftlìe plu¡ality of dâtâ ileD$, the cor-
responding content-depeldeot mme for that paficular
data item is basedat leâsl inpart ona funcrion ofat leasr
some ofthe conteDts ofthe pa-r¡iculardata itcl¡, whereiD 4r)

the flÌrction comprìses a rnessage digest fuDctjoû or a

hashfu[ctior:, aDd wherein two ide¡tical data ite¡]s have
tlìe sa¡¡e conteúFdependent Âânìe on the list olcolìtent-
dependenl ftlrnes;

(b) receìving at a first locatior\ and from a second location 45

distinct ftom said fust locatiorl, a content-depeldelt
ideúifier corresporìditrg to a particùlar datå item, said
colìterìt-depeÂdelrt identifier beiûg based at least iD part
on at least some of tlìe conterìts of tlìe partjcular datâ
itern; 50

(c) at said n-rst location, by a processor, iD conrbinatiol
withsoftware. detennjûing, based at leâstinpârt on saìd
colteÍ-depe[dent ideutiÂer fo¡ said panicular data
item, aDd usiDg said list of coùteût-depeûdent Dames,
rvhetlrcr a requeslor may access thepaficlìla¡data jteù; 55

and

(d)bâsed oú said detemrinillg in (c), ifit is derennined drat
the r€qùestor may Dot access fhe pâlicular data iteû,
caùsing access to the paficula¡ dåtâ itern to be deded

22. A lnethod as recited in claim 21 whcreiD the list of ó0

content-dependent nar¡es co¡nprises a list ofTrue Nâmes of
audrorized dâta items and wherein the coDtent-depende¡¡
identifier ofthe pa¡ticular dala item is a Truc Nar¡e of the
partjcùlar data item.

23..4. ¡nedrod as recited iÌl claiu 21 whe¡ein at leâst some 65

ofsaid cornputers rnake ùp part ofa peer-to-peer ûetwork of
cornpute¡s.
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24.,4. co¡nputer-imple ented metlìod iDÌplemented at Ieast

i.û part by hârdware coÌnpising one or rnorc prccessors, the
ùethod comprising:

(a) using â processoL receiviìÌg at a 6rst cornpùter liolll a

second compufer, a ¡equesr regardjng a pa-rticùlar data
iteÂL said reques t including at least a coÀtent-depeùdetrt
ùaúe for the particula¡ da ta i1em, tlìe conteÍ-depetrdeÃt
¡âme being based, at leâst i¡ paf, on at least a function
of the data in the paticula¡ daE iteùì, whe¡e¡[ tlìe dâta
used by the fiüction to detemìine the contetrt-depeùdent
ÌÌaùe coùprises aT least soùe of the coDteDts of tlìe
pa¡ticulâr dâta ilem, wherein the fünction dìat was ùsed
comprises a ùressage digesl ñùìctionora hash function,
årld w]EleiD t\À,o identicaÌ data iterns will have ihe sarne
coDtellt-dependelll nanìe; aùd

(b) in response to saidrequest:
(i) caùs i¡rg the corrtent-dependeÌìt l1aDÌe of dre particular

dâta item ro be compared to a plurality ofvalues;
(ii) hardware in coubinatiotr with software detenniniDg

whethe¡ or ùot access to the particular data ifem is
unautho¡ized based où whether the coÌrtent-depeD-
deût name ofrhe pa¡liculardata itemcor¡espoùds to at
least one of said plwality ofvalues, aDd

(iii) based o1l sâid determining ir step (ii), not allowing
the particular data item lo be provjded to or accessed
by tlæ secoÌìd conlpurer ifìt is detennilÌed tlat access
to the particular datâ item is ûot aulhonzed.

25.A ¡redrod as ¡eciled iù claiDÌ 24 fÌrfher coDÌprisirìg:
in respoûse to said reqùestl

(iÐ allowiùg dre particular alata item þ beprovidedro o¡
accessed by dre seco[d computer if it is lìot deter-
¡ined that access to the paniculardata iteù is ùnau-
thorized.

26. Tbe method ofclaim 1wlrcrcin tbecoÌrtelFbased Darne
of the particula. dâtâ item is bâsed ol1 â fuiÌction ofouly the
dâta wlúch comprise dre conte[ts of the partìcular dâta iten.

27. T1æ nÌelhod of claim 20 wlÌereirl dre conteÌlt-depelldeDt
llame ofthe paficulardata item is based on a furlctjoù ofonly
tlìe dæa coÌùprisiDg the particulâr d¿ta item.

28. The metlìod of claiùr 2l wherein, lor each particùlâr
d¿ta item of tlìe plùrality of data items, tlÌe correspondiûg
conteùt-dependent [ame for that pârticùlff dâta itel'lr wâs
determiDed âs a functioDofo y lhecortents ofthâtpârticùla¡
data iteù-

29. Tlrc Dethod ofclaiÌn 24 whereir the data tlsed by lhe
flincrjon to detemine the contenl-dependent name of the
particular data ile[r comprises oû]y the co¡teúts of dìe pâr-
ticùlar data iteû.

30. TLe medrod ofclaim 20 wherejn the coDtent-dependeDl
Darne ofthe paficùlù data iteùì is based on a ñrnction of all
ofthe data cornprising tlìe partrcular data irenÌ.

31. The rnethod of clailr 21 wherein, 1òr each particular
dâÎa item of rhe pÌur¿lily of data items, tlìe corespoDding
coDterìt-depeDdent narDe lor that pa¡ticular dåta jtenr was
based on a Iùnction ofall oItIrc conteDts ofthat paficulardata
item.

32. The method of claiù 24 whe¡eir the dalå used by llÌe
furctio¡ to detemiDe the corÌlefi-dependeùt rìarne of the
particular data itern comp ses of all of ùe contefis of the
pa¡ticular data item.

33. TlÌe method ofclailn l whercjD the hârdwarccompriscs
a processor and meDìory.

34. TlÞ nretlod of clâirì 20 whereiù the bårdware coDr-
prises a processor and rnemory

35. TIÌe method of clairn 21 wlÌererD tlrc hard\\.are corD-
prises a processor and nreù¡ory.

36. fte rnetho<l of claim 24 wherein Lhe haldrva¡e com-
prises a processor and memory,

3 7. Tlìe Dìethod ofclaim 1 wlÌerefu ùe hardware corìprises
â corììPuler,



us 7,802,310 82
4t

38. TlÌe nÌethod of claiùÌ 20 \vherciÌì the hardware co¡ì-
prises a conìputer.

39. Tlìe ùethod of claim 21 wherein the hârdwâre coùì-
prjses â compùter,

40. The method oI claim 24 whe¡eiù the lìardware coDì- J

prises a co¡rpùter.
41. The method of claim I wirereiD said content-based

name for said particula¡ data item was obtaircd as pal ofa
¡equest to âllow providing oftheparticùlardrta jtern to o¡ìe or
rnore computers inthe ¡Étwork ofco¡rputers, aDdwherein the lo
detcImiùi¡ìg i¡ì (c) whether or trot access to the patlìcùlar dâta
item is autl¡orized coùìpnses:

usìlg at leasl dre coDtent-based name ofthe paficuÌar data
item and infoínatioD iu the database to detemine
whetlÉr or not to âllow tlìe pârticular data itelD to be t5
p¡ovided to computers in the ûetwork ofconlpùters.

42. Thc mqhod ofclaim 4l furlher conìprising:
(d) basedat le¿st in paf or saiddetenniùing in (c), caùsiìrg

peruissìon to provide tlìe paficular dâta iteù lo coùr-
puters 1o be de[ied wherì it is detenìined that access to 70
dìe particular dåta itelll is not aùthorìzed.

43. The Eethod as in claim 1 whereiú:

the functio[ comprises a lllessage digest fuûctjol,l or a lÌasl'r
function applied to at leåst some oftlÌe data iD the pâr-
ticì¡lar data itenl to obtaiù a digilal fingeryrtut of the )5
particrìlâr dåtâ item.

44. Thc method ofclairr I whe¡eir the contcnl-hascd nâme
for tbe pa¡ticular dâla item comprises a digital firlgerpdrlt of
drc particular datâ ilem, a¡d whcrciD cach of thc plùrâliry of
ideDlifieß in the darabase comprises a diFilal finp.erprinl of ..
rhe correspon<ling data itcm.

45. The metlìod of claim 1 wherein, when dre particular
dâta item comprises â lìle o¡ a portion ola 1ìle comprising aD

audio sigral, llìe confencbâsed mrne of tbe particular dâta
item is a fuùctiol'l ofat ìeast some ofthe data coùprisjng the 

]s
aùdio sigûal.

46. The nrethod âs in claiù l whereì[. wherÌ the paÍicülar
data iteû comprises a file or a portio¡l ola file corÌpdsi[g a

video signal, d1e coùleDt-based lraùìe of tÌìe paficular dâta
iteo is â fullclion olal leâsl so ìe of lhe data conrprising the
video sig:rlal. ¿o

47. A Drethod âs recited in claiDr 1 whereiD, when it is rot
determined j¡l stcp (c) thât access to said par1iculardata itcm
is uDauthorized, providi[g ofthc particu]ar data jten is per-
mitted to or froùì one or rÌore computcrs iD thc nctwork of
cofiputers. 45

4S.Amelbod ås recited iìì claim 16 whe¡cin the aùlhorizing
access to the particular data itell'l authorizes providiug the
pa¡ticular dâla item to or ftom one ornlore co[rputers iD the

relwork ofcompÌ¡ters.
49. Île melhod of clairn 2l !rherein detenÌini¡ìg iD (c) 50

whether the requestor nÌay access the palticular dala jteù1

cornPrises:

ùsiûg at least d1e coffent-depeodeÍ ideùlifier ofthe p¿ìr-

ticùlârdata item ândtlìe Iist ofco¡tcnt-dcpclrdcDt namcs
to determ)ne whether or Dot tlìe requeslor is authorized 55

lo allow copyi0g of lhc ¡arlicula r datâ itcrn.

50. The method ofcÌaiù 1 wlìereil determinilg \'r'hetlÌer or
not access to lhe parlicular ¿lâla ilem is authorized comprises
detenrining whedìe¡ o¡ not access 1o the particular data iteDr

is not unautlÌo¡ized. 60

51. Tlìe ùethod ofcla iü 1 whereirl the coDte¡t-based name
for the particulal data item correspoûds to an e[t¡-v ill the
dåtabase ¡rhen the conteDt'basednalIle for th¡: particular data
item matches olle of the plurality of ideudlìers in the dâtâbâse.

52. The rììetl¡od of clâim 1 wlÌereill said database lllaps 6i
each ideùdner ofsaid pluraliry ofide[tifiers iù said database
to infonnâtion relatiùg 1() a correspo¡di[g dâta iteù.
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53. A method as reciled in clâil]l 1 Íùrther conìp¡isiÍrg:
(d) penllilliÌrg ¿t least oûe copy ofthe particular dala iteDr

to be distributed to or f¡om åt leasl one coùìpufer i¡ tlle
letwork wlìen it is determjned that tlìe paÍicular d¡lå
iteù is not ùnautlìorized.

54. The r¡ethod ofclairn I furdìer comprisiog:
(d) based at least in pårt on såid deterdining ir (c), causing

denial ofperúission for at least oùe copy ofthe paficu-
hrnle to be distributed across the pludlity ofcoùputers
in a network wlìe[ it is detennined flat the nle is not
authoÌized.

55. The rnethod ofclaim 1 ñÙther comprisi[g ùe step:
(i) by hardware incombination rvith software, dete¡miûjng

sâid coDteÙt-based name for said paficular datâ item.
56. The method olclainì 55 furlìer cornprising:
obtaidrìg ¿ copy of tlìe particular dâta item, ard wlrcrein

the step (i) determines the coùteút-based Dame using the
copy of the particùlar data ire|ll.

57. The merLod ofclcim l fuflher comprisjng:
obtainil1g tlìe database.
58. The Ìnethod of clai¡D 1 whe¡ein tbe content-ba sed name

for said particular data item is based, ar least iÌr pârt, oûa size
or length of the pafjcula¡ dâtâ ilem.

59. The medrod of claim 51 whereh the coDtent-based
Dame for the paficùlar dâÎa item coÍesponds 1o aD entry jt
úe datâbase wheD the couteut-based ùa¡ne for fhe pârlicula-r
data iremexâctly lrìâtclrcs one of the plu râlity ofideùtifie¡s in
dre database.

6 0 . The rnedrod of cl¿im 1 wìlereiû tlìe database coùprises
a table ora list iderìtirying dâtâ items which mây oìiy be used
by licerÌsed users.

61 . The úethod of clâim 1 wherei[ tlÌe d¿1a basc compriscs
a table ideDtifyi[g license infonnâtion associared with dara
items, and whereir the tåble is indexcd at lcasl by tlìe identi-
fiers ofdala items.

62. The medlod ofclaim l wherein, whe¡ei[ the databâse
coDrprises â table contaìùing a pluralily of records, and
wllerein â Íecord of tlìe table records a relalio¡slìip between a

specific data ite atrd useß licensed to lìave access to tlla1
speci6c data item.

ó3. The method ofclain 1. wlìereir the pÌumlity ofide¡-
tifiers ìo tlìe database are ideDtifiers oflicensedcontent ìterns.

64. The rùetlrcd of claiDÌ 5 wherein dÌe rable or list ide¡ìti-
ñes colditions uùder which certâiÌr dafa items Ììây be used.

65. A method as recited iù claim 1 wherein access to said
data iten cor¡prises onc or nìorc of: (â) copying the data itcDr
1o or from at least oùe ofa plurâlily ofcomputers; (b) provid-
ing thc data item to at least one ofa plur¿lity ofcomputers l (c)
rcading the dâta item; (d) copying tlÌe dåta itern; (e) distrib-
utiug rhc data itcml (Ð modiryirÌg thedatâ item; (g) storirgthc
data item: (h) opering dìe dala item; (i) publishiDg thc dâtâ
itcÌù; (i) writing the dâtâ iteû; (k) moving tlÌe data itern; and
(1) deleting the data ile .

66. A systen operable ill a [elwork of coÌrìpuleß, the
systern comprisiûg hardware iùclùdirÌg at least oùe processor
to:

(a) obtain at a first corìrputer, IroDr a second coûputer
distinct f¡o¡n said filsÎ corDpìrte! a corìtent-based lrarlìe
for a particular data iteD, the colteDt-based nàne beiÌlg
based at leåst in paft oûâfurÌctioùofar Ìeast sollìeolthe
data which comprise the collteùts of the paficular dala
ite¡r. whe¡ein the íunctjoù conprises a message digest
fuÌìctioÐ or a hash filllction, aùd wlrcreitr two ideùtical
data iteDs will lìave the sarne content-based naûe; alld
to

(b) âscertain wheûer or not rhe conteDt-based narne for the
particulâr datâ itemcorrespoDds to å¡lentryin a dalabase
coruprisiDg a pluraliry ofidentineß; and to

(c) detenÌiùe, based al least in palt on whether or l'lot tlÌe
paficùlar dâtâ ileDÌ correspoÌrds to âu e[try iù a data-
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base, whethe¡ or not access to tlìe dat¿l iteù is urìautho-
rized at or by oDe or ûore conrpùters dist¡rct fmm tlrc
first conrPufer.

67. A system opemble m a [etwork of coùpute6, dìe
sysleùì comprisiLrg hardware incllÌdiDg åt least oue processo¡ 5

to:
control distriburio! ofcontent fiom a fust computer in sajd

network, at a 6rst compulet i¡ì fesponse to a ¡equest
ftom a secoÌrd computer distiDct Aom lhe first computer,
tìre request includiugat leasl a co enl-deÞendenl Dame ..
ofa pànicular data'item. lhe conlent-depend"nl nunt" tu

beingbased at leåst in part oû a frrnction ofat least soùe
ofthe data corllpdsing theparticular d.ata item, whereit
the frrlctioD comprises a message digest fuìlctiol.l or a

hashfuuction, arìd wherein two idelìtical data iteûs wìlI
lìave the same coûtent-depe[dent ùâme, âDd to 15

based at least in part oD sâid conteDt-depende[t flaûe of
said palticular data iteÌn, selectively pennit ihe conteûl
to be prcvided to or froù at least one other compÌ¡ler if
providirìg of dìe co¡ìteut is trot deterDÌi[ed to unautlìo-
rized o¡rurliceûsed. 20

68. 

^ 
device ope¡âble in a network of compute¡s, tbe device

cornprising hardware including at leâst one plocessor, arld
software, jn combilation with said hardwa¡e:

(a) fo obtain â list of content-deperìdent names, one con-
telt-depe[dent Dame fo¡ each of a plùraliry of data 25
ife¡ìls, whereiD, foreâch ofthe pl râlity o fdata itenÌs, ùe
correspoldiug coùtent-depende[t llame for that data
iteÌll is bâsed at least ill part on a fiiDctio¡ì ofât least sonÌe
of tlìe coûte¡rs of dìat data item, whereiD tlìe futcliot is

. a nressage digesl funcrion or c hâsh functioD. and ,^
wherein t\\'o idenlical data ilerns lmve tle sarnecontenl-'"
depeùdeDt nârne;

(b) to receive at a first locatioD, from â setoûd locatiol
distinct fronì said ñrst locatio\ aD idelìtìfier for a par-
ticùlar data item;

(c) to dete¡mine, based at least iùpart ol1 said identjfier Io¡ ]5

said pafticular data rtem, aùd using said list ofcoùteDt'
depeDdefi llames, whedrer a reqùestor rnây access tlìe
paficular data itemi arìd

(d) based at least in part or said determjDing, if it is dete¡-
ùioed that requestor rnay not access tlìe pafìcular dâÎa a0

iteûì, to cause access to dre particular datâ ite¡r to be
denied.

69. A systelr operabÌe iu a [etwork of compute$, the
systern comprising hardware includi¡ìg at leåst a prccessor,
and soffwâ¡e, in conbilatior with said hardwa¡e: 45

(a) to rcccivc at a first coùrpuler, fronr a second computer,
a reqùesl regardiDg a data itcm. saidrcquest includiùgât
lcast a content-delendent nalìle for the dnta itcm, drc
conte¡l-depeìÌdent narne beiDg bâscd at least in pâÍ otì a

funct¡on of the data in the daÞ item, ivherciD thc data 50
usedby the function io detcn¡iDc thc colrtcncdeFendent
name comprises at least some of the contents ofthe dâta
jtem, wlÌereiD the llrlctioD that was used is a message
digest ñrnctioD or a hash íììllclion, aûd whe¡ein nvo
identical dâta irems \vill have thc same corìtent-depen- 

5dent ¡ame: ¿urd

(b) inrespoDse to said request:
(i) lo cause the coùteDldepe[dent rÌaùÌe oftlÌe data itel¡

10 be co¡lpared to a pÌu€hty ofvalues; aûd
(ii) lodetennine iîaccess tolhe dâla itenl is autho¡izedor

unauthorized based oû wltether or not tlìe conlenl- 60

dependeìÌl name coÍesponds to at leasL one of said
pÌuralily of values, and

(iii) bâsed olì ì¡dìether or not it is detenniDed ihat access
to lhedata ite¡r is autlÌorized or unauthorized, to allow
the dâÎâ iterù to be provided to or accessed by tlìe 65

seco[d corìlputer if il is not determined düt access lo
tlìe datâ irem is unâuthorized
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70. A coDrputer-jurpleùenled metlìod operable inâ systelÌì

which iDcludes a De(vork of conlputeß, tÌÌe system inÌple-
mefied at leasl iû pañ by hardware jnclùdiDg at least one
processor, the nìelhod coùÌprising the steps of

in rcsponse to a rcquest at â first computer, from anothel
compùler, said request comprising at least a conterìt-
based identifier for a paficular data ilem, the colltent-
based idelrtifier fo¡ the pârticular dâta item being based
at leåst in part on a given fuùction of at least some dâtå
which comprise the co[tents ofllÌe paficular dåta item,
whereiD ihe given fuìcrioù coùprises a ùessage digest
ora hash fuDction, and whereiD rw*o ideDtical data items
u,ill lìave dre saùe coûtert-based identifier:
(À) hardware in cornbimrioD wifi software, determiD-

iDg wlìether the conlelrt-based ideDriûer for the par-
riculardatâ ilemconesponds ro an eúry inâ database
comprising a plurâlily of coùtent-based ideùtifiers;
aùd

(B) based ar least iu pan où sâid detenìÌiùing ir step (Ð.
selectively permjtti¡g the particular datâ jlcm to be
accessed ât or by one or rìÌore computeß in tlìe net-
work ofconÌpùtcIs, said oncormorc computers being
distinct from said fust computer.

71 . A conputer-inìplemeDted method implemented at least
irl palt by hardware comprising at least oDe processor and
softw&e, in combimtiorì with said lÌardware, the method
comprisiÌìg the steps:

ât a first locâtion. by a firsl collìputet
(A) for a pa¡tjcular dâra iteÌn, said parlicula¡ data item

courprisiDg a plurality ofseg¡¡eûts, for åt least sonÌe of
said pluraliry of seg¡nerÌts, obtaiùiDg a cor¡espoùding
coDleût-dependent segmeDt identifier frolll anolher
colÌlpùter at another locatioD, eaclì said conespoùding
coDlcnt-dependeut segment idenLiÂel being based, at
least in part. où a given fu[ctiorì ofât least some oftlÌe
data comprìsiDg the corespoldiDg segme[t, wlÌe¡ein
sâid given function for conteÌìt-depeldent segme[t ideD-
tilìer ofat leâst olìeofthe segme[ts conprises at Ieast â

messâge digest ñuction or hash furlctioll, and whereiù
tilo rdeùticâl segnenls will llave the sânre conreùt-de-
pendelt segnÌent identifier; âDd

(B) lìardwarc irì combin ion \\'ith ,ofMâre. asccnaining
whether or rÌot ât leasr soùe ofsaid corterlt-depetìdenf
scgnlenl i den ti fiers lìave corresponding cntries iDadatâ-
base comprising a plurality ofcontent-dependent iden-
tiners; ârìd

(C)based ar least iìÌpârt on said ascertâiniDgin (B), selec-
tively pen¡itting access (o the pârtiflrlff datâ item at oÀe
ormore locatioN distinct fÌolìl tlìe first locadon,

whereiD, !\,ten the paficriâr dâtã i teùÌ comprises a fiÌe o¡ a
portion ofa 6le coDprisiDgaù aùdio sigDal, tlìe co[teDl-
deperdent segDreDt identifrer ol ât least one of the plu -

ralityofsegllìents for particulard¿ta iteÌìÌ is a fulctioD of
at least soùe ollhedâta corùprisingtlìeaùdio signal; alld

rvJrerein, uheu dre paliculâr datâ iLem conÌprises a file or a
pofionofâ lìle c.Jnprising an video siglal,lhe coÀteÀG
dependell segment identilìer ofâL leâs1one ofdÌe plu-
Élity ofsegnenls forparticulardata item is a hulctionol
at leastsomeo{tlìe datacomprisiûg the video sigrìåI, ard

whereiD sâid selectively permirting access to said paficu-
lar data iteù iD step (C) comprises one or more ol (a)
selectively peûrittirÌg cop-ving of the data item 10 or
from at leåst one ofa plur¿lity ofcompuieß; (b) selec-
dvely pennitting providirg of the data item to at least
ore of a plùrality of computeßl (c) selectively pemrit-
ting reâdilg ofthe dâtâ iterÌ; (d) selectively pemitti¡rg
copying ofthe data item; (e) selectively permitting dis-
t¡ibùtiorì ol the dâm item; (Ð selectively pennitting
modincatioD of tlÌe dala ite[r: (g) selectively pemriniDg
slorage of dredrla itemi (lì) selecriYely pemritlingopeo-
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iDg of tlìe data ireDr; (i) selectively perùitti¡g publislùÌg
ofthe dafa iteù; O selectively pennifting p¡itìrìg the
data item; (k) selectively perûitting rnoviDg tlæ data
item; and (l) seledively permirting deìe1ing the dala
item. 5

72. The method ofclajm I whercìn step (c) conlpdses:
deten¡ining whether or not access to fte particula¡ data

item is authorized at or by olle or more compùters dis-
tiDct from the first computer.

73. The rnethod ofclaim 20 wherein the first locâtion is the
nr$ compuler, lo

74. Thc mcthod ofclair¡ 20 wherein dìe second location is
the second computer,

75. The method ofclaiìn 21 wherein the slep (c) ofdete¡-
r¡i¡riùg takes place at said 6¡st location.

76. The ùretlrcd of claim 21 whe¡ein the firsr locatior¡ 15

receives the co¡telt-depe[deú ideDtifre¡ from the requestor.
77. The system as in cÌaiù 67 whe¡eiú the al least one other

computer js disdncl from the nrst compure¡.
78. Tbe system as iu clain 6S rvìrereiu tlÌe identiner is

received a ihe firsl loc¿tion from tlÌe reqùeslor. l0

79. The system ofclåim 68 ¡¡hereiD access to t¡e paficula¡
dâÎa item cornprises one or ¡nore of: (a) copying ihe dåtâ item
to or f¡om at leasl oneofa plur¿lity ofcompùters: (b) provid-
ing the data itemÌo ât least oûe ofa phìrâlity ofcoùpÌÌte¡s; (c)
readiDg dÌe data iterD; (d) copying úe data iteù; (e) distrib- 2s

Ìrtjng tle dâ ra item; (Ð ùodiô irg dìe dâ ra iteù; (g) storing tlìe
data item; (h) openiùg dÌe datâ item; (i) publislirg tlÌe data
fenì; 0) writing tlìe darâ item; (k) mo\,fug úe datâ ilern; aDd
(l) deleling the data item.

80- The systen ofclaim 69 wlærcirÌ l0
based olr whetherornol it is delermined that access to the

dåla iteù is aùthorized o¡ ùnaudìonzed, dÌe system
allows lhe dâta ite¡n to be provided to dre second com-
pùter fioÌn tlìe list computer jfit is Dot deleroriDed thar
âccess to the data item is Lìnaulhorized. :lJ

81. A device operable in a network of computers, the device
coùprising hardwâre includiDg at leasl olre processor and
neDÌory tol

(a) receive, at sâid device, from ânothcrdcvicc iD tlìc nct-
rvork, c contenl-hased ide¡tilìer for ¡ naricul.r
scquencc of bits. lhc conlcDl-bascd idcntidcr bcing a0

based at least in part on a fullctionofat leâst sonÌe ofthe
particular sequcDcc ol bits, whcrcin the fillìctiorl coù1-
priscs a rnessagc digest fundion ora haslÌ functioD, and
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wherein ûro ident;câl sequeDces of bits will lËve the
same confent-based identifier; ard to

(b) coDpare the coûtent-based identifier of the paficular
sequence ofbits to a plùality ofvalùes; and 1o

(c) selectively allow said palicular sequeDce ofbits to be
provided to or accessed by orher devices depending on
whether or not said contert-dependeût ideûtifie! corre-
spo4ds Io oùe ofthe plùality ofvalùes.

82. The device ofclaim 81 whereiû the particu la¡ sequence
ofbits represefi dala selected from the group comprising: a

file, a portion ofa file, a pâge jû memory, a digiralûessage, a

portior of a digital message, a digital inìage, a portiotr ofa
digital image, a vide{ sigtul, a potion ofa video sigral, an
âudio sigûal, a po¡tio[ofaû audio signal, a software product,
aÌrd a portion of a software product.

83 . The metlþd of claim 1 whereìn ilÈ content-ba sed Dâ¡e
for tlìe paficular data itern comprises a request for rhe par.
ticular data item.

84. The rnethod ofclainl 24 whereìn the request regarding
tLe paÍicular data item is a reqùest for tlìe pârticular data
itenr-

85. The system as in claim 69 wlìereiû the request regard-
iùg the data item is a requesr for the data item.

66. A device operable in a ûetwork ofcompùters, d1e device
comp¡ising lÉrdware, including at least oue p¡ocesso¡ and
DÌemory to:

(â) leceive at said device, froDì aûotlÉr device in ihe llet-
work. a djgiral ideDtifiû forâ püticular sequeDce ofbits,
the digiral ìde¡tifier being based, at ieast in p¿rt, or a

giveùñrnctio11ofat least some ofthe bits inthe pârticular
sequeDceofbirs. whereil Lhe given function comprises a

message digest function or a hash fuÌ]clion, and wlÌerein
ti!o identicâl seque[ces ofbitswill hâve the same digital
identifier; a¡ld

(b) selectively allow tlìe particulâr sequeDce of bits to be
provided to or accessed by otber devices in the systeu,
based at least in part or whether or not the digital iden-
tifie¡for tlÌe pârticular sequence ofbits co¡responds to a
value iû a plura¡i¡y of values, each of ùe plumlity of
vâlues belÌgbased, ât leastirìpârt, on tlìe given fÌ¡ncüon
ol at least soùe of the bits ilr a coresponding sequence
ofbils.

87. A device as in clâiü 86 wherei¡ the device ìs a com-
puter.


