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DISTRIBUTI\GAND ACCESSII.*G DATA IN A
DATA PROCESSI\G SYSTEM

RELAIED,A.PPLICAIIONS

This application is a contiûuâtioù ofan claims priorily to
petrdiug U.S. pate¡lapplication Se¡. No. l11724,232, wlich is
a coùtinùation of co-pending applicalioû Ser. No. I l/017,
650, ñled De¡:.22,2æ4, which is a continùâtion ofpending
applicatioD Ser. No. 10/7 42,912, filed Dec.23,2003. $'hich is
a continuatioû ofSer. No. 09/987,723, filed Nov. 15, 2001,
pâtented as U.S. Pat. No. 6,923,442; which is a wlich is a

cortinuatioù ofapplicatioù Se¡. No. 09/283.160, filed Apr. l,
1999. norv U.S. Pâl. No. 6,415,280, whiclì is a dìvision of
âpplicatioD Ser. No.08/960,079, filed Ocl.24, 199?, now
U.S. Pat. No. 5,978,791. which is a coùtirùatior ofSer No.
08/425,160, lìledApr- 11. 1995, row abândoDed,lhe conle¡ìls
ofwhich eâch ofthese applicatioûs are lìereby incorporated
herein by rcfcrence. This applicâtioD is a contirÌuation ofand
clâjms priorily to co-perding application Ser No. 1l/017,
650, filed Dec. 22. 2004, wliclì is a contiruation ofapplica-
tioll Ser. No. 09/987,723, ôled Nov. 15, 2001, now U.S. Pât.

No. 6,928,442, which is a coÌìtiùuationofapplication Se¡. No.
09/283,160, filedApr. l, l999,DowU.S. Pat. No. 6,415,280,
\rhich is a djvisiorì ofapplicatìor Ser. No. 08/960,079, filed
Oct. 24, 1997, now U.S. Pât. No. 5,978,791. which is a co¡-
tinùatioù of Ser No. 08/425,160, 61ed Apr I l, 1995, ùo'*
âbandoùed, the coDte¡ts ofwhich each ofdrese applicaliolìs
âre hereby inco¡porated herein by refereùce. This ìs âlso a

coDtiuuatioù of alìd claims priority to co-peDding applicatioû
Ser No. 10/742,972, frÌed Dec. 23, 2003, which js a division
ofapplicatjon Ser. No.09/987,723. filed Nov. 15, 2001, ùou
lJ.S. Pât. No. 6,928,442, which is a continuatìon oI applica-
tiorSer No.09/283,160, filedApr. l. 1999, ùow U.S. Pat. No.
6,415,280, which is a division ofapplication Ser No.08/960,
O'79, f\led OcL24, 1997, now U.S. Pat. No. 5,978,791. wlúch
is a continuation ofSer. No. 08/425,160, frledApr. ll, 1995,
Ðow abârìdoned, the cortents ofwlich each ofthese âpplicâ-
tiolrs ale hereby iucorporâted hereit by refe¡e¡ce.

BACKGROI,IND OF THE IN!'ENTION

1. Field ol the i¡vertioÌr
This invention rel¿¡tes 10 dâÎa processing systcms a ndr rn orc

particulârly, to darâ p¡ocessing systems wlìereiD datâ ilems
are identified by substartially u¡ique ideûtifrers wlich
depend onaÌÌ olllìe data i¡r 1lÌe dâta iLemsand only oD ùe data
iD the d¡ra items.

2. Backgrcund ofthe Invention
Data processiDg (DP) systems, cornputeG, networks of

compùters, or the lìke, typically offer ùsers and progrtu¡s
v¿¡¡ious ways to identify the data in dre systems.

Users typically identify data iû tlìe dala processing systenr
by giviDg úc data somcfonnofname. For exarnple, a typical
operatiùgsystem (OS) o¡ a co¡rpùte¡provides a filesystem iD

wlúcÌì data iter¡s are nân1ed by alphanùmeric ìdeDtifiers. Pro-
gr¿¡ìrs typicâll], identi,y dâta iù le dâla processiûg syslent
using â location or addrcss- For example, â prog¡am nlay
iderÌtify a record in a file ordatabâseby using a record Du]nber
which serves to locâte tlút record.

1D all but the most prinìilive opel¿ting systems, users and
prograûs a¡e abte to create ard use collectio[s ofùarned data
itcDrs. these colleclions rhemselves being naDrcd by idcnti6-
e¡s. hese nârned collections can tlìeD, theDselves, be nÌâde
paÌt of olher naùed collectioÀs. Þìor exarupìe. arì OS nÌay
provide mechanisms to g¡oup 1iles (dala iteûrs) into directo-
rìes (colleclions). TlÌese direcfo¡ies c¿ìn then, themseìves be
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Ììlade pâ¡t of other directories. A data itenì ùray tl1ììs be
idenlilìed relarive to these nested directories usirrgâ seque'rce
of nanÌes, or a so-called pathÌrame, which defuÌes a pâth

llùough the directories to å particulâ-r data item (frle or direc-
5 tory).

As auotÌrer example, a database mârìagemeût system may
group data rccords (d¿la ilens) itlo lâbles and llìen grcup
tlìese lables iÀfo database frles (collections). The complete
address of â¡y dâta record can drell be specified using the

lo d¿tâbâse file narDe, the 1âble mme, aùd the record uumber of
that data record-

Other exâùples of ideffifying datâ items include: identi-
fyiDg frles ir a rerwork file system, identif,iùg objects in an
objccl-orienled dalabase. ideDtirying imâges in all ioage

15 database, al1d ideDtiryìDg articles ir a text database.
ID geneml, lhe terms "dåÎa" ard "data item" as ùsed herein

refer to seqùences ofbjts. Thus a data item may be the con-
te¡ts ofâ frle, a portiolofa flle, a page iù melnory ân objecl
ìû an objecL-orienled progr¿m, a digilal message, a digital

20 scaùìed iùìage, a partofa video or audio signal, or âny other
cntity wlìich caD be represe¡Îed by a sequence ofbits. The
lenn "dåta pÌocessiDg" herein refers to the processing ofdata
items, alld is sorDetir¡es depe¡deÂt où the type of data item
bejlg processed. For example, a data processor for a digital

2i iÌrâge may differ froùr a data processor for ân audio sigMl.
JD âll of tlìe prior dâta processilg syster¡s dre uarnes or

identifiers provlded to rdentiry data iterns (the dâta items
berDg lìles, directo¡ies, records in the database, objects iD
objeccorienled programrning. locations in nìernory or on a

lo plrysical device, or dìe like) are always defircd reiative 10 a

specinc coûtext. lor instance, the file identified by a particu-
lar 6le Darne ca¡l on]y be determircd \ùhet the directory
coDlaiDiDg the file (the corìLexl) is known. The fiie identified
by a patlurarne cal be determined o¡ìly when the nle systen

i5 (contcxt) is known. Similarly, tlìe addresses in a process
address space, the keys iD a database table, ordomaiD Dâmes

oD a Blobal computer letwork such as tlrc I[temet a¡e llrearl-
irìgful only because they ¿re specified relåtive to a context.

hì prio¡ ârt systems for ideDtifying data itenN there is oo
40 direct relâtioDship betiYeen thedata ¡laÌÌres arìd tlìe data ilenl.

The sârlle data naûre iD two different coffexts lllay refer 1o

diflèreDt datâ items, and r\\'o diffère¡t data Àaùìes iû the sal¡e
context may Èfer to the same datâ item.

hr addition, becarÌse the¡e is no corrclalion bctwecn â dâtâ
4{ ùarne and lhe dala i{ refers to. there is no â pnori way to

corÌfiftì tlËt a give¡ì data iteù is in fâct the olle llallled by a

dala llame. For inslâ4ce. io a DP system, il one processor
requests tbat aDother processor deliver a data itenl wjtb a

given data name, tlrc rcqucstingprocessorcânrìot, irÌ gereral,
50 veriry ùat the data delivered is the correct dâta (EdveÀ ody the

ùârne). Tlìerel'ore it nlay require fi.rtlìer processing, t}ljcaliy
o¡ tlÌe paí oIúe reqlìestel 10 ve¡ify tlËt llÌe dala item it hâs
obtained is, iu fact, the item it requested.

A co¡Ìr¡non oper¿tion in â Dp system is adding a new data
i5 iten to rlìe systeù, When â lle¡ñ d¡ta item is added to the

sysreoì! a r'nÌne can be assìg[ed to it only by updaliûg tlìe
coDtext ill whiclì narnes aÌe defired. Thus such systems
rcquire a ccrìt¡àlized r¡echanism for llÌe managemeDt oT

llames. Such a mecha0rsm is required even i]1 a ùulti-pro-
60 cessi¡rg system wheù data ile¡ìs arc created aùd ideùtified at

separate p¡ocessors in di stinct locatioN, alìd in which dre¡e is
ùo other need for collrrruÌricatio¡l rvhen data items arc added.

In nrany data processlrg systcms or cnvirc¡lì¡eùts, datâ
iterns are tmnsfefied between diffe¡ert locations in the sys-

ó5 tem. 'flrcse locations ùay be processors ìD tlìe da ta proces siDg
systeÌìì, stoÉge devjces, n¡emory or the like. For example.
oùe processor may obtaill a dâÎa ilem fiom aÌìother processor
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or frotll aD exlemal slomge device, sùch as a ffoppy disk, a¡d
nlay incorpora(e üt dala item iDto ils syslem (using üìenarne
provided wilh tlì¿rl dala rte¡l]).

However, wlìen a processor (or some locatio¡ì) obtâins â

data ircm fmnr ânorhcr locirion in lhc I)P syslcûr. il is pos-
sible that tlìis obtained data item is already present m the
systeDr (eidreratthe locationof iheprocessororat someother
location accessjble by the processor) âod therefore â dupli-
caLe ofùe dat¡ iteÌll is crealed. This situaliorì is common in a

ùetwo¡k datâ processiDg ellvironment wlÌere proprietary soft-
ware products are jùstalled from ffoppy djsks onto sever¿L

processo$ shâring a corùnolr fi]e server. In dÉse systems, it
is often dre case tlìar the saÌne product wilÌ be instâlled on
several systenN, so thât severâl copies ofeaclì filewill reside
on the coÌûìloù file server

l¡ some data processirÌg systeDs iD which seveml prcces-
soß are co[nected in a nelwo¡k, orìe syslem is designated as

a cache server to r¡aifiain master copies ofdata items, ând
otlìer systenß are desigrated as cache clie[ts to copy ]ocal
copies of the master data items i o a local cache orì an
as-[eeded basis. Before usiùg â caclÌed jteù, a cache climt
¡Ìust eithe¡ reload the cached iten\ be i¡formed ofchâ[ges ro
dre cached jtem, or coDfir¡n thal the ù¡aster itern corlespond-
iDg ro the câclìed item bâs rìot clünged. Il1 oùe¡ words, a

câche clieDt Drust syrìcluoDize its data jtems with those oD tle
cache se¡ver. This synchronization nìay involve reloâding
dâta itenÌs oìrto tìre cacbe cÌìeDÎ. The need to keep the cache
syucfu ouizedor reload it adds sigrifi cant overhe¿d to existirlg
cachi¡ìg nìeclìanisms.

ln view of the above and odrer problems with prior art
syslems. jl is Lhere.lo¡e desirable 1o lìâve a ûechanism which
allows eâch processor ìn a multiprocessor sysÌem ro deter-
nÌire a commoD aDd subslâDtially unique ide¡ltifier fora data
i1em, using only tlÌe ¿låta ilÌ dÌe data item ånd not rclying on
aùy sort ofcontexl.

It is fu¡ther desirable 1() have a mechanism for reducing
ùrultiple copies ofd.ala items ina dataprocessiDg syslem and
1o bave a rnechaùism whiclì eDables the ideùtificâtiorìofiden-
tical data iteDÌs so as to ¡edùce ùultiple copies. It is furtlær
desi¡able to detenDine wlìether two irNta[ces of a daia item
are ilì fact the same data item, aùd to perfom various otlær
systerìs' functions and applicalions on data items withour
relyiDg oÀ any coùtext iúormatioll or propefies oflhe data
iteü.

h is also desi¡able lo provide such a mechânism in such a

way âs ro nlake it tra[spareDt to users ofihe data processiig
sysleÌn! aDd itis dcsirablc tlÉl â siDglc nrecha¡rism be used to
address eâch ofthe p¡obleùs desc¡ibed above-

SUMMARY OF Ti]E INVENTION

This inverllion provides, in a data processing syslem, a

Dethod aùd apparatus for identilyj¡rg a dâla item iD the sys-
1cm, $here ihe ìdeûtit-v of tlìe dâtâ item depen¿ls on åll ofthe
dâta i¡ the data itell] aÌrd oriy on dÌe dåta irl the da tå itenì. Thus
the identity ofa data itenl is irdepeodelìt ofrts Dame, o¡igin,
locatioll. address, or other i¡formation ûot derivable direct]y
frcr¡ tlle data, âùd deFends only on the data itsell

This illveûtion fùrther pmvides arì appar¿tus and a nìedrcd
for deteûid[g ¡¡¡hetlær â particul ar då ta i tellì is preseÌrt iD tlìe
syste¡n or âr a location ìn tlìe system, by examining only dre

dara ideDtities ofa plurality ofdâta irems.
ljsing thc mcthod or apparåtùs ofthc prcseDt invcnlion, thc

eflìcienc,v and i¡teg¡ity of â datâ processirìg systeù câll be
i[rproved. 'lhe preseût iìve¡tion improves the desìgr alld
operalion oI â da{a slorâge sysle¡r, nle system, relational
database, object-odeDted daiâbase, or the like ùât stores â
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plÌr¡âlity ofdata iteùs, by making possible or illlproving the
desig¡ å¡d opemtion ofat leâsL some ol all of{he folÌowing
Íeatures:

the systen stores at most orle copy of arry data iteìn at a
5 give[ ]ocation, eveD whe¡ nÌ¡ltiple data Dalnes in the systeD

refer to the sâme contetrls;
the system avoids copying d¿ta from source to destinatioD

locations wheÀ ttie destitration locations already have the
data.

'" lhe syslem provides trz¡¡sparcol access to any datä ilenr by
refelence only to its identity and independcnt ofits presen¡

location, whether it be local, remole, o¡ ofrine;
tlìe system caches data items from a server, so thât o¡rly the

15 ùost recently accessed data items Deed be retained;
wheû the syslem is beiûg ùsed to cache data items, prob-

lems of ¡naiùtaining câche coûsistency âle avoided;
the system maintâi4s â desired level ofredundåncy of data

iterns in a network of seffers, to protect agaìnst failurc by

20 e¡suring that muÌtiple copies of the data items are preseDt at
differeDt locations in the system;

the system auto¡natically archives data jtems as they âre

creâÎed or modified;
the system provides the size. age, âlld location ofgroùps of

25 data items irì order to decide whether they ca¡ be safely
removed 1¡om â ÌocaÌ frÌe system;

the systenì câD efficienfly record âr1d p¡eserve âny collec-
tion of data iteurs;

the system can efficiently maLe a copy ofaùy colleclionol
l0 data iteûrs, to slrpport a veIsio]l coDtlo] mechaÌri sul 1'or groups

olthe data ilems;
the system can pùbljsh data iten)s, allowiìÌgoÎlrct possibly

anonymous, systenls in a network to gain acccss to thc data
items ard to rely on the âvâjlability ofthe data iteùs;

35 the system cål1 mâi.otâin a Ìocâl inverltory o1âll tlìe dara
items located on a given rcmovable mediurn, suclì as a dis-
kette or CD-ROM, dre inve¡rtory is independent of odrer
prcperties oftlìe ¿lata items sùch as tlìeìr nafte, locâtioD, arld
date ofcreation;

40 tlÌe systenr âllow s closely related sets of dåtâ iteùs, sucìras
DatclÌiDg or co[espo[ding directories or discourected com-
putcrs, to be periodically resynchmnized with onc anotlÌer:

the syslenì can veri& úat dâ tâ ¡etrieved ftoru adoflìer loca -

tioll is the desired or requested data, usi[g oDly the dara
45 ideftifìer used to rei¡ieve the datai

the systern can prove possession ofspecific dâÉ items by
content without disclosing dre coúent ofthe data irems, for
purposes of later legal verificatioD and to provide aDonymity:

the systerÌ tmcks possessio¡ of specilìc data itenìs accord-
50 ing to conteûL by ownel, independe ol ùe llame, dåle. ol

otlìel p¡opefies of the dâta iteln, and trâcks the uses of spe-
cific data itcms and filcs by contcnt for accoìDtjng purposes.

Other objects, feahÌes, ând châracteristics ofthe prcsent
iDveûtion as well âs tlìe ûreúods ofoper¿tio[ and funclioùs of

55 the related eleùeDts ofstruc ture, aÌd the coùrbirlatroll ofparts
aÌrd cconolnics of ¡¡aûufacfure, will becorDe morc âpparenl
upon coDsjderatioÌr of dìe folloçing descriplioù and the
appended claims widr reference to the accoûpanying d¡aw-
iùgs. all ofwtich form â pârt of tbs specification.

60

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. I ld)ånd I lÀ) def ict a tyfiieìl dala nroccssing syslc,Ì
in which â prefer¡ed embodimellt of the preseff iÌìveùtiorì

ói opemtes;
FlG. 2 depicts a lúerarchy of data itens slored al ¿uly

locatioD in sùch a dâta processiìrg systenÌ;
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FIGS.3-9 depìct dâtå structures used to iû¡pleÌneùt aù

embodime¡rt oflhe preselt invention; and

FIGS. 10(d)-28 âre flow charts depicting operation oI vari-
ous âspects of rhe present inveDtioû.

DETAILED DESCRIPTION OF THE PRESENILY
PREFERRED ËXEMPLARY EMBODIMENTS

An embodjùeût ofthe prcsent inveDtion is nolv descrjbed
witl¡ refe¡eùce to a t'?ical data þrocessing system l00, which,
with rcfcrence to FIGS. 1(d) and 1(¿), includes oDc or more
processors (or compùters) 102 ând valious stomge devjces
104 connected in some way, for exaDìple by a bus 106.

Eåch p¡ocessor 102 includes a CPU 108, a meflory 110
and ore or more local stor¿ge devices 112. The CPU 108,
ùemory 110, and locâl stor¿ge device 112mây be intenìally
col¡ected, forexampleby a bus 114. EachFocessor l02 may
also include othe¡devices ([ot shown), suclì as a keyboard, a

display, a p¡inte! and the like.
In â dâta processing system 100, wherein mo¡e tlmu one

processor l02 is used, thât is, in a multiprccessor systc¡¡,lhe
prccesso¡s may be in one of various relationships. For
exaûple, two processoN 1 02 may be jû a clieú/se¡ver. cì ieú
client, or a server/server relatioNhip. Iìese iùter-processo¡
relationships rnay be dynamic, charìgj¡rg depending oD par-
ticùlar situatjo¡rs and functions. Thùs, a particùlar prccessor
102 may chaÌrge its relatio[ship to other prccessors as

needed, esseotially settiÂg up a peerlo-peerrelationship wlth
other p¡ocesso$. lo a peel-to-peer relationslÌip, sonìetinìes â

palticular processor 102 âcts as â clieÌìt processor, wlìe¡eas âa

otìrer times the same processor âcts as a se¡ver processor. ID

odìer words, tùere is Do hierarchy imposed où or required of
processors 102.

ln a multiprocessor system, the processors 102 ây be
hornogeneous orheterogcDcous. Furtlìer, iùa ùltiprocesso¡
data processirg system 1û0, some or all oftlìe processorc 102
may be discorÌoected ùom Îlìe netwo¡k of processors 1òr

periods oftime. Suchdiscorurectior nray bepùt ofthe normal
operatio¡ì of ûe system 100 or it may be because a pafi lar
prccessor 102 ìs in need ofrepair.

Withm a datâ processing system 100, üe data lllay be
orgarúzed to foùD â lierârchy ol dåta storage elelDeDts,

whereìn lower level data storage eler¡e¡Ìts are combined li]
form higher level elements. Tlis lÌierarchy can coDsist of, for
example, p¡ocesso¡s, frle systems, regions, directories, data

files, segmerts, alld the like. !'or exanrple, with reference to
FIG. 2, the data items on a pa¡liculår prccessor 102 nlay be
orgarized or st¡uctured as a file system 116 which coû'rp¡ises
¡cgions 117, eåch ofwhich comp¡ises dircctorics 118, eacLì of
which can cotrtaiD otber directories 118 or âles 120. Dach fill-
120 being:nade up olone o¡ mo¡e data segrnents 122.

In a l)lic¿ìl dalâ processing system. some or all of tlìese

eleme¡rts can be DaDled by use¡s giveû certain implemelltation
specific ]lamiDg collvcntioDs, tlÌc ùâùe (or pâtbname) of aD

eler¡eDt beiDg relative lo â coùtext. In the corìtext ofa data
processing syste¡n 100, a path¡ane is fully specified by a

processo¡ nanÌe: a fìlesystern rlaùe. a sequeûce of ze¡o or
r¡ore directory narÌcs jdenlirying nested direclories, arÌd a

finalÊlenaùe. (Usuâlly tlìe lowest level elemmts, ilÌ this case

segments 122, carùot be l1ân1ed by users.)
ll odrer words, a file system 116 is â col¡ection ofdrecto-

ries 118. 

^ 
di¡ectory 118 is a collectior ofnamed files 120

both dara files 120 and othe. directory fiies 118. A filc 120 is

a named data item wlìich is either a data fr1e (whiclì nìay be

sinÌple or compoùnd) or a directory file 118. A simple file 120
co[sists ofa single dala segÌneììl 122. A compound frÌe 120
corlsists ofâ sequeùce ofdata segments 122.,A. dâta segrùenr
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122 i s a fi xed seqùence ofb),tes. AIl ¡npo¡tant prcperty oi aBy

data segment is ¡ts size. the nunìber ofbytes iD the sequellce.
A sirgle processor l02may accessoDe or more file syslems

I 16. âod a single slorage-device I04 rnay co¡ìlâirr onc or nrore
5 fìle systems 116, orpofions ola lìle systeù 116- For ißtâDce.

a Rle systenì 116 ûây spaD seveml storage devices 104.
In order to jmple ent contIols in a filc systcm, file system

116 may be divided irto distinctregions, $'here eåch regiot ìs
a ùDit of DüragemeDt aDd conlrcl. A region co¡sists of a given

ro di-rectory 118 and is ideÌÌt ified by Î]rc pathname (trser defined)
ofthe directory.

In the following, dÌe tenn "location", wjthrespect to a dâta
processilìg sy stem 100, refers 1o any ofâ paficu lar prccessor
102 iD the system, â memory of a pafìcular processo¡, a

l5 stomge device, a removable sloaageDìedium (such as a floppy
disk or compacl disk), or any other physjcâl location in the
system. The tenD "local" witlì ¡espect to a palicuJar proces-
sor 102 refers to the menìory aùd storage devjces of that
particLììar processor

20 In dre followiÌrg, the remls "Tnre Name", "dala idelìtity"
ând "dara identificr" rcfer to the substantially unique dáta
ideutifier fo¡ â paricula data item. TIß term "True File"
refers to dre actuâl file, segÌueùt, or ¿låta item ideDtified by a
True Narlle,

25 A file system fol â data processiug systeù 100 is rìow
described wlich is intelÌded ro workwith ân exisliÌrg operat-
ilìg system by aùguÌenliùg some ofthe operâtir1g systeù's file
rDånagernent system codes. The eùbodiDent provided ¡elies
onthe standa¡d file management priùilives for acrually stor-

lo irìg to arld retrieving data itenrs from di sk, bù t Lìses tlrc mecha-
rìisms of tlìe presert inveDtio[ to refereûce tu1d âccess tlìose
data ilelDs.

fte processes and mechalisms (services) provided in this
enìbodirrìeùt ¡re grcuped i¡lo rhe lollo'¡ ing caregories: prirni-

35 livc nrclhanisms, oFeratiDg system ÌneclìanisDìs, reÌ¡olc
mechåDisms, backgrolurd rnechaDisnrs, and extended rnecha-
rìisr¡s.

Primitive neclìanisns provide fuldamental capabilities
used to suppo¡t other mecLa sùs. The following primitive

40 rnecharÌisms are described:
1. Câlculate TrLre Naìlìe;
2. AssinÌiÌate Data ltellì;
l. New True File:
4. Get True Namc from Path;

45 5- LiDk path to True NanÌe;
6. Reâlize'lnle l-ile from Locâtion:
7. Locate Remole File:
3. lvlake True File Locai;
9. Crcatc Scratch Filc;

5(r 10. Freeze Dircctory;
I l. Expaid Froze[ Djrecloryi
12. Delele Tn¡e File:
I 3 . Process Audir Fi ¡e Entry;
14. Bcgin Grooning;

5i 15. Select For Renroval; aDd

16. End G¡oomirg.
OpemtiDg system merlìâùisus provide typical fålniliar file

systclì lÌcchanisms, wlìile mailllaìning thc data structurcs
required to offer the mechallis¡ls of the, prcsent iDveDtion.

60 Operâting systemrnechadsDs aredesigìedto augnìent exist-
ing opeÉting systems. and in tlús way to ùrake d1e preseùl
iN,endo¡ conlpatible witl\ ard generally ra¡sparent 10:

c\is¡ing a¡plicatioDs. T]lc follor\ing opcrãling systerrl
ûechanisms are described:

65 L OpeD F-ile;
2. Close File;
3. Read File;
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4. W¡ite File:
5. Delete File or Directory;
6. Copy file or Directo¡);
7. Move File or Directory;
8. Get File Slalus; and 5

9. Ger Fìles in DtuecÎory.
Remote mechanisms arc used by lhc opcrating systcm in

responding to requests from other processors- These meclìa-
llisDÌs eDable the capabililies of the present inverfiou j¡ â

peer-to-peer nerwo¡k mode of operatiol. The follo*'ing to
remotc mechanisùls ârc described:

1. Locare True File;
2. Reserve True File;
3. Request True File; l5
4. Retire True File;
5. Cancel Resewadon;
6. Acqujre'l¡ue l-ile;
7. Lock Cache;
8. Update CâclÉ; a.nd 20

9. Chcck Expiratioù Date.
Backg¡oùnd mecllåûisms â¡e intelded to run occasionally

ånd at a low prioriry These prcvide autornated ¡lrarìagemellt
capâ bilitjes wjth respecr to the present iûventioù. The follow-
illg backg¡oùDd rnecluÌ sms âre described: ?5

1 . Miror True File;
2. Groom Regiol;
3. Check for Expired Li¡*s; a¡ìd
4. Veriry Regìoù; and io
5. Groom Source List.
Exteûded mecùarisms ¡u¡ withìrÌ applicatloD p¡ogmms

over tlìe ope¡ati¡g system. These mechauisùs provide solu-
liolls to specific problenÌs a¡d applìcâtioN- TIle followiìrg
extended rneclÌarúsms a¡e described: 35

1. INentory Existirg Direcrory;
2. lll\,eotory Removâble. Read-olìly Files;
3. Syncìùonize directories;
4. Publish Region;
5. Retire Direclory"; 40

6. Realize Directory at locatioD;
7. Verify True File;
8. TIack for accoùDtiÌìg purposes; arld
9. T¡¿ck for licensing FurFoses.
The file syste herein described maintâins sùffcimt irÌfor- 45

matiol to provìde a va¡iely of DÌechaÌxsùls ]rot ordiDarily
oflèred by ao oper¿i ting syslenl, some ofwlìich a¡e listed and
described here. Various processiùg perfor¡ùed by this
cmbodiment ofthe present irventio¡ will ùow bedescribed in
greate.detail. 50

lì some enÌbodime s. some files 120 ir a data processing
system 100 do ùoL have True Names because they hâve been
rece ly received or crealed or modifred, alld thus their True
Nanes have ùot yet bceD compÌrted. A filc tlÌat docs lìot yct
have a Tnìe Name is câlled a scratch file. Tlæ process of 55

assig[ilg a lrlle Name to a file is refe¡red 1o as assiùilat;on,
ând is described la(er Note dlâta scrâtchfile may have â user

¡rovided namc.
Soùe ofdìe processi[g perfonned by tlÌe preseD¡ iDveutioD

ca¡ take place ir a backgrouDd ûrode or on a delayed or 60

as-Âeededbasis. This backgrould processiDg js ùsedlo deter-
ùine iùfonnation that js ùot immediately ¡equircd by dÌe
systcm or wlìiclì may ûever be reqùired. As ân exânÌple, iù
soûe cases a scrâtch file is beiùgchânged at a rate greater tha[
tlìe rate at wÌìictr it is ùseful to deterÌxlìe rts Ì-rue Narne. In 65

tlìese cases, detennidng the T¡ue Nane oI the lìle can be
posrpoDd or perfonned iD the backgrorìûd.

8
Dâta Strucfures

The followi¡gdât¿ì slnìctures. sto¡ed io mer¡ory 110 ofone
of mo¡e p¡ocessors 102 âre ùsed to impleDìent lhe ùrechâ-
nis¡Ìs described he¡eiD, The data structules can be locâl to
eaclì processo¡ 102 of the systenì 100, o¡ úey cân reside or
o¡iy soüe ofthe processors 102-

The dât¡ structures described ale assrmed to resìde on
iùdividual peer p roces sors I 02 ¡n Lhe dâta processiDg syste¡r
10û. llowevet they can also be sluled by plâcing t]rcm orÌ a

remote, shared file server (forinstaìce, ina local area network
ofnÌaclines). In order 1o acconÌmodate sha¡ing data struc-
tures, il is ùecessary tlüt the processoÆ accessilìg tlæ slM¡ed
databâse usedìeâppropriale lockiDg teclnriques Ìo e[sure dút
chaDges to the slìared database do not irterfere with one
another but are apprcp¡iately serialized. Tlese lockiùg teclì-
niques are well understood by ordiDârily skilled progran)rlìeß
of distributed applicatio¡s.

Ìtis sometimes desimble to âlìow soùe regions to be local
to a particuÌar processor 102 and other regioDs to be shared

among plocessors 102. (Recall that a region is a unit offile
system mallagement and control consistitrg ofâ given di¡ec-
tory ideÌìtified by the pafhname ofrhe directory.) Inthe caseof
loca] and shared regions, there woùld be both localand sha¡ed
versioûs ofeaclì data structure. Siûple chârÌges to dre pro-
cesses described below must be made fo eùsure that appro-
priale dala srucrures are selecled lor a given oper¿tion.

The local directory extensioùs (LDE) tabÌe 124 is a dara
structure which prcvides information about files 120 and
direclories 118 jn the dälä processing system 100. ïre local
directory exlensions table 124 is indexed by a pâttnallle or
coDtextual nanle (dlat is. a user provided ùarne) ofa nle a¡d
includes tlæ True Narne for most files. The ìnîo¡r¡ation in
locaÌ directory exteDsjoD table 124 is irì addhioD to tlìat pro-
vided by tlìe llalive file system of dre operatiug systeÌD.

The True File ¡egistry (TFR) 126 is â dâtâ store lor listirg
âctùal dâtâ items which luve True Names. boLh nles 120 aûd
segr¡ents 122. When sùclì data items occur iù the True File
¡egìstr) 126 dìey are kror¡¿Ìr as True Fìies. TÍDe Files are

identified in True File registry 126 by therr True Naùes or
ide[tities. The table True File regisûf 126 also stores locâ'
tion, deperde¡cy, a¡d migratior inforÌ¡atior aboul True
Files.

Tle regioù table (RT) 128 defines areas ¡r the network
stomge uticl¡ are to be ¡ùaDaged separately- Region table I 28
defines the ruies lor âccess lo and ÐigÉlion oI lìles 120
¿ìuÌong \¡a¡ior.rs regions with tlìe local 1ìle sysrem 116 aùd
remote peer filc systcms.

The sorìrce table (ST) 130 is â list of the soùrces ofTrue
Files oûer tlìan tlÌe cufienl True Fileregistry 126. TlÌe soùce
table 130 includes reùrovable volumes and rcmote proces-
soß,

Thc audil fitc (AF) 132 is a list of rc.cords indicating
clìaDges to be ùade ill local o¡ ¡eùote âles, these chânges to
be processed in backg¡oùnd.

The accouÌrting log (,4.L) 134 is a log offile lr¿Dsactiors
uscd to create âccounting infornâtion in a lnânncr \¡rlÌjch
preserves the ideDtil-v of files being tÉcked jndependent of
tlæir raÌ¡e or location.

The license table (LT) 136 isa rable ide iryingfiles-which
may only be used by licerNed usels, in a manlìel independert
oflheir ame or location, and d1e users licensed to use thenÌ.
Detailed Descriptiorìs oftre Data Structures

'Ì he followirìg lable suuxnarizes flìe fields ofanlocal direc-
tory exterÌsions table eÍrj--, as illuslr¿ted by ¡ecod 138 in
FÌG.3.
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E¿clÌ record of the Trùe Fjle registry 126 has the fields l0

showù iD dre TIue Fjie registy record 140 iD FIG.4. The True
Fìle reglsfy 126 consists of the database desüibed in tlÌe
table below âs well as the aclxal True Files idenlified by the
True File lDs below.

.A region teble 128, specified by a directory pâtlm ne. .^
records slorâge polic;eswbicb allo\," files inllle 6le system to ""
be srored, accessed arrd migrated iu differeût ways. StoÌ-age

policies are prog¡arrrmed in a configurabìe way using a set of
rules desc¡ibed below.

EåclÌ rcgion table record 142 ofregion table 128 iÌÌclùdes 65

lhe fields desc¡ibed in fie foÌlowing table (with relerence 1()

FiG.5):

Truc Nmc computed T e N@e o¡ ideìtit) ot ùe nle
Comp¡e$ed conpFssd veßjo¡ ofrheTfle File mry besrored i¡steÀd ol or in
file lD additio¡ ro, d unø¡rprcsed veßioi- Tlìis field provides t¡e

id€nriry ôf t¡e ænlÈl ¡ep¡4entùio¡ of the comp¡esed vcNìon of
dre nlc.

croomi¡g tc¡t¡ljyc co@t ofhorv mùy rcfcrerces ì¡vc b@¡ scl@rcd fot
deletecount deletiô¡ dùing ¡ eJoom¡¡g ope!!t¡o¡.
Timc ôf lsr most Eænr d¿le ùd time the conicnt ofihls fi lc wÀs acssÊd.

ElPimtion d¡re ud time after wl¡icl lnis 6le m¡y be d€leted by dris sener
Depende¡t Frôc*sor IDs of oúer pþcestoß sliclì co¡r¡¡¡ r€felences to ùis
prccesoß True Frle.

SoNe lDs soúce lD(s) of zero o¡ more souæ6 frcm s nich th is rì le o¡ dåu
irem m.y be rctieved-

Tnre¡ilc ID identity or disk lcxrion of dre ætud physìeI ÊtregÌnìon olrhe
nle o! Âle segne¡r. ft is sr¡ficie¡t ro u6e ! nle¡dne in dre
Esìrr io¡ dirccLo!,w of'lre ùdeiy ilg opeoUng systenr. The Tfle
File ID ìs lbse¡t il úe ætùl 6le is ¡ot curently prsert !t the

cùre¡Î loc¡rio¡.
l-se count ¡umber ol odrer rcolds o¡ rhis pr@sor wl'ic! identify dris True

¡ile.

10

Regio¡ ID ider¡fisùeÉgìô¡ hw¡ich ùk nle is co¡rd¡ed.
P¡t¡¡Mè the usr p¡ovided ¡eìc o r @nrexturl IrMeof tle frle o' diecrory

Éls.live lo tle Égio¡ in wlich it o@N,
TrueNMe úe compured T eNMê or ide¡tily oÎùe nle o¡ dirærory. This

True Nme is ¡or alsBys up ro dâte, ùd it is set to 3 spæjtlvtlue
wlß¡ ¿file ß modifieded is l¿Ler reæmputed ì! dÈ belgrourd

Typ" i¡dicat* sletler tìe 6le is ê dâl¡ 6le Õ r ¿ di¡ecro'r.
Sclatcjr File t¡e lhysiel l@rtion ofthe filc il üc nle system, wheD no True

ID NMe ¡Æ bee¡ c¡lcùlûred for rhe fle.As¡ored ¡bore. sucl rnle is

c¿lled s sd$c¡ nle.
Tnrc of lar U¡e 141 scce$ ti¡ne to U¡ is 6le. If újs nle is r dirccto¡r d,is ¡s d,c

16r æc*s tiñe tô any 6le in thediectory
Timc of lar t¡e lime of l6t cndge of ùis ûlc. lf this filc is a dircctorr', this is

mod¡fiotion the l&rt modiâcdio! time of ùy Âle iD úe dtecto¡v.
safe flâg i¡djc¡tes ù¿t ùis âle (ed, ildris ñlê is ¡ dne.rory, ¡ll ofits

flboÌdin@ nleÐ h¡ve bee! bscked up o¡ som€ Õtherst$em,údir
is tlelefo¡e såfc 

'o 
rcmove úen.

Lôct ntg i¡dicstes wìether ¿ file is locked, that is. jtis beinsmodrfied by dìe

loeì ploc6sor o! ¿ remorè procesor olly o¡e plocesor may

modit s nle !t atime.

Size úê tull sizeofrhis dnec¡ory (inchding ell subold irute fileÐ, itall
filcs in itwe¡etuìly erpdd€d ùd dupli€ted. ¡or ¿nle dßt is ¡ot a

dilecrory tlis is dre sizè ol dre ectuûl True ¡ilc.
Os¡er tlE ìdendry ôf dre ùse¡ *Io ow¡sd'is nle, for aGounti¡s ùd

lice¡se tncki¡g Þurposes



us 7,945,539 82

A sou¡cc rablc 130 idcntifics a source location for TnÌe
Iiles. The source lâble 130 is also used lo iderti$ cliellt ì'
processors uraking rcsewations or the cùllerÌt processor
Each source record 144 ofthe source Lable 130 iDcludes dÌe
lìelds sulnìnârized ìn dre îoÌlowing table. witlÌ refe¡eùce lo
FIG. 6:

t2

Resion ID imedally usc! identiner ror óis reeron.

Region ñ]e files'ßtor o! dre local prcæssÕrofwlicl tlis Egio! is ¿ ps-¡t.

Regio¡ a p¿dùme Elåtiv¿ to ùe Esid file sy$em whrct deÂ¡6 the

parh¡me loetionoftbis ÉgioD. Tle ¡egid ø¡sisls ofsllñ]q sd
diFcto¡6 suboldi¡rteþ ÌÌ¡ispûth¡mq sxcepr thos ii ¡ Ée]o¡
subo¡di¡de to tlis reeion.

Mir'ú' zerc o! nore id€nti6eß ôf pñc*ôßwhich æto kcep mimror
pFceso¡(s) úclival copies ofollÂ16 i¡ dre ûe¡t'egio¡ Multipleùìirþr

p¡o-esoEcu be defi¡ed ro ioñ ¡mirDrsDdp.
nùnbcrofcopi€s olcrcl frle in this resio¡ ú¡Ì s!ôuld be rerai¡ed

specincs ùl,etlßr this rcsio! is locsl to ¿ si¡Ce præsor 102,

shæd by sae4l pþce$oF 102 0f,Io¡ insl4ce, itFsides on¿

sll!æd fi]e serve¡), or mùleed by r ¡emote prcæsoi
rhe misBtìo¡ policy to spply b this Égio¡. A single regior might
púicip¿r€ i¡ sdenlpolicies. TlÈ policies ùe s follows

,pff..eE i¡ br:ckets ùe specified s p¿ñ ôf ùe pol.cyl:

ree,o¡ is ¡ ccched veßion flon lprccessor IDI;
reg,or ß ! member olùmi.rcrset detu'ed by ûrlocesso¡ IDl.
rcg,on is ro bearchNedon lPlocesor lD].
rec,on ßro be b¡cked ùp locslly, by plâciugneç @pies ú
tFeion 1Dl.

Esio¡ is rcâd o¡lyodn¡ynor be clmged.

¡cgìo¡ ìs publisl'cd úd crpìrcs o¡ ld¡tcì
Files il tIß ¡esio¡ sirculd beconpEsed.

sourceID intenÀl ide¡ti6e! used to ide¡rili 3 púicùlù some.

soùEe rype r)?eof sorce Ìootio¡:

Remo!.ble Sromce volume

Læd Rcsio¡

Cacle Sen'e¡

Mirrcr Góup Señer

Cìôopcrarivc ScNc!

Publishi¡e Scrcr

Clìent

inchrds i¡lorm¡tìon Àbotrr rh¿ ¡ighß ôirhis pócÀssor, s¡ch as

riglrts whctle¡ jl cù ak the lÕc¿l prcc6sor to stole dot¿ iteru 1o¡ Í.
nGwment of the bmdwidth. cosr, dd reii¿bilny of the

¡vaillbiliry comectio¡ to L]ìis souÈ orTrue Fil6. TIe svsihbility is used !o

selecl fþù &nong seve¡al posible soùces.

i¡fon¡ùtion or iros üß locllpr()]sor is to 3ccss tlì¿soùNe Thk

locrtio¡ m¡v be, fo! exMple, the ¡me of ¡ ¡cmovible soÞse volüme. ôr

dìe proessor ID od ¡esìo¡ pâth of¡resiô¡ o! ¡ leûote prccesor
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The audit file 132 is a lâble ofevents ordered by timestar¡p.

each reco¡d 146 in audft file 132 including the fields surrl..a-
rized iû tlìe foìlowing table (with reference lo FlG. 7):
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rìisnìs describedhere deperÌd on underlyiùg dâtâ DMnagernenl

mecharùsms to crcare,copy, read, and deletedala items iÂthe
True File registry 126, as identified by a Tme File ID. This
suppon may be provided by arr Ìrrderlying opemliDg syslenr

5 ordisk storage ùarlâger.
Tïe following priìnitive meclìauisrus are desc¡ibed:
L Calcùlåt¡r True Name;
2. .A.ssimilate Data ltem;
3. New True File;1o 
4. G"t T-" Nu*e lrom Palh;
5. Link Path to Truc Name;
6. Realize'lrue l'ile froù Location;
7. Locate Reûìote Fileì

t5 8. lvlake True File Locâl;
9. Create Sclatch File;
10. Freeze Directory;
11. Expå¡d Frozen Di¡ectory;
12. Delete True Filc:

20 13. ProcessAudit !-ile EÍry;
14. Begìn Grooming;
15. Select For Renoval; arìd
16. End Groonlùg.

1. Calcùlate True Name
:5 A True Name is coûrpured usirÌg â fiirctioD, ÌvID, which

redûces a datablock B ofarbitmry leDgù to a retatjvely small,
fixed size ideDtifier, tlìe True Nâme oftlìe data block, such that
tlìe True Nar¡e of tlÌe data block is virtually guaranteed to
represent the data block B alld only dara block B.

¡o The fuDction MD urùst have the following propefies:
L The domâil of dre fullction MD is the set of all data

iterns. I-he râìge ofthe functiorì MD is the set ofl'rue
N¿unes.

2. Tlrc fuÌÌction MD must lake â datå itelÌ,l of arbitrary
l5 length and rcduce i t to an i nteger value in the rangc 0 1o

N-1. wlrcre N is the cardiDality oftlÉ sel ofTrue Names.
Tlìat is, lbr aD årbit¡åry length dåta bÌock 8,0=MD(B)
<N.

3. The ¡esults of lvID(B) Dlùst be evenly and mrdomly
40 dì stributed over tbe râùge of N, irì sùclì a way that simpie

or reBJa¡ chalges to B are vi¡tua]ly gùaranteed to pro-
duce a dillèrerrt value of MD(B).

4. It mùst be computationâlly difrcult to furd â differert
vâlue B' sùclì tha( MD(B):MD(B).

as 5- Tlrc fllllctioD MD(B) mltsl be efficiently corìrpùted-
A family of fuirctio¡s with the above propefies are tlÌe

so-called message digest functioDs, wlìich are used in digital
secù-rity sysrerns as tecÌùiques for autheDtificatiorì ofdata.
These ñrnctions (or algoridrûrs) include MD4, MD5, and

50 STIA.
In tlìe presently prefèrred embodimenrs, eillær MD5 or

SHÀ is employed as the bas;s lor lhe corirputaLion ofTrue
NaDìes. Whicheve¡ ofthese two Nessage digest functions is
cmploycd, that sâùe ñrrìctioùnÌust be ernployed ou a syslcm-

55 wide basis.
h is jmpossible to define a l'uuctiou having a urriqùe ouÞul

for each possible iùput \\,hen tlìe ruûrbe¡ of elements in the
mDgc ofthe fir ction is smaller than the numbcr of clcDìcots
irì its domajD. Howevet a cncial obse¡vatior ìs that theactual

60 dâta iterirs dìat will be ellcoùlltered ill dìe opemtioû of aùy
system embodying tlÌis fuvenliorl lorm a very sparse sübset of
all rhe possible inpùts.

A coll iding scr ofdata itcms is dcfiDcdas a setrvirerein, for
one or more pairs x ald y il the set, MD(x)=MD(y). Siùce a

65 fÌrnctionconlon¡jng to ùe requiremeDts forMD must evenly
and randomly <listribute its outputs. it is possible. by makiùg
the a¿ûge of fhe fu¡ctioD large e[ougJr, to Drake tlìe probabil-

ÞdÏofthe file in qucstion.

wlDthc! úc 6lc eæ cMtcd, ¡e3d, pifte¡, copicd

Ðeciñ6 whether thè souÉe is r frle or s

ID oIt¡€ r€note prccesôr ge¡er¿ti¡g tlis eve¡t

ime md d¡tc filews closed (reqùiÈd only for
¿ccðsed/modifred nles).
Nme of Lhe 6l€ (¡eauircd o¡ly fô¡ È¡úe).
ompùted True Nme of the ñle. TIis is used by
remoc sysrems to mirrc¡ clùges to ùe di¡ectoly Ðd
is nllcd i¡ dùi¡g bsckgrcud p¡occsi¡e.

Each record 148 of fte accoùnting Ìo g 134 records a n evenl
which mây later be used to provide irfomatioÌ for bilhng
Drecha¡risms. Eâch accounting log e[try record 148 includes
at least rhe i¡formation suonârized iD the following lable,
with reference to FIG.8:

d3te ofeltry dalc ud timc ot this log c¡try.
tyÞe ofe¡ût E¡La tjÞes include cE¡te 6le,dclcte 6le,

md tlusmit nle,
lnre Nde T e Nme of d¡l-l item ìn qtrBtion.

ide¡tiry of t¡e userrespoNible fo¡ lhis actro¡.

Eâch ¡ecord 150 olthe licensetable 136 records a reìatioo-
ship belweeù a licensâble dâtâ item and the ùser licensed to
have access to it. Each liceDse table record 150 i¡cludes the
ilfo¡mation slnxnârized iù the folloùing table, with refer-
erce to ÈlG.9:

True Nú,e Tne Nù¡e ofa dût¡ iÞn sùbjæt to hceßc valid¡tior.
l,ceßee identjry ofuuer¡utlo¡ized to h¡ve &6s ro úk object

va¡ioùs odler dâta structures are enlployed oÌ1 sorne or al]
oftlìc processors 102 in the data processing systcm 100. Eâch
processor 102 has a global freeze lock (GFL) 152 (fIG. 1).
wlìich is used 1o preveût synclì¡onizatio¡ eÍors wheu a direc-
tory is frozen or copied- A¡y prccessor 102 may include a

special archive director,v (SAD) 15a iûto wlich direclories
nìay be copied for dre purposcs of archival. A¡y prccessor
102 Dray iDclude a speciâl media directory (SMD) 156. i o
u,hich tÌìe directories olremovable volùmes a¡e stored to fomr
a media invelrtory. Each processorhas a groomirg lock 158,
which is set duriDg a grooming operatioD- During this period
the grcoming delete count ofTrue Fjle registry ent¡ies 140 is
active, and Do lrue F'iles should be deleted ùntil groonring is
conìplete. \\4ìile g-roomi¡g is in effect. grooùirìg iDlonùatioD
iDcludes a table ofpalluames selecred for deletion, a¡d keeps
track ofthe âmorìnt ofslace that would be lrecd ifall ofthe
files were deleted-
Primitive Meclunrsms

The n¡st ofdre meclüDisms provìded by tLrepre$eÌìt inven.
riol'l, prinritive mechanisms, are now described. The mecha-
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ity ârbitrarily sùall tlìât acrual ilputs eDcoùDtered iD the
opeËlion oI an embodiùìeût of dìis inventiorì wilÌ form a

collidirg set.

To rouglìly quantiry the probabiliry of a collision, ¿ìssùnÌe

that there arc no nÌo¡e thaì 2ro storâge devices in the worÌd, 5

aDd th¿t eâch storage device has an âvemge of at most 22o

differeDt data ite¡ìs. Tben the¡e a¡e at most 2so däta items itr
the world. Iftlìe ouÞuts ofMD range between 0 and 223, it car
be delnorsl¡-¿led rhat theprobabiliry of a coliision is approxi- .^
malely I in 2)e. Deta¡ls oD lbe derivalion ofllÈse probability 'u
values a¡e found, for example, ir P Flajolet and A. M.
Odlyzko, "Random Mâppirg Statistics;' Leclure Notes in
Coulputer Science 434: Advances in Cryptologt Eurocrypt
'89 Proceedings,Spnnger-vetla9, pp.329-354. ,,

Note Îlìat for sorne less preferred embodiments of the
preseDt invention, lower probabilities ofuùiqueness ùay be
acceptabÌe, depelìdjDg on the t]?es of applications and
Dcchanisms nsed. ln soùeernbodinìents itlllayalso beusefu l
1o have ùìore thaù one level ofT¡Lre Names, widr so¡re ofdre to
True Names havjrU diffe¡ent deg¡ees ofuniqueDess. Ifsuch a

scheme is implemented, it is necessary to ensu¡e that less
uûique True Nâùes are rÌot propagated iD the system.

Wlìile the jnveitioù is described hereii usiÌrg o¡ly tLe Tnìe
Nallle ofâ dâtâ ìtell.l ¿ìs the idenrifier for tlìe data item, other 25

prefered embodiments use tâgged, typed, categorized or
classi6ed datâ iteûs âlld use a comblllatiorì ofbotlÌ the True
Nâme âl1d tlìe tag, t)Þe, category or class ol the data item âs

ân identifier Examples of such categorizations are files,
directories, and segmeDts; executable files aDd data ñles, and 30

the like. Examples of classes âre clâsses of objects iD ali
object-oriented systenl. ln sùch a system, a lower degrce of
True Name Lìniqueless is acceptable ove¡ the enlire uûiverse
ofdata items, ås lolrgâs sumcient uÌique[ess. is provided per
category of data i¡eùs. This is becausc thc tags pmvidc ân ll5

additioDal level of urliqueDess.
A ùecìÌanìsß 1or calculatin8 a True Name BiverÌ a data

item is now described, with rclercnce 1<r FIGS. 10(a) anrl
10(å).

A simple dâta item is a dâta iteÌù wlrcse size is less than a ao

particlìl¿rldvelÌ size (wlùch mnst be defi ûed in eåclì paf icular
iùplerlrelltation of tlìe jnveDtioû). To dete¡rDine the True
Name ofa sirÌpledata iten, witb reference to FIG. 10(d), fißl
compùtc thc MD functjon (described above) on the given
simple dara irelrl (Step 3212). Theù append ro the resultiDg 45

128 birs, tlìe b)'te lengdr ÌDodulo 32 of the data irem (Step

5214). Tlæ resuìting 160"bit value is the T¡ue N¿ìme ol lhe
simple data item.

Acoùrpoìlnddâta iteù isonewhose siz-e is greater tlÌaD thc
pârticular given size ofa sirnple data itern. To detenùine the 50

True Name ofan arbitrary (sinrple or compound) data item,
wi lh ¡elerence to FIG. 1 0 (ò), nrs t derermine iI dìe dala i tem is
a simple ora compouÌÌd data ileÌù (Step S216).lfthe d¿Îâ item
is a sirnple dâ1â ìlerD, theo coDrputc its Tnrc NaÌìc ill stcp
5218 (usingsleps S212 and5214 described above), orherwise 55

pârtitior tlìe data ite[ì iDto segûreûÎs (Step S220) arrdâssimi-
late e3ch segneùt (Srep 3222) (the primitive rlleclürism,
Assimilâte ¿ Data Item, is described bclow). computing thc
T¡ue Naùe of tlìe segmeùt. Then create aÌl iudirect block

r6
Note thât the coDrpound dztâ itenì nìay be so lâge that the

indirect block of segme¡t'l'rue Nanes is ;tsell a compound
dâta item.I¡ this case tlìe meclìaÌrism is iÌìvoked recursively
until oDly silììple dala ilems are being processed.

Bolh lhe use of segmenls and the altâclìÍne¡rt ofâ lenglh Lo

tl¡e True Name are not strictly required ill â systeÌ¡ usiDg the
preserìt ilveDtion, but are currendy considercd dcsjrablc fc¿-
tures in the preferred embodiment.
2. Assi¡Ìilate Data ltem

A mechanism for assimilatiDg a data jtem (scraach file or
segÌncnt) iDto a file system, given the sci¿lch nle ID of dìe
d¿ta item. is now described wirh refererìce to FIG. ll.Tlrc
purpose ofthis mechalisrn is to add â give[ data item to tlìe
True Fìle registry 126. If tlìe data item already exrsts in tlìe
TlÙeFileregistry 126, thiswill be discovered aDd used duriqg
this process, and the duplicate will be eliminâted.

Thereby the system stores at most oDe copy of a¡y data
iteù or file by content, eveD wlìen nrultiple names refer to the

Pi$t, detennine the True Name of the dalâ iteù corre-
sponding to thc given scratch File ll) ùsjng the CâlculateTrue
Name primitive mecha]r.ism (Step 3230). Next, look fo¡ au
eùtry for dre True Narne ir the True File regrstry 126 (Step

5232) and detennine whether a True Nâme elltry record 140.
exists irì the True File registry 12 6. Ilthe eDtry reco¡d inclùdes
a co¡respoDding Tnre File ID or compressed File ID (Step

5237), delete the nle witlì the sc¡âtch File ID (Step 3238).
Otherwìse store dre given True File ID ìrì the eotry record
(step S239).

Ifjr js deterûirìed (in step 3232) dlat ro Tnle Name entry
exìsts irÌ dìe True Fileregislry 126, then, iD Slep 5236, create
a ùew e[try jn the True File regìsfy 126 for ùis 'I'rue NaDÌe.
Set tlìe True Name ollhe entry 10 tlìe calculated T¡ue N¿une-

set theusecouùt forthe new e¡rtry to one, store the giveÌr True
File ll) in the enlry ard set the othe¡ fields ofthe entry as

appropÌiate.
Becâùse this procedùle may take soûìe time to colÌrpute. it

is intended to run iD backgmund aller a file hås ceased to
clüDge. hr dre meaùtime, the file is considered aD Ìrnâssinìi-

3. New True File
The Nelv TrueFileprocess is ìnvoked \\, hen processing the

audit file 132, sonlelime after a True Fìle lÌas been âssimilated
(using thc Assimilâtc I)ata lteù prioìitivc l,lìechânism)- Given
a local directory extensioùs tâble ertry record 138 in the locâl
directory exteDsiolis table 124, the New True Fileprccess caù
provide the l'ollowirg steps (witlì refèrence 1() FIG. 12).
depeÌrdi¡rg oû ho,r tbe local processo¡ is conñgured:

First. in srcp S2-18. c\âmine Ihc local directory cxtens¡ons
table etltry record 138 to detemlirÌe ¡¡hetlrcr the file is locked
by a cache server lf dre file is locked. then add ùe ID of the
caclrc server to tlìe dependenl processor IisL of lhe True File
registry table 126, and dren seDd a message to tbe câclÌe sener
to updåte the cache ofthe cuûeDt p¡ocessor u siDg the Updatc
Cache rerìote necùarism (Step 242).

lf desired, coùpress the 'l'rue File (Step 5246). and, iI
desired, mirro¡ tlìe True F jle usjùgthe MiûorTrue File back-
g¡ound nìechanism (Step 5248).
4. Get True Name from Path

consistìngofihecoDrputedsegÌreur'I'rueNaues(Slep5224).60 The T¡ue Nalrle ofa file car be used to ideDlify a file by
Ar indirect bÌock is a data item wLrich coDsists of tlæ corìtelts, to co¡fimrthat a fileÀÌatches ils originalcoDtents, or
sequerìce ofTrlreNârnes ofthe segÐents. Theo. in step 3226, to compâre two Âles. The ûeclúnis¡l to get a True Narne
assimilate thc iDdirccl block ánd compùte its Tnìe Nâme. given the pathnamc ofa filc is now described with reference

liDally, replace the finâl tliÍy-rwo (32) bits oflìre result¡rg to FIG- 13.
'lnìe Nâùìe (tbåt ìs. ùe lergth of the iDdirect block) by the 65 !-i¡st, search the locaÌ directory exteDsiors tabÌe 124 forthe
lenglh modulo 32 of tlÌe compound dåla ilem (Step 3228). eDtry record 138 with tlìe givenpatbname (Step 5250).Ilthe
Tlie resùlt is the Tnìe Nâme of the compoùrd data iteDì. pâth¡âme is I'lot found, t]ìis process fâils and Do T¡ue Naùe
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coÛespondi[g to the givenpatlDame exists. Next, detennine
whethe¡lhe local directoly exlensioDs table eDlry ¡ecord 138

iDcludes âTfle Nâme (Slep 5252), andifso, the llleclìanism's
lask is complete. OdÌerwise, determine whether tlìe local
djrectory exleNio¡s tâble entry reco¡d 138 ideutifies a direc- 5

tory (Step 5254), and ifso, freeze tlìe dlrectory (Step 3256)
(the pdmitive mechanism Frceze Directory is described
below).

Otherwise. in step 5258. assimilate llÌe file (usirìg lhe
Assimilale Dala ltem primitive mechanìsm) Jefined by Lhe ru

File ID field to generate ils True Namc ând slorc jts True
Naùe in tlìe local direcaory exterìsioDs eDtry record. l-heû
rerün tlìe True Name identified by dæ local djrectory exle¡-
sio¡s table 124. t5
5. LiDk Path to True Name

Tlìe ûechaûisnì to li¡tri a path to a T¡ue Name p¡ovides a

ìray ofcreating a new directory eutry reco¡d ìdentilying aÌr

cxisting, assimilated file. This basic process nray bc uscd to
copyj moveJ and renarne flles without a Deed to copy their :o
coûtents. The mechanism to lùk a padr to a Trùe Name is now
descdbed with Ìeferetrce to FlG. 14.

Fißt, ifdesi¡ed, confirm thal the True Naüe exists locally
by searching for it in the Ttue Name registry o¡local directory
exteNions lâble 135 (Step 5260). Most ùses ofdrìs ùeclu- :5

nism willrequire this fomr ofvalidâtiol1. Next, searclÌ for tlÌe
path in rhe local directory exteNiors table 135 (Step 5262).
Conñrnì that the directory colrlaiDiùg t¡e file named in ihe
pâth âl¡eady exists (Step 3264). Ifthe Àamed file rtselfexists.
ãelete the Èile using the DeJete True File operating sysLerr 30

Dìechânjsù (see below) (Step 5268).
1'helÌ, create an eùtry record h Îlìe local directory exteD-

sioûs with the specifiedpath (Step 5270) and updâte tlìe eDtry
record aÌÌd odler data struchues as follows: lill iû the l'rue 15
Nâme field ofthe entry with the specified True Name; incre-
ùent dre use count for the T¡Lle File registry eúry record 140

o-lllìe oorrespondiûg Tme Nâme, nole wlìether the eùtry is a
dircctory by reâdirìg tlre True File to see if it contains a tag
(magic Àùùber) i[dicatirB tlut it represeùts a froze[ direc- ao

tory (see also the description ofrhe Freeze Directory primi-
tjve rùecharisn regardiDg the tag); alld compule aDd set the
othe¡ fields of dre local dìrectory extensions approprjately.
Forirstance, seârcIì tlìe region lable 12810 identily ihc regioD
ofthe pâ1h, aùd set the fime of last access aÌrd time of las¡ aj
nìodificatiol to the culrerÌt tiDìe.
6. Realize T¡ue File lrom Locâtion

This mechallism is ùsed to try to ¡ìake a locâl copy of a

True File, given its True NanÌe and tlÌc Damc of a sorìrcc
locatioù (processor or media) drat rûay contâin the T e File. 50

This mechânisnr is now descrìbedwìÎb refèrelce to FIG. 15.

Fißt, ir step 5272, detemúne wlÌether tlrc location specj-
fied is a processor. lfit is detemired thst the location speci-
fied is a processot tilelì sqrd â Rcqùcst Tnlc File ùessage
(usi[g tlÌe Requesf True File reùote mechanisrn) to the si
remote prccessor aûd wait for a response (Step S2?4). Il a

[egative resporÌse is received or no respons€ is received after
a l¡mcout pcriod. this nrcchanism fails. Ifâ losilivc rcsponsc
is received, eùter the True File returned in the True File
registry126(Step52?6)-(lftlæfilereceivedwascompressed, 60

erter dre T¡ue File lD in the comp¡essed File ID field.)
If, or the orher hårld, it is detennircd in step 5272 tlìal lhe

locatioD specified is not a processor. then, if l.leccssary
request tlìe ùser or oper¿tor to Dormt the i[dicated volume
(S!ep 3278). '¡rcD (Step 5280) turd dre iùdicated file on tlÈ ós

given volume audassimilate llÌe file usirìg the.4.ssimilaleDâLa
Itelr prioritive urechauism. If the volùnìe does oot coutaiÌì a

18
Tfle lile registry 126, search the Dredia inveìrtory to find the
pâth oftlle 6le on the voluure. If[o such file ca¡ be found, this
lllechanisnl fails.

Al this point, whetlìe¡ or ûot the locâtioû is dete¡nined (in
slep 5272) to be a p¡ocessor, ifdesired, verifl, the True File (in
step 5282).
?. Locate Relllotc FiÌe

TLis mechanism allows a processorto locate a nle or data
item from a remote sou¡ce of True Files, wlìeù a specifrc
source is ùDlmowll orù¡ìavailable. A clieDtprocesso¡ system
may ask one ofseveúlor mâny sources wlìedrer il can supply
a data object wjth a giveû Tfle Name. Tlìe steps to pe¡fo¡m
tlìis rùecharisrn are a s follows (with refereDce to FIGS. 16(¿)
and 16(ò)).

The clientprocessor 102 uses tlæ source table 145 to select
one or more source processors (srep s284). If no sou¡ce
processor c¿tll be found, the meclìanism fails. Next, the client
processor 102 broadcasts to dìe selected soùrces a requestto
locâte dìe fìle wilh the given True Name using the Locate True
File remote L¡echauism (Slep S286). ïre request to locare
nüy be augmented bv asking to propagate dìis request to
distarñ serveß. The clieú p¡ocesso¡ then waits for one or
more servers to respoBd posrtively (Step S2E8). After all
servers respo¡ìd negatively, or aftea a dìneout period with llo
positive responser the mechadsm repeâts selectioù (Step
5284) lo attempt to identify âltemative soùrces. lf any
selected source p¡ocessor respo[ds, its processor ID is dìe
result ol tÌús rneclunisÌn. Store tlÈ processorlD iD the source
neld of tle T¡ue Fjle registry entry ¡ecord 140 ofthe given
T¡ue Nâûe (Srep 5290).

Il the source locatioù of the True Nâme is a dìffereDt
prccessor or ùedium dran dre destirìatioD (Step S290a), per-
form Lhe following steps:

(i) Look up the True File registry effry record 140 for tlrc
correspondil'lg True Name, aDd add thc sourcc ]ocation
ID to the ljst ofsources for the T e Name (Step 5290å):
arìd

(ii) If tJre source is a publishiug syslem, detemìiDe lhe
expiútjorì date ol1 the publishing systern for the True
Naûe and adddìat to {he list ofsources. Ifthe source ìs
ÌÌot a publishing systenÌ) seDd â Dìessage to rese e tlìe
True File où the source processor (Step 5290¿).

Source selection in srep S2E4 may be based on optimizâ-
tiolrs ìnvolvillg gcncralâvâilâhìliry olthc sourcc. acccss lime.
bardwidth, a¡d faDsmissiorì cost, and ig]loriDg p¡evior]sly
selected processors whiclÌ did llot respond ijl step 5288.
3. Matrie True File Local

Tlìis ùecharisû is used wheù a True Nanle i s known altd a

locally accessible copy ofthe co¡responding file or data item
is reqlìired. Tlis ÌnechaÌism rnal¡es itpossibleto actuallyread
the data iDa TrueFile. The rnechanism takes a T eName and
returns ìvlìeD there is a local, åccess;blecopy oI the True File
iD the True File rcgisfy 126. This mechanism is desc¡ibed
here witlì refercnce to tbe floì¡'cha¡t ofFIGS l7(a)añ11(b).

Fißt,look i[ tlìe True Fileregistry 126 for âTrue File entry
record 140 for the coffespoDdirrg .lrue Name (Step 5292). U
rìo such elrry is found this nrechanisrn fails. Ifthere is already
a True Fìle iD for tlÌe cìÌtry (Step 5294), this nìcchanism's
taskis complere. Ifthere is â compressed file ID for the eDtry
(Step 5296), decompress the file correspording to tìe file lD
(Step 3298) and store dìe decompressed file ID in the entry
(Step 5300). This mechanisû is theù complete.

Ifthcrc js no True Fìle lD lor tlìe entry (Step 5294) and
tlìere is no coùpressed file ID for the ertIy (Step 5296), theD

contiìNe seârchilg for tìre reqrested file. At this time rt may
be necessâry to no1iry the user that the system is searchilg fol
dìe ¡equested 6le.
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If tlìe¡e ¿ì¡e orìe or more source lDs, theù select an o¡der io
wlìich to attempt ro realize dÌe source lD (Step 5304). ]Ìe
order mây be b¿ìsed on optinizatioÌìs ì ,olving getreml avail-
abllity of tle source, access time, ba.¡rdwidth, aÂd trarìs¡nis-

r sion cosl. For each source in the order chosen, ¡ealize dre True 5

File frour the sou¡ce locâtion (usiDg the Realize T¡ue File
from Location p¡imitive mechaìÌism), until the True File is

. realized (Step S306).lfit is realized, coDtirue with step 5294.
If 116 kÌrowD sou¡ce carl realize ìe l'rüe File, use tlæ Locate
Rernore File primitive mecbânism to attempt to find the True lo
Fjlc (Stcp 5308). lfthis succeeds, reâljze the Tme File from
the idenrjfied source location â¡d contj¡ue with step S296.
9. Create Scratch File

A scratch copy of a file is required when a file is being
created or is about to be modified. The scratch copy is stored l5
in tlìe file system of the u¡derlying ope¡ating systerr. The
scmtch copy is eveDtually assimilâted when the aùdil file
record eûtry 146 is processed by the PrccessAudit File Erìtry
primitive mechânism. This Creåte Scrâtch File mechanism
requires a local directory extensions table elrtry record 138. 20

Whcn jt sùcceeds, the locâl djre€torv exteûsions lable entry
record 138 coDtâirN the scratch frle ID ofa scmtch filethatis

, ùot cootaiDed in the True F-iÌe registry 126 and lhat may be
modified. This ¡necbaùism is now desc ribed widl refererce to
FIGS. 1t(a) aDd 18(á). 25

Fißt delenÌiDe r¡/heúer rhe scratclÌ file should be â copy of
the existìrg T¡ue File (Step 5310). Ifso, corÌtinue with step
5312. Otlìe¡wise, deteû lle wllether tlrc local directory
extensiolìs lable entry ¡ecord 138 identifies an existing Tlue
File (Srep 5316), âùd if so, delete the True File using the 30

Delere True File prirnitive neihaDisrì (Step 3318). Tlæn
crcate a llew, ernpty scr¿tch fi]e and store its scratch file ID in
the Ìocal dileclory exlensions table eÌrlry record 138 (step

5320). Tlis mechanism is dÌeù complete.
If the local directory exteffioDs table crrtry record 138 35

identi6es a scrâtch 6le ID (Step S312), then tlæ erlry al¡eådy
lìas â scrâtclì fìle. so tlús meclurìism succeeds,

lf the local dircctory exlensio¡s lable enlry record 138
identifies â Tnìe File (S316), âùd there is l1o True File ID fori tlìe Tn¡e File (5312),lheD make the True File local usi[g dre ao

Make True File tæcal primirive urechanisDr (Step 5322). tf
there is stillno True File lD, this r¡rechânism fàils.

There is now a local True File fo¡ tlis file. Ifthe use count
jD tlìc conesJ,ordiùgTrue File registJ entry record 140 is one
(Step 5326), sâve the True File ID in rlrc scratch frle ID oftlìe a5

local directory exterìsiorÌs table etrtry record 138. aììd remove
tlìe True FiÌe registry ertry record 140 (Slep 5328). (This sLep

ùakes d1e True Fjle i[to â scmtch frle.) Thì s mechaDi sm's task
is comPlete.

Otherwise, f tlìe use coulìt in dìe co¡respo¡rding Tme File 50

regislry eDtry record 140 is ¡ot one (iù step 5326). copy dìe
filewith Lhe givenTrueFilelD to anew scratch frle, using the
Reâd File OS neclurÌisrn arìd store its ñle ID iÌr dìe locaì
di¡ectory exteNìons table entry rccord 13E (Srcp S330), aûd
reduce the use counl for tlrc True FiJe by oDe. If ùe¡e is 55

irìsumcieDl space to mätr(e â copy. this mechâ¡jsm fails.
10. Freeze Directory

This mcchaDjsrn frcezcs a dirc:ctory in ordcr to calculate its
Tnìe Name. SiDce dre True Name ofa directory is a functioD
ofthe 61es wjtliD the direcfory rhey must ¡1ot charge dù¡ing óo

tlìe coùìputatioD of the T¡ue Name of the direclory. This
mechanism requires the pad!Ìame of å direclory 10 freeze.
ftis neclìa isrÌ is described \rith reference to FIGS. 19(a)
aûd r9(ó).

IlÌ step 5332. add oue to the global freeze lock. lhen seårch 65

tlÌe local directory exlensioDs table 124 10 firld each subordi-
rìâte ¿lata file aÌrd directory of the giveû directory and freeze
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each suboldinate directory fouDd using the Freez,e Djrectory
primitiveÌnecha¡ism (Step S334). Assjlllilaleeach r¡rassimi-
lated dâta file in tlle directory using the Assinilate Data Item
primitive nìechånism (Step 5336). 'l'he[ creåte a data itern
wlìichbegins with a tag or marker (a "magic rumbei') being
â ùú$re data item hdicatiûg tlì¿t tbs d¿ta iteûì is a frozen
directory (Step 5337). Then listtte file nâme â¡d True NanÌe
for eåch ûle in the cùÍent di¡ectory (Step 3338) . Record any
additional i¡fo¡nation reqùùed. such as dre type, tirìÌe oflast
âccess aùd úodificatioù, altd size (Step S340). Next, in step
S342, using the Assimilate Data Irem primitive mc:chanism:
assimilate the data item created in step 5338 Ïle resulting
True Name is the True Nânle ofthe f¡ozen directory. Finall)',
subtract one fmm the global f¡eeze lock (Step 3344).
1 1 . Expand Frozel Directory

TÏis ¡rechanism expands a frozen direclory in a given
locatjon. It requi¡es a given patllname into which to expaDd

the directory, and tlÉ True Narne of dÌe directory and is
described with refercnce to FlG. 20.

Pirst, in step 5346, mâke dÌe True File wilh the given True
Name local usìng the Make True Filc Localprirniti\e mccha-
dsm. Then rcad each djrcctory e¡try in the local file created
i¡r step 5346 (Step 5348). Èìor eaclÌ such direcrory eDtry do tlìe
followilg:

Cre¡te a full patl]l1arl1e usilìg the giveD patlÌì¡üne ârÌd the
file naûe of ihe eÍry (Srep 3350); aDd

liDt the cre¿ted pâth to the True Nâme (Step 5352) usiÌÌg
the Linli Paû to Tnìe Nâme prinitive mechanisin.
12. Delete True File

This ÌnechaÌìisrr deletes a refercùce to a True N¿rne. T1æ

uùde¡lyìng True lile is Dot removed fiom the True flle reg-
istry 126 uDless tlÌere âre uo addidoùal references lo the file.
With reterence to FlG. 21, this fÌlecllanism is pedomìed as

follows:
Ifthe global frcez-e lock is orì. wâit until the global freeze

lock is tÌrmed off(Step 5354). This preveùts deletiDg a True
Fjle \r'hile a directory which oiglìt ¡efèr to it is being f-roze¡.
Next. nnd the T e File regist¡y eol¡y record 140 given the
True Nårne (Step 5356). If the reference colìrt field of the
True File registry 126 is greater tlìan zero, subtrâct oùe fronì
tbe refererce court field (Step 5358). Ifit is dete¡lllined (in
s¡ep 3360) tllat the relèreÌìce coulÌt field of the True Flle
regislry eùtry record 140 is zero, and if there a-re no dependerìt
systems listed i¡ theTrucFilc rcgistry cùtry rccord 140, thcD
perfomr dre followi[g steps:

(i) lfthe'l rue Fjle is â simple data itent tlÌen delete tbe Irue
File, othcrwise,

(ii) (the True FrÌe is a compoùrìd d¿la item) for each True
Namc inthe data itcm, r¿rursjvcly dclctc thc True Filc corrc-
sponding to the True Name (Step 53 62) .

(iii) Reùove tÌìe file iodicated by tlìe True File lD and
compressed file ID from the Tme File registry 126, and
reùove tlle True File registry ent¡-1/ reco¡d 140 (Step 5364).
13. Process Audit File Entry

This echarììsù perfonns tasks wìrich are required to
måintain i¡fo¡ùation in dre local directory exteDsioÌrs tabie
124 aDd lr]ue File regislry 126, but which caù be delayed
while the pmcessor is bùsy doiug more tilne-critical tâsks-
E¡rtries 142 in the âùdit file 132 slìould be p¡ocessed ât a

bâckg¡ound pdority ås Ìo11g as there are eÍries to be pro-
cessed. Witlì refè¡ence to FlG. 22. the steps 1'or prccessing arì

eúry are as follows:
DetenlÌire dre opcraljon jn thc cntry 142 cuffcntly bciDg

processed (Step 3365). Il dìe opemtioù iDdicates thâ1 a file
was creâted or lvritteû (Step 5366), dìeD assin'úlate the file
using the Assiurilate DâLa ILem prirnitive mechânism (Step

S368), use the New frue Fìle pdlrlilive ùecharisÌn to do
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additional desircd processing (sùch as cache Ìrpdate, coDì-
prcssion, and mirroring) (Step 5369), âùd record dìe Dewly
computed True Narlle for the file in the âudìt lìle record enkr-
(Step 5370).

Oùerwise, if the eDtry being processed i¡dicates that a 5

compound dåta item or directory was copied (or deleted)
(Step 5376), iheu fo¡ each compooent True Name ir the
compoutrd dâta item or directory add (or subtrâct) o]le to the
use count of the True File registry entry record 140 coûe-
spording 10 the component True Name (Step S3?8). t0

In alt cases, for eåch parent directory of the given file,
upilate tlìe size, time oflast access, arld tirne ofÌast lllodifi-
cation, accordiru to the oper¿rion iû the aùdit record (Step
s3?9). 

15
Note that the aùdit reco¡d is not ¡emoved afterprocessiûg,

bùt ìs retai-oed for soùe reasorìâble period so that it ûay be
used by the Sy¡clüonìze Djrectory extended mechâdsnr to
allow a disconnected ¡emote processor to updâte its represerÌ-
tation of the local system 2C)

14. Begin GroomiDg
This mechanism makes itpossibleto select a set offiles for

¡emoval and determine the oveúll aûouùt of space to be
recovered. Witlì reference to FIG. 23, filst veriry thât the
global grooming lock is cù¡rently urìlocked (Step 5382). 25

Theù set the global grooming lock, ser the total amouût of
spâce freed durìog g¡oomillg to zerc afld empty ûe list of6les
selected for deletion (Step 5384). Por each True File in the
True File registry 126. set re delete colurt to zero (Slep
5386). rr)

I 5 . Select For Removâl
This groomillg mecha¡isnì tentalively selects a pâtbnalne

to âllow its corresponding True File 10 be renÌoved. Widr
refereDce to FlG. 24, fi¡st lìrìd tlìe Ìocal dfectory extelslolìs rs
table entry record 138 correspo[ding to the giveù pathlarne
(Step S388). Tber find tle True File¡egist.y entry record 140
co¡responding 10 the T¡ue File nâme in the local direilory
extensiorÌs tableentryrecord 138 (Ste? 5390).Addo¡e to tlìe
g¡ooùing delete coùnt ilì tlìe True File legistry entry reco¡d 40
140 aud add tlrc pathname to â list offiles selecied for deletion
(Step 5392). If tlæ g¡oomiDg delete coùrt of the True FiÌe
registry eù1ry record 140 is equâl to the L¡se coùnt ofthe T¡ue
File regjstry enrry record 140. âÌrd iflhe rlLere are no eûtries l
dredepeDdenrylistof tlìeTrueFileregistry entryrecord 140, 45

then add ihe size ol tlìe file i¡dicâted by the Truc File lD ând
or compressed file lD to tlìe tolal arÌou¡t ol space fìeed
durirg groomiùg (Step 5394).
16. End Crooming

This groomiug ruechanis euds the groonÌilrg phase and 50

removes all frles selected for removal. Witlì reference to FIG.
25,1òr each file in tlrc list oflìles selecLed 1òr deletion, deleLe

the file (Step 5396) aùd tlÌerÌ Ìrùlock the global groomiùg lock
(Step 5398).
Operating Systeù MeclÌaÀisms

The ûext oftlìe mechaùisDìs provided by tlìe presenl jnveD-

lioD, operâting system mechanisms, are Dow described.
The following operâti¡g system r¡echaùisûls âre

desc¡ibed: 60
L Opeù File;
2. Close F-ile;

3. Read File;
4. ftite File:
5. Delete File or Directory; 65

6. Cop¡, File or Directory;
7. Move File o¡ Directory;

22
8. Get File Stâhìs; ard
9. Gel Files in Dûectory.

1. OpeD File
A nlechânisÌD to opeD a ûle is descrìbed widl ¡eference to

FIGS. 26(irra¡d 26(ó). I);s rneclrârisr) is giverì âs irìpul â

patlxlâDÌe ârìd rhe type of âccess required for dre file (for
example, read, wite, read/wriÎe, create, etc.) and prcduces
eidrcrthe File ID oflhe file 10 be opeæd or an jrldjcâtio[ thal
llo file shoùld be opened.1'11e local directory exteÙsioùstable
record 138 and regio[ lable record 142 associated with the
opened filc a.re associated wiû the open file for later ùse i¡
other processiÌrg fùDctiorN wlÌich refer to the file, such as

read, write, ârìd close.
First, detenÌriÌre whetlÌer or no t the Damed file exists locally

by exaûriùjng the local directory extensio¡s table 124 1o

determine whetlìer the¡e is alt eùtry cor¡espo[diûg to Î]ìe
giveû patlÌnaùre (Step 5400). If it is deteniDed tlút tlÌe file
nanÌe does ¡ot cxi st localìy,then, ùsing úe access type, deter-
lllille whether or llot lhe fiÌe is beiùg crcated by this openìùg
process (Step 3402). lf the âle ìs lìot beirìg creâted. plolibit
the open (Step 5404). If tlte file is being created, create a

zerolengh scralch file using an eûtry iû local directory exteD-
sions table 124 âDd prodùce the scratch file ID oftlús scratch
fìle âs the result (Step 5406).

lf. on tlÌe otlìer haod. it is deternined ir step S400 thât the
file DarDe does exjst locally, then detenni[e tlìe regioù in
whiclì the file is located by searchil'lg the regior uble 128 to
firld the recod 142 with the longest region path which is a
prefix oIthe file patlur:une (Step 5408). This reco¡d identifies
the regjon ofthe specified file.

Next, detenioe usiug the access type, *4rether ihe file is
beiig opened for wdtì-og o¡ wlÌether ir is beilg opeùed on)y
forreadirg (Step 5410).Iftlæ file is beirg opened for readirg
oDly, theÌ\ if the file is a scratch âÌe (Step 5419), rerunÌ the
scrâtch FileID ofthe file (Step 5424). Oùer$'ise get dÌe T¡ue
Nânre froù the locâl direcLory exleDsio$ table 124 ¿¡d make
â locâl vcrsion ofthe True File associâtcd with theTrue Namc
Lìsing tlle Make l'Ìïe File Local primitive mechanisûl, and
ilìel returÌì ùe True File ID âssociâted witlÌ the True NanÌe
(Step 5420).

Ifthefile is Dot beirgopered for readhg only (Step 5410).
then, ifit js detenniued by inspectiDg the regioo table entÌy
record 142 tlÉt ùe file is iÀ a.eâd-orìly directory (Step 5416).
thcn prohjbrt thc opcning (Stcp 5422).

Ifit is deteûrined by inspectjDg the ¡egioD table 128 drat
úre file is iD a caclÌed regioD (Step 5423). tlìeD send a Lock
Caclìe messâge to the correspoùding câclÌe server, and ùait
for â rearnl nessage (Step 5418). Ifthe retù¡n message says
rhe ñle is âlreâdy locked. prohibjl rhe opening.

li the access type indicâtes thal lhe file being modified is
beiûg rewritteD complerely (Step 5419), so tlút the original
datå wìllDoibe required, tlÌeu Delete tlìe !ileusiììgtlìeDeleie
File OS mechanisùr (Srep S421) and perfortll step 5406.
OtlÌer¡Ã,jse, DÌake a scratch copy ofthe fiÌe (Step 5417) ard
produce tlìe scl¿lchfile ID ofthe scra tclì lìle as lheresult (Slep
s424).
2. Close FiÌe

This mecllanisnr tâkes as iÌrpul dre local direclory exteD-
sioDs table eììtry record 138 of alì opeD file and the dåta
maintâinedforthe ope! file. To close a file. add arl e¡try to the
audit file i[dicating the tiùe ârd oper¿tion (c¡eate, reâd or
write). Tbe âudit fileprocessirg (using the Process Audìt File
Enfy primitive mechanism) wilÌ take careolâssi¡Ìilating Lhe

file arrd thereby updating tlìe olher records.
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3. Reâd File

To reâd a lìle, â progÌâm must provide lhe oJlsel and lcngth
of the dala to be reâd, and the localion oIa hLìffer inlo wlÌich
10 copy the d¿tå read.

Îìe file to be re3d froû is ìdenti6edby arÌ open file descrip-
tor which ircludes a File ID as computed by the Opeû File
operating system mechanism defined above. The File ID ¡nay
identify eiúer a scrâtch file o¡ a True File (or Trtle File
segmeùr).Ifthe lile ID idenrifies a TnreFile, it nÌaybeeilher
a simple or a compound True Fiìe. Reading a file is âccom-
plished by the following steps:

ln the case where tlìe File ID ideDtrlìes a scmtch file or â
sirnple Tnìe File, ùse ¡he re¿d capabilities ot tlle u¡derlyirg
operatillg sysrem.

ID the case where tÌìe File ID identiûes a coÙrpoulÌd 6le,
break dle reåd operation into one or more ¡ead operations on
comporreDt segmellts as lb]lows:

A.ldentifythe segnÌent(s) to bc read by dividing thcspccj-
fied file offset alld lelgth each by the fixed size ofa segueur
(a system deperdeDt parameter), to deteImine the segmenl
nù¡lber and Àumbe¡ of segments drat must be read.

B. For each segment ¡ùmber computed above, do the fol-
lowing:

i. Read the conrpound True File index block 1o detemrine
the True N¿nìe of rhe segment to be read.

ii. Use the Realize Tl1le File frorÌÌ LocatioD pÌlllitrve
nlechâDism 1o tllake dre True File segnent available
locally. (Ifthar meclìaDism fails, dre Read File mecha-
nism laiJs).

iii- Derennine úe File ID oftlÌe True File specilìedby the
'lrue Name corresponding to this segrnent.

iv. Use the Read File ùeclnDisÌì1(reculsively) to read from
tlÌis seg¡nelt i[to tLe conespoùd ìg locatioD in the
specìfied bùffeÌ.

4. write File
File writing uses Lhe ûle ID ¿r¡rd data ma¡agement capa-

bilitics ofthc underlying oFerâtirìg systerì. File access (Make
File Local described âbove)cânbe delèrred untii the first read

or wnte.
5. Delete File o¡ Directory

The process of deletiDg a file. for a given pâtlmame. is
dcscribed hcrc with reference to FIGS.27(d) â¡d 27(å).

First, detennirìe the local directory exteùsioos table entry
record 138 a¡dregioD table elìtry record 142lorthe file (Step
3422). lf tlìe lìle hâs no localdirectory exlensions tâbleettry
rccord 138 o¡ is locked oris in a read-ody regioD. prolibit the
dclctior.

ldeÌÌtiry the cor¡espoldlDg True File giveD the Tn¡eName
oldrefilebeiDg deleted using tlìe True File registry 126 (Step
5424). IIthe nle has no T¡ue Nd1e, (Step 5426) then delete
dre scratch copy oflhe file based ou its sc¡atch file ÌD iû the
locâl directory extensions rable 124 (StcF S427), Ðd con-
tinue \,itlì step 5428.

lfthefìlehasa lrue Nalrle and ilÌe l rue lile's use coullt ìs
ore (Step 5429), dren delete the True File (Step 5430), âtd
conti ue wiú slep 5428.

If tlÌe Êlelüs a True Nallle and the True Fiie's use coùût is
greater tharì orle. reduce jts use coùrÌt by one (Step 3431).
Then proceed witìì step 5428 .

ln Step 5428, delete nhe local dire€tory extensioDs table
cntry rccord, and âdd ân entry to the audil file 132 indicatiÌrg
dre time â¡d the operâtioD perfoned (delele).
6. Copy File o¡ Directory

A mechanism is providul to copy a file or tlirectory given
â source ¿lùd desr atioD processor aDd patlùame. The Copy
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file meclìânism does lrot actùally copy the datâ in the file,
oùly the True Na eofthe file.'Ihis mechanislll is perlormed
ås follows'

(A) GiveD lhe soùrce path, get the lrùe Name fioDì llìe
5 pallì. Ittlis step lails, the mechanism fails-

(B) civen rhe True Name and the destinatiou path,link the
destiDation pâth to the True Namc.

(C) lfthe soùrce aûd destinâtion p¡ocesso¡s have differenl
'l rue File registrjes, fiûd (o¡ ifnecessary, create) an entry fo¡

l0 the True Name in the True File registry tâble 126 of the
desfiDat¡on pmcessor. Eûter into rhe soùrce ID Âeld oftlÌis
new entry l¡e soùrce processor idenriry.

(D) Àdd an ertry to the aùdit file 132 lÌldicatirg tlìe üme
alld operatiol perlòrùìed (copy).

15 Ïlis nìecharlisnr add¡esses câpability oT tlrc systeù ro
avoid copyirg dafa f¡o¡¡ a source locatioÌr lo â destilâtio[
location when dre destirâtion already has the data. ln addi-
tioù, becâuse ofthe abìlity to freeze a directory, this ûecba'
nism also addresses capabiliLy ol1lÌe systeÌ¡ immediately to

20 Ìnake a copy ofâDy collection offiles, the¡eby to suppo¡t an
cfncient version control mechânisms for groùps offrles.
7. Move File or Directory

A mecha sur is desc¡ibed n'hich moves (or renaoÌes) a file
fronì a sourcepatlÌto a destinatior pad1. The move operatiolli

2s like dÌe copy operâtioD, requires no actùal transfer ofdata,
aùd is perfomìed as lollows:

(A) Copy the âle from the source patb to dre destination
pâ1h

(B) Ifdìe sou¡ce pâth is different fro)ì tire destinationpâth.
lo delete the source pâdÌ-

8. Get File Status
flús ùechalljslrl takes a file patluarne aùd provides ¡lfor-

mation aboùt Lhe pallxÌ¿une. Firsl the local direclory exten-
sioús table eùtry reco¡d 138 correspoÌrdiÌlg to ÎIÌe patlìllame

i5 given is fouDd. Ifno such entry exists, thelr this mcc¡Énisrn
fails, otherwise, galher iDfon¡âtion about the nle and its
correspondiûg True File lrorn dre local directory extelsions
table 124. Tlìe information c€rÌ incllìde arry inlormatioD
sho\vn in the data structures, iDclùdi¡g the size, typq owrÌerj

40 Tnle Nåùe, soùrces.lime oflast âccess, time oflasl modi6-
cahoD, ståte (local or rìot, assimilated or Dol, coNpressed or
uol ). use cou l. eÀpiration dale. and rcsenations.
9. Get Files ù Directory

This mcchanis¡n cnì.lmcrâtcs thc fi]es in â directory. lt is
ai used (implicitly) wheûever it is ûecessary to detenìine

whether ¿ fileexists (is preserì1) ina dircctory. Þ'orirìsiance, jt
is impÌicitly used ir dÌe Open File, Delele Fìle. Copy File or
Directory, aDd Move File opeÉting system nÌeclÌadsms,
bccaùse the files opemted où are referred to by pathnìmes

50 colìtâìn;rlg di¡ectory rÌarnes The rnecllaÌrisrìÌ wo¡ks as fol-
lows:

Tle local direclory exleNions lable 124 is searched lor ân
entry I38 widr úe given directory patbìame.IfDo such eutry
is fouùd, o¡ if t1rc eDÍy fourd is rÌot a dircclory dìeD thìs

55 DecharÌisD fails.
If there is a corespondirg lrue Þile field iD rlìe local

directory exteùsions table record, drell it is assumed düt dre
Tnìe File ¡eplesents a frozer directory. The Expand FrozcD
Directory primirive ùechanisûr is ù sed to expald the existing

óo True FiÌe iÍo di¡ectory eDt¡ies irl tbe local dir€ctory exten-
sions table.

FiDally, the local directory exterÌsioDs table 124 js again
seårchcd. this tir¡c to find cach dircctory subordirìâte to the
given directory. ï1e ùaùes found are provìded as tlrc ¡esult.

65 Renote MechadsnÌs
The remote ûechanisnÌs providedby the presenl inveùlion

âre ûow described. Recâll that relllote mechalìisms are used
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by theoperating systeùì irrrespoùding to ¡eqlìests from other
processoß. Tlese nìecììadsms enable the câpabililies ofthe
present invenlion in a pecr-lo-pee¡ network mode ofopera.
lion.

h a preseÌrtly p¡eferred embodjment, p¡ocessors coÍrmu- 5

¡icate widr each other using a reùrote p¡ocedùe call (RPC)
style ifferface, rùrxling over one of any Ilùmber of co¡nmu-
nicatioD protocols such as IPX/SPX or TCP/IP Each pee¡
processor uhich provides åccess lo its Tn¡e File regis¡ry 126

or file regions. or which depends on anolher pecr proccsior, r!

provides a number of mechanis s which caD be uscd by its
peeß,

The foliowi¡ìg renÌote mechauisrns a¡e desc¡ibed:
L Locate True File; t5
2. Rese¡ve True File;
3. Request Tnle File;
4. Retire True File;
5. CancclRcscrvatioD;
6. Acquire lrue File; 20

7. Lock Cache;
8. Update Cachet and

9. Check Expìrâtion Date.
l. Locate Tfle File

This mechaÌú$D allorxs a remote processor to detenDine 25

whedìe¡ tlÌe locâl prccessor coDra iDs a copy ofa specjnc Tnìe
File. The ùeclìanisrlÌ begins with a T e NaÌÌÌe and a flag
hdicatiÌrg whedìer to fo¡ivard requests for this file ro other
serveß. ftis mechânism is now desc¡ibed with reference ro

FIG.2S. r0

Filst detennirc if tlÌe lrlre File is âvaìlâble locally o¡ if
drcre is some ildicatloD ofw]re¡e thelme F-ile is located (for
exâmple, ir the Source lDs field). Look up the reqù ested Tnìe
NaÌle jD the Tnte Iile ¡egistry 126 (Step 5432). l5

If¿ Trùe File regist¡y entry record 140 is uol foûDd for this
TrueName(Step 5434), aDd tlìe flagiudicâtes tlìât the requesl
is nor lo be lo¡warded (Step 5436), respord negâtively (Step

5438). That is, reslond to the effect úât the Tnìe File is not
avaìlâble. 40

one the odìer ha[d, ifa Tnle File registry eDtry record 140
is not fouDd (Step 5434). arìd the flag iDdlcates that tlÌe
request fo¡thisTmeFile isto be forwârded (Step S436), then

forward a request for this True File to some otlrc¡ processors
jn dre systeûr (Step 5442). If the source lable for ilÌe cìrrreût 45

processor identifies onc or morc pùblishing servers which
should lìâve a copy ofdìis True File, then fò¡wa¡d the reqùest

lo each ofdrose publislìing se¡vers (Step 5436).
Ifa T¡ue F e registry e¡try record 140 is found foÌ the

required True File (Step 5434), atrd if tlìe entry i[chdes a 50

Tnle File ÌD or CoDpressed File ID (Step 3440), rcspond
positively (Step 5444). II the entry includes a True FiÌe lD
then this provides tlìe ideDtity or disk locatioll ofthe âclùâl
physicâl represeD{alion oflhe file or file segreiìt requ¡red. lI 

s5
rhe entry ¡rclude a Coûpressed File lD. then a coDÌpressed
ve¡sioù of tlìe True File may be stored instead of, or in addì-

ljoù to, an uncomp¡essed ve¡sion. This lìeld provides dre

identity of the acnìal representatjo¡ì of the compressed ver-
sior ofthe fìle. 60

lf tlìe True File registr,v entry record 140 is fou d (Step

5434) but does not include a TrueFilelD (dre l-ile lD is abseùt

ifdre actLì al file is ùo t cùarelÌtly presentatthecurrentlocatjoD)
(Step 5440). a¡d if the Tnìe file reglstry entry record 140
includes orle ormo¡e source processors, aDd jfthe ¡eqùest can 65

be forwarded, then fonvard the requesl lor tlús Tr e Fjle lo
one or more ofdre soùrce processors (Srep 5444).
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2. Reserve True file

'Ìlis mecha¡ism allows â remote processo¡ to ilìdicalethat
it depeDds on the loc¿lprccessor forâccess to a specific Tnìe
!-ile. It takes a T¡ue Name as ilìput. Tlìis mechanism is
desc¡ibed he¡e.

(A) Find the True File registry eDtry record 140 assocjated
with the given Truc File. Ifno entry exists, reply negatively.

(B) If dìe True File registry entry ¡ecord 140 does not
irclude a'lrue Fjle ID or compressed File ID, aDd ifthe True
File registry entry record 140 includes no source IDs fol
rcmovable storâge volumes, then this plocessor docs not have
access to a copy ofthe given flle. Reply negatively.

(C) Add ùe ID of the sending processor to d1e list of
depeldent processors for the T¡ùe File registry entry ¡ecord
140. Reply positively, ìeith an iÌrdication of wlìether the
reserved True File is oÌì line o¡ offline.
3. Request True File

'Iljs mechanislù aÌÌows a reùote processor to request a

copy ofa True File from dre local processor. I t requires a T¡ue
Narne and responds positively by sendirg â Tlue File back to
drcrcquestingprocessor Tlæ mechanism operates as follows:

(A) Ftud dre Trùe Fileregistry entry record 140 associated
witlì the given 'I'rue Nârlle. lf there is l1o such True File
regisrry e¡rlry record 140. reply negalively.

(B) Make ¡lìe True File local using the Mâke True File
Locål primitive ùechanism. If tlús üechanism fails, the
Reqùest True File nÌechanism also fails.

(C) Send tlìe local TrueFileiD eii]ler it ìs uncompressedor
co¡¡pressed form to the rcquesling reûrote processor Note
that if the True Pile is â compound file, the coùìpo¡eflts are not
seDl.

(D) lfthe reùote file is ljsted irì the depeùdeùt process list
oIlhe True File regjslry erLry record 140, remove il.
4. Retire True File

Tlris mechanisr¡ allows a renrote processor to indicale that
rt lro longer plârN to mailttâin a copy ofa giveD T¡ue File. A¡r
¿¡lterllate source of tlÉ True Fjle can be specifìed, il, li:r
instaDce, the True File is beiùg moved from one server to
another It begins widr â True Name, a requesting processor
ID, âod åÂ optional altemate source. This Ìneclìanism oper-
ates as follows:

(A) Find a fnre Name entry in ùe True File reBi stry 126. lI
there is Do ent¡y lor tlìis True Name, th;s ûechaÌism's task is
coûplete.

(B) Find tbe requesting processor orl the soùrce list and, if
it ìs there, rel]lole it.

(C) If an altemate source is provìded, add it to tlÌe source
list for the True File registry elllry record 140.

(D) Ifthe source list oftlÌc Trùc Filc registry cntry record
140lus no items jn it, ùse the Locate Remote file primitive
mechaûism to search 1òr anorlÌer copy ofthe file. If it fails,
raise a serious elror.
5. Câncel Reservatioû

This mechadsmallows â ¡ernote processor to irÌdicate ihat
it [o longer requires âccess to a True File stored or'l the local
processor. Ìt begjns witlì a f-rue Narne ând a requestinB pro-
cessor ID and prcce€ds as follows:

(A) Find ùc Truc Name e¡ìtry iD the True File registry 126.
Ifthere is no e[try for this T¡ue Naùe, tlÌis mecballism's ta sk
rs cornPlete.

(B) Remove tlìe jdeûtity ofthe requesting processo¡ frorn
the lisf of dependent processoß, if it appea$.

(C) If the list ofdependeDt processoß bc:comcs z,cro âDd thc
use counr is also zero, delete lhe True File.
6. AcquirE True File

This mechanism allows a remoLe processor to irsist tllal a

local processor make a copy ofâ specined Tl]]e File. It isused.
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forexâmple, wlìeù â caclrc clierìtwants to write tkoÐglì â new
veßior of a lìle. Tle Acquire True Fjle mechaûism begiùs
with a data ilenr and an optioDâl True Name for lhe dala ite¡n
âlrd proceeds as fo]lows:

(A) Confir¡. tlìat the reqùestjrìg processor has tlÈ ¡iglf to 5

require the localprccessor to acqui¡e alata iems.Ifnot, seod
a negative reply.

(B) Make a local copy of the data iteù t¡ausmitted by the
remole processor-

(C¡ Ass¡milate the d¿ta ilem into tbe True File regisLry of l0

the local processor
(D) If â 'l'rue NaiÌe was Fovided wiù tlìe file. the True

Nâme câlculâtioD caÌl be avoided, o¡ the mechanism can
veriry that the file received ùatcbes the Tlue Name seDt. t5

(E) Add an eutry ir the deperdent proces sor list of ihe lrue
file regjstry record iDdjcating that the requesting processor
depends oD tlis copy ofthe given True File.

(F) Send a positive reply.
7. Lock Cache 20

This ûechanis¡¡ allows a ¡emote caclrc cliellt to lock â

local flle so tlút local useIs o¡ other cache clients caD[ot
change it whilethe reùote processor is using ìt. Tlæ mecha-
nism begins wjfh a path¡aùìe aùd proceeds as follows:

(A) Pi[d the loc¿rl directory exteDsiolìs table elltry record 25

I38 ofthe specified patllrlame. Ifrìo such entw exists, reply
negatively.

(B) I1â¡ local dìrectory exteNions tâble eÀtry record 13E

exists arìd is already locked, rcply negatively that tle ñle is
already locked. ro

(C) lfaD local dìrectory extensions table eùtry record 138
exists aÌ1d is not locke4 lock the eúry. Reply positively.
8. Update Cache

This mechaûisù ållows â re¡rote cache clierÌt to udock â

local file ând update il witlÌ new contents. It begins with a i5
patlxume aDd a True Nâme. The file correspondiDg to the
True Nâ¡ìe mùst be accessibìe l'rorn the rernote processor.
This nÌechaÌúsm oper¿tes as follows:

Fiùd the local directory extensions table er1try reco¡d 138
cor¡espoùding to tbe givel pâtbname. Reply ùegâtively ifDo 40

sùch entry exists or lf the eDtry is not locked.
Lr¡li the Bive[ patb.Àalìle to tlÌe given True Name L¡siDg the

Ljnl PaLlì to True Name priDit¡ve mechânism.
Unlock thc locâl dircctorv cxtensioDs table entry rccord

138 and rcturn positively. 45

9, Clleck Expiratìor Date
RetuIìl cuIIent or new explr¿tion dåte and possible a¡te¡-

Dati\,e source to caller.
Bâckgrouììd Præesses â d Mechanisms

Tlìe backg¡où[d processes aùd mechanisms provided by 50

tre preseDt j[ventioD are now described. Recaj] that back-
ground mechanisms are intended 1() n¡n occasioûally and ala
low prioriry to provide automated rnanagerneÍ capabilities
wiilì rcspect to drc preseDt i[ve]rtion.

The lollowrng backgroù¡ìd meclÌarisms are described: 5j
L Miffor'l-rue File:
2. Gmonì Region;
3. Check for Expired Links;
4. Verify Region; and
5. Groom Soùrce List. 60

1 . Mir¡o¡ True FiÌe
This mechanism is used to ensure that files a¡eavailable in

alterDatc locations in mjrror groups or archivcd oD ârchival
serve$. Tlìe mechânisrn depe¡ds où application-specifrc
mig¡a(ìo¡,/ârcIúval criterìa (size, time sirce lastâccess, [ùrn- ói
ber olcopies ¡equired, number of existing altemative sources)
which deternri're ùnder whâl conditions a file should he
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mo\€d . The MiÍor True File mechaÌi srù operates a s foll ows,
ùsing tbe True File specified, perform the lollorvìng steps:

(A) Coùnt the nunber of availâble localiorìs ol the Tn¡e
Fileby iNpecting thc soùrce listoftheTrue File regis try eDtly
record 140 fo¡ dle True File. Tlis step determines bow ùÌany
copies ofùe True. File âre available in the syslenl.

(B) Ifthe True File meets tlìe specified migation cnle¡ia.
select a mirlo¡ g¡oup sewel to which a copy ofthe file should
be sent. Use tlÌe Acquire True File remote mechalism to copy
the T¡ue File to the selected mirror group serve¡. Add tÌìe
identily ofthe selected systcm to tlÌc source iist for thc Truc
File.
2. Grooù Region

This nechauis[r is used 10 autor¡alically free up space ina
processor by deleting data iterns thât ùray be available else-
where. The mechânism depends on application-specific
groomiûg crite¡ia (l-o¡ instâ[ce, a fìle may be reûìoved iftlrcre
is â¡ altenÌate o line soùrce forit, ithas notbee¡ accesscd in
a gìven nùllìber ol days, and it is larger thaD a giveu size). lhrs
mechanisrn operates as follows:

Repeat the follo*iDg steps (i) to (iii) witlì mo¡e aggressive
grooDitrg criteria ürtil suiìcient sp¿ce is f¡eed o¡ until all
grooming criterìa have been exercised. Use grooùirlg iDfor-
ùâtiolì to detenniùe how much space lus beeù lreed. Recall
tlìât, \¡r'Iìile grooùing is in effect, groomiÌìg irfonìâtioù
ilcludes a tableofpatluanes selected for deletiolÌ, and keeps
tr¿ck of the amount ofspace tlìat t¡oùld be 1ìeed jfall ofthe
nles were deleted.

(i) Begin Groomirg (usiDg the p¡iDritive mechâÌism).
(ii) For each patlrllâÌìe ilì t]re specined regioù, for the Tnle

File correspo[diùg to dre pâdlnaüe, ifdÌe 1'rue F ilels preseDt.

lìas al leasl one altemalive source, and meets applicaLioD
specific grooming criteria for dÌe regioÌr. select ÎlÌe lìle for
removal (using thc primitivc rncchanism).

(iii) Eûd Groonìing (ùsing dìe primitive nechårisnì).
If tlrc regron is used as a cache, [o other processors are

depeudent on True Files 1o which it ¡ele¡s. and all such Tnre
Files âre mi¡¡ored elsewlrcrc. Il'l tlús case, True Files c¡ìD be
¡ernoved witir impuúty. For a cache reCiorì, tlle groornil'lg
criteria would ordirurily elimiùate the leasl rece lyâccessed
True Files first. Tllis is best doûe by sorting the Tnìe Files in
tlìe region by tlrc most recerìt access tillle before perfonùilg
step (ii)âbove. Tlìe applicåtion specific criteriâwoùld thus be
to select for ¡erùoval every True File encoul(ered (begiùùing
with tlìe least recently used) urlül llrc required arùouDt of free
space is reached.
3. Check for Expired Lirks

This nìeclìarÌism is used to detenlrine whether dependen-
cies on pùblished files should be ¡efreshed. The following
sreps descdbe the operâlion of-tllìs nrechânisnì:

For eâch pathnâme in Lhe specined regioù, Ior eâch True
File conespolding to tlìe patlìrÌanÌe, perfom the follo\riDg
step:

Ifdìe True File registry effry record 140 co¡respo¡dj[gto
the l rue I. ile contai¡rs ât least one source which ìs â publislìing
server, and iftlÌe expiration dare ol'l the depeDde[cy is pâst or
closc, drcn perform thc follo\,\,iDg stcps:

(A) Detenni[e whether the True File registry eDtry record
co[tajrN other sources wl¡ich have not expj¡ed.

(B) Clìeck the True Name expir¿tion of tlìe server ll tlìe
expiraüor date has been extended, or ån altemate sou¡ce js

suggested, add tlìe soùrce to the True File registry entry
record 140.

(C) lflìo acceptable alteruate source\ras found 1Ìl steps (A)
or (B) above, make a local copy ofihe Tn¡e File.

(D) ReDove fte expi¡ed soùrce.
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4. Veriry Regior

This mechanism can be used 10 ensure lhat ùe dala iLems in
tlìe Tru e File ¡egistry 126 have not been clamaged accidentâlly
or ûaliciously. The operatiorì ofthis necha snì is described
by tlìe followlÌg steps:

(A) Search the localdirectory extensions table 124 for eâch
pathname in the specified reg¡on and úen perform the fol-
lowiûg steps:

(i) Get the T e File na¡ne correspondingto lhe padxlame;
(ii) II the T¡ue Fjle regis try entry 14 0 for the True File does

not have â Tnre File ID orcompressed frle ID, ignorc it.
(jii) Use d1e Veriñ/ T¡ue File mechanisÌu (see exteDded

mechanisms below) to coDfirm that the True File speci-
ûed is co¡¡ect.

5. Groom Source List
The so¡¡rce list in a T¡ue File entry should be groomed

sometimes to erìsue tlìerc are not too many nriúor or arcl¡ve
copics. Whcn a fileisdeleted orwhen â region de6nition or its
miror crite¡ia a¡e cha¡lged, it ûay be ùecessary to ìDspect the
affected T¡ue Fiies !o deterûìi¡e wheiher there â¡e too marry

nrirror copies. This can be dorìe wilh the following steps:

For each afrected T¡ue File,
(Ð Search tlìe locâldircctory exte[sions table to furd each

region tlìat refers to tlìe Tnle File.
(B) CreâÎe a set of"required sources", iDitially eDrpry.

(C) For ech region fouud,
(a) deteÍnine the mir¡o¡ilrg c¡ireria for that region,
(b) deten¡iûe which sources for the True File sâtisry úre

mir¡oritrg crileriâ, and
(c) add drese sources to the set ofrequired soùrces.
(D) For each source ¡r tlÌe True File registry entry, if the

sourceideù1ifies a remoleprocessor(âs opposedlo removâble
media), ând iftlìe sor¡rce is Dot a pùbÌisher, aùd iftlìe source
is úot ir¡ the set ofreqùired sources, theD elimirÌate lùe soÌrrce.
aùd use tlìe Cârlcel Resewâtìol reÌuote ùcchanism to e]iDri-
ììâte dre given p¡oces so¡ lrom llìe lis I o-ldependeDl proces$ors
recorded at tlìe remote proccssor idcDljficd by the soùrce.
Extended Mechanisms

The extended mechaùisr¡s provided by the preseDt illven-
tioD are now described. Recall that extended mechanisnìs run
within appijcation programs over Î1rc operatilg system ro
prcvide solùtions 1o specific problerns and applications.

The followiùg exteDded mecbanisfls are described:
L Inve[tory ExistilÌg Directory;
2. lÀ\.ertory Renrov€ble. Read-only Files;
3. SynclÙonize Directoriesl
4. Publish RegioD;
5. Retire Directory;
6. Reålize Directory al lÆcatiou;
7. Verily True File;
8. Tmck forAccouÌrtiÌrg Purposes; âDd
9. Tmck for Lice$i[g Purposes.

l. INerÌtory ExistiÌìg Directory
This rneclünisùì dete¡mines the Tnìe Names offiles iD an

cxisting online djrecrory iu the underlyirrg r.,per¿ling syslem.
One purpose of this nlechaÌism is to jDstall T¡ue Nanre
oecha sms in aD exisring fìle systerll.

An effect ofsuch â¡ inslâll¿ltìo¡ is to elimiDâte iÌ¡medi-
ately alìdùplicate ñles ûom the 6le systen bei[g ûaversed.If
several file systems arc jùve[toried ir a si[g]e True File
registry duplicates across the voluûes âre also eliminâted.

(A) Ta¿verse tlìe underlying file systen in dre opemtirg
syste¡n. Foreâch lìle encounLered, excluding direclories. per-
form the followirÌg:
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(i) Assinlilate the Rle ercorùìtered (using the Assiûìilâre
file prinririve rneclìallisrn). 1ùis process co¡ììpures ils
Tnìe Name ârìd noves its data into the True file registry
126.

5 (ji) Creale a pallùame coDsisting olthe palh lo the volume
dircclory aùd the relative path of the nle on tbe ùedìa.
[,ink th is pâdì to tlìe compùted True Name usirìg the L;d(
Pâth to True Name primilive mechaoism.

2. I ,eùtory Removable, Reåd-Orly Fiìes
lo A system ,rith access to removable, read-only media vol-

umes (such as WORM disks and CD-ROMS) caD crcatc a

ùsable illveDtory of the files ou these disks withoùt having to
ùlake oD.lille copies. TlÌese objects câù then be ùsed for arc]ìi-
val pùrposes, directory overlays, orodlerreeds. Ar operatol

15 musl request dìat an inventory be created for sucll a volume.
This mechanism alÌows for mâiûtaining invertories ofthe

conteùts offiles and data items on removâble media, sìich as

diskettes aÌrd CD'ROMS, indepe¡dent of otlìer propefies of
Lbe files such as name, location, and däte olcreation.

20 The ¡rechânism creates arl online inventory of dre files on
ore or more reìnovable volurÌes, such as â floppy disk or
CD-ROM, wlÉù dìe data o¡¡ the volu¡¡e is reprcsented as a
djrectory. '1lÌe inveDtory seflice ùses â 'l'rue NaÌne to ìdeùdry
each file, providiÀg a way to locate tlÈ data iDdeperde¡l ofils

25 ûaùe, date ofcreâtion, or locafion.
Tlle inverìtory câo be ùsed for archivâl ofdata (Ìùaking il

possible to avoid archiviDg data wheD that dâtâ is âl¡eâdy oÌ1

a separale voluùe)- for groomjûg (makiru it possible lo
delete iDfrequerÌtly accessed files if they caû be retrieved from

:o ¡emovable volumes), for version co[trol (ùìaldng it possib]e
to generate â llew versiol of â cD-RoM witlrcut having to
copy dre oÌd venion), and for otlær purposes.

The inveDtory is mâde by creâti¡gâ volume directory in the
media ilverrtory iD \,vlÌich each file Dâmed iderìtifies le data

35 itcrn on thc volùmc bcirìg inventoried. Datâ items âre not
copied froùÌ d1e ¡emovâble volu¡re durìng the iDve¡tory pro-

Ar opera Lor mns t request ihal ân inventory be c¡ea ted lor a
specific volullle. OrÌce created, ihe volule directory caû be

40 frozen or copied ljke alry other directory- Dâtâ iteûs lro¡n
eithe¡ the plìysical volùûe or the vohrme directory caD be
accessed usillg the Ope[ File operating systern meclìarÌisrÌÌ
whiclì will cause them to be re¿d froû ûe pl¡ysical volume
nsing the Realize True File from l,ocation p¡initivc l¡ccha-

45 nism.
'l-o create all iDveDtory the fol]owiDg steps âre taken:
(A)A volurne tlirectory in the media invenlory is creâted to

coûespoùd to the voluìe beiÌrg iùveDtoried. lts contextual
n¡ìllr identifies thc spccific volumc.

st (B)A soùce lâble elìtry 144 forthe volùÌne is creâted iù the
soììrce tâble130. Thìs eotry 144 ide[tifies tlìe physìcal source
volùme ând tlæ volume directory created ill step (A).

(C) Tlìe filesysteùon the volùùe is traveßed. For each nle
c[courìtcrcd, cxc]ùdjng djrcrtorics, tlìe followirìg steps âre

55 tâken:
(i)]ïe'lñe Name of tlÌe file is coûlputed.,An eftry is

created in ilÌe True Name rcgsfry 124, itcludiûg the
Truc Nâlllc of the file using the primitive mechanism.
The sou¡ce field of the Trùe Naúe registr-v eûtry 140

60 ideDtjfies tlæ source table eùtry 144.
(jj) A patlùame is created consisring of the path Ìo the

vohì¡Ìe diÍectory and dre relative path of tlìe file on the
mediâ. This path is linked lCJ the coì¡puted True Name
ùsirlg LiDl¡ Path to Tnle Narne pmùitive Drechauism.

6j (D)AÌer all files lìave beeD invertoried. llìe volùmedirec-
tory is liozeD. The volume directory serves as a lable oJ
coDteûts fo¡ fhe volùùe. lt carì be copiedusjùg rhe Copy File
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o¡ Directory primitive nìechaDisrìr to create aD "overlay"
directory \,!,hich ca¡ then be modilìed. maliing il possible ro
edit a virtual copy oIa read-only medilìm.
3. Syûclùonize Directories

Given two versioDs of a directory de¡ived fiìrn the saûÌe 5

starti[g point, this nlechaDism creates a Dew, synchrodzed
version wff ch itrcludes the changes from each. Where a frle is
châ[ged i¡l both ve¡sions, this mechanism plovides a u se¡ exit
for harrdling the discrcpâncy. By usrng True Narnesi compari- 

Ìo
soûs are instantaJìeous, aûd no copies offiles are necessary. '"

This nrechanis¡Ì letsa locâl proccssor synchronizc a dircc-
tory to âccouût for changes Dade at â reDote processor Its
puÐose is to bring a locâl copy ofa directory up to date afier
a pe¡iod of ùo coûìmunicâtioD betwee[ the local a¡td rerùote 

15
processor Such a period migllt occü if the local processor

werc a nÌobile prccessor detached fiom its serverJ or if two
dìstant processors we¡e rùn indepe[dently and updated
Dightly.

A¡ advantage oitlÌe described sy[clùoùizatioÌr process is 2o

llìat il does ùot depeûd orl syDcÌùoüzilìg t]ìe clocks of the
local âûd remote p¡oces sors. However, it does require that the
locai processol track its positiorÌ in the remote p¡ocessor's
¿rudit 6le.

Tlis mechâùisrì does not resolve clìtuìges flade sinlulta- 25

Deously io tIrc sâlne file ât seveml sites. If tlÉt occu¡s, ân
extenral rcsolufiorì DechaDisln such as, for example, opemtor
jDtervention. is required.

Île ¡nechÂnism râIies as input a stan tinre. a local directorl -^
pathname. a remote processo. name. änd ä remote rlirectory r!
pattüaÌ¡e naDÌe, alld it operates by dre following steps:

(A) Request a copy olthe aùdit 6le 132 from the renìote
prccessor usjDg tlle Requesl True File rerùote rneclìanisnì.

(ts) Fo¡ eâch e¡lry 146 i¡ tlæ audil file 132 after the start ¡s
tiùe, if ûe e¡try iûdicates a change ro a file iû tlæ renrote
direclory, pelfon)] the following steps:

(i) Compute the pathname ol lhe corespordhg Êle in the
local dircctory. Dercn¡ire the True Name ofthe cone-
spo[di[g file. 4a

(ij) lf tlìe T¡ue Name of tlle local file is tlìe same as the old
Trùe Na¡ìÌe iD the âùdit file, or ifthere is lo local fiJe and
the arÌdit ent¡y iDdìcåtes a new file is being created, link
thc ncw Truc NaDlc iD thc audit filc to the local pathlame
usjng tlìe LiDt Path to Tnle Name primitive ùrechatrism 45

(iii) Otherwise, ùote that there is a problelll with the syn-
cluoniatìon by sendiDg a rnessage to Lte oper¿tor or to
a problenr ¡esolutiou prog¡am, iDdicaliÆthe Ìocâl paft-
na¡¡c, rclìlotc pathrìâ[rc, rcmotc proccssor, aDd tirnc of
clünge. 50

(C) Afte¡ sylclÌodzation is cotrìplete, record the tillìe ol
tlìe filìal charÌge. This time js to be used as the new staÌt tinÌe
rhe ¡ext tiùe this directory is synch¡onized with the same
relnote processor.
4. hrblish Regioìr 55

'l_he pùblish regioo meclìarìisrn allows a processor to offer
1lìe files iù a regiolì to ary clierlt processors for a limited
leriod of ti e-

Tle puÌpose of tlrc service is to eliminate arry need for
cÌierÌt processors to ùake ¡eservations with the publishing 60

processor. This in turo ùakes it possible fòr the pì¡blishing
prccessor to service a much larger rluùber ofclieDts,

Who a rcgion is publishcd, aD expir¿tion d¿te is defined
forall files intheregioD, ard is propagaled ìto the publishing
system's 'l'rue File regisÌry e¡try reco¡d 140 for each file. ó5

'When a remote lìle is copied, Ior jDstance us;Dg the Copy
FileoperatiÌÌg systen ùeclì¿ì]lisnì, lhe expiratioD dâte is cop-
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ied iúothesolìrce ficld oftheclieDt's TrLre Iile registry e]ltry
record 140. WlÌeD tlÌe source is å publishi¡g system, ro
depeùdency Deed be created.

The cÌìerÌt plocessor lllust occasionally and in background,
clrcck lor expired linls, to make sure itslillhâs åccess to these
files. Tlljs is described in the backg¡ound mecha¡ism Check
for Expired Links.
5. Retire Dilectory

This nechâùisrìÌ ùåkes it possible to elimirÌate safely the
True Files in a directory or ât least depeDdencies oD tlìenl.
after ensuring dìat â¡y client processors dependjng on those
files remoYe drei¡ dependencies . The files in tlìe directory are
Dot actually deleted by this process. The drrectory can be
deleted ùiû îhe Delere File operatiug systenì meclìanism.

The rneclulisùr lakes tlrc patb¡ame of a gjven directory.
and optionalll the idendficatioÌr of a prefe¡red ¿ltenute
soìrrce processor for clients to use- Tle mechanism performs
the follo\r'ing steps:

(A) Traverse the direclory. For each file in the directory.
perfon¡ dìe followi¡g steps:

(i) Gel lhe True Naùe oftlìe frle from its path arìd fiûd the
True File registry eDtry 140 associated wiû dre True
Narne.

(ii) Detennirc ar altenlate source for tlÌe True Pile. Iftlìe
source IDs field ofúìeTFR erì1ry inclùdes the prcferred
âhemâte soùlce, that is ùe âftenâte soÙrce. If if does
not, but irÌcludes some ollÉr source, tlút ls tbe alterÌìate
soùrce. If il coDtajN no alternate sources, therc is rlo
aÌternate soùrce,

(iii) Foreach dependert proces sor in dìe True File registry
entry 140, âsk tlüt prccessor to ¡etire tììe True File-
specjlyiDg aD altemate source if oue was detenùirÌed.
using the remote mechaniun.

6. Realize Directory al LocatioD
This mechalisnr allows thc ùscr or opcratirg systcm to

force copìes offiles from sorle source location to dìe Trùe
File ¡egistry 126 at a giverì locatjon.'Ihe pùrpose of tlìe
ûechanisnì is Lo ensuÈ thaL files are accessible in rhe eveut
the sou¡ce loca¡ion becomes iÌìâccessible. This câll happen
for iDstance if the sou¡ce o¡ giveD locåtioD are orì mobiie
computeß, o¡ a¡e oD rerllovable media, or if the ûetwork
coÀùectio[ to the source is expected to beconìe uûâvailâble,
or if úe source is beiùg retired.

Ïris rneciranism is provided inthe followi¡g steps for eãch
file ill the give[ directory with 1]æ exceptio[ ofsubdirecto-

(A) GeL lhe locâl directory exle¡ìsions table enlry record
138 giveù tlÌe pâtlÌume of dle file- Get the True Nanle of the
local directory cxtensiorÌs table entry record 138. This service
assimilates tle file ifit has no¡ alreâdy beeD assimilated.

(B) Reålize the correspondillg True File at ùe given loca-
lion. This service causes it to be copied to tlÌe give¡ location
from ¡ rernotc syste¡n or reúorable rûedia.
7. Veriry True File

Tlis nlechaùism is used to verif, dìat tlrc dâta i teÌÌì iû a T¡ue
File registry 126 ìs indeed tlìe co¡rect data ireù giveû its'l¡ue
Name.lls purpose isto guard agaimt device erroß, malicious
clìanges, or other problems-

If a¡ enor ;s found, dre system has tlÌe ability to 'heal"
itself by fulding ânother source for dìe -frue l-ile wjth the
given nâlne. It may also be desirable to veriôr drat tlìe error
lüs Dot propagated to otlrcr systens. alld ro log the problem o¡
irrdicatc jt to the co¡Ìrpul€r operator. TlÌese details a¡e no1

described he¡e.
'lò veriry a dâtâ ilem that is not iD a'Irùe file registry 126.

use the Calculate True Name priDritive mechanism described
above.
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The bâsic meclìa¡isnì begirìs with a True Nâme, arld ope¡-
ales in the lollowiûg sleps:

(A) FiDd llæ True FiJe registry enlry record 140 corre-
spoÀdjrlg to tlìe gjvel True Naûìe.

(B) Ifthere is â'Irue FilelDforthelrue !'ile registryentry 5

¡ecord 140 fhen use it. O{rerwise, indicatethat no file existsro
verif.

(C) Calculate the T e Name oftùe dafa item given the file
lD oftlìe datâ iiem.

(D) Confirm that the calculated True Nanre is equâl to the lo

given True Name.
(E) Ifthe True Naùes are not equal, drerc is aÌì error irì dle

True File registuy 12 6. ReDove tlìe True File lD froìn dÌe True
File registry entry record 140 alld place it soùrewhere else. 

15
Indicate that the True File registly ently record 140 coÍained
alÌ elIor,
8. T¡ack for Accou¡ìting Purposes

Thjs mechãnism provides a way to know reliâbly whìch
files have beeù stored or1 a syste¡ì1 or lrâDsrÌ l¡ed froû orle 20

system to another. The rnechaùism ca¡ be used as a basis for
a value-based accoulltillg systeû irì which charges are based
ol1 the ideùtity of the d¿ta stored or bânsnlined, râd1er thâD

simply on the lìumbe¡ ofbirs.
This mechanisrÌì âlìows tlìe systen ro trâck possession of 25

specific dara rteDìs accordiDg to coDteDt by ow[er, iDdepeD-
deùt ofûename, dáte. or otlÌer properties ofthe datâ iteù, al1d
tracks the uses of specifìc data iterns and files by conteDt lòr
accouùtiùgpùrposes. True na¡¡es make it possible to identify
each file briefly yel ùniquely for tlìjs pù.rpose. i0

lracking the ìderrtities of files requires rÈainlaining an
accouÌrtiDg log 134 a.nd p¡oces siùg il fol accoì¡ntiDg or bìllilìg
purposes. The mecìünism opem(es iD dÌe lolÌowing steps:

(^) Note every tin)e â file is c¡eated o¡deleted, for instance
by monilori[g audit eûtries in the Process Audit File E ry ]5
pÌi[riti\?e mechanjsm. WlÌe[ such an event js encorùìtered,
create an entry 148 ìn the accou¡tinB log 134 tlìat slÌows the
responsible party arìd the idently oI lhe ûle ùeated o¡
deleted.

(B) Every tiùe a nle is úâ¡smitted, for iùsta¡ce when â nle 40

is copied u'ith a Request True File reÌDote ìneciürism o¡ alr
Acquire True File remote Dìeclìa[ism, create an e[try in the
accorurtiDg log 134 rhat shows the responsiblepârtyJ the ideD-
tity of thc filc, and thc sourcc and destination proccssors.

(C) Occasiona]ly ruD an accoruting program 1o process the 45

âccorùrtiùg log 134, dist¡ibrìting tlle eve¡ts to the åccouÌrt
recolds ol each responsible pafy, The account rccords can
event¡]ally be suùìmarized for billing purposes.
9. Trâck for Licensing PurFoses

TIlis ûechanisÌn ensùrcs that licensed 6les â¡e Dotused by 50

unauthorized parties. The True NaDìe p¡ovides a safe way to
identily ljcensed malerial. This service allows proololpos-
sessiorì of specinc nles âccording to their contefis witllour
disclosiDg tlEir coÍents-

EúoÌcing ùse of\.alld licenses can be acti\€ (fo¡ exarnple, 55

by refusìÀgto p¡ovide access to a file withoùt autlìo¡izatioD)
orpassive (fo¡ exaù'ple, by c¡eatirg a repof ofusers wlìo do
not have p.oper authoriz,ation),

Oûe possible way to perform Iicense vâlidâtiorì is to per-

fonn occasioDaÌ audits of ernployee systems. The service 60

described lìerein relies on True Names to support sucll aIÌ
audit, as in the following sreps:

(A) For cach liccnscd product, rccord in thc LccDsc tablc
136 tlìe True Name of key files iù the product (tlìât is, files
'lvhich aÌe required ìn order to use tlìe product, âùd wlìiclì do 65

notocc ¡ in odrcrprcducls) Typicâlly, fo¡ â sollwâ¡e product,
this woùld irclude dìe ùâir execulâble image and perlups
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oihernìâjorfiles suclì as clip-art, scripts, oronliDe help.Also
record tlìe identily ofe¡chsyster¡l which is autlìoized to lÌave
a copy oI tlìe lìle.

(B) OccasioDally, compâre the conteûts of each user pro-
cessor against the ljcense table 136. For each True Name in
the liceNe table do the followirìg:

(i) Unless the use¡ pñcessor is âutho¡ized 1o bâve a copy of
the ñle, confi¡m that the use¡ processo¡ does llot håve a

copy of tlìe file ùsing the Locate True File mechanisù.
(ii) Ifthe user Focessor is found to have a flle that it is not

autlìorized to havq reco¡d the user processor and T e

Nâme in â license violation
The Systenl in Opemtion

Give[ the ûechaDisms described above, tlìe operationofa
typical DP systeÌn employing tlÌese mechånisms is nol1
described in order to der¡oùslÉte how the preseDt invention
rneets its requircments and capabilities.

hì of'eration, dâta items (for example, files, database
records, rnessages, data segrnents, data blocks, directories.
iNtances of object classes, and the like) in a DP system
employing tlìe preseÍ hventio[ âÌe identified by sùbstaù-
tìâlly unique ìdetrtifiels (True Names), the ideDtifie¡s depeDd-
iûg on allofflredata in the data items and only oû the data ir
the dâtâ iteùrs. The primitive ùechâ[isrns Câlcu]are True
Name andAssimilate Data Item support tl s property. For ally
given datâ item. usi[g the Calculate Tfle Nane priùÌitive
mechanisùj a substa[tially r!ìique ideDtifier or True Naûe
for rlìat data item can be detennined.

Furthel ir opemtion of a DP system iDcorporaling Ílìe
preseùt in\,eDtion, multjple copies ofdata items are avoided
(uriess tlæy are required for some leâson sì¡ch as bacl(trps or
mirror copies in a faull-toÌeraDt system). MultipÌe copies of
data itenìs a¡e avoided even when ùultiple names refer to the
sâ e data itenÌ. The primitive mechânisms Assimilate Datâ
Ile¡ns aDd New Trùe File support dìis property. Using the
AssiIìilate Data lteù primitìve mechanism, ìl a data item
already exists iù the system, as indicated by an eìrfy in the
True File registry 126, this existelce will be discovered by
ahis rnechanism, and the d plicate data item (the new data
item) will beeliNinated (or rot added). Thus. for example, if
a data file is being cop ied onto a system fiÞr¡ a lloppy disk, il'.
based oÌì dre True Name ofthe dâtâ fiie, it is dereImilred dlat
tlìc datâ filc alrcãdy cxjsts iD thc systcm (by thc sarnc orsol]:c
odìer ¡rame), tben the dûpljcate copy will not be installed. If
tLe data item was behg installed où the system by sonle ùaûe
odrer than its curerìl Dame, tleD, usirÌg the LiÌk Path to T¡ue
Naùe prilìlilive mechaùisnì, tlre other (or new) Dallle car be
liùked to the âlreâd], exìsting data iteû.

Lì geneml, tbe mecbanisms ofthe present invention opeiåte
in suclì a way as to avoid recreathg a.¡ì actual data iterù at a

localioll when a copy of tlìal dåta ilem is already present ¿l
tllat locâtioD. In dÌe case ofa copy frorn a floppy disk, the dara
itellì (Â1e) mây lìave to be copied (iüo a sc¡atch nle) before it
carl be detennined tlËt it is a dupiicate. This is becaùse only
orÌe prccessor is invoÌved. Orl t]re other lurd, ilì å multipro-
cessor enviroùnent orDP system, e¿chprocessorhas a record
oftlÌe True Names ofthe data items on that p¡ocessor. When
a data item is to be copied to aùotlìer locatioÌì (anotber pro-
cesso0 in the DP syslerB- all lllal is necessary is to exam¡De
the True Name ofdre data item pdor to the copying. Ifâ datâ
item with the same True Name already exists at the destina-
tion location (proccssor), dÌcn thcrc is no nccd to copy tlÌc
datajtetn. Note thât ifadata ilem wlìjch already exists locâlly
at â destiÍ-ation location is still copied to the destiûâtion
location (Ior exanìple, becaùse the ¡erÌote systenÌ did nol
bave a True N¡¡re lor the dcllì i(en or bec¡use il cJrives as c
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strearÌÌ ofun-Dâmed data), tlìe Assiùilå te Data ltenl primitive
ùechâ ism wiÌl prevert¡ìulliple copies ofthe data iter¡ fronr
beiDg created.

Sjnce the'lrue Name ofa large data item (a compounddata
jte¡¡) is derived from ald based on the True Names ofcom-
poÌrents ofthe datâ item, copying ofa¡ enti¡e dâtâ item cân be
avoided. SiDcc some (orall) ofthe components ofa large data
ilem nÞy already be present at a destinâtion location, orJy
lbose col,llpoûents whicharerlot presert there need be copied.
Tlis property de¡ives fiom the Durrrer irr which True Names
are defermi¡ed.

Whe¡ a file is copied by the Copy File or Dirertory oper-
âti[g systerD mechaDism, orìly the True Naùe of the Âle is
âctùally repÌicated.

WheD â nle is opened (ùsing the Open File ope¡aring sys-
te¡¡ mech¿ùrism), it uses d¡e Make True File Local priùitive
Drechanism (either directly o¡ iDdi¡ecrly through the Crcate
Scrâtch File prirùitive meclìaùisnr) lo create a local copy of
rhe file. The Open File operâting system ûeúhanisû uses tlæ

Make True File Local primitive mechanism, which uses the
Reâljzß True File {rom Location pÌimitivc mechanism,
which, ìn tunì uses the Reqùest T¡ue File remote mechardsm.

'Ille Request True File remote mechaùisû copies only a

siûgle data item froü oDe processor to anoiher. lf the dala ienì
ìs a co[rpourd frle, ils cotrlpollent segmeDts âle not copiedj
oDly the iDdirect block is copied. The segments are copied
oùly wlìeD fhey are read (o¡ othe¡wise needed).

The Reâd FiÌe operati¡g systern meclìârúsn aclually reads
data. Tlìe Read File mechanism is awa¡e ofcompouùd files
ârìd irìdirecl blocks, and it uses tlrc Realize True File froÌr
LocatioÌr primitive mecharìism to make sÌlle that compoDeDt
segments âre locally available, and thell ùses dÌe operating
system file mecludsms to read data fiom the local 6le.

Tllus, when â compourd file is copied froDr a remote sys-
lem, onlyìtsTrueNâme is copied.When it is opened, only its
iDdirect block is copied. l\4ren tlÌe correspordjDg file is read,
dre reqùired compolelt segme¡ts a¡e reålized and tlÌe¡el'ore
copied.

hr operâtion data items can be accessed by refereûce to
lheir iderÌtities (True Names) independeDt of their prese¡t
locatioù. Theactual data itenÌ orTrue Flle cor¡espoùding to a

given da ta identilìe¡ or True Narne rnay reside anywhere in tlÌe
system (that is, locâlly, remotely, offine, etc). Ifa requi¡ed
Truc Filc ìs prcsent locally, tlìcD thc data iD thc filc c¿n bc
accessed. If the dâtâ item is nol p¡eselÌt locally, tlìere arE a
ùùlllber ofways in wlich it caù be obtaìled froû wherever it
is present. Using the source IDs fieldol lhe True File regislry
table, flìe locatioû(s) ofcopies ofthe True Fìle correspording
to â given True Name câû be determined. Thc Realizc Trùe
File from Locâtion pdmilive mechanism tries to make â local
copy of a True File, giveD its True Name and ihe name of a

source localion (processor or media) tlìat may coDtain lhe
True Fjle. I[ on the other hand, for some re¡so¡ il is nor
known \rlìere iherc is a copy of dìe T¡ue File, or if tlÌe pro-
cessors ideDtified in the soÌrrce IDs field do llot respond¡ñitlr
the required frue File, ilìe prccessor requûì[g the data item
caû make a geneEl request for the data item usjûg the Request
True File renÌote meclÌarÌisùÌ from all processors in the sys-
tern dút il cân contact-

As â result, the system provìdes trånspârelt access to aùy
data itenl by relèreDce to its dåÎa identity, and independent ol
its present locatioll.

ID opcmt¡oD, d¿tâ itcms jD tllc systcD can bc verified and
lìave their irtegrjt y checked. ftis is froû tlìe ùìalxìer in whiclì
True Nâ¡es are determìned. Tlis cân be ùsed for security
purposes, fo¡ inslarìce, to check lor viruses and lo verily thât
dalâ ¡etrieved f¡om anothe¡ location is the desired. and
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requested data. Forexample. the system ¡ìiglìt store the T e

Names ofall execurable applicalions on lhe systerìlarìd then
periodicålly rcdeterùine lhe True Names oI each oI these
applicâtio¡s to elìsure drat they matclÌ dìe stored True Names.

5 A¡y clìaûge in â'l'rÐe Narne poteDtially signals cormprion in
the system ând câ¡ be fu¡ther investigâted. TleVedry Region
backg¡oùnd mecha]1ism and ùe !êdfy True Fìle extended
Eechanisms p¡ovide dired suppof for ùis o]ode of ope€-
tio,r. Theveri S, Regioo Drechanism is Llsed lo eosure rhal rhe

'u data items il the True File registry have nor beeD damaged
âccidentally or m¿liciously. The !êrify True File nìeclìanism
verifies that a dâta iteù iD a True FiÌe regìstry is indeed the
correct data item givel its True Nane.

t5 Ollce a prccessor has detennined where (tlüt is, at whicll
otlìer processor or location) a copy ofa data iteur is in the DP
system, thât processor mjght ûeed tlúl other processor or
locatio[ to keep a copy oI rhat data item. For exalÌlpÌe, a

processor ùight warìt to delete locaì copies ofdâtâ iterns to

20 ¡ìake space avâilable locally wlìile kllowing dìat itcâÌìrely où
ret¡jeving the dâta ftom so¡rewlÌerc else when needed. To tlÌis
end the system allows a processor to Reserve (and calcel tlìe
reservation oÐ True F-iles at remote locatioN (usfug tlÌe
remote mechanism). In this way dre remofe iocatioûs are pul

25 on ootice that anodÌer locâtiol is re]ying olì the presence of
tlÌe True File at their locatroll.

A DP systell1 erÌploying the present irìverfio¡ caù be made
iûto â fauÌtìolera¡l system by providirÌg â certâìn aflourìt of
redu[da¡cy of data items ar ùrultiple locatioùs in the system.

l0 Usirig tlÌe Acquire TnÌe File ând Resewe True Fjle remore
D¡echanisms, a paficrìJar processor can impJe¡lleÌÌt its own
lbmr of fault-tolerance by copyìlg data iteùìs to other p¡o-
cessorc arld then reseryìng (lrcm tlìere Howeve¡, the sysleìn
also providestbe Mi¡ror True File backgroÙnd mecha¡risrÌ 10

15 Ìnirror (make copies) ofthe Tnìe File available elsewhere iù
drc syslellr. ,Alry deg¡ee of redturdancy (lìnuted by the DuÌìÌber
ol processors or locations inthe systeù) carl be iùpleùeoted.
As a result, tlis iDventroD l¡âillains a desired degree or leve]
olredurd¡ncy in. lÌerwork ofprocessors. to protect ogiinst

ao faihrre ofany pânicùla¡ p¡ocessor by eùsuring thât multiple
copies ofdata items exist at diffe¡ellt locatìoDs

Tlìe dalå structures used to impleÌneDr various featurcs and
ùechanisms ofthis inventioÌr sro¡e a variety ofuseful i¡for-
¡nation whrch cån bc ùscd, in conjunclion with thc various

45 mechanjsnN, to impJenreDt storage schemes a¡rd policies ir a

DP systern eüployiùg the iß,eúioù. È-or exanÐle. tlrc size.
age and location ol a dåta item (orol groups oIdâlå ircìns) is
provided. Thjs inlonna tioD can be used to decide holv the data
iteùs should be trcâted. Forexâ,¡plc, a proccssormay implc-

so menl â policy ofdeletilg locâl copies ofall darâ i(erns ove. a

certain age if odrer copies of those data iterns arc prcse[t
else\\'here in tlìe syslem. fte age (orv¿rriafions oD theage) can
bedeten¡iùed usingrhe tilll e of last access ormodincatioù i¡
tlrc local dircctory exlensio¡s tâble, âDd tlrcpresence ofothe¡

5-i copìes oftlìe data ìtem can be detenÌined eilher from the Safe
Flag or tbe source IDs, o. by check rg $'hich other processors
iû the syslem have copies oI 1e dala item ând then reservjrlg
at le¿st one ofthose copies.

hì operation, the system cârì keep track of data items
óo ¡egardless ofhoÌ.r, ¡hose items a.re named by usels (or regard-

less ofìÃhetlìer the data items eveÌ luve narDes). The systen
câ¡r also track data items that ha\€ dillereDt nallles (iD differ-
cDt or thc samc location) as well as diffcrcnt data jtems tlÌat
have the same name. Sincea dâtâ jtem is identified by thedata

65 in the ìteriì. without regard for the conrexl of tlìe datâ. tlÌe
problenìs oI irconsisrent namiûg jn â DP syslem are over-
coule.
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ln operatio¡, the systeú can pùblish dâta items, allowlllg

oúer, possibly arìonynrous, systeÍrÌs irì a neh\¡ork to gain
âccess to the dÍì(a items and to rcly on tlìe availabjlil-v ofttrese
data items. True Narììes are globally ùnique identi6ers wlìiclr
can be publislìed simply by copying tbeln. Fo! example, a

user mig¡t create a textual reprcsentation of a file on systeû
A with True Name N (for instance as a hexadccimal slring),
and posr it oD a computer bulletir¡ board- Another user on
system B could create a directory erltry F for tlis T¡ue Nanle
N by using l¡e Liok Path to True Name primitive ìrìechaùism.
(Allematively, an applicatioD could be developed whichhides
ilrc True Name from the users, bùt provides the sâme public
traDsfe¡ service.)

Wlæn a prog¡â¡l on system B attempts to open path¡ame F
liDked to True Naúe N, the Locate Re$ote File primitive
mechanism would be used, a¡d would use the Locale True
File remote mechâlism to seå.rch for Trùe Name N or one or
rÌo¡e reDlote p¡ocessors, sùch as systern A. lfsysten B has

access to syslemA, il would be able to leâlize the Tnle File
(usingthe Realize T¡ue File fronl Location pimitive mecha-
nism) and use it locålly. Altenìâtjvely, system B coìÌld filìd
True Name N by accessing any publicly availableTrue Name
se¡ver, if tlrc server could evelltually forward the reqùesl ro
system A.

ClierÍs ofâ locâl seri,er câlr iDdicate tlìat they depend oû a

given True File (using the Resefle Tme File renlote lilecbâ-
Dism) so tlút dìe T e File is Dot deleted frorn the server
registry as long as sorne clìent requires access 1o it. (The
Retire True File ¡enìole mechadsm is used to ì[dicate tlüt a

client ûo longer ûeeds a given True File.)
A publishing server, oD the oTher haùd, ûìây wânt to pro'

vide access to rna[y clients, a¡d possibly auo[ylÌror$ ones,
wi(hout incùring tlìe overhead of lracking tlepeDdencies for
each cliert. Therefore, a pùblic server callprovide expiEholl
dâtes for True Files i its regjslry. This allows clicnt systcnìs
to ¡afely maintain references 1o â True File olÌ tlìe public
server. The Check Fo¡ Expi¡ed LiDks background Ìneclìarúsru
allows tlìe clìe¡t ofa pùblislxng server to occasjoDally con-
finn tÌlal ils dependercies on the publishing server arc safe.

ID a vâriation of dris aspect of the inveDtioÌr, :ì processor
that is ùewly conrÌected (or Ìecomected after some absence)
to d1e systern cårì obtain a cùrreDt version ofall (orofneeded)
data in dre sysrem by lequesthg il fiom a server processor.
Any such prcccssor can scnd å request to updâte or resyn-
cl).ronize ail of its dire,ctories (stafiùg at a root directory),
silìrply by usiDg the S-vnclroùize Di¡ectories exteDded
meohâmsm on dre needed dteclories.

UsiDg tlÌe accoì¡[ting log or soûre other user provided
nìeclmDisrÌ, a ùser cân prove the existence of certaiD data
items ât ceraintinìes. By publishi[g (iu a public place) a lisl
ofall True Names iÀ dre system on a giveù day (ol at sorlle
given lime), a use¡ can lalerrelerback to thal list to sbow tlül
a pa¡ticùlar data item was p¡esent in dÌe system at tlÉ rime tha I
listwas published. Suchâ mecbânism isuseñrl intracking, for
example, laboratory Dotebooks o¡ the like to prove dates of
conception of inve¡tioDs. Suclì a mechaDisûl also pemìits
proofofpossessioùola data ite at a panicular dale aDd titÙe.

The accounting log file can also tmck thc usc of spccific
data items ând files by coùtent for accounting pu¡poses. For
insiaûce, aù ìDfonnatiol utility colùpaDy can deten¡ine dìe
data identities of data items tllat are storcd aDd lrar¡snritted
tfuough its compuler systems, aûd use these ide ities to
provide bills to its cùstorncrs bascd o¡ the identities of ùe
data itenìs being tra¡srDitted (âs defined by the substaúially
Ùlrique idenlifrer). TLe assig¡nelt of prices 1òr storiDg and
traùsmittilu specinc T¡ue Files would be nÌade by the inlor-
ùarioù utility and/or 1rs dâtâ suppleß; this il,lfonllation
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woùld be joined periodìcally with the iúonnation iÌr the
accounfing log file to produce customer statelùeDts.

BackiDg up dafa items iD a DP syslem eûployi¡g tlìe
preseÀt iDveÀtioù can be dorÌe ba sed on the True Naùìes of the

5 data ilems. By tracking backups using True Names, dupìica-
tion in tlrc bâckups is preveúed. Iù oper¿tioû, dìe systeû
maiDtains å bacL:up record of d¿tâ identifiers of data items
¿lready backed up, a.¡rd iDvokes the Copy File or Di¡ectory
operatrlrg system ¡¡echânism to copy oùIy tbose data items

r0 whose data idelltifiels arc not recorded iû the bacl-up reco¡d.
Oncc a data item has beeD backed ùp, it can be restorcd by
ret eving it froûr its båcl:up locátioq based oÀ the identifie¡
of tlìe datâ itel,ll. UsiDg the backùp record produced by the
backup to ìdeÌìtily the data item, the data iteÌ¡ ca¡ be obtained

15 using, for eva¡Ìple, the Mâke True File Local primitive
meclìaùism.

IÀ operatioD, tlìe system can be used to cache datâ items
fronr a serve¡ so that oûly tlæ most recently accessed data
items need be relâined. To operate in this \\,ay, a caclìe clienl

20 is configured 10 havea localregistry (its caclrc) with a remote
Local Dircctory Extens¡ons table (from the cache server).
Wìerìever a Âle is ope[ed (or read), the Local Directory
Extensioùs table is used to idetrdry üe lrue Nanìe, arìd llæ
MâkeTrueFile L,ocalprimitive mechanism iDspects dle local

25 registry. When tlÌe local registry already has â copy, the nle is
alrcady c¿ched. Olherwise, ilìe Locâle True File remole
úechanisû is ùsed to get a copy of tlìe file. This mecharism
consults the cache server and uses the Request True File
remote mechanism to Ìnake a local copy, effecrively loadiDg

30 lhe cache.
The Groom Cache bâckgrourìd mechallism nùshes the

câche, ¡eùoving tlæ least-recerìtly-used files froù the cacl¡e
client's True File registry. Whjle a file is being ûodiñed on â

caclìe clielìt, tlÌe Lock Câche âÌìd Update Câche remole
15 mechanis s preverlÎ other clients from trying to ¡¡odiry thc

same file.
In operation. whell the systen js being used to cache dâîâ

iteÌns, the problems oI mainlaining cache consistency âre
avoided.

40 To access a câche and to fill i1 fioDr its sener, a key is
¡eqùired to ldertiry the data item desired. Ordiùårily, the key
is a lìallre or address (inthis case, il would be the patlì¡ane (Jl

a nle). If tlrc dara associated with sùch a key is chaùged, the
clicDt's cachc bccomes inco¡sisteù(; when the caclÌe clieDt

45 refers to that name, it wilì retrieve ihe wrong dâta. in order to
rDaintâil cache corNisteDcy it is lecessary to Dotiry every
client i¡mediately wheDever a change occù$ on llte server

By ùsing an ernbodimeùf of the prese[t inveÌìtioD, the
cachc kcy uniqùcly identi6es the datâ it represcÌrts. WlcD thc

50 datâ âssociated with a llarne changes, the key itselfchanges.
Thus. wìren a cacLe client wishesto access dÌe modified data
associated wjth a give¡l fìle nârne, it will use a new key (lhe
True Narne ofthe Àew file) EtlÌer than tlìe key to the old file
conteùts iD its c¿ìclìe. Tlle cliert will always rcquest tlìe cor-

5J ¡ect dåta, alld the old data il¡ its cache will be eventually aged
and flùslìed by tlÌe Grcom Cache backgrould rDecllarúsm.

Becâùse it is ûor necessaÌy to iÌnmediately nolify clients
whenclÌangeso¡ÌthecaclÌeservcroccu!thcprcsenti,ention
makes it possible for ¿ì single server to support a much lâEe¡

6û rìr¡rÌìber of cliellts thaD is otlìerwise possible.
ID opemtioD, tlìe system âutomatically archives data items

as tlÌey are crealed or modified. Afte¡ a file is created or
modi6cd, thc CJosc FiJe opcrâtirrg system mechanisrn crcates
arÌ audit file record, wlìich is eventually processed by the

65 Process .A.ùdit File Entry prirnitive mechalìism. lÏis ûecha-
uisnr uses dre New True File primitive nechanism -lo¡ arry i'ìle
which is Dewly created. wlich i¡ lum ùses the Mirror True
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Fjlebackgrori¡d ¡ìlechanism ifthe T¡ùe Fileis j¡ a mir¡o¡ed or
archived rcgion, TIús mecha¡ism causes orìe or morc copics
ofthe ncw file 10 be made oD rernole processors.

In operatioD, tlìe sysfeln cân elncieûd y record a¡d preserve
âùy collectiolÌ ofdata itenls. Tle Freeze Directory prjnìitive
mechaÌÌisDì creâtes â True File whiclÌidelrtifies all oftlìe files
iD ÎlÌe directory a¡d is subordinates. Because this T¡ue File
itrcludes the True Names of its corstitue¡ts, it ¡ep¡esents the
exact contents ofthe djrectory tree at the time it was f¡ozen.
The l¡o'¿en djrectory car be copjed with its comporìents p¡e-
scrvcd.

'I'le Acquire:l'rue File re¡ììote mechânisûr (used in minor-
j¡g and archivi¡g) presefles rbe dfuectory ùee stluclure by
eùsurjng thât all ofthe colnpone¡rt segûeùts and TIue Files ìn
a conìpound datâ item âreacruâlly copiedto a ¡emote system,
Of cou¡re, Do traDsfer is trecessary for data items already in
the regìs(ry of dre remote system.

ln opcmtion, thc systcm can cflìcicDtly makc a copy oiany
collectroD ofdata items, to support a version control ùechâ-
DisÌ¡ fo¡ groups of ihe data i1ems.

The Frceze Directory p¡imitive mechanisû1 is used to c¡e-
ate a collection ofdata items. The constiluent files and seg-
nìe¡ìts refeûed to by ûe ftozen directory are nìaùta ined in the

registry, wìthoÌrt arry need to l1lake copìes of tlìe co[stituents
each tiùe the directory is frozen.

Wherìever a pathrarDe is traversed, the Get Files iD Direc-
1ory oper¿tirg system mechatism is used. arìd when it
encounters â frozen directory jl ùses tlìe Expâùd F¡oze¡1

Directo¡y p¡imiLive meclìanism.
A f¡ozen directory can be copied fiom olle padurame to

anotlæ¡ efñcielltly, Derely by copyirÌg its True NaùÌe. The
Copy File operâtiug systenÌ llrechanisÌù is ùsed io copy a

frozen directory.
Tlìus it is possible to effcierÌtly create copies of diffe¡e¡¡

versioùs of a dìrectoryi tlæ¡eby creåting a record of its history
(helce a versiol control system).

l¡ operâtion, tlÌe systeDr can maintailr â local iÌrventory of
all thedata ìteùs locared orla giveo rernovable mediuÌn, suclr
âs a dlskette or CD-ROlvl. Tlìe inventory is i¡1depetÌdeú1 of
otherproperties ofthe data items suchas their Dame,locâtioD.
aÀd date ofcre¿lion.

TlÌe Inventory Existirg Directory extended nleclünìsm
provides a way to create Trlre File Registry entries for all of
thc files ilr a directory. Olre useoltlús iûvenrory is âsa way to
preJoa<l a Tnre File registr-a wiLh backup record infomÌation.
Those files in ÎÌÌe registry (such as previously installed soft-
ware) which arc on tlÌc volunes invcDtoricd Dccd not bc
backed up oDto other volumes.

Tl1e l¡ventory ReÌnovâble. Read-oûly FiÌes exterded
echanisn nol only detemiDes the True NaDìes for the lìles

olì dre ¡ìedium. bùt also records directory entries for e¡ch file
iÌl a frozcD dircctory strucnrrc. By copy gândmodjfyingthis
directory, it ìs possible to creare an on line patch, or smâll
modificatioù ofa¡ exisling reâd-only frle. Fo¡ example, it is
possible to create arì orJine represeùtatioÌì ofå modifiedCD-
RoM. such rhat thc ùnmodificd files âre acrually où rhe cD-
ROM, and only the modified files are online.

ln operation, tlle systeû trâcks possessiorì ofspecìfic data
ilems according to content by owner, i¡rdependent oI'dæ
narne. ¿lâle. or other propelies ofthe datå ilem, aÌrd tmcks the
ùscs ofspecific data items and files by co¡tent foraccounting
plìrposes. Usilg úe T¡ack for .A.ccouÌrtiDg Pu¡poses exteDded
Decharìisn pruvides a wayto krow reliably which files hâve
beeD stored on a syslem or lmnsnilted lrom oùc syslem to
auother.
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Tnle Nâ¡res iù RelatioDal aDd Object-O¡ieDted Dâtabases

Althouglì the prefened e bodi ent ofthis invention has
beenpreseDted iD the colÌtext ofa file system, the iDvenrion ol
lrue Nanres would be equally valùable ill a relational or

5 obj ec t-orie¡ted dalaba se. A relalional or object-orie eddala-
bâse system u sing True Names would have simila.r benefits to
drose ofdÌe file system employing the invcntion. Fo¡ instance,
such a database would permit efic;ent elimination ofdupli-
cate records, sùpport a cache for records, s inrplìS tle process

1o of mairtaiDing cache coDsisteDc, provide locatioÌr-indepen-
dent access to rccords, ùajntain archìves and lìistories of
records, a¡d syDclùonjze with dista¡t or discoD.ûecled sys-
tenÌs or databâses,

The rnechaÀislns described above câllbe easrly modifiedto
15 serve in such a database eûvirolù¡ent. T]le True Nâ$e regis-

try would be used as a ¡epository of darabase records. ,All
r€ferences to rccords would be via the True Name of the
record. (Ìlæ Local Directory Exteûsiorìs table is âù exâùple
of a primary index that uses tlrc True Name as tlrc uniqùe

20 identifier of the desired records .)

In such a database, the opcr¿tioDs of inserting, updâring,
and deletiùg reco¡ds would be iûplemelìted by fi¡st assimi-
lating records irìto tlìe registry, arld theìr ùpdatilg a prirùary
key index to map llìe key of rhe record to its corìtents by ùsing

25 ttìe True Name as a pointer to the coùteffs.
The mecha¡isDrs described in tÌre preferred embodiurent,

or sirnilar mechanisms, would be eùployed in sùcha systeù.
TlÌese necharisrns could ircÌude. lor example, the mecha-
ûisms forcalculating true ùaùes, assimilating, loc¿ti¡rg, ¡eal-

i0 izilrg, deletirg, copyjng, âM noving True Files, for rnirroring
True Files, formai aining a cache ofTrue Fiìes, for groom-
ing Tfl)e Files, and otiìe¡ ûechalisrns based on dÌe ìrse of
substantrally unique idenlifi ers.

While the i¡ìveDlion has beendesc¡ibed in connectioù wiih
l5 what is p¡esently conside¡ed to be tlÌe nÌost pmctical and

prelerred eDbodinìeDts, it is to be underslood that lhe inve¡r-
tiolì is not to be limited to tlìe disclosed embodiüeÀt, but on
lhe conlrary, is htended to cover va¡ious modiÊcatioDs alld
equiv¿leût aûaùgemenrs ircluded wiûiù tlÌe spirit aûd scope

40 of tlìe appelded clains.
We clain:
1. A computer-impleDrented nletÌÌod ofdistributiDg a daia

irern in a letwork of compu¡ers, the meÎlÌod coüprising the
stcps of:

a5 (A) dividing the data jtem jnto a plùralily oÍsegments;
(B) hardùare ill colllbimtion ì¡ìtlì software detenninfug a

plLìralìly olseg¡Denl identifìers, saìd plùality of segmeDl
ideDtifieß corùprisirg a segDeirt idertifier for eåch par-
tjcular segmc¡t ol said f,lùrâlit-v of segments, the seg-

50 meú idertifier fo¡ eâclì pârticùlar segûent beiùg based
at Ìeast ill pa¡t, oD a fus1 BiveD fu¡ìctiofl of the daú
comprisiDg said particular segÌrìelìl ¿uìd oDly the data in
sâid pârticular segDÌeût, whe¡e a¡y two idellticâl seg-
ûìents will bâve ideùticâl segment ide¡tifieß âs deter-

'r miDed by said first givcn func{ion:
(C) hardware ¡ì coorbiDatiorl $rth software determiniDg a

data irenì ideùtifier for said data item, said data item
identifier beingbased, at leasf in part, on â second giveD
ftnctionofa secoùd dârâ item coùpdsingsaid phrâlity

60 of segme[t identìfiers, dìe secold gìven fuilcliorl cour-
prising â ûessage digest lì]ìction or a lìash frr¡ction;

(D) rnaiDtai[ing ân associatio¡r between sâid data iter¡
identifie¡ and said sr:cond d¿ta itcm; and

(E) causing each segnent of said plrlrality ol segments to
65 be stored on at least soùe compute¡s in said network;

(F) mainlaiûing inlon¡ation âbouL the locations iù said
network â1 wlich said segmeùts lìave beerì slored; âDd
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(G) making the irrlonlålion âvâilâble 10 olher locations in
said Detwork.

2. A ûetlrcd âs recited in ctaiÌn 1 wherein eâclì segmellt of
ùe plì¡rality ofseBNerìts is distinct ùom each other segrneDr.

3. A method as reciled in claim 1 the method lurther coû- 5

prisirìg:
(H) ¡¡aintaiùìig, for at leâst orìe location, infomation

relating to a measl¡rc ofavailability of said at least one
locatìo[.

4. The rnethod ofclaim 3 whe¡eiD the Èeasüre ofavailabil- io
ity of a location comp¡ises a measure of one or morc mea-
sùrement ofbaldwidrh, cost, andreliabililyof a collnection to
dre localion.

5. A method as ¡ecited in clairu 1

said seglDellt idelÌtififf for each panicular segDìeDt being 15

determiled âs the first giveu fuÌlction ofâll oftlìe data in
said pâltjculâr segnìent ând or y the data iù sâid particrÈ
lal segÌneÀt,

6. A method as ¡ecited in claiÌ¡ 1 wllereiD a1 leasl sorne of
said plurality of segments are stored in an encoded fonn by zo

conpressing said at least some segûents.
7. The method as in claim l
r¡r'herein at least soùìe of the co¡rìputers ìn the ùetwork

compdse part ofa peer-lo-peer (P2P) Detwo¡k of com-

PUters. 25

L A compùter-implelrìented metlrcd opemble irla letwork
ofcomputers comprisiDg the sleps oi

(A) hardware in courbinatior witlì sofìwâre dividiùg â par-
ticulal sequenceofbits into multiple distinctparls, e¿ch
pâf ofsaid mùltple pârts comp¡isiûg a plurality ofbitsi 30

(B) hardware in combiMtion $ith software detefiriùìùg
ruultlple coDtent-based parl jde[tjfiers, oûe content-
based part idenlifier lo¡ each oIsåid nÌultiple parts, eåclr
said coDtent-ba sed part identifier being based at least in
part on a fißt fuDction oiat lcast so¡¡e oftlìebits in the l5
correspoMing pa¡t ;

(C) hard\,vare in combjnatioD witlì software deteflniìdng a

dåla idenliter -lor said parlicular seqùeùce ofbiLs, sâid
datâ ideDtifier befug based ât leâst iD part orÌ â second
fuDctìo[ of said multiple content-based pârl jdertifiers; 40

(D) mainrainiûg an associatior bet\\,eell sâid data identifìer
for said paliculår seqr¡ence of bits and said Dultiple
coÌlteDt-bâ sed segmeÌìI ideDtilìers; ând

(E) ùaintaining infonnâtion aborÌl locations in said nct-
work at which said pârts have been sto¡edr and 45

(F) lnaktug availablelo otlìerlocatious iú said úetwork the
i¡riomìalion aboul lhe locations at whichsaidpâls have
been slo¡ed.

9. Tlìe ethod ofclaim 6, whereir thc particular scqucncc
of bits may colìÌprise a file: a pofio¡r of a fiie, a pâge in 50

lrlemory, a digital ùessage! a pordol ofâ digitâl [essage, a

digilal image, a potioù ofa digital image. a video sìgnal, a

ponion ofa video sigmì, an audio signal, or a pofion ofa¡
ârìdio sigllal. a softwa¡c product, a pofioú of a soffware
product, and â sequence of jdertiners lor compoDents of a ss

co¡ìpound data itenì.
10. A computer-iDpleÌùelted ùerhod oTobtahirg access

10 a data item at a first coùrputcr in a neM_ork ofcoù1pùters,
sâid d¿ta ilem coDprishg a pluralrty ofsegme[ts, the nethod
coÙp¡isiDg dìe steps ol 60

(A) i¡ respolrse to a request, said request compris iûg a fìlst
identifie( obtaining a plu¡aliry of seglllent identifieß,
cach ofsâid segmeùl idenli6ers co¡responding 10 one of
said plììralìty of segÌnerìÎs, the s€gmeDt identifie¡ for
each particular segnìent bei[g based, at ]east in pad, o¡ ó5

a first given function olthe data comprisi¡g said partjcu-
lar segÌrìeDt arld oDly the d¿ta iù said paficu]al segment.

42
where any hro ideÌrtical segmeDts will have identical
segnent identifiers as detennined using said first given
Iìrnction, whereìnsaid first identifier is bâsed, at least in
pa¡t, on a second giveo finction oftlle plurality ofseg-
menl identifiels;

(B) by hardware in combinatior q,ith softwa¡e, usi¡ìg at
ìeastoneofsâid segment iderìtifiers obtained in step (Ð,
requesti[g at leåst one particulaÌ segment ofsaid plu¡al -
ity of segùìeDts that comprise said dãta i teDì from at leas t
one of said computers itr said ûetwork; ârìd

(C) obtaining sâidparticular segnÌent from said al least one
of a plù¡ality ofcoüprìters iù said network ofcomputels .

11. A Dethod as recited in clairn 10 Lrrther cornprising:
said fust computer combining a plurality ofreceived seg-

ùrents fo folm said dåta ite]rl.
12. A ¡¡ethod as rcciled in clâim 1l wherein at least some

of said segrnents are stored on locatio¡¡s jn sajd network in an
encoded form, aùd wlrcreiD said step (C) of obtaidrÌg, obtaiN
the encoded form of said pâficular segmenl, tlìe melhod
further comprising:

for at least one pa(iculaÌ segnÌerìt of said plwality of
segments that comprise said data itemi

(cl) decodiry the particular segmeÀt.
13. A method as recited ìll claim 12 whercin the eDcoded

fomr cornprises a compressed form, ând wherein step (c1)
coÌnprises decor¡pressing ihe particular segrnent.

14. A netlÌod as recited ill claiù 10 fiifher colnprising, for
at least one particular segmerÌt that comprises said data ite¡¡:

asce¡tainiùg oftwo or more locations ir said Detwork that
should hâve â copy of sâid particular segment stored
thereon, ând \À herein sâid slep (B) con)pr;ses requesliog
sâid at leåst orìe paficular seglDellt froDl at leasl lwo oI
said localions.

15-^ melhod as rccited iD clain 10 $.here¡r said p¿ficular
segmerls hâve been stored on a plurality ofcomputcß in said
Detwork prior to said step (B) of requesting.

16. The method acco¡diÂg to cÌai¡rs 1 or 10 Ìvhe¡ein the
Êlst give[ fr]nctionis the same ås ihe second givell Íuûcljon.

17. The metìod according to claiDÌs 1 or 10 whereiD the
nrst givel ftrDctiolì aDd tlrc secoixl given fi]Dctio[ each corD-
prise a message digest fuùction or a haslÌ furìction.

18. Tlrc method of claim 17 whereiû the oessage digest
ilnction ff hash lüction is selected from the fùûctiolls:
MD4, MD5, and SHA.

19. The method accoding lo claims I or10 wherein ât least
oDe oftlìe fust givel fil.octioll ard tlæ secoDd given fuuclion
is a l-unction that eveDly and r¿ndonrly distributes its output.

20. Tlìe ûrcrhod ofclaim l0 furher comprising
(D) obtaining at least ore other segment ofsaidplùality oi

segments from at least olle otlrcr coDrputer iD sâid neF
'wo¡k.

21.,4. computer-implemenled melho¿l of obtâining âccess

to a dala item at a fißt coüputel in a rletl''ork of compù ters,
sâid data i teù compri sing a pìumlity ofsegnleús, eachofsaid
plumlity ofsegrùents bei[g stored oDat least one ofaplûâlity
of cornputeÄ in said network, said plurality of cor¡pùters
beiûg distiùct from said nrst computer, the rnethod compds-
iùg the steps of:

(A) by lìaldwa¡e incombinâtionwilh softwale, usiDg a 6lst
dåta ideÍifier to obtainaplumlity ofsegDìeÍ ideÀtifiers.
eachofsaid segment iderìtifiers correspo[dfug to olreof
said plurality of segìreûts, d1e segment ìde¡ìtiner for
eåch paficular scgmcnt being bascd ât least in pârl on a
nrst given fll¡ctioÀ of tlìe data comprisirg said particular
se8nent ând only the data fu said particular segÌneDt.
where any Lwo identical segments will llâve identical
segmeul ide ifier âs deterDiDed usi[g sâid first given
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fti¡ction, ârìd whereiu sâid firstdata jde¡tifreris bâsed, at
least i¡l pârt, on a secoDdgiven function ofdata compris-
ing the plurâlit-v ofsegmeDt identifiers;

(B) using the pÌuralily of segùeDt idertifiers obtaiÌred jn
slep (,4) to obtain at leasl one of said pluralily of seg- 5

mer ts by, for at least one pârticular segment identiner of
said plüality of segment identifiers:
(b0) using said particula¡ segment idetrtifier 1o ascertaiÀ

one or rnorc locatiorN in sâid tretwork ofcomputers
thar should have tlæ coI¡esponding pa¡ticular seg- ro
merìt;

(bl) using said particular segmert identifier to reqìrest
sâid cor¡esponding pa¡ticulâr segrne[t fiom at leasl
one ofsåid orìe o¡ more locations ascertained in step
(b0); and 15

(b2) obtaini¡rg said corespoûdirìg particular segment
ftom at leâst one locâtion ill said network.

22.,4. ùletlìod as recited in claim 21 whereiû said step (b2)
oblains an eDcoded copy of said paficula¡ segmeÂl, the
metlDd filfihel compdsing tlrc step oi 20

(b3) dccoding the encodcd copy ofthepârticular scgmcDt.
23. A method as recìted iû clai!ì 22 wherei{ said encoded

copy is ercoded by coÌrìpressirìg said paficùlâr segnìenl, ând
whereiD sajd step (b3) ofdecoding coûrprises decompressing
sajd e¡coded copy of the particulù segmerìt. 25

24 . A compu ter-ìmpleÌDellted metlrcd ofs toring a data iteÌr
in a uetwork otcornputels. tl)e merbod comprisiDg:

(À) dividfugthe data item into a plu-rality ofdistinct parts,
and

(B) dete¡midng a plu¡ality ofpart identifierc by, lo
(bl) for each partìclìlalpart ofsaid plùËìiry ofpafs, by

hardìrare irl combirlâtioll with softwarc, determiùiDg
a conesponding substantially unique part identifier,
sâid part ideÌrtifier for each said particular part bei¡g
based, at least in pârt, on tlìe data compising eâch sâid l5
panicùlar paIt, whereh two identical parts will have
the sa¡ne part iden¡ifìer;

(C) hârdwâre in combillationwilh software, delerminiDg a

substaÍially ùdque data ideùtifiet said data identifier
bei¡g based, a1 leåst iù pan, orì the datá co,rxprising said ao

plu€lily ofpart ìdeùtifie$ ofsaid plurality ofparts;
(D) maiffailling an associatiolì betweerì said substantially

udque data ide¡tifieral,ld said p]u¡ality ofpân identifi-
en ofsaid pluraljty ofparts; and

(E) in respoÃse to a Ìequest, said rcqÌrest includiDg said as

substantiâlly udque dåtâ identifier, prcvidiùgatleåst the
plur¿lity of paf identifìeß.

25. A computer-implemented merhod ofobtainiog âccess
to a particula¡ dsta itcDr at a first computcr in a nctwork of
computers, sâid paficùlar dâra item compising a pluralitt of so

segmerlts, eaclì of said plurality of segmelÌts ìraving bee[
sLored on one or more computers in said rletwork, the Dethod
comp¡isil1g the steps of:

(A) ùsiûg a 6rst identifier to obtaiú a ñrst datâ item, sâid
fi¡st data item coÌìrpising a plùlalit-v of segmerÌt iderìti- 55

fie¡s. said ñrst identi6e¡ beìlìg based, ar least in part, oD

â firsr given lìrrctioD ofs¿id plurâlity of seg¡Ììeût ideD-
tifiers. sâid plùality ofsegmenl identifiers comp¡isirg a

segûent ideùtifier fo¡ eaclì ofsaid plurality of segûeùts
comprising såid partìcula¡ data ìtem, each segment idetr' 60

tifrer having been dete¡mìtred as a second given function
of the dala comprisiùg a correspondilg segme[t: wbere
any lwo identical segnÌel'lts $'ill have idcntica] seglÌeDr
idelltifiers as detenni[ed usiug said secoùd giveù fu¡c-
tiolì; 65

(B) Ior a particulzt segment ide¡rtilie¡ olsaid pluraliry of
seglìlerÌr idel1dfie$:
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(bl)ùsi¡g said particùlâr segrnerÌl iderìtifier to ascertaiD

ìnfornÌatioD åbout orìe or mo¡e Ìocations in saìd net.
work that may have a copy ofthe particular segmeDl

conesponding 10 said panicula¡ segme¡t ideùfifier;
(b2) based al leasl in pâf on said infoíÌatioú. ascer-

tâined in step (b I ), using said particulâr segnent iden-
tifierto ¡equest access to sâidparticuÌar segmcDt from
one or mo¡e locatio¡s in said network; aûd

(b3) in¡espoùseto saidrequest, oblâinj¡lg access lo said
paficular seglneñ from at leåst one ofsaid locatioÌrs
iù said netl ork.

26. The metlþd ofclaim 25 whereiû said data iteù is â

compound file coùprisìlg a seqùeÀce ofdata segrnents.
27. The Detlìod as in ary one of claims 1, 10. 21, 24, and

25, wherej¡ tlìe data item may co piseâfile,apotio¡lofa
file, a page in ùemory, a djgital ûessage, ¿ po¡lion ofa digir¿l
message, a digitalimage, a portio¡ìofa digitalimage, a video
signal, a portio¡ ofavideo sìEìal, aûaùdio signal, or a ponioù
ofanaudio sigrlâI. a softwâre producL, â poltio¡ ofâ sofiware
prodùct, and a sequence of identifiers for coùrpo[elìts of a

comPound data jte¡¡.
28. The metllod ol'claim 25 fufher coorprisinp:
(C) repeating step (B) for Ðultiple segmert idertifiers of

said plu¡alify ofphr¿lity of segment idendneis.
29. The nrelhod ofclcinr 28 lì¡flher comprisiDg:
(D) combjnillg Ìhe obtained segmeDls 1(l fonn said dalâ

itern at sâid fust corÌÌputer.
3 0. A coÌìpù ter-impleÌneDted Detlìod comprisiÀg the steps

of:
(A) ùsiDg â first identifier to obtâi[ ¿ frrst datâ ilem, sâid

Iìrst datâ rteû coûrprisjùg â seqùe¡ce ofpad identifiers,
said fust identilìer behgbåsed, ât leastìDpart, orì a first
given lturctron olsaidpaf idenlifiers. whereiu lwo rden-
dcål sequeùces of pa(t identine$ will luve dìe sanÌe
ideffifier âs deternÌinedby said first giveD fixlctìon, aM
wherein said seqùeuce of part identifiers cornprises a

part iderìtìfier 1òr each part of a plurâliry ol parts com-
prising said parlicular datå ilem, each part rdeùtilìer in
said sequence ofpa¡t ide¡ìtiñers being based, ar leasl ill
paÍ, on lhe dalâ conp¡isìDg a correspolding pâIf. where
a.Dy two ldeùlical pa¡ts will have idelrical ideDtifiers;

(B) usiùg at least one particulâr part idenlifier of said
sequence of pârt ìdentifiers obtained iD step (A) to
attcnlpl to acccss a corcspo nding pa¡1jcÌrlâr nart ofsaid
pârtìcùlâr data iterì;

(C) irÌ respoDse to said atteÌnpt ìD step (B), accessiDg said
parlicularpart ofsaid paliculâr data ilenÌ.

31. Tlle method oI claim 30 furher comprising:
(D) repeating stcps (B) ârd (C) for mùltìple pals ofsâid

plur¿litt ofpaÌts that comprise sâ id partìcu lar datâ ì tenl.
32. fte method olclainr 3l Íirnlßr comprisirt!:
(E) combining said plüalily o-l pals thal comprjse saial

panicular data ite¡r 10 form sâid particular data ilem.
33. The DÌethod ofclaiù 30 wherein access to a pa¡ticùlâr

part oftlÌepaficular data iterÌÌ coDrpdses orle or ùore of: (a)
copyilg llìe particlrlar part of tlÉ particular data iteÌn to or
froû at lea$ oùe ofa piurality ofcomputers; (b) providing the
panicular paÍ of the particular data item to at least one ofa
plu¡aliry ofcomputers; (c) reâdìng tlìe particùlâr parl of tlrc
paficùìar data item; (d) copyiDg the particula¡ part of tìre
pârticuÌar d¿tâ item; (e) distributing tlrc particulâr part of ùe
pårticùlar dala ireDì; (Ð modirying the pâ¡ticùlar pal ofthe
particular data jtcm: (g) storing thc particular part of thc
particular data iteù; (h) openi¡g the pârticular pari ot the
paficular datâ ite ; (ì) publìslìing tlìe pârticùlar pât of llìe
pärticular dâta ilen; (j) writiùg Lhe paficulâr pârt of Lhe

particulâr dâla iteù; (k) nÌovirg the particular paÍ of the
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pa¡tiorlar data item; (l) deletiùg the partrcular pa¡t of tlìe
pârticular dalâ ite¡¡; and (m) obrâiDing the particular pal1 of
the paficùlâr datâ item.

34. A nleùod coDp¡ising the steps of:
(A) dividing a panicular dala item into a plumlily oI seg- t

metts;
(B) determining a plur¿lity of scgmenr ìdentifiers by:

O1) deteminitrg a corespondi¡g segment identifier for
eachpart icùlar segmeût of sâid plurality of segmeDts,
the segnent identilìer for each pardcular segmenl Io
being a True Name ofthe data comprising sâid pâr-
ticulff segmeÀt;

46
(C) fomiùg a secoDddata item coùprisirg saidplur¿Ùty oI

segnle¡t identifiers;
(D) (letemÌinirg a dala item identifier for said dala itenì,

said data ite[ì identiÂer for said d¿ta item being â True
Name olsaid second data item; and

(E) úail]taining au association behveen said daîâ item
identifier and said second darå item;

(F) in resporÌse to a request to access said datâ jterìì, said
request comprisiùgsaid datâ itemidentifier providilìg at

least said second dâta item.


