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6.928,442; which is a which is a coutiuualion ofapplicatioD
Ser. No. 09/283,160, filed,{pr' l, 1999, now U S. Par' No
6,415,280, which is a division ofapplication Ser. No.08/960, l5

079, ñleò Oct.24,1997, Dow U.S. Pât No 5,978,79ì, whiclt
is a cotrtinuation of Ser. No. 08/425,1 60, 6led Apr I I , I 99 5,

Dow abandoned, the contenls ofwhich e¿clì ofthese applica_

tions are lÌercby incorpomted he¡ein by refe¡encc This appli-
catioD is â continuatiorì of and claims pdority to co-penditg 20

applicatioù Ser. No. I l/01?,650, ñled Dec. 22, 2004, v,/lìich is

â codinualion ofapplicatioÂ Ser No. 09/987,723, frled Nor'
15,2001, row U.S. Pat. No. 6,928,442, which is â coûtir1uâ'

tion of applicatjorì Ser No. 09/283,160, ñled Apr' 1, 1999,

now U.S. Pat. No. 6,415,280, wlìich is a divisiorì ofapplicâ- 2s

tior Ser No. 08/960,079, lìÌed Ocl. 24, 1997, ûow U S. Pât

No. 5,9?8,791, which is a continuatiorÌ of Ser' No. 08/425,

160, frled Apr. 11, 1995, now abaùdoned, the contents of
which e¿ch of these âpplicatioùs âre hereby iDcorporated

hereirÌ by ¡eference. '-lhis is also a conti[uatior ofând c]aiÐs 30

priorily to co-perdiûg âpplication Ser' No. lÙl'7 42,912, frled
Dec. 23,2003, whiclì is a division of applicarion Ser' No.
09/987,723, filed Nov. 15, 2001, now U S. Pat. No 6,928,

442, which is a coùtiDuation ofapplicatioù Ser' No. 09/283,

160,filedApr. 1, 1999, now U.S. Pat. No. 6,415,280, u'hjch is 15

a divisiol ofapplication Ser No 08/960,079, frÌed Oct 24'

199?, now U.S. Pat. No. 5,978,791, wlìich is a continuâtiorof
Ser. No. 08/425,160, filed,Apr. I l, 1995, noùi' âbaldoned, the

conte[ts ofwhich eåch ofthese applications âre lÌereby incor-
porâted lìerejù by relerence. 4o

BACKGROT]ND OF THE INVENTION

1. Ficld of tlÌe Invcntioir
Tl s iDventionrelates to dataprocessing systems atrd, mo¡e 45

particularlf to data p¡ocessil'lg systems whereiD data ìteùs
ãre identified by sùbstaùlially udque identifiers wlìrch

depeDd on all oftlìe da tâ in tlæ da¡a i tellìs aDd oùly oD the data

in the dâla iteÌns.
2. Backg¡ouùd of lhe Inventio[ 5Û

Data processing (DP) systems, compùte6, neh'r'orks of
computers, or the like, q?ically olfer usels and progFms
vârious ways 10 ideDtify ihe datâ in dle systems

UseÄ typicâlly ideÍiry dâtâ ir thc dâta prccessi¡g systeÌn

by givingtbe datâ soùe formof¡ame. Forexa¡lPle, a tyPical 5s

operating systeù (OS) oûa cornpuler p¡ovides a ûle system in
¡rùich data items are ¡âlrled by alplÌallumeric idelltifiers. Pro-
grams typically identiff data in thc datâ P¡occssing systcnl

ùsi¡g a locatio¡¡ or address. For example, a progr¿m may
jde iry a record i[ a fi]e or dâtabase by usiDg a record ùtunber óc

ìvlìich serves to locate thal record.
lu all bùt the ¡nost pdDitive oper¿ling systeDs, users and

progEìnls âle ablc to create anduse collettions ofnamcd data

items, these collections ¡hemselves being naùed by identifi-
ers. These nal¡ed collections call dren, thenNelves, be ùade 6:

part of olher Damed collections. For exalrple, an OS nÌay

p¡ovide ÌìÌechânisrns to group files (d¿ìtâ itelÌrs) illto direclo-

2
¡ies (collectioDs). These directories can theù, themselves be

rnade part ol other directories. A data itenì may thus be

identified relative to these ¡ìested directories ùslrÌgâ seqùeìÌce

of ralìles, or a so-called pallxrame, wlÌich defines a palh

tlrough thediÌecto¡ies to a palicular dala item (Êle ordirec-
tory).

As another example, a dalabasc management system Ìnay
group data records (data items) i¡to tables a¡d tlrcn group

tlese lables iúo dalâbâse files (collectio¡rs). The complete

address of any dâtâ record cân thetr be specified ùsjûg the

database file nâ¡ìc, the tablenanle, and tlÌc record nurnber of
tlüt data record.

Other exaDrples of identifyiùg data items irlclude: ideÌlti-

fling Iìles a network file system, ideûtilyirrB objects ir aD

objecr-orienled dalabase, ideDlirying images in an iùage
database, alld rdeùtifying ârticles in a text datâbase

In generâl, tlìe terms "data" atrd "data item" as used herei¡l

refer lo seqùe[ces ofbits. lhùs a data item ùay be the con-

lents ofa file. a portion oIa lìle, a page in melllory, aD objecl
iù aÌì object-o¡ieùted progmm, a djgiral message, â digiral
scarìned image. a part ofa r.ideo or audio signal, or arÌy olher
entity which câû be represented by a sequerÌce of bits. The
tenn "d¡ta p¡ocesshg" hereil refers to the processjûg ofdara
items, aÌtd is sorneiiìnes depe¡dent on dìe type of d¿ta item

beìng processed. For exaùple, â data prccessor for a digital
ìnage ùìây difrer froln å dåta Prccessor for an audio sigDa!.

In âll of the p¡ior data process tg systems the rìanes or
identitìers provided to identily data ite¡N (tlìe data items

beiûg frles, directories, records in the dalabase, objects itr
object-orieDled programDi¡tg, locadons i¡ rnemory or on a

physical devìce, or the tike) are always defined relative to a

specific coDtext. For iDstance, the file identified by â particu-

lar file name caD only be determiùed when dìe diÌeclory
coiraiúrÌg tlÌe file (Îhe corìtÐ() is koown. Îìe file idenriâed
by a pâthname cån bc detemi¡ed oùlv wlìen thc file systcm

(coÌrlexu is known. Similarly. the addresses;n a Process
âddress spâce. the keys ir a dâtabase table, or doùain ruunes

ona global coìùputer nelwolk such as the Intemel âle meaD-

iÌrgflìl only because rhey are specified reJative 10 a contexl
hr prior aÍ sysleDrs for iderì fyiDg data iteÌùs dìere is Ìlo

direcl relâtioNlip between the dâta names and tlìe data jtem

The sâlne dåta nartìe i¡ two dil1èrerìt corÌtexts rnay refe¡ to

differeDt data items. atrd rwo different ¿lâta nâùes it'l ihe same

context rÌÌay rìrfcr to thc same dåta itcm.
ln additioD. becâùse tlìere is ùo cofie]ation betweeû â data

¡aùe alrd lhe dala il refers to, l[erc is Do a Priori $ay 10

conlìmr thäl a grveD dâtâ ilem is iû làcl the oDe rìamed by a

data name. Fo¡ irÌstarÌce, it a DP sysleû, if olle processor

rcquests tlìat another pmcessor delivcr a datâ itcm wilh a

giveD datâ ùanìe. tlrc requesting Processor carÌnot, iù gerÌerâl,

veril,v tlÌâÎ thl3 data delivered is the correct data (give[ only the

nanÌe). Tìrerefore it nìay requjle lurlher processing, lypically
ol'l tlrc palt ofthe reqûestor, to verify tlÌat dÌe d¿ta item it has

obraiDcd is, iù facl,lhc item it ¡cqtrested

A comüoD operation iu a DP systern is addiDg a new dâtâ

item to the systeû. Whell a new dåta iteù is âdded 1o the

systenÌj a [arne car be assigned to it only by uPdaliùg the

contcxt ì which nâmes are dcfirìed. Thus suclÌ systcms

reqùire a ceümlized mechaùism for the nlaûâgemerÌÎ of
llallles. Sùch a NechaÌisrD is reqùied even il1 a multi-pro-
cessiDg systeù wlæ¡ data itenN âre created aûd ideÌìtified ât

separateprocessors iD distitct locations, and in which thele is

no otlÌer Dccd tor colllr¡unicatioù Þ1lcn dala items arcadded
ID rlÌalry data processing systems or envircrùÌle s, data

itenN are trânsferred betweeD diffe¡ent locatiorN iìÌ the sys-

lem. These locatioDs Dlây be proces sors iù the data processilg
systetì, stomge devices: ùeùory ol the like. For exaûÌple.
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oDeprocessor ùay obtaina data ilerù froÌn aììoiher processor

o¡ fionl aDextemal slor¿rge device, such ås a floppy disk, and

m¿ìy ilcorporate thal dala ilem iDto its system (using the Dame

prcvided with that datâ item).
However, when a processor (or sorìlc location) obt¿ins a 5

dâta item from a¡other locåtion in lhe DP syslem, it is pos'

sible tllat this obtaired data ìtem is already prese¡rt in the

system (eitìer at the location ofthe processor o¡ at some otheÉ

location accessible by the ptocessor) aùd the¡efoie a dùpli-
cate ofihe dåta itemis created. This situâtionis com¡noù in a l0

¡erwork data processiÍtg ellvircnÐent wlÌere Proprietary sofF
wâre products are ilìstalled fro¡¡ floppy disks onto seveml

prccessors shadÌÌg a common file server. Iu these systeúsi il
is ofien the câse that the sa e product will be iûstalled oD

seveúl systems, so that several copies ofeach ôle will reside 15

ort the comnìorì fiÌe server
In some dâta prccessing systems in wlúch several prcces_

sors a¡e connected illa oetwork, one systeÌn is designated as

¿ cache scrver to maintain Inaster copics ofdata itelÌs, âDd

other systeùs are designated as câche clients to copy local 20

copies of the rnaster data iterns into a local cache on an

as-needed basis. Befo¡e usjDg a câched item, a câche c1ieff
mu st eitlÌer rcload tlìe cached item, be i-nfonned of clunges ro

the caclrcd ile¡¡ì, or confirm tìât the master item coÍesPorìd-
iDg to tlÌe caclÌed rteù has rÌot changed- LÌ other words, a :5

caclìe clieùt nlust synclüonize its dâta iteÌns \,vithtlrcse on the

cache sefle¡. This synclùo¡iztion may jnvolve reloading
data ite¡ns oùto ihe cache clieDt. The need to keeP the câche

synclÙonized or reload it adds s ignificåÌtt overlìeâd to existi¡1g

cachrlg mechalisurs. lo

ID view of the above aùd oürer probleurs wilh prior art

systems, it is therefore desirable to have a üeclìanism whiclì
allovs eâch proccssor in a ìnultiprocessor syslem to detcr-

rÌjre a corrunon a.nd subslantially ùlliqùe identifierfora dâta

item, using orìly tlÌe datâ ìn the datâ item alìd Dot relyi[B on ]s
any sorL ofconlexl.

I1 is fuflìer desirâble lo lìâve a Dech¿ìlisl¡ for reduciDg
ùÌrltiple copies ofd¿ta ite¡ìs ina dâlâ prccessiug systeDr and

to have a ùechanism \r'lnch eûables the idertifrcatioD ofideù-
tjcal data ite¡ts so as to reduce ruultiple copies. It is lirtlrcr 40

desirable to deten¡i¡e whether two instalces of â dalâ iteùl
are iD fact the sanÌe data itcm, and to PerfomÌ variolìs other

systems' functiorN aud applicatioDs o¡ì d¿ìta itenÌs withoùt
relying on any coûtext i[JorDation o¡ propelies ofdÌe datâ

item. 45

I1 is also desirable to provide such a meclÌaDism in such a

way as 1o nÌake it transFarent to uscß ofthe data ProcessiDg
systeù, alld it is desi¡able that a single lllechâ¡isûbeused to

address each of tlÌe proble¡ns described above 
50

SIIMMARY OF THE IWENTION

Tlis inventioù provides, irì a dâta processjng systerìì, a
rncthod a]ld apparâlùs for idclìfiryiûg a data jtern ilì llÌc sys-

tem, \lhere the iderìtitv ofthe data ltenl depeDds on allofthe 55

datâ ill tlìe data item aDd on]y on tlìe da ta j¡1 the dåta item.'lllus
tlìe identiry ofâ data iteùl is indepeùde¡Ìt ofits nanìe, origin,
location, addrcss, or other infonnation Dot dcrivabte dircctly
from the dala , aDd depends oDly orì tlrc datâ jtsell

'l'tìis hveDtion further prcvides allappar¿tus ând a ùeihod 60

fordefenììidngwhetlìera palticulârdata ilem is prcsent il1 tlìe

system or at a location in the systeûì. by exarnini¡g ol1ly dre

data idcrrtitics ofa pluralily ol'data hc,ns.

UsiDg the rDethod or âppffaftrs ofthe pleseùÎ inventiorì, the

e1ìcienc], and iDtegrity ofa data processiDg systen can be 65

iìùproved. Tlìe present inveltion irnproves úìe desrgn zurd

operâlion of a data storage system, Âle systeìn. relâtional

4
database, object-orieDted dâtâbase, o¡ the like ¡hat stores a

plurâlity oldatâ items, by rtaking possible or improving the

design:urd opemtion olat leâsl some or all ofthc lollowing
feâtures:

the system stores al most one copy of any dâta item âl a
given locatjon, even vr'he[ ¡rùlliple data DâlDes ìn the system

refer to the sâme cotrtents;
_ 

the system avoids copying data fiom source to destinaliori
locations when the destinâtion locâtions already hâve the
data;

tlrc system provides traNparent access to alry daia itenl by
reference or y to its ideltity aDd iûdepende[t of its present

locatio[, wlìethe¡ it be loca], reDote, or offiilÌe;
the system caches d¿ta iteùrs fronr a se¡ver, so ilút oùly tlÌe

most receÌìtly accessed dâta iterns ùeed be retained:
when the system is being ùsed to cache dâta iteÌÌs, Prcb-

lems ofmaiotaining cache consistency âre avoìded;
the system mairìtâils a desired level ofredÌùìdalìcy of dala

itenìs in a nerwork of scrvers, to protcct agai¡st failùre by

elsurìDg that rnultìple copies of the data items âre PrcseDt at
different locations in the system;

the system automatically årchives data ìteÌns as tlæy â¡e

created or modified;
the systenlprovides the size. âge, and location ofgloups of

dåta items in order to decide whether tlìey caD be sâfely
removed f¡onl a local file system;

the syste¡n cåû emcieDtly tecotd and prese¡ve arry coliec-
tion ofdata items;

the systemcao emciently lllatr e a copy ofany collectio[ of
dåta iteÌrÌs, to support a versiorì co¡ìtIol ûechanisDr ior groups

oftlìe dâta items:
rhe system cånpublish data ilems, allowing otlìer, Possibly

anoÌry|lloùs, systems in a neNvork to gain acccss to dìe data

items ând to rely on tlÌe availâbility of the data ilems;
the systenì can maintain a Ìocal i 'entory ofall tbe data

items locaLed on a given ¡emovable medium, such as a dis-

ket¡e or CD-RONI, the inventory ìs iDdeperdent of otlÌer
properties 01lhe data itenìs stìch as their Daùe, Iocâtio¡, and

date ofcrcatioD;
tlrc systern allows clo sely related sets ofdata items, such as

matchiùg or correspoÀding directories oD discoùlected co¡ù-
puters,lo bc periodically resyrlchronizcd with onc aDother;

the system cån verily tìât dala retrieved from arìother loca_

tioÀ is the desi.red or requested data, usitlg otly the dala
iderÌtifier used to retrieve the data;

tlìe syslern can prove possession ofspecific darâ itenrs by
corÌleDt without disclosing the content ofthe data items, for
pÌr¡poses oflater Iegal veriÂcalion and to prcvide aDonyÌrity;

tlÈ system tracks posses sion ofspecjfic data iterns accord'
i¡g to content by ownet itdepeldent of {l'le ùame, daLe, ol
other propefies of the dalâ ile¡r, and tmcks lhe uses of spe-

cific dâla itcnrs and files by coffcnl for âccounling purposcs

Other objects. features, âid characteristics of the Present
irì\,ention as well as the rnethods ofoper¿tioû arÌd fiructioûs ol
the ¡ela ted elemeDts ofstrìlctlìre. aùdthe combiùationofpârts
and econonrics ofr¡anufactÙrc, wilt becorne mole apparent

rìpon corNideration of the followìllg descriPtioù alrd tlìe
âppended clains witù reference to tlìe accoûparÌyiDg draw'
irgs. all ofwhich lofm a part of this specificatiorì

BRIEF DESCRIPTION OF THE DLA\IINGS

FIGS. 1(¿)and 1(¿) dÐict a typical dara processing systeDl

il r.rhich a prelerred enlbodimeul of the prese invenlioD

opeÉÎes;
FIG- 2 depicts a hiemrchy of dåla items stored al ally

locclion in such a dâla processilìg s)sleul:
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|IGS. 3-9 depict dâta stncttìres ùsed ro iÙrplcnlerìt an

enìbodimeDl oI dìe Presett inventio¡l; and

FIGS.10(d)-28 are flow cllalls depicting oper¿tion o I vari-

ous aspects oftbe present irìve¡tion. 
5

DETAJLED DESCRIPTION OF THE PRESENTLY
PREFERRED EXEMPI,ARY EMBODIMENTS

An e$bodinìe[t ofthe presetrt inve¡tion is llow described

withrefereoce 10 a typical data processing system 100, wlìich, lo

with reference to FIGS. 1(a) a¡d 1(¿). includcs one or more
processors (or computers) 102 aDd vârious stomge devjces

104 corulected in soûe way, for example by a bus 106

Each processor 102 includes a CPU 108, a Ìnemory 110

and one or more local stomge devices 112. The CPU 108,

Drernory 110, and local stomge device 112 may be intenìally
con¡rected, for exâmple by abus 114. Eachp¡ocessor 102 rnay

also include otlrcr devjces (ùot slìown), suclÌ as a keyboard, a

display, a printer, and dìe ìike.
ln a dâta processing systerÌÌ 100, wherein Dore tlün one

prccessor 102 is used, that is, in a multiproccssor systcm, the

processors may be iÌì otre of va¡ious relatiomhips' For

èxarnple, two processors 102 may be iB a clieú/se¡ver. clie¡t/
clienL, or ¿ server/server relalionship. These inter-processor
rclationslÌips may be d)'Ìramic, changjùg dependiùg on par-

ticùlâr sitlìatiorìs âDd ñrnctions. Thus, a pâniculâr processor

102 Àlay chalge its relationship to other processod as

Deeded, esseÀtially settingup â peer'to-Pee¡reÌatiorÌship wìtlì
other processoß. In a peer-to-pee¡ relationship, sometimes a

pffticù lar processor 102 acts as a clieú processor, \tlìeleas at

other times the same Processor acts âs a seÌver processor- ID

othe ords, tlìere is no hierarchy imposed on or required of
processofs 102.

Ill a mu]tiprocessor system, tlìe processors 102 may be

hoDroge:reous or heterogeDc$lìs. Furthct in a multiprocessor

dataprocessjûg system 100, some or all ofthe processors 102

ùÌay be discoolected fior¡ dìe ætwork ol processors lor
periorls oftime. Such disconnection rnay be part oI ihe ùonììal
opelation ofthe systeû 100 or it rnay be becãuse â particulâr

processor 102 is in ùeed ofrepâir.
Within a darâ processi¡g systern 100, the dala may be

organized to fòrm a hje¡-¿rclìy of datâ storage elemeDts,

whe¡ein lower level data storage elements ale combined lo
forll highcr level elemcnts. This hierarclÌy can coÌlsist of, for
exarnple, processors, file systems, regioN, directoúesr dâlâ

frles, segûerìts, aDdthe like. lor example, widr rcfereùce lo
FlG. 2. the d¿ta iteûs on a Paltìclìlar Processor 102 may be

organized or structured as a âÌe system 116 which coÌnpises
rclions 117, each of whiclÌ comPrjses dircclories 118, cach of
which call coÌrtaiD other direclories 118 orfrles 120. Eachfrle
120 beilg madeup ofo¡¡e or more dâta segrnents 122.

Iù å l)?ical dala processing system, some or all of these

elemerìts cân be rìamed by users giveD celaiù inÌpleûe¡tation
specific ùåDrirìg coûveltioDs, the lìamc (or patluamc) of an

eiemert beilìg relative to â context lû dle colìlext of a data

processing systeù 100, a Patlname is fully sPecifred by a

processor ¡ameJ a file system ûaÙ¡e' å sequerÌce of zero ol
morc directory names idcnfirying ncsted directories, and a

finål file ûâme. (Usùalty the lowest level eleùeús, in lhis case

segllle¡rts 122, ca¡not be na¡ned by use¡s.)

ID other words, a file systenÌ 116 is a collection of di¡ecto-

ries 116. A directory 118 is a colleclioù ofùarned nles 120-
both dâta filcs 120 and otlìer dircctory files 118. A file 120 is

a named dÂta iteDr 'thich is eitlÉr a dåtå file (which may be

siùpleorcoùrpouùd) ora directory file 118.A simple lìle 120

consists oIâ single datâ segnent 122 4 coûpound file 120

consists ofâ seq[e¡ìce ofdâta segme s 122.,A.dafasegme

t5
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122 i s a fixed sequence of b)'tes . Aì j¡lìportant PropeÍy of a¡ry

data segment is its si7-e. the number of bytes iì the sequence.

A singleprocessorL02nìay accessoDe ormore file systems

116, aûd a single storage device 104 may containoDeo¡more
filesystems 116,orpoltiotìs olalìÌesystemll6 Forinstance,
a file system 116 may spân sevea¿l stolage devices 104

ID order to impìement conlrols in â file systeù, file system

116 ûay be divided into distiùct ¡egioos, where eåch rcgion is

a uùit ofmaDagement and control. A region consi sts ofa giveD

directory 118 ard is idenrified by the pathnâme (user defined)

ofrhe directory.
ln the following, tbe temì "location", with respecf to a data

processing systeln 100, refeß to any ofa paficular processor

102 iD the system, â ûemory oT a pa¡ticùlar p¡ocessor, a

storage device, a removable stomgemediuú (suchas a floppy

disk or compâct disk). or aoy other physical locatio[ in the

system. The temr "local" with rcspect to a pârticular proces_

sor 102 relers to the nìeùìory atrd storage devjces of that
particular processor.

In the followiùg. the temìs "True Naù1e", 'dáta identity"
and "data idcntifier" rcicr to the substântially uÌìjque data

idelltifier for a particltlar dat¿ ilem. The teûl 'True File"
relèrs to the acûal file, segneììt, or data iteù¡ ideltified by a

TnÌe Nalìle.
A fiJe sysreu for â dâ14 processiDg system 100 is now

describedwhich is ilteDded 10 wotk wiih an existiDg operat-

irìg system by au gmeDliÌtg soùe of tlìe oper¿ting systeE's file
rìÌâ0ageûtent systern codes. The eûbodi¡ìent Provided relies

on the staììdard file måDagement P¡ilììitives fo¡ âctually stor-

ing to alld relrieving data jtenÌs from di sk, but ùses the mecha-

Ìlisms of the preselìt irveDtioù to refereûce a]ld access those

data ileDrs-
The processes aurd mechauisrns (sewices) provided il this

embodinre¡rt are grcuped inlo lhe following categories: primi-
tive ncchanisnÌs, oPerâti g system mechanisms, rcmote

mechârisrns, bâckgrould ùrechaùisùs, and exteDded mecha-

l1isrns.
P¡imitive urechanìsms provide lxndamental capabilities

used to support other mechâl'lisms. The follo\\,iùg p¡imitive
mecharÌisms are described:

l. Câlculate True Na[ìe;
2-.AssimiÌate Dala ltem;
3. New True File;
4. Get Truc Name froÌ¡ Pâth;
5. Liùk path to True Name;
6. Reâlize l'ruc !'ile f¡orn Locationl
7. Locale Renote File;
8. Make T¡ue File l,ocal;
9 Crcåtc Scratch Filc:

50 10. Freeze Directory;
I L ExpaDd Froze¡ì Directory;
12. DeleteT e File:
13. Process Audir File Entry;
14 BegiD Grooming;

55 15. Select For Removali aDd

16. End GroomiDg.
OpemtiDg ryslem ùeclìarisms provide typical farniliar frle

systcr¡ mechanisms, while maintaini¡g the data structures

required to offer the meclìanisrns of tlle, Present inventioù
60 Operâl iÍg system nìecbanisDìs ùe desig[ed to âugDerìt exist_

iog opeÉtillg systens, and in tlìis wây to ûake the Presetrt
hveDtion compatible with, arÌd gelìerally tratspareut to:

existing applications.'fhe folloNiûg operatillg systeDr

ûecha sms âre described:

65 L Opet File;
2. Close File;
3. Reôd File;
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4. Write File:
5. Delete Filc or Direclory;
6. Copy File or Directo¡r--;

7. Move File or Di-rectory;

3. Ger FiÌe StatÌs; and

9. Get Files i¡ Directory.
Remote mechanisms a¡e used by the operating systeÛ itr

respondi¡rg to requests fiom other prccessoF These úechâ-

nisms erable the capabilities of the present iùveutio¡r in a

peer-to-peer netwolk mode oI operatioÌÌ. The lollorving
remotc nìeclìalìisms arc describcd;

Locate'lnìe File;
Reserve True File;
Rqìùest True File;
Retire True File;
Caùcel Reseryatioìrl
Acqùire True File;
Lock Cache;

Updâte Cache: and

9. Check Expimtion Date

Bâckgroùnd rnechaùisms are iûtended to n]n occasiomlly

ând ât a low priority. These provide automaled ùM¡agement

câpabilities with respectto tlÌe Present inverìlion The follow-

i¡ìg background Ìneclìå sûrs ale described:

1. Minor True File;
2. Grooù Regiol;
3. ClÌeck for Expired Links; a¡ìd

4. Verify Regiol; and

5. G¡oorn Source Lisl
Exterìded mechâùisl¡s nlll withiû application progmms

over the operâti.ug systeD . 
-Ilìese meclìânìsnÌs Provide solu_

tioÌrs to specific problems arld applicarioN. The followilÌg
extended Ìnecha¡rsms are described

IDveDtory Existiùg Direclory;
In\.enlory Removâble, Read-oDly Files;

SynchroÀize directories;
P blish Rcgìon;
Retire Directo¡r;

us 1,945,s44 B2
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Data Sffltctures
The following data stnìctlres, stoled in memory 110 ofone

of mo¡e pÞcessoß 102 are used lo imPiement lhe meclìa-

dsûs desc¡ibed hereitr. The data structules caÌl be local to
5 eaclì processor 102 ofthe system 100, or they cau reside on

oûly some of tlrc processors 102.

The data structutes desc¡ibed are assumed to reside on

i¡rdividual peer proces son 102 in the data processing system

100. Hov/ever, they can also be shared by placing them on a

Ì0 remote, shared file server (fo¡ instance, irl a local arca nelwolk
ofmachines). In otder to accommodate sharing data sfiìc'
tures. it is [ecessary that tlæ processors accessiùg tlÌe shared

d¿tabase u se lhe appropriate lockiùg lecbùiques to erìsure dÌat

,. clünges lo the shared dâtabase do not iDlerfere with one
'' anotJrerbut are appropriaLely serialized These lockillg Lech-

Drques are well ùnderstood by ordinalily skilled progranuners

of dist¡ibuted applications.
It is sometimcs desimblc to allow some regions to be locâl

20 to a paficular processor 102 alìd odrer regions to be sha¡ed

ârnotrg processo¡s 102. (Recall that a ¡egion ìs a utrit ol file
systerD manageûlerìt and corìtrol consisting of a giveD direc'

tory identified by the patlùume ofthe directory.) h the case of
local and shared regions, there woìlld be both local and slìãed

25 versions ofeach dåta structure. Simple changes to llìe pro-

cesses described below rnùsi be made to ensùle that appro-

priate dâta st¡ucfures are selected for a give[ operâtìon

The local directory extensioùs (LDE) tabìe 124 is a data

st¡uctùe whiclì provides iDfonnatioù about files 120 ând
l0 di¡ecto¡ies 118 in the dâta processtng syslem 100 The local

directory extensio¡s table 124 is indexed by a pâÎIùame or

contextual llame ({ìat isi a user provided Ììâme) of a file and

iÙcludes tlle Tnle Name for Èost files. Tiìe infolìùatioD in
locâl dire€torv extension table 124 is i]l additioìlto tlìât pro_tt 
-rided by the native flle system of the ope.¿tjng systern.

The True File registry (TlR) 126 is a dâtâ slore lor listirg
actual datâ items which have True Names, both lìles 120 and

segmeDts 122. Whcn such dâtâ items occur in the T¡ue Fjlc

ao ¡egistry 126 they are knowû as True F-iles l'rÙe l-iles are

identined ir True File registry 126 by rlìeir True Names or
ideúities. The tabte True File registry 126 aÌso stores loca'

tiolì, depeDdencf aDd nÌigmtio¡l idoûration about Troe

Files
a5 The regior table (RI) 128 defiDes âreâs in the network

stor¿ge \lùicl¡ are to be managed separately. Regiol table 12E

delìnãs dre lules for access to ând mig¡âlion oI files 120

aÌnoDg varioìrs regioN witlì the local frle systenÌ 116 aùd

lemote Peer 6lc systems.
so The souce table (ST) 130 js â list of the souces ofTrue

Fìles other thall the cùûent True Fileregistry 126. T]re sou¡ce

table 130 iDcludes removable volumes ând rcmote proces-

sorc.
The audit 6lc (AF) 132 is a list of reco¡ds iudicating

55 changes to be made in local or renote files, these chalges to

be processed ìn backg¡oùrÌd-
The accou ing log (AL) 134 is a log offile traDsactiolìs

use¿l to crcate accounting information in å mame¡ which
prese¡ves the ide[titv of Âtes being rracked indepeùdelt of

60 t-l¡eir narne or locatioû.
Tbe ìiceme table (LI) 13 6 is â table ideúdrying files, which

may oDly be used by ticetsed users, ina manter iùdependent
ofilÌcir nanrc orlocâtion. ând theusers licerÌscdto ùsc tlÌcnÌ
Detailed Descriptions oflhe Data Structures

65 The following table NnìrÌarizesthe frelds ofaÌr locâldìrec-
tory extensions table entry as illustrated by ¡eco¡cl 138 in
FIG,3,

6. Realize Directory ât location;
7. Ve¡ify T¡ue File;
8. Tr¿ck for accountiìÌg Pùrposes; arld
9. Tmck for licensing puçoscs
The file system herein desc¡ibed mailìtai¡s sufrcieût i¡for-

mation to provide a variety of rneclìanisùs ¡ìot ordûarily
olfered by ånoperating syslem, some ofwhich are listedand
ilesc¡ibed he¡e. Various processing performed by this

embodimcnl oftheprcsent iDvcntion will Dow be described in
sreater detail-" 

1rr some eurbodìÌreuts, so¡re files 120 in a data Processing
system 100 do ùo( Iüve True Na¡nes because they have been

recently received or qeâted or modified, and thÙs their Trì.re

Naùes have not yet beelr coùlputed A file that does not yet

have a True Naùe is called a scràtch âle. The process of
âssigrìirÌg a'lrue Naùe to a ñle is referred to as assimilation,

and is described later Notedúla scratch file may have ause¡

nrovidcd ¡amc.
SonÌe ofthe processiDgperforùed by Ihe prese¡ll i¡venlio!

can take place il,l a backgroùDd rììode or olì a deÌayed o¡

as-rceded basis. This background processing is usedto deter-

oine inTo¡mation tlìat is nol itunediately ¡equired by the

systcm or which may ùever bc reqùircd As an exaûple, in

s;me câses â scrâtch file is beiDg chaùged at a rate greaterdúû

the râte ar wlìiclÌ it ìs useful to determine its Tfle Nalrle. ln
these cases, determining the True Nari'ìe of the nle caD be

postpoûed or perfonned iD rhe backgouM
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Fìeld

Resio¡ ID ldendûes tne Fsìôn ì¡ çhich úis6le ia'ônrainê'i

Ìa;'*. tle use' pNid"d.me orø¡tcxtud nde ofúe 6le or 5

direcrÒry, Flùive lÔ the Fgio¡ E w¡icb it occß.
True Nme the æúputed TDe Núe ot idôltitv ofthe 6l¿ or dnæto¡v

T!ß T e Nmc is ¡ot slwsjs ùp lo dttc, ed rl is sct to a

sleci¿l v¿lue w¡€Ã ¿ file is modi6ed ud is larer

Fompùted i¡ tho backgrcud 
r o

Tr?e indicates whethe! úe nle i6 ¡ &tâ ñle or ¿ dir€ro¡v
Scnrch File tl,e ph)6iel l@tìoû of L\e ñle h the file system, when no

ID True NMe hß b€en c¿londed fo! the Ale As lored
¡bove, sch t fiìe is cùlled e scldch nle.

'limcoflsr tÏc ißt ¿cccss timc to t¡is filc lithis ûlc i6 ¡ dncctorv' 6\js
js tlìe l6t Àccss time to úy nle i¡ ùe dilectory' 15

Timeofl6! tnetimeoflútchmgeoftlis6le lf this 6le is s diÉdÕrv'

mod iñcdtio¡ this is ùe lNt modiôcotion imè of ùv nþ in dre dirctorv.

Ssfc ß¿B indicatg thtt this 6le (@d, ilths 6lcis ô dircclory, sllof
its sboldìúte ñleÐ ¡dc bec¡ bækcd up o¡ some othcr

sysem, ùd it is Lþ¡elore s¿îe 1o renowe úem.

L@Ì tug i¡diøtcs whcuror a ñle iô loclcd, tlar is, rt is beine 2(
modiñed by the locd Prcc*sor or s ¡enoE pñcesoi
Only one processor ñay mÕdiry s fil€ ¡r ttiúe

Size úE tull size ofthis diEcrory (ilclùdi¡e 3ll sùbordiDte

RleÐ, ilallf a i¡ itwere IÌnly exPmdcd sd duPlicated-

¡or û ûlc th¿t is ¡or a diEcbry L\i6 is tie sizc ofthc actù¡l

Tnrê File. 2:

dß ide¡riry ofúe ùser who ow¡s this 6le, fôr æcountj¡8

dd lice¡se Ûæling pùrposes

Recro¡ ID nten¡lly 6ed idelti6c¡ for úis reeìon

6lesy$enon t¡e local prôcessor o I wlicl d]is Esio¡

r pailDsE El&tive b úe É8iotr filc s'ßtcD wl¡ich

defircs tJìe locstion ofth6 reeio¡. The æsion consists

o1âll 6les úd directolies bo¡dnare to tlis
patlDme, *cePl t¡ose i¡ ! regiôn subordi¡5le to tlk

zeo or norc ide¡tifieN of pñcesÃwhEl ùe to

Leep nnro¡ o¡ ùclìiw¡l @pi6 of¿ll 616 h t[e ùFrt
¡egior. Mùh,ple miForÞocssoß cm be den¡cd to

numboroføpis ole¡c¡ nle i¡ tlis ¡eeiôn th8t shoùld

duplicûlio¡ côút be Élùled i¡ ¡mìror groùp

E¿ch ¡ecord of tlìe True File rcgistry 126 lús the ñelds

slìoÌr,¡ì ir dre True File registry record 140 in FIG.4 TlÌe True

File registry 126 consists of the database described ilì tlle
table below as well as Lhe actual Tnìe Fìles identified by ùe
Trì.re File lDs below

Ðcciôs elctlìd lhis Fgio¡ 
's 

læal to ¡ srngle

proæssor 102, shÈÉd by s6'ersl Pncessoß 102 (if,

tor i¡srurce. i! !Èsidés on e s¡ùed 6le scde!), ot

mùlaed by a Èmote p¡ocñôr
the micrrtìo¡ policy to oppìy to dls resioo.^sû8le

rceio¡ ñigll parìcip¿rc i¡ s6rc¡al policis. Thc

policies æ as follows (pùmeteß i¡ì Ù¡acÌets de

sÌeci6ed N p¿rt oid,e policY).

region ir A c¡ched veßio¡ fion þñcssorlDl!
region is ¡ meûber of ¡ múór set defi¡ed by

¡eeio¡ is ro be ùchiled ot lpro6sor lD]

resio¡ is @ be bacþd up loc¡lly, b, plæi¡g¡w

¡egio¡ is Ed ollyudmû) lot bechmsed

resion isrublished md expir¿son [d¡le]
Files b this resio¡ slDuld be co¡ìPÈsed

Fìle lD

compùted I ruc Nme or idontity of the ôlc
conp!$sed veßio¡ of tlß True Filc rnùv be stoEd ¡rste¡d
of, o!i¡ !dd,¡o¡ to, s ùcodpre$ed veEìo¡. TIis freld

pÈvidcs Lhc idenliryoflhc æ ¡lrcÞ¡sc aiionotLhc
coúpssed veEìo¡ ofthe âl¿.
Þnrdrive øut oflow nùy lefeÉ¡æs ìcve bær selected

for<leìet,on dùing È 8toomins oPer&tion

mosl Fcdr d¡te ùd tìn€ ùe conte¡t of úis frle wN

dde dd time ¡lìer whicl tlis ûle msy bc deleted bv this

pþc6so! lDs of otlor præ*oß slich côntd¡ ¡ùlcrcnccs soÙce lD
to dns ltueFile. saÚcetYPe

soúce ID(sj of zero Òr more soùE* rrom which tlis ñle Õ¡

d¿t¡ item Day be Étlis'o1. 50

A source lable 130 ident'nes a source locatioù for True

Files. The soùce table 130 is also ùsed to identify chent

processo$ nraking reseíâtìoÀs oÀ the culrenl Pfocessor'
F.ach soùrce record I44 ofthc source tablc 130 includcs the

6elds sunma¡rzed in the lollowitg table, with refcreûce to
FIG, 6:

ilte!¡¡l ideminer used to ide¡tify ¡ p.-fticùlù source

rypeofsoùrcc læaüo¡.
Remo!úle Srorage !blume

T eFileID identiry ordist loc¡tioÌ ofthe actual Phvsicll
rep!6e¡t¡tio¡ oflhe Âle or frle seCme¡t 1t itsfrcientto
use ¡ 6lenmc in the ÉSjrmtion diJætory of tle
uderlying oper¡dng slstem The Tne File lD is 3bse¡t rf
ctle â.tù¡l 6le is ¡ot cùre¡dy pae¡l at tle Ment
locrtion. 55

Use couDt ¡rDbe¡ olothè¡ @o'ds ô! tlis pÞæsor wlìch idendry
úis True ¡ilc

A region table 128, specified by a directory patbname,

records storage policies which allow files in the file systeÌ¡ 1o

be storcd, accessed alld migrated in diJle¡ellt ways. Storage

policies âre progÉmnled irÌa configurable ¡Ãây usiùg a sel of
rules described below.

Eâch region table rccord 142 ofrcgioll tablc 128 includcs

the fields descrjbed iD tlìe followiug table (with referelce to

Cl'ert
soùrce rishts irclùdes inlomtion âbout úe riSlÍs Õfthßlrocðsor,

Nch æ shetle¡ ir co ßk úe Local p¡æèsso¡ ro srore dalâ

ireß fo! it.
neN@nDnt of ùe bdrdwi{tth, co$. dd Fl,¡bilie* of UF

-ômecrio¡ lo rh,s soúce ofTrue Fil4. The 3r¡illbilirv is

ucd to scl€! froú mo¡g scvcdl po$iblc soùñes
i¡Ion¡*ion o¡ lo* l.lÈ loel prc4sor is Lo u4s UÈ

sowe. This @y be. for êxMPle, the ¡de of tlemo!3ble
srÕmge rol me.orrhe Frcqso, IÞrndÉgiñnfrtnÕf"
Ègio¡ on r remote prôcessoa

The aùdir filc 132 is â tablc o fevelts orderedby limestamp

each record 146 ill aùdit 6!e 132 includirÌg dle fields suûrma'

rized iù the followiùg table (with refereûce to FIG. 7):
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Type speciñ6 vhetber tire sore is t nl€ or & dùætory
¡rc@so! ÌD of the Ènote PÞc.sor 8e¡eFri¡s ùis eve¡t
ID (jlnotlocsl).
Timeste¡p Lime ùd dotc Âlews closed Gcquirùl o¡lv for @esscd lo

môdiûed 616).
låtb¡ù. Nùè ottlìe file GcquiEd only lor rcnoe).
True Nme compùted Truc Nde of lhe fi le T[is is used bvFmo(e

q steûs to mirrcrchùgesþ úe dìlectolv md is ôUed

i¡ dnring hæks¡oud P.desi¡8-

Eâch record 148 oltheaccouDtiDg log 134 records all eveùt

which may later be used to provide i omìâtion for billing
mecÌranisms. E¿ch accounhDg log eltry record 148 includes

at Ìeast ihe inlomlatioD suruna¡ized in the following table, 
20

witlì reference to FIG. 8:

d e ofenta d$e s¡t tine oIrhis loe enùy

rypeofe¡try EDt¡y t) es include crcâre ñle, delctc ñle, ùd Lssmir ûlt
Ttue Nme True Nde oI dlt¡ irem i¡ questio¡

idenriry olthe use, aPoùsble lo, Ù, s rdio

F¡ch record 150 ofdre liceNelâble 136 records a relalion-
ship betweeD a licensabÌe data ileÌ¡ a¡d dle user licensed to

have access to it. Eaclì licensc tâble record 150 includes the

i¡formâtion suNm¿rized in the followilg tâble, witlì refer-

ence to FlG. 9:

Tn¡eNercol! dxLlnen¡subjecr tolienscwliddLioì
jdeDtiry of3 user ¡ùtholized to lBve 3cc6s to thisobject

!ârioùs other dala sÍucturcs are enlployed o¡l some or all
ofthcp¡ocessors 102 in thc datâProcessillg system 100. Each

processo¡ 102 has a gtobâl freeze tock (GFL) 152 (FIG 1), 45

whichisused to p¡eveDt syncbrcnizâtiorÌ errors wbeD a direc-

lory is frozen or copie¿l. Ally processor l02 ûaJ'include a

speciâl arclÌive direclolv (S^D) 154 iùto wlich djrectories
ay be copicd for tlìe purposcs of archivâl Any Processor

102 rnay inchrde a special media di¡ectory (SMD) 156. juro 50

whichthe dìrectories of reoovâblevolumes ale storedto fòrm
å nÌedia inventory. Each prccessol lìas a grcoming lock 158,

wlÌiclÌ is set duriÌìg â groo¡lìiÌlg operatioD During tlis period

tlìc grooÌìhrg delele coÌùìt ofTRrc File registry cntries 140 is

active, and ùo True Files slDuld be deleted ùntil llrooDrjùg is 55

corìÌplete. wlile g-rooming is iD effect, e¡ooùing ioiormation
ilcludes a tableofpatbnanres selected for deletion, and keeps

track of thc amount of space that would bc frecd if all of the

files were deleted.
P¡iuitive Mechaulsr¡rs óo

Tlìe fust ofthe mechanisms provided by the P¡eserìt irÌveD-

fioD, primilive nechalisDìs, are now described TlÉ l¡echa-
ùisms described here depc¡ld on u¡derlyìng dala ¡lanâgeûÌeD¡

nìecharìisìns to create, copy, reåd. allddelete data iteùs iD the
'lrùe File registry 126, as iderÌtified by a'l'rue File lD. lhis ó5

supporl may be provided by ân underlying operating systeur

or disk stoúge Drarlager.

t2
The followi[g primitive meclìâùìsllls are descnbed:

L Calculate l'¡ue Name;
2. -Assimjiate Dâta Item;
3. New Tne File;
4. GetTrue Name lrom Palh;

5. Link Path to True Nar¡e;
6. Realize True File ftom l-ocation;
7. Locate Remote Fi!e;
3. Make T¡ue File l¡cal;
9. Create Scratch File;
10. Fre€æ Directory;
I L Expârìd Frozen Directory;
12. Delete TnÌe File;
13. Process Audit File Eùtry;
14. BegiD Grooûi¡rg;
15. Select For Rernovâl; aDd

16. ErÌd Grooming.
1. Calculate'lrue Name

A True Name is computed using a lunclion. lvlD, wlÌich
reduces a datablockB of arbitmrJ-' leûgtlÌ to a relatively small.
nxed size identificr, theTrueNameofthe dåta block' such that

the True Najne of the data block is viñually guaraìteed to

represert the data block B aûd only dalâ block B.
The fu¡Ìction MD must lüve the follorviùg propelties:

1. The doûaiû of úe functior MD is tlrc set of all data

items. The raDge of the flÌnctioù MD is ihe set of Tnìe

Names.
2. The fuDction MD mùst tâke a dâtâ item of ârbitrary

length and reduce i110 ân iûteger vaÌùe in tlrc range 0 to

N- 1 , whe¡e N is the ca¡dinality ofllìe set ofTrue Names

Thaf is, for ar arbitrary length dâta block 8,0=MD(B)
<N.

3. The results ol lvlDG) Drust be evenly and randomly

distributed over the raDge ofN, iD sùch a way thal sirìÌple
or regular cha¡ges to B are virtuâlly gùa¡a[tccd to pro-
duce â differcDt value of MD(B).

4. h oìùst be computatioùally difficr¡lt to fuìd a diflèrenl
value B' such tlìa! MD(B)=MD(B').

5. TlÌe flÌIlctioù MD(B) ûust be eflìciently computed.
A fâùÌily of fuùctiols widì tlle above properties a¡e dle

so-called message diSest functioDs. wlich are Ltsed il'l dlgital
security systems as teclùiques for audÌentificâtioi ol datâ

These functiorìs (or algoriduN) incJude MD4, MD5, and

SHA.
lD the preseÍly prefeEed embodiments, eillrcr MD5 or

SH,A. is eDployed as the basis for dre computation of True

Naûes. Whichever ol ihe$e two message digesl luùctions is

employed, that same functioD must be eruployed ol1 a systeD]-

widc basis.
It is iÌìrpossible to define a fllnchoD havirÌg a uniqùeoutput

lòr eâch possible iûput wlìell the number of eleùerìts iD the

r¿nge oflhe fìrnctioD is smaller thân the numbe¡ ofeìemenls
irì its dornain. Howeve¡. a c ciâl observatioù is tlút the actual

dâta ifeùs that will bc cÌtcountercd it the operation of ally
system erÌÌbodyilgtlis inventioD fonn a very sParse sÙbset of
all tlìe possible inputs-

A collidiDg set ofdatâ items is definedas a setwherein, fo¡
one or nÌorc pairs x and y i¡ the set, MD(x)=MD(y). Sincc a

function co¡folming to dre requirements for MD mù st eve¡ly
aûd raßdomly distribute its oùtputs, it is possible. by makilg
ùe r¿nge ofthe lì!ìctioD large enougì, to üake tlìe prcbabil-

ity arbilÉ¡ily small tlÉl åctùal inputs encouote¡ed fu ihe
opemrion of ar cDìbodiment of this iÌìvcDtion will form a

colliding set.
'l-o roùghly quaDtiry the probability ofa collisìon, assume

thal there a¡e no morc than 23o storage <levices in the wo¡ld.
aûd tlÌât each storage device llas aù avemge of at ruost 22o

ll

Origiûl pnh of the fle i¡ querion.

wlìerher the nlewæ qeeted, !e¡d, sriften, coPied oi
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differeût data items. TlÉD lhere aÍe at ùost 2so dãta iteNs i¡ present iÌìventioD, bùt âre cuffeûtly considered desirâble fea-

lbe wo¡ld. If tlæ outputs of MD rânge between 0 and 2t 
23, ir tures in lhe preferred embodiment'

can be deùonslr¿led thât lhe probabiliLy of a collision is 2 
^ssinilale 

Dåta Item

"pf-"i,o","1y 
I iù 2re. Derail; on the áerivation of these A mecharusm for assiruilating a data item (scralch fileor

fitutitiry ""iu"t." fourld, forexa¡rple, inP FlajoletandA J seEùent) iDto afile system, given lhe scmlch 6þ-lD ofthe

ir4. Oay"to,.n-ao- Mappi.g Statiitics," /e ct;re Notes in ilata ìrern, is now described with referetce to FIG. 11 Tlìe

cou,p,ir., ii"r"" +z+: Àiianãs in cryptolog,_Eurocrypt puçose of this mechanism is to add a gjveû data iteú to the
;89 Þroceedtngs, Spinger-Veiag,pp. à)S3Sl. lrue FiÌe regisry 126. If the data item aLre¡dy exists in the

Note that fãr såme less pr"firr"a embodimelrs of tlæ TrL]e file regisrry 126, tlús will be discovetedandùsedduriÃg

presenr in renrion, lower probabilities ofuuiqueness may be ì0 ùris process,.and the dùplicâte will be eliminated.

ã"""ptr¡L, ã"p""Atg ór the types of aiplications aùd ÏÌcrcby the syste storcs ât most one copy of any d'atâ

*""I,"oi.-. rrsãd.Io róme embodinrents rt may also be useñìÌ iteDÌ or file by conterìt, eveD wlæll rrulliple nallles refer to the

to have more than one level ofTrue Names, $'idl some of the same corÌteÌìt

irue Names ha*,ing different degrees ofuniq\eness. lf such a 15 Frrst, detenniDe the Trùe Name of the data item cofie_

scheme is implemi'ted, it is ùecessary to ensùre ihat less '- spoùdi¡g 10 dìe giveÌÌ scratch File ID using the Calculâte True

uoiio" T." ñu-", 
"r" 

irot propagated in t¡e sysren. Name primitive 
'recha'ism 

(Step 5230). Next, look Jor an

\Ã4ìile tl¡e iùventioo is desiribed herein using only the True entry fòr tlìe T¡ue Name io tlìe True File registry 126 (SteP

Namc of a dåta item as tlrc identificr for ûc dãfâ iteln, otlìe¡ 5232) aDd determine wlrcther a True Naùe entry, record 140'

plefer¡ed embodiûents use taggeal, typed. câtegorized or 20 exists ll1 the 
-frue ! ile registry 126 Ifthe eltry record includes

'classified 
data items and ùse a combiDãtion ofboth the Tme a coresponding True File lD or compressed File ID (StA

Nanreârldthetag,t}?e,câtegoryo¡classofthed¿taiteas5237),deletetlrefrlewirhthescr¿tchFileID(Step5238).
àri ià"otine,. gãriil"l 

"f *il¡ categorj?åtioùs are files, Otherwise store t1,'e giveu'frue File ID ir fte erìfy record

¿lirectorjes, aÌrd segments; executable nles alrd dâta files, aûd (step 5239)'

tfi" ii¡* É**pf"i of classes a¡e classes of objecrs in a' :: Iljt js dete-rmined (i' step 5232) thatno TrueName eùtuy

olplt-à;"","a'"yrt"'o. lD $rclì a system, a lo-.i degree of exrsts irtlìeT e Fileregistry 126, tlìer, in Slep 5236, c_reate

Ti_re Na'reunique.ess is acceptable over the e^ti¡e universe a new e,ltry iD theTrue File registry 126 for this True Name

oidut" it"-r, r. torrg ua sùíIici;nt unìqueÀess. is provided per Set the True Name ol tììe eûtry to the calculated True N1ne,

""t"g""y "i¿"" ;,"ï". This is because t¡e tagi provide an sei t¡e use couú for the new erìt¡y 1o one, sto¡e tlìe given True

addiiional level ofuliqueness. ]0 File ID i¡ the entry ard sel the other fields of Lhe ent¡y as

A meclìalism for calculâtiùg a Tnìe Name given a dâtâ apPropriate

itelrl is ùow described, with reference 1o r-lGS. 10(d) âr'ld tsecâuse tlis procedure Ìnay take soùe tìmt to coll1pllte. it

10(ó). is i ended to ¡un i¡ bâckground âI1er a file has ceased to

i'simple data itern is a data item wlÌose size is less 1lÉn a chrìDge. In tlìe Dea¡tine, the île is considered an ulassimi-

particulaìgìven siz-e (whiclÌmusl bedefincd in eâchPârticular x Iatcd scratch flc'
inplemeniatiou of the invertioD) To detennine the True 3 New True lile
Nai'e ol.a simple data ireù, wiLb refèrerce ro Flc. t 0(d), first The-New Tme File process is i''oked when processin€ the

".]|;;,; ti; i{b íuncrion ¡described above) on thà þre' audit 1ìle 132, soûÌe time afte¡ a True File has been assirtilated

sir¡nle data item t Steo S2l2 ). Tlìen âppend io the restilting (ùsiDg tlìe Assimilate Dâta ltem primitive ùeclìanism) Give[

i;ä'b";, d;;;;Ji.";¡r Ào¿ulo rz åi ttre ¿ata iten (Step ao a localdirectory exteDsions table e'try rccord 138 inthelocal

Sãtl;. Írc t"ruttng i60"bit value is the True Naue of the directory exterìsior* lable 124, dle New Trùe File process ca¡r

sirnpìe data item. provide tlre lòIlo,¡'il,lg steps (with reference to FIG' 12)'
-__i".Àp""n¿ 

¿"" i,"a is one whose size is gre¿ter tl,n,' the depeûding on how tìe local processo¡ is configüed:

¡articulai sivcn size ofa sir¡ple da¡a itern Ttidetennine the Þirst, iD sten 3238 examìne tlÌe local directory cxtensions

t "-Ñã! "i 
ri àtun*ry qsimple or compoul<l) data iteû, 45 tâble eÀtr-v record 138 to determire whethù tlæ file is locked

*irh."f"r"n"" to ¡lG. I oi6¡, nrsi aete'ni.e itttre data item is by a câctre server' lfthe frle is lockeq then add the ID ofthe

; ;j,ú1";;; 
";no;u¿d¿tá'ilem 

(step 5216) lf the data item caclìe serv-€r to-tlìe dePeûdent Prccessor ìisr of the True FiIe

;.-nTiopr" autu i"-, then compure^its True Name in step registry table 126, and then se¡d a message to ilìe caghg lel"r
SZiC 1*ing,t"p. SZI Z and S2l4àescribed above). otherwisc to updare the cache ofthc cu..ent prccessor using the Update

part;tøn tlie aaia item iùto segments (Step 5220) âùd assiDri- so Caclæ rcmote ùecharism (Step 242)

íate each segment (Step S2ãU¡ (tìre primitive necharisn, If desired, compress t¡e True File {Step 
_S2461., 

ar)d 
,il'

Assimilate abata ltem, is aesóribed Éelow;. computing the desired, minor 1lìe True File üsing lhc Minor I ruc I rle back-

True Narue of Lhe segrnent Thell creâte aù irìdirect block ground mechânistn (Step 5248)

consisting ofthe compirtedssgrÌlertT¡ucNâmes (Step 5224) 4 Gel Tnìe Nalne from Path

An indiËct block ii a datã itern ì¡r'hich co¡iisti of tlie s¡ The Tnre Narue of a file can be Ùsed to identify a fle by

sequeÌrce ofTrue Names of tlìe seBmeûts. Thelì. jn step s226, corìteìts, to confìrm that â filefiatc]ìes its o¡gìnaÌ contents, or

assi¡rilate t¡e indirecl block a¡¿ cornptìte its T¡uiName. to cornpaÌe t'*'o files. The ûÌeclìan;sm to get a True Na¡ne

¡ln"îv, i.nl^"" in" n nal thirry-rç o (32i birs of r¡e resù ltirìg gi'cn tlÌe patl)naÌìrc of a file is now described witlì reference

Tnre Ñarne (that is. the length of the irìdirect block) by the ¡o FIG 13

l.ng,¡ ,*¿rL ¡z áf tle coïpor,ud daø itern (Srep Sizs). 60 !-irst, search the local directory extensioùs table 124 fortÌìÌ

The resulr is the T¡ue Name oi tìre compor:nd dàt" iì"*. e ry record 138 with tLe givelr Patbname (Step 5250). üthe

Note dÌat the compoìlrd data leùì lllay be so large that the pâllÙraùe is not found, this process fails and ¡lo True Name

;,.,áir""tif""t of."j-cnt True Nar¡es is itself a ÃDrpouDd concspondingto rhe givcn Pathnâmc exists. Ncxt, deten¡i¡e

data item. ID this ca;e the mecbanism is invoked recurìively whelher the local directory extensions table eÌlty record 138

ùn1il ody sinple datâ iterns are bei[g processed. ój irlclùdes a'l-rùeName (Step 5252), andifso, t]renle€haûism's
'--äoi-, 

ìir" urå of""g,oents an<I the aitåchment ola leÌgth to task is corìÌpleLe. Otherwise, determine whetlìer the local

the Tnre Nane are rõt sfictly re+ red i¡ a systeù ùsiÌrg the direclory exte¡sions table eDtry record 138 ideÌltìfies a direc-
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tory (Step 5254), arìd ifso, freeze the directory (Step S256)

(the prioitìve mechanisnr Freeze Directory is desc¡ibed

below).
Orherwise, ir step S258, assinrilâte llrc 6le (using the

AssiDìilâte Dâta kern prilritive nechanìsù) defined by the 5

File ID field 1o ge¡erate its True Name ând storc its True

Name in the local directory extensions e¡try record. Thetr

¡eturn the Tlue Naúe identifred by the local directory exten-

sions table 124.

5. LiDk Path to lrlre Nam" to

The mechanism to li¡Ì( a path to a True Name pmvides a

way of creatiDg a ùew directory e¡tr-v record identirying aD

existing, assiùilâted file. Tlìis basic process ùay be used lo
copy, move, arld rename files witlìoùt a need to copy their t5
collreÌrts. The meclünism to lirk a path to a T¡ue Name is ¡row

described with refereDce to FIG. 14.

First, ifdesired, co¡finD that tlÌe True Name exists locally
by scarclÌing for it in the True Namc registryor localdirectory
extensions table 135 (Step 5260). Most uses ofthjs mecha- :o

sm wjllrequire this fomr ofvalidation. Next, sea.rclÌ for the

path in the local directory extensions table 135 (Step 3262).
CoDfirm tlÉt the dilectory co¡taiùiDg tlìe file ùarùed iD the
pathalready exists (Step 5264).Ifthe named flle itself exists,

delete the File using tbe Delete Inle File operâtirÌg system 25

ùecbanjsû (see below) (Sl+ S26E).
'lheq create aÌr eDtry record iû the local directory exteD-

s iorx with dre specilìed patlì (Step 3270) a¡d ùpdate dre entry
record alÌd other dafa st¡uctures as follows: nll iû tlìe Tlue
Name field of the entry with the specified True Naùe; iDcre- 30

ùent tlÌe ùse colrrt for lhe True lile regislry e[tly record 140

oftlìe correspoDding Tfle Na¡ne; note whether the eùtry is a
directory by reåding the True File to see ilit contaitrs a lag
(magic nuÌnber) iúdicating that it rcp¡esents a frozen di-rec-

tory (see also the description olthe F¡eezc Directory primi- :15

live mechanisn regardilg the tag); aDd compute and set the

otlìer fìeÌds of rlÌe locâl directo¡y extensiolrs aPp¡opriately
FoÍ instance. seârch lhe region tâble 128 lo idettiÛ tlrc region
of tlìe path, ârd sel the time of last access arÌd tirne of lâst
DodificâtiorÌ to ihe cùfiellt time. 40

6. Realize'f¡ue File from Locatio[
This mechaDis¡r is used to try to make a local copy ofa

T¡ue File. gìveù its True Nâme and dre name of a soùrce

locåtion (lrocessor or r¡edia) that may contain thc Tnle File
Tlús meclmnisDr is ¡1ow described widl reference to FlG. 15 a5

È-irst, irl step 5272, detenìÌine wlìether tlìe locatioll speci-

fied is a processor. Ifit is determined that úre localion sPeci-

fied is a processor, theD send a ReqÙest True File message
(using the Rcqrcst True Filc remote mechanism) to the

re¡note processor and wait for a respoDse (Step 3274) If â 50

legative response is received or no response is received afier
a timeout perio4 tlis mechanism fails. IIa positive response

is ¡eceived, eùter the T¡ue File ¡elunÌed iD tlìe True File
rcgjsry 126 (Step 5276). (Ifthc 6lereceivedwascompresscd,
enter tlÉ Trde File ID jD the colrpressed File ID freld.) 5s

lf, or the other haûd, il is determined ir step 3272 that dre

locâtion specified is not a processor, tlìeù, if necessary,

reqùesl thc ùser or opemtor fo mount thc iDdicated volùme
(Step 5278). Then (Step 5280) fuìd úe tudicated 6le o¡ì the
give[ volunìe ând assilìrilate the file ùsirìgtlÌeAssimilate l)ata 6o

Item primitive mechanism. If ¿he volume does not conlain a

True File registrt 126, search the media ;¡Ìveúory to nnd the
path ofthe file oD drc volurne. Ifno such file can be found, tlis
lÌlecha¡rsm fails.

AttLispoi , wlìettìer ornot the locâtion is deternìlned (in 65

step S2?2) to be a processor, ildesìred, verify the True File (in
step 5282).

r6
?. Locaae Re¡rote File

This mecharlisD allows a processorto loc¿te a file or data

item from a remote soüce of True Files. wherÌ a specific*
source is uDknown orunavailable. A clieltprocessor systern

may ask one ofseveral or maoy sources whetlìer it can supply
â data object wilh a given True N¿me. The steps to perform
this mechanism arc as follows (with reference ¡o FIGS. 1 6(a)

aud 16(ó).
Tbe clielt processor 102 uses the sourcetable 145 to select

ore or more souce p¡ocesso¡s (SteP 5284). If no sou¡ce

processor can be found, r}lemechanism fails. Nexl, the clicnt
processor l02 broadcâsts to the selected sources a reqÙest 1o

locate the file \r,ith the giveù True Narne usiog the Locate TnÌe
Fìle renìote meclÌaoism (Step S286). The request to locâte
¡ray be augmeùted by asking fo plopagate this request to
distarìÎ seryeß. The client processor then wails for oùe or
more serveß to ÉspoDd positively (Step 5288) Afie¡ all
servers respond negatively, o¡ after a timeout Period with ùo

positive responser the mechaûism ßpeals selection (Step

5284) to attempt to identify altemarive sources lf arÌy

sclected source processor responds, its proccssor ID is thc
resùltofthsùechadsm. Store the processol ID iD the source

fleld of the T¡ue File registry eùtry reco¡d 140 of the giver
T¡ue Name (Step 5290).

If the sou¡ce locatìon of the True Nâme is a difíe¡elt
processor ol rnediuÌìl ih the destination (Step 5290¿). per-

forllr the following steps:
(i) Look up the True File registry entry ¡ecord 140 1-or the

coÌesponding True Name, aDd add the source location
IDto the list of sources for the Tme Na¡ne (Step 5290¿);
and

(ii) lf the source is a publislútrg system. detenÌrjne the
expimlion dale ofl the publishing systenr for the True
Name and add that to the list ofsoùrces. lf ihe soùrce is

nor a publishing system, send a message to rcserve the

True File oD the soùrce pþcesso¡ (Step S290c).
Source selectio[ i¡ì slep 3284 may be bâsed on oPdùizâ'

lions involving gencral availability ultle source. access lilne.
bandwidth. aud trarsmission cost, âÌld igrro¡jrrg previously
selected processols wlÌich did not respoDd i]] step 5288
8. Make Tn¡e File Local

Tlris ùechaDisr¡ is used wlìen a True Name is kùown aùd a

locally accessiblecopy ofthe conespoùdiùg nle ordala item
is required. This mechanismmâkes itpossiblc to actually rcad

the dalâ in a True File. The mechânisût takes a Tfle Name and

retums when ihere is a local, accesslblecopy of the'lne l-ile
in the T¡ue Fìle registry 126. This mechânism is desc¡ibed
llere with refe¡ence 10 dre flow chå¡t ofFIGS. 17(a) and 17(å)

Fißt,look in the Truc File regislry 126 for a TnÌe Pilc cntry
record 140 fo¡ tìre conespondiûg Tnre Nârìe (Step 5292).If
lro such elìtry is lound this mechauism làils. lldre¡e is a lrea dy
a True File ID lor the enlry (St+ S294), this mechanism's
task is complere. lfthere is a corùpressed file ID for the entry
(Step 5296), decouprcss t-he file corrcsPoûdingto dtc file ID
(Step 5298) a.ûd sto¡e tlìe decoNpressed file ID ir the eDt¡y
(Step 5300). Tlis mechânìsm is lhen conÞÌete

If tlÌere is ùo True File ID for ùe eÀtry (Step 5294) and

drerc is no comprcssed file ID for thc crìtry (Step 5296), theD

cootinue seârclìilg for the requested file. Al ùis time it may
be necessary to notiry the user tlìat the systeù is sea¡ching fo¡
tlle requested 6ìe.

Ifdrcre are oùe o¡ more source lDs, then select an older in
which ro âttempt to realiz-s thc sourcc ID (Stcp 5304). Tle
order nmy be bâsed on optilìlizåtioN irÌvolviDg geùeÉl avail-
ability of the source, access ti e, baudwidtlì. aÌld transmis-
sioncost. Foreach source ir¡ the orderchosen, realize dleTrue
File from the sou¡ce locâtion (using the Reâlize True File
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f¡ouÌ Location primitive mecl¡aüisû), uûtil the True File is
realized (Step S306).lfìt is realize4 coDtinuewith steP 5294-

Ifno kno'rn soùrce caD realize tlrc True File, use the l¡cate
Remote File prìmitive ntecb¡nism to attempt to find the T¡ue

Fjle (Step 5308). Iî this succeeds, realize tlle True Fjle fiom
dre idendned source location and coÂtinùe wiû step 5296.
9. Create Scr¿tch File

A scmtch copy of a frle is required when a file is being

c¡eated or is about to be ûodified. f'he scratch coPy is stored

ill the fle syslem of the underlying operating system. The

scratch copy is eveDtually assimilated wheu the âudil lìle
record entry 146 is processed by tùe Process Audit Fi le Etrtry
p¡iDitjve ûechalÌism. Tlis Create scmtch File DrechalÌisûr

requires a local directory extensiorìs table entry lecord 138

Whetr it succeeds, the local directory extensiots fable entry

record 138 contains the scmtch file lD ofa scmtch nle that is

Dot contained jn the True File regist¡y 126 and tllat may be

¡nodified. 'Ilis Ìnechanism is lrow descíbed .tidì refe¡ence to
FIGS. 18(a) and 18(ó).

Fi$t determiùe whether lhe scratch file should be a copy of
rlìe existing True File (Step 5310). Ifso, coDtiNe wilh step

5312. Otherwise, dete¡mine whethe¡ the local dircctory
extensions table eùtry record 138 identifies an exisling True

Fjle (Step 5316), ¿úd if so, delete tlìe True File usiDg the

Delete True File primitive mecharisÌn (Step S31E). TlìeD

creâte a rleq empty scr¿tch file and store its scmtch file ID iÌl
the locâl diectory exteNioDs table entry record 138 (step

5320). This mechanism is tlÌen cooplete
If the local directory extensio¡s table entry record 138

identiâes â scratch file ID (Step 3312), theD the emry already

hâs a scratch ñle, so this mechanism sùcceeds

If the local djrectory extensions table eDtry re'cord 138
identifies a TrÌìe File (3316), and there is no Tme File ID fo¡
the True File (S312), then make the True File local using the
Make True Filc lÆcâl primitjve mecharisì¡ (Step 5322)- If
tlìe¡e is still no True File ID, this mechanism fails

There is now a local Tne File for this file. Iftbe use coü[t
in the correspoDding True Fjle registry ellry record 140 is one
(Step 5326), sâve tlìe True File lD fu the scratch file ID ofthe
local djrectory exteùsions table eùtry rccold 138, and lemove

the True File registry ertry record 140 (SteP 5328) (Ïisstep
makes ihe True File ilìto a scratch file.) Thi s mecbarú sm's task

is co¡nplete.
C)tlÌeFÃ,ise, if tlrc use couttt in the conesponding True Pilc

registy entry record 140 is not one (ill step 5326). copy the

frÌe w ith the giveù True File lD to a new scratch file, usirìg the
Read File OS mechânism and store i1s file ID in the local

directory extensioN table entry recod 138 (Slep 5330), aDd

reduce the use count for lhe True File by oDc lf there is

irlsufncie¡t space to matrie a copy, this mechanism fails.
10. Freeze Directory

Tlús mechanism freezes a directory iû order to calculate its

T¡ue Name. Since the Irue Nâr¡e ofa directory is â fu[ction
ofthe files withiu rhe directory they nlust not clìange dùriûg
Îùe coùputation of the True Name of tlÈ directory. Tlìis
rììechanism requlres tlÌe pathnâ¡e o1â directo¡y to freeze

This mechadsm is descdbed \rith reference to F]GS 19(a)

and l9(å).
In step 5332, add oùe to the global freeze lock. Then search

tlìe local directory extelsions table 124 fo find each sübo¡di-
llate d.ata file âlrd di¡ectory ofthe given directory alrd freeze

each subo¡djnate dìrectory fou[d ùsing the Freeze Directory
primilivc mechaúsm (Stcp 3334). Assimilate each urrassimi-

lated data filein the djrectory ushg the-Assimilate Dâta Item
prinitive mecharìism (Step 5336). TheD create a d¿ta item
wlìich bqgins with a tâg or narker (a "magic N¡nlber") being

â unique data item iDdicating thal tlis data ifem is â fioze¡
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directory (Step 5337). Ther list the nle DâùÌe ard Tfle Narne
for e¿ch file in the crrrent dlrectory (Step S33tl) Record ally

additional informâtioÌì required, sNch âs tlÉ type, time ollast
âccess aDd Drodification. aild size (Step S340). Next, ill step

s 5342, using the Assimilate Dala ltem p¡imitive mechaoism.
âssimilâte ihe data Íem created iI1 slep 5338. T]le resultìng
True Name is the Tme Name oftlìe fiozen directory. Finally,

subt¡act orÌe from the global freeze lock (Step 5344).
I l. ExpaDd F¡oze[ Directory

ro This lrlechaDism expands a f¡ozen dì-rectory ir a given

location. lt requires a given patlDame iùto which to expand

tlrc direcrory and tlÉ T e Name of the dilectory aùd is
describedwith reference rc FIG. 20.

First, iD step S346, mak€ tlÉ True File with the given Trùe

ì5 Name local using the Make True File Local priÌnitive mecha'
nism. Then ¡ead each directory eDtry in the locâl nle cleated

i¡r step 5346 (Step S34 8). For each such directory entry do tlìe

following:
Crealè a fùll path¡âÌ¡e using úìe given pathna¡ìe and the

20 file name ofthe entry (Step S350); and
link tlÌe created path to the True Name (Step 5352) using

the Lfutri Path 10 Tme Nallìe primitive mechanisûì.
12. Delete True File

This mecbanism deletes a refereùce to a True Nå¡¡e. The

25 u[derlying T¡ue Fiìe is Ìrot reûoved fiom the Tnte File reg-
istry 126 ùnless there are Do âddilioml referelces to tlÉ file
rJy'ith refe¡ence to FlG. 21, this ureclunism is pe¡formed as

lollows:
Ifttìe global freeze lock is o\ wait until tlrc global freeze

ro lock is tunÌed off(SÌep 5354). Tlìis prevents deletiug a Trùe
File $'1xle a directory wbich ÌDight refer ¡o it is being frozeD

Next, ñlld ttÌe lrue File registry eûtry record 140 giveìl the
True Name (Step 5356). II the reîerence count 6eld oI tlìe
True File registry 126 is g¡eater tlìan zerc, subtracr one fior¡

ri thc reference coùDl field (Stcp 5358). Ifit js detemrined (in

step 5360) tlìat tlÌe reference count field of the True File
registry entry record 140 is zero, and ifthere are Do depeudenl

systems listed in lhe Tnìe File regislry enlry reoord 140, then

perfon tlìe followlrlg steps:

40 (i) Ifthe Tfle FiÌe is a siùple dala item, dreD delete the True

File, othe¡\'ise,
(ìi) (tlÌe True Fìle is a coûìpourd data itern) lor each True

Nârne i¡ì llÌe data ilent, recllrsively delete tlÉ Tfle File corre-
sponding to the True Nanre (Step 5362).

a5 (iii) Reùove the file irìdicated by tlle Tn]e Fjle ID a¡d
corÌpressed fìle ID f¡ol'll the'l¡ue Fìle registry 126, aDd

rcDrove the True File registry entry record 140 (Step 5364)
13. Process 

^udit 
FiÌe Entry

This mechaùìsnì perfonns tasks whiclÌ a.rc rcquircd to

50 maintai¡ itrfo¡nâtio[ iû the local directory exteDsions table

124 ard True File registry 126. bùt which can be delayed
wlÌile the processor is busy doing more time'critical Låsks

Entries 142 in the audit lìle 132 shoùid be Processed at â

backgroùld priorily âs lo1lg as there âle cÌrtrjes 10 be pro-

55 cessed.With reference to FIC.22, the steps forprocessiDg an

elrÌry âre as lollows:
DetennilÌe the operaliorl in the erlÍy 142 cù¡reùtly beiDg

processed (Step 5365). Il thc oPerâtion indicales that a file
was creâred or wdtten (Step 5366), theD assirÌlilate the file

60 usiDg the Assiùilâte Data.ltem prirìlitive mechaúsDl (Step

5368), use tlìe New Tme File priùilive mechardsm to do

additioMl desired processjng (suclì as cache update, com-
pression! and rìrinoring) (SteP 5369), aùd record thc newly
computed Tn]e Narlìe for the fite in the âLldit file record eDtry

6r (Step 5370).
Othe¡wise, iI the entry betug processed indicates düt a

compould dâta ilell,) or directory w¿ls copied (or deleled)
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(Step 53?6), tlìen for each corÌÌpo[erìl True Nâllle ¡1 the

coÌìrpound data itenì or directort', add (or subtEct) one to tlìe

use count of the True File legistry entry record 140 corre'

sponding lo the component True Name lslep S3?E)

In aìl cases, for each parent direclory of lhe given file. :
ùpdate the size, tinÌe oflast âccess, and time oflâst modifi-
cãtion, according to the opemtion i¡ the audit record (step

s3?e).
Note thar tlìe audit record is l1ot rernoved after processi[g,

but is ¡etahed fo¡ some reasonable period so that it Dray be l(
used by rlìe Synchronize Dìrectory extended mechanism to

allow a discoDnectedreûotePrccessorto updåte its replesen-

tatio¡r oftlrc local system-
14. Begir Grooming

This mechanism makes itPossibleto select a set offrles for ll
re¡novâl arÌd determine tlìe ove¡all a.mount of space to be

recovered. With reie¡ence to FIG. 23, fi¡st veriry ùât the

global g¡oomiùg lock is cuûently unlocked (Step 5382)

Íhen se-t the global grooming lock, set the total amount of
space freed durìng grooûÌing to zero aDd etlPty the list offiles ?

s;lected for deletiorr (Step 3384). For each Truc File in thc

True File registry 126, set the delete count to zero (Step

s386).
15. Select For Removal

This grooning meclìallisrn teûtatively selects a pathnâme 2

to âllow ils cor¡espondiDg Tnìe File to be reùoved With
reference lo FlC. 24, first fi¡d dle local direclor) exterFions

tabìe entry record 138 corresponding to the given patllrame
(Step 5388). Theù frrìd tlìe True File registry ertry record 140

corresponding to the True File na¡lle in dle local directory 3

extensious table eDtry record 138 (Step S39Û) Addoreto the

eroom;nq delete colrnl in the lrue File retlistry entry record

i40 and ad.l the pathname to a lisl irlñles sclected lur Jeletion
(Step 5392) Ifthe g¡oomjng deÌete coùrt of tlìe True File
regiitry entry record 140 is equalto the usccorml ofthe True 3

Fiie regislry entry reco¡d 140, aDd ìfdÌe tlæle are Do ent¡ies in
ûledepeodencv list ol tLe True File regisqv enlry record 140

rtrelt aãd tLe size of the nle indicäred by (lte Tnre File ID ånd

or compressed file ID to the lotal anloùDt of space freed

dudng gJoorìr g (Step 5394).
16. End Croorning

Tlis groollìilrg nìechaoislrr ends the groorniDg phase aDd

reùoves alÌ files selected fo¡ removâl . With refereDce to FIG
25,lorcach frle in t¡rc list offrles selccted fordcletio¡, delcte

tlìe file (Step 5396) a¡d then untock the global g¡ooûing lock '
(St? 5398).
Operating System Meohanisms

The rext ofthe rnechanisûs provided by tlìe prcse[t inven-

tioD, operatìng systenÌ Ìnechanisms, âre now describcd

Tle following opemting systenÌ rnechanisms a¡e:
described:

1. Open FiÌe;
2. Close Fjlel
3. R¡¡d Filer
4. Write File:
5. Delete Iile or Director/;
6. Copy File or Directory;
7- Movc File or Direclory;
8. Get File SlanÌsi and

9. Get Files itr Djrectory.
l. Opel File

A mechani ll lo open a file is described çilh refere[ce lo
FIGS 26(a) and 26(ò). Thjs mechanism is givcn as iÌrput a

pâÎlxúme and the lype of access required for the fiìe (fol
exalÌrple! read, write, rcad./wdte, create, etc ) ard Produces
eitlìer the File ID oI the 1ìle 1o be opened or ar indicatioû lhat

no file slÌouldbe opened. The local direclory exteDsions lâble

z0
record 138 and ¡egion table record 142 associated with the

opened 6le are âssociated with the open file for laler use in

other processing lurctions which refer to lhe file, such as

read, write, âlìd close.

First, detenlÌitte wlÌetlÉr or not thenamed file exists locally

by examid[g the Ìocal directory exlensio¡s table 124 to

determine wlìether there is an eûtry correspotrdiDg to the

given pathÌrame (Step 5400). If it is deterdined dìât the nle

[arne does not exist locally, tlìen, using ihe âccess t]?e, deter-
) mine whether or nol the Êle is being created by this opening

process (Step 5402). If the file is ¡ot bcing c¡eatcd, prohibit

tl¡e opeD (Step 5404). lf tlÉ ñle is bei¡g crealed, create a

zerolength scratch file ù sìng íùÌ e]ìtry in local directory exteù-

t siolN table 124 aod prodùce the scratch ûle ll) ofthis scÉtch

file as the result (S(ep S40ó).

Ii oû the otlær hand, it is dete ined in step 5400 that the

file Dame does exist locally, then determine tlæ regioÀ il
which thc lìle is loca¡cd by scarchiùg thc regio¡ table 128 to

c furd tbe reco¡d 142 witlÌ tlÌe longesl regio¡l path \tliclì is a

prcnx oftbe file pathùame (Step S40t) This record ideDtifies

tlìe region ofthe specified file.
Neit, detennile ùsfug the access lyPe, wlÉllær the file Is

being opened for writirìg or whetlier it is beirg opeùed or y
5 forreading (Step 5410).lf tlÈ frle is being opened for reading

ody, theù, ifthe file is a sc¡alch nle (Step 3419), retùm tlÈ
süatclÌFjleIDof tlte file (Slep 3424). OthenryiseBet tlìe True

Name froù the local directory extelrsioûs table 124 and ¡Èatr(e

a local version ofthe True File associatedwidl the True Name

0 usjtrg the Make True Pile Local prirnitive rnechanism, aDd

tlrcn retum the T¡ue File ID associated r¡r'ith the True Name
(Step 5420).

lfthe âle is not being opened for reâding onlv (Slep 5410).

úen, ìfit is detennjned by iDspectirg the region table eùtry

5 record 142 tlutthc 6le is ir a read'oDly directory (Step S416).

then prohibit lhe opening (Step 5422)
Ilit is determiûed by insPecliog the regioD table 128 that

tire lìle is in a cached region (Step 3423), then send a Lock
Cache message 10 the corresponding cache servet aûd wâit

D for a retlrm message (Step 5418). Ifthe retum message says

tbe 6le is alreâdy locked. prolÌibil 1lìe openi¡g
If the access rype i[dicates tlìal the 6le beiDB modified is

being rewritten cornpletely (Step 5419), so that the original
data will notbe requircd, then Delete the Fileùsingthe Deletc

15 File OS meclmú$n (SteP 5421) and perfo¡¡ step 5406

OtlÌerwise, make a scratch copy of the file (Step 5417) aùd

produce the scrdlchfile lD ofthe scratch fìle as iheresull (Step

s424).
2 Closc File

50 Tlis mecharÌis¡lì takes as inpú the local directory exleD-

sions tâble eùlry record 138 ofaD open file and the dara

mainlaitred lor the oPe¡ file To close a flle, add arì ellry lo tììe

âudit file itrdicati[g tlÌe lime and opemtion (crcâ(e, read or
writc). Tlìe âùdit file proccssirìg (using the ProcessAudit Fjle

55 Entry prilrlitive ûechaûi sm) will tâke ca¡e of as sìuilating the

fìÌe and tlÌereby updating the ollìer recor¿ls

3. Read File
To read a filc, a program mùst pmvide tlÌe offset arÌd lcngth

ofthe data to be read aDd tlìe iocation ofa bufler into wlìjch

60 to coPY tbe daÉ ¡ead.
The file to be read ftom is ideotified by aì oper file desc¡ip'

tor which includes a File ID as compuled by the Open File
oper¿tingsystem mechaùism dcfined above. The File lD may

iãertify either a scratch 6le or a Tnìe Fììe (or True File

ó5 segrììent). lf the !-ile lD identifres a:l'rue File, it may be either

a simpJe or a compound True File Reading a ñle is accoûl-

plished by tlÉ follonirìg sleps:
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ID the case where the File ID ideúifies a scratch file or a

simple True File, use the read capabilities ollhc rìDderlying

operating system.
In the câse wlE¡e the File ID ideùtifies a coùPould file,

break the reâd operation into oDe or more read operations orÌ 5

component segDe¡¡ts as follows:
A. Identify tbe segmeDl(s) to be read by dividing tìre speci-

fied nle offset ând length eâch by the füed size of a segmetrt

1a system dependent pa-rameler). lo determine lbe segmenl ..,
number ¿nd number ofsegments llìat must bc rcâd

B. For cach segment number computed above, do the fol_

lowirlg:
i. Read ihe compoùtd True File index block 10 delenûile

the T¡ue Name of the segment to be ¡ead. 15

ii. Use the Realize True File from Locatioù Pritìitive
mechanism to ûú.trie the Trùe File segÌneDt âvailable

locâlly. (lf that meclünism fails, the Read File mecha-
nism fails).

iii. Detennjne tlrc File lDoftheTrue Filespecifiedby úe 20

True Name corresponding to lhìs segme .

iv. Use the Read File nlechânism (recüsively) to ¡ead f¡om
tlÌis segmelrt ilto the coíespoDdirìg locatìon in the
specified buffer

4. write File 25

File wrirìlg ùses tlìe file lD aDd data management caPa'

bilities ofthe uùderlying operatirìg systeD. File access (Ma.líe

File l,ocal described a bove) can be delèrred uûtil d1e lì¡st read

or wdte.
5. Delete File or Direclory lo

The process of deletiùg a fìle, for a given PatlÌìame, is

described here with relèreDce to FIGS.27(¿) aùd 27(ó)
Fìrst, deteÌmine tlìe local direclory exlensiolN table entry

recordl3t and ¡egion table entry record 1421or 11þ file (Step
5422). lf tbe nlehas no Iocal dilectoty exteDsions tablccntry :ts

¡ecord138 o¡is Ìocked o¡ is iB a read-oÍly regiolt. prohibittlìe
deletion.

ldentily the corresponding True File given the True Name
ofthe frle beirg deleted using the T¡ue Pile regislry 126 (Step

5424) If Íìe nle has no Tfle Narne, (Step 5426) ther delete 40

the scrâtch copy of the file based on its sc¡atch file lD iD the

local directory extensioÂs table 124 (Step 5427), aûd con'
rinue $ith step S42E.

lftl1e 6le tras a True Namc and the Tnìe File's ùse coutlt is

oDe (Step 5429), then delete úe True File (Step 5430), and a5

colltiDue widr step s42E-
II dre tle has a True Nafìle aìld t]Ìe True File's use couÌìt is

greater thaÌr olre. reduce its use corult by oDe (Slep 5431)
Then procc€d with $ep S42E.

Ìn Step 5428. delete the local directory exteNiolìs table 50

entry record, alìd add an entry to the audit file 132 indicatiDg
the time atrd tlìe opei¿tion perlomìed (delete)

6. Copy File or Directory
A mechanism is provided to copy a filc or directory givc¡l

a source arÌd destiration processor and patl]nanÌe TlÌe CoPy 5i
!-ile mechanis¡ì does not actuaÌly copy the data m the file,
only the True Name of the file. This meclÌaÌìism is perfonÌed
âs follows:

(A) Given tlrc soùrce paih, get the True Name from the
pâth. Iftbis step falls, tlrc meclMDrslÈ fails. 60

(B) Giveû tlrc True Name ând tlìe destination path, liDk the

destimtioù path to the T¡ue Naûre.
(C) If le soùrcc and destiDation processors lüve different

True File registries, find (o¡ ifnecessary, create) an ettry for
the 'IrLìe Nanle in the 'ln¡e File registry table 126 of the 65

aleslinatiorì processo¡. Enler into the sou¡ce ID ñeld of tllis
¡lew eÌìtry the soùce processor identity.
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(D),A.dd an eùtry to 1lìe audit nle 132 iÀdicatiùg the tiùe

and operation perfomred (copy).
This mechanism add¡esses câpability of tbe system to

avojd copyiog data frorD â source location to a desfinatio[
locatjon when the deslination aìready has ihe dala. ln addi'
tion, becâùse ofthe abiliry to freeze â directory this mecha-
flism also add¡esses capability oftlrc system inmediately to
make a copy of any collection offiles, theleby 1o sùpport an

efñcient veIsion coÌrtrol ruechanisurs for groups ol files
7. Move File or Directory

A mechaDism js described which moves (or rcnaÍes) afile
fro¡Ì a source palh lo a desti¡atiou patb. Ttle move operatioD.

like the copy operatio[, requiles Do actual tránsfe¡ ofdata,
and is perfonned as follows:

(A) Copy the file from the source path to the destination
path.

(B) lI tlìe soùce path is diffe¡ent from tbe destination path,
deÌete the soùrce palh.
8. Gel File Slatus

This mechanism tâkes â file pathffme aûd ptovides infor-
mation about thc pâthname. First the local dircclory exten-
sions table e ry record 138 correspotrding to the patbname
giveu is found. lfllo sucl] ettry exists, tlìe¡1this urechaùism
fails, otherwise, gâtlÌer ilfontatiolì åbout the file âDd its
conesponding True File froù the local directory extensioùs
table 124. TIìe infoûatioù can i[clude any idormatioù
shov,/À in the data structures, iûcludìltg the size, type, ownet
Tnìe Name, sources, tir¡e oflast access, time ollast modifi-
catioq state (local or noÎ, âssimilated or not, conìP¡essed or
lìot), use couD! expir¿tiorÌ date, aDd reservations.

9- Get files iu Djrectory
'Ilús mechaûisù e[ume¡ates tlìe ñles iD a dlrectory. l1 is

used (implicitly) whenever it is necessary to detelmine
whetlrcr a file exists (is presenl) i¡ra direclory. Folirìslâllce, it
is implicjtly used in thc Opcù File, Delctc File, Copy Filc or
Director),. aDd Move File operatiDg system mechanisms,
because lhe files operated on âre refer¡ed to by patbnames

conlaining directory names. The meclìanistl works as fol-

Tle local directory extensions tâble 124 is searched for âD

elÌtry 138 with dìe giverì directory patlì¡ame. Ifno such entry
is found, or il llìe erìtry Iourd is not a directory tlæo this
meclúnism fails.

If there is a corespondiDg TrÌ¡e File field in the local
directory extensions tâbìe record, thelì it is âsstlûed thåt the
True File reprcsents a frozerì directory. l-he Expand Froze[
Directory pimìtive mechanism is usedloexpand theexistiûg
T¡ue File into dircctory eDtries iù tlie local directory exten-
sions tablc.

fi¡ìally. the local directory extensions table 124 is agait
searched, this time to fùd eaclì directory sübordinate to tlÌe
given directory. The names found are provided as the resull.
Renrote MeclÌanisms

Thc rclnote rnecharÌist¡s p¡rvided by thc Preseff inveÌìtioù
are now desc¡ibed, Recall tlüt reDìote nìectradsms are used

by the ope¡âtiDg system in responding 1o lequests from oúìer
processors. These rnechaùisms erìable the c¿pâbilities ofthe
prcscnt iDveùlion in å peer-to-Peer Derw*ork mode of opcm-
tion.

ln a preseÌìtly prcferred enbodimerìt, plocessoß conlûlu-
Àicate with each otlìer usjng a temote procedure call (RPC)

style interface, running over orÌe ofany number ofcommu'
¡Ìication protocols such as IPX/SPX or TCP,{P Each peer
processorwhich provides access to its True File registry 126

or fiÌe regions, or which depends on âÌìotlìer peel processo!
provides a number olurechanisurs which can be used by ils
peers.
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Tlìe followirg reùote ùechanisNs are described

Locate True File;
Reserve Tnìe File;
Request Tme File;
Retire Tme File;
Caùcel Reservaliolì;
Acquire True File;
Lock Cache;
Updâte Cache: ând

9. Check Expiralion Date
1 f ¡cate True Filc

'lhis ùecha sû âllows a renote processor to dete¡¡he
wlìetlÌer tlìe localp¡ocessor conlains â copy ofa specific True

File. The nÌechârìisù begins with a True Name ând a flag
iùdicating wlìedÌer to forlvald lequests for dris frle lo other

servers. This mechanism is rìow desc¡ibed with ¡efe¡ence to
FIG.28.

First detennine if lhe True Filc js âvailable locally or if
there is some iDdicatioû ofwhere the'l'¡ue File is locâted (for

exanìple, in tlÌe Source IDs fieþ. Look up the requested Tnle
Name ir the True File rcgistry 126 (Step 5432).

lfâ True F ile ¡egistuy e¡try rccord 140 is nol fourd for tlÌis
True Na¡ne (Step 5434), a¡rd the flag indicates that the requesl
is not to be forwùded (Step 5436), respond ùegalively (Step

5438). Thât is, respond to the effect that the True File is ùot
available.

Ooe the oùerhand, ìfa True Fjle regìstry eDrry recold 140
is not foùùd (Step 3434), and úe flag iùdicåæs that the
request for this True File is to be forwarded (Step S436), úeo
forward a requesl for this True File to some otber processols

in the systern (Step 5442). lfthe source table for tlìe cu¡¡e¡ìt
processor jdentifies one or more publishirg servers which
slrcùld lìave â copy ofthis Tn¡e File, the¡ foo*a¡d the leqùest
to eâch oftlÌosc publislÌing servcrs (Step S436).

lf a True File reEtistry eúry record 140 is found for the

reqùired True File (Step 5434), aûd ìf dìe eDtry includes a

True File ID or Coûp¡essed File ID (Step 5440), respond
positrvely (Step 5444). If the erìtry includes a T¡l]e File ID
ilìen this p¡ovides tlìe idertity or disk localioD ofthe actual
plìysical rep¡esenta tiotr oî dre file or file segmel1t ¡equired.ll
the eltry include a Coopressed File lD, then a compressed

versjo¡ ofthe I'¡ue Fjle may be sto¡ed instead of, o¡ ir addi-
liolr to, an uncoùpresscd versiott. This fleld plovides the

ideùtity of the actual representåtioD ofthe compr€ssed vel'
sion of the file.

II ttÌe True F;le Ègìstry eotry record 140 is lound (Step

5434) butdoes not inclì¡de a True FileID (the File ID is abseù
ifdrc actual6leis not cùrrently prescnt at the currcnt locâtio¡)
(Step 5440), aìd if the True File registry entry record 140
ircludes oûe or more source processors, and if tbe ßquest can
be forwar<1ed, theu lorward the lequesl lor this True Fjle to
oÌre or rnorc of the source processors (step s444).
2. Reserve Truc File

Tl'üs rnechadsm âllows a ¡enìo¡e processor (o ilìdicate that
jl depelds on ihe locaÌ prccessor for âccess to a specific lrùe
File. It takes a Trlle Naùe as input. TlÌis nechanisrn is

dcscribed herc.
(A) Find dre True File regist¡y eùtry Ìecord 140 associated

with tlìe given l'fle File. lfro entry exists, rePly negatively.
(B) Il'dÌe True File ¡egistry ent¡y record 140 does llot

include a T¡ue File ID orcompressed FileID, åÌrd ifdre True
File rcgjstry entry record 140 includes no source IDs for
removable stor¿ìge volumes,lhen tlis processordoes llot have

access to a copy of dìe given file. Reply negatively.
(C) ^Add the ID of the sending processor lo lhe list ol

dependent processo¡s for the True File registry enlry record
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: 140. Reply positively, wirh an indicatioù of whether lhe
reserved True ¡-ile is ou line or offline .

3 . Reqüest True File
'lllis mechanism allows a relnote p¡ocesso¡ to request a

5 copy ofa True Fitetom the locâlplocesso¡ ll reqùiles a True

Name aûd responds positively by sendùg a True File back to
the requesting pmcessor. The mechanism oPemtcs as follows:

(A) Find the True File regislry entry rccord 140 associated

with tìre given True Name. lf there is no suclì True File
ro registry ent¡y record 140, reply Degatively.

(B) Make dre True File local ùsing the Make T¡ue File
Locât pdrnitive mechanism. If this mecharrisrn fails, the
Requesl True File ruecharism âlso lails.

(C) Send thelocal True File i¡ eitlÌer il is ùncomPressedor
ls comp¡essed form to the reqì¡estjng remote processor' Nole

tl¡at ifthe True File is a compound frle, tlìe compo[ents âre not
senl.

(D) lfthe renìote fiÌe is listedintlrc depeùdent process list
ofthe True File regi,stry enlry record 140, remove it

20 4. Retire T¡ue File
This meclÌânism allows a remote processor to irìdicale dút

it no longer plalls to maintain a copy of a given True File. Ar1

altemate soùrce of the True File call be specified, if, for
irstånce, the True File is bejng moved from oìle server to

25 anoiher. It begins with a True Naure, a requestirÌg processor
lD, âìd optioûal åltetnate soùrce. This rnechârìism oper-
ates as follows:

(A) Find a True Na[ìe entry in tlìe TnÌe File ¡egistry 126 lf
tlære is no ettry for this Tme Naûe, this mechânism's task is

30 CoìrÌplete.
(B) Find the requestiùg prccessor on the sou¡ce list and, iI

it is there, remove it.
(C) IIar altemate source is provided, âdd il 1() llìe source

lisl fo¡ dìe True File registry entry record 140.

15 (D) Ifthe soùrce list of tlìe True File registry cDÎry record

140 bâs no iter¡s in it, use the Locale Remote File p¡iìlÌitive
meclìanisDr lo search fo¡ ânodler coPy of dle lìÌe lf it laiÌs
laise a senoùs erIor,
5. Câncel ReservâtioÌt

40 Tlis mech¡tism allot\'s â remote prccessor to indicâte dìat

it no lollger requires access to a True File stored or,l the local
processor. lt begiDs witlì a True Naùe alld a requestiDg pro-

cessor 1D a¡d proceeds as follows:
(A) Fiûd the True Name entry in the Truc F i lc registry 126

45 lfthere is no eûtry fo¡this True Naùe, tlis mechanism's task

is corllplete.
(B) Reûove the identity ofthe requesting processor lìorn

the list ofdepende¡Ìt processoß, ifft appears.
(C)lfthc listofdependcnt processors bccomes Tero andlhc

50 ùse count is also zerc, delete the True File.
6. Acquire True File

ftis mechanism aliows a remote pmcessor lo illsist tlül a

local processormakeâ copy ofâ specified Tnìe File.lt is used.

lor example, when a cache client NaDts 1o wrile throùgh â ûew

5j veßion of a file. The Acquire True File lÌtechaDisnl begiN
with a data item a.¡ìd an optiorÌal l-rue Narlle for tlÌe dâta item

arld prcceeds as follows:
(A) Confinn that dÌc requesting processor has lhe right ro

require tlìe local processor to acqùi¡e dala items. lfûot. send

60 a negative reply.
(B) Make a local copy ofllìe ¿låta ilem tmûsmitted by tlìe

remote processo¡,
(C) Assimilate dìe dara ircm irfo the Truc File registry ol

ilìe local processor.

65 (D) ll a l'nìe Name was provided with lhe file, the -lrue

Nâme calculâtion can be avoided, or the ùÌeclMùism cân

veriry tbat llìe file received ùâtclìes the True Naùe sent
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(D) Add an entry in the depeùdent processor list of the lrùe

file registry record indjcatirlg tllat dìe requesting processor

depends on this copy ofthe given True File.
(F) Send a positive reply.

7. I¡ck Cache
This dechanism allows a rerDote cache client to lock a

Iocâl file so that local useß or other cache cl¡ents cannot
change it while the remote processor is r¡siltg it. The Dìecha-
nism begins \Á,ith a patbname aûd proceeds as follows:

(A) Fird the local direclory exteDsions tâble entry record
138 ofthe specifled path¡ame. Ifno suclì entry exists, rcply
ûegatively.

(B) IfaD local djrectory exteìrsioN table erltry reco¡d 138
exists a¡ìd is alteâdy locked, reply ììegativeiy that the file is

already locked .

(C) If aù local dìrectory extensions t¿ble eD1ry record 138
exists and is ûol locked, lock the eDtry. Reply positively.
8. Update Cache

This mechanism allows a remote cache clieÌrl lo uillock a

local file ¿¡d update it with ùew contents. It begiDs wiù a

patlìname and a Truc Name. The file corresponding ro the
Tme Naúe úust be accessible from the remote processor.
Tlus nrecha¡¡sm opemtes as follows:

Find the locâl directory exte¡sions table entry record 138
corresponding to dÌe give[ patbname. Reply negatively ifno
such entry exists or if ihe entry is uot locked.

Link the given patJuame to tlÌe giverÌ True Name ùsing tlìe
Lin-k Patl¡ to True Name prinitive mechanism.

Unlock the local direcfory extensions tabÌe ettry record
138 and retum positively.
9. Check ExpiratioÀ Date

Retunì currerf or new expir¿tio[ date aDd possible âlter-
Dative souÌce to caller
Backgroutd Processes ând Meclraiisms

Thc background processes and mcchanisùs provided by
the present iìrventiorì a.re Dow described. Recall tbat back-
grcund mechanisms ale htended to rurl occasionally andata
low priorily to provide aulomated nìaDagerùen( capabililies
with respect to the prese¡lt irlvention.

The following bâckground meclìanisnrs âre described:
l. Mir¡o¡ True File;
2. Groom Region;
3. Check for Expired Lirks;
4. Verily Region; alrd
5. G¡oom Source List.

L Miffo¡ True File
Tlìis mechânism is used to eÌlsLìre (hal fìles ¿re availabÌe ìÌr

allemate loc¿tiolìs iù minor groups or archived oD archival
se¡veß. The mechanism depe¡ds oìr application-spccinc
migration/ârchivâl criteria (size, trnre sirce lâst access, nuù-
berofcopies required. rÌumberol exìsti[g aÌtemative sources)
which determine uDder whât conditions a lìle shoukl be
lrloved. The Mir¡or True File rllechaDism oper¿tes as follows.
ùsiog dre True File specified pcrfonn drc Jotlowi[g steps:

(A) Coùrt the nunÌber of avâjlâble locatìoDs of tìre True
Þ ile by ìDspectirìB tlìe source list oftlrc True Fìle registr,v eDtry
record 140 for the True File. This step detemrires how ùany
copies ofthe True. File arc availâblc in the system.

(B) IftheTnìe File meels úìe specified Èigralion cdteria.
select a ùir¡or group server to which a copy of tlrc frl€ should
be sent. Use theAcqui¡e True File re¡ìote mecharÌism to copy
flle True File to the selected mirror groÙp serve¡. Add the
identity ofthc sclcctcd systeùÌ to tlÌe soùrcc list for thc Truc
File.
2. Groom Region

This meclìanism is ùsed to automalically lree up space iÌì a

processor by deleti[g dâla ileùs that ûay be âvailable eìse-
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where. The nrecha¡isr¡ depends oll application-specific
groo¡niDg c¡i teria (1or inst¿ùrce, a lìle mây be ¡emoved ìI the¡e
js ar altemate online source lor it, it hâs not beenåccessed in
a giveÌì rÌùlnber o fdays, aûd i t is lårger tllân a given size). This

5 Dìechanìsû operates as follows:
Repeat the followiùg steps (i) to (iii) with more agg¡essive

grooming criteria ù.ûtil sufrcient space is f¡eed o¡ u¡til all
grooming criteriâ lúve been exercised. Use grooming infor-
n'ìâtion 10 delenninellow ùuch sDace has been fteed. Recâll

lo tLat, *hile g¡oomiog is in effät. grooming inlo¡mation
includcs a tablcofpath ames selected fordeletion, andkeeps
track ol tlÌe â¡nourt ofspace tÌlat woùld be fteed ifall of the
files were deleted.

15 (i) Begìn Grooming (usirìg tlæ prìmitive mecha¡ìisû).
(ii) FoÌ eaclÌ patllnanle in the specined regioo, for the True

Fileco¡¡espondirÌg to thepallùame, ifthe TILle File is presenl,

has at least one altemative source, and meets âpplicatiorÌ
specific groonrilg criteriâ for the regior'r, sclect thc filc fot

20 renìoval (usiDg the priDlìtive mechanisù).
(iii) End Grooming (using the prilÌlilive meclìanism) .

Ifthe region is used as a cache, no odrer processors are

depeDdel'lt ol1 True Files to wlìich it refers, and a]l sÙch True
Files âre mir¡o¡ed elsewhere. In this cåse, True Files câD be

25 reùoved with impùrìity. Fo¡ a cache regioù, the groonìing
criteria would ordimrily eliminate the leasl receutly âccessed

True Files first. Tlxs is best done by sortilg the Tnte Files jD

tlìe region by the most recent access time befo¡e perfonnjng

_- srep (ii ) abo!e. Tle applic:rlion specific crileria would thtls be
'u lu select for removal every True File encuunrererJ fteginning

with ihe least receDtly used) ùDlil thereqùùed amount offree
spâce is reached,
3 . Check for Expired Liuks

.. lhis rnechanism is ùsed lo delemÌine whe rer depende¡--- 
cies on published ñles should be rel'reshed. The lollot'"ing
steps desc¡ibe the operatioD ofthis Ìnechanien:

For each palbnalÌle jn the specilìed region, for each True
File corresponding to thc pathDârne, lerfomr the followiDg

40 step:

Iflhe True File registr-v erÌtry lecord 140 correspoùdingto
tlÌeTrue File coDtajDs al least one soùrcewl chisapnblishing
server, aDd iftlÌe expirâtioD date ol1 ihe dependency is pasl or
closc. thcn pcrform thc following stcps:

a5 (A) Detennine wlìetlìer tlìe True File ¡egistry eIItry record
coDtaiDs othe¡ soùrces \,lÌicÌì lmve ùot expired.

(B) ClÌeok tlÌe True Name expiration of úre server. ll the
expimrioll date lús beeû e)ftended, or aD alten]ate source is
sùggcstedr add thc source to tlÌe T¡ue Filc rcgistry entry

50 record 140.
(C) Ifro acceptable alternate source was lòuÌrd i¡ steps (A)

oi (B) above, malie a local copy ofthe Tnre File.
(D) Remove the expiÌed source.

4. Vcriry Regior
55 Tlììs ùechallislrlcarÌ be used to eùsuretlìåttlìedata items in

the I'nÌe l-ile regìsrry 126 have rlot beeD danìaged accidertally
ormalicioìrsly. The oper¿tio¡ of this mechaoism is described
by thc followiùg sreI's:

(A) Seârch the local directory exteDsions table 124 for eåch

60 pâtlì1ame ìn the specified regioD arìd tlìen perfomÌ the lòl-
lowiûg steps:

(i) Get the Tlue File name conespo¡diDg tolhepatlìIìaûe;
(ii) Ifdrc Truc Pilc rcgìstry entry 140 for tlÌe True Filc docs

Dot have a T e File ID or compressed file ID, igûo¡e it.
ói (ìii) Use the Veriry True File mechauism (see exlended

necha¡isms below) to con6nn that lhe T¡ue File speci-
fred is correct.
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5. Groo¡Ì Source List

The source lií in a l'rue Fite entry should be groomed
soÌ¡elinres to ensure there ae not too mâny mirror or a¡clìive
copies. WlÉn a file isdeletedorwheD a regioD definitiorì or its
mir¡o¡ c¡ile¡ia arecbanged, il uray be necessary 10 inspect lhe 5

aflected True Files to determiDe whelher ihere åle too ûany
miror copies.Tlìis caû be done with the following steps:

For each affected T¡ue File,
(A) Search tlrc local directory exte¡NiolN table 1o find eåch

region that refers to the True File. l0
(B) Crcate â set of "required sources", irilially empty
(C) For eåch regiorÌ foùrd,
(a) detemìine the ùÌirrorittg criteria for thât regior\
(b) determìne whiclì sources for the T¡ue File satisry the

mi¡roring crjteriâ, and 15

(c) âdd these sources to dÌe set of required sou¡ces.
(D) For each source in the True File registry entry, if the

sou¡ce idetrlifies a reùoteprocessor(as opposedto reùovable
media), and ifthe source is nol â publisher, aûd if the sou¡ce

is not i¡l the set ofrequjred soùrces, then eliminate the source, 20

and use the Cånccl Reservation remote nÌeclÌanism to elimi-
¡late the givenprocessor from the list ofdependentprocessors
recorded at the renote prccessor idelltjfied by tlÌe soùrce

Exte ded Meclìadsùs
The exrended mecha sms provided by the preseDt inven- :5

tioD are rlow described. RecâÌ] Îlìat exteldedûÌeclraDisnìs ru]l
withiÀ applicalioD progmDrs ove¡ the operâtiùg system to
provide solutioDs to specific p¡oblems aDd applicatio[s.

Tlre followilg exteMed mecha¡isms are descibed:
1. lDve¡rtory Existi[g Direclory; ]o
2. Lìventory Removable, Read-otly Files;
3. Syrcluonize Directories;
4. Publish Region;
5. Retire Directory;
6. Rcalize Directory at l¡câtioÌl; l5

7. Verify Tme File;
8. Track forAccountj¡g Purposes; and
9. Traok for Liceusing Puçoses.

l Inventory Exisling Directory
Tlis mechanisrìr dete¡Nines the True Names of files ill an ¡o

existiDg onliùe drrectory in the uDderlyiùg oper¿tilg system

Oùe puçose of flris meclulìism is to iDstall True Name

nreclünisms iù an exisling nle systeÌù.

An effect ofsuch aù ìnstall¿tion is 10 eliDiDate immedi_
ately all duplicate lìles from the file system beiEg tråversed If 45

several file systeùs are jDventoried ìrì a single True lìile
regislÐ., duplìcates across the voìumes are also elimi¡rated.

(^) }averse the ùnderlying frle systern ir tlìe oper¿tiDg

system. For cach file encouDtcred, excluding direc tories, per-

form the followitg: 50

(i) Assìmilate the fìle encounte¡ed (using the Assimilate
File primitive mechanism). This process conÌpuLes its

True Na¡le ând noves ils dâta into tlle True File registry
126.

(ii) Create a patlnìame corÌsistirÌg oflhe path to dÌe volume 55

directory aDd the relative påth of tlle file oll tlÉ media
Lilrk thj s pâth ro the co¡Ìrputed Tnìe Name ùsiùg tlÌe LiDk
Palh to True Narnc primilivc nÌcchanis¡r.

2. Inventory Removable, Read-Ody Piles
A systenÌ wilh access to removable, reåd-oDly media vol_ 60

ùmes (such as WORM disks ard CD-ROMS) ca¡ì create a

ùsable iÌventory oftlìe files orlhese disks witlìout having 10

makc online copics- Tllese objccts can tlìen beùscd for arcli-
val purposes, directory overlays, or other lleeds. Alì opemtor

r¡ust requesl llmt arì Neutory be creâted for sÙch a volurne. 65

This mecha[is¡n allows for tìâintainìDg ìnventories olthe
conteDts ofnles ârd datô items on rcmovable rÌÌedia, such as
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disketles aûd CD-ROMS, iùdependeDt of other properties of
the 6les such as ûame, localion, and date ofcreâtion.

Îìe mecbânisùr c¡eales an online invenlory of tÌìe files on

one or t¡ore feNovable volùrnesJ such as â flopPy disk or
CD-ROM, wlÉ¡ ùe d¿ta olr the volùnle is represented as a

di-rectory. Tlle iove ory serviceùses a Trùe Name to identiry
each file, providing a way to locate tlrc d¿ta independetrt of its
nâme, d¿te of creatioD, or locâtion.

The inventory caD be ûsed for archival ofdata (making it
possible to avoid a¡rlìiving d¿ta wherì llìose data are alreâdy
on a scparate volunc), for groomi¡g (naking it possiblc to

delete inf¡equently accessed frles il they carì be retrieved from
removable volùmes), for versio[ conûo] (nÌâking it Possible
to geoerate a lìew versio[ ofa CD-ROM witlDut havjng to

copy t]le old veßioÐ, ând for otlìer purposes.

The inventory is ùade by creating a volune directory in the

media inveDtory in wlúch each file ¡amed identifies lhe data

item on thc volume bciDg inventoricd. Data ilenÌs are not

copied from the removable volume dur¡Ìg the inventory pro-

cess,

A¡ operator must reqìrest that an irlvenlory be created lor a

specinc volume. Oace deated, the volùme directory ca¡ be

frozen or copied like âny other directory. Data items from
either the physical volùùe or flre volì¡rne directory can be

accessed usillg tlìe OpeD File operati¡ìg system rnecharìisl¡
which rrill cause thenl to be reâd from the physical volume

using tlìe Realize True File from Location prinitive mecha-
ùism.

To c¡eâte an inve[tory the lollowiDg steps a¡e takeD:

(A) A volume direc tory rD ihe media inverÌtory is created lo
correspord 1o dre voluÌìe beiDg iûvedoried. lts coûtextual

ùâüe ideltiñes dÌe specific vohüne.
(B)A soùcetable eûtry 144 for the volume js creat€d in tlìe

source table 130 This enlry 144 idertifies the physica I source

voluùe aùd the voluùe dì¡ectory created ill step (,{).
(C) The file syslem on tlìe vohLme is tr¿versed. For eåch nle

encoÌllltered, cxcludiug dirc,ctories, the followjng steps are

þkerÌ:
(i) Tlìe True NâÌììe of tlæ file is compured. dl eDtry is

c¡eated irì the True Name registry 124. includiDg tlÌe

True Name of the ñle usiùg the prjùlitive meclìaùisû.
The sourcc field of thc True Na e rcgistry eùtry 140

ideDtjfies drc source tâble entry 144
(ii) A pattuaùre is created coDslsti¡rg of the path to the

volume directory ând the reÌalive pallÌ of tlÉ Êle on the

media. This path is li¡ked 10 tlÌe coÌnpùled Ttue Name
ùsing L.iùk Path to T e Name primitivc rÌeclÌanisìr'

(D) After alì 6les have beetr inventoried, tlæ volume direc-
tory is f¡rzeD. The volur¡e directory serves as a table of
cortents lor the volume ll caD be copied using the Copy File
or Directory prinÌitive meclÞÌism 10 crcate ârÌ "overlay"
dircctory wlìich caÌì dreù be modificd, ¡¡âkirÌg it possible to
edjl a virtual copy ofâ read-only tnediunt.
3. Synclïooìze Directories

Given two versiorN of a direcrory derived froü the sâme

startiûg poinr. this Drechanism creates â new, synchrolìized
veßion whiclì incìùdes ihe changes from each. Where a file is
chalrged in botlÌ versions, this mecha¡ism provldes a user exit
for handling ttìe discrepancy. By using True Nâmes, coûparl-
soùs a¡e insta aneous, and no copies offiles a¡e necessary.

TlÌis mechãnism lets a local processo¡ syDchroniT-e a di¡ec_

tory to account fo¡ changes nìâde at a rcnìote processor Its
purpose is to bring a locâl copy ofa directory up to date after
a pe¡iod olno communicâtion between the local and remote
processo¡. Such a period ¡¡ight occù ifthe local p¡ocesso¡
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were a Dobile processor detâclÌed from its servel, or if trvo

distanl p¡ocessors were rÙ¡ indePendenlÌy ând updated

nighlly.
Alì adva[tage olthe described sy¡cLroDizatio[ process is

that il does Dot depend on syÌìclüolliziûg tlÌe clocks of the

local and lemote processors. Howeve¡, it does require that the

local processor track its position in tlìe remote p¡ocessor's

audit fite.
This mechamsm does not resolve chânges made simultâ-

Deously 10 lhe same file a1 several sites. lf that occurs, an

extemaì resolution mechanisnr such as, forcxatnple, operator

iDterveltiorì, is required.
The mechânìsmtakes âs input a start tiûìe, a localdirectory

patlìname, a reùote prccessor na:ne, and a reltote directory
patùùame name, a¡d it operates by tlìe followìng steps:

(A) Reqùest a copy ofthe audit 6le 132 fiom the remote

processorÌrsing tlæ Reqùest True File remote mecharúsm

(B) For e€ch entry 146 in tlÌe aùdit file 132 âfter thc start

tiÌne, if the eûtry i[dicates a chaDge to a file ilì the reÌìote
directory, perform tlrc followirg steps:

(i) Compute the patbname of the co¡responding file iù the

locâl directory. DetenniDe ihe True Nâme ofthe corre_

spondirg file.
(ìi) If tlæ True Name oftlìe local lìle is tlìe sarne as the old

True Nâme in the audit file. o¡ ifthere is no localfile aDd

the âudit eDtry ìûdicates a new file is being creâted, llÐk

the Dew True Name in the aù dit 61e to the locâl pallìna¡ne

usiùg the Li¡k Path to True Name prirnitive nìecba¡isù
(jii) Otlìerwise, note thâl there is a probleùÌ witlì the sy¡-

chrolization by seùdiDg a message to l]rc operalol or 1o

a probleD resolutioll Plograù, itrdicâting tlrc local path-

ÀarÌleJ remote pâtlÌlame, rcnote plocessor, alld tlÌlle of
clülÌge.

(C) After synclÌronizatjol is complete, ¡ecord tlìe úme of
dre firìal chaùge. This time is to be ùsed as the rìew stâ-ll timc

the Dexl time llìis direcìory js sy[clrronized wilh LlÌe saÌne

re totc processor.

4. Publish ReBroÂ

The publish regior nechârìisÌn aÌlows a processo¡ to ofle¡
the files iü a regiol to alÌy clieDt processoß for a liÌìited
period ofti¡ìre.

The purpose of the service is to elirninate a¡y Deed for
clieDt prccesso¡s to make rcsen'atioN with the publislting

processor This in turn makcs il possiblc for dÌc pubtislÌiDg

processor to service a mùch large¡ nùrnber ofclients
When a regioÌr is published, an expir¿tioù date is defured

for all files intheregion, aDd is Propagated irto tlrcpublislnùg

systeùÌ's True File registry entry record 140 for each file
When a ¡ernote file is copied, for ilìstalrce Ùsilrg rlrc Copy

File operating sysleû mechaDisrÌÌ, the expirationdate is cop-

ied ilrto the souce field of tlÌe client's Trùe File registry entry

record 140. 
.wllelr the source is a publislìilg systeù. rÌo

depelde[cy rced be crcated

The client processornìLrst occasionally and in ba ckgmund,

checkforexpired links, to ìllake sureit still hås access lo tlìese

files. This is desc¡ibed iù the backgrorìÌìd mecllanism Check

1òr Expired Links.
5. Reti¡e Directory

'lhis mechanism ¡rakes it possible to elinìinate saTely ùe
True Files i¡ a di¡ectory, or at least depeldencies on theù.
after eDsùring that ârly cijerìt processoß depe¡Ìding on those

files rellove theÙ depeDderlcies l he files iD tlæ directory are

¡ot aclually deleted by lhis process. The directory can be

deleted wìtlÌ tlrc Delete File operating systeû meclìaûism
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Tlìe ÌnechâùisrD talies lhe patlì¡rârne of a given directory.

and optionally, the identificaliotr of a preler¡ed altemate

source prccessorlor clients 10 use Tlæ mechanism perlorms

úrc following steps:
5 (A) Traverse tlÈ direclory. For each âle iD tl¡e directory

perfor¡n the following stePs:

(i) Get the True Name ofthe file from its path a¡d fi¡ld the

True File registry entry 140 associated with the T¡ue

Name.L0 
¡iil Determine an altelnate sou¡ce for lhe True File. ]f l¡e

source IDs ficld of tlÌe TFR entry includes the preferred

altemate source, tllat is the ahemate source lf it does

Dol, but includes some ofher source, tllat is the altemale

15 source. If it coûtains no altenMte sources, there is tro

ålteûMle sou¡ce.
(iii) Por eachdependelt processor in the Tme File registry

elìtry 140, ask tÌìåt Processor to retle the True File,

speciryhlg an altemate soùrce if orc was detennined'

20 usiDg the remote rllecharìisùl.
6. Realize Direclory at Location

This mechaûism allour's the use¡ ol operatiùg system to
force copies of files from soûle source locatio[ to ihe True

File registry 126 at a giver locatjoù. The pùrpose of the

25 mechanism is to elìsule tlút files âle accessible i¡r the event

the source location becoÌnes ilaccessible Tlis câù happe¡r

Ior iDstance if the soùce or giveù locatioû a-re on mobile
computers, o¡ are on removable media, or il the network
co¡nection to the sorÌce is expected to become unavailabler

30 or if the source is beiùg retlred.
This mecbaùism is provided in the icllowing step s for each

file ìD the giveù directory ì¡',i11ì the exception of sÌrbdirccto_

¡ies:
(À) Get the local directory exle¡ìsioDs table eDtry reclrd

35 138 givcn ttìe pathìame ofthc file. Get dre True Name ofthe
local di¡ectory exteNioDs tâble eùtry tecord 13E. This servjce

assimilates the file iIil hâs lìot already beeû assimilated
(B) Realize the corresponding True File at the giveo loca-

tior- This senice causes it 1o be coPied to the given location

40 from a rcmote system or remolab1e media-

7. Veriry TnÌe File
Tlis nechanism is used to verily tlút the data jtem in a Tnle

Fileregistry 126 is indeed the conec¡ data item given its True

Name.Its purpose isto gtìard agaiDst device errorc, ùalicious
45 clÌanges, or other problems.

lf all error ìs foùrd, the system lìas dìe ability lo "heal"

iLseÌl'by fìtdìrg another sourle lôr tlìe True File wilh the

gi\,erì nâme. It may aÌso be desirable to ve¡ify that the erroÍ
lÌas notpropagated to other systems, ãnd to logÎhe problemo¡

50 indicale it to the compùter operatol Tlæse details âre Dot

described lìere.
To ve¡iÙ a data item lhat is ÌÌot in a True File rcgistry 126'

use the C¿lculâte True Name priùitive rnecha¡isÌn described

55 Tlìe basic mechânisÌÌ begiùs with a True Name, àld oper-

ates in the foÌlowirìg steps:

(A) Fiú the True File ¡egistry eùtIy record 140 corre-

sponding to the given True Name
(B) IftlÌere is a True File ID fo¡ the True File regislry entry

60 record140 theÀuse it. Other$'ise, ì-odicatethâtno fileexiststo
verily.

(C) Calculate tlìe True Nal¡e of the dara iteûì given the file
ID ofthe data iteù.

(D) Confirm that the calculated Tfle Name is eqùal to the

6i aivenTrue Name." 
lF) lfrhe True Names are nol cqual, Lbere is an errì.,r in the

True File regislry 126. Remove the Tnìe F ile lD froù tlle Tnle
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File registry enlry record 140 alld place it somewhere else The Systefr in Opemtìo¡

Indicaõ that t¡e T¡Lre File regisLA entry recorcì 140 conlajned Given the mechanisms described âbove, the operafion ol a

an error. typical DP syslem emPloying these meolÉnisms is now

8'TrackfolAccouúingPurposesdescribedinofdeltodemoDstrafelrcwtieplesenliùvention
This rnecha.isrn pr&idei a rvay to krow reliably which 5 ûeets its rqìuirenìents and capabilities.

files have beelì stored on a system or tÉnsmi¡ted from one Itr opemtio¡, datâ iter¡s (fo¡ exalnple, files, dâÎabâse

*frt"rn to -ot"a f-n" mecharoism can be used as a basis for rcco¡ds, messages, data segmeûÎs' data blocks, diectories,

u?iu"_tur"¿ u""o,-tiog sysrem i¡ which chalges are based instarces of object classes, âûd the like) in â DP systenì

on the ideffity of the daìa ito¡ed o¡ transmined, r¿ther than 
. ^ 

employi¡g the present invetrtion âle identified by sùbslan-

simply on the number ofbits. r0 tialiy unique identite^ (True Names), theidentifiers depend-
.I.his ,nechanis,' allows the system to track possession of itrg on all of the datâ in tlrc data ftems and only on dÌe data in

.p""iÀ. dutu it"o* u""ordi^g to co^tent by owner, indepen- 1¡e data ite¡¡s. The pri,''itive meclìaûisrns calculate 'lrue

dent ofthe mme, d¿te, or otlì;rproperties oithe data item, a''d Name a[dAssimiìate Dåt¿ llem suppol tlis property Fol âr'
,rult, th" u"". of.p""ific data iteis a¡rd files by content for 15 giveo dala item, using tlÌe Calculate True Na¡le primj tive

ni"ouotirrgpu.por"ì. True naûÌes make itpossibleto idenrifi " mecbanism, a substaù1iâlly unique ideúifier or Trùe Nâme

each file blri'efly yet uliqueJy for this puçose. fo¡ that data item can be dete¡mjned

Tracking dre idelrities óf fites requ;ies maintaidng âo Further, in oper¿tior of a DP system incorporatiûg tlìe

accounti'flog 134 and processing it foi accounting or biiling prcsent invcntionJ nùltiple copies of dåtâ items are âvoided

pù¡poses. î1.,e-meclìa.uis'r operates in t¡e followinlg steps: 20 (u'less they aÌe requircd for some reaso¡ such as bacLnps or
'-ii)ñ"," 

"u"r' 
ti 

"" 
, file is c¡eated o¡ deleted, foi insi*"e mirror copies in a fault{oleranl system). MultiPle copies of

tyìâ,ritoring ,uait .rrtries iD the process Audìt Fjle Etrtry d¿ta items are avoided eveD when multiple names refer to the

primitive meihanism. When such an event is e[countered, same d¿ta ilem. The primitive mechanisms Assimilate DaÉ

;reare all entry 148 iD tlìe accoùnting log 134 thât shows tlrc llems aDd New T¡ue File suPport tlìis property Usjng the

responsibJe p".ty 
^ra 

tl" identity of-ttre file created of 25 Assimilate Data item p¡i¡ûitive mechanism. if a datâ item

deleted. already exists iû tlìe system' âs ildicâted by an eDlry il'l the

is jÈu"ry tirrr" 
" 

nt" is transmitte4 for iÀstance wlìe¡ a fle True File registry 126, tlÌis existence will be disco'ered by

;, ìoi;"a *irh a n"quest True File ¡emote meclìânism or aÌì this n'echañsm, a¡rd the dnplicale datâ itern (the neiv dala^

e"q.ii." 1-" fit" .",rrote úecharism, creâte an entry in the .^ irem) w¡ll be etiminated (or not added). Thus, for example' if
accåu'ting Jog 1fa rhatshows the responsible paty, tie idcn- l0 

a data file is being copied o¡ìto a system from a floppy disk il
tiry ofteîlelaud the source and destination processon. based on the TnÌe. Name ofthe dâta fr1e, it is determjned lhat

iC) Occasio.ally nrn all accoulting progra;to prccess the t¡e data frle already exrsts in the systeù (b] d1e sallÌe or some

a""ouotir'tg log 134, distributing the eveits to tÀe account other mme), then the duplicale copy wjll ,''ot be i^tâlled lf
records of"ea;r respoDsible padiy. T¡e accou't records cåo 15 the d¿ta itern was beinginstalled ontbe system by soÌìÌe ùa'e
e\.e uâlìy be Nm;arized fo; biiing pu¡poses. " olher iharì ifs clrrenr Dame, the\ usiDg rhe Liùk PadÌ to Tfue

9'Trlìckfo¡LiceNiûghrrposesNamepriùitivemechaÌùsm.theother(olnelx)nalllecanbe
11is nrec¡anism enlu¡es that Ìicensed frles are 

'ot 
used by linked to dÌe already existing datä item

unauthoriT€¿l parties. Tlìc True Name providcs a safe way lo ID geùeml, thc mecha,risms ofthe prescnt inveltion operatc

ã"ntify li""nr"¿ 
'unt"¿al. 

-f¡is service allows proof of pos- 40 in such a uav as to avoid rccrcating aD actuaÌ data iteùì al â

,".rioi of rpu"ifr" ntes accordilìg to theiI coÌrlents without location when a coPy ofthât dâta ilelìr is alreaql Pr:setìl 
ât

disclosug their corìteuts. úat location. ln the case ofa copy frorn a floppydisk, llìe data

rnfor"Tng us" otvaia ficerÌses calr be actiYe (for example, item (file) may have ro be copjed (ifo a sfatch nle) before.ir

¡y-r"îs¡gio prou;a" uccess to a file withoùt a;thorizatiou) ca¡ be determined thal it is a du'licatc This is becauseonly

"i 
p".rit"Tf*it*r*p1", by c¡ealing a ¡ePo¡t ofùseß who dó 45 one processor is involved oD the other lund' in â multipro-

,roih"*," pÀp". uutl*rizuiioo¡. cessorerìvironmeùtorDP systeù' eacl¡prccessolhas a recold

Oo" pó"rit" *uy ,o perlorm license validatioû is to per- olthe True Nanes ofllÌe data items on llÌat Processo¡ When

forin oicasional audits^of ernployee systelns. The se;ice â data item is to be coPied lo anotller localiou lonotber pro-

ilescribed hcrcjn relies on Tru; Names to suppot such an cesso¡) in the DP syslem. aìl thal Is nccessaÌy Is lo exam¡rìc

audi,âsin ìe followirìg sleps: 50 the True Name ofthe data jtemprior to the copyin€ Ifadata""4) 
il;;;lii;",""d"proàuct, record in the ticeNe table item üitlì tlìe sâme Tnle Nane already exists at the deslirìa-

f:à ü" t-" Nrrn" ot kry files in Lhe producl (that is' files tion location (Processor), then lhere is Do rÌeed to coly tlì.

-fri"fr ,." ."quir"¿ 
'o 

ordér to use the pàduct, *d ollú"h do data item. Note tlìat ifa data iÌe¡n which âl-reâdy exists locally

,Jà""uiin oi¡"rp.oaucts) Typicaliy, ior a soiwâre p¡oduct. at a destiûatio' localiorÌ is still coPied to tlìe destioâtion

t¡is woùld ioclud; üìe máin'executable image aud perhaps 55 locatioû (for exaûple, becåùse the remote systern.did ,'ot

.ii*i,"rjã.ni", *"1, 
"s 

ctip-art, scripts, or oili'e heip. Alio lÉve a'lrue Na e fortlìedâta rtem or because it arrives as a

i""oiãri" ia"nriry of"rch sysre¡r which is aut¡orized io have stream of un-ùao''ed data), the Assimilate Data lten' prirìritive

a copy of the frle. ¡¡echauism will prevent muliple col,ies ofthe daû itc!Ì fro¡l

(Éj occasionall¡ compare tlìe cotrlents ofeach user pro- being creâted

""ìã. 
uguio., tlr" ii."ose table 136. Fo¡ e¿ch T¡ue Naríe in eo Sitrce tlrcTrue Naùeofâ large data iteù (â coùrpound då14

tlìe lice;e table do the l'ollov¿ing: item) is derìved from and based oD the True Nâmes ofcoûr'
- 

1¡ Unl"1.,ir" ur". p.ocessor is-autho¡ized to have a copy of poteûts o_fthe data iteDt, copying ofan e'tire datâ item can be

the âle, co nfirm that the uscr proces sor iloes not håíc a ãvoìded. Sincc somc (or âll) oflhe componeùts of a la¡ge da1â

copy oithe Âle using the Loc;te True File mechanism. iten1 may alreådy be present ât a destinâtion localioll, o¡ly

(;iiifil" u.". pro."r.oî is loruÌd to have a filethât itis ûor 6i those cor¡poùerìts which are not present therc ¡ìeed be copied
'-_'u"ifi.rir"¿ io hare, recorcl the user p¡ocessor ând T¡ue This propirty derives lronì the maÌùer irr \Yhich True Na¡ìes

Nâme in a licen"e tiolalion l3ble ore deler¡ìined
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As a ¡csult, the system provjdcs transparert access to arÌy

data itenr by ¡eferelce to its data identity, alld iûdepelderÌ¡ of 50

its prese0t location-
In opemtion, datâ items in tlìe system can be verilìed aûd

have their iùleg¡ity checked. This is from the ma¡¡rer iu which
True Nâ¡¡es ffe dclcnnincd. Tlús can bc uscd for secr:rity
pu4oses, fol irÌstalce: to check for viruses ând to verify thal 55

data ¡etneved l¡om auothe¡ locatio[ is dte desired, and

requested dalâ. For example, the system night sto¡e the True
Names ofall executablc applications on thc system arÌd tlÌcn
periodically redetemrine the True Names of each of these

applicâtionsroeùsurethât theylìlatchdìe storedTrueNafles. 60

Àny change iu a True Name poteÌtially sigrals col¡uptiotr in
ibe system aDd can be further investigated. The Veriry Region
backgrou¡d lncchaùism and the Vcriô True Pile cxtcnded
nìechanisms provide direct suppoll fo¡ tlìis mode of opera'
tion. l_he Verify Region Ìnecharijsnt is used to ensure tlut the ó5

dâta items jn the True Fìle regislry lÉve nol bæn damaged
âcc-ideùtally or nìaliciorì sly. The Veriry True File ¡rechalrism

In operation, thc systeur can keep t¡ack of dâtã items
regardless oflìo\À' llìose items are named by usen (or regard-
less of wlìethe¡ tlÌe data itenls even have na¡ÌÌes). TlÌe systeÌì
ca¡Ì also track data items {ìal have dillerent names (in differ-
ent o¡ the same Ìoc¡tion) âs well ¿s diflerelrt dâta iteús thal
have the sa¡rc [aurc. Since a dâ14 itcm is identified by thc dala
ill tlÌe itell, without regard lor tlìe coltext of dre dâta, the
p¡obÌems of iDconsisteDt llamiûg i¡r a DP systeùì arc over_

come.
In opemtion, the system can publìsh dau items, allowing

other, possibly aDo¡ymoùs, systems jû a ùet$ork to gain
access to dre dafa items andto rely orì the availability ofthese
data items. True Nanìes are gÌobally uni$¡e ide[tifiers which
can be published simply by copying them. For example, a

uscr might create â textual rcpresentation ofâ nlc on system

A with True Name N (for j¡stârìce as a hexadecimal st iÐ,
and post it orì a coDrpùter bùlletin boa¡d. Anotlter user on

system B couÌd crcale a directory entry F lor tlis True Name
N by using tlÌe Lj¡-ti Path to TRle Nâûe primitil'e rnecharÌism.

3433
When a file is copi€d by the Copy File or Directory oper- verifres that a datâ iteoì iD a Tnre lìile registry is irdeed the

ating system mechanism, only the True Nallle of dìe 6le is correcl dâta item given its True NaDìe

actùally replicated. Once a processor has detemtined where (1h41 is, at whiclì
When a file is opened (using tlìe Open File operaling sys- othe¡ ptocessor or locå tior) a copy ofa data item is irl the DP

1em mecha¡Ìism), it uses the lvlake T¡ue File Local Priùitive 5 system, that processor û¡iglÌt need dìat other processor or
nrechanism (either directly o¡ i¡directly through dìe Creale location to keep a copy of that dâta item. Fo¡ example, a
Scratch File primitive mechanism) to creåte a local copy of processor migh! waût to delete local copies of data items to
the frle. The Open File operating systeü meclünism uses th: inak" sp""" 

"iuilable 
locatly while knowing that it canrely oû

Make True File Local pdmitive meclìaÌdsùr, whrch ùses ìe rerriev;sthe data froù somewhereelsewhenneeded. To tl¡is
Realize True File from Location pilrìitive nleclüÌisr¡. l0 end the slstem allows aprocessorlo Reserve (and c¿trcel tl¡e
vr'hich, in tum uses the Requesl TrÌre File remote mcîhanism. reservadán oÐ Tnre Files at remote locâti;ns (ùsing the

The Reqùest T e File remote ¡¡echarism?coll:t-:Ìll -1 ,"roor" -""rlarr¡r,o). rn this way the remote locations are put
sirgle datâ item frorn o'e Processor to arÌothe^r I-f the data itenÌ 

""ï""i" ìirli 
"rì.i*. 

rocation is relying on the presence of
is a compound file. ils co¡¡ponent seg¡Ììe¡rls âre not copled, : ' ï '''-ì', _ :'."':
only the'iDdirect block i. 

"àpiea. 
ffr" 

""gn""ts 
are cápied t, tll"-I::-f]l: 1 !::l'

o¡rly wlrcn they a-re Ìead (or otherwise neJeãf, 
--. 

A DP sysre[rernployirg thepresed inveDtioûcanbemade

ihe Read lile operating system mechaniã acrually reads iuro a faùlr{olera¡rr syste¡n by FovidiDg a cefain amoùrt of

data. The Read !-ile mecllatrislrl is âwårc ofco,noouÁd fi]". redundanry ol dåta items at ¡nultiple locations in the system

ånd i_ûdirect blocks, and it uses the Reålize T¡uË File f¡om lJsing the Acquirc True File and Rcscrve True File rcmote

Locatiol pdmitive mechanism to mâke su¡e thât comporenl,o neclìatisms, a part icular plocessor cân imptemellt ìts owil

segùìents arc locally availâblc, and rhen uses the opèrating fon¡ of fault-toleraÌrce by copying data iterns to odrer pro-

syitem file mechanisms to read data from the local frle. cesso¡s and ths¡ rese¡ving them there- However, the system

1]lus, whell a compou¡Ìd file ìs copied from a remote sys- also provides the Minor True File background nìeclìaDjsm to

tern, only its True Name is copied. Whe[ iÎ is opened, only its mi¡¡or (mal(e copies) of the Trùe File âvâilåble elsewhere ill
iDdirect block is copied. Wheu the corresponding fite is read, 25 the system. Aoy degrceofredrùrdancy (Ìimited by therumber
the required component segme[ts are ¡ealized and drerefore ofp¡ocesso$ or locâtions in the system) caù be implen'ìeffed.
copied. As a ¡esuft,ÎIús i¡veÈtioù rnaintaiDs a desired degree or level

ln operatiorr data items cao be accessed by refèrettce lo ofredu'rdancy i. o network ofprocessors, to protect against
their ideDtities (T e Names) independent of their present failu¡e of ally panicular procesior by msuriùg that mùltiple
location. The acrualdâta item orTrue Pile conespo¡dj¡g to a l0 .,,ni"..,fdrL ìtems exisl at dillerent locations.
give[ data identifier or True NaDre mayreside anylv here i n the ì]re data srructures r¡sed to impleüeDt varioùs featurcs and
systeÌn (thât is, locally, remotely, oflli[e, erc). lf a. required ¡rJa'isus of t¡is invention stàre a variety oI useful infor-
True File is prcsenl locallv' then drc dalajn 

,t]]: .1]: :" o: Ã.,tãü *-h'.lt *" u" 
"se¿r, 

in conjurctiorì wirh rhe vârious
accessed. Ifthedata itern is tot present loccllv. there are a '-"'._'. _- _.-

'u'rberofwaysi'u.hi"hit""nt"o¡tui,,"ãläìT;;;;;;;., iïl:lÏttll iTpl"-ent 
stoftse schernes a.dpolicies in â

is p¡eseú. using tlìe sou¡ce lDs tiel¿ ot tlrJü" ¡ii. r.grìi.y DP :li:T ïlpl:Iirìs 
the i$'eDtion Fo¡ example' the size'

taËle, the Jocatiõn(s) of"opi". or ur" r^" rii" .or"tp"iairä âge âud location ofa data item (or ofgoups of data itelìs) is

to a given Tnre NàÁe c- t" ¿"t".,r,io"¿' itt" i;"ii; il; providcd Tlis ìnformation can be used to decide how lhe data

FiJe irorn Locationprimitive rnechanism tries to úake a local itcms should be treâted For cxanple, a prcccssor may imple-

copy ofa Tnre File, giveD its True NaDìe and rlæ name ofa 40 ment a Policy ofdeleti[g locâl copies ofall dâtâ iterns ove¡a

souice location (proðessor or Dedia) that lÌlay coDtaitÌ tlÌe cefâi¡ age if odìer copies of tlìose data iterns âre prcseù1

T¡ue File. 11, or'the other hand, for some leasorÌ it is nor elsew'hereinthe system. Tlìe age (orvanatioûs où tlÌe age) can

kuo\1,D where ther€ is ¿ copy of tlìe Trùe File, or if the pro- be detemined usiûg tlìe lime oflast access ot modificâtion in

cessors identificd in the source IDs ficld do not rcspond wirh thc local di¡ectory extcnsions table, and the presence ofother
the required Trùe File, the processor requi¡iÀg the data item 45 copies oftlìe data item canbe determined eìtherfromlhe Safe

carl make a gerìeml request for the data lteÌn using the Request F'lâg or the source lDs, or by checkjDg wlich odler Processo¡s
T¡ue File remote mecÍanism fiom all processors in the sys- in tlrc system lÌave copies of thc alâla item aDd then resewing

tem that it calì contact. at le¿st one ofthose copies.
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35
(Altenìatively, aD appl jcalioÌì coùld be developed whjclì lìides
the 'l_me Name f¡onl the users, but provi¿les dre sa.me public
trallsfe¡ service.)

When a prog-ram on system B aftentpts to ope[ pa t]Ììame F
linked lo T e Name N, the Locate Remole File p¡imilive 5

mecha sm rvould be used, and would use the Locate True
Fileremote mcchaûism to sea¡ch for T¡r¡c Name Non one or
more remote processors, such as system A. If system B has
access to systen,4., it would be able to reâlize the T¡ue File
(usj¡ìg the Reâlize True File fiom Locâtion primitive mecha' 1o

nism) and use it locally. Altcrnatively, systern B could find
Tnte Naûe N by accessing any publicly availabteTrue Name
server, ìf the server coììld eveotually forward tìe request to
systemA.

Clients ofa Iocâl seÃ,er calì indicatethât tlæy depend où a 15

giveù True File (ùsirìg the Resefle True Pile remote mecha-
tisù) so that the Tn]e File is not deleted from the se¡vel
registry as long as soDre client requires access to it. (The
Rerire True File remole mechamsm is used 10 iDdicate thâ! a

cliellt no loûger ¡ìeeds a give[ True File.) :0
A publìshing server, on thc other ha¡d, mây want to pro-

vide access to Dlarry clie[ts, and possibly anonymous ones,
withoùt iucurring the overhead oftracki[g depe¡¡deDcies for
each clie . Therefore, a public server can provide expiration
dates fo¡ True Files iù ils ¡egisty. This allows client systems 25

ro safely maiûtâiù referelces to a True File on the public
server. Tlìe Check For Exp ired Li¡ks background mechanism
allows tlÌe clieDt of'a publisling server to occasionâlly coû-
nrm thât its dependeDcies oD the publishing sewer are safe.

hì a vâriatiorÌ ofthis aspecl of dre invention, a processor lo
that is Dewly corDected (or r€coD.nected afier some âbseÀce)

to the systern call obtain â cùrrent versìo[ ofall (orofne€ded)
data irl the sys(eD by requesling it from a server processor.

Any such prccessor can seDd a ¡eqùest to update or resy¡ì-
chro¡ize all of its dirc,clories (staling at a root directory), 35

sinÌply by ùsing the SyùchrolÌize Directories extended

rìrechaûism on dre needed directo¡ìes.
Using llÌe accorurliru log or some ollrcr user provided

Dìech¡Dislt1, a user câD prove ihe existelce of ceItâiÌÌ data
irems at ce(âintiÌnes. By pùbljshiDg (ina public place) a list ao

ofall True Names iû the system on a given day (or at sollle
given tinìe), a ùsercân later relèrback to that list to show thal
apaliculardata item $as present inthe systemåttlìe timettal
list waspùblishcd. Sucha meclÌanisn isuseful inÙacking, for
example, laborâtory rÌotebooks or drc like to p¡ove dates of 45

corÌceptior of iDveutrorìs. Sùch â mecluÌisrlr also Penìits
proolol possessionofa dâla ilem at aparticutardaleand lime.

The accourtjùg log file caD also tr¿ck the use of specific
data itcms and files by coDterÌt for accoùrìting purposcs. For
irìsta¡ce, an il'lfonlËtion ntility company can determine the so

dâta ide[tities of data iteÌDs that are sto¡ed and t¡ansmitted
llùouglì its computer systenÌsi atrd use these identities !o
provide bills 10 its customers based on the ideDtities of dìe
data itcnìs beirg tmDsmittcd (as defined by tlìe sùbslantially
ùDique identifier). The assiglrmeÌrt ofp¡ices for stodng alid 55

traDsùittirg specific 'l rue F-iles would be rììade by tìe id:or-
¡Ìrâtior uliliry and/or its dåta supplien; rhis iìfonnatioù
would he joi¡ed periodically with the irTonnation jn the

accotì.¡ìtjùg log lìle to prodùce custome¡ stâlements.

BackiÌÌg up data ilems iD a DP systeD ernployiûg the ó0

present irlveotioll can be done based otr Lhe True N¿ùes of ûe
datå items. By trackiùg bacltps usiug True Names, duplica-
rior ir thc back-ups is prevelted. in opcràtion, the systenl
ùÌaiÀtaiDs a bâck1lp ¡ecord of data identifiers of data items
alreådy bâcked ùp. arld invokes the Copy File or Directory 65

oper¿itilg system ùechanism 1() copy oùly dÌose dala ileûrs
whose dara ideúrfiers are ùot recorded irÌ the b¿cl'up ¡eco¡d-
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Once a dâta iteù hâs beeD backed up, it câ¡ be restorcd by
rcûieving il lrom ils backup locåtion, based on tlìe ideúifiel
of the dala ilem. Using tlÌe backup rccord produced by the

backùp to iderìtify the data hem, the dâfâ iterì't can be obla irled

ùsing, for exalDple, the Make True F-ile Local priùitive
]ìlechaùism.

In operatio!, the syslem ca¡ be ùsed to cache data items
fiom a sefler, so that ollly the most recenlly accessed data

items need be retained. To operate iD llis way, a câche client
is conlìgured to have a localregislry (ils câche) with a remote
Local Dìrectory Extensions tåblc (fronr the cache sewer).
Wheneve¡ a file is opeDed (or read), tlìe l,ocâl Direclory
Exte¡rsions table is used to ideDüry ùe True Nalìle, arìd the
Make True File Localprimitive ¡nechaDism i¡spects the local
registry. WlÌen tlìe local regis t¡y alreadyhas a copy, the nle is
âlready cached. Otherwise, the Locate Trùe File ¡emore
mechanism is used to get a copy ofthe file. This rnechânis¡lì
consults thc cache server and uses thc Request True File
remote ÌneclìaDisù to ÌìÌake a local copy, effectively loadiug
the cache.

The C¡oom Cache background ¡¡eclìarìism flushes the
cache, removing tlìe least-recently-used lìles fiom llìe cache

clieùcs True File registry. While â ñle is being Ìnodified on a

cache client, the Lock Câche and Update Cache ¡e¡note
¡nechânisms prevenl other clients fiom ùyiÌlg to modiry the
sâùe file.

Ilì operatior'r, 'rhen ùe system is beiùg used 10 cache dâIâ

items, the problems o1ÌDairtaining cache consistency are

avoi<led.
To access å caclìe âùd to fill it fiorn its ser\,e¡, â key is

required to idendry the dala iteù desired. Ordiuarily, dre key
is a naDre or address (in this case, itwoùld be the pâllùame of
a file). Ifthe dala associated \\'itlì such a key is clìa[ged, the
clienr's cache becomes ilcoNisteDt; when dre cache client
refers to that DarDe, itwjllrelrieve the w¡ong dâta. Illorderto
Ìùairlain cache coDsistency it is necessary lo nolily every

clieDt immediatcly whenever a change occÙß oD the server.

By ùsirlg an enìbodìment of tlÌe preseDt inveatior\ the
câclìe key uniquely idelltifies dre data it represeots, Whe[ the
data associated with a nâüe cha[ges, tlìe key jtselfchanges.

Thùs, ù'hen a caclrc clieúÞìslìes to access the nÌodified dara
associated ¡Ãith a given file name, it rvill usc a nclÀ, key (the
Tnre Name of the new file) rather than tlìe key 1o the old frle
coùteDts irì its caclÌe. flle client will always ¡equest tlte cor_
rcct data, and theolddata jllits cachewill be eventualÌy aged
and flushed by the Grooùr Cache backg¡oûDd mechaÌi s¡n-

Becausc it is not necessary to immediatcly notiry clieds
when chaDges orÌ the cache server occut the p¡esell iDveÍion
rDakes it possible fora si¡gle server to sùpport a much larger
aumber olclieùls llìaD is oLhe¡wise possible.

ID opemtioû, the systeÌn auton]alically archives da¡â items
âs ilìcy arc created or l]lodificd. Aflcr â file is created or
modified, the Close File operatilrg systerì ÌneclìaÌÌisru c¡eates
an audjt file reco¡d. çhich is evenftally processed by the
Prccess Aùdit File Entry primilive mechâlìism. Tlìis ûrecha'
nism uscs lhe New True Filcprirnitivc mechanism for ally file
whiclÌ is ûewly createq which in tum uses ihe Mir¡or True
Þ-ile backg¡ound mecÌìaùism il the'l'rue File is ill a rììirored or
arcLived region. This rûecLa.lrism causes one or more copies

ofthe new file to be ûìade on remote prccessors.
ln opemtioD, thc systeù caû emciently record aùdpreserve

aDy collectio[ ofdâlâ items. The Freeze Directory primitive
¡Ìeclürisûì crcares â T¡ue File whiclì identifies alÌ of dre files
i]l the directory and its subordinates. Because this True File
ircludes ûe True Names ofits corlstituents, ft teptesenls the
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exact conteDts of fhe di¡eclory tree at the ljme it was f¡ozeÀ. deìÌt access to records, ùairltaiD arciìives aDd hisfories of
'l'he frozen directory can be copied witlÌ its cor'nponents pre- records, and syncìrronize with distanl o¡ discoD¡ìected sys-

se¡ved, tems or dalabases.
'lle.Acqu ire lrue Fite remote nlechâoism (used iD lìi¡ror-

ing nnd archiving) preserves lhe directory tree slruclure by 5

ensuring that all of rhe coûpoDelll segÌnents and True Files il
a compoùnd data itcm are actually copied to a remote system.

ofcoùrse, no transfer is necessary for data items âlreâdy itr
dre registry of dìe rernote syslem.

ln opeÉtion, Îlìe systeù can emcieùtly make a copy ofâ¡y lo
collection ofdatâ ilems, 10 supporf a veßion control rnecha_

nism for gÞups of tlÌe data items.
The Freeze Directory primitive lllecha¡risn,l is ùsed to cre-

ate a collection ofdata itenÌs. The co[stjruent files and seg-

Dìents refenedto by tlÌe froze[directoryare mailìtainedin the 15

registry wilhout a¡ry ¡eedto r¡ake copies ofthe constituerìts
each lime the directory is frozen.

Whenever a patlÌlallle is faversed, tlte Get Files ill Direc-
lory oper¿ti¡g system meohânism is used, and when il
encourìters â frozen directory il uses the Exp¿nd Flozen 20

Dircctory p¡imitive mechaüsm.
A frozen directory can be copied f¡om one patlxÌame to

aùother emciently, merely by copying its True Narne. The

Copy File operatilg system mecllarism is used to copy a

frozeu directorl". 2 5

Thus it is possjble to eflìciently creâte copies of different
versiorÌs ofa directory, thereby creatirÌg a recordofìts history
(hence a version coDtrÐl system).

Ìn operatio\ tlle system câû nìaiúain a local jnveDtory of
¿ll the d¿ta items locâted on a giverì lernovable ûÌediurn, such :o

as a diskette or CD-ROM. The inve[tory is ind+endelt of
otherprcpe ies oftlìe data iterùs sucb as their ùame, locatioù,
ånd dâle olcreåtioD.

The LNelìtory Existirlg Directory extelrded mecharnsm

provides a vray to create True File Rcgistry e¡tries for â11 of
rlÌe Iìles in a direclory. One usll ofllús invenlory is âs a wây lo
pre-load a T¡ue FìÌe regjstry with bacl:uP record iÌúbfnlation
Those files in t)re registry (sucb as Previously installed sofl-
*are) wlich are orÌ the lohuìes irventoried ileed Dot be

backed up oûto other volumes.
The Inventory Removable. Read-only Files exlerìded

ùeclìatusm not oDly detenni[es the True Names for the 6Ìes

où the mediùm, but âlso records directory eDtries fo¡ e¿ch file
in a frozen dirætory strùcture. By copyirgandmodifying this
directory, it is possibte to crcare ân ol1 1ilre Pâtclì, or smaÌ]

ùodìfication ofatr exislfug reåd-oBly file. For example, it is
possibÌe lo create an oriline represenlatioû 01a modified CD-
ROM, such dúl the urÌnodified files are actùally on llÌe CD-
ROM, and only the modificd files a¡e onliDc.

TLe mechanisms describedabove cau be easily modifi ed 10

se e iD sùch a database eûvirclÌueDt. 'I1e True Name regjs-

üf woùld be used as a repository of database records. A1l

references to rccords wot¡ld be via the True Naûe of the

record. (The Local Directory Exteûsions table is a.û example

of a primary index that uses the True Name as the ùdque
identiûer of the desired records.)

In such a dâtabase, the opemtions of insefing, updating,

aDd deletiùg records would be implemeÍed by first assimi-

lating records itto the registry and dÌen updating a primary

key iûdex to rnap the key oflhe record to its conteDts by using

tlÌe True Name as â poiÌfer to the coùlenls.
The mechanisms desc¡ibed ilr the Prefeûed embodiment.

or similar Àrechaoisms, woùld be employed in such â sys tem.

These ûecharisms could iDclude, for example, tlìe úechå_
Djsms for câlcù lating true names, assimilating, Iocåtil'lg, reâl_

izilg, deleti¡rg, copying, a¡d moving True Files, for mirroring
1'rue F iles, lirr majDtâining a cache ofTrue Files, for groom-

ing True Files, a¡ìd other mechanisms based on the use oI
sùbsta¡ìrially udque identifi ers.

While the invcntion lìas beeDdcscribed in connectioD with
what is preserìtly coÀsrderd lo be the most pr¿ctical atd
preferred embodiùeDts, it is lo be u[derstood tlut the inveù-
lion is not to be linited to the disclosed embodiùeut, bùl on
the contrâry, is intended to cover various rnodificâtioùs ând

equjvalent ârraDgements iÌìclùded within tlle spirit and scope

ofthe appeuded claûùs.

We clai¡r:
1. A computer-implerÌeffed medrod. dre metlìod coùpris'

rs rg:
(A) fora fißtdåta iteù comprisiùga fustplùrality ofpafs.

(â1) applying a first lunctioD to eaclì part of said lìrst
pluralily ofparls 10 obtain â corespoDdirìg paí value
for e¿ch pârt of sâid fust pluraliry ofpârls, whe¡eir

40 eaclÌ part of sâid fusa plurality of parts compises a

corresponding sequence of bits, and whereilr tlÌe pâl
valùe 1-or eaclì palicular part ofsaid fìrst pÌur¿lity of
parts is based, at least ilì pa¡t, on the corresponding
bjts in tlÌe particular part, and wherein two identical

45 pârts witl have the sâme Part value âs detendned
usiÌrg said frlsl fuùctìo& wllerei-o said fi¡st füûctioD
comprises â first hash funclion; aDd

(a2) obtâiniDga first valùe forthe fi¡st data ilem, saidfi¡st
value obtajDcd by applying a second fuDction to the

part values of sâid fiI51plù¡atity ofPafs ofsâid ñrst
data item, said second function comprishg a second

hash function;
(B) forâ secord data item comprisjng a secord Plur¿lity of

pâns1
(bl) applyiìrg said fißl tunctior to each part of said

secoDd plurality of pâlts to oblain â corrcspoDding
part valùe for each palt of said second plurality of
parts, wherein eâch part of said second Plurality of
pafs consists ofa correspol1diùg sequence ofbils, aDd

whereiû the part value for eâch paficularpart ofsajd
secoÀd plurality of parts is bâsed, al leasl iÌ part, on

rhe co¡respotrdfug bits in the paficulâr pâr1 of the
scroûd ptuality ofparts: aitd

(b2) obtaiúngâ second value for the secotrd data jtenìby

applyiÌrg said secoDd functioD to tbe part values ol
said secoDdpJumliry ofpa¡ts ofsaid secoBd data itellì:
ând

Il1 opemtion, the systeú lrâcks possession ofspecj6c datâ 50

iteDs accordiDg to cooteot by o*îer, iÌldePendent ol the
Damq date, or otlìer p¡opelies olihedalaiteDr, and lr¿cks the

uses ofspecinc datâ items aùd fìles by content for accouûtjng
pùrposcs. Using the Track forAccou[ting Puryoscs cxteùded

ùechaùism provides a way to k¡tow reliabÌy which frles hâve 55

beeÌì slored orì a systeN o¡ tmrìsrììittd from orle systern to
¿nother.
Tnìe Names in Relational ånd Objcctoriented Databases

Alltrcugb tlìe preferred embodiment of ûìs i[veDtion has

beeÌì presented in tlìe coûtext ofa file system, the illveûtioÌì of 60

Tn¡e Names wouÌd be equatly valuable ìn a relatiolrâl or
object-o¡ieDted database. A relational or objecl-oriented data -

basc system usingTrueNalllcs woùld havc sjmjlâr benefits to

tlìose ofthe file system employirìg the iùventioù. For i[staDce,

suclÌ a database would per¡¡it eficieÌrt eliúinatioD ofdupli óJ

cale lecords! support a cache for records, siûlplify theprocess

of ùìaiùtainilrg cache coùsistency, Provide locâlioù-itdepen'
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(C) ascefaining whether or not said fust dâta jtem corre-

sponds 10 said seconddala item based, atleastitPârt, on

said first value and said second value.

2. The mellrcd of clâim 1 wherein said first da1¿ item
coÍesponds to said second data ìteDr whe¡ì said first value is 5

identicâl to sâid secoùd value.

3. Tle method of claim 1 wherein said ascefaiûilg in (C)

is used to detemine whether the fiIst data item mâtches ¿he

second data item,
4. The method ofolaim 1 wherein said asc€rtaiûing in (C) 10

is uscd to determiDewhetherthe first dâta item is a copy ofthe
secoùd datâ itelìl.

5. The meùod ofclaim 1 wherein the fust function is the

same âs dle second fì¡nction. t5
6. The metlìod of claim 1 whereìn the 6Is t plur¿lity of parts

of the fißl dâta item are non-overlapping, ând whereiû the

second plur¿lit-v of parts of the seco¡d data item are ûoÂ-

overlapping.
?. 

_fhe 
nìettDd ol claim 1 whereiû each of ihe parts ill the 20

nrst pl¡raliry of pals a¡d each of the pafs in the second

ptùr¿lit-v ofparts is the sanle size.
8. A compuler-ilrìpleDrented method comprising:
(A)maintaiùing a d¿tabase ofvalues, at least one value for

each datâ item of â plùrality ofdata iteùs, 25

rvherein each dala item of the plurality of data iteûs
coûrprises a corresponding oùe or more parts, and

wherein eaclì ofthe oDe or more parts of each datâ item
conrprises a corresponding sequence ofbits, and

whereilt eâch of tlìe o[e or mo¡e pans of each datâ item 30

lÌas a con-espoÌìdirg paft vâlùe, tlÌe part value for eâch

particularpart beilgbasedoûå fi¡st given f,ùìctioÀ of
the co(espondirg sequeûce bits for that paficular
parl,

whcreinrwoidcnticalparlswillhavethcsamepa¡tvaluc :Ì5

as determirìed usiDg tlìe frlst gjven functioD, and

tlìe value 1òr each particular data item being based, at

leasl in pal, on a second given function of the Part
values of tlÌe one or mo¡e pa¡ls of thât particular data

lteû1. and 4Q

whereiÀ the fi¡st giveu fu¡ction comprises a 6rst hash

fiDctioû, and the second give[ iunctiolt comprises a

seco¡d hash fu¡ctiol;
(B) obtaining a second value, the secondvalìlecorcspond_

ing to a second data item, tlrc seco[d datâ item comprìs_ 45

ing a correspondilg one or Drore pafs,
each ol the olre or more pafs of the second data item

coruprisiug a correspondiùg sequence ofbits,
eaclÌ of the oDe or more parts ofdìe secoDd data itenl

havi¡g a corresponding part value, 50

rvhe¡ein the pan value for each panicular part of the

second alala itemis based on tlìe first given fu¡lctionof
the conespolldiùg sequence of bits in that Particulâr
pafi of tlìc sccond dåta itcû¡; and

wlìereiDthe secondvalue is based onthe second filrÌctioÌl 55

of tlÌe orìe or rnote part values oft]rc secoùd dâ t¿ ltem;
ald

(C) ascelaining whedìe¡ or not tlrc second data item cor-
respoùds to ally of the plurality of d¿ta items, based, ar

least irì paf, on whetlter or úot dìe second lue coûe- 60

sponds to any lue in the datâbase ofvalues.
9. Tlæ method of claiù I whe¡eh the second value co¡re-

sponds to a pañicularvalueilì the databasc ofvâlues $4Ìc¡ tlìe
second value is equal to the particularvalue in the dâlabase of
valùes, 65

10. Tlìc metlÌod olclaim 8 whe¡ein the 6¡st hash function
ìs selected fro¡ll the Íluctions MD5 alÌd SHA

40
11. The 0ìethod ofclâiDr 10 *herein the second hashfrurc-

tioD is selecled from the functions MD5 ând SHA
12. Tlìe netlìod olclaim 8 wherein the fust given function

is tbe same âs the secoDd given îùûction.
13. The method ofclaim 8 wherein the dålabase comPrises

a mâppitg from dâta ilem v¿¡lùes to corresponding data ilenN

14. The oethod of claim 8 wherein the second value is

obtained âs part of â search for the second dala ileú.
15. The method of claim E wherein the seco¡ìd value is

oblaiDed as paí of å seârclì lor data items matching tÌìe

second data item.
16. l lìe method of claim 8 furdler courprisirìg:
(D) when the second valùe corrcsponds to â pârticula¡

valùe in the dâtabase, providing inlormation about a

particulâr data ileDr correspoDding to the palicular
elltry.

17. Ttre method ofclaim I wherein dÌe slep (B) ofobtaidûg
tlìe secoDd vâlue comprises câlculating the second value

18. T1É metlìod ofclainl 8 wherein at leasl some ofthe dåta

items a¡e files.
19. The rnethod of claim I wherein ihe d¿ tabase comprises

a mapping ùonr vâlues to correspoùding data iteùs, aDd

whereiD, wheD the second 1ãlue corresPoùds to the fir$ value,

û{onììatioD ¿boùt the conespondi¡Ìg data ìtem is provided.

20.The method ofclalnì 8 whereììltlÌe pâns are segmeûts

21. The method olclainl 8 luíher comprisiÌ18:
(D) âdding a Dew valùe to the dâtabâse, wlÌerein tlìe Dew

value corresponds to a new da1â item distiDct fro¡¡ tlÌe
plurality of d¿ta items.

22. A computer-;ùpleÌÌteÌìled mellìod comprising:
(A) obtâiniùg a palicular data itenl value coûespoùdi[g to

a paliculardalâ iteÌn, the pâ¡Licular dala item compris-
ing a conespouding one or Dìore parts.

cach of the onc or nÌore parts oÍthe particulâr data itcm
courprising a correspondilg sequence ofbits,

each of the one or no¡e parts of tlÌe paficular data itenl
having a corresponding part value,

ç'hereill lhe pârl vâlue Io¡ each specific pârt ofthe one or
nrore parts of the parlicùlar dalâ item is based, at least in
pafl, on a fißl given fu¡ctioll of the correspoDdiúg
seqùe[ceofbits ¡ì tlìat specific part ofihepaficù]ar dâta

item:
whereintwo identicâl parts Nill have thc sanÌc partvalùc as

deterDìjred usùg the first giverÌ functiotr, âùd
whereiû the paficulâr data item value is based, at least m

pal. on a second given lunction ol the oDe or more pa¡l
valÌres ofthe particùlar data iten,

wlÌerciD the firstgivcn furìction cotnFrises a firsthash ñÌnc-

tio¡, and the second giverì ñLnctioù coDrPrises â second

haslì fulctionì aûd
(B) ascelainitg wlìelher or no( lhe palicular dala ilem

correspolds to arly ofa plurality ofdatâ items, based, at

lcast ill paÍ, on whether or Doì the Pâ¡ticular data item
vahìe coÍespo¡ds to auy value iù a d¿tabaseofdåta ltem
valùes,

ç'he¡ein the database ofdata iteÌnvâlues couÌprises al least

one datâ item laluc for each data item ofthcPlìrâlity of
data items,

wherei¡ each dalâ iteùof the plurality of data jteùs coln-
prises a corresponding one or nìore parts. and

wherein eacb of tlÌe one or more parts of each data item of
the plunlity of data itcr¡s comptiscs a correspoDding

sequelce ofbits, aDd

whereiÌr each of tlìe oDe or ¡ìore Palts ofeach data item of
the plurality of dala iLems has a corresponding part
value, ihe paft value for eåch paiticularpârt ofthe oDe ol
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more parts of each data iteììl being bâsed oD the Ê$t
given function of the corresponding sequence bits for
tl¡at pârticùlar pârt,

tlìe data item value for each particular dala itern beìng
based, at Ieast inpafl, onlhe second given functionof the

pa¡t vâlues ofthe one o¡ more pafls of thâÎ p¿ficular dâ14

iteú.
23. The method ofclaim 22 whereir steP (D) of adding is

a backgrourìd process.
24. Tlìe method of cl ai¡r 22 whereiù the frrst given furction

is selected from the firnctions MD5 and SHA.
25. The ñethod of claim 22 whelei¡ì tlìe secolìd giverì

ñlllctioD is selected froùì the ftnctions MD5 ard SHA.
26. Tl1e metlìod of claior 22 wlìereiû dìe database coù_

prisesamappingfromdataitemvaluestocofiespoldingdata
ileùls.

2?. The method of claio 22 whereiù the palicùlâ¡ data

itemvalueis obtâiùed as partofa sealch for tlìe paficulardata
item-

28. The method of claim 22 wherein the Paficul& dat¿r

iteù value is obtained as paft of ¿ search for ¿lata itcms
matching the pa¡ticr¡lar dâta item.

29. 'I'he method of claim 22 wlìereiû the paficular data

item value conesponds to a value ill the database wlìeù the
particula¡dâtâ item value is eqùâì to the \âlùe iD the dâúbâse

30. The method ofclaim 22 wherein the data itenìs ârc frles

31. The methodofclailll 22 wlìerein tlìe first giveD fuùctio[
is the same as the second given îlùctjon.

J2. A compurer-impleDreuled metlìod comp¡isi¡g:
(A) ¡úintaioillg â d¿tabase comprisìDg a rnappiÌÌg of dâm

item keys 1o coÍespondiDg datå itelll iDformatiorÌ for
eachofa plumlityofdata items, $'hereiù eaclì datâ ifeù
oI the plur¿lity ofdaLa ileìììs has al leasl one data item
k"y,

wlÌerciD eâclÌ ¿lata itcm of the plurality of dâ14 ìtcnrs coÌn'
pnses a correspondiùg one or Ìnole pofjons, ând

wherein eaclì ol the olre o¡ ùore portions ol each data item
comprises a corresponding sequence ofbrts, an<1

wlìe¡eiD each of the oDe or mo¡e portioÀs o f eâch data itenì
has a corespoDdiDg pofion vahre,lhe Porliollvalue for
eachparticular portion behg based on a ârst givel'l func-
tioo ofdre co¡respondi¡g sequeDce bìls lorthât pârticu-
lar portion. wherei¡ the nrst given fÌìnction colnPrises â

fißt hash fuùctioû, and whcrein two idcnticâl portions
will have the saúe portiou 1,alùe âs detenùined ù sillg tlìe
fiIst given furctioD.

the parlicular dala ilem key for each paricular data iLem

being based on a second given furÌctioD of tlie po¡tion
values ofthe one or morc portioùs ofthât Particulardata
ilem, wherein llÌe secood given function comprises a

secood lìaslì flt¡ction;
(B) oblaining a pa¡ticularvalue, úre palicularvalueluving

been determirred from a correspondiDg oùe ol rnore Par-
ticuiar portions,

each ofthe o¡e o¡ Dtore paÍicular portiorÌs courprisirg a

corresporrdirlg sequeûce of bltsr

e¿ch of the one or nlore particular portioDs having a corre-
spouding portion value. whercin thc J,ortion value for
each speciûc portiou oflhe oDe ot more palicùlar For-
tions is based on the ñrst give[ functioù of dle corre'
spotrding bìts h that specific po¡tion: âùd

whe¡eiD the palicular value is based ou ihe second func-
tion of thc portjoD vâlues ofthc o,Ìe or ¡Ìorc Faficular
po¡lioNi and

(C)ùsirìgtlÌe parìcùìarvalùe aid the database to ascertain
wlÌelher or f¡oL the one or more palicular PolioDs cor-
respo¡ld lo ¡ny oflhe plurality ofdcl3 ilelns.
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33- The Netlþd of clai¡Ì 32 ttherein the ore or lllo¡e
partiorlar portioDs are obtained as part of a search.

14. The melhod ofcl¡ìirn 32 ñ¡rllter cornprising:
(D) \¡¡lle[ tlle olle or more paficular portions corresporìd to

5 a specilìc data item, providing information about that
specific data item.

35. Thc method ofclaim 34 wherein tIe inlomation pro-
vided iû (D) includes iùformatioû aboùt a loc¿tion of a copy
ofthe specific data ite¡r.

ro 36.,4 coùpuler-impleùre¡ted method comprising:
(A) for each particulâ¡ data itcm ofa plumlilyofdâta items:

(al) detemridùg â coEespondiùg particulù da{a ìteDl

key; and
(â2) addi[g aD elt¡y 10 â dalabase to maP saidparticular

15 data ilem key to i¡forìnatioù about dìe pafiicular dala

ile ,

whe¡ein eâch data itemof ttìe plurality ofdata items com'
prises â correspondilg orÌe or ûÌole pafs, ând

wherein eåch oI the one or more parls oI eâch dáta item
20 corììprises â corresFoûding sequelìce ofbits, aûd

whcreiû eachofthe one or more parts ofeach dâta item has

â cor¡espo¡ìdiru part value, the part value fol each Par-
ticuÌar part bei[g based où a frst giveû furction ofthe
correspoldùg seqtence bits for l]üt pâfticulaÌ part,

25 wherei[ the fr¡st given functioÌl col¡p¡ises â füst hash

flrucljo¡, wlìereiD fwo ideltical PÂrts will lìave Îl¡e same

part vâlue as detenìllned using the first Sivelì funclion,
the datâ iteDr key for eaclì palicular data item beirlgbâsed

ort a secold given ñuction of the pafi values ofthe one

l0 or more parts ofihal data item, wlrcrein lhe second given

function compises Â second lÌash funclioÀ;
(B) deteflmiDg a seco[d key vah]e, the second key valùe

beiDg based on one or more particular parts,

each ofthe olle or more paficu]a¡ parts coÌÌìprising a cor-
15 responding sequence ofbits,

each oI tl1e olle or ùore particulâr parts haviùg â coIre_

spondiDg part vaìue, wlìerein tlÌe part value lor eåclì

specilìc pal oI tlrc one or ùore paficulâr pffts is based

or1 the frrst given finìction ofthe conespoDding bits in
40 dÌåt specific part; anal

whereil the secold key vallle is based o! tlìe second func-
tiorÌ ol-the p¿ìrtvalues ofthe one or more particularpafs:

(C)using llìe secoDd kcy vâlue aDdthedâtabaseto ascertain

45 *hether or not the oùe o¡ more Paiticulal pafs coffe-
spoÍd to alry oftlrc pluraljty ofd¿ta items.

3?. Tlrc ÌDelhod ol claim 36 wlìerein ihe one or more
particul¿r parts are oblai¡led as pân of a searclì

38. Tlìc metlÌod of claiù 36 wherein dÌe o¡c or more

50 pâficùla¡parts are obtåiùed as pâlt ofa sea¡ch for ¿l¿14 itenrs
corDprisirìg the oùe or rno¡e pårticrÌÌa¡ palts.

39. Tle melhod oI claim 36 whe¡ein the one or nlo¡e
particùlar pans correspond to a specific dat¿ item of tlÌe
plùrálity of d¡ra itcms whel'l tl]c second key valuc is equal 1o

55 a datâ itelll key of the specific data item.
40. The Ìnetlþd ofcÌaiù 36 wherein ùe pafs are segnents.
41. The method ofclaim 36 wherein llrc step (C) ofusilg

comprises:
lookiDg rìp the secoûd key value iû tbe d¿tabase-

60 42. Tbe method of claur 36 whereirì step (A) is a back-
ground Process.

43. The nìethod ofclaim 36 wlÌerei¡r the infolmatioû aboùt
â paniculardâtâ item in tlìc dâtabase includes location infor-
rÌâtioìr about tlìe panjcular dâ14 item.

6i 44. The ùetbod ofclaim 43 lvlìerein ttÌe location i¡fo¡ma-
lioll includes a list olone or more localions oIthe pifticular
data itenl.
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45. TlÌe nìetlrcd of clainì 36 wlìerei¡l the irìfornatioD about 51. TlÌe method of claiü 46 ,rvhereiD the iDfomìâtioù pro-

â particular data item in tlìe database inclùdes a copy of tlÌe vided i (D) ilcludes â copy oflhe file co¡responding to the

data item. Påficular digilal key

4443

46. A conpìrter-irnplemetted metlìod conrp¡ising:
(A) Ior each palicular nie ofa plurality ofnles: 5

(a2) determiniÌ¡g â pa-rticular digifal key for the pâricu-
lar file, whetein the particùlar nle comprises a flrst one
or morc pâfs,

each pafl ofsaid first oùe or ûo¡e pafs l¡aving a coIre-
sponding paft value, lo

thc pân vâlue of each specific pan of said frßt onc or
mo¡e parts beilgbased on a fißt functioD ofthe co¡)-

teùts of tlìe specific part,
wìrerein two ideûtical parts.'rill llave the same pårtvaÌue

as defernÌined by the nrst ftnctioÌr, and 15

wlÌerei¡ì the paficular djgitâlkey for thepâlicular file is
detennjùed u sirlg a second function ofthe ol¡e o¡ more
ofpâlt values ofsaid fust orìe or more parts; arÌd

(a2) adding the parl¡cular digilalkey oftlrcpa¡licular lìle
to a d¿tabase, tlÌe database including a mapping from zo

digjtal keys of filcs to information âbout the corre-
spondirg files;

(B) detenni[jng a search key based on search criteria,
\rhereiù tlÌe search criteria cornprise a second ole ot

ùÌore parts, eaclÌ ofsaid second one or more parts of 25

said search criteria lìavitg â col¡espoDdiùg part value,
the part value ofeaclì speclfic part ofsaid second ooe
o¡ more parts beiog based on the fust fuÀction of the

coúteDts ofthe specific paIt, aIId whereìn the search

ke], is determiùed usiog the secoùd function ofthe one 30

or Dìore of part values of said secorìd one or mo¡e
pâls;

(C) atleùpling Lo match the search key with a digitâlkey in
the database; alld

(l)) ifthe search kcy ùâtches a particular di gital key in the 35

database, provìdìlg infomratiol aboùt the file corre-
spo¡ding to the panicular drgital key.

47. The melhocl oI olaim 46 whereiD step (A) is a back-
ground process.

48 Tle mettrod of claim 46 wlÌereiD tlìe plùrality of ñles 40

are files localcd in a ûet!!ork ofcontplllers.
49. The Dethod ofclalm 46 whereiD the jDfonnatioùPro-

vided il,l (D) includes localion infomìaljoù aboutthe n]e cor-

rcsponding to the panicutar digital key.
50. The method ofcÌaim 49 wlrclein the locatiolr ilfon¡a- ¡s

liolr includes a lìst ofone or moÌe ]ocatioùs of the file corre_

spoDdjng to the paticul¿r digil¿l key.

52. A computer- npler¡ented method comprisilìg:
(A) for each particular nle ofa plurality offiles:

(âl)dete liningâcoffespo[dingpaÍicularfi]ekey;and
(a2) adding an entry 10 a databâse to mâp said paÌticulâr

file key to infoûâtioD about the particular file, the
ìùfon[ation about the particularfile ilcluditìg oûe or
more locatious of the paliculâ¡ file,

whcrcin each filc oflhc pluralily offiles compriscs a cor_

resPonding one or Ùìore parts, and
whereiù each of tlÌe orle or nrore parts of eaclì flle lus a

correspo¡Idingpartvalùe, the panvalùe foreachparticrj-
lar part being based on a first hash flìrlctiorì of that
pañjcutar part, whereirÌ two ideDtical p ts will have the
samepart vâlùe as deterùined Ìlsing tbe frrst hash func-
tioÌì,

dre nle key for each pafticular 1ìle being based oua second

lüslì fu¡c1ion ofthepaftvâlùes ofthe one ormorePaÍs
oT tlml6le:

(B) determjniûg â secotrd key vâlue, the seco[d key value
beiDg based ol1 ole or rnore pârticularPafs,

each of the one or nìore paficuiâr parts having a corre'
sponding pârt vâhÌe, whereirÌ tlÌe parl vôlue for eaclì

specific paÍ ofthe oDe or mole particnlar pâÍs is bâsed

on tlìe 6rst hash fuoctloll of úat specific paf; alld
wherein tlrc second key value is based oD dìe secondhash

ñrnction ofthe paft values ofthe one or more Particular
pâfis;and

(C) co¡ììpariüg tlìe secoûd key value to key vâlues in tlÈ
dåtabase to ascelaiÀ wlìether ol lìot the one or Àore
parljculârpârLs correspond to any of the pluraliry of fi 1es.

53. Ttìe Ìnethod of clâinÌ 52 ùhereiÈ step (A) is a back-
groùnd proccss-

54. The ùìethod ofclaim52 whereh tÌre idornÌatioù about

a pârticular lìle in tlrc database includes a copy ofthe file
55. The meü)od olcl0im 52 [urther comprising:
(D) wlæll ÎlÌe secondkeyvalue correspoùds to â ce¡taiù key

vâlue ¡r the dâtâbase, prolidi¡g iùfonnåtion froù tlle
d¿labase colrespo[diDg to the certaiD key value

56. The mettrcd ofclaiû 55 wherein the certâin key valùe
was determiDed fro¡Ì a certai[ file- arìd whereiû ihe i,fon¡a_
tion provided in (D) includes one or more locadons of tlìe
cefain file.


