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COMPUTtrR FILB SYSTBN{ USING
CONTENT-DEPENDENT FILE IDINTIFIERS

RELAIED APPLICATIONS

This applicatiotr is a continùâtiorì ofând clâiùs prio¡iry to
co-petrding U. S. patetrt applicâtioû Ser No. 1 1/'7 24 .232, ñled
o¡ Mar. 15, 2007 which is a continùation of co-peùding
application Ser. No. I I /01'7,650,ñ|edDec.22,2004, which is
a continu¿tion of pending appljcâtion ser. No. 10/742,972,
filed Dec.23, 2003, which is a cotrtinuatioD of09/987,723,
filed Nov. 15, 2001, patefied as 6,928.442; wlúch is a wlúch
is a contiùuatioD of application Ser No. 09/283,160, IìledApr.
l, l999,row U.S. PateûtNo. 6,415,280, wlich is a divisiou of
applicatiorì Ser. No. 08/960,079, filed Oct. 24, 1997, now
U.S. Pat. No. 5,978,791, which is a coÌrtiùuation ofSer No.
08/425,160, filed Apr 11, 1995, ¡ow abandored. the conlenls
ofwhiclÌ eâclÌ ofdìese applicatioùs are hereby ircorporated
lÌereir by refcrcnce. This application is a co¡tinuation ofand
claims priority to co-peùdirìg application Ser No. 1l/017,
650, filed Dec. 22. 2004, \\'Iich is a contiDualion olapplica-
tiol Se¡. No. 09/987,723, filed Nov. 15,2001, now U.S. Patetrl
No.6,928,442, which is â continuationofapplication Ser. No.
09/283,160, 6led ,A.pr. l, 1999, now U.S. Paleùt No.6,415,
280, which is a division ofappìicatio¡ Ser. No. 08/960,079,
filed Oct.24, 1997, now U.S. Pât. No. 5,978,791, whjch is a
coutiùùatioû of Ser No. 08/425,160, filed Apr. I 1, 1995, l1o\À

abaùdored, the contents ofwiich each ofthese âpplicatioñ
âre hereby incorporated lìerein by reference. Tlús is also a

colti[ùâtion of alld claims priority to co-peDdiùg applicatiorì
Se¡. No. 10/742,972, fiÌed De'c. 23, 2003, wl ch is a division
of applicarioù Ser. No. 09/987,723, filed Nov. 15. 2001, rolv
U.S. Pat. No. 6,928,442, whiclÌ is a continuation (l1âpplica-
tioD Ser. No.09/283,160, filedApr I. 1999, now U.S. Pat. No.
6,415,280. which is a divisioÀ ofapplcatrou Ser No- 08/960,
079, ñled OcL 24,199'7, now U.S. Pat. No. 5.9?8,791- wlich
is â coutiûuatjoD of Ser No. 08/425,1 60. nled Apr I l, 1995,
rìow abâùdoned, tlæ conterts ofwhich each ofthese âpplicâ-
tioùs ârc hereby iDcorpomted lÌerei¡ by refereDce.

BACKCROUND OF THE INVENTION

1. Field ofthe Invertion
Thjs inveDtion¡elates to dâla processirg systcmsand, morc

pafjculârly. to data processilg systerùs wlìererD data items
âre ìdentified by substaDtially tÌnique ideûtiñers wlÌicll
depend on all ofthedata fu lhe dätä ilemsånd only oìr thedala
i[ dre data itenìs.

2- Backgrould ofûe InventioD
Data processing (DP) systems, computers, netwo¡ks of

computeß, o¡ flìe like, t)?icâlly ollèr users arld prcgftì¡Ìrs
various ways to ide ify the dala in rhe systems.

Users typically identify dala in tlìe dal¡ processing system
by givillg the data soùrc fo¡rn of ¡amc. Fo¡ example, a rypical
operatilgsystem (OS) ona coûputerprovides a ñlesysteN in
wììiclì data iteDrs are ùamed by alpllanurìÌeric identlfieß . Pro-
graûrs rypicallv idenriry dara in rlre data processilìg sysrenl
using a location or âddrcss. For example, a program may
jdeùtify a record iD a fileordatabâseby usiÌìgâ record number
wlìich serves to locâte that reco¡d.

ID all but tlìe most primitjve operâting systerns, users alìd
progr¿nìs âre able to creåleand use collectiolìs ofDameddata
items. these collectio¡s the selves beiDg Danrcd by idcntifi-
ers. These nallled collectiorÌs caD theu, tlÌe selves, be ùìâde
par¡ of otlìe¡ naured collections- l'or exaruple, all OS Ìììay
p¡ovide mecharisms 1(] group files (dala items) iDLo directo-
des (colleclions). These directories câù theq themseÌves be
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ll1ade part of otlær dircctories. -4 data ileur may drus be
ide riñed relative to lhese ncsted direclories usjrrg a sequence
of names, or a so-called path¡ame- \thicll defiDes â path
through ihe directories to aparticulâr data itelD (file o¡ di¡ec-

5 lory).
As another example, a database ûìanagement system may

group data records (data iten)s) into râbles and then grcup
these tables into databåse files (collectioDs). The complete
address of any dâta record carì theÀ be specified usi[g the

ro dåtabase file nâlrìe, the table naùìe, a¡1d Ûe record nuùber of
¡hat alata record-

Other examples of ideotifying data items include: identi-
frillg files iu a network file systeù, ideûtirying objects iÌì ar
object-orierrted database, identifying iDrages in aì iDaBe

li database, alld jdentiffrg a¡ticles irl a text dâtabase.
In general, tlÌe tenns "d¿tâ" and "dala iteñ" as used he¡ein

refer to sequences of bits. Thus a datâ ilem ìllây be the coD-
tents ofa file, a portio[ ol'a file, a page iDmenlory, alìobject
ir an object-oriented progranr, a digital nressage, â digiÞ¡

20 scânned image, a pâlÎ ofâ video or âudio signal, or ary oiher
eutity which can be representcd by a sequcncc ofbits. The
teIm "d¿ ta proces sing" herein refers to dìe p¡ocessìng of data
iteùs, alld is sometiñes depeDdeût on ùe type of data iteDl
being processed. For example, â data pmcessor fo¡ a digital

25 image m¿y differ from a data processor for âr audio srgDal.
ln all of the prior dâtâ processil.lg systerìs dre Da¡nes or

ideúiñers provided to ideùtiry datâ iteûs (the data iterÌls
being files, directories, records in the database, objects iD
objecl-oriented prograÍuni g, localioDs irì rìrer¡ory or on a

lo physical device, or tlìe like) are always den[ed relâtive 10 a

specifrc context. Fo¡ ilstance, the file identified by a particù-
la¡ file Dalle can o¡Ìly be detemriùed wlìell the dìrectory
cortaining lhe file (the context) is known. The Êle identifie¡l
by a pathlìa¡le call be determined only wlìeD the Âle systeÌn

:)5 (coDtext) ìs known. Similarly, the addresses in a proccss
âddress space, the keys iÌr a database table, or dorûaiû ùanìes
oÀ a global cornputer Âeûxork sucb as tlìe IÌìtenlet are nleaD-
illgîul only because they are specined relative to a context.

In prior ârt systems for idenlifyiDg data items drere is l'lo
40 direcl relatioDshrp benveen tledâta [ânìes alld {]rc dåtâ iteDr

The sanìe data narÌÌe irì two differelt contexts r¡ay reler to
diflè¡ent data items, â.rìd two difièreDl data naùes in the sâûe
context may refer to the sâme data ìtenl.

Iù addition, becar¡se thcrc is rìo corrclâÎio¡ between a data
¿: DaDre aDd the dala it refers to, rhere is no a priori wây lo

coDfinn tlÌat a give¡l data iteû is ill fact the olle rlaDÌed by a

data rume. Fo¡ instâllce, iD a DP systenÌ, il'one processor
requests tLat arotlrcr processor deliver a datâ iterD widr â
given data namc, thc rcqucsting prccessor cainol, in general,

so ve¡iry dÌat úIe dâtâ delive¡ed is the coÍect data (gi"en only the
rìâme). Tìerelore it may requiÌe íiútherprocessing, tlpically
on the part ofthe requestot !o verily that the dala item il has
obtâiued ìs, in f¿ct, the itenì i requesled.

A couìÈìolì opemiiorì irì a DP systeÌù is addiug a uew dåta
55 item to the system. \\¡hen a rlew dåta item is added lo the

systen, a nanle cãr be assigDed to rt olìly by updatiûg the
corÌtext ilì which Dames âre denned. TlÌus $rclÌ systeNs
rcquirc a ceùri¿lized mecllal'lism for the maDagcmcnt of
Dames. Such a mechal¡sm is ¡equired even itr a mùlti-pro-

60 cessjng systeù wlæn data ìteÌns arc crcated aûd ideùtifred al
separate prccesso¡s in disti[ct Ìocations. and in Ì{,hich dÌere is
ûo oilìer need for comrnudcatioû \rhe¡r dafa items arc âdded.

In many data processing systcnls or environments, data
ilems are tmDsferred between diflereú locatiols ill the sys-

65 tcrÌr. 'Ilese locatio¡s rDay be prcces sors iÀ the alata processi[g
systenl. stordge devices, menìory or tlÌe like. For exarnpie.
oùe processor may oblaiìÌ â dalâ item from aùotherp¡ocessor
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o¡ f¡om arì extemal storage device, suclì âs â lloppy disk, ând
may incorporale ìatdala ileminloils system (Lìsing [Le Dame

provided wilh tlìal dala ilem).
However, whe¡ì â processor (o¡ some locâtioD) obrai¡ìs a

dâlr ¡lem from anothcr locåtion in llÌc DP sysrem. it is pos-
sible that this obtaiDed data item is already present in dre
systen (eidÉr at the location ofdre processor or at soDe otlÉr
locatiotr accessible by rbe processor) and the¡efore a dupli-
cateof ìe data ilem is created. This siluation is common in a
uetwork data processing eÌlviroD.me¡rt where proprietary soft-
wâ¡e prcducts are installed ftonì floppy disks Ònto several
processoß slÌådng a commonfile serve¡. Itr drese systeûs, it
is ofter ihe case that tlìe same pmduct wilì be iNtalled oD
several systems, so that severalcopies ofeach lìle will reside
oÌì the com¡ìon 6le seryer.

In some alata processing systems iù whiclÌ se\.eml prcces-
sors a¡e coûnecled iû a ûetv/ork, one syslem is designated as
â cache sewer to mâintâin master copies ofdata items, âìld
otlÌer systcms arc dcsignated as cachc clients to copy local
copies of the ûaster data items irro a locâl cache on an
as-needed basis. Befo¡e ì¡siÌìg â câched iteû, a cache clie¡r
nlust eiiher reload the cached iteùr, be i¡fon¡ed ofchanges 10

the câched item, or coÃfirm dÌat the mâster item conespond-
iDg to the cached item has nol clullged. In olher words, â

cache clieutmust synchro¡jze is data iems with those on úe
cache server. This synclùorlization mây iùvolve reloadiúg
data items oDto rhe cache clieDt. The need to keep the cache
synclùonizedorreload it adds sigl1ifi cartoverhe¿d to existiDg
cåcli[g mechanisns,

ln view ol the above aûd other prcbleDrs with prior âr
systeús, il is thereforc desimble to hâve â roechânism which
allows eaclì pocessor iû a ùlultiprocessor system to deter-
i¡ine â conìmon ârìd substantially ùnique identifie¡forâ dalâ
item, usirg oDly dre d¿ta in the data itern alld not relyiÌrg oìl
any soft ofcontexl.

I1 is fu¡ther desilable to have a rneclÉnìsm lor reducing
multipìe copies ofdata ilems iûa data processing system and
to lúve a rneclüni sù1whiclì enâbles the idertificåtion ofiden-
tìcâl data items so as to redÌrce mùltiple copies. It ìs further
desiable to determìlre wlìether tÞo instances of a data itenl
are in fâct the same datâ iteD, arÌd to perfonÌr various other
systems' functions aDd applicatioDs on data itcms *'ithoùt
relfDg on any coÀtext infor¡Èation or properties of tlìe data
itenl.

It is also desirable to provide such â mecbanism in such a

way as to make it traûspa¡eût lo users of the data processi¡lg
system, ând it is desirable thata single mechânis¡Ì beuscd lo
address eaclÌ ofthe problems described above.

SUMMARY OF TIID INVDNTION

This inventir,'n pnrvides, in ð däla processing syslcnr. ¿1

ethod and âpparatus for identirying â dâla item in llÌe sys-
1eù, where dre ìdeffity of the d¿Îa ilern depends on all of tlìe
data i¡ thedara itemalrdor yonthe data iù the data iteD. Thùs
dìe ideDtity ofa data item is indepeoderlt ofits Dame, origirl,
locâtioù, address, o¡ other irJonnadon ùot derivable direcdy
frorÌì the data, and depends only on the data itseli

This invention frifilær prcvides an appamtus and a medìod
1'or dete¡nililìg wlìerlÌer a paficùlar da ta iteDì is prese[t in the
system or ât a Ìocatiorì 1ll tlìe system, by examidng only tlìe
dâta ideDfjties ofa plurality ofdafa irems.

UsjDg thc,¡ethod or apparatùs otlhc prcscDt invention, thc
effciency and iDtegrity of a data processing syste¡¡ cân be

iûrproved. TÌÌe present iÃ'ention iùp¡oves tle desig[ and
operation ola dâta stomge system, file system, relationaÌ
database, objecForie[ted dâmbâse. or dÌe like iìlât sto¡es a
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plurality ofdata ilerns, by nuking possible or iÀrproving the
design and operåtion olat leasl some or all of tlìe following
featurcs:

the svslem stores at lnost oDe copy of aìry dâta item at a
5 giverl location, eveD when Ì¡Ì]ltiple data names in the systeû

refer to the saDe coûte s;

the system avoids copying dala f¡om source to destinatioD
locatiors when the destimtion locatioDs already have the
data:l0 

tlæ systemprovi<tes l¡ansparenlaccess lo any data item by
refereoce onlv 10 its identity and iDdcpendcDt ofils prcsent
locatiol whether it be local, ¡emote, or offi¡ìe;

the sysrem caches datâ ìrems from a server, so that o¡iy tlìe

15 ùrost recently accessed data items ¡eed be retained;
ìÀ'heD the systen is being ùsed to cache data items, prob-

lems ofmailrtaiúng caclÌe coÌlsisteÀcy â-.e âvoided;
tlìe system maiÀtaios a desired level ofreduûdancy of dalâ

itcms in a network of scrvcrs, to protect against fai¡ure by
20 elÌsuing tl¡at multip]e copies ofthe data iteDs are pÌeselt åt

differeûl locatioDs in tlìe syslenl;
the system aùtoÌnaticâlly â¡chives data items as they are

created or modifred;
tlìe system p¡ovides tlÌe size, age. aùd locatioù ofgroups of

25 data items ill order lo decide wlÉdler they call be safely
¡eùroved fronr a local file syste[r;

tlìe system can eficiently record and prcserve any collec-
tiolì ofdatâ ìlems;

tlìe system can emciendymâkeâ copy ofâoy collection of
30 data items, to support a ve¡sioD coDtrol nechalisDr for groups

oI tlìe d¿tâ itenìs:
tlæ system caD pìrblish d¡ ta iteDs, allowiÌrg otlÌer, po ssibly

âooùymoùs' sysrcms in â ¡rctwork to gair acccss to tlìe data
itenÌs and to rely ol1 the availabìlity of the data items;

:15 the system can rnâiDtaiD a local irì\.eDtory of all tLe data
items locâted on a given removable medium, such as a dis-
kette or CD-ROM, the iÌrventory is independeDt of odrer
properties ofthe dalâ iteurs such as their Dame, locatio\ atrd
date ofcreation;

4ar tlìe system allows closely related sets ol då1a items, such as

matching or corespoúding directories où discoDrìected coDì-
putcrs, to be periodically resyDchmûized witlÌ o¡(r ânotlÌer;

tlÌe system can verify that data ¡etdeved ftolll another loca-
tion is the desired or requesfed da14 usilìg oÀly the data

45 identifier ùsed to ¡etrieve dre datai
the system caD p¡ove possession ofspecific dåaâ items by

contcnt withoùt disclosing fhc contcnt ofthe data items, for
purposes of later legal verincadoì ând to pmvide ânonymity;

the system tmcks possession ofspecific data items accord-
50 irìg to conlerlt by owner, indepeDdenl of the name, d¿te, ol

orlÌer prope¡ries of the dâla item, and ü-acks the üses of Ðe-
cinc dara iteùs ând 6lcs bv conlcnt for accorìrltjrìg purposcs.

Other objects, features, and clm¡acteristìcs of tlrc preseDt
irìvention as \¡, ell as the methods ofope¡ation åDd fùùctiolls of

5i Lhe related elemerils ofs tructure. and tlìe cotìbinatio[ ofpans
and econonÌies ofrÌìanufacture, will becorìre more apparent
uFoÌl consideratior of the followirÌg descriptjon ând the
appeDded claiDs widr refere¡ìce to the accompâlry¡rg draw-
iDgs. all ofwhich fonn a part oftlìis specìfication.

60

BzuEF DESCRIPT]ON OF THE DRAW]NGS

FIGS. 1(a)and l(t5) dcpjct å tj?ical daÞ processing systenr
irì v¿hich a p¡efer¡ed enrbodjment oî the present iùvention

ó5 Opef2ìtes;
FlG. 2 depicts a hier¿rchy ol data iteDrs stored at aDy

location iD such ¿ data processiÌlg system;
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FIGS- 3-9 depicl dala slructures used to ilnplement alr

embodimcnt of tìre presenl irlvention; and
FIGS. 10(a)'28 are florv chaís depicting opemtion ofvâri-

ous aspects ofrhe preseût iDve¡lion.

DETA]LED DESCRIPTION OF THE PRESENTLY
PREFERRED FXF-MPI,ARY F,MBODIMENTS

An embodilllent ofthe present i¡ventiotr is Dow described
witl refererce to a typical data processing system 100, wl¡ich,
with referencc to FIGS. 1(a) ard 1(á). includes oDe or more
processors (or computerc) 102 and vadous stomge devices
104 couìected in so¡re way, for exaDrple by a bus 106.

Eâch processo¡ 102 includes a CPU 108, a memory 110
and one or more ìocal storâge devices 112. TlÌe CPU 108,
ùemory 110, alìd local stomge device 112 may be intemally
corurected, for example by a bùs 114. Each processor 102 may
also iDclude otlìer devices (Dot slrcwn), suchas a keyboard, a

display, a printer. and the like.
In a dâtâ processing system 100, whe¡eirì more fhârì one

processor 102 is used, that is, iù a multiprocessor sys¡em, dÌe
prccessors Dìây be in one of various re]ationships. For
example, two processors 1 02 ¡nay be ill a c]ien/server cliert/
client, or a sefler/server relationship. TlEse hter-pÌocessor
relationslÌips nray be dlaranlic- clìa[gi[g depetlding où par-
ticùlar situations âDd frrnctions. Thus, a paficul¿ìr processor
102 may chaùge ils relationship to other processors as

ûeeded, essentiâlly settilgup a pee¡-to-peerrelatiolship witlÌ
othe¡prccessors. Lr a peer-to-peer relatioÌrship, sometimes a

paficular p¡ocessor 102 acts as â client p¡oces sor, whereas al
other times the same processor acts âs â server prccesso¡. In
oiherwords, there is Do lÌierârchy imposed oD or required of
p¡ocessors 102.

ln a multiprocessor system, tlÌe processors 102 DÌay be
homogc,ìeous or heterogeneous. Fùther, in a multiproccssor
data processiÌlg systeD 100, some orall ofthe processors 102
may be disconûected liollr lhe letwork oT processo¡s 1'or

periods oftinìe. Suchdisco¡ì¡ectjo¡ r'ùây be pârt olthe no¡mal
operâtion ofdìe system 100 or itmay be becâùse a particuÌâr
processor 102 is iu ¡leed ofrepair.

WithiD a data processing syslern 100, the data mây be
orgânized to lbrm a lìierarchy of dåta sto¡age elements,
wherein lower level data storage eleùerìts âre combined ro
fonl highcr levelclerne[ts. This hie¡archy câr consist ol for
example, processorc, file systems, regioDs, di-rectories, dâta
files, seg¡ents, and the like. For exaûrple, with refererìce ao

FIG. 2, lhe dâla items où a p&ticulâr processor 102 rnay be
orgadzed or structured as a file system 116 wlich compdses
regioDs 117, cach of\lhich compriscs dirc,cto¡ies 118, each of
which can contain othe¡directories 118 or ñles 120. Each lìle
120 beloB lìlâde up of one or more data segmeffs 122.

lD a lypicâl data processilg systeD, some or all ol these
elemeùts canbeùamed by ùsels given cefâir implemertatior
spccific ûamjDg converìtioN, dÌe ¡aùe (or patl]Ilâûe) of alì
elemef beìùg relative to a coDtext. ln tlìe coùtext ofâ data
processìng system 100, a pâdrname is fully speciâed by a

prccessor rìâùe: a filesystem name, a sequelce of zerc o¡
Dìore directory names idendrying ¡ested directories, aûd a

fiDalfile¡âme. (Usùâlly the lowest level elemeDts, jn this case

segmeûts 122, ca¡rìot be named by ùsers.)
In odre¡ words, a fìle system 116 is a collection ofdi¡ecto-

ries 1lE.Adirectory 118 is a collection ofnamed files 120
both data files 120 and other directory files 118. A file 120 is
a DaÌned dãta iteDì wlicù is eitlÌer a data file (which rnay be
sjnpleo¡compoùnd) or a directory file 118.4 simple file 120
coDsists ofâ single dâtâ segnenl 122. A compoLrnd file 120
col'rsists ofâ sequence ofdata segnrents 122. A dâlâ segmenr
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122 is a fixed sequeDceofbfes.An iüportaDtproperty ofany
dåta segmeDt is ils size, tlìe Dumbe¡ ofbytes ìn tlÌe sequence.

A singleprocessorl02 ¡l]âyaccess oneormore file syslems
116, alld a sitrgle slolage device 104 may contain oDe o¡ n1ore

i 6le systems 116, o¡portions ofa filesystem 116. Folinstance,
a file systeú 116 may spaù several storage devices 104.

In o¡der to iñplement controls in a file systenì, file system
116 mây be divided into distinc t regiolls, where eåch regio! is
â ullit ofmaDagement aùd control. A legion coDsists ofa giveri

r0 directory 118 aûd is ide ified by the pathûaùe (ùser defiûed)
ofthe directory.

In the following, the te¡m "location", rvith ¡especl to å dârâ
p¡ocessjng sy stem 100, refers to any of a partjcu lar processor
102 jn the system, a ûemory of a particular pmcessot a

r5 storage device, aremovable sroragemedium (such as a floppy
disk or compact disk), or any other pþsìcal locâtioìr ir the
system. The term "local" with ¡espect to a pafìcuJarproces-
so¡ 102 refers to the memory and stoEge devices of d'nt
pa¡ticular prccessor,

20 In the following, the te¡ms "True Name", "dala identity"
and "datâ identifier" rcfer to tlìe substâùtially unique data
identifie¡ fo¡ a paficular data ilem. The term "True File"
refers to the actual file, seg¡rÌe[t, or alata item ìdentified by a

True Name,
25 A ñle system for a data processiùg syste¡n 100 is ùow

describedwhich is iùtended to workwiù all existiÌrg operât-
ing system by augmeDting someofthe opemtiug system's lìle
¡rarl¡gemeÀÎ systern codes. TLe eDrbodinre[t pmvided ¡elies
on the standard file management primitìves for âctually slor-

30 irìg to ¿nd ret¡ieviûg datâ items from disk, but uses tlle mecha.
[isûs of the present inventiorì to rcfe¡ence and âccess tlìose
data iteDìs.

The processes ardmeohanisms (services) provì<ìed ir this
embodbìenl are grouped into tbe lollowing categories:prim¡-

l5 tjvc mechanisms, operâtjng systcm mccllaDisms, rcrnote
mechaûisms, backglourÌd r¡echanisrns, ând exlended meclìa-
¡ sms,

Primjtive mechadsms provjdc luDdamenral capabilities
ùsed to suppoft odrer rneclìanisùs. The folÌowi¡g prirnitive

40 ¡Ììechanisms are described:
l. Calcùlate True Naùe;
2. Assimilate Datâ Iternl
3. New True File;
4. Get T¡ue Name f¡onÌ Path;

45 5. Link path to True NåDe;
6. Reålize'l'rue File fro¡n Locatiorì;
7- Locâte Remote File:
8. Make True File Local;
9. Create Scratch Filc;

50 10. Freeze Djrectory;
I L ExpaÂd Froze[ Dìrecto¡y;
12. Delete True File:
13. Process AudiÌ File Ertry;
14. Bcgiù Grooming;

55 15. Select For Reûoval;a¡d
16. End G¡ooIning.
OpemtiDg system mechaÌlisùs provide typrcal familia¡file

system ¡necha sms, whìle maint¿jning thc data structùres
required to oller dre mechanisms of dìe, present inventioD.

óo Operatì¡gsystqrùìechanis s are desigûed to augtent exist-
iùg ope¡-¿tjng systems, aùd in thjs way to make dìe presenl
iÌlvention compatible with, arÌd generally t¡âltspårert to-
cxisting afìfìlications. Tlle lollowing n¡craring sysrcnr
mecharúsms arc descibed'

ó5 1. Open lile;
2. Close File;
3. Read Fìle;
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4. Write File;
5. Delete File or Di¡ectory;
6. Copy File or Directory;
7. Move File or Directory;
8. Get File Status; ând 5

9. Get Files in Di¡ecfory.
Reûote mechanisms a-re used by the oper¿ti¡rg system i¡l

respoûdi¡g to requesfs tom other prccessors. These úecha-
ùjs¡ûs enable the capabilities of the present inventio¡ì in â

peer-to-peel nerwo ( mode of operation. The follorving l0

remote mechanisms â-re described:
1. LocateTrue File;
2. Rese¡ve T¡r-te File;
3. Request True File; t5
4. Retire True File;
5. CaDcel Reservatioû;
6. Acquire True File;
7. [.ock Cache;

8. Updåte CacIE; Ðd 20

9. Check Expiration Date.
Backgroutrd mechatrisms a¡e intended to rurì occâsionally

ând at a low priority. These pÞvide automåted management
capabilities with respect 1o the prese invention. flrc follo\t-
ing background nrechanisûs are described: 25

L Mirror True File;
2. Groom Regioù;
3. Check for Expired LiDks; aùd
4. Verify Region; ând
5. Groom Source Lisl. lo

Exteûded Ìnechaùisùs Iun wìlhin application progranìs
over the operâtrrìg system. These l1lechaDisms provide soJu-

ljons to specific problems and applications. The followirlg
extended mecharìisrììs arc described: 

35
1. IÀr'e¡tory ExistiDg Directory;
2. In\,entory Re¡¡ovâble, Reâd-only [iles;
3. SyDcttroruze directories;
4. Publish Region;
5. Retire Directory; 40

6. Realize Directory at location;
7. Verify True File;
8. Tr¿ck for accourting purposes; and
9. ft¿ck for licensing purposes.
The nle systemhe¡eìndescribed mai¡ltai¡ìs sumcje¡t infor- 45

matioll 10 prcvide a va¡iety of llleclìanisùs not ordììla¡lly
offered by anoperâljng system, some ofwlich arc lis¡ed and
descdbed lÌerc. Various processing performed by ûis
embodiment of tlÌe prescnt illvcntioD will ùow be descrihed irr
ge¿terdetail. 50

ln some embodiments. some fiÌes 120 ina data processin-a.

syslem 100 do nol lÌave True Names because lhey have been
rece[tly received or created or modified, aìÌd t]ìus their Tnle
Nâmes havc not yet bcen co¡npùted. A frle tlüt does ùot yct
have a True Narne is called a scr¿tch frle. Tlìe process of 5J

assigning a True Narlle to a flle is re1èred to as assimilation,
a¡ìd is described later. Note thal a scratch nlemayhâve auser
providcd nanre.

Some ofthe processing performed by tlrc preseDt inve[tioD
ca¡r take place iìì a background rnode or on a delayed or 60

as-needed basis. This background processirìg js u sed to deter-
rìliùe infomEtion that is Dot immediately reqùired by the
system or wlich may never bc rcquircd. ,4s an exanìple, in
some cases å scratch file is being chatged at a rate g.eå tel thall
the rate at which it is useful lo deterùilte its'l-nìe NarDe. ln 65

rese cases. determiDing tlie Tnre Name of lhe file can be
posÞond or pe¡fom)ed in the ìrackground .

I
Datâ Skuctures

The following dala structules, slorcd in nÌemory 110 ofone
of morc processors 102 are used 10 implenìent the mecha-
nisms descdbed herei¡ì. The data stnìctùres can be locâl to

each processo¡ 102 ofthe systerÌr 100, or they can reside on

oDly some ofthe processors 102.
The data st¡uctures described are assumed to reside on

individual peer processoß 102 ir úre data processing system
100. I_lo.¡r'ever, they can also be sha¡ed by plâcilg them o[ a

remote, slÌared fileserver(Iori¡$tance, ina local arcanetwolk
of machines). In ordcr to accorÌmodâte shadùg d-â14 struc-

tures, it is Decessary that tlrc p¡ocessors accessing the shared

datab¿se use dìe approprjâte lockìog tec¡ùiques to erlsùre that
chatrges to the shared datâbase do not iÌÌterfere widr one

anolher bur are appropriately serialized TlÌese locking tech-
ûiqùes arc weÌl understood by ordiDarily skilled programnìe¡s
of distributed appÌicatiolls.

Il is sometimes dcsimblc to allo.r some regions to be locâl
to a pafticular prccessor 102 aÌìd other regiors to be slìared
amollg processors 102. (Recall that a region is a r¡nit offile
systeùÌ nlaDagement âDd control co¡sisti[g of a given direc-
tory ide iñed by the patlmame of the directory.) h the case of
local and shared regions, dlere woùld be both local arÌd shared
veNio¡s of eaclì data smrcture. Srnlple changes to tlÉ pro-
cesses desc¡ibed below nlùst be mâde to erìsure llút appro-
priate dâta sûucnrres are selecled for a giver¡ opemtion.

The local directory exteûsio¡ìs (LDE) table 124 is a dara
structlìre which provjdes infonnâtion about files 120 and

direcLories 118 in the dâtå processing syslem 100. The local
directory exteDsioDs table 124 rs iDdexed by a pâtbllame or
coûtextual oame (that is, a user provided Dame) of a file aùd

includes the Tn:e Name for most nles. The infomutiorì ìn
Ìocaì directory exte¡ìsioù tâble 124 is iù additioll to tlËt pro-
vided by the nalive file system of lhe operatiDg system.

llle Tfle File registry (TfR) 126 is a data store lor lisliDg
actùal d¿la ileìns ì¡r'Iìich have True Nanres, both lìles 120 aùd
segments 122. Wlìen such data itcrÌs occur iu the True File
registry 126 they are knowu as 

-I¡üe 
Files. 'lrxe F-iles are

identified iÌr True File registry 126 by rlrcir True Nâùes or
ideÌrtities. The tâble True File registry 126 also stores loca-
tion, depe¡deùcy, â¡d migration iÌrfonnatiol about Trùe
Files.

The regioD table (RT) 128 defines âreas irì ihe network
storage wllich a¡e to be ûÌaùaged separately. Regior table 128
defines the n¡les for access {o aDd mig¡aton oI files 120
ârùoÌtg \¡anous ¡egions witlÌ 1lìe local file sysrem 116 alld
remotc pccr filc systcr¡s.

The soùrce table (ST) 130 is a list ofdÌe sorì¡ces of True
Fìles oùer thaÌ the cuffeDt True Fileregjst¡y 126. fhe source
table 130 iDcludes removable volunìes and ¡eûole proces-
sors,

Thc âìrdil file (AÐ f32 is â list of records iDdicatiDg
chânges to be made in local or re[ote files, rhese changes lo
be processed ill backgroùld.

The accourtiDg log (AL) 134 js â log offile tr¿rÌsactioÌrs
used to create accounling infonnation in a r¡alxrcr whjch
preserves the ideûtiry of 61es beiDg tracked iDdepeDdent of
tbeir name or location,

The license tâble (LI) 136 is a t¿bÌe identiry ing files. which
lrayolrly beused by licensed userc, ira mallûer independeDt
of their nalllc or location- and lhcusers licensed to ùse them.
Detaìled Desc¡iptions ollhe Dâtâ Struclures

'lhefollowing table suùma¡izes the fieÌds ofauÌocaÌ direc-
tory extensions tåble e ry, âs illustr¿ted by ¡eco¡d 138 iu
FIG.3-
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Resio¡ ¡D ¡dentihes ùe Eg,on i¡ Errich t¡is tjre is @¡Þi¡ed. . Sq:: l?- i¡l€r¡¡l-lv ùsed ide¡dfiq rÙ thrs æeioD'

psrh¡me the úer pro\ìded ,*e or co**"',r *..*. iu - 
5 ReCrû ñle 6le svrem o¡ tne lodl Þrcæ$o! otwlicl dris res¡on is ¡

di¡@to¡y, rcl$ivc to dÞ rcgio¡ i¡ wljch ir occ6. li"ø- ; ptl]¡¡me ¡eht¡le to t¡e region ôlesystem qhich def¡es
TrueNMe rhe @ñpùted Tne NMe or identiry of L\e nle or di@tory. P3r¡¡me r],e tocaÍo¡ o I úis !eEìo¡- T¡e pgto¡ co¡sisrs of ¿tì 616 ùd

'ftis Ttue NMe is ¡ôr åleâys ùp ro dâte, ùd jt is ser lo ¿ dircdoriB sboldi¡3re lô ùrs pd¡¡me , qccpt those in a
spæiri v¿lùe wlen s nle ìs modined sd ìs laterææmpDted
in t¡ebactground.

Type ind icat€s whethcr the nlc is ¿ dat¡ ûlc or ! direclo¡y.
ScBlcì File the physic¡lloc¡no¡ ofrhe nle i¡ rhè 6le sysreú, wìe¡ no
ÌD TfleNûe!6 been calcùl¿red lo! rhe file.,As nol€d Ábovc.

\"ch r lìl¿,scâllÊl â scran:lì lìlÊ

TimeollÀs tlìe ldt¡cccs timc to this nle.Iftlis file is s dirærory, ùis
is thc lst ¡cccsr time to úy ûlc h dß dúectory.

Time of lßt the time of hst cldge of úis nle. If rhis 6ie is ¡ dnectory.
modiñcetio¡ this is úe lNmodificariÕ¡ rimeofoy fiìe j! rledißctory.
sale fì¡s indiqLes rlúL ùis 6lc (â!d. ¡f Lhk 6l¿ is ! d iEtoly, all of iß

$boldi¡llc IìleÐ hùve beer brclied ùp on sône other
systcm, ùd il is thÙctorc ôltc ro redovc thon.

Lock n¡g indieter wlether ! ñle is læked. úd is, n is being môdined
bv dre lo@1 prc*sor or a Énote p¡ocessor o¡ly ore
plocessor roy modj& ¿ nle et3 ùme.

Siæ dE tullsjzeofdtis director' (includj¡e lllsubo¡di¡êre nls),
ifdl6les i¡ ir $ere fullyexpodcd dd dùplicded. Fo¡¡ filc
Lhat is nor ¡ diEcrory this is Lhe size of tle ach¡¡l True File.

oa¡er tlp ide¡dry of re user \ho oe¡s úis Âle, for æcoùLing
ùd license ù¡cki¡s purposes.

rcgio¡ sbodi!¡tc to ùis rceior.
zero o! moF identi6eßof prcesos slic! æ to keep
mnrc¡ or eI ¡vel copies ol ell nþs ì¡ the cure¡t reBio¡.
Muhiple mirÞr plo6soÃ co bc dcfì¡ed to fom ¿ miN!

number of copis ofeûcì fle in this Ego¡ rhrl slould be
rct¡ine¡l i¡ a mimrBrcrp.

specins wlcdlù düs rcg,or ,s lo*l Lo 3 sirgle pñcesor
l02,sl.Md bysdeÉlp,ocso6 I02lif, fo, ,nrue. i,
Fsides on rshNd ñleseNs). o¡m$eed bys remok

úre migßrionpolrcy ro spply ro ùrk Rgion. A $ngle egion
mie}r p3ri ipJß .n s$ri rl pohcies. Ihe policrerre$
follÕsß (Þ¡lmeleß in bnckds mqrccifiÈd Às Þ¡l1 olthc

Fgion is¡ce¡cdvcõio¡ ûom {proGsor IDll
rcsioD ß e nreDìberofs nriror set deftÈd by lprocso¡ lD]
Egio¡ ,s ro be eclxvel o¡ tpþcesso! IDl.
Égion ßro oc otked ùp loelly. b) pl¡cirg ncq coprcs rn

Feeio¡lDl.
Esion isre¡d only od m¡y ¡ot be clìùecd.
Esio¡ ìspùblislÈd úd erpûes on [date].
Fjlcsj¡ùh rcson sìould be @mp!e$cd

lO MilFr

Mi!rc¡

lolicy

2A

25

Eâch record of the Tnle File registry 126 has the lields
slrcwn iD the Tn]e File regislry ¡ecord 140 in FIG. 4 . Tlìe Tnìe
Fìle ¡egistry 126 corNists of tlìe dâtabase desc¡ibed in the
tâble below as well as fie âctual True Files ideDtified by tlìe
'lrue File lDs below.

A source table 130 identifres a source locatioù fo¡ Tfle
Files. Tlìe sou¡ce table 130 is also used to idendry clieDt
processors making rcscrvatiolls on the curreDt processor,

Each source ¡eco¡d 144 ofthe source table 130 irrcludes tlÈ
6elds summaÌized in the lollowing table, with reference to
FIG.6:

TrueNüue coûlpùtcd Truc Nü¡c ondcndr) oftlìe fìle.
Compre$ed compre$ed v6io¡ oithe True File n¡y be sroÊd ilsre¡d of,
filc lD o!i¡ ¡ddition to, Nr rurcompascd ve6io¡.'l]ns ûcld

p¡ovid* tlÈ idenùy ofúe ætu¡l repesenrârio¡ ofthe
compresed veßio¡ oftlE nle

Crcoming tenrdive coùnt of low m¿ry Éferences h3vcbeen selected
delete coù¡r fordeletion dùi¡e e eroomin8 ope¡$io¡.
'Iime of lar most Fert d¡tc ùd tìnc thc co¡tcnt ofthk 6lc was

scGsed.
ExpiÞlion d¡te ed rime Àfter El'ich ùis nle mry be delered by dris

Depe¡dc¡t p¡ocessor IDs ofodßrp¡æessoß E'l cl conlrh refcrcnces to
prccesoß ùis Tfle File-
Soùce IDs surcelD(s) ofzero orho¡esoùEes frcmwhichthis lìleor

dalâ iren nay be ßtliw¿d.
True File ID idc¡tiry o¡ disk Ìoc¡tjÕD otdìe ¡ch¡¡lplysicol FpFsentttio¡

ofthefrl€ ornle sesnent.IÌ is sùmcie¡rb use¡6lqr ùe i,r
tle Éeistñrio¡ diEcLôry ôf re údellyilg opentins slsem.
'llc'lruc file ID is ¿bse¡t ,f tlß lctud nle is rot cùß¡rly
Pres¡L ¡r rlì¿ cùren( loclljo¡

Use @ùnr numbe! oIothe!r@ords où dris Þrcce$o! qhicn ide¡tito tbis
TruoFile.

soùce ID iñeñsl idoniñer used to ide¡tify ê ptuticùlù soùrce.
soùce rvpe t|eofsoùrce loørio¡:

RqoEble Srorsec !?rlmc
t cd Regio¡
Crcbe Señe¡
Miror Gmùp Sener
CoopeÉtrle Se er
Publisli¡gse er
Clie¡t
i¡cludes i¡lom3lio¡ ¡hoú lhc rig¡ts ofthis p¡o6so¡

riehts sch 6 ùheúer it d rsli rhe locxl prccgso¡ to slorc
d't¡iLsrsforit.
ûeNreme¡r ôf t¡e bddwidth. cosl ùd Eliâbility ôf rhe

âv¡ilâbili'y co¡¡cdion to thk soùu o I Tn,e F|-- Thc ãvâi l¡biliry is
used lo selecr ûon mons sevcElpos¡ble sources.
i¡fom¡úotr o¡ lôE the locûl prcæso! is ro lccess l'h€ soùce

locltion TIis msy be, for ermple, the DMe of o F.novsble romge
lolune. or tlte Þmcesor lD ud ¡egio! pstl of s Égion on 3

rcnotc P¡oessoi

A rcgior table 128- speciñed by a directory påtbnâûe,
records storage polic;eswhicll âllow filcs j¡l thc filc system to
be stored, âccessed ard mi8raled in dilTerent ways. Stor¿ge
policies are progmr¡rÌred iùa coûngùrable way ùsi¡g a set of
rules desc¡ibed below-

Eâch region table record 142 ofrcgion tâble 128 inclùdes
the ñelds described iû the lòllowi¡g table (wjllì refererìce io
FrG. 5):

'Ì he audit file 132 is a table of everts ordered by timestamp.
eachrecord 146 ir¡udit file 132 i¡cluding the fields sur¡ûa-
rized il,l tlìe following table (wirh refererce to FIG. 7):

65 olici¡at path ofùe tlc i¡ qu4Lio¡.
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OpeEtion *¡ether the frle ws cletled, ¡sd, w¡ifte¡, @pied o¡ deleted.
TÞ. spæifiG whother tho sorucc js ¡file orû dir@tory. 5

Prcesor ID of Ì!e rcmore pócesor ge¡cÉring rh is cvent (if no! lærl)
ÌD
TiDstdp tiDe ãnd dtte ñlc w6 cl6ed GeqùiEd only for

ææss€dhodjñed ûleÐ.
latbìmc Núè of the 6le (EqùiEd orìly forrc¡oc).
TneNme computed True Nu:e of üe nle. Tlns is sed by FnoÌe tO

sysl€ms þ nirc! c¡Ðge to the dnæro¡y ùd h nlled ì¡
duri¡s bæÌgroùd p!æessing.

ll
-coÌrtinùed

dåre oferùy d¡b úd dneofrhis loe e¡try
rypeoie¡try EnLa ttÞer iñlude cre$e ûle, delere Âle, sd tÉ¡sdirnlè
Truc Norc Truc Nmc ofd¡þ ¡tcm l¡ qù6tror.

identiLy ofdÈ ùser resÞo¡sìblc for tlis ætron.

Each ¡eco¡d 14E oIthe accounting log 134 records âû evenl
which may ]atcr bc ùsed 10 provide infomration for billing ts

nrechanisrns. Ilach accouDtiDg log eltry record 148 includes
at least the info¡mation sunù¡ârized ill the followiDg 1able,
with reference to FlC. E:

Field

t2
The follorvurg priDritrve mecharìisDs are described:
L Câlculate l rue Name;
2. Assimilâte Dâta llem;
3. New True File,
4 . Gel True Name from Palh;
5. Liù.tr( Path to True Nâme:
6. RealizÉ True File fiom Loc¿tion;
7. Locate Remote File;
8. Make True Fìle Localì
9. Creåte Sc¡atch File;
10. Freeze Directory;
I l Expand FrczeD Directory;
12. Delete True File:
13. P¡ocess Audit File EDtry;
14. Begin Grooming;
15. Select For Removal;ând
16. End G¡oomiDg.

l. Calcula¡e Irue NaÌue
A True Nanre is conrputed using a function, MD, wlich

reduces a dâlâ block B ofa¡bitrary lergth to a Ìelatively smâIl,
fi xedsize ideotifi er,theTrueNameofthe dâtablock,suchthat
tlæ True Na¡ne of the data block is viÍually gùaralteed to
represe¡¡t tlìe data block B and oDly data block B.

The functioD MD must bave the l'ollowi¡g propeíies:
1. Tlìe domain of rhe funclion MD is the set of all datâ

itenN. Tlìe ralge ofthe fuùctioD MD js the set of Trùe
Narùes.

2. The ñtnction MD nìust take a data item of arbifâry
lengtlì aDd redùce it to alt iùleger value iù the ¡aùge 0 to
N- I , where N rs tlÌe cardinâlity of the set ofTrue Names.
Tl1âl is;for ar arbitrary length datablock 8,o=MD(B)
<N.

3. The .esults of MD(B) must be eveDly and r¿ndor¡ly
distdbuted over the mrÌge ofN, in such a way tlìat simple
o¡ regular chânges to B arc virtually guamnteed to pro-
dùce a differeú value of MD(B).

4. 11 ruust be compulatioDally difrcult to fuÌd a dillèrent
vâlue B' sr¡oh that MD(B):MD(B).

5. The lxnctioD MD(B) must be eficienrly conìputed.
A farnily of functions with the above propefies âre the

so-called ùessage digest ñìùctioùs, whjch are ùsed ill digiral
secùrity systeùs âs tecb¡ìques for âùtheûticatioù of data.
Tllese ftÌnctio¡s (o¡ âlgoridus) irclude MD4, MD5, ard
SHÄ.

In rhe preseutly prefeûed eûìbodiments, eitlìer MD5 o¡
SHA is employed as the basis for the conrputatiol of True
Names. Wïisheve¡ ofthese two message digesl functions is
eDployed, tlìat sallle fuDctionuÌust be e¡nployed o¡ a sysleû-
widc basrs.

It is irìrpossible to definea fuÌÌctiollhaviDg a uDiqùeoùtpr]t
lòr each possible inpùt when úe rumber of eleûeDts in the
mrÌge ofdre frrnction is snaller lhân llìe ¡umber oI eieme¡Ìts
iù its domain. Hovr'evet a crucial observation is that dæ aclual
dâta iteûs thât will be cncoulltcred in the opemtioD of aly
systemeùbodyil1g this irìveùtioù foDn a very spaße subset of
aÌl the possible inputs.

A collidìDg set ofd¿t¿ items is defiDed as â set \r'herei¡, for
o¡e or more f,airs x and y in thc sct, MD(x):MD(y). Since a
ñr¡ct ion confon¡ing to dre requircmeDts for MD must eve¡ly
aÌìd rardomly distribute its outputs, it is possible, by makiug
the mnge of the furictioi large e[ough. to make the probabil-
ity arbitrarily småll tbar achÌal inputs encouotered iú the
opemtion of a¡ embodiment of this invention will fon¡ â
colliding set.

To ¡ougl' y qùartiry üre probabiÌity ofa collisìor\ assume
lhat there are uo morc than 2ro storage devices in the world.
ând thar each slo¡age device has ârì âverage of at most 22o

Each record 150 ol the license tâble 136 records a relalion-
slip between a liceñâble dâta itenl a¡td the user licensed to 39

llave access to it. Each license table reco¡d 150 iDcludes tlìe
iDformatjoD sunxnarized iD the followitrg table, with refer-
erce 1() FIG. 9:

Ttue Núe T eNmeof ¿ d¡E iren sübjæt ro license v&lidatro¡
licc¡scc idcnity ot¿usc¡!ùthorìzcd Lo tuve ¡cc6sto tlis objcct

!'a¡ious odler datå structures are employed oD some o¡ all
oftheprccessors 102 ill the dâta processing systeûì 100. Each
processor 102 has a global freeze lock (GFL) 152 (FlC. 1),
ìrhich is used to preveùt syrìclÌoÌ zation erro6 when a direc- 45

Îory is frozeD or copied. A¡y processor 102 may ilclude a

special archive directory (SAD) 154 into which directo¡ies
Dúy bc copicd for tlÌc pùrposcs of archival. Arly processor

102 mây include a special Eedia directory (SMD) 156, inro
lvhich tlìe directories ofEmovable voll¡ùes a¡e stored to fomÌ 50

a medjâ iûveùtory- Eâch processorhas a grooDriug lock 158.
which is set duriogâ grooùiûg operatioù. Durirg tlis period
dre groomingdelete courìt ofTnre File registry eDtdes 140 is
acljve, aûd ûo True Files sllouldbe deleted utrtil grooruilg is
coÌrìplete. While gooning is ineffect, grooming infonnation 5s

i¡cludes â table ofpalluames selected lor deletioD, and k€eps
ûack of the alìlouÌìt of spâce that would be freed ifall of the
lìles were deÌeled.

Priûìitive Mechaùisr¡s ó0

The fi¡st ofthe mechanisrìs provided by tlÌe preseol invelÌ-
üon, prímitive mechaùisms, arc now described. The ùreclú-
nisùs descri bed here depcnd on ùndcrlying data manâgcmenr
ùÌeclÌâùisms to creâ te, cop),read, anddelete dataitens iD the
True File ¡egistry 126, as ideotified by a Tfle File lD. Tlìis 65

suppon may be provided by an underlying operârjng syslem
or djsk stomge DìaÌlâger.
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differerìt dâtâ iteùs- Tlìen there are at Dìost 25o dåta items iD

the world. If tle oulputs of MD rarìge betwee[ 0 and 2r'z8, il
câll be demonsLr¿ted llÉl the probability of a collisiotr is
approximately I i]l 22e. Details oll the derivation of these
probability values âre found, for exârnple, io P Flajolet arìd A. 5

M- Odlyzko, "Random Mappitrg Statistics,"¿¿cture Notes i¡t
Cotnputer Science 4341 Advances ik Cryplologt-Eurocrpl
'89 Proceedings,Spnrger-Verlag, pp. 329-354.

Note that for sorne less prefened embodiments oI the
presenL i¡verrtion, lower probabilities oI uuiqueness may be l0

acceptâble, depending on the tt?cs of applicâtions and
rnechadsms ùsed. ID some embodime[ts it may also be usei.r]
to llâve more dìalì oùe level ofTrue Names. with someofthe
True Names haviug different degrees of urìiquenes s. If sùch a 
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sclìeme is ir¡plemelìted, ìt is necessary to ensure that less

unique T¡ue Names are not propagâted in tlìe system.
Wbile the i¡lvelrtjoû is descnbed hereiùusiDg oriy tlìe True

Name ofâ data jtenì as the ideÌÌtifier for thc data item, othcr
prefeÍed embodiDeDts ùse tagged, typed, catego¡jzed or 20

classined datå ilenN and use a combinatioÌr ofboth the T¡ue
Name ând the tag, ttTe, category orclass ofûe data ite¡! as
â11 ìdeúifier Ëxanrples of such câlegorizåtioùs arc files,
directories, atrd seg¡neÌìts;executable files ând data files, a¡ld
dre Ìike. Examples of classes are classes of objects ill ân :5
objecr-oriented system. ln such a systen, a lower deg¡ee of
TlL]e Name Ìrrúqueness is acceptable over the entire u¡lverse
ofd¿ta items, as long as sufficienl ùriqùe¡ress. is provided pe¡
category of dala iteDs. This is becaùse the tâgs provide aû
additionâl level ofùniqueùess. 30

A ùechânisù for calculatilg a TrL]e Name giverÌ a data
itern js uow described, with refe¡eûce to FIGS. 10(a) and
1o(å).

A sìÌnple dåta itern is â data itenl whose size is less lhan a

paficulargivcn si7¡ (whichmusl bcdefirìed in eâch particular l5
jmplenenration of dre iùveúio[). To deterÌ¡iùe the True
Nameofa simpledata item, wi{Ì refèreûce to FIG. r0(a), ftst
compute lhe MD fùnction (desc¡ibed above) on the given
sinÌple data item (Step 5212). The¡r apperd to ÎlÌe resulti¡rg
128 bits, the byte length ¡rodulo 32 of llìe datâ jtem (Step 40

5214). The resultiùg 160-bit valùe ìs tbe True NalIle of the
simple data item.

A compouûd data iteù is one whose size is greater tlüD the
pâlicular given size ofâ sinÌple data itcm. To dctemìinc dre
T e Name of aû ârbilmry (simple or compoùnd) data item, a5

witlì ¡eference to !-lG. 1 0 (ó), first detendùe ifùe data i tem is
å simpleora compound dâLa item (Step S216).lftlrc dåta item
is a sìDÌple data iteÌì, theD compute ils Trùe Narne in step
52l8 (usiDg stcps S212 and52l4 dcscribedabovc), otherwise
partiliolr the dâta item into segnÌents (Step 5220) rìnd assimi- 50

lâte eåch segmeot (Step 5222) (the prirnitive rnecha¡isrn,
Assimilâle a Data IteD, is described below). compuling the
True Nalùe of the segûeût. Then cre¿te âll iÂdirect block
collsistirÌg ofthe coùìputed segrùelt True Na]ììes (Srep 5224).
An iÌrdirect block is a data ltem whiclÌ coDsists of tlìe 55

seqùence ofTrue Naùes ofdìe segmerlts. Tlìfl, iÀ step 5226,
assimilate the irdirect block aùd cornpute its True Name.
FiDalJy, replace dre fiùal ûiny-rwo (32) bits ofthe ¡esulting
Tme Narne (that is- dìe length of 1lÈ indired block) by ûe
leugth modulo 32 of the corùpouDd data item (Step 5228). 60

Tlìe result is the True Nârne of the compound data item.
Note that the compound data item may be so large that the

iùdirect block of segmcnt Truc Names is ¡tself a colnpound
data item. I¡ tlÌis case the mechanism is invoked recursively
until oD.ly simple data iteùs are being processed. 65

Bolh the use ofsegmenls aûd tlrc âttaclìrneDt ofa leDgth lo
ihe True Name ârc llor strictly required iD a system usiug the
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preseût inverìtion, but are clìrreDtly coDsidered desimble fea-
tures in the preferred embodiment.
2. Assimilale Data lte

A mechanism lor assìmilâtiÌlg a data ìtem (sclarch file or
segment) irto a file system, giveù úe sc¡atch Êle ID of dre

dåta item, is now described with ¡efe¡ence to FIG. 11. The
purpose ofthis meclìanism is to add a given data item to the
True File ¡egistry 126. If the datå item âlreâdy exists in the
T¡ue File registry 126, this will be discove¡ed ând used during
this process, and the duplicate will be eliminated.

Iìereby dìe system stores at most oDe copy of any datâ
item o¡ file by content, even wheD multiple Dames refer to the
sârÌe cotrteDt,

Fi¡st, detemiûe the True Name of the data item corre-
spoDdi¡rg to the give[ scratch File lD usiùg the Ca]culate True
Name p¡iùlitive mechÐism (Step 5230). Next, look for ar
entry for the True Name in tlle True File registry 126 (Step

3232) aùddetemìine wlìether a True Name entry, rccord 140,
exists ìn dle True File registry 126. lffte entry record iùcludes
a conespondjng True File lD or compressed File lD (Step

5237), delete the file wirh the scratch File ID (Step 5238).
Otherwise sto¡e the glveu'lrue File lD i¡l dre er¡lly rccord

Gtep S239).
If it is delermined (in step 3232) that ùo True Narne entry

exists in the Trlre Fileregistry 126, tlìeD, in Srep 5236, üeate
a new ent¡y in the True File regisfy 126 for tlns True Name.
Set tlìe True Name of tlìe entry to the calcùlated T¡ùe Nâ¡re,
sef the ùse courll for dre new entry to one, store the given True
File lD in dìe entry ard set the other lìelds ofthe entry as

appropriate.
Because this procedure lnay tatresonÌe ljDÉ 10 collrpùte. it

is i ended 10 run in backg¡ound aller â file has ceased {o

clÉDge. In the $ea[tiDre, tlÌe frle is corìsidered åD ì.llìâssimi-
lated scmtch file.
3. New True File

The New True File process is inaoked ùherr processi¡rg tlrc
audit file 132, somelime allera True Filc hâs beel'lâssinÌilated
(using theAssinìilate Dala Itetìì prilnìtive mechadsm). GiveD
a locâl directory exterlsions table entry record 13E ilr the loca]
directory exteDsions tâble 124, the New True Fìleprocess can
provide the following steps (with relèrence to FIG. 12).
depelding on how the local processor is configùed:

First, in step S238. exâmire thc Iocaldirectory extensions
lable enú-v record 138 to detemirle \rhetlrcr the fi¡e is locked
by a cache server. lI tlìe file is locked, the¡ add úe lD of the
cache server to lhe dependenl processor list of Lhe True File
¡egistry rable 126, aùd then setrd a message to the câche server
lC) ùpdatethe cache oftlÌe current proccssorusirìg thc ljpdate
Cache remote mechâNsm (Step 242).

If desired, compress the True FiÌe (Step 5246), and. if
desired, miÛol11le True File using tlìe MirrorTnìe File back-
groundmeclú sm (Step 5248).
4. Get Truc NâÌne froùr Path

The True Nane of â file can be used to ide¡tify a frÌe by
conte¡ìls, to confimr that a frle mâtches its origiMl cootents, or
1o compare f\¡'o files. Tlìe meclìani$D lo gel a True Name
given thc pâtllname ofa filc is now described witlÌ reference
to PlG. 13.

!'irst, search the local directory exte¡sìoN table 124 for the
entry reco¡d 138 with tlÌe given padì¡ame (Step 5250). If the
pâthriâme is llot found, tJris process fails and Do TrÌ¡e Name
corresponding to lhe given patlÌüme exists. Ncxt, dclcrminc
whether the local directory exterÌsioÌrs table entry record 138
illcludes a'l'me N aùre (Step 5252), aÀd ifso. tlle ùÌechânìsrn's
task is complele. Olherwise. delcrmite wheiher Lhe local
directory exteDsiolrs table elltry record 13E ideÌÌtifies â direc-
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tory (Step 5254), and ifso, freeze tlÉ dj¡eclory (Step 3256)
(fhe p¡imjtive nlechanism Freeze Direclory is described
below).

Otherw-ise, iD step 5258, assinÌilate dte 6le (using the
Assimilâte Dâta ftem primitive mechalisnr) de6$ed by the
FiJe ID field to generate its True Name and store its Tnle
Name in the local dircctory extensions eotry record. Then
retum the True Name idcntified by the local directory exten-
sio¡F table 124.

5 . Link Path to True Name

The mechanism to liÍ-k a parh to a True Name provides a

way of crcati¡g a ûew djrectory eùtry record idendryiùg aD

existing, assimilated lìle. This basio process may be used lo
copy: move, and re¡¡me ñles witllout a need to copy their
co[tents. The mecha4ism to liol( a path to a'I'rue Na¡ne is rìow
desc¡ibed with reference to FIG. 14.

First, ifdesled, co¡-ôrm rhal the Trùe N¿ù¡e exists locally
by searching for it in the True Name regisrry or local directory
exteffions table 135 (Step 5260). Most uses oftl¡s mecha-
nism will require this form ofvâlidation. Nex1, search for dìe
patlì in the localdirectory extensions table 135 (Step 5262).
Corfinn that the directory conÉiniDg tlrc file uarned in dre
pâtlì âlreâdy eists (Step 5264).lftlìe llamed frle itselfexisrs.
delete the File using the Delete Tme File operating syslem
meclÌaDism (see below) (Step 5268).

Theq create a¡ entry reco¡d in tlìe local di¡ectory extell-
sions with the specifred palh (Step S27 0) â¡rd update {he eDtry
record and other data structures as followsr frll in the Tr1le
Na-û¡e fìeld oftlìe entry with the specified True Narne; i[cre-
ùellt the ùse count for the True File regislry entry record 140
of the corresporìding True Name; note wlrclher tlrc elltry is â
directory by reading the True File ro see ifit contâins a tag
(ûâgic nuûber) iÀdicating tlìat it rep¡eseús a frozeD di¡ec-
tory (see also the description olthe Freeze Directory primi-
tive mechanism regarding the tag); ând conÌpute ând set dre
other fields of the locâl dircctory exteDsions âpp¡op¡i¿tely.
Fol ìnstaDce, searchdre region þble 128 to jdentify the regioD
ofthe path, alld set the tiûe of Iast access aDd tinre of ]asr
modincation ¡o tlìe current time.

6. Realize Tme File f¡om Location

This mech¿mism is used to lry to make a local copy oI a

True File, given its Tme Name and the ûame of a source
location (processor ormedia) rhat may contajlì thc Trùc Filc.
This mechaûism is rlow desc¡ibed with ¡efereuce to FIG. 15.

First, irl step 5272, determiDe whetlìer the locatioù speci-
fied is a p¡ocessor Ifit is determined that tlÌc location speci-
fied is a processor. then send â Request True File message
(usirìg tlìe Request True File reùote mechanism) to the
¡emole processor a¡rd wail for a response (SLep 5274). lf a

negaTive response is ¡eceived or no response is received afier
a timeout perio4 this rneclúnis¡¡ fails. Ifa positive respoùse
is received, eDter the True File ¡eluned jD the True File
registry 126 (Step 5276). (lfthe fllereceivedwas compressed,
enler the True File lD iD the comFessed File ID neld.)

U, otr llre orlrcr hand, it is detemrircd iû srep 5212 t\at $e
locatiorì specified is [ot a processot theÀ if ûecessary,
reqr¡est tlìe use¡ or opemtor to ùrount the ìndicated volunre
(Step 5278). Tlìen (Step 5280) find the indicated file ou the
given volume ând assjmilatc thc fi lcus jDg theAssilnilâte I)ata
Item primitìve ùechanism. If tlÌe volùùe does Ilot cont¿ìil a

True File registry 126, searclÌ tbe mediâ iû\,entory to find the
path oftlrc fileon tlrc volume.Ifno such lìle carbe-lound. this
nìechånisnr fâils.
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At dlis poi¡t, r¡',hetlEr or Lrot the locatioD is detelmined (in
step 5272) to be a procqssor, ifdesired. verily the lrueFile (ìn
step 5282).
?. Locâre Remote File

5 This mechanism allows a prccessor to locate a 6¡e or data
item fiom a re¡rore soùrce of True Files, when â specific
sourcc is unl(llown or unavâilablc. A clienl processor systcm
may ask one ofsever¿lormany soùrces whethe¡ìt cansupply
a data object with a gi\€D'l'rue NaDe.TlÌe steps to peffo¡m

Io this ùrechanism ârc as follows (widt refere¡ìce to FIGS. 16(¿)
and 16(¡r)).

Tlìe clieût processor 102 ùses the soùrce rable 145 to select
orle or ÌDore soùrce processors (Step 5284). If Do sou¡ce
prccessorcarì be loùrÌd, the ùeclìanism iàils. Next, the clie[t

15 processor 102 broadcasts to the selected sources a requesl to
locate the fi lewiththe givenTrueName ì.rsirÌgthe LocateTrue
File ¡emote mechanìsm (Step 5286). The ¡equest to locate
ùay be åugùeùted by aski[g to propagate tlús ¡eqùest to
distant seryers. The client processor then waits for one or

20 more se¡veß to respond positively (S1ep 5288). Aíler all
servers respond negâtivcly, or aftcr a timeout period with no
positive response, the ùeclìânism repeats se¡ection (Step
5284) to atte¡rpt to idellti¡, altemâtive sources. lf a¡ìy
selected source processo¡ respolìds, its prccessor ID is the

25 resuh oftlìis lllecharisÌD. Store tlÈ processor ID irì tbe source
field oI dre Tnte File registry entry record 140 oftlrc given
True Name (Step 5290).

lf the sou¡ce location of the True Name is a diffe¡ent
processor ormediuru thaD llìe destiDation (Step S290a). per-

30 folm the following steps:
(i) Look up dre Tme File regìstry eDtry record 140 for the

correspoÌìdiùg True Name, aùd add the source location
ID lo lhe lisl olsourcesfor theTrueNane (Step S290b):
and

35 (ii) lf the sourc€ is a pùblislìing system. dctcnllire the
expiralion date oll tlìe publislirìli sysaeù for the True
Nallle alld add dut to the list oI-sources. lfthe source is
not a publisling syslem, send a ûessage to ¡eserve the
TnÌe File on the source processo¡ (Step 3290¿).

40 Source selection in step 5284 nlây be based orl optìrniza-
lio'rs irvol,"ing general availabililv olthe "ollrce. access time.
bandwidtlÌ, ând lraDsmjssron cost. arìd ìgìoring previously
selected prccessoß which did Dot respond iù srep S28E.
8. Makc True Filc l,oc¿l

45 This mechânism is ùsed wlìell a True Nâme is kÌìowrì and a
locally accessible copy ofthe correspolding fileordata ifen]
is required. Tlis mecìralism makes it possibJe to actuallyread
the data i¡ a True File. The rùechallisù takes a T¡ue Narne and
returns wlìen tlÌere is â local, acccssibìccopy ofthe True File

50 iD the True File reliistry 126. This mechânism is desc¡ibed
here with reference to the flow chart olFlcs. 17(d) a\d 11(b).

FìNt, look in tlÌe True File registry 1261or â True File enlry
record 140 for the correspond;¡lg True Naùle (Step 5292). If
ùo such entry is found this ùrecha[isrn fails. If tlìc¡c is alrcady

55 a lrùe File lD lor the eÌrtry (Step 5294), this ûecha¡ism's
tâsk is complete. lfdrere is a compressed file lD for the entry
(Step 5296), decompress the 61e correspondirg to Î¡e flle lD
(Stcp 5298) âìd srorc the decompresscd file lD in thc cntry
(Step 5300) This mechaÌìisrû is ihen complete-

60 If tlìere is no 'lnìe FiÌe ìD for the entry (Step S294) and
there is rÌo compressed fìle ID lor tlrc eñry (Step 5296), úen
continue searchiùg for the requested fiÌe. Ar this time jr may
be necessâryto ¡lofiry thcuscrrhal thesystem is searching for
the ¡equested file.

65 lîtlìere are orle or ùore soùrce lDs. therr selecl arl order iD
wlìich to aÍenìpt to realize the soùrce ID (Step 5304). Tle
order ÌDay bebased olr opti¡rizâtions involviùg gelÌeÉl avail-
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ability of tlìe source, access tiùìe, bardwidtlì, aìÌd trarlslllis-
s io¡ co st. For each source in d1e order clrcse& realize the l ru e

File from the soùrce locåtioD (usirìg the Realize Tnìe File
fiorn Locatio[ priDritive mechâûisrÐ, until tlìe True FiIe is
realized(Step5306)-lIit isrealized,conriruewirhsreps294. 5

lfl1o knowll soùce câD reålize the True File, use dle l¡c¿te
Remote Pile prinitive mecharism to altempt to find re Tnìe
File (Step 5308). Ifthis succeeds, reaiize tlle T¡ue File fiom
the identified source locafion and continue wiû step S296.
9. Creâte ScÉtch FiÌe lo

A scrâÎch copy of a file ìs required wllen a file ìs being
created orjs about to be ¡¡odified. The scmtclÌ copy is stored
in the file systeù of the uDderlyiug operatrDg system. The
sc¡âtclì copy is eventualÌy assimilated wììen tlrc audit fìle
record eûtry 146 is processed by tlÌe Process Audit File Enrry 15

priÌnitive ûleclìanism. This C¡eare Sc¡âtcb File mechânism
requies a local dlrectory extensiorìs table entry record 138.
WheD il succeeds, the local directory extensions table entry
record 138 contains drc scratch file lD ofa scmtch file that is
rot contâiùed in the Trùe File registry 126 and that Ììrây be 20

modificd. This rnechanism is now described wi th refererÌce to
FIGS. r8(ø) aùd 18(ò).

Firs t determiDe whether the scratclì file should be a copy of
the existjng T¡ue File (Step S310). Ifso, continùe with step
5312. Otlærwise, dete¡mire whedre¡ rhe local directory 25

extensiorìs table eD!t- record 138 idenrifies aÌì existing Trlre
File (Step 5316), and if so, delete the Tnle File uslìlg the
Delete True Fìle prìùitìve mecLanism (Step 5318). TlÌeD
create a ¡ew, empty scrarch file and store its scratch file IDìn
flìe local directory extensiorÌs table e¡t¡y record 138 (step l0
5320). Thjs mechaDisru is theD complete.

ìf the local directolv exteDsions table eltry record 138
identifies a scråtch fileID (Step 3312).llen lhe enlry already
has a scratch nle, so this rnechâlism succeeds.

11 tlÌc local direclory exterÌsio¡s table entry rc,cord 138 35

identifies a True File (5316), aìd tbere is no True File ID fo¡
the True File (S312), llìer nlake tÌìe True File local usi[g the
Mâke True File Local prinitive mechanisrn (Step 3322). lI
tlìere is still no True File lD, ftis mechârism fâìls.

Tlìe¡e is now a local True File for this file. lfúe ùse couÌlt 4ç

ill tlæ co¡respoudiug True Fileregjstry entry record 140 is ooe
(Step S326). saletheTrueFile ID in úe scrâtch file lD of tlìe
local directory exteNions table ertry rccord 138, aÌrd ¡emove
tlÌe Truc Filc registry e¡rtry record 140 (Srep 5328). (TlÌis srep

Dakes dÌe True File into a scmtclì fiÌe. ) Tlis meclüÌÌi sùr's task 45

is complete.
OLherçise, if the use counl in the corresponding True File

registry eùtry record 140 is ùor one (i¡ step 5326), copy the
filc.t\'ith the givenTrueFilelD to ¿¡ new scratch file,ùsiDgthe
Reâd File OS nÌecharisü ard store rts file ID in the local 50

directory extensioDs table entry record 138 (Srep 5330), and
reduce úre use couùt for the True File by orÌe. If tlÌere is
iùsufncie¡ìr spâce to make a copl'. this mechalism faìls.
10. Freeze Director}-

Tlìis rrrechanjsn freezes a directory iu order 1o câlcnlate its 55
'l'rue Name. S Ìce dìe lrue Name of a directory is â functio¡
ofthe files widrin the directory they Ìlrùst not chalge during
the computation of úe T¡ue Name of thc directory. This
mechâùism reqùfues the pathnane of a directory to freeze.
TlÌìs rrrechaúsur is described \yjth refereuce to flGS. 19(¿) óo

and 19(å).
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prinljtive nrechârìisrì (Srep 5336). TlìeD creåte â daÉ iteìn
whichbegins w'ith a tagormarker (a "nugic nrmber") being
a unique dala itcm illdicâting tlút this dåLa iLer¡ is a lrozen
directory (Step 5337). Tller list the file lÌarne ard Tnle Narne
fo¡ each file inthe cu¡reDt djreclory (Step 5338). Record âr1y

additioûal i¡fo¡¡ûatio¡l ¡equired, such as the type, l ne of lâst
access and nodificâtio¡, and size (Step 5340). Next, h step
3342, ùsirg the Assimilate Data ltem primjtive mechânism,
assimilate ihe data item created in step 5338. Tlæ resùlting
Tn¡e Name is the Tn¡e Name of the frozen direclory. Finally,
subtract one from tlìe global freeze lock (Step 5344).
I l. Exparìd F¡ozen Directory

This rrreclÌ dsÌ¡ expaìds a frozerì direclory iù â given
localion. It requires â giveD patluane iúo which to expand
tlìe directory aud tbe True Name of tlÌe directory and is
desc¡ibed with ¡efe¡ence ro FlG. 20.

Fi$t, in step 5346, make tlìe True File witlì rhe given True
Namc locâlùsing tlìe Make True File l,ocal primitive nÌecha-
uisnr. lìren ¡ead each dircctory elltry in tlìe Ìocal 6le created
ilì step 5346 (Step5348). For eâch sùch directory e ry, dothe
following:

C¡eåte a fulI pathname usi¡rg the giveù pathname arìd the
file naùe ofthe entry (Step 5350); and

lirìk tlìe created path to úe TnÌe Name (Slep 5352) ùsi¡g
the Link Pâù lo True Name primitive ûechaùism.
12. Delete True File

This mechaùisrD deletes a refereuce to a True Narne. The
u[derlying T¡ue File is llot removed from the True lile reg-
ist¡y 126 unless thele are no additional relerences 10 the lìle.
With rcfercDce to FIG. 21, thjs mecbâÌism is perfomìed as

follows:
Ifthe global freeze lock is on. wâit until the globâl fieeze

lock is tunìed off(Step 5354). Tlis preveùts deÌeting a I'rue
File wlile a direclory wlúch miglt refer 1o it is heing frozen.
Next, fuìd the True file registry eDtry record 140 given the
True Name (Step 5356). Il lhe refereucc count Reld of tlÌe
True File regislry 126 is grcâtcr than zero, sùbtrad oùe from
tìre refercnce count 6eld (Step 5358). lfit is deternilÌed (iù
step 5360) thd ihe refereìÌce count fie]d of dre True File
registry entry record 140 is zero, and iftlìere are ùo dependeDt

sysfems listed irì the True File registry ertry record 140, theD
perfon thc following steps:

(i) Ifthe Tme File is a simple datâ item, dlen delete drc Tnìe
!'ile, othe¡w ise.

(ii) (the True FiÌe is a compound data itenl) for each True
Narne iu the data i1em, ¡ecursively delete the True File cor¡e-
spondiDg to thc Trùe Nâme (Step 5362).

(iii) Remove the file hdìcated by the True File lD and
compressed file lD f¡om {re Trùe File ¡egistry 126, and
remove tlìe True File registry enLry record 140 (Step 5364).
13. Process Audir File Entry

This mechanism performs lâsks which arc reqr:ircd to
mairìtâill info¡mation ir the local directory exteùsjo¡ìs table
124 and True File re8lstry 126, bìrt wlìich caD be delayed
while the processor is busy doing ¡Ìlorc tìme-crilical tasks.
Eùtries 142 in the åudit file 132 should be proccssd at a

backgoùnd piority as loltg as there are e[tries to be pro-
cessed. Wilh refereùce to FlG.22, the steps Ior processi¡lg an
entry are as f¡rllows:

In step 5332. add ore to the global freeze lock. Therl seùclì Detenine the operation in the eltry 142 cùneffly being
the local dircctory cxterìsions tabte '124 to find each sùbordi- processed (Stcp 5365). lf rhc operation indicâtes that a file
rìate dala file and directory ofthe givell directory, ând fieeze was creared or lvdtteù (Step 5366), theD âssinÌilate tire file
each $bo¡dìnate directory fould ùsirg tÌìe Freeze Directory 65 nsiûg lhe AssirDilâte Dâta Itern primitive Ìnechadsrn (Step

primirive mechaìÌism (S1ep 5334). Assirnìlate each ùnassinli- 5368), use lhe New True File primitive mechaÌr.ism to do

lated datâ fileiD ùe directory usiDg tlìeAssiûilate Data ltem additioÃâl desired processhg (sùclì as caclìe ùpdate, cor¡-
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prcssioD, and nirronng) (Step 5369), aDd record dre newly
computed True Name lor llÌe lìle iD the audit nlereco¡d enlry
(Step 5370).

Other*-ise, jf the entrFbeing processed indicates tlÌal a

corÌlpoùrÌd data iteÌù or directory was copjed (or deleted)
(Step 5376), therì -for eaclì cornpo[e True Nanle iÀ dæ

compoutrd dáÎa iter¡¡ or directory, add (or subtract) one to the
use cou[t of the True File registry eùtry Ìecord 140 corre'
sponding to the co¡rìpoæût T¡ue Name (Step 5378)

I¡r all cases, for eåch parent directory of the giveù file,
updatc the siz-e, tjme of last access, and time oflast modi6-
catioD, according to ûe ope¡atìoo ìn the audit record (Step

s379).
Note that tlrc audit reco¡d is not removed afferprocessingl

but is ¡etailed for some reasoMble period so that it ¡¡ay be

used by the Syrcluonize Directory extelded nìechanism to
allow å disconnected remote processor to update jts represen-
tatioD of thc local system.
14. BegiÀ Groomiûg

Tlis mechaÂism makes itpossible to select a setoffiles fo¡
removal ârd detenni[e the overall amouDl of space 1o be

recovered. With refe¡eDce to FIG. 23, fiIst veriry that ûe
globâl goomiDg lock is cureDtly unlocked (Step 5382).
Then set the global ßrooÌning lock, set the total amount ol
spâce freed during grooùring to zero and enìpty dÌe list of files
selected for deletioD (Step 5384). For each Tnte File ìr the

Trùe File regjstry 126, set tlÌe delete coùnt to zero (Step

s386).
15. Sèlect Fol Removal

fhìs grcoming mechanis¡'n terìtâlively selects a patlxurne
to allow its corÌespo[diDg 

_lrue 
File to be reüoved. Witll

reference 10 FlG. 24, fißt fiDd tlìe 1ocâl directory extensiorìs

table entry reco¡d 138 correspoDding to the gjverÌ patll¡ìame
(Step 53 88). Then firìd ùe True File registry entry reco¡d 140
cor¡espondiDg to the Tnre File name iu the locâl directory
extensions table enLJ ¡ecord 138 (Step 5390).Addone lo tlìe
groonlirg dclctc couDt iu thc True File registry entry record
14 0 aDd add the patb¡âûe to a list of âles seÌected for del etiol
(step 5392). If rhe grooming delete couDt of the True File
registry entry record 140 is equal to d1e ùsecourt ofthe Tme
Fileregistry enLry record I40. a¡d ifùetherea¡eno eûtries in
the dependcDcy lisl oftheT¡ucFile registry entry record 140,
then add the size of dre file indicâted by rlrc True File ID aud
o¡ compressed file ID to the rotal arnounl of space freed
during g¡ooniìg (Slep 3394).
16. Erd G¡ooùrirìg

Tlis groonilg nrechanism ends the groomiDg phasc aDd

¡eùìoves all files selected for removâl . With refereùce to FIG.
25, foreach file inthe lisl offiles selected lordeÌetiolì, delete
tlìe file (Step S396) ¿¡d therì unlock the globalgrooming lock
(Step 5398).
Operating Sysleù MccharúsDìs

The Dext ofthe mechaü sDrs provided by the prese[t invell-
lioDJ opemting systetu mechaûis¡¡s, are now described.

The following operarilÌg systern meclúuisrns are

described:
l. Open File;
2. Close File;
3. Reåd File;
4. Write File;
5. Dclctc File or l)irectory;
6. Copy File or Directory;
7. Move File or Directoryi
8. Get File Status; and
9. Get Files iù Directory.
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l. Open File
A mechanism to open a file is desc¡ibed wiih refercrce to

FIGS. 2ó(¿) âùd 26(ó). TLis rnechanisn is g¡ven âs input a

patlÌran)e and the rype of access required for the file (for
s exaùpler re¿d, write, read/wrjte, create, etc.) and produces

either rhe File ID of dre 6le to be opeDed or aù indicatio[ that
no file should be opened. The localdircctory exteDsions table
record 138 and region lable rccord 142 associated with the
opered file are associated widl the open nle for lâter use in
odre¡ Drocessina functions which ¡efe¡ to úe ñle. such aslo 
read. ivrite, and_close.

Fißt, determirc whethel or Ào t the Damed file eists locally
by exâùiùing lhe local di¡ectory exteÌÌsions lable 124 to
dete nine whether there is ¿ù eÀtry corresponding to the
give[ patlmaÌne (Step 5400). If it is deterÌùined that the file

I 5 narne does not exist locâlly, theD, using dÌe access fype, deter-
l.lìille whether o¡ oot ÎlÌe file is beiDg created by this opedng
process (Step S402). lfthe file is ûot beiùg creafed, pÌohibit
tlÌe opeD (Step 5404). If the frle is beiDg created, create a

zerolength scratch file usiùg a¡r enlry in locâl direclory exten-
20 sions tâble 124 Ðd prodùce the scratch file lD oftb¡s scratch

frle as thc rcsnlt (Step S406).
ll où ùe olher lünd- it is detemined in step 5400 úat the

file ûarne does exist locally, thell determiDe the region in
wlich the file is located by seårchi¡g dle region table 12t to

25 filld the record 142 with the loDgesr regioû path wlìich is a

prefixofthe lìle pailxlame (Srep 5408).Tl1is ¡ecord ideffifies
the rcgioù oftlìe specified file.

Next, detemiæ using the access type, whether ùe frle is
being opered for wrjtirìg or whether ir is beìng opened oDly

lo forreading (Step S410).Ifthe file is being operìed forreaditg
only. theD, ìfdre lìle is â scratch frle (Step 5419), retum the
scrâtchF-ileID oftlæfile (Step 5424). Otherwise gel the'I'rue
Name f¡om the local di¡eclory exleDsions lable 124 a¡d ¡¡âke
a local version of the True File associated with tlìe T¡u e Name

'15 using tlìe lvfâke Tnle File Local p¡imitivc mcchânism, and
then retÌì¡D tlÌe True File lD associated with the True Name
(Step S420).

IIlhe file is Dot beirg opeÌìed lorreading only (Step 5410).
tben, if it is determired by iNpecting the regior table entry

a0 reco¡d 142 that the file is in a read-only directo¡y (Step S416),
then prolibit the openjng (S1ep 5422).

Ifit is determined by inspecting the region table 128 that
the file is ìn a cached ¡egioD (Step 5423), then send a Lock
Cachc mcssage to the coÍespondiDg cache seryer, and wait

45 for a retu ùlessage (Step 5418). If the ¡etuír message says
tbe ñle is already locked. prohibil dìe opening.

Il the access type indicates lhat lìe Iìle beiùg ûodified is
beilg rewritten completely (Step 5419), so ìat the o¡igiùal
data will notbe required, then Delete tlÌe Fileusingthc Delcte

50 lile OS mechaDisù (Step 3421) ând perfonn step 3406.
Otherwise, nMke a sc¡atch copy ofthe fìÌe (Step 5417) and
produce llìe scr¿ Lch frle ID oflhe scratchfileas tlÌe result (Step
s424).
2. Close File

55 Tlis lrrechanjsnl lâkes âs iDput the local directory exte[-
sious table etrtry reco¡d 138 of ån open ñle alìd the daú
ùaintained for dre ope[fiIe. To close a file, add aD eû1ry to the
åudit 6le iDdicating the limc and operatiorì (create, ¡md or
write). The audit fileprocessiÌrg 6rsing the P¡ocess Audit File

óo EDtry primjtjve nrechânisnr) will take care of as sìùìilatiDg the
lìle and thereby updating dÉ other ¡ecords .

3. Read File
To reâd a file, a J)rog¡âfi mùst plovide tlÌe oIïsct aDd lcngth

ofthe data 1o be reâd, aDd the locatiotr ofa bufer irlto whiclì
65 to copy tlìe data read.

The file to be reåd ùom is idertiûed by an open fi le descrip-
tor Þtich iûclùdes a File lD as computed by tlÌe open File
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operating sys(em ùìechaùisnì defured above. The File ID may
identify either a scmtch lìle or a True File (or True File
segnent).IftlÌe File lD identines aTIue File, il may beejther
a simple oÌ a compoÌurd True File. Reâdiùg â file is accom-
plished by ÎIrc followi¡g steps: s

In the case where the File ID identìfies â scrâtch file o¡ â
simple True File, use the read capabilities ofthe urdedying
opeËling system.

ln the case rvhere the File lD identifies a comÞou¡d file.
break re rcacl operation into one or more read operations oo l0
component scgments as follows:

A. ldertiù dÌe segmeùt(s) segment(s) to be read by divid-
ing tlìe specified file otrset and length each by llìe fixed size of
a segnent (a system dependeDr par¿nÌeter), to detennine dre 

I 5
segûent number alld number ofsegnìeùts dMt must be rcad.

B. For each segÌneDt nrÌmber computed above, do the fol-
lowing:

i. Read the compound True File irdex block to detenni[e
ilÌe 'l'rue Name ol the seEùent to be Ìead. 20

ii. Use lhe Realize Tnre File from LocalioD primilive
mechanism to mal€ Îlìe True File segmeÍ availåble
locally. (lf tlìar lllechauism fails, the Read File mecha-
nism fails).

iii. DetermiDe the File ID ofrhe T¡ue File specifiedby the 25

Tfle Narììe corresponding to rlis segment.
iv. Use the Read File ùeclÌaDisDÌ (recursively) to rcad froDl

this segDrelrt into the corresponding locatio[ the
specified buffer.

4. Write File lo
Fìle wrìting uses the file lD âûd dâtâ managemmt câpa-

bilrties ofthe underlyiug operatiDg systeln. File access (Make
File Local describedabove) caDbe delerred until the ftsl read
or wÌite,
5. Dclctc F¡lc or Drrcctory 35

The p¡ocess of deleting a file, for â given patlÌìame, is
described he¡e with relèrence to FIGS. 27(a) and 27(ó).

First, dete¡mine tlÌe local direclory exlensions table enl¡y
record 138 âÌrd regioD lable entry record 142 fo¡ tlrc file (Step
5422). lfúe file hâs Do local directory exteNiorN table entry 40

record 138 or ìs locked o¡ is in â read-o4ly region, prohbjt the
deletion.

lderdry the corresponding True File gìveû the True Name
of the file b€ìngdeleted usìng the True File registry 126 (Step
5424). lfthe file bas Do True Nanle, (Step 5426) drcD delete 45

ihe scralch copy of tlìe 6le based oll its sc¡atch fi]e ID ln tLe
local directory exteDsions lable 124 (Step S42?), rurd con-
linue widÌ step 5428.

lfthe filchas a Truc NânÌe a¡d dre True File's use count is
one (Step 5429), tlrcD delete the Tfle File (Step 5430), and 50

continùe with step 5428.
Ifthe file has a T¡ue Nallìe and tlìe True File's use count is

grealer than one, reduce its use coùrt by one (Srep 5431).
Tìrcn proceed with slcp 5428-

In Step 5428. delete tlle local directory exteNio¡s tâble 55

enfry record, ând âdd a¡ elltry lo the ar¡d;t file 132 indicating
the time ârìd the opemtioD perfomred (delete) .

6. Copy File or Directory
A meclMni$û is provided to copy a file or directory given

a source âlìd destìlation processol aûd patlìnaùìe. 'fhe Copy 60

Fìie mechaùìsm does not âctually copy the data in dæ file,
oùly the True Nameofthefile. This mechanism is performed
as follows:

(A) Given tlrc source patb) get the Trlre Name from tlÈ
patlÌ.Iftbs step fails, the nechanisür fails. 6i

(B) Giver the True Name:rnd the destination parh, lirk the
des tina tio¡l padr to the True NarDe.
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(C) Ifthe sor¡rce aDd destination processo¡s lìâve dilTerent

True File registries, find (or, ifnecessâry creâte) a¡ entry fo¡
the True Name in the True File registry table 126 of the
destination processor Ente¡ iûto the source lD ñeld of tlìis
new eDtry the source p¡oce$sor ide¡Íjly.

(D) Add an entry to the audit file 132 ìndicâtirg the time
¿nd oper¿tion perfonned (copy).

This ûechanism add¡esses capability of the system to
avoid copyir¡g datå froû a source locâtion to a destination
locâtiotr wlen ihe destinalion aLeady lÌas tlìe data. In addi'
tion, becaùse oftìe ability to freeze â directory tlìis mecha-
nism also addresses capability of tlrc systeû i¡r1nediately 1o

make a copy ofany collectioÀ offiles, thereby to support arl
efrcient veßion control mecha[isms for groups offiles.
7. Move File or Directory

A nechâ[ism is descdbed which moves (o¡ ¡enanÌes) â 6le
from a source pathto a destination pa!h. TlÌe move operalion.
like ùe copy operation, reqùûes rÌo actùâl transfer of data,
ând is perfoned as follows:

(A) Copy the file from the soùrce parh to the destiùâtìoù
parh.

(B) Ifthe source path is diflerert fiom the desthation pa th.
delete dìe sotrce path.
8. Get File Status

This meclìanism takes ¿ file pathname ald provides infor-
úâtior aboùf the patlùråme. Fißl the locâl direclory exten-
sìoff table entry record 138 conespondilìg to the patlüafle
giveÀ is fou[d. Ifno such entry exists, the[ tlìis mechallism
fails, otherwise, gather infon¡atioa about the 6le and its
corresponding True File from the local directory extensions
tâble 124. The i0formation cåù inclùde aDy jrfonnatjo¡¡
slrcwlÌ in ihe data structures, i[cllrdjng the sìze, lype, owner.
Tnte Name, sources, lime oIlasl access, lime oflast modifi-
catioD, state (local or not, assimilâted or r'lot, colnpressed or
not), usc count, expimtion dåtc, and rese¡\atio¡s.
9. Get Files iù Directory

Tlis mechanism eÀurne¡ates the files ilì a djrectory. Ir is
used (implicitly) wheneve¡ il is uecesvry to detemìire
whetlÌer a frle exists (is present) i[ â directory. FotiDstâ¡ìce. il
is iÌnplicitly usedi¡ the Open File, Delete File, Copy Fìle or
Directory. ând Move File operaling systel¡ ûreclúùisrns:
because the 6les operated on âre relèrred to by pâtlùames
contâìùiùg directory Danles. 1læ meclìaúsrD works as fol-
lows:

The local directory extensions table 124 is seârched forâr
eDtry 138 with dre giveD directory patlùraùe. lfÀo such eDtry
is found, or if the entry lòund is nol a directory aheìì this
mechanis fails.

If drere is a corresponding True File field iù tlÌe local
directory extelìsiotrs table record, theÙ iÎ is assùmed ttrat tlÌe
True File represents a f-rozen direclory. Tlle Expârd Frozen
Directory primitive merhânism is used to expând lhe exisling
True File irlto directory eù1¡ies iD t]ìe locâl direclory exreD-
sions tablc.

Fiùally. the local directory extensiorìs table t24 1s a5ail
searched. this time to find each direcfory subordilate to the
gi\€n directory. The names fould are prcvided as the result.
ReDotc Mcchanisms

Tle renote mechaoisurs provided by llÌe present invention
âre ûow described. Recall dút remote ùrechadsDìs are used
by the operatilu system in respondiûg 1o requests frorÌì odìer
prccessors. These ¡nechanisms enable dre capabililies ofthe
present invention in a leer-to-peer net\Àork Dìodc of ope¡-à-
tion.

ln a presently preferred embodirne[t, processors coümu-
nicale witlì eaclì other usiDg a remote procedure caÌl (RPC)
style iûte¡face, nùniDg over orìe of âry rìùrnber of coDlmu-
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¡ication protocols such as IPX/SPX or TCP/IP Eâch peer
pmcessorwhich provides access to its True File registry 126
or file regions, ol wlich depends orl ânother peer processor,
provides a number ofmechanisms ìr'hiclì can be used by its
peers.

The following rcmote ¡ìrechanisms â¡e descrjbed:
1 Locare True File;
2. Reserve True File;
3. Requesl True File;
4. Ret e True File;
5. Câncel Rescrvation;
6. Acquire True File;
7. Lock Caclrc;
8. Update Caclæ; and
9. Clìeck Expir¿tioû Date.

l Locate T¡ue File
This mechauism allows a remote processo¡ to detemine

wlÌether the loca I processor coûtaiûs a copy ofa specific'l'rue
File. The mechanjs¡¡ begins with a T¡ue Name and a flag
indicating wlrcther to forward requests for this file Ìo other
scrvers. This mcchanism is now desc¡ibcd with refcrencc to
FIG. 28.

Fi¡st determiæ ifthe T¡ue File is available locally or if
ihere is some indicatiorì ofwherc the T¡ue File is locafed (for
example, ill tlæ Source IDs field). Look ùp fte requesled Tnle
Name in the True File registry 126 (Step 5432).

Ifa True File rcgist¡y entry record 140 is not found for tlis
True Name (Step S43 4). atrd the flag indìcates tllat tlle reqùes t

is ûor to be forwa¡ded (Step 5436), rcspoùd regatively (Step
3438). Thât is, respoM to the effect that the True File is not
available.

One the other lìaù4 ìfa TIue File ¡egistry entry recold 140
is no1 found (Step 5434), and the flag indicates thâl the
reqùest forthis Tme File is to be forwarded (Step S436), tlìen
forward a request fo¡ this True File to soùe otlìer processors
iD dìe system (Step 5442). If tlÌe source table for tlìe curreDt
processor identifies one ol nlore pùblislìillg servers \r,lúcb
should luvea copy of úis True FiÌe, then forward {re requ es t

to eaclì ofûose publishiùg se¡ve¡s (Step 5436).
If a Tl.tle File registry entry record 140 is fou¡d for tlìe

requred T¡ue File (Step 3434), aDd ifthe entry incllrdes a

True File ID or Compressed File ID (Step 3440), respond
positively (Step 3444). If the ent¡y includes a True Fiie ID
then this providcs thc idcntitv or djsk location ofthc actual
physical represe¡rtation ofdre fi¡e orfile segment required.If
the entry iDcÌude a Conpressed File lD, dìeD a coùpressed
ve$ion oftlìe True File nlay be stored instead ofì or inaddi-
tio¡ì to, ar1 urìcompressed versioú. This field provides the
identity of the actual rePresentation of dre conìf,ressed vcr-
sion ofthe file.

If the True File registry ertry ¡ecord 140 is found (Step
5434) but does nol includea True File ID (the FilelD is absent
iffhe âctual fi leisllotcürentlyprese¡t¿tthe cur¡ent locâtioD)
(Step 3440), aDd if tlrc True File registry e ¡y reco¡d 140
ircludes one or mo¡e sourceprocessors, alrd ifthe Ìequest can
be forwarded, tllen forward tlìe reqùest for dús TrLìe Ëile ro
one or rÌlo¡e ofthe soùrce p¡ocessoß (Step 5444).
2. Reserve True File

fhis mechânisù allows â rcÌDote processor to ind ica te tlì¡ t
ìt depeÃds oD the localprocessoÌ fo¡ access to a specific 1'rue
FiÌe. It takes a True Name as ioput. Tlús mechaorsm is
described here.

(A) Find thc True Filc rcgislry cntry rccord 140 associatcd
wiih the given True File. Ifno eì1try exists, reply ¡1egât;vely.

(B) If tlrc True Fìle registry ertry record 140 does not
include a True File ID ol compressed File ID, and il lhe TnÌe
File registry entry rccord 140 irÌcllrdes Do soùrce lDs for
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renìovable storâge voluDìes, ìheD llìis processordoes Dot have
access 10 a copy o-l lhe given file. RepÌy uegatively.

(C) Add the ID of the sending processor to the list of
depeDdeùt processors for re True File regisfry elìay record

5 140. Reply positiveJ¡ uith an iDdicatior of whethe¡ the
reserved True File is on lirìe or offliûe

3. Request Trùe File
This ¡nechaûism allows a remote processor to request a

coÞyofaTnre File lrom the localprocessor.ll requires aTnre
'' Nâme aDd responds pos¡t;vely by sending a True File back to

the reqùestingpmcessor TlÌe mechânisnì operâtes as follows:
(A) Fiùd the True Fileregistry ent¡y record 140 associâted

wilh dìe given T¡ue Nâme. lf dre¡e is ro suclì True File

t5 Ìegistr,- eDtry record 140, reply negatively.
(B) Make úe T¡ue File local usirìg tlÌe Make Trlre File

Local primitive mechanism. lf tlús llleclÌaDism fails, the
Request Tnre File nrcchaiúsrn also [ails.

(C) Send the ìocal True File jn cither it is uncornprcssedor
20 conp¡essed foûr to the request¡rg rei¡ole processor. Nole

tüat iftheT¡ue File is a coûlpound nle, the componeDts are ûo1

senl-
(D) Ifthe rernote file ìs listediD the dependent process Iist

ofúe True File regjstry eùtry record 140, renove it.
25 4. Retire True File

This rlleclÌanisrù allows a remoteprocessor to iÌrdicate thal
it no longe¡ plans to mâìltain a copy ofa giveù T¡ue File. An
altenute source of tììe Tfle File cal1 be specilìed. il, tòr
iûstaùce, tlæ True File is bejùg moved from one server to

l0 anoiher lt begiùs with a True Narne, a requesting p¡ocessor
ID, and an optioDaÌ alternate soÌìrce. Tlis rneclìardsm oper-
âtes as followsl

(A) Find a Tnìe Name entry in the True File ¡egisrry 126.If
there i s no eùtry lor this T¡ue Nanìe, this ûechaùism's ta sk is

t5 complete.
(B) Find the requesting processoroD the source list aDdr if

it is there, re¡ìove it-
(C) Ifarì allenlale source is provided. add iL 1() Lhe source

list for tlle'Irue File registry eûrry record 140.
ao (D) lfthe soùrce list ofthe Tfle File registry entry record

140 has rÌo lterlls iD it, use the Locate Remote File priìDitive
mecha sm to search lbr alloilìer copy of dìe fìle. If it fàils.
r¿ise a serious eÍor.
5. Canccl RcscrvatioD

a5 This mechaDisÌn allows a rernote processor to i[dicate tlìat
it no longer requires access to å Inìe !-ile stored on d1e locat
processor. IL begirN wilh a True Name and a requesLing pro-
cessor ID aûd proceeals as lbllows:

(A) Fjud thcTrue NamecDtry in thc T¡uc Filc rcgistry 126.
50 Iftllere is ùo entry forthis Tnìe Na e. this meclìânism's task

is complete.
(B) ReÌìrove lhe ideúil.y of llÌe requesliug processor lroÌ¡

flæ Iist ofdepe¡dent processors. ifit appe¿-rs.
(C) Iftlìe li$ofdependeDt p¡ocessorsbecomes zero aùd tlrc

55 use courll rs also zero, delete ahe True File.
6. Acquire True ¡ile

Tlis ûecha sm allows a reùote processor to insist tbât a

localprocessor mâke a copy ofa specifiedTnre File.ltisùsed.
for example, wheo a cache cl ient wants to Nrite dùoùgh a ûew

óo weßio¡ of a lìle. The Acqui-re Irùe File ùechadsù begìns
with a data item ârÌd an optionaÌ True Name lor the data iteÌ¡
and prcceeds as {ollows:

(A) Col'lfirm tlìat thc rcqucstrÌÌg processor has rhe right to
require the local processor to acqùire dara items. ÌfrÌot. seDd

65 a ùegative reply.
(B) Make å locâl copy olthe daLa jtem transDìiued by the

remole p¡ocessor.
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(C) Assiüilale the data ilelll inlo úe Tnte File registry of
the local processor.

(D) Ìf a Tnre NaDre was provided with the file. the Tme
Name câÌcùlation ca]l be avoided, or the n]ecùârìisù carì
verify that tlle ñle received rnåtches the True Narììe serìt. 5

(E) Add âll erûy in dæ dependent p¡oces sor lisl of the true
file registry record iùdicating that the requesting processor

depends on this copy ofthe given True File.
(F) Send a positive reply.

7. Lock Cache lo

This meclÌanism allows a rcmotc cache client ro lock a

local file so tlüt local users o¡ otlEr caclæ clients cåmÌot

chânge i1 while the relnote p¡ocesso¡ is usiDg it. Tlæ DÌecha-
ùism begiDs with a patb.nanre a¡ìd proceeds as follows: t5

(A) Find fle local djrectory extensions rable ent? record
138 oftlrc specified pathnalne. Ifno such entry exists, reply
Degatively.

(B) lfan local directory cxtcnsioDs table eùtry record 138

exists alld ls alreådy locked, reply Degativeiy that the file is 20

already locked.
(C) Ifan local djrectory extensiolls table eDtry record 138

exists and js ror locked, lock the e ry. Reply positively.
8. Update Cache

Tlis mechaûisûr allows a remote câche clielt to ur ock a 25

local file aûd update it wilh ûew co[tents lt begiDs widÌ a

pâthDâllÌe al1d a True Narne. The file corresponding to the
True Nar¡e mus¡ be accessible fÌom tlìe rernote plocessor,

This mecharÌism oper¿tes as follows:
FìDd the locâl directory exteûsions table erìtry reco¡d 138 30

correspoDdi¡g to the given padxlame. Reply Degatively ifno
such eùtry exists or if the entry is ùot locked.

Lilrlr the given pathname to tlæ give[ True Nameusirìg tlìc
I in]i Pa ì lo frue Name primitive meclìtuúsnì.

Ul ock tbc locâl directory extensions table e¡Ìlry record 35

138 âÌd rcturn positively.
9. Check Expiratioo Dale

Relum curent or new expiration date and possrble aller-
¡rìrive sorrrce to caller.
Backg.roùnd Processes ând Mechâ¡isms 40

Tlre bâckgrou[d processes arÌd uÌeclìarÌisrìs p¡ovided by
llÌe preseDt invention are no\\' desc¡ibed. Recall thât back-
grou[d DÌeclìaûisms are intended to ruD occasionally aDd at a

low prioily to provide automatcd maDagcr¡crìt câpabilities
wiih respect to the prese[t iÃvel]tior¡. 45

The following backgroùnd ùechanisms arc desc¡ibed:
Mirror True File;
Grcom RegioÌr;
Check for Expircd Links;
Verify Regior; ând
Groorn Source Lrst,

1. Mirror True File
Tlús mecha sm is used lo eùsu¡e thât files are âvailâble ln

altcflìatc loc¿tions iù mi¡ro¡ groùps or arclìived oD archival
seflers. The rnechadsD depeDds ol1 appljcation-specific 55

miÊrâtio¡./arclúvâl criteria (size. tiùe siDce last access, nuÌD-
ber of copies required uumber of existiùg alter¡rative sou-rces)

which dcten¡ine ùnder whå1 coùditions a filc should bc
moved. The MinorT¡ue File mechânisnl opemtes as follows,
ùsiûg the True File specified perform dre follo'rr'iùg steps: ó0

(A) Cout the nurDber of available locations of tlìe True
Fileby iDspectirgthe source listoftheT¡ue File regis try ent¡)'
record 140 for tlÌc Truc Filc. This step dcten¡iùes lÌow many
copies of rhe True. File a¡e avâilable in tlìe system.

(B) .lf the 'l e l-ile ûeets the specified ùigration criteria, 65

selccl a mi¡ror group se¡ver lo whiclÌ a copy ofthe Êleshould
be seùt. Use the Acqui¡e True FiÌe reÌnote rnecha sm!ocopy
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the True File to the selected Dirro¡ grotìp señ,e¡. Add the
identily of the selecled systen lo the source list for tlæ True
File.

2. Groonr Region

Tlìis meclÞnjsm isusedto âùtonÌatically free ùp space ina
processor by deleti¡rg dâtâ ilems that nìay be available else-
where. The mechaÀis¡tr depe¡¡ds o¡r applicatio4-speciûc
grooùing crite¡ia (for instaùce, a ñle may be removed if there
is a¡Ì ahemate online soulce fbr it, it has nol beenaccessed in
å givennumberofdåys, ând it is largertlìa¡ì a given size).'Ihis
mechanism oper¿tcs as follows:

Repeat tlrc folloìlrDg steps (i) to (ijj) ivi[r more âggressive
grooùliùg criteria rutil sùffciell! space is freed o¡ urtil al]
grooming criteia havc bccn cxcrciscd- ljse groorning iûfor-
matiorÌ to determiÂe how much space lMs bee1l fÌeed . Recall
úat, while grooming is in efl'ect, groouriug iDfomatorì
jnclûdes a táble ofpatÌrnames selected l'or deletio[, and keeps
track of the ¿¡Ìroùût ofspace that would be freed ifall ofdæ
files were deleted-

(i) Begin Groo¡ììing (ùsiûg the prirìitive mec!üùisù).

(ii) For eâch patlmame in the specifiedrcgion, for thc Truc
FilecorrespondiDg to the path¡ame, ifthe T¡ue Fileis p¡esent,
llas at least one allenutive source, âlrd meets applicâtioù
specific grooDìing criteria lbr tlÈ region, seÌect the file for
removaì (ùsirìg tlrc primitive úechaûism).

(ìii) EÌld Grooming (using the primitive urechanism).

If the rcgion is ùsed as a cache, ùo other processors are
dependetrt or T¡ue Files to whiclì it refers, alld âll such T¡ue
Files âre mi¡rored elsewlìerc. ID tlÌis case, True Files câ0 be
¡euroved with impuniry. l-o¡ a cache legio[, dre groomiug
crileriâ wouldordinadìy eliminate the leasl recenlly accesseal

True Files first. Tlìis is best done by so¡ting the True Files in
thc rcgion by the most recent access tir¡e before perfonning
step (ìì)above. The applicatioD specific criteria would thus be
to selecr fo¡ reûoval eve¡_v Tfle File ellcoulltercd (begiDlrug
wilh tlÌe leâst ¡eceùtly ùsed) uDtil the required amounl offree
space is re¿clìed.

3 . Check lor Expired LiD.tris

This mechanism is used to delermine whetlrcr dependeD-
cies on publìshcd liles should be refteslìed. The following
steps describe tbe operat;on ofllÌis meclúuism:

For eâch pathname iD the specified region, for each T¡ue
File correspoDding 10 the pâthname, perfonÌ dre following
step:

If fte True Fileregistry entry record 140 corresponding 1o

tlìeTrue File cortâins at leasto¡e source r'Ìrich is apublishiDg
servec and if tlÌe expirâÎìo[ date oll dre dcpcndeDc.v is past or
close,lhetr perfo¡m the followiDg steps:

(,4.) DereßiDe wlletirer tlìe True File regislry enÌry .ecord
corìtâirrs other souÌces Íhich have not expired.

(B) Clìeck the True Name expiration ol- tbe server. If the
expiration date has be exlended, or an allenìâle source is
suggested. add the source to the True File registry ert¡y
rccord 140-

(C) Ifro acceptable altemate sourcewas lòurìd in steps (A)
or (B) âbove, üake a locâl copy of dÌe True File.

(D) ReDove the expjred source.

4. Ve¡iry Regio¡l

This Drecharusm cal be used to eNùre that the data iteÌìs iD

the'l'¡ue File ¡egistry 126 have Dot beeÀ dåma ged accideûtally
or malicioüsly. The operatìon of this ùechanism is desc¡ibed
by the followirg steps:



27
(A) Search thelocal dûectory extensìoDs table 124 for each

patlxÌa e in llìe specified region a¡d then perform the 1'ol-

lowing steps:
(i) Ger ttre True File name co¡responding to tlìepadùame;
(ii) IfrlìeTrue File registry eotry 1401or tlÌe T¡ue File does 5

not have a True File ID or compressed flle lD, ig[ore it.
(iii) Usc úìc Veriry T¡uc Filc mcchanisrn (scc cxtendcd

mecharìisnrs below) to co!fimr that tlìe True File speci-
fied is correct.

5. GrooÌìì Source List Io
The source list in a True File entry should be groorned

soûælimes to ensure tlÌere are not too mâny rnirror or archive
copìes. Wheìr a file is deleted or when a regioudefi[itiou or lts
mirror criteria are changed, it may be necessary to ilrspect the
aflected True Files to detemrìne whetlÌer there are too marry 15

ùirro¡ copies. This cân be dolle with Lhe follo¡ring steps:

For each affected T¡ue File,
(A) Searchtlìelocal directory extellsioÌÌs tableto 6ndeach

¡egion that refers 1o the True File.
(B) Create a set of'requi¡ed sources", irìitially empry- 20

(C) For eaclì region fouûd,
(a) determi¡ìe the miroÌing c¡iteria for that region,
ft) determiue whìch sources for the l'rue File satisfu the

ùirroriDg criteria, ând
(c) add these sources to ìe se1 ofrequired sources. 25

(D) For each source in tlìe True File registry entry, if the

source identi6es a rcnoteprccessor (as opposed to ¡ernovable
Dedia), arrd iltlÉ source is not â publislìet and ifthe source
is rìot iù the set ofrequired sources, then elimirâte tlìe soùce,
and use the CaDcel Reseryation reÌDote mechânism to elimi- 30

Datethe giveû processor from the list ofdeperìdeltprocessors
recorded at the rcrnote processo¡ iderrtifred by tlË source-
Extendetl Mechanisms

f ire exlended mechadsrns provided by dre presert i[veD-
tionareDowdescribed. Rccallthatcxtqrdcdmcclìanisnlsrun :15

withù âpplicalion progÉùìs ovù tlrc operatiùEi systeù ro
provide soìúions to specific problems aDd applications.

The lollowilg exte¡rded mecha¡risms are described
1. lwentory Exisling Directory;
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2. IÀ\,entory Reùovable, Reåd-only Fiies
A system with access to renÌovâble, re¿d-o¡ìly Dediâ vol-

rìrnes (sùch as WORM disks ând CD-ROMS) can c¡eâte a
usable inveDtory of the 6les oÀ tlìese disks wiihout haviDg to
make online copies. These objectscalr tlìen be used forarchi-
valpurposes, directory overlays, or othe¡ [eeds. A¡ opemlo¡
must request that an inventory be creafed for such a volume-

TIìis mechadsm allows for maintaini¡g hvetrtories ofthe
colltellts offiles &rd data items on removable media, such as

diskenes aùd CD-ROMS, indeperide¡ìt ofother propefies of
the files such as name, location, ând date ofcreation.

The meclìardslrl crcâtes all onliDe inventory of dre files on
one or lltore reÌnovable volumes, such as a floppy disk or
CD-ROM, Ìr'IÌen the data o¡ the volùnìe is represeoted as a
direclory. The iÌrventory service uses a True Name to identiry
each lìle, providing a r,r,ay to locate tlrc datâ independerìt ofits
nâme, date of creation, o¡ location.

The irÌveDtory caD be ùsed for archi!ãl ofdata (nrakiDg it
possible to avoid archiving dsla when lhal dala is aj¡eâdy on
a sepdate volume)i for grooming oDaking it possible to
del ete i ¡frequently accessed 6les if they can be rctrieved fror¡
removable volumes), fo¡ versior control (makiùg it possible
1o generate a ùew versior of â CD-ROM witlìout lÉvirg to
copy dre old version), and for other pùrposes.

Tlle iDveûtory is mâde by creatjùg ¿ volume directory i¡r the
media inventory ill which each file Daüed identifies the data
item ou the vol¡me being iDvel'lto¡jed. Datâ items âre not
copied fronr tlre removablevolume durirg the inventory p¡o-

A¡ operator mù st requesl lhat aD iìven¡ory be created for a
specific volùrne. Ollce qeated, the volùme directory catr be
froze[ or copied like aûy other directory. Data items frc¡n
eitlÌer l¡e phy$icål volume oa llìe volume directory can be
accessed ìrsilrg the Ope[ File operati¡ìg syslem mecharúsùì
which will causc them to be reåd from the physicâl volììme
rìsing tlrc Realize True lile fiom Locatiolì primìtive mecha-
rìisrll.

To creâLe an inveûtory the following sleps åre tâken:
(A) A volùme directory ilr dìe media invenlory is crc¿ted to

correspond to dre voh¡me being inventoried. Its contextìral
ùâme ideotifies the specific volù¡e.

(B)A source table ellt¡-v l44lòrthevolume is created in the
sourcelable 130.Thisentry 144 identines the plìysical sou¡ce
volunÌe and ÎlÌe volume directory created iD step (,4).

a5 (C) The filesystem oll the volume is trave¡sed. For each file
encoùrtercd, excludiig directories, the folloìring steps are
laken:

(i) The True Name of the file is compùted. ,4.n entry is
crcated in thc Truc Name rcgistry 124, iDclùding tlìc

50 T e Naùe of the file usi¡ìg tlìe primitive nechaûism.
TlÌe source field of tlìe True Natrle rcgistry entry 140
identi6es the source table entry 144.

(ji) A patbnaûe is creared co¡ìsisting of the patlì to the
volìrme dircctory ând the relative path of the file on the

55 nledia- This path is lì¡ked to the coÌÌrputed Trlre Naßle
usiùg Li¡k Path to True Nâme p¡imitive lllechanism.

(D)Afterall files hâvebeeD inveûtoried, tlÌe volume direc-
1ory is froz-eù. The volume directory serues âs a table of
contents forthevolume.lt cån be copied usiÌ1g rheCopy File

ú0 or Di¡ectory priùìtive Ìnecbållislll to create an "overlây"
di¡ectory which can theo be modìfied, making it possible to
edìt a viftual copy ofâ read.only medium.
3- Synchronize Directories

GjveD two velsiolìs of a directory derived from the saûre
6i starting point, this mechanisrn creates a new, synch¡ooized

veniou which includes the chârìges lrom each. Where a lìte is
chaDgedin boú versions, thìs mecha¡jsmp¡ovides a user exil

hveDlory Removable. Read-only Files; 40

Syncluonjze Directories;
Publisl¡ Region;
Retire Dìrector) ;

Reåliz-e Directory at I¡catioD;
Veriry True File;

8. Tr¿ck forAccourltrrlg Pu4)oses; and
9. Track 1òr Licensiug Purposes.

1. Iùve¡tory ExistirÌg Dircctory
This mechanisr¡ detenÌines the Truc Names offiles in ân

existitrg online djrectory in the underlyìlrg operali¡ìg systeû.
O¡le purpose of this mechanisn is to instâll True Nâûìe
nrechâûisms in an exis[iDg nle system.

Arl effect of sì]clì aD iDstallation is to elimiDate iùnledi-
ately all duplicatcfilcs from drc filc systcnì beirìg trâvcrscd. If
several 6le systems âre jnventoried irì a single T¡l]e File
reBistry. duplicâtes across tlle volumes are âlso elimi¡âted,

(A) Tr¿verse tbe uDde¡lying file system iD dre operåti[g
system. For câch filc cncoùntcrcd, cxclùdi ng dir€€tories, pcr-
form the followiug:

(i) Assimjlate dìe 6le encou¡tered (ùsing tlÈ Assi¡ilate
file prjmilive ûrecllanism). This process corÌÌpules its
True Name a¡d moves ils data iffo the True File registry
126

(ii) Create a patbnâùe consisting ofthepalhto the volullìe
direcrory aDd the relative path of tlìe file on tlÌe nìedia.
Lidi this path 10 tlìe computed True Nanle us ing the LiDk
Path ro T e Naùe prìmitive mechanjsm.
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forhaÌdliDgtlìediscrepâncy. By ùsi¡g T¡ue Names, compari-
soDs are iDstantaneous, and no copies offiles are nec€ssary,

Tlìjs meclÌaÀisln lets a local processorsynchrodze a di¡ec-
tory to account for changes made at a remote prccessor, lts
pu¡pose is to b¡ing a locâlcopy ola directory up to date after
a period of Do commuicâtion berw._eetr d1e local and remote
processor. Such ¿ period might occur if the local processor
we¡e a mobile processo¡ detached from ils seruer, or if two
distaDt processors were rurì irÌdepe¡tdetrtly a.ûd upd¿ted
nigbtly.

An advantage oI lhc describcd syncluonizalioD proccss is
tbat it does not depend oD synchroDizing the clocks of the
local arrd rerìÌoÎe p¡]cessoN , However, ì t does require dlat the
local processor track its positioo in dre ¡eùote processor's
audìt file.

Tlìis mechânisrn does oot ¡esolve cha.ûges made simÌllÌa-
ùeously 10 the same 6le at seveEl sites. If that occr¡¡s,-aû
extemal rcsoÌution rìrechanisrn such as, for example, opemlor
iDtervention, rs required.

The meclÌaùisû takes a s input a staf time, â local di¡ec tory
patlmame, a remote processor namc, and a remote directory
patluìânìe naÐe, a¡ld it ope¡ates by tlìe fol lowiûg steps:

(A) Reqùest a copy of tlæ audit file 132 f¡om t¡e remote
processor usirÌg the Request True File ¡eùote mechanism.

(B) For each eDlry 146 in tlìe âudit file 132 âfter dre starr
time, if the enlry jndicates a change ro a file ilì rlrc remote
drectory, perfonn tlrc following steps:

(j) Compute úe padìname oltlìe cofiespoûdiûg fi]e in the
local directory. Determire tlÌe T¡ue Name oftlìe coÌre-
sponding file.

(ii) lf the Trl]e Name ot the local file is the same as the old
l rue Nallle in the åudit frle, or ifthere ìs no local file aDd

re audit entry indicates a new file is being created link
dre new True Name in the audit file to the local patbn¿me
using thc LiÌrk Path to True Name primitive nìechânìsm.

(iii) Otherwise, note tlìat tlÌere is a problem with tbe syn-
clÙoÌizatioÀ by selding a essage to the opeÉtororto
a problenr resolution prcgram, indicaling tlÈ local pâth-
Dârlle. reÌnote pâúnâme, remole processor, and time of
cbange.

(C) Afte¡ syncluorìizatioD is complete, rccord the ¡ime of
the fiìal cllânge. Tlìis linre is to be used as the new start time
the nexl time this directory is synchronized with the same
remote processor.
4. Publish Region

'lhe publsh regroD mecìralisrn allows a processor to offer
the lìles in a region to aDy cÌìent processonì fo¡ â limited
period ofdme.

The purpose of the seflice is to eliminatc any nccd for
client processoß to lÌlake ¡eservations with fle pùblishiitg
processol. Tlìis in tüD urakes it possible lòr tìre publishing
processor to service a muclÌ larger ntunber ofclienls,

wlreù a region is published, arì expìr¿tiotì d.ate is defined
for all filcs iÀ thc region, and is propagated i¡to the pùblishiDg
systeù's Tfle File registry entry ¡ecord 140 for each file.

When a reûote file is copied, for instance using tlrc C-opy
FiÌeope¡atiìrg systen ùeclìâ¡tism, the expirarioD date is cop-
icdinto the sourccficldofthe clie¡t's TrueFileregistry enrry
record 140. WheD tÌle soùrce is â pùblishing systeû\ Do
depe¡dency need be created.

The cJient processormust occasiotrally alld inbackground.
check for expired lirks, to make sure it still has accesstothese
files. This is descrihed in the backgroùnd lncclünisln Check
for Expired Lirks.
5. Retire Directory

This mechanisn makes it possible to elifiinale safely the
True Files in ¿ direclory, or at leâst depeìÌdeDcjes on tlìe ,
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aÍìer eìrsuring that any clieDt p¡ocessoß depeDdiDg oD those
files rernove their dependencjes. The nles i¡ the direcîory are
ùot actually deleted by this process. Tle directory cârì be
deleted with tlÌe Delele l-ile oper¿dng syst€m mechanisrn.

5 The mechanism tâtes the path¡ane ola giverl directory.
and optionally, the idenrificâtion of a prefered altemare
source prccessor for clients to use. The mechanism periorms
the following steps:

(A) Traverse tlrc directory. For each file ir the directory.
ro perfom the following steps:

(i) Get the True Nâme of úe file fmm its path and find the
True File registry efiry 140 associated widr tlìe True
Narne.

(ii) Determine a¡ alternate source f'or dre True File. lfthe
15 source IDs freld of the TFR entry includes the prefened

altemate source, thât isthe âhemate source.lfil does not, bùt
includes some other sou¡ce, that is the altemate source. Ifit
couta¡rs Do altenate sourcesr therc is l1o alterDate sou-rce.

(iii) For each dependent prccessor irì tlÌe Trùe File registry
20 eDlry 140, ask tb¿t prccessor 10 retirc tlìe True Fìle.

speciÛ,ing an alternâle source if onc was dctermined.
usi.Àg tbe remote mechanisÌr.

6. Realize Directory at Location
This mechanism allows ùe user or operâli¡g syslcm to

25 force copies offiles from soÌre source locâlion to the True
File registry 126 ât a given localioD. The purpose of the
mechanism is to erNure that files are accessible iù the eve[t
the source location becomes inâccessible. Tbis can happe¡
for iDstârce if dre source or given locatioù are on mobile

30 computels, or are orl lemovâble mediâ. or if the network
coNection to the sorùce is expected to becoDìe ÌuMvailable,
or if the source is bei[g retired

This mecharisrnis providedin the lollowing steps lor eåch
6le in the given directory, wid1tlrc exceptjon ofsubdirecto-

:15 ics:
(A) Get tlìe locâl directory extensjons table entry ¡ecord

138 given the pâdÌoalìe of tlÌe file. Get tlìe Tfle Naûe ofthe
localdireclory extensioDs lable eÌrtry record 138. This service
assirnilates the nle if it has nol âlready been âssimilated.

40 (B) Reålize the cor¡espording Tnle File at the given loca-
tioû- Tlìis se¡\,ice causes it to be copied to tlle Eliven locatioù
fiom a reùrote systeut o( removable nÌedia-
?. Veriry Trùe File

This nÌechanism is used to verify thar thc data itct¡ ilt a Truc
a5 File ¡egistry 126 is indeed the correct dâta jtem gil'eD its True

Name. Its purpose is to gu ard agaiÌst device errors. n1aljcioùs
changes, or olher problems.

If an er¡or is foÌud, fte system lÌas the ability to "heal"
itself by findiDg arother source for tllc Truc Fìlc wilh tlÌc

50 given Dame. It may aÌso be desirâble to verii, that the error
lìas not propagated to otlÉr svsteDrs, aùd to log tlìe probleù or
indicale it Lo the compuLer operator. These details are nol
desc¡ibed he¡e.

To vcrily a data iteDÌ tlìar is nor in a T¡ue File registry 126.
55 use the Calcùlate Tme NaDÌe priDìitive mechaüsù described

above.
The basic mechânism begins with a True Na¡¡e, aÌrd oper-

ates in thc following steps:
(A) Find tlrc True File registry ertry record 140 cor¡e-

60 spo,ìdi¡g to the giveû Irue Naüre.
(B) lfdrere is a True File lD for tlìe True File registry entry

record 140 thell use it. Othe¡¡,;se, indicate that ûo Âleexiststo
veri!.

(C) Calcùlate tlrc Tn]e Name ol tlìe dâta irem giveD tìre file
65 lD ofthe data iteù.

(D) Confirm thal the calcuÌaLed Truc Nâme js equal lo llìe
giveù Tnre Na¡re.
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(E) If tbe TIt]e Nâmes are Dot eqr¡al, tlÌere is aù elror ¡ì the

l'rue File registry 12 6. ReDìove lhe TnÌe File lD lroln the l'rue
File registry entry record 140 and place it somewlìere else-

IDdicate thar the True File regjstry entry ¡ecord 140 colÌtained
an erTor.
8. Track fo¡ Accounting Purposes

- -fhis mecha.nism providcs a way lo k¡ow rcl¡ably which
6les have be€n stored on a system or lràrsmitled ftom one
system to aùotl¡er The nrecha¡Ìisûr câr be used âs å bâsìs for
a ralue-based accounting system iù whìch clìa¡ges ¿re based
on the idenlity of tlìe datâ stored or trånsmi¡te4 mthe¡ ûan
sjmply on the nùmber ofbits.

This mecùa slrl allows ihe systeD to track possession of
specific data items according to content by owDer, indepen-
dent ofthe nanre, ilate, or other properties ofthe dâta iteü, âDd

tÌacks the uses of specìfic data items arÌd frles by co eÌlt for
accountingpr.rrposes. True naû¡es ûake it possible to ideñify
eâclì file briefly yet uniqùely for this purpose.

Tråcking the identities of files requires maintaiÌìing an
accoùrtirìg log 134 andpmcessing it fo¡ accounting o¡billiÌìg
?uq)oses. The mechanism operates in the followiDg steps:

(A) Note every time a 6le is crcated or deleted, for insta¡ce
by modtori¡ìg audil entries in the P¡ocess Audi Fjle E¡lry
p¡imitive mecllaDism. When such an eveut is encountered,
create âì entry 148 iû the accounring log 134 that shows dre
respoNjb¡e party and dìe ideDtity of the frle üeated or
deleted.

(B) Every time a file is tansmitted, for instaÐce wlìen a file
is copied with a Request True File remote rnechanism o¡ au
Acquirc Tllle File remote mechanism, creáte an eDtry in the
accouÌrting 1og 134 that shows the respoDsible party, the ideÀ-
tity ol'lhe file. aud üre source aud deslinatio,¡ processors.

(C) Occasionally run an âocounlingprogrâm to process the
accorùìti[g log 134, distributing tlìe eveÌ]ts Io the accouDt
records of cach rcsponsiblc pârty. The accounl rccords can
eventùally be $mùârized for billing püposes.
9. Track for Licensing Purposes

This mechanisnr ensure$ that licensed lìles åre¡ot used by
urraùthorized palties. The True Nâme provides a safe way to
ideûtify liceDsed material. Thjs service allows proofofpos-
session of specific files accordiDg to tlìeir coûeDts vithout
disclosing their contents.

Enforci¡lg use ofvâlid licenses can be active (for exarnple,
by refusing to provide access 1o a file witlÌout authorizatioD)
orpassive (fo¡ example, by crcatiDg a ¡epolt ofuse¡s who do
not lìave proper authorizatioÐ .

One possible way to perform license validâlioìl is to per-

lonl occasional aùdits of employee systelrrs. Tlìe service
described herein rclies on Truc Namcs to support such an

¿udit, as ir the follol¡ljrg sreps:
(A) For eâch licensed product. reco¡d in the hcerNe table

136 Lhe True Name of key Êles in tlÌe prodùct (ùal is, 1ìles

which are reqùired iû order to use Lhe pmduct, and whiclÌ do
not occùr iÀotlrcrprodùcts) Typjcaily, for a soft\{â¡c prodrìct,
this would include tlìe main execùtable image and pe¡lìaps
other nujor files suchås clip-årt. scripts, or olline help. -4.Ìso

record tlrc ideltily ofeach sysrerìì whicb is âuthorized to have
a copy of thc file.

(B) Occasionâllt coÌnpare dÞ corìlerÌts ofeâch user pro-
cessor agaiûst the lice[se table 136. For each l'¡ue Name ilì
tlìe lice¡ìse table do tlæ fòllowing:

(i) Unless the userprocessoris âùthorized to have a copy of
the file, connnn tlÌât tlÌe user proccssor docs Dot havc a

copy oftbe file usi¡lg the Locate True File nlecha¡isÌn.
(i) I f the user p¡ocessor is foùìd to have a file tlut it is not

authorized to lìave, record tlìe user p¡ocesso¡ a¡d T¡ue
Naùe in a license violatioll tâble.

us 8,001,096 B2
a)

The Sysrenr in Operalion
Given lhe mechanisms described above,lhe operatioûofa

typical DP syslem enlployi¡ìg tlìese rnechânisms is now
described jÌì order to dernorìstrate how the prcsent irìvention

5 meels its reqrrirerneÌrls and capabililies.
In opemtioD, data items (for example, files, database

records, messages, data seg¡¡re¡¡ts, dâta blocks, dûectories.
instaDces of object classes, aÁd the like) h a DP system
employing the prcsent ì\¡eDlion ffe identilìed by substan-

ru tially Lraique identi6ers (True Names). dìe idenLifiers depend-
iDg on âll ofthe data in lbe data ilems ând only on tlìe dâta in
the dâta iteùs- The p¡imitive mechanisms Calculate True
Nâùe and Assimilâte Dâta ltellì support tlús property. For a¡ly

15 giveD data iteDÌ, using the Câlculate True Name primitive
rnechaùismj a substaÌìtially udque identifier o¡ Tr¡¡e Naùre
for that data itenl ca¡r be delermined.

Fùrther, ilì operation of a DP system incorporatiDg tlìe
prcscnt jnventjonr mùltiple copies ofdatâ ìtems are avoidd

20 (uDless they â¡e required for soDrc¡eåso¡ srìch as backups or
mirror copies jù a faùjr-tolera¡rt system). Mùltiple copies of
dâtâ iterDs are avoided even when multiple llames refe¡ to the
sânle data i¡em. The pÌimitive mechadsms AssimiÌâte Data
Ite¡ls aDd New True Fiìe sùppolÎ tlìis property. Using the

25 AssiÌnilate D¿ta ltem p¡imitive mechaDism, if a data ifem
âlready exists irì tlÌe system. as iùdicated by ân eDtry ú the
True Frle registry 126, tlis existeDce will be discovered by
tlìis nrecbanjsm, and the duplicate data irer'lr (the new data
irern ) will be elirninaled (or ûot added). Thrìs. for exåmple. il'

r0 
a data file is beingcopied ontoa system from a floppy disk. iL
based on tùe True Name of1lÌe data file, it is detennined that
the data fiÌeaheady exists iD tLe systeD Oy dìe sallre or sorÌre
otlÌcr tame), then the dùplicate copy wjll not be instâlled. If

r5 the dâta itel1Ì wâs beiùgiùstâlledoù tlrc systen by sofle rÌame
other dÌân its cùÍent ¡åùe, dreÌ\ using llrc Lillk Paú 10 True
Naore priÙilive mechaDism, tlrc other (or Dew) Dame caD be

lir i.ed to the alrcady exislintr d¿lir ilcm.
In gcDcml, thc rncchanìsms of thc prcscnt invcntioù oFerâte

40 in such a way as to avoid ¡ecreâtirÌg aû âctuâl dâtâ itenÌ at a

locâtio¡ì wllell â copy of that datâ item ìs alreâdy prcsent âr

tlìal locatioÌr. IDlhe case ofâ copy fronì a nopp], disk, the d¿ra

i(em (file) Ìnay hâve to be copied (inlo a scmtch file) before it
caD bc dctcrnÌiDcd that ìt is â duplicâtc- This is because only

45 one prccessor is involved. Où tlìe other hând, in a muhipro-
cessor eDvi¡oÌxlrent or DP systeù, each prccessorhas ¿ record
ol the True Names ol'the dåla ilems oÌ ùat processor. Whetr
a dala itern is to be copied to aùother locatio¡ (anothe¡ pro-
ccssor') in rhc DP syslcm. âll rbât is DcrÀsâry is ro examinc

50 the True Name ofdÌe data itern p.ior to the copying. lfa data
item \\,ith the sarne True Name already exists ât the destina-
lioù location (processor), lhen there is no neeti to copy the
datâ item- Notethâlifâdâta itein ¡À'hich alrc¿dy exists locally
ât a desti]latiorì locatioD ìs still copied 10 the destiDatioD

5i location (Ior exaDrple, because fìe remote system did ùot
lìave a 

_I'rue 
Narne l'or dre datâ item or because iÎ ar¡ives as a

streaû ofrù-naùed data), theAssimilate Dâtâ Ilem primitive
mechanisnl willpreveú multiple copies ofthcdata rtcnl from
being created.

60 Slùce tlìe l-rue Name ofa large data itern (a conÌpouûd data
iteù) is derived lrorn arrd based on the T¡ue Na¡res ofcor¡-
ponenls of tlìe data iiem, copyingofaû entire data ilem can be
avoidcd. Sincc some (orall) ofthe components ola la.ge data
iteDì ùay already be p¡eseùt at â destirìatio[ location, on]y

65 tlìose coùpolerts wlÌiclÌ âre ûot present tlìere need be copied,
This propety delives froìn lhe DÌâ¡rle¡ in which True Names
âre delernìined.
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WheD a file is copied by tlìe Copy lile or Directory ope¡-
ating system mecharÌisû, o¡ly the -frue NânÌe of ùe frle is
actually replicated.

\ heD a ñle is opened (usjng the Open l-ile ope¡at¡rg sys-
1em ûÌechanism), it uses tl¡e Make True File Local primitive 5

mechanism (either directly or indlrectly rhrough the C¡eate
Scratch File primitive mechanism) to cle¿te a Ìocal copy of
the file. The Open Fjle operatùg sysreú mechânism ùses the
Mâke True File Locâl prjùrjtive ¡neclúûisû, whjch uses dre
Realize Tn¡e File from Locatiotr priùitive meclìanisìn, l0
wlìich, in run) uses the RequestTme File remote mechanism.

The Reqùest T¡ue File ¡eùote ¡¡echâûism copies only a

single data item f¡oìn one prccessor to a¡other. Ifthe datâ item
is a compouud file, its comporlent segmeûts are Dot copied,
only the indirect block is copied. T¡e segments are copied 15

only when they are rcâd (or odEnvise needed).
The Read FiJe operatrng system mecharism actually reads

data. The Reâd File mecbErisrn is ar¡r'are ofcompouDd files
and indirect blocks, and it uses the Realize True File f¡onr
Loc¿tioù primitive mechaùisûr to Ìnake su¡e drat componelrr 20

segments âre locâlly avâilâble, and tben uses fhe opcr¿ting
system file mechanisms to reåd data f¡om t]le local file.

ThÙs, when a compouDd file is copied fiom a remote sys-
tem, oùly ìts TIue Nâfne is copied. Whel,l it is opeDed, only its
indirect block is copied. When the co¡respolìdilg frle is rcâd, 25

dre required coùrpoDent segments are realized aDd therefore
copied.

lo operatio[ data items car be accessed by relèrence to
tlìeir ide[tilies (True Naùes) iDdeperldent of their prcsent
location. The actual data ilern orTrue File coÍespoDdinglo a to
give¡1data identi 6er or True Nañe ûay reside arrywlìere iD the
systeru (that is, locaÌly, reùotely, ofiiDe, etc). If a reqì¡ired
True File is prcsenl locålly. then tlle data iÌr the lìle can be
âccessed. IfdÌe dala ite¡Ì is r'ro( preseÌìt locally, thèÍe a¡e a

nurnberofways iD which it can beobtainedfroûÌ whereve¡ it l5
is present. Usiûgthe soùrce IDs field oI the True File registry
lable, the locatioD(s) ofcopies oftlìe True FiÌe cor¡espolding
10 a given True Naure caD be detemined. Tlìe Realize Tn¡e
Fjle from Locatiol pdnlidve lìrecluûjs¡n tries to nìake a ]ocal
copy ofa Tnle Piìe, gjverì ils Tn]e Nâllle aDd dre ùarne ofa ¿o

source location (processor or rnedia) lhat Àìay corÌtain the
T e File. If, otr {re other ha¡d, f-or some reasoD it is not
k[own where there is a copy ofdre True File, or ifthe prc-
cessors ide¡ìtiñed in the source IDs field do not respondwith
the reqùired True File, dre processo¡ requiriûg the data item 45

call ]ìrake a getle¡aÌ reqù es t for the da ta iteD'ì using the Reques t

T¡ue File remote nrecharusrn ftom alÌ prccessors ill the sys-
1eû ùâl it cårÌ colllact.

As a result. the system pmvides trânsparent access to âny
dâta iteDì by refereDce to its data ideúity, alld hdepeldent of 50

its present location-
In ope¡-¿tioû, datâ ilems jn Lhe systenÌ can be verìfie.1and

lìave tlìeì¡ integrity checked . This is f¡o¡r the Ìlra¡rle¡ iD which
Tmc Names arc delenùiDed, Thìs call be ùsed for security
purposes) for iDsla[ce, to check fo¡ wintses aud to \€rify tlü¡ 55

data rekieved l'rom a[other location is the desi¡ed. ard
requested data. For example, the system rniglrt sto¡e tlìe True
Names ofall cxecùtable applications on the system and the¡
periodically redetemile the True NaDes of each of llìese
applications1oerlsuredìat theyDì¿tcLtlìe storedTrueNaùÌes. 60

Arry cha.nge in a Tnre Name potentialÌy sigìals corruption itr
ihe systeù ând ca¡ be funher investigated. The Veriry Region
bãckgroùnd nÌcchanism ârd rhe Vcriû TrÌìc Filc cxtcndcd
ùeclìâùisms provide direct sùpport for dÌis mode ofoperâ-
tiorì. The Verify Regiolì DecharúsÌn is used to erìsure 1lÌât dÌe 65

data items iD the Tnìe Fiie registry lìave nol been darnâged
¿ccideutâlly or DÌâlicionsly. The Ven$ True File mechalisn

34
ve¡ines that â datâ ienr irì a Trùe File registry is iDdeed the
correct dala item giveu its True N¿une.

Oùce a processor has determiued lvhere (that is. âr wlìich
other processor or localio¡l) a copy ofa data irelll is in úe DP
system, that processor Diglìt treed that other processor ol
locatio¡Ì to keep a copy of that data item. For exaurple, a

p¡ocessor mìght want to dele¡e local copies ofdata items to
¡nake space availa ble loc¿ lly while kDoù ìng tlÌat it can rely on
rctrievírg llìe data fror¡ soùrcwhere else when needed. To tlús
end lhe systemallows â p¡ocesso¡ lo Reserve (alld cancel lhe
reservatioù oÐ True Files ât reDlole locatjons (ìrsing thc
rcùote meclìanìsrn). hì dìis way the reDote locatioDs are puf
orÌ notice ihat ânother locâtion is relyilg où tlÌe preseûce of
tlrc True File at their location-

A DP system eÌnploying ihe preselt iÌlvelllion cau bemade
ilrto â fault-toleraùl systeÌn by providing å certafu aûouñ of
redu¡ìda[cy of ¿låta itens ar muÌ(ipÌe locatioùs in the system.
ljsjng the Acquire True Filc and Rcscrvc True File reìnote
r¡echarúsms, â pâdicùlar processor can ilìlpleÐ¡eú its owrl
fo¡m of fault-tolerance by copying data items to other pro-
cessoß and theû rese¡ving theû there. Howeverr the system
also provides the Mirror True File bâckground rnechaùism to
mi.¡or (mâke copies) of the Tlxe File alãilable elsewhere in
ilìe systellì. ,4.ny degree oiredurda¡cy (liùi ted by the nuùber
ofprocessors or Ìocations itr the system) cân be implemented.
As a rcsùlt, tlÌis jnveúloD maiúåills a desìred degree or level
of redu[dancy in a [etwork of processors, 10 prolect agaißt
fâilùre of aûy particular processor by enswing tlÌat multiple
copies ofdâta ilems exist ât d¡ffereDt locat;oni.

The data structures usedto implemeDt various feâfires and
rììecharisns ofthis rDvelltiotr store a variety ofusefùl illfor-
mation lvhjch caù be used, i¡ì coqjì.ùrction with the vârious
mechaùisms, to iùplement storagescheùes and policies in a
DP systeD ernployiÌg the iùvenfioù. Fo¡ exa¡ûple. the size,
âge arÌd locatioD ofa data item (orolgrcLrps ofdâtâ iteùìs) is
provided. This inlomra liorr caD be used lo decide how the data
itcl¡s should bc trcåtcd. For exarnplc, a prccessor m¿y imple-
ment a poliry ofdeletilrg ]ocal coples ofalÌ data iterns over a

cefai0 cge if otlÌer copies of those d¡to itelrs are preserf
elsewlìere iû the syslem. The age (or variatìons on the age) can
be detemiled using dre time oflast access ormodificatioû in
thc localdircctory cxtcrìsions tablc, and the presence oforher
copies ofdre datâ item can be detenni¡ìed eilhù from the Såfe
Flagor the soüce IDs, o¡by checki¡g which other processo$
in tlrc system lüve copies ol the dztâ item ând then reserving
at least one of lllose copies.

In oFeration, the systern can kccp tr¿ck of data iteÌns
rega¡dless ofhow those items âre rìamed by users (or regard-
less of whetlÌer tùe data ite¡rs eveD lave ¡aÌres) . Tlle system
can also Fack data ilems ihat have diffe¡e¡l names (il diller-
e¡t or d1e same ìocâlior) as well as different data ite¡rs that
lìave the same ù?me. Since â data item is identified by dìc daiâ
fu tlæ iteD, withoú regard for tIe corÌtex1 of the data, dìe
problems of iùcolìsistent mming iD a DP syste are over-
come.

IiÌ operation, the systenÌ can publish data items, âllowing
otlìe¡, possibly ârìonymoùs, systems iû a ne¡¡,ork to gain
access to the dáta items aDd to reÌy on the availability ofthese
data items. True Names arc globally unique identifìers which
caû be published sinìply by copying úem. For example, a

uscr might crcatc a tcxtual rep¡escntation ofa fi1e on system
A wittì Trùe Nâme N (for iûstance as a hexadecimaì string),
and post it on a co¡lputer bulletin boârd. Anoiher user on
sysLem B could creare â directory enlry F for this True Name
N by usirÌg the LiÌìk Path to T¡ue N¿rne priuitive mecha¡ìisr¡.
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(Altenlativelf an applicatioD could be developed whichhides
dre 'Ì-rue Name î¡om fie users, but p¡ovides dÌe sâme public
lransfer se ice.)

wlìen a proBraû on systeù E| a(tempts to openpathnaùeF-
linked to T e Nânle N, the Locâte RemoLe FiJe primitive s

meclúûisùr would be used, ând ìpould use the Locate Trùe
File remote mechaÌ¡ism to search for Trùe Nâr¡c N on onc or
ûo¡e remote plocessofs, such as system A. lfsysteû B has
access to systemA, it would be âble to reâlize tl€ True File
(ìrsing lhe Reâlize Trùe File from Location primitive mecl¡- to
nism) and use it locally. Altematively, system B could find
TrLre Name Nby accessing arry publicly available True Name
seryer, if tlÈ serve¡ coùld eventualÌy for!\'ard tlìe request to
systemA.

Clients ofa local server cån i¡dicate dlat dley depend on a 15

given True File (using ùe Reserye True File remore mechâ-
njsm) so that tlle True Fjle is not deleted f¡om the server
registry as long as some clierìt ¡eqùires access to it. (The
Retire True File remole mechanism is ùsed to iDdicate lhat a

clielt no loùger needs a given T¡ue File.) 20

A publislÌing server, on the other hâ¡d, may want to pro-
vide access to many clietrts, a¡d possibly anotrymous otres,
without i¡rcturiDg the overhe¿d oftackiùg dependencies for
eaclÌ client. Therefore, å public server call provide expilation
dates for True Files in its ¡egistry. This âllows cliert sysleDrs 25

10 sâfely rùaintain refereûces to â Trlle File on the prblic
se¡ver. The Check For Expired Linl.s backgrouod mechaDisù
allows tlrc client ofa publishiDg server to occasiolìally coD-

nnn dlat its depeldencies oll ûe publislÌiÌrg se¡ve¡ are safe.
ID a variatiotr of this aspect of dre inventioÀ, a processor 30

thât is Dewly cor]rlected (orreco¡nected afre¡ soùe absence)
to d1e system c¿Ìr obtairÌ a cùrre[t versrou ofalÌ (or of[e€ded)
data ù lhe syslem by requesting il lronr a sewer processor.
A¡y such processor ca¡ send a request 10 update or rcsyrÌ-
chronize all of its directorics (startiDg at a root dircctory), 35

simply by usirlg dre Syncb-ronize Dircctories extended
DìeclÉnism oD the Àeeded drectories.

Usi[g the accounting ìog or some other user provided
¡nechâdsrn, ¿ì user cârÌ p¡ove the existence of ce¡t¿ìin data
items at cenain tirnes. By publislÌirg (ir a pubìic place) a list ao

ofall True Names iû the systeûl on a giveû dây (or ât some
giveD time), ausercao laterrelèrback to tlúl listto slìow tlul
a particùlar dåta item was presenl iu the systern at tlìe dme tlut
list u,as publislìed. Suchamechanisnr is ùscful in tracking, fo¡
example, labomrory rìotebooks o¡ tlrc like to p¡ove dates of 45

co[ceptioù of iDveDtious. Such a rnechaùisru also pennits
proofofpossessiolroIa dala item a1 a parlicular dale ¿¡d lime.

fte accourtiDg log frle caD also râck rhe use of specìñc
data items and files by corÌtent for accoul'rtiug purposes. For
iDstaùce, aII information utility company ca¡ determine the 50

data ideûtitìes of data items that âre sto¡ed aûd trânsmitted
llÌ¡ough its computer syslems, and use these iderìtities to
pmvide bills to its custonìeß based oD tlìe ideDtities of tlÌe
data items beillg transmitted (as dc6rlcd by rc sùbstantially
rmique ideùtifier). Tlìe assig¡meüt ofprices for storiûg aDd 55

lraDsmittiûg specific l'rue F'iles would be made by the infor-
ûario[ utility ând./or ils data suppließj this infonnation
would be joincd pcriodically *ith tlìc infomÌation in thc
accoùnting log file to produce cuslorner stateDleDts,

Backing up data iteiìs iù a l)P sysrem employing the 60

preserìt ilrveÀtio¡ caù be done based on dre T¡ue Names ofthe
data items. B), tmckjog backups using True Narnes, duplica-
ljon in tlìe bacl-ups is prevenred- In operarion, the system
rnaintains a båckup record ofdâta identifiers ofdata items
âLeady backed up. aDd invokes the Copy Frle or Directory 65

operating syster¡ ùech¿nism to copy only those data ilems
wlÌose data ideûtifiers are Ììol reco¡ded iD the baclÌp record.
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Once a data item has been backed up, it ca¡ be restored by
retrieving it from its bâckup loc¿tior\ based on the ideÌrtilìer
oi tlrc dâta item. UsiDg the backùp record produced by the
backup 10 ideÀtify rlæ data ilem, the da ta i tem can be obtained
using, for exâmple, the Make True File Local primitive
mechauis¡n.

In operation, lhe system can be used lo cache data items
froùr a server, so that only the most recently accessed datâ
ìtems need be retained. To operâte in this \ray, a cache client
is conñgured to have a local rcgistry (irs cache) with â remote
Locâl Directory Extensions table (froD the cache server).
'Whereve¡ a lìle is opercd (or read), lhe Local Direictory
ExteÌlsions tâble is ùsed to identify dìe Tfle NaÌne, and tl¡e
Make True File Local p¡imitive mechanism inspecls the locâl
registry. When dle locâlregistry al¡eadybâs a copy, ûe file is
already cached. Otherwise, the Locate T¡ue File remote
rûechadsm is used to get ¿ copy ofthe âle. This mecbanism
coDsults the cache servù aDd uses the Request Trlre FiIe
remote mecharìism to make a local copy, effectively loading
¿he câche.

The Groom Câche backgourd mechanism flushes the
caclÌe, relnoviDg the least-receÍly-used files fiom the câche
clieûl'sTrue File registry. While a file is being modified ona
c¿ìclìe client, tlìe Lock Cache aûd Update Cåclìe reùore
mechârìisrÌs preve[t otlær clieûts lroll1 tryiûg to Dodiry the
sânle frle.

hr operatiorì, when Lhe system is beiûg used to cache dâlâ
ìterns, the problems of maiÍaining caclÌe corÌsistency a¡e
avoided.

To access a cache alld to fill it froù its seflel a key is
required to idertifi tlìe data item desired. O¡dina¡ily, the key
is a nanrc or addrcss (in this casc, itwoùld bc the pathramc of
â file). Ifthe datâ associâted with suclì â key is chaDged, the
client's cache becomes inconsistent; when tlìe caclìe client
refers ro tlìat naûe, it will retrieve the wroDg data. lù order to
Ínainlâj¡ cachc corlsistency it is nc€essary to notjry cvcry
clieDt ifimediately whenever a clü[ge occurs oD tlrc server.

By usìDg a¡ embodimeDt of the present inveÌìliorì, the
cachc kcy unjqùely idcntifies the dâta jt rcprcscnts. Wlcn thc
datâ assôciâted with â name clìa¡ges, the key jtsellchanges.
'fhus, wheu a caclß clietrt wi shes toaccess tbe modified data
associated wlth a given file [ame, it u'ill use a Dew key (the
True Name oftlæ new nle) mther dìan the key to the old file
contents in its cache. The client will alç'ays reqùest the cor-
rect data, aùd the old data iù its cachewilÌ be eventually aged
aûd flùshed by the Groom Câche bâckg¡ouûd r¡echanism.

Because it is not necessary to im]mediâtcly notiôr clicDts
when chånges on the câclìe server occur, tlìe prese[t jrì\,ention

üakes it possible fora single server to supportâ Ìnuch larger
rìurnber ofclieÂts tlulì is otherwise possìble.

Il'l operålion, tlìe sysreln automâtically archives data items
as they arc created o¡ ¡rodified. Afte¡ a file is ùeated o¡
nrodified, the Close File operati[g syste[ì lÌìeclìaoisrù crcåtes
aD audit lìle record: which is evenlually processed by tlìe
Process.Audit Fiie Eùtry primitive mechaùism. Tlús ûecha-
ûism u ses ihe New True File primitive nìerlìanism for alÌy file
which is Dewly create4 which in tum uses the Mir¡or True
File background mecbanism if tlÈ T¡ue File is ìn å mi¡ro¡ed o¡
arclúved regiou. Thìs mecbâuisût causes orìe or more copies
olthe new file to be Dìade on rer¡otc prcccssors.

ln operå tion, dre system can efûciently record and presefle
any collection ofdata items. The Freeze Directory primiLive
mecharìism creates a TrLre Filewhich ideutifies ¿lll ofthe files
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irì tlìe di¡ectory and irs subordinates. Becåuse this True File
jùcludes tlìe True Names ofits constitueùts, it represents the
exâcÎ contents ofthe directory tlee at tbe time it was f¡ozen.
'llÌe frozen directory c¿¡ì be copied with its coûrponeots pre-
served. 5

The Acquire Trùe File lemote mechânism (used in mi¡ro¡'
iDg and archiving) preserves the dûectory t¡ee structure by
ensr¡ring that all ofthe componeÀt segments aûd True Files iû
a compouDddata jteDr arc actually copjed to a reûote system.
Ofcourse, no tlaDsfer is necessary fol dáta items already iù ro

thc registry ofthe remote system.
In operation, the systeú can efficiently Ì¡ake a copy ofany

collection ofdata itelDs, to support a version contlol meclìa-
nism lor groups of tlìe data items.

'Ilìe Freeze Directory priùitive ¡nechanism is used to cre- rJ

ate a collection of data iems. The constituent files and seg-

ments referr€d to by tbe frozeù diectory ar€ maintained in the
registry witlìout aùy need to ¡¡ake copies of tlrc constitue[ts
eâch lillle the directory is ftozen.

'wlìeDever 
a path¡1ame is traversed, the Get Files ir Direc- 20

tory oper-àtiru systeùl mcchanjsm is ììsed, a¡d when it
eùcor¡lrteIs å ftoze[ directory, it uses the Expand Froze¡r
Di¡ectory primitive mecllaÌúsm.

.4 frczen dlrectory can be copied fiom oùe path¡ame 10

aDorlær efficiently, merely by copyiùg its True Nâme. The 25

Copy File operâtiÌrg system nechanjsm is used to copy a

frozeû directory.
fhus it is possible to emcierldy c¡e¿te copies of diffe¡ent

versions ofa directo¡'', ihe¡eby c¡eati[ga ¡ecord ofits history
(he[ce a ve$ion contml system). 30

In operafioû, lhe systeû cân mâintai¡ a local inverìtory of
alÌ dìe data iteÌns Ìocated orl a give[ reìDovable trledium, such
as a diskette o¡ CD-ROM. The inverlory is indepe[denl oI
odìer propefties ofthe dâta ilems suclÌ as their name, locatioD,
â¡d date ofcreation. 35

The InveDtory Existirìg Dircctory exteùded rnechanism
provides a r¡¡ay to crcate True F e Registry e[tries for a]l oI
llìe filcs in a directory. Onc use oflhis iDvenlory is asa way lo
preloâd â True Fileregistr_v witlÌbaclalp record iÌÌfonnation.
Those flles iDthe registry (sùch as previously iNtalled soft- 40

ware) wìrìch âre où fhe volumes ¡ûveûtorjed ùeed not be

backed up onto other volumes.
TÌre IÌventory Removable, Read-oDly Files exterlded

¡rechanism nol only determines tlìe True NanÌes for the 6les
où thenìediì¡m, but also records directory entries for eachflle 45

i¡ a frozeù directory structure. By copyirìg and modifing thls
directory, it is possible to create an on line palch, or smâll
Drodjncadon ofm exisling read-ody nle. For exaDple, it is
possible to creâte ar o¡l iDe representatior ofa modified CD-
RoM, such that tlìe luùÌrodified files are actually oD the CD- 50

ROM, ând only ùe modilìed fìles are onliìe.
In opei¿1ìon, the system Lrâcks possession olspeciÊc data

iteÙrs according to content by owner, iDdepeDdent of the
rarnej datcr or otlrcrpropcrtics ofdìcdata itcm, aDd tr¿cks tlìc
uses ofspe€ificdala items aùd files by coltent for accounting 5J

pr¡rposes. U sjûg the'l rack lor Accountiog Pu¡poses extended
nìeclÌaDisllr provides a wa], to kDow reliably which files hâve
been stored on a systcm or transDitted frorn one system to
anollìer.
'l¡ue Narnes in Relationâl ârìd Object-Orielìted Dâtabases 60

Altlìough the prefer¡ed embodimeû1of tl¡is jnve ion has

beeù preseoted in the context ofa file system, the inveDtion of
True Names would be e+Ìally valùable in a relationål or
object-orieùted databa se. A relationaì or objecl-oriented data -
base systemusing Irue Na¡res woùldb¿ve sirùilar be¡efits to 65

dìose of Lhe fllesystememployirìg theinventio¡r. Forinslance,
such a database woùld penllit effcie[t eliùìil1atiori ofdupl!
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caterecolds, supporta cache for records, simpliry the process

of maintaidng câclrc consislencf provide location-iDdepclì-
dent access to lecordsr rnâintain a¡chives and histories oI
rccolds, and syDclùoDize with distant or discoùrected sys-
tems or dåtabases.

The mechanisms desc¡ibed above canbe easilymodified1o
serve io sùch a database enviro¡meÀt. The True Name regis-
fy woùld be used as a reposilory of dâlabase reco¡ds. .4.11

rcferetrces To rccords would be via the True Name of tlle
record. (The Local Directory Exlensions lable is arÌ example
of a primary indcx that uscs thc Truc Name âs the ûnique
identifier of the desired records.)

hì such a alâfabase, the opemtiorN of iùsetirg, updatillg.
alld deleting records would be i¡ûple¡lìented by lìrst âssirni-
latiùg records into the rcgistry, and then updating â pimary
key index to mâp the key of the reco¡d to its cotrtents by using
úe True \a¡!e as a poinler to Llìe coDtents.

The meclìânisûs described iù the prefened embodimefl,
orsimilar mechanisùìs, would be employed irì such a systenì.
These meclìanisms could inclùde. for example, the ùecha-
Àisn$ for calculating trùe names, assinllating, locâtiug, real-
izing, deleting, copying, aûd movjng T¡ue Files, Ior miEoring
True Files, for maintai¡ring a cache of True Files, for groor¡-
ing Truc Filcs, and other nlcclúnisnrs bascd on the use of
substantially ùùique ide[ti6ers.

While tlÉ iùveDtion hasbeeD descrìbed irÌ coùrectio[ witlì
wlÌal is p¡eseûtly col1sidered ro be t¡e most prâctical and
prefered embodiDìerts, jt is to be u[derstood thal the inven-
tion is rot to be limited to the djsclosed embodiûent, bùt on
the coùÎlar-, is inteDded to cover varioùs rDodificatioÀs aDd
eqùivaletrt affarìgemeurs illcÌuded widrin the spirit alìd scope
ofthe appeûded claims.

Wc clai¡¡:
1. A cornpÌrter-implemented meûodoperable il.la file sys-

tenlcomprising a plu¡-¿lity ol-serve¡s, tlìe ùedrod comprising
the steps oI:

(A) âddiDg â data item to the âle systen. the datâ ite¡¡
corìsistiDg ola sequeDce ofDoD-ove¡lâpping pârts, eåch
part co[sisti[g ofa correspondìÂli sequence ofbits, byi
(Al ) fbr eåchpa¡t in saidseque]ìceofparts. deterÌlliniug,

usiûg lìardware in coûbination with software, a cor-
responding digital part identifier, whcrcin cach said
digitâl part ideDtifier fo¡ each said part is determined
based ât least i¡ parl ona nßr functionofall oftlìe bits
in tlìe sequence ofbits comprising dìe corresponding
part. the first fulrctioÌr coÙprising a fust lúsh lunc-
tion;

(42) determiniq, ùsing a second ñuctioD, a digirâl
ideDtilìer 1'or the data rtellì, saiddigital data iteùì rdeD-
tifier being based al le¿st irl på¡t, orÌ the coùtenas of
the data i1em, wherein rwo ideùticaldata ileûs in the
file systenì will have úe sãûe digitâl dâtâ item ìde[-
tifre¡in the file systern, said secold frìnctioll compris-
iDg a secorÌd lush firDclioÀ;

(43) storiDg each part ir said sequeûce ofpârts oD mul-
tiple servers of said plurality of seneß in the file
sysleùr;

(44) storiùgfirstmappirg data tlÌat rnaps the digital data
item identifìer of the data iteü to tlìe digitâl pan
ideDtifieß of the pals compÌìsing the data itemi

(45) storing second Ìnapping data tlüt maps tlìc digital
part identifier ofeach pall iD said sequeDce ofpâls to
co¡responding locâtioo data ùat iderìtifies which of
the plrrrality ol serv_ers i¡r the fìle sysrcn) slores Lhe

coûespo0ding part; â¡d
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(B) repeariÌìg step (A) for each ofa plüalily ofdata iterns;

and
(C) atlempting to access â pârLicular dâta item in lhe file

systeù by:
(Cl) obtaiùing a paficular digiral dåtâ i1e¡ì identìfierof

the paficular dala item, sâid particuìd digital datâ
jteû ide ifie¡ of said pa¡ticular data item being
included in an attempt to access said particula.r data
item in said flle system;

(C2) attemptitrg to match, using hardware in combina-
tion with softwa¡e, said particular digital data jtem

ideûÎifier of said particulff data item wjth a digjtal
data item identifier in said nr ÌììappiDg dâta; and

(C3) based at leastitrpart otr said atteÌ¡ptiDg to match jn

step (C2), wheú said particular digifal data item ider-
tifier obtaiûed i¡l step (C 1) coÙespoùds to ar identifier
in said first mapping datâ, ùsing sâid fißt mapping
data to detefmine a digilal part identifier ofeach pan
comprisi¡g the pânicular dala item:

(C4) ùsjng said secood mappirg data and at least orìe
digital part identifier determined in step (C3) to deler-
rÌine ìoca tioD da ta that identifies \tlìiclÌ of the plural-
iry of serve¡s iu the file system slorcs dÌe correspond-
ing at least one part of the p¿ficula¡ data item;

(C5) attempting to access at leâst oùepart oflhe particu-
lâr data item at oDe or more servers identified in step
(C4) as sto¡ing said at Ìeast one p¿rt.

2. The metl¡odofclâim l wherein the digital identifierofa
data itel¡'ì detemined ir step (42) is bâsed, at leasl in part, oû
said secoud hash function of tlæ digitâl pa¡t ideDtifiels of dre

sequeüce ofparts coDrprìsing the data rteDr.

3. Tlrc method as recited iD claim 2 wherein the secoûd
hash fu¡ctioo js selected frour the flrDctions: IVID4, MD5. alld
SHA

4. The method ofclâim 1 whereiù tlrc digiral ideffifier of
dre data item is base4 at least iÀpart, ona sizeofthe da€ iteDr.

5. The metlìod of claim 1 wherein the digitalì<1entjfier oIa
dâta item detennined ill step (42) comprises a digiral fillger-
prirìl of d1e dâlâ item.

6. The method ofclaim 1 irherein rhe digital iden(ìñer of
tlìe dsta itenr deterrnined in step (A2) is a True Name of the
data item.

7. Tle mcthod ofclaim I wherein tlÌe digilal identifier of
dre datâ fem detennìned iD step (42) is a based o¡ all of tlìe
data aùd o¡ly the data ìr1 lbe data ìteDr.

L The method of cÌaiDì 1 \rlìereiD step (A). cornprising
steps (À1) to ( 5), js repeated fo¡al least ore other data iteDr
aftcr step (C), to add said at leâst one other data item to said
file systeû

9. The method ofclaim 1 finher contprìsing:
repeating step (C), comprising steps (C1) 1(J (C5), Ior a

second particular dam item.
10. The melhod ofclaim 1 \,hcretu said filc systcûr cor¡-

pdses a database, saiddâtabase conrp¡isiDg said first ùuppiDg
data a.Dd said second mapping dala.

11. The method ofclaim I whe¡eìr the fiÌst rnappi¡g data
is keyed on digital dâÎa item idcntifiers.

12. The method of claim 1 r,v'he¡ein the second mappi¡g
data rs keyed orì digital part jdertifieß.

13. Tbe mahod ofclaim I wlìerein a d¿ta itellr mây com-
pdse: a file, a pofioû ofa file, a digital message, a portiorof
a digiÉl mcssage, a digitalirnâge, aportion ofa digital imagc,
a vìdeo sigûal, a poItioll ofâ video signâl, an audio sigrlaÌ, or
a portiol ofaIÌ audio signal, a software product, a portion of
a soflware producl, alld a sequelìce ofideDtifiers lor compo-
nenrs of a compound dâtâ itern.
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14. The û'ìetlbd ofclaiù 1 wherch said sequeDce ofparts
comp¡ises a seqLrence olsegûents.

15. The mellÌod as recited ill chim 1wherein relìrs!hash
function is selected from the frurctions: MD4, MD5, and

5 SHA,
16. The method ofclaim 1 wherein the nrsthash function

alld the secord hash fmc tioll lìave the same degrce ofùnique-
ûess,

17. The metbod ofclâim l wherein, iû step (43), each paf
¡0 is stored on multiple sewers in the âle system based at leasr

iù part, on â predetermined deg.ee of redundancf
18. The iìeùod ofclaìù l whe¡e¡ù iD step (43), each part

is stored oll ât leâst 4 sen ers of the plurâliay of selvels ill the

15 nle system.
19. The medrodofclaim l whe¡ein, i¡l step (43), each part

is stored on at least 3 sen ers of the plu¡ality of servers in the
file system.

20. The mcthod as in claim I wherein the first lìash function
20 used jû step (A 1) is tlìe same âs tlæ secorÌd hash function ù sed

iû srep (,42).
21. Tlìe ùethod ofclaim 1 wherein, iû step (43), at least

some differellt parts ofsaid sequelce ofparts ¿re stored oD the
sâme se¡veß ofthe plurality of servers in the 6le system.

25 22. The nethod âs iu clailll 1 vrìerein rhe digital ideùtifier
fol the dala itelll is deteniDed direclly from the coùterìts of
üre data iteù.

23. The llletllod olclaiù 1wlìereio said 6rstmappiDg data
comprises said second mapping dara.

l0 24. Tlæ method of claim I whereiD said a orÌe or Drore
seryers used irlstep (C5) \,eere selected basedat least in part on
a meâsure ofavâilability ofat least ol]e server oftlìe orle or

25. The ¡¡ethod ofclâinì 24 wlìerein the measure ofavail-
rl5 âbility is bâsed al least in part on oÌÌe or more of

(a) a DÌeasUreDeùt ofbandwidtb to the at least oDe server;
(b) â measurenÌent ol a cost ofâ co¡nectiorì to the at least

one servet! and
(c) a measureùe[t oÍa re]iabiljlv ofâ connectioD to tlìe at

4ú leasì orìe server.
26 The lrledrod as recited Ìclaim l whereinaccess to said

paficulardata iteü¡ comprises olle orû]ore of: (a) copyi¡g the
pa.rticùla¡ datâ iteÈ to or fiom at least one of a plùr¿lity of
conrputcn; (b) providing thc particulâr data item 10 at least

45 olle ofa plùrality ofcompùters; (c) reâding the particulardata
iteû; (d) copying the pafìcular data iteD; (e) distributirìg the
parLicular data ìten; (f) moditying the paricular data item;
(g) storiDg the palicular data itenì;0ì) opening the pârticular
data itcllri (ì) publishiùg tlìe pa¡ticùlâr data item; C) writing

io tlìe Faricùla¡ dâta item; (k) moving dìe particular data itenì;
and (l) delelilrg the parlicular dala itenr.

27. The melhod as recjled in claim 1 lulher comprising:
(C) collectiùg infonnatior regâÌdirg data items iÌì the file

systern.
55 28. A method as recited 1ll claim 27. wlÌereirì the i¡rforma-

tioll collected ìllcludes ât least o¡ìe of: (a) info¡matioû about
which dâta iteûs have beeD stored on a computer; (b) infor.
mation aboutthe coñenl ofthe pafiicular data item, (c) infor-
mation aboùt ân owrÌer oî the paficular dâ item, (d) infor-

60 ûation about a lvpe ofpartlcular alâta ilem, (e) iùfonnatioù
âbout a contexluaÌ name ofthe particular data item. (Ð iùfor-
matioD aborf wlrctlìer rhe particular data item was copiedi (g)
the content-bascd nar¡c of thc particulardata itein; 0r) infor-
mâtion about aD ideDtit) ofa requestor; (i) a timestaoÌp; Ú)

65 ílfonnâtioú about whetÌle¡ tlìe paftìculår data iteÌn was cre-
aledi ¿rnd 0() in-formâLion about wlÌelher the particlìlar data
itelÌl w¡s teâd.
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29. The merlþd as in clairìì 1 whereh the digital identifier
for the data item is deten¡iùed indirectly f¡om dÌe contents of
the dâtâ item.

30. The method ofclaim 1 ulìerein at least one data item
added lo tlìe 6le system in srep (A) has ûo¡e thân one part. s

31.ThemeúodofclâimI wlrcrein dre d igitâl part identifier
for each part is determined in step (Al) ùsing only the data in
the part.

32. The medrod ol claim l whereiD the digitâl identifier
e¿ch part determined in step (Al) is a True Name ofthe pa¡!. ro

33. Thc mcthod o fclaim I whcrein â fiIc registry corÌpriscs
said frrst mapping dåta ând the secoûd ûapping data.

34. TlÉ nethod ofclaiù I whereiù step (42) ofdelerDìin-
iug â digjtâl ;denrifier for ùe da!a iteor comprises:

(42-l) forming a block dara ireùr co¡ûprisiDg tlìe digitaÌ 15

part identifiers fo¡ tlìe d¿ta item; aûd
(A2-2) applying the second hash functioD to theblockdâtâ

iteìlt to deteflniDe the digital ide¡tifier for the dâtâ item.
35. The method oIclaim 1 wherein flle system is a nelwo¡k

file system. 20

36. The merhodofclaim I wherein said step (A) ofaddi¡g
a dara jtem to dÉ file system fürtlrcr comprises the step of:

(46) storirg dìird mapping dâta in said databåse to map a

coDtextual Dame of the data irem to dìe digitâl data
ideùtifier ofrhe dâta itenl. 25

l?. Tbe rÌelbod olclaim 36 fuíher cornprisi¡lg:
attempti¡rg to rnâtclì â conlextual rârne of the particùlar

data itemto a coûlexrual Dame in the databâse, usiDg said
úird mâpping d¿tâ, to obtain the paficula¡ digital data
item idenûner ofthe partjcùlar dâtâ item. lo

38. Tlìe metlrcd ofclaim 1 Ìvherein the first mâpping dala
and dìe secorìd ùrapping data a¡e storcd orì olle or rlrore
conlputeN in said lìle system, said one or more compute¡s
being distinct froDr sajd plùralil,v of servels.

39. the merhod of clâinì 38 whereiD tlÌe attenpting ¡o 35

access in step (C5) is perfoüùed oD a conìputer distinct froÌn
said one or nrore computers.

40. Tleûethod ofclainì l wherei[ tlìe attempting lo access

the pârticular dâtâ ltenì in (C) comp¡ises ;

atterÌrptiDg to read tlìe panicul ar da tâ iternus;ng at leastlhe 40

pâficular dåta item idelltifier and aD offset valùe.
41. Tbe iDethod ol clairn 40 fuflher coûrprising:
usilg at leasl the paficulår data item idelltiâer and the

ofrser valÙe to determinc a particular datâ item paf to
access. 45

42. fue nretlod ofclainì I funlìer coùprising:
mainlairung log data of times ât whiclì data items or dala

item parts are accessed in the file systeù.
43. The mcthodofclaim 42 whcrein sâid log dâta for data

itetr] parts is keyed or said digitâl part identi6eß. so

44.Thernethod accordi[g to claim 42 or43 wlìerein dìe log
data ale ordeled by access tinle.

45. A coùrpùter-implemented medìod operable in a file
systeDr comprisiDg (i) a plùmliry of seruers, ând (ii) â data-
base, the nìelhod corìprisirìg the sleps of: 5t

(A) âddiùg a data item to tÌìe lìle systern, said data item
corsistiDg ofa fust plwaliry ofpafs, whereiù each paÍ
coDsists of a correspondiùg ârbitmry sequence of bits,
bv,

42
(42) detemining a digitâl identifier for úe data ilem,

said digitaldala item jdentifìer beìng bâsed, at leasl in
paÍ, oD a second giveû lurction of the dâta ilem.
wherein two idenlicâ I dâta iterns iù ùe file system r¡,,ill

have the same digital dal¿ iteûì identifier irì tlæ 6le
syste¡n as defermined by sâid second given function,
and whereùr said secoDd given functiotr comprises a

secord hash i]nction;
(43) ¡eplicadng each ofsaid fust pluality ofparts on

multiple serve¡s ofsâid pÌuraìity ofsewers in the lìle
system;

(44) storiùg first ûappiDg data r¡ said database to mâp
rhe digital dara item idendfie¡ ofthe dâta ifem !o the
dìgftal pa-rt identifiers ofdle plurality of parts com-
prising the dâta item;

(45) sto¡irìg secoùd mappi[g dala iD said dâtabase to
map the digital part identifierot each part ofsaid fi$t
plùrality ofpârls to cofrespoDding location data dÌat
jdeÌ1tify wlich of üe plumliry of servers in dre nle
system slore dæ coûespo[ding paÍi al.ld

(B) attempting, ùsi-og lmrdware itr coDbination with soft-
ware, to matcha pâficìr lar digjlâl dara ilem ide ifie¡of
a paricìrla¡ dâta item with a digital identifie¡ i¡¡ the
database. u Lerein said parlicular datâ jlem coinpdses a

second plùrâlilv of parts;
(C) based at leâst jlìpart on said âtteûpli¡g to match ìll step

(B), determining iùforinåtioD coÍespondiDg said par-
ticular dâtâ item f¡om said filst mappilg dåta irÌ said
dâtabase, said information comprising a corresponding
digitâl part identjfier for eâch of sâid secord plurality of
parts;and

(D) detenùirjúg, using tbe secorÌd üâppiDg d¿ìtâ iD the
dâiabase and the inforùatiorì delerlÌllned il'l step (C), for
at least onepartofsâid pârticùlardata item,locaüon dara
thâl idertifies which ofthe pluraljt_v ofsen ers jn the file
systenì stores the at lcast one pârt oI Lhe pârticulár dalâ
ilem;and

(E) usi[g a1]easl some ofsâid locâtion datâ dete¡mined in
step @) to access the at leasr olle pa¡t ofsâid parlicular
data item iù the ñle systeÌll.

46. The ethod of claim 45 whereiÌr the digilal data item
identifier ofrhc daú item dclenììirìcd in stcp (42) is based, ar

least irl paf, on the seco¡ìd hâslì functioD ofthe digital pâ¡t
ideûtifrers of tlìe fi¡st pluråÌily of pârts coùrpÌisDg the data
item.

47. Tlìe method ofclairn 45 wherei¡ rhe digiral data item
identificr of thc dâta item is a True NânÌe of the data iteDÌ.

48. The method ofclaim 45 wlEreln the iúormation cor-
respolding to each data item i¡] thedâtabâse iùcludes liceNe
i¡lormatioD aboul the dala ilem.

49.Tlìe Dlethodofclaim 48 wlrcreill. wheÌl said particular
digital daia irem ideúiûer matchcs ar identifier in thc dalâ-
base, the i¡fomütion detennined in step (C) iDclùdes ât least
solìle of Lìre licerNe irforma tiorl about dre partìcular datâ iteû.

50. The metlìod ofclaim 45 wherein tlrc infomation cor-
responding to each data item in tlÌe databasc includcs mcla
data fo¡ that data item.

(AI) detenninhg. usirìg lürdware in combi¡ìatior willÌ 60 51. The ùethod ofclaim 45 whereiD step (42) comprises:
software. fo¡ each pat in said fi-rst plÌrr¿lit_v ofpârts, a determining tlìe pâficular digital data item identifier ofthe
co¡¡espondiDg digital part ideDtifier, each said digital paficul¿r dâta item based ol1 all of the digita] pa¡t iden-
pan identilìer for each sajd pan bciDg deteûliùed tifiers ofthc füst plur¿lity ofpafts.
based at leâst inpaf oD a first given tuììctioùofall of 52.Tlrc method ofclaim 45 wherein a digital identifier of
the bits in the sequence of bits coûrp¡isi[g Îlìe corre' 6i adataitem isbased, atleåstirlpart, ona slze oftlrc dåta iterù.
spondùg pa¡t. wherein said fùsr given hìnction com- 53. The melhod ofclaim 45 whereiD digital ideDtifier ofa
prises a first hash fuùction. data ifem compnses â digital furgerprirl ofthe data item.
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54. Tle ùìetlìod of claim 53 wherei¡l said step (B) co[ì-
pdses atlempting to m¿ìlch said digilal fiÀgerprinl of sâid

particulardala iteù wilh a digital 6ngerplinl in the databâse.

55- Tlæ ùetlÌod âs iÌr claim 45, wherei¡ a data itern mây
coÌuprise a file, â portion ofa frle, a page irì nÌelDory, a digital 5

message, a pofion of a digitâl message, a digital jùage, a

portionofa digital image, a video signal, apolionofa video
signâI, aù audio sig.nål, or a pofion of at audio sigIlâI, a

software product. or a ponion of a softwâre product. or a .-
sequence of identifieß for ctrmp.nents ofa compouud data ''
itern.

56. The ûethod ofclaim 45 whereirl step (42) cornp¡lsesl

determining dre digiul data item jdentifier based ¿l least in
paÍ on the digital part ide¡rdners for the data item. t5

57. Tbe method ofclaim 45 wherein step (A) is repeated

after step (B) for at least one other dåta ltern to add said ât least

one otlìer data iteû to said file system.

58. Thc merhod of clait]l 45 funhcr con)prising:
repeatiùgsteps (B)to (E) lora secondpâlicularda(a item. 20

59. Tlìe ¡nethodofclaim 45 whereiù some nìåppiDgdata ¡l
tlÌe databåse is keyed on digital dala iteù identifiers.

60. The method of claim 45 wherein some mappirg dãtâ in
the database is keyed on digitâl paÍ identifiers.

61. The method of clainì 45 wlìerein a data item may ?5

compriseì a ñle. r poíion ola file. a diC¡lcl nìessrge. â poflioù
of a digital ûressage, a digital iìlìage, a polion of a digitâl
image, a video signal, a portio¡ì ofa video sigml, aÀ âudio
signal. or a ponioD ofan aLìdio signâI. a soft\Àâre product. d .^
potion ofa sonwareprlrdL¡ct. åndasequenceof iJentifiers ftr¡'u
components ofa compound data item.

62 . The r¡eúod of clain 45 whereh sard firs1 plur-ality of
parls item comprises â sequerìce of nol-overl¡ip;ng seC.

lllents,
63. T1æ method as recited iù clai¡¡ 4 5 whereiD the fust 1ìa sh

fùrctiou used in step (Al) is selected fronl the ftrÀctio¡rs:

MD4, MD5, andSHA;ãìd whereìn tlìe secondhasl¡ lunction
usedto dcten¡iùc the digital dala item jdcDtificriD step (42)
is selecled froù the firnctions: MD4, MD5, â¡d SHA. 4ç

64. The ùethod of cl¿im 45 wherein (i) the Èrst lìâsh

function used in step (Al); a.nd (ri) tlÌe secoDd hash ñirctioD
ùsed to detemiDe dre digiÉl data iteDr idendfier in step (A2)
have thc sa¡¡e degree ofuniqueness in dìc file system.

65. The rnethod olclaim 45 wherein the first lìâslì ñÌnction 45

is the sâme as tlrc secoDd hâsh function.
66. The method as in claim 45 wherein the digilal ide¡ìli1ìer

for tlìe data ifem is deternìi[ed ildirectly f¡o¡n d1e corÌ¡eDts of
thc data itenì.

67. The method ofclaim 45 wlìerei[ each part is replicated 50

otr multiple se¡vers in step (43) based, at leasl in part, on a

predele¡mined degree ofredundancy lor lhe file systcnì.
68. Tle methodofclaim 45 whe¡ei¡Ì â paÍ is replicatedol1

at leâst 4 seFers ofsaid phr¿lity ofservers iD tlrc file systcr¡.
69. Tìre ùÌethod ofclaim 45 wlìereirl a part is replicated on 55

at least 3 servers of said plurality of servers in the lìle sys tem.

70. The ùredrod as reciled in clai¡n 45 wlærein âccess to

sajdatleastonepartcomprises oneormore of: (a)copyìng the
at least oûe part to or from ât leafl olte of a plùrality of
conputers; (b) providiûg the at least olle part to at leåstoûeof 60

a plùr¿lity of conputers l (c) ¡eading the at least otre part; (d)
copying dre at leåst oìre part; (e) distributiûg the at least one
parr; (Ðmodiryinglhe at leastoncpan;(g) storingthe at leâst

oDepaf; (h) opellingúe at least one paf; (i) pubiishing the ar

least oÀe pan; (j) writing tlle at least ooe part; 65

(k) rnoviDg theat leasl o¡re pal; and (l)deletiùg theal least
orle part,

44
?1. Tbe nìetlrcd ofclaim 45 wlÌercin at least soùrediffe¡eùt

parts ofsaid ñrst plurålity ofparts are replicâted oD the saûe

72. TlÌe method ofclairn 45 wherein said multiple servers
on which eåch pañ was replicated were selecled based at least
iû pafl où a meâsure of availability of at least one of the

73. The method ofclaiù 72 wherein the meåsure of avail-
ability is based at least in part ol1 orìe or moÌe of

(a) a measurement ofbâûd\À,idth to the at leâst one server;
(b) a measuremeit of a cost ofa connection to the at ieast

one sefle¡, atld
(c) a neâsuremelt ofa reliabilit-v ofa con¡ection to tlle at

least one sefler,
74. TlÌe method as recited ìD claiD 45 further comp¡ising:
(F) collecting info¡mation regarding data items in the file

systeln,
75. :[he meihod as recited ìr claim 74, uùereiD tlìe irfor-

mation collected includes at least one oI: (a) itforoation
âboùr which d¿ta iteûs have been sloled otr a compùter; (b)
informâtioD aboùt the co¡tent ofùe paficular data item, (c)
i¡rformatior about an ow¡ìer of the particular data item, (d)
i¡Îon'ìation about a type ofpârticulâ¡ data ìtem, (e) illforma-
tion aboùt a contextual name ofllìe pâniculâr data item, (Ð
i¡Jormâlio¡ about whether the partjcular dâta itenÌ \las cop-
ied; (g) the conteDt-bâsed Dâùe ofihepaIticùlardata i.eù; (h)
iDlorûìatioû about ân identity ofa reqùestor; (i) a timestamp;
(j) ioformation about wlìether the panicular data item was
cÌeated; aûd (k) info¡mation about wlìether the palticular dâta
item was read.

76 . The method of claim 45 wlæreir dre digital part ideù-
tifier for each part is detemrined in step (41) usiùg only dre
dâLa in tlæ corresponding parl.

?7. The metlìod of clåim 45 whereiÌì the digiral identifier
eâch pârt dete¡mined in stcp (Al) is a True Narne of thc
co¡¡espoDdiDg pa¡t.

78. The rnethod as in cla im 45 whereiD tlrc digital ìdeDtifier
for the data item is delermined direclly from the contents of
dre data item.

79- ftemethod ofclairn45 wlÌerejr sâid step (A) ofadding
a data ilem to the file system furtlrc¡ corùpnses the step of:

(46) sto¡ing third ûapping data iD sâid database 1o map a
contexlual name of the data item to tlìe digiral data
idcntilìcr of dìe data ilem.

80. T1É meúod olclaim 79 funher comprising:
attempting ro match a corìtextuâl ûanìe of ùe particular

data item to a coDlextualname iû the databa se, using said
third mapping data, to obtah the particular digital data
iteù identifier ofthe particular dåta jtem.

81. A compùter-impleme[ted ]nethod operable in a frle
system courprising (i) a plur¿lity of servers; (ii) a database:
and (iii) al leåst one conÌpu1er coÌmecled to lhe se¡veÍs, the
method comprising:

obtâining, at said at lcâst onc cor¡putel, â frrs{ data item
idelìtifier for a fißt data iteû. said ñrst data item coù-
sisting ofa fißl plur¿lity of ¡oll-ovedappmg segDìents,
each of said segments consistitg of a correspoDdilg
sequence ofbits, and each ofsaid segùents being saored

on mùltipÌe servers ofsaidplui¿lity of servers ill the file
system, said fi¡st data iten'ì ideúifier being based at leâst
in part on tlìe d¿Ia comprising lhe fìrst dåta item; aüd

delermiûing, using bårdware ill combitratiorì with soÍt-
rvarg at Ieåstone marclÌi¡g record in dre database forthe
first datâ ìtem based at least iù part o¡lthe nrstdalå ìÎem
identifier, tlìe database comprisrng a plurål ity ofreco¡ds.
where the reco¡ds jn tlÌe database correspoDd to data
items. and whe¡e the records inthedâtabase include: (i)
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fiÌstdâta tha t iÌlcludes data itern identifiers for data items
for which the data are stored iD the 6le systen as seg-
ments;and (ii) secoDd data, keyed on dalâ item identifi-
ers, drar maps the dâta irem ideûtiôers to the segments to
whjch the data item identi fiers correspon4 ånd(iii) loca- 5

tioD data, keyed on segment identifieß, lhât idendfies
r¡'hich of tbe plurality of scrvers in tlìe file syste¡¡ stores
which of the segnents, each of said sqlmeûl identifiels
beiùg based, at leåst in part, o¡r a llâsh fiÌìctioD ofall of
the data ù a cor¡espondiDg segment; â¡ld ro

based ât leâst in part on sâid determini¡g, accessingat least
oûe segreùt ofthe first data ìtem Iiom at le¿st olte ofdle
plurality of servers iÌr the file systellr.

82. The Nethod of claim 45 ivherein the access in (E)
comprises reading the at least o¡ìe part of the pâ¡licular data 15

irem, wheÌej[ the at leåst oæ part ofthe pâficulü datâ item
was determined ùsiDg at least the particular digital data irem
ideûtifie¡ arld arì offset value.

83. A computer-implemented method operable in a 6le
system comprising (i) a plurality ofse¡vers 10 storc nle dâtâ as 20

scgmenls;ând
(ii) first data that includes file identifie¡s for files fo¡ which

the fiÌedata are storedas segmelts; a¡d(iii) second data
tlìat nÌaps the ñle identiñers to the segme s to which ihe
file identifie¡s correspoÌrd; and (iv) loca.ioû data tlút 25

ideÐtifies which ofthe plurality of servers stores which
ofthe segùeÍs, the nìetlDd comprisiùg the steps of:

(A) receiving a digital daþ ilem identifier, said digitaldata
jteln identifieÌ co¡respoùding to a paÌticular dâta item,
sâid pânicul& dâtâ item consisting of ân arbitrary 30

sequence oI bjts consisting of a first sequence of non-
overlappìllg segments, each ofsaid seguellts in saidfirst
sequence being stored onmultiple sewers oltheplwal-
ity of servers ijl the file system, said digital dáta item
idefiifier being based at least in part on a hash function 15

ol tl¡e dâtâ comprisirg the particular dâta iteû;
(B) lMrdware i¡ combilationwlth software, atteùÌptirÌg 1o

matclì tlìe digilal data ilem identifier of the particular
datâ iteDrwith adjgital dâla ite¡n ideÂlifier in a datâbâse,
said database comprisìlg (i) said Ârst d¿ta that inclùdes a0

file ideutifie¡s fo¡ files for which the file datâ are stored
as segments; and (ii) said second data tlìar mâps the file
identifie$ 1o the segments to $hich the file identifiers
corresFond, and (iii) said locâtion dâ1a that idendfies
wllich of flæ plu¡ality of servers stores which of the 45

segme[ts ; and
(C) based at Ìeas t in pan on said attempti[g 10 ma tch iD s tep

(B), derermini¡rg infor¡nation cor¡esponding to said par-
ticulardâtâ item, whe¡ein said infonnation cor¡espoDd-
inglo said pa¡ticulardata itemdata iremiDclùdes atleasl 50

locatjoû data rlìat ideÍifies which of the plurality of
se¡vers iD the fìle systern slo¡es at leâst one of the seg-
ments iìr the ñrst sequence ofnoD'overlapping segmeDts
coûprisi[g said pârticùlar data item; aDd

(D) Ìrsing at leåst some ofsaid locâtion data dete liûed ir 55

step (C) to access at least oùe of tlìe segnìeùts of said
paficular data iteù in the nle systerù.

84. The metlÌod as recited in claim S3 whereiD thc hash
f,ìnction is selected fiom ihe functions: MD4, MD5. aÐd

S¡LA, 60

85. The method as ¡ecited irì claim 83 whe¡eilì the ar ]easr

oDe of dìe seg¡xents is accessed iú step (D) f¡oÀr r¡ore than
oDc Iocation in the filc systcm.

86. The method of clâirù 83 whereìù a data item may
coDrprise a file, a portionofâ 6le, a page iDmemory, a djgital 65

message, a polion of a digital message, a digiøl inrage. a

pofior ofâ digital image, a video sigùal, aporiorofa video

46
sig¡úI, aD audio sjgnal, or a polioù of an âudio signal, â

software product, or a pofion of â sofiwâre produd, or a
seqùeDce of identifiers for components of a compourìd dâta
item.

E7. The method of claim 83 wherei¡r lhe Rßl data ¿ùrd tlÌe
second data and the location dâta âre stored oD one ol more
compulers distinct from the plumliry of servers.

EE. The method ofclaim 83 ìrherein the digit¿l data item
identi6er is rcceived in (Ð as part ofrequest to access said
pa¡ticular data item in the file system.

89. The method ofclaim 8E whcrein thc rcquesl to access
said particular dal¿ item is a reqùest 10 re¿d said particùlar
data itenì, a¡rd,rherein said ¡equestto read said par{iculârdata
item includes said dìgitâl dâta item identifie¡ ând an ollset
value,

90. The method ofclâim 89 whereir the at least oûe ofthe
segments iù(D) wâs detemined bâsedat leâst iD part oD sâid
digital data item ideùlifier aìd sâid ofsel value.

91. The method ir any oûe of claims 45, 81, âlld 10.
whe¡eil the dâtabase is stored on one or more computeff
distilÌct fiom the plùality ofscrvcls.

92.The methodof claiùlSl wherein the iden(ifie¡ofa data
item is bâsed at least inpart on a size or lengtlÌ of the d¿ ta ilem.

93. The method of claiû 81 whe¡eiû a data ilern may
comp¡ise a file,¿ pofionolâ file, ¿ì page ìlÌ meDrory. a digital
rnessage, a poíion of a digital Dessage, a digiral iùrage, a

pofioù ofa digjtâl image, a video sig¡al, apo(tiorofa video
sig¡al, all audio siglìal, o¡ a portio[ of all audio signal. a

softwa.re product, or â portìolì of â software produc(, or a

sequence of idertifiers for conÌpoûefls of â co¡¡pou¡d dara
ìtem.

94. lïe ¡rethod of clâiÌ 8l whereiù the first data iteû
ideûtilieris ob tained as part ofrequest to âccess said firsldara
iteÌn in the file system.

95. The method ofclaìm 94 whereiù dre request 10 access

said 6rst data itern is a request to read saidfirst data item, and
whereiD said ¡equest fo read said lirst data item inclùdes sâid
Iì¡st datâ item identifier and an olTset vallle.

96. The rnedrod of claim 95 wlìe¡eir the â1 leasr o¡ìe of
segneDt ofthe 6rst datâ itenÌáccessed wås delenùiled bâsed

at least in pârt on said fi-rst data item idelltifier aDd sald olfset
value.

97. The method as in clainì 83 or 81 wlìe¡ein each ofthe
segrnel'lts is stored on ù]ùltiple servcrs in tlrc filc systcm,
based, at leåst fu part, oD a predetenniDed degree of redùn-
daucy.

98. Tlìe mctbod as in clainÌ 83 or 81 wherciìr each ol tlÌe
segmeÍs is stored ou at leâs¡ four servers ofthe plurality of
servers i¡ the filc systclll.

99. The method as in clâim 83 or 81 wherei¡ eâch ofthe
seÈmellts is storedoDat least tlùee servers ofthe pìurality ol
se¡ve¡s in the 6le syslem.

100. A cor¡pute¡-implemeùted ûetlìod ope¡able i¡ â nle
system comprisjng (i) a plùrálity of se¡vcrs; (ij) frrst mâpping
dåtaì a¡d (iii) secoùd mâppinEi dâta,

lvhe¡ein, fo¡ each of â plurality of dâta iteDs in tÌìe file
systeD, saiddaÞ iteùs eâch coDsistiDg ofa correspond-
ing scquence of one or nìore parts, each part in said
sequence of parts having a co¡respoùdirg digilal part
jdentifier, whereh eåch said part consists of a corre'
spondiûg sequence of bits, and eaclì sâid digihl pårt
identifier for eaclÌ said pan is based at least in palt oD a
messagc digesl funclion or hash lìnction of thc
sequeDce ofbits coûìprisilÌg tlìe co¡responding paft; alrd

'*herein each data itenr has a co¡respondi¡ìg digital dârå
item iclentilìe¡, said digilal data ilem iderLifier lor rhe

d¡ta iteûbeingbased, at least iì paí, oÀ dÌeco¡ÌteDts of
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the data item, wherein two ideDticaldata itens iD tlÌe file
system have the sâlne digital data iteD rdentifie¡; and

wherein eâch part is replicâted olì nlùltiple servers ofsâid
plùr¿lity of serveß; and

wlrc¡ein said first mapping dåta maps the digital dala item 5

identifier of a data item io the digital part ider¡tineß of
the pârts comprising dìe data item; and-

wlrc¡ein the second mapping d¿ta üaps the digital parr
identifier ofeach part to cor¡espondìùg loca tion data tlìat
identiñes wNch of the plurality of se¡ve6 stores dìe rcl

coresponding palt, the medrod comp¡ising the steps of:
(Al) obtaining a particùlar digital d¿ta item identifier ofa

paficulâ¡ datâ item, said particular djgital dalâ itenr
ideûtifier ofsaid particula¡ data ilem beiûg included in
an attempt 10 access said paficular dåta item ir said file 15

system;
(42) afteûptjûg to ¡rìâtch, using bârdwâre iù coÐbinåtion

with soÍìware, saidparticula¡ digital data item ideDtifier
ofsaid panicular da ta item wiù a digilal data ilem ider-
dner in said ûr$t mapping dâta; a¡d 20

(43) based at least in parl on said atremp¡iùg 10 match in
step (42), when said particular digital data item identi-
fierobtained jn step (Al) coresporìds to a¡r identifier iû
said Êrst mapping dåla, usiÌrg said fißt mappiDg data to
determfue a digital parl identifie¡ of eaclì part coÌnpris- 25

ilìg the partìcular dâtâ itenì;
(44) using said secoDd mappiDg data alld at least one

digital part identifier deterDìiled ir srep (43) to deler-
mine location data tllåt iderrines which of the pluraÌit1
of seflers in the file system stores the coûespolìding at 30

leâst one part oftlìe pafticulâr data ìtem;
(45) atteDìpting 1o access at leastoDe part ofthe pafjculâ¡

datâ iLem at oûe or more serveN identilìed in slep (44).
101. The method of claiÌn 100 whereir tlìe 6le syster¡

fufher compriscsr third mapping data mappjng naÌlcs ofdatâ ll
items iù the frle systeû to coûespondilg digìtal data iteü
identifiers for the data items, tlìe method ftùiher comprising:

ùsing the thirdmapping data aùd a Dame olthe parLiculâr
dâtâ ilem to obt¿iD drepâriicular digital data iteÌD iderl
tifier ofthe particular data item. 4a

102. ïre ûethod of claim 101 wlìereiD the rame of tlìe
palicular data iteù is a contexluâl nallle ofthe particùlar dålâ
item o¡ a use¡-defilred nanìe of the particìJlar dâla iterlr.

103.,4 file system comprising:
(ì) a pluraliry ofserveß to store frle dâtâ as segments; and 4s

(ii) first data that includes file ideDtifie¡s fo¡ files fo¡ which
the file dala are stored as segmerìlsi and

(iij) secoDd dala úat Dlaps d1e frle ideDtifiels to tlìe seg-
Ìnents 10 which the file identifiers cor¡espond! and

(iv) iocation data that ideDtifies whiclÌ of the plurality of 50

servers sto(es whicb ofthe segùe¡ts, said localioD data
being keyed on seFnenL ideûtifìers. each segmelÌl iden-
tifier being based ol âll ofthe data il a corresponding
segne¡ìt; and

(v) ât leåst oùe coDìputer coDrprisirg hârdware il,l conìbi- 55

natioû witlì softwâre and co¡ùrected to the plùralit_v of
servers! the at least ol'le coÌrlpuler programned:
(A) to ræeive a digital data itcÌ¡ idcntificr, said digital

data item identifier co¡respo[ding to a particu]ar dåt¿

itelrl, said paficular data iteù consisting ofaD ãrbi- ó0

trary sequerce of bits corìsistirìg of a seqrence of
ùon-overlapping segments, each ofsaid segments iD

sâid seqùence heiùg stored on mulliple serve6 ofdle
pilì¡alily ofserveß in the lìle systeü, said digitâl dâla
ilero ideutifier beiüg based al least iu parl on a luverì 6j
lunclion of the data comprising the paficular dala
itern, said giveû ftDctioD conìprisiùg a hash ftÌùctior;

48
(B) lo alterìpt lo ¡¡âtch the digilâl data jlerù jdeDlj6er of

rhe paÍicula¡ data item with a digital dala item iden"
ti1ìer in a database. said database comprising (i) said
first data that inclùdes file identifiers for lìles for
which the file data are storedas segmeDts;and (ìi) said
secoDd datâ tlìat maps tlìe file ideDtifiers to the seg-
ments to which the file identifiers conespond, and (iii)
sâid locâtiotr data thât identifies wlìich ofùe plûrâlity
ofservers sto¡es which ofthe seg¡nenN; and

(C) to delermiûe, basedat leasl irlpart oû said iìttempt fo
match in (B), segmenr idcDlificrs corrcspondingto tlÌc
particülar dâtâ i1em, each segn)ent jdentifier bejng
based on allofûe data in â coÍespoDding segnÌent;

(D)to determiÌre, ùsingat least oûe oftlrc seg¡¡elìt iden-
tifie¡s dete¡mined in (C), idormatior coI¡espollding
10 said particular dåtâ itern, whe¡ein said infonnation
conespooding to sâid pâliculâr dåta item data item
includes at lcast location data that identifies which of
ÎlÌe plurality ofservers iD the frle systeD stores at least
one of the segments iù the sequeDce of noD-overiap-
pjng segmeDts coNprisiDg sâjd pafjcùlar data itenì:
aud

(E) to use at least some ofsaid location d¿ta determined
in (D) to access at least one ofthe segments of said
pâficùlar data iteù in d1e frle systeÌn-

104. A device coDìprisiug hardware inclndiDg at least one
processor a¡d memory, said device ope¡able ilr a file systenl,

wlÌereill eâch frle irl tlæ file system has a cofiespondi[g
digital file ideùtifier, each file in the fiÌe system consist-
iDg ofa corIesponding sequeùce ofbìts, âììd tbe coÍe-
spondiug digital file ideutifier fo¡ each frle iù the file
systeûr beiûgbased, ât least iDpârL, ongiven luncliorol
all ofthe birs ol'lLe file. said giverr function comprising
a hash or mcssagc digcst function, ând lvhcrcin tìro
identical files in the file systelll have the same digital file
identifier as determined usi[g said given flrDctio[; arld

wlÌerciD the lìle system comprises a pluralily oI serveN lo
store dåta as fixed-size churrks, ârld

whereiD eâch file rDtlìefile systemcoDsrsts ofoDeormore
Ì'ron-overlâppirìg clNûlis, eaclì chullk haviDg a corre-
spoûdiDg digìtal chunk ideùtifier, and wÌrerein eâch
chunk is replicåted oD Drûltiple serve¡s ofsaid pluraijty
of servers, said memory ofthe device storing at leâst:

(i) filst mappirlg dâ tâ that mâps eachofa plulalit-v ofdigirâl
file rdeDtilìers ofa plumlity of files iÌì the file systeD 1o

ore or moredigitâl chunk identifien oIa corresponding
oDe or more chu¡ks conÌprìsiDg tlæ co¡lespo[ding file:
ard

(ij) second nìapping dafa tbat nìaps digital chùr.li iderti fiers
of chu¡ks stored on said plùrålity of servers to colle-
sponding dala identilying wliclÌ ofilÌeplumlity ofsew-
ers stores dre co[espoDdiDg clÌìrDks, said device cot¡-
prisirìg softtvarc, in combirratioù with said ha¡dwarc:
(A) to receive at said device a request regardìlg a pâr-

ticùlâr file iÀ dìe file syste[ì;
(B) 10 determine, using the first lnappiDg data al.ld a

particular djgital filc rdentificr corrcsponding to thc
paficular file, oùe or llìore digiral chu i ideDtifiers
Ior a corresponding one or more chunks of ihe par-
ticular file;

(C)to deren¡ille- usiDg said secold nupping data arìd at
leasl one chuiìk identifier ol the one o¡ more clÌùnk
idertifieß detenìired ir (B), data idertifyìng which
ol üe plurality of servers in tÌìe file system stores at
leasl one oI llìe clNnks oI the paticula¡ digilal file:
aDd
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(D) to provide at ìeast some ofsaid data detenniDed in
(c).

105. The device as jr claim 104 wherehr the paficulâr
digitâl file identifrer is received by dre device as paf of t¡ß
¡equest. 5

106. The device as iDclâim 104 or 105 whereh tlÉ ¡equesr
regarding thepart icular fi le is a request from anothcr dev jce to
access the partjcùlal file i¡ the ûle system.

107. The dev¡ce âs i¡ clåirn 104 lurdìer coùprisiilg:
third mapping dala that maps Dames of 6les iÙ dre file Ìo

system to correspo¡ding digital nle identifiers of úe
files, and wlrcrein

the devìce ascertaiDs the particular digital file identifie¡
ùsedin (B) usirg the tlÌird mapping data and a fìlename
oftlìe pârticulâ¡ file, sâid file nâme lÌaving beer received 15

as pan ofthe request.
108. The device as in clajm 104 frùthe¡ coûfi$rred, usiùg

said softwâ¡e, i¡ cornbìDatiolÌ with said hardware:
(E) to add a second file to lhe Êle systen, (he second file

consistiûg ofa cor¡espoDdiùg second sequelce ofbits, 20

bv,

@l) determiDiDg a second digital nle idetrtifier for the
secoDd file, said secoDd digjtal file identifier beiDg
detennircd usirÌg tlÌe given function, and being based,

ât least in p¿(, on all ofthe bits ofdre second file; 25

(82) splining the second file into one or more rìorì-
overlappiDg fixed-size chu¡ks, and

@3) giviug each ofsaid chulks a corresponding digital
chrx]l( ideÀtìâe4

(E4) stodng each ofsaid chuÌlks on multiple serve¡s of 30

said plùrâlity of servers iù tlìe file system;
(E5) updatirg saidfirst llìappingdata 10ùap dre second

digilal file ideDtifier of be serond file lo lhe chunks
cornprising the second frle;

(E6) updatirg ùc second mapping data to map thc digi- :15

tal chù¡k identiñer of eâclì of said clìunks to corre-
sporÌdüìB data ùat jdentifies \¡'lnclì oltlìeplurality of
servenj in llìe file system slores llìe corresponding
chuÌrk.

109. Tlìe device âs in clainr 108 futher conrprisiDg'
tlìi¡d mappiDg data to map names of fi.les iû tlìe frle system

to co¡¡espoDdiûg digital file ideùtifiers of ùe files, and
$'hereiD

thc devicc is furtlìer configùred, usiùg said software, in
coùÌbination witlì said lÌârdwa¡e: 45

to upalate said dürd ùapp¡rg data to ùap a ùame ofsaid
second lìÌe 1o sajd second digita] fiÌe identifier

110. The device ofclåi¡ll 108 wherein
ùpdating said first mapping data to map the secoDd digilâl

flle identifier ofthe secolìd file to the clÌÌìnks comprising 50

dÌe second fìle conÌprises:
updating säid lì$L mapping datâ to mâp the secoùd digiLal

file ide[tifier of the seco[d file to the digital chrìnk
idelrtifrc¡s ofchu¡ks cornprisiDg tlÌc sccoud file.

111. TÏe device as in claim 104 wherein the device is a 55

computer.
112. A compute¡-irnple¡Ìelted ùetlÌod. operable in a lìle

system cornprisirrg (i) a p lu mlj ty ofscrvcrs to storc filc data as

fixed-size chuuks, alld (ii) at leasl oÌìe coÌnpÙtù distinct from
said pluraÌiÎy ofservers, 60

wlìerein eacL file in tlÈ file system has a corresponding
digital nleidentifier, ùe digilalnle idenrìner fo¡ each file
bcing based, ât least in pâr, on give¡ irnction ofâll of
tlìe bi ts of tlÌe file, said giverÌ fiùrc tion cornpd siÌlg a ha sh
fullctiolì, where[ lwo ideD¡icaì fiÌes irr the file syste¡D 65

hâve the same digital Âle identifieras detenuinedby said
givel ñructiol: aud

50
r*herein each 6le in the fiÌe system is drvided irto a corre-

sponding oue or more non-overlapping chunls, each
chuuli having a corresponding digital chunk identifier
aDd each churùi being replicaled on rnultiple servers of
said pluralìty ofservers i¡ sâid file systeù, and

whereiD said ât leâst otre computer lìas:
(i) first m¿ppi¡g data that itrcludes dìgital file identifiers for

files in the ûle system fo¡ vr'hich dre d¿tâ are stored as one
or morc churil6, wherciD said first mapping data maps
digilal file ide ineß lo one or more digiøl ohunJt iden-
tifiers ofâ corresponding one orr¡orc chuDks compris-
il¡g tìe correspo¡di[g files; and

(ji) seco¡ìd rDapping data tllat maps digital chu¡k identifi e¡s
to cor¡espondiûg dâtâ ideûtiry¡Ìg whìch ofthe plurâlily
of seners storcs tlÌe conespolding chuoks. the nìethod
coDlp¡ising:
(A) ¡eceivìng, at said at leâst one computer, and fìorn

anotlìcr conputcl arcqucst rcgarding a partìcula¡file
in llìe file system; aùd

(B) responsive to said request:
(bI) ascefaiûing o¡¡e or more digitaI chÌrnk identifiers

for a correspording oûe o¡ nrore chuDks of tlìe
particuh¡nle, said ascertaiûing usirìg the fust ùap-
pirìg dâra and â pa¡ticular di gital file ideDtifìe¡ cor-
respondì[g to dle paÍicularfile, the pârticul¿u digi-
taÌ 6le ìdeDtifier bexrg based, at leâst inpart. orÌ the
giveû ftr¡ctiolrofall ofthe bits olthe pa¡ticlì lar file;

(b2) determining which of dÌe pltirality of servers in
tlìe 6le system stores â1leäst one oIlhe churlhs of
the pa¡ticùlar file, said determirìing ùsirg said sec-
oùdmapping datâ aDdat least ol1e chuok ideúifier
âscefâiÌred in (bl); and

(b3) providing f'ronì said âl leasl one computerlo said
otlìe¡ co¡nputer at least sonÌe i¡îorllìatioD deler-
ùìned in (b2) identifying which of tlæ plùrâliry of
serve$ in Lhe Iìle systeù storcs al least one ofthe
chunks oftlÌe particular file.

113. 'lìe rnethod ol claiÌn 112 q,üe¡eilì said at Ìeas¡ oDe

compuler also has (iii) third mappirg data to map nâmes of
files in tlìe file system to corÌespondiÙg digital file identifiers
ofthe files, tLre metlìod further coùp¡isiùg:

ascenaining said particular digital Iìle identifier ùsing said
third mapping dåta and a file narne of said particù lar file.

114.'llÉ rnethod ofclain 113 where;D tlìe lile ¡ârne oftlæ
pä¡ticular file was obtained as pâlt olthe requesl ¡egañlirig a

particular file.
115. TlÌc ncthod ofclaim 112 whcrcin thc rcquest regard-

iùg the particùhr nle is â request by the oiher co¡¡puter to
access dre pa¡ticular fìle.

116. The method olclaim 112 or 115 huther compdsiDg:
accessing said at leas¡ oùe oflhe chulìks ofthe parlicùtar

6le lrotìr ât leåst oDe of lìc scrvcrs idcnfificd by ihc
hfonnation provided ìù step (b3).

11?. The method ofclaim 112 whereir each diBital clìunk
ìderrtifie¡ is based, atle¿st inpaf, oD data irÌ dre correspondi[g
chunk.

118.,4 computer-impleme ed nrethod operâble iD a data
prccessìDg system, tlìe method co¡ìpisilg the steps ot

(A) addirg a data itenr to the dâtâ processing syste¡lì, the
data item consisting of a sequetrce of ¡lon-overlapping
pans, each part consisting of a correspolding arbitmry
sequeiìce of bits, by:
(Al) for each part i¡ said sequerce ofparts, determiûiûg.

usiug hardware in combinalion with soft*are, a cor-
responding digital pa¡t narne. wherein each said digi-



us 8,001 ,096 82
51

tal part name for each saidpal is delemiDed based at
least ir pârt on a first flìrìction ol tlÌe correspoDding

Part;
(42) dete¡miùi-og, ustug a second furìction, a digìtaÌ

name for ihe dala ilem, said digital dala item name 5

beiûg based, at leâsl in part , on rhe conteDts ofthe data
item, wherein two ideììtical datâ items in the datâ
processi[g system will have the sâme digilal data item
name iothe data processirìg system, sâid second iùc-
tiol1 co¡nprisiùg a lìash ormessage digest fixìction; ro

(43) sloring eåch pân ìn said sequence ofpârts iD mul-
tiple locatiorls in tlìe dâtâ processing system;

(44) storjng fi¡stmappiDgdata that Dìap s the digital data
item nanìe ofthe data item to rhe digitalpart names of
the parts compdsirÌg the data item; 15

(45) storiDg second ÌDappirg data that maps the digilal
part name of each paf j¡ said seqùence of pafis to
coEespo[ding location data that identilìes whiclr
locations in Lhe data processi[g syslem stores the
co¡¡espoÌrding pân: and 20

(B) repeating step (A) for each ofa plurality ofd.ata items;
and

(C) attemptiDg to âccess a particular data ite¡ìÌ in the data
processing system by:
(Cl) obtaiùiùg a paficular digital data iter¡ ùaùe ofthe 25

particùla-r dâtâ item, said paficùlar digitâl data item
tranle ofsaidpaficulff data iteù beilg ìncluded in all
attempt to access said particùla¡ data jfenr insaid data
processing system;

(C2) attempting to match, usiDg hardware iÀ combirÌa- 30

tioù with soft\r'¿ìre, said paticùlar digìtal data itenì
llaDle of sard particular data iteDì wlth a digital data
ilem name in said firsl mappiDg data; iurtl

(C3) bâsed at leastiDpart ons¿ìid alternptilÌg to Ìllalch in
stcp (C2), whcn said particular digital data itcm namc a5

obtained iù step (Cl) cor¡espoùds to an name in said
fìrst mappìDg data, ùsirìB said fißt Drapplng data to
detemrine a digitalparl name oIeâchparl comprjsing
tlÌe pâ-rticular datâ item;

(C4) using said secoDd mapFing data arÌd at leâst olle 40

digitalpa¡t naDÌe determined in step (C3) to detemìiDe
locâtion data tlìât ideûliñes which oflhe locations in
the data processi¡g system stores the coûespoDdirìg at
lcâsl one larl of lhe J,ârticnlâr dâla itcm:

(C5) attemptingto access at leâst o¡le pa¡t ofthe Fårticu- 45

lar dåta item at orle or nÌore loca tioÌN iderltified i[ step
(C4) as storing said at leåst ore parl.

119. The meúod of claim 118 wherein d1e fi-rst flÌnc¡io¡
colnprises a hâslÌ or nÌessage dìgest functiolì.

120. Tlrc method ofclaDr 11E whereill tlìe data processing 50

syslem conÌprises a disrribùled file systenl.
121. A computer-inrpleùenled method operable in a dala

processing system colnprisiÌrg (ì) â pluraÌity of locâtioDs, ând
(ii) a database, the Dethod comprising dre steps of'

(A) adding a data jtem to the data processjng systelrl. said 55

data item co¡lsistjDg ofa firstpluraljlv ofparts. wlÌerein
each part coosists ofa coûespoùdi¡ìg arbjtmry sequence
olbits, by:
(Al ) deternining. ùsiog hardware in conlbiütioù with

softc/are, Toreachpart iu said first plu¡ality ofparts, â 60

corresponding digiø I part name, eaclì said digital part
ùarDe for each said pa¡t beiúg determi[ed based at
lcâst i¡l paf o¡1 a firs1 give¡l functio¡ of thc corre-
sponding part;

(A2) dete¡midÌB a digitaÌ data iteù naùe for tlìe data 65

item. saiddigitaldâta item nâùìe being basedr at least
in part, oll â seco[d giveD functio[ ofdre data item,

<t
whereiD two jdentical dãtâ items in the data process-
itrg system wilÌ have lhe same digital data item trame
in the dala p¡ocessing system as determined by said
second giveÃ fr¡nctiol.I, andwhereinsaid second gi\,en
fixlc tio[ compri ses a hash or Dessage diges t functioD;

(43) replicating each of said ñrst pluralily of parts at
multiple locations ofsaid plurality oflocatioN in the
datâ pmcessiûg system;

(44) slo¡ing first mapping data in said datâbase to map
the digital dala item na¡ne of lhe dala item to the
djgital part namcs ofthcpiurâlity ofparts comprising
the data ite$;

(45) s¡oring second mapping data in said database to
¡Dap the digital paf lanìe of each pari of said fiIst
plurality ofparts to correspoùding location dâta ûât
identify which ofthe plùality oflocatioN in the data
pmcessing systeo storc ihe co¡responding part; and

(B) altempting using hardware in combination with soft-
ware, to match a particular digital data item narne of a

particulardata item widì a digital nåme in the database,
whereiu said particLrJa¡ data item comprises a second
plu.ality ofpa'ts;

(C) based at leå st in part on said attempting to Datch in step
(B), determining infoÍnatioû coûespoùding said par-
ticular data item froÌn said fißt mâppirìg datâ in said
database, said inforDütiol comprising a correspouding
digital part ¡rane for each of said second plùrality of
parts; and

(D) detenniùirìg, using the second mapping data iD the
dâtabase å¡ìd the i¡forrnatio[ dete¡mined iù step (C), for
at least oDe part of said particular data itern, locatiou data
thal ideDtines whjch oI the plurality oI locations in the
data processing system stores tlæ at least onepart ofthe
particular data jtcnl; and

(E) ì¡sing al least soùe of said location data dete¡mined in
step (D) to access the at Ìeast oDe part ofsaid particular
dala ilem in thc dâta processing syslem.

122. ,4. computel-implemented metlrcd opembie iD a dala
processing system comprising (i) a pluraliry ofloc¿tions to
store dâta item data as pafs; ând

(ii) fi¡st datâ that includes data item ¡âmes fòr dâla iteoìs
for \rhich ihe dâta are stored as parts; ard (iii) second
data that maps rhe data item names to the parts to wlìich
dìe data item naDes coÍespondj and (iv) location data
that identifies \vhich of the plùrality of locatìoùs stores
whiclì oI the pals, tlìe method comprising the steps o1ì

(A) receiviry a digital dåta item name, said digital dara
item name correspording to a particùlar dâta iteù, said
paficular data itenì colrsisting of an arbitra¡y seqùeùce
ofbits consistirg ofa fìnt sequence ol-uon-overlapping
pa¡ts, eâch o-l said pafs in said nrst sequerce being
stored at multiple locatio[s of tl]e plurality of locations
ilì tlìe data processing systemJ said digital dâta item
nanìe beiDg based at le¿st jD paf on â hash or message
digest functjo¡ ofthe data comprising the paficular data
iteÌll;

(B) hardwarc ìn conrbinatiolr with software, attempting to
Datch the digital d¿ta item mme ofthe particulal dara
ilem witlì a digital data ilem Dame ilÌ a database, saìd
database comprising (i) said fißt d¿ta that includes data
item r1ames for nles for wlúch the data item data are
stored as parts; and (ii) said second dâta that maps the
dâÎa item names to the pârts to wlìich tlÈ dÂtâ item
Daùes coresporìd, aDd (ri) saidlocâtiol dala thatiden-
tifies rvhicJr oI the plurality oflocations sloles wüch ol
ùe pâfs;âûd
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(C) bâsed at leâst iù pârt où said attenìptiDgto ûÌatch in (B),
determining infomÌatiorì co¡responding to said pârticr¡-
lardata itenr, $'herein said infomÌatioD correspondiugto
said particulardata ifem dala itenì includes at least locâ-
tion dala thal ideodnes whicl¡ of ûe plùality of loca- t
tions in ¡he dârâprocessing system stoles at least oûe of
dÌe pafs in the first sequence of notr-overlapping parts
comprìsing said particular data jtem; aûd

(D) usiDg at least some ofsaid locat¡oD data determj¡ìed in
step (C) to access at leåst one of the pa¡ts of said pa¡- ro

ticulâr data item in the data processing system.
123. The ùethodofclaim 122 wherei¡¡ the data processing

sysFnl conÌprises a distribuled file systeru.
124. The meùod of clairD 122 whereio eacìì part is a

segrnent. l5
125. A compute¡-implemented nìethod operâble in a dat¿

processing system comprising (i) a plunlity oflocations; (ii)
a database; a¡ú (iii) at least oùe processor corì'llected to tlle
locatiors, the ûethod comprising:

obtâi ng a Ârst datâ item mme for a fust d¿ta item, said 20

fißt dala item consistiDg ofa first plùrâlity of¡o¡l-over-
lappi[g parts, each of sâid parts coùsisting of a cor¡e-
sporìding sequence of bits, and each of sâid pa¡ts being
stored oÀ multiple locations ofsaid plurality oflocatio¡ls
iû the data prccessiDg system, said fißt dalâ item name 25

beìùg based at least in pa¡t oD a fuilctioD of the data
co¡ùprisi[g the first dâtâ item; and

determìnillg, using hardware il1 cornbiMtìoÂ with soft-
!vâre, aileastoûemalchiÐgrecord iù the database for the
füst data item based ar least in parr on the first data iteù lo
Àarne, the database comprisi¡rg a pluralily of records,
where the recolds iù the dâtabase cor¡espond to data
ilems, and wherc tlìe rccords in the daøbase include: (i)
filst dala thal iûcludes data iteú names for data ilenrs fo¡
which the datâ are stored in the datâ Frccessing systern l5
as parts; and (ii) seconddata, keyedoDdata ilemnames,
tlÌat mâps the dâta ilem Daûes to ùe pâ¡ts to which ùe
dâLa iLem names coûespond, aud (iii) location data,
keyed on part ùames, rlìat idertifies wlìich ofthe pluml-
ity of locatioÌrs ju the dâfâ processiùg system stores 40

whicll ofthe pârts; and
based at least in paÍ on said deaerminilìg, accessing atleast

one pafl ofthe first data item fro at least one of the
plurâlily oflocatiors in the data p¡ocessing system.

126. A computer-implemented method operable in a data 45

processiÌrg system coùìprisiûg (i) a plurality oflocations; (ii)
first Ì¡appirÌg datâ; arld (iii) second mapping dâ1a,

wlærein, Tor eaclì of a plu¡alìty of dåta items in the dâla
processing system, said data itcms each consisting ofa
corresponding seqùence of oûe o¡ more pâfs, eâclì pâf 50

irì said sequence ofpartshaving a correspo[ding digital
paí [ame; and

wlrcrein each dara ilem lus a co¡respondiùg digital data
itcm nâme, sâid digitâl datâ jtcm nârne forthe dâta item
bei¡ìg based, at least iD paf, orÌ the conte[ts ofthe data 55

ite¡rì, wherein two identical dâta items in dre data pro-
cessilìg system have rlìe same digital dåtâ item Dâme;

aud
wherein eåchpa¡t is replicated oo ûultiple locâtions of said

plùrality oflocatio¡s iÌ1 said dâtâ processing system; aùd 60

wlæ¡ein sajd first mappjng dâ¡.a maps the digital dâta item
l1â¡ne ofa data itenl to the digitâl palt Dames oflhe parts
conÌp¡ising the data item; and

wlæreill the seco[d rnapping data maps the digilal pa¡Î
lìame of each part to co¡respoùding location data that 65

identifies rvhich of the plurality oÍ locations slores llìe
coûespondirg part, l¡e ¡¡ethod comp siru the s leps o1':

54
(Al) obtainiDg a pa¡ticùlar digital datâ ite¡n ¡ame of a

paficular data itenì, said pârticular digital dâta item
¡ame ofsaid paricùlal dâtâ item havilg been iùcluded
in an attempt to access said particular data item in said
dâla p¡ocessing system;

(A2) attemptiùg to match, üsirg hardware in combjDation
with soítware, said paflicùlar digital dâ1a itenì name of
saidpâficula¡ datâ item wiù a digital data item Dame ìII
said fust mapping daÉ;alld

(A3) based at least jn pafi on said attempting to match in
(42), when said particular digital data itcm name
obtaired in (Al) corresponds lo aD Dame in said first
mappi[gdata, using said first mappi¡g dâta lo dete ri¡e
a digitalpaf name ofeachpâft co¡Ìprisìng ùeparticular
data item;

(44) using sâid second mâppi¡g dâta and ât least orÌe
digital pârt name determined iû (43) to detemrine locâ'
tiolÌ data tlüt idelltifies whrch of the pluralitv of loca-
tions in the dala processiug syslem slorcs lhe cor¡e-
spondiog at least one pall of tlle pâlticulù dâtâ ìtem;

(45) attempting to access at leásl oDe part ofthe particular
data item at one or more locatioDs ideûtiñed iû (44).

127. A dâta processing syslem cornprising:
(i) a plur¿lity of locatioDs to store data item data as pa¡ts;

and
(ii) first dâta tb¿t includes data item ùames for dâtâ ilerns

fo¡ which the data lÎem data arc slored as parts; ãlìd
(iii) second data thar ¡Daps the data item Daûres lo rhe pâlts

to which tlrc data ilem naÌnes corespoDd; ard
(iv) locatior data that ideùtifres wlich ofthe ptùr¿lity of

locâtio¡s stores which of lhe parts. sâid locâlioD dâla
beiDg keyed oùpart lËmes, eacìì part Dame bei¡rg based
olr the dala in a corresponding pa¡t: and

(v) ât least oDe computer colÌlplisillg hardware in combi-
DatioD with softwarc and coDrÌcctcd to tlìc plurality of
locatio¡s, the ât least one compute¡ progranìÌììed:
(A) to receive a digitald¿ta iteDì Dame, sajd djgital dara

itern nanre correspoudj¡rg to a p¿ùlioular data item,
said pârticulâr data ìleur coDsisti[g of arl arbitmry
sequeDce of bits co[sisting of a sequeDce of non-
overlappi[g pârts, eachofsaidpafs in said sequence
being sto¡ed où ùtlltiple locations ofthe pluralit-v of
locations ir the datâ processing system. said digilal
dâtâ i¡cm namc hcilg hâscd âl lcasl in parl on a gi\en
furction of the data comprising the pâficlrlâr dalâ
iteù, said give[ fu¡ctiolr comprisiDg a lìash functiolì:

(B) to attempl 10 Dlatch the djgÍaldala jtem n¿une olthe
parlicula¡ dâra ilem wirh rì digirâl daLa ilem nâne in a

database, said database conÌprising (i) said first data
tlËt includes d¿ta itein narnes for data items for wlùch
the dala jtem data are sto¡ed as pârts; and (ii) sâid
seconddalâ thà{ nÉps lhedaLâ item nânles to the pâlls
to $'lich tlrc data iteÌìr uames correspond. and (iii)
said location data tlÌat ideurifies which ofiJrc pluraliry
oflocations stores which oftlÌe partsi ând

(C) to determile, basedat least rtìpart o¡ì said attempt to
malclì jn @), part Dames conespondinglodÌepffticu-
lar data iten;

(D) to deteflrirc. usìrìg at least oDe of tlrc part llarnes
detenni[ed ill (C), iDfonììatiol correspolding 1o said
palicular data item, wììereio said idon¡atiolì corre-
spondirìg to said paÍicular data iteû dara jteû
includcs at lcast locatioD data that identifics whìch of
the plurâl jryollocârions i¡ì rhedara processinp.syslem
stoles a¡ leas( one of tlÌe parts in tlìe sequerìce ol
ûon-overlappi¡g parts coûprisi¡g sâid pff liculâr data
itelll: ând
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(E) to use at leåst some olsaid locatio[ data detenDiDed
in (D) to access at least oùe of the parts of said par-

ticl år datâ item in the data processing system.
12E..4, device comp¡isiDg lÉrdùare iûcluding at le¿st one

prccessor and memory, said device oPe¡-able in a dala Prc- 5

cessing system,
wherein each dat¿ item in the ¿lata proccssing system lÌas a

correspoûding digital data ileú name, each dâ14 item iD
the dâta processi-ng system co¡rsisting ofa co¡respoDd-

ing sequeÌrce ofbits, and the correspoDding digiral data 1o

item name for each dâta itcm in the dâtâ processing
systeûl beiùg based, atleastilrpaf, on given f]nction of
all ofthe bits ofthe data irenì, said gi\€D fuDction coù-
prising a hash ormessage digest function, and wlEreìn
two identical data items in ihe data p¡ocessing systenì l5
have ihe same digitâl data item ûâ¡ne as detemiìed
ùsing said given ñùìctioù; and

wherein the data processing system cornprises a pÌuraliry
oflocâtio[s to store data as frxed-size pieces. atrd

wherein each dati item in the dala processirìg system con- 20

sists ofo¡ìe or more ¡on-overlapping pieces, each piccc
having a corresponding digitâl piece name, atrd wherein
each piece is replicated où nlultiple locatioDs of said
plurality of locations,

said üemory ofthe device storing ât leåstr 25

(i) fust mapping dåtâ rhat maps eachofa pluraliry ofdigital
data iteû liallìes ofa plurâlity of data items ln the datâ
processiùg systemto o¡le ormore dìgital piece uarnes 01'

a coûesponding one or more pieces comprising tÌæ cor-
respoodiùg dâta ilem; and 30

(ii) second l¡appi¡ìg data that rìraps digitâl piece naùes of
pieces stored oÀ said pluralìty of locations to corre-
sponding data identilyiug which ofthe plurality ofloca-
tiorìs sto¡es i¡rc coresponding pieces, said device coDt-
prising software, ir courbiuatioù with said hardware: ll5

(A) to receive at said device a request regârding a pâr-

ticular data itelìl in the dâlâ processing systerÌr;
(B) ro detemrine, using the lìrs( mappiug data and a

paraiculal digital datâ itern Ìrarne coÍesporÌdilg to the
pafiicùlaÌ dâta iten, one or more digitâl piece Dalìles 40

fora correspoùdi¡g one or more pieces ofthe particù-
lar data item;

(C)to detenDine, ùsingsaid seco¡d mappirg data âDdat
leåsl onc picce name oflhc onc or rnorc fiicce nanìcs
detemri¡red iù (B), data idertilying 'rhich of rhe plu- a5

úlity oflocarioN rn dìe data processìng systeDì slo¡es
at leâst one of tlrc pieces oI tlìe particuìar digital dâLa

ileml aùd
(D) to provide at least somc ofsaid data detemrined i¡

(C). 50

129. The device of clainÌ 128 whereil each piece is a

seFnent.
130. The device of claiur 128 whe¡eiù dìe pieces are

chuDks.
131. The de\.ice ofclaim 128 whereil the data processir'tg i5

systenr is a Ale systeùr.
132. The device as in claiÌn 12E whereiù the paricuìar

digitaldala item âllle is reccived by the device as part ofthe
reqùest.

133. A coùrputer-itrìplenìeuted fletlrcd, operable iD â data 60

processing systern comp¡ising (i) a plurality oflocatio¡s to
sto¡e data ilem d¿ta as fixed-size pieces, and (ii) at leâst one

computer distiDct from sâid plur¿liry oflocatioDs,
whercir each data item in the data processjng systern has a

correspo4ding digitaÌ data rtem rìame. dle digltal data

56
item lrame fo¡ eåchdata item being bâsed, at leåst inpart,
oD given furìclion ofall ofthe bits ofthe data ilem, said
giver ñrlction comprisiDg a llâslÌ firnctio\ whereintwo
ideDtical data items in the data processiDg systerD hâve
the same digilal dâtâ item name as determined by said
giver ftùctioE; and

whereirì each data item in tlìe dala processing system is

divided into a coÍesponding oDe or morc ûon-ovetlap-
piDg pieces, each piece having a corresponding digttal
piece name, and each piece bejùg replicated at multiple
locations ofsaid pJurality oflocations in said dåta pm-
cessiùg system, ând wherein said at leâst one compute¡
has:

(i) first mapping data th¿t ircludes digitål data itern names
for data iteùs in the datâ processing system for whìch
the dâta are stored âs oDe or morc pieces, whelein said

6ßtmapping data maps digital data itemnameslooùeor
ùore digital piece ûames of a conespondingone ormore
pieces comprising the correspondiag data items; and

(ii) second mapphg datâ that maps digitâl piece na.mes to
cor¡esponding data iderìdrying which of the plur¿lity of
localio¡¡s s¡ores the correspoDding oDe or more pieces.

tùe nrethod comprisirg:
(A) leceiving, ar said at least one compute¡, and fiom

anotlìe¡ co¡rputet a reque ¡egardi[g a particular
datâ iteù i¡ tlÌe data processilg systeù; and

(B) responsive to said leqùest:
(bl) âscertaìning oûe or more digital piece names for

a correspoùdirìg oùe or more pieces ofthe particu-
lar dala item, said âscertaining using (i) ùe first
nìapptugdatâ, â¡Ìd (ii) a pafiicùla¡ digital data item
name cor¡espondirg to the particular datâ iteù, tLe
paticular digilal dala jtem name being based. at

leâst in paft, on tlìe giveD íìrDctioû ofall of the bits
ofthe paÍicular data itcm;

(b2) detelmiÌiDg lvhich oftheplurallly oflocâtioûs in
dre data p¡ocessillg system stores at leasto¡eolthe
oDe ormore pieces o-f the paliculù data ìtem, said
detenniÀing using sâid secondmappiùg data arìd at
least oÌre Fiece lÌârùe ¿rsceriained in (bl); ålld

(b3) providing fÌoù said at leâst oùe cornputer to sâid
otlÈr computer at least some iolòrmatiou deter-
Dined in (b2) ideDtifying whiclì of the plurality of
locatio¡s iD thc datâ processiDg systcm stores ât
leâsÎoùe ofthe o¡e ormore pieces ofthe pârdcula¡
data ileù-

134. Tlìe meùod ol claim 133 whereiû said a1 least one

computer also has (iii) third mâpping data to ruap ùarnes of
data items ir tlÌc datâ processing systcr¡ to corrcsFondirÌg
digital data item ¡ames of tlìe datâ ilems, the method íìlrthe¡
comprjsiDg:

äscefairung saiJ particuìar digital tlala itetu name using
said third mappiùg dat¿ì ârld a datâ itern ¡ame of said
palicular data iteû.

135. The nrethod ofclaiù 133 whereiD the data item ùarne
of tìre partic!ìlar data iterD was obtaiûed as på¡Î of dÌe req¡est
iD (A).

136. The mcthod ofclain 133 wlÌerciD thc re$rest in (A)
comprises the data iteû nåme ofthe pafiicùlar dafa item.

137. nre rûethod ofclairìr 133 Íìnher corìrpris¡¡P:
accessinB said at least olìe of tlìe pieces of tlìe pâlicular

data item f¡om at least one ofthe locations ideûtifiedby
lhc infonration providcd in slc¡ O1).


