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I
DAlì\ PROCESSING SYSTIìM USING

SUBSTANTIALLY UNIQUE IDENTIFIERS 1'O
IDENTIFY DATA ITEMS, WHEREBY

IDENTICAL DATA ITEMS IIAVE THE SA.NÍE
IDENTIITf ERS

This is å conlinu ation of application Ser. No.08/425,160,
filed onApr. 11, 1995, whicb was abandoned upon the filing
hereof.

BACKGROUND OF TIIE INVENIION

5,978,'791
-t

objcct-oricotcd progrâmming, locations ln mcmory or on a

Dbysica) devic€, or the like) are always delìned relalive to a

speciâc conlexl. For ioslance, the lìle identifled by â pâr-
liculÂr file name cå¡ o¡Iy be delermined when lhe direclory

5 containi¡g lhe frle (th€ conlext) is knowD. Thc Ale idetti-ûed
by a pathname can be delermined only when the frle syslem
(context) is known. Similarly. lhe addresses in å process
addrcss Ðace, thc kcys iD Â dalabÀse tablc, or domaio Dames
oo a global computer network such as the Inlernel are

10 rûeaningful onl], because they are specifl€d relalivc fo a

context.

1. Field of the Invention In prior art systems for idenlifying daLâ items there is no

fhis in'enrion relâres 1., dara p¡ocessi.g syslems and, *Tï]-t11tfih]::t*een 
lhe datâ nâmes and the dâlå item'

morc pârricurârry. to d¿ì!¿ì proccssios sysr;;"";;;;i; ;;;; ,. T,T-::i',9:l'.1-1lT 'll*.:..1'1:111::1ii"-T:1-'::i::
il€msareiclenrilìedhysubsrântiallyuniqueidenliñerswhich 

r) drncrcnl dala itcms ând lwo drncrcnl dåla n¿mcs rn lne

depeDd on all of rhe dära in rhe ¿ata iLcms inã 
""rv.r 

t¡l sämË Ùunlcxl mäy rele' lo lhe sâme 
'lâlâ 

item

dåta in the data items. ' ln addition, becâùse lbere is no correlation between a data

2. Backsround or rhe rnvention llTj 'T"lI 911-t',::1",::j: 'Pl"-l:.Ï l-!'l:i:?.t:.ôñhm lhâl â Þrven.lãlâ rlem r\ rn lacl lhe one n¿med rrv å
Data proccssing (DP) systcms- compulcrs. nctworks of )0 ,14" n"r". Foiinsrance, io a Dpsysrem, il one processor

compulers, or tbe like, typically ofrer users and ¡rograms requesß thar anolher processor c.leliver a clata ite; B,ith a
vaÌious wâys to idenLify the data in the systems. giien data name, thi requesting processor cannot, in

Users typically identify datå i¡ thedalaprocessingsyslem geDeråI, verify that Lhe cl.ìla deìrvered is Lhe correct datâ
b,\, giving the dala some form of nâme. For example, a (given oDly the name). Therefore jt mây reqìrire furtber
l'?ical operating s)Elcm (OS) on a compùrcr provides a filc r5 processing, lypicålìy on the part of tbe reqìreslor, 10 verity
syslem in whrch data items are named by alphanumeric that the dåtå irem it has obtained is, iD fact, the item it
idcrtificrs. Programs typically ideDtify datâ in lhc dâtâ requesred.
processing sysLem lsing â location or .ìddr€s. For ,:xample, Acommon operalioo in a Dp sysrem is adding a new data
a program may identìfy â record in å ÂIe or dalabase by using irem ro rhe svsiem. when a rew clara ilem is aclded 10 the
a record nùmber which serves lo locale lt - --' '" system, a name can be ¿ssigned lo it only by updåLi0g Lhe

In Âll bul the mosL primìtive operaliDg syslems, ùsers and context iû which namcs arc dcôncd. Thus such systems
programs arc âblc lo crcaLe ancl use collections of named require a centralized mechanism for the managemen! of
data items, úese collections themselves being named by names. Such a mechanism is r€qìrired even in â multi-
jdenli6e¡s. These nâmed collectrons cân rbe0. lhemselves, ,. processi og sysle m lvhendalâ i(emsare creaLcd.ìnd ideDLined
be måde part of olher named coll€clions. For example, an -" at sepårâte processors in disrinct locations, and in which
OS may provide mechânisms 10 group fllcs (dâta items) into rhere is no orher need tbr commu¡ication when dâla il€ms
direclorics (collections). These direclo.ies can then, lhem- are added.
s€lves be mâde part of other directories. A datâ ilem mÂy ln mnoy Llata procassing systems or eDvironments, dala
thus be jclenLilì€d relalive Lo thesc nesteclclireclories using¿ ,.. rlems âre rransfèrrccl between clifferent locations iD the
sequence of names, or a so-called pathoame. rvbich defr-nes '" system. Th.se localions may be processors in lhe datå
a pâth lhrough the directo¡ies to ¡ particulâr daLa item (file p'rocessing system, storage devices, memory, or the like. For
or direclory) ixamplc,ãnô proccssor iray olrtain a dara iícm from another

As ånother exâmple, â dalab¿ìse månâgemenl system may pmcessor or from ân externâl sþrage device, such âs a

groùp datâ reco¡ds (då!a ilems) into tables and th€n group ¿s floppy d¡sk. and may incorporate lhar dåta item iDto ils
th€se tâbles inlo dÂlåbâse files (collections). Tbe cooplete ' sys(em (using thc nâme provided wiLh lhar dâla itcm).
address of any data record can then be specified using lhe- Ilowever, when a processor (or some location) obtains å
dålabâsc frlc name, the table namc, and thc rccord oumbcrof dat¡ item hom anuther locaLion in Lhc Dp system, il ìs

possible tbat this obtained dala item is alread!,present in the
Other examples of idcnlilying dâLa itcms include: identr- ro sysLem (eitber åt lhe location of the processor or ar some

fying lìles ir å netwo.k frle system, ìdenlifying oliects in an other localion accessible by tbe processor) and therefore a

object-oriented databâse, idenliryiûg images in an imagc duplicale of the dala item is created. This siluårior is
d¡tabåse, and identifyioB årticles in a text database. common in â network dâLa processing eDvironment where

In geDoral,lbe lcrms "dalâ" and "data itcm" as used beroiD propnctary software prodùcß årc iostalled ftom floppy disks
refer lo s€quences of bils. Tbus .ì datâ ilem may be lhe 55 onto several processors shariog à common frle s€rver. In
coDtents of a file, a pofion of â frle, a page in memory ân Lhese s,vslems, it is ofleo the case thal the same producl will
object in an objecGorienled progrâm, â digilal message, a be iÐstalled on severâl syslems, so thal several copies of
digital scan¡ed image, a part of a video or aûdio signal, or each frle will reside on tbe common file serv€r-

any otber enLily which can be represented by a sequence of In some data proc€ssing systems in lvhich sevcrål pro-
bits. The le¡m "data processiog" herein rcfers to the pro- 60 cessors are cornected in a nelwork,ooe system isdesignated
cessing of dåta items, and is sometimes depcndcnt on Lhc as a câche s€rvet to mâintâin mâster copics ofdatå items,
type of da1â it€m being processed. For example, a data and other syslems are desigEated ås cache clienls to copy
proccssor for a digital image mây diËer ftom â dâla pro- local copies of the masterdaL¿ items into a local cache o¡ aD

cessor Ior ân åudio sìgnal. as-needed basis. Before using a cached item, a cache client
In all of the prior dâta processi¡g systems the naûcs or 65 mùsl either reload the cached item, l¡e informed of châng€s

idenLifiers provided ro ldentiry datâ items (the dåta items to the cach€d it€m, or conlìrm lh¡l the måster iLem cor.e-
bcing ôles, directories, records in the database, objecls i¡ sponding lo the cached ilem has nol changôd. Irì other words,
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â câche clieol musr syncbroDizc its dala items wilh tbosc on
the cache server. This syncbrooizâlion måy in\rclve reload-
ing dala items onlo llre cache client. The need lo keep lhe
câche synchronized or reload it adds significant overhead to
existing cachiog mecbanisms. 5

In vierv of the above and othcr problcms with prior art
sysLems, it is lbere[ore desirable 1() have å mechânism which
allows eâcb ptocessor in â multiprocessor system to deter-
mine a cornmon and subsLâúLiâlly unique identiÂer for a data
item, ùsing only the data in tbe dala item and not relying on 10

âfìy sort of coûtexl,

It is futher desiråble to bave a mechanism tor reduciog
multiplo copiesofdalâ jtcms in Â data proccssirìg systcm and
to have a mechanism which enables the idenliûcation of
idenlical dåta items so as 10 reduce mulliple copies. 11 js 15

Iurlher desirable to determine whether l\vo inslances oI ¿r

data ilem are in facl the såme dara item, and 10 perform
various other systems' functions ân¿l åpplicâtions oD data
ilems without relying on aDy context information or prop- 

,oe ies of Lhe dâta item.

It is âlso desirÂble to provide such a mechanjsm ir¡ such
a wây âs 1o malie il lraDsparenl to users of thc dâtâ
processiDg systeú, ând it is desirâble thal a single mecha-
nism be used ro âddress eacb of the problems described ,,

SUMMARY OF THE INVENTION

This inveûtion provides, ro a dala processing system, å

method and app¿ìralus for idenhlying a dåLa ilem in (he 
30

system, where the idenlily of the data item depends on all of
ùedâta in the dâlâ ilem âûd ooly on the data in the dala ilem.
Thùs the idenlity of å dâta item is iûdepeûdent of its name,
origiD, Iocadon, address, or other informåtion not derivable
directly from the dalå, and depends only orì tbe dåta ilself. 35

Thjs invcntion fufhcrprovidcs an appa¡a1ùs and â melhod
for determioiog whetber a particular ¿¿la ilem is prese0t in
thc system or at a location in the systcm, by cxåmining only
the dâlâ idenLiti€s ol a plùrality of data ite¡Ìs.

Using lbc melhod or apparatus of thc prcscnl invcotion, 4Lr

the efrciency and integrity of â data processing systèm cån
be improvcd. Thc prcscn! invcnlion imp.oves the design ând
operaLion of a datä slorage syslem, frle sysl€m, relatioriaÌ
database, objecl-oriented dâlabåse, or the like tbat stores a

pluralily of d¿ta items, by malûng possible or improving lh€ 45

design and op€ration of at least some or all of lhe following
features:

the systeû slo¡es åL mos! one copy of any data item ât â

given location, even wheD multiple data namesin rhe system
refer 10 the same contenls; sn

th€ syslem avoids copying datÂ from source Lo desti¡ation
localions wheû the destination locations already hâve the

data;

the sysrc provides rransparent access to any dalå ilem by -.
refcrcncc only lo iß idcntity aod indepeodent of its prcscnt "
location, whether it be locâl, rcmote, or ofÌ'line;

tbe system caches dara ilems liom â server, so lhât only
the most recenlly accessed dala items need be retained;

when the syslem is being used to cache datâ iteñs,60
problems of maintaining câche coDsisLeDcy âre avoided;

the syslem mainr eins â desired level ofredundaDcy ofdala
items in â nelwork of servers, lo protect againsl failure by
eDsuring thâl multþlc copics of the data ilems are pres€nl at
diferert localions in Lhe syslem; ós

tbe system automalically archjves dalâ items as they are

created or modiÂ€d;

4
lbc syslem providcs the sizc, age, and locâtion of groùps

ol data ilems in order to decide whelher they can be safely
removed from â local file system;

the system can efrcienlly record and pres,ene âny coì.
ì€ction of data items;

thc system can cfrcicntly rûåkc â copy of aoy colleclion
of data ilems, to support a version control mechanism for
groups of lhe dâtâ items;

lhe syslem can pùblish data items, allowiDg other, possi-
bly anonymoùs, systems io å oetwork to gaio access to the
dala items and to rely oo the åvâilabilily of the data ilems;

the system caD maiDlain a local invenlory of âll the dåta
items localed on a given removable medium, such âs a

diskerle or CD-ROM, the invenlory is indepeBdent of other
properries of the data items such ås their name, location, and
date of crealion;

lhe syslem allows clos€ly relâted sels of dâta il€ms, such
âs mâtching or coÍespoDding directories oD discon¡ected
compùters, to be periodically resynchronized with one
anotber;

lbe system can vcrify thât data ¡clricvcd from anotber
locatioo is rhe desjred or r€quested datâ, using only the data
idcntiÂer ùsed to retrieve the data;

the sysLem can prove possession ofspeciJìc d¿rlå items by
conlent without disclosing the content of the dala ilems, for
purposes of lâler legâl veriôcaLion and to provide aoonyû¡-
itv;

the systeú rracks possession ofspecifrcdata items accord-
ing lo conlenl by owner, independent o[ Lhe nåme, daLe, or
otber properlies of tbe deta item, ând lracks the ùses of
specific dala ilems and frles by conþnt for åccounting
pufposes.

Othcr objecls, features, aDd characte¡istics of thc prcscnt
inventioo as well ås tbe melhods of operatrorì and lunctions
of the related elemenls of slrucrure, aDd the combination of
pùls ând economies of manufâcture, will become more
apparenl upon consideration of thc following descriplion
and the appended claims wilh retèrence to the accompany-
ing drawiûgs, all of which form a parl of this specifrcâtion.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. f(r¡) aDd 1(b) depicß â typicâl dâta processing
system in whicb â preferred embodiment of the presenl
invcûtion opcratcs;

FIG. 2 depicls a hierârchy of dÂla items stored aL any
location jo such a dala processing systemi

l-lCS. 3-9 depict data stmcl[res used 10 implement an

en1bodiment of the present ùvention; aod

FIGS. 10(a)-28 åre flow charts depicting operation of
varioùs aspecß of tbe preseol ioventioo-

DDTAILED DESCRIPTON OF THE
PRBSENILY PREFERRED EXEMPLARY

EMBODIMENTS

A¡ embodiment oflhe preseot inv€ntion is now described
wirh reference lo a typical data processing systeû 100,
which, $,ith r€fereDce to FIGS- 1(a) and 1(b), includes one
or more processors (or compulers) 102 and various storagc
devices 104 connecled iû some way, for example by a bus
106.

Each processor 102 includes a CPU 108, a memory 110
and one or more local storage devices 112. The CPU 108,
memory 110, and local storâge device 112 may be inlernally
connecled, for example by a bus 114. Eâch processor 102
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may also includc olhcr dcviccs (oot sbown), sùch as a proccssor, a slorôgc dcvicc, a rcmovable slorage mcdiuû
keyboård, a display, a printer, aod the like. (such as a lìopPy diskorcompact disk),or any otl)erplìysical

In a datâ proccssing systom 100, whercin more than one locåtion in the system. The term "local" with respecl Io a

p roccssor 102 is use(lihá t is, in rr multiproccssor sysrem, thc pâ rlicu la r lrocessor 102 refers to Lbe memory and storâge

p.o.".*o -uy be in one of various relationóhips For 5 devjces of lhal parliculår processor'

example, lwo processors 102 mày be io a client/server, In tho following, thc terms "True Name", "dalâ idcntity"
client/client, or a server/server relalionship. These inter- .lDd "dâ!a identifier" reler Lo the subslåolially uoiqùe dåtå
processor relalionships may be dynamic, chaoging depeDd- identifrer for a particular dala ilem. The term "True File"
ing on particuìar situations ard functions. Thus, a particulår refers to the actùâl frle, s€gmeol, or dâta item idenliâed by
proccssor 102 may change ils relatiomhip to other proces- 10 a True Name.
sors as needed, essenti¡rlly selting up a peeGto-peer relation- A nle system tbr a data processiog system 100 is now
ship with other proccssors. Irì å peer-to-peer relâtjonsb¡p, dascribed which is inlendEd to work with ån exjsting opeF
somelimes a particular processor 102 acls as a clienl adrg system by augmenLi¡g some ofthe opcrâling sysrom's
pfocessof, whereas at oth€r times the såme processor âcls as ale managemenl syslem codes, The embodimeo! provided
a server processor- ln other words, there is oo bier¡rchy 15 relies on ihe srandard frle management primitives for åctù-
imposed on or required of processors 102. ally sloring lo åncl retrieving datå items ftom disk, bul uses

In a mültiprocessor sysLem, the prccesso$ 102 may be the mechanisms of the preseo! invention !o reference and

homogeneous or h eletogeneoùs. Fùrther, iD a multiptoc€ssor access thos€ dalâ iÌems.
data processing syslem 100, some or all of-lhe processors 

"^ The processes and mechânisms (servic€s) provrrlecl in this
102rìray be disconnected from lhe nelwork o f processors for t' embodiment are grouped ioto the following caregories:
periods of time. sùch disconneclion mây be part of thc primiLiuc mechanlsmi, operating sysrem áechrirsms,
oormal operalion of thc system 100 or it måy be because a remote mechanisms. backgàuocl michanisms, and ext€nded
particular processo¡ 102 is in need of repair, mechanisms.

wilhjn â data processing syslem 100, the data_may be ,s primitive mechânisms provicle funclamenral capâbilities
orgân¿ed to form â hicrarchy of data storagc elcmcnts. " used to support olhcr mcctanísms. Tbe following primirivc
whereill lower le\.el dnLä storâge el€ments ¿Lre combjned to -echâni;i are .tescribed:
form higher Ievel elemenls. This hierârchv cåo co¡sist of. for
exÂr¡ple, proc€ssors, frr" ,v"t"*., ,"gio*,'àî"iããàl'à^ìå l cxlculåte True Name;

frles, iegmenrs, ancl rhe lìki. For exaÃple, wirh reference to -^ I Assimilale Dala lleûi
FIG. 2,ìhe darâ jtems on a particular pìocessor 102 may be 30 3. New True Fìle;
organized or slruclùred âs a file system 116 which comprises 4. Get True Name from Pålh;
rcgions L17, each of which comprises directffies llE, câch 5. Link path lo Truc Nåme;
of wbich can ¡;oorain orher dircctories I l8 or files 120. Each
flle 120 bcing macre ùp or on" o. *o." a"io iåfilioö. .. ó Reålizc'TruÈ Filc from l¡câtion:

lrì a lypicat data processing sysrom, somc or-ull of these 
J5 7 I-ocale Renole File;

elementiìa¡ be nam"d by usin given certain implementa- 8 Mâke Truc Filc Locâl;

tion specilìc nâming convenlions,lbe name (orpathname) of 9. Create Scratch File;
an elemeûl being ¡elative to a conl€xt. In lhe contexl of â 10. Freeze Dircctory;
dala processing system 100, a pathname is fully specified by qu ll. Expand Frozeû Directory;
a processor name, a filesystem nåme, a sequence oI zeroor 12. DeieLe True File;

ffii"'äîiH T",ï::'i1i*i'"Li:i:'iiå':l;:''å1i': 13 process--oudi, F'e Enrrv;

"*"."ga"ns 
L)2, cannot be named by uscrs.) 14 Begin Grooming;

In other words, a file system 116 is a collection of o. 15 Selecl For Rcmovâl; ånd

dj¡ec(o¡ìes 118. ,4. directory 118 is ã coüection of Damed liles 16 End Grooûing.
120-lrorh darâ frles 120 and other drrecrory fiIes 118.4fr1e Operating systcm mcchånisms provide typical f¿tmiliar

120 is a Damed data item which is eitber a datâ frle (which frìe system meclìanisûrs, while mâintaining the data s{ruc-

mây be simple or compoù¡d) or a directory file 118. A tures rcqri¡ed lo ofrer the mecbånisms of the prqsenl inven-

simplc flIe 120 co¡sisti of a singlc data segmenl 122. A {o tion. OperaLing sysLcm mechånisms åredesigned loâugmenl

compound ñle 120 consisß of a seqùence of datâ segmenls 
' existing operating systcrns, and in this way to make the

122. A dala segment 122 is a 6-.(ed seqùence of bytes. A¡ prese¡t invention compaLible wilh, and generaÌly trânspârent
jmpoftafìt pfoperty of any data segmenl is its size, the ro, existing âpplicâlions. The following operating system

number of byles in the sequence. mechanisms ãrc dcscribcd:

A single processor 102 ûay åccess oDe or mo(e flle 5s 1. Open File;
systems 116, ând â single storage devjce 104 may contain 2. Close File;
one or more file syslems I16, or poí ions of ¿ file syslem I16. LReadfile;oneormorehìesyslemsllÓ,orpolronsol¿hlesyslem llO. L Read file:
For insLaDcc. a 6lc system 116 may spao sevcral sloragc ¿. Wrire Filet
devices 104

tn order to implemenr conlrols in å file system, file sysrem 60 5 DeþleTil€ "t^?l:::tî'
116 may b€ diviàed into disrinct regions, ,vheã;h;";"; -" 

I !:oy Fjle or Directory;

is a unii of managemenr alcl contrðI. A region coosirs;f a T Move File or Diectory;
given directory 118 and is identified by the pâlhname (user 8. Get File Status; âtd
dcflned) of the direclo.y. 9. Get Files in Directory

In tbe following, the rerm "location", with respecl to a ó5 Remole mechanisms are used by Lhe oPe.a(ing syslem in

dala processing system 100, refers to åny of a particular responding 10 rcquests from other processors. These mecha-

processor 102 in the syslem, a memory of a particular nisrils enable the capabililies of the presenl i¡ventiorì in a
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remote mechanisms are described:

I-ocatc Truc File;
Reserve True File;
Reqùest Tme File;
Relùe T e File;
Cancel Reservation;

6, Acquire True File;
7. I-ock Cache;

8. Update Cache; å

9. Check Expiration Date
BackgrouDd mechånisms âre inlended to run occasionâlly

aDd al a Io\\' priority. These provide automated management
capabililies with respect to tbe presenl invention. The tbl-
lov¡iDg background mechåDisßs are descnbed:

1. Mirror True File;
2. Groom Region;
3. Check for Expired l-inks; ând

4. Verify Region; and

5. Groom Source List.
ExteDded mcchânisms run wilhin applicatioû programs

over tho operatiog system. Thes€ m€cbånisms provide sohr-

dons 10 speciÂc problems ând âpplicalions The following
extended mechånisms are described:

Inventory Existrng Direclory;
Invcntory Rcmovable, Read-onJy Filcs;
Synchronize directories;
PublÈh Region;

5,918,191
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Thc following 100. Howcvcr, thcy cân also be sbared by pìaci¡g thcm on
a remote, shared file server (for inshnce, in a locål âreâ

oelwork of mâcbines). lD order lo accomúodåte sharing datâ
slruclurcs, il is neccss¡ìry lhat lhe processors acccssing tbe

5 sbared database use lhe appropriâte lockog techniques lo
eûsure Lhå! changes to lhe shared database do nol iDlerfere
with one another bul are appropriately serialized. These
locking techDiqucs âJe wclluûderstood by ordina¡ily ski ed

lìrogråmmcrs of dislribuled anllicâl ions.
10 It is somer iDes desirable to allow some regions to be local

to a pårticular proccssor 102 and other regions to be shårcd
âmoog processors 102. (Recall thal â region is a unit of 6le
systeû mânagement and coDlrol consisting of å giveo direc-
tory identified by the päliìûame of ¿he direclory.) In Lhe case

15 of locaÌ and sharcd regions, there would be bolh local and

shared versio ns of eâch dâtåsLructure. Simple changeslo the
processes described below must be mâde to ensure that
appropriâLc dåla slruclures are selccrcd for a givcn operalion.

'l-tìe local direclory exleDsions (LDE) lable 124 is â dåL.r

20 slructure which provides inforf¡âtio¡ about frles 120 and
direclories l1t in lhe data processing system 100.'lhe local
directory extensions lable 124 is i¡dexed lry a pathoame or
coDloxtual nâmc (lhat is, a user provided naûre) of a frlc and

includes the Tme Name for most flles. The informalion in
25 local directory extension labìe 124 is in additioo to that

provided by the nalive ûle syslem of the operåting syslem.

The Tme File regisry (TFR) 126 ìs a dala store for listing
actual dalâ ilemswhich have True Names, bolh frles 120 ând

sogments 122. When such då1â itcms occur in the True File
30 registry 126 they are known âs True Files. Tru€ Files are

rdenlilìcd i¡'lÌu€ File regislry 126 by lheir'frue Names or
idenlities. The lable True File r€gistry 126 also slores
localion, dependeæy, åncl migralion informalion about True
Files.

5. Retire Directory;
6. Realize Directory at location;
7. Verify True File;
8. Track for accounting purpos€s; atd 35

9. Iiâck for licensing pürposes.
The ñle system herei¡ descril¡ed maintâins sumcienl

iDformalion lo provide a vâriety of mechanßrns nol ordi-
nårily offered by an operating system, some of which are

listcd and described here. Varioùs proccssing pcrformed by 40

rhrs embodimerìt of the presenl invention will oow be

described in grcâþr delåil.
ln some embodirnents, some files l20rn ¿ì data processing

system 100 do not have True Names because they hâve beerì

recenlly received or creâ{ed ol úodilìed, aod thus their T¡ue
Names have not yel been cofnpuled. Afrle that does not yet
have a Tme Name is called â scratch file. The process of
assigning a Tûe Narne 1o å file is referrÈd to as assimilâlion,
and is dcscribed later Nole thÂt a sc¡ålch Êlc may bave â

user provided name.

The region labl€ (R'l) 128 defnes areas iD the network
sloråge which are to be maoâged sepårÂlely. Region tåble

128 defrnes the rules for access 10 a¡d r¡igrålion of âles 120
¿moog various regio¡s wilh the locâl file system 116 and

remole p€er file syslems,
The source latrle (ST) 130 is â lisl of the sources of True

Files other thån the currenl True File registry 126. The
source table 130 include.s rcrnovâble volumes ånd remole
processors.

The åùdit file (AÐ f32 is â lisl of records indicâting
4s changes Lo be made in locaì or remote flles, these cbånges 1c)

be processcd in bâckground.
The accouDhng Ìog (AL) 134 ís a log of file trânsaclions

used to create accounling iDformalion in a manner whicb
prcscrvcs rhc iclcorily of files being lrâckcd iDdcpctdcol o[

5u Lheir name 0r loc¿rtion.
Sorne of lhe processing performed by the prese¡l inve¡- The liceose rable (LT) 136 is a râble idenrifyi¡g Êles,

lioncaDtakeplâc€inabackgroundmodeoronâdcläyedùr which may only Ue useâ Uy licensed uscrs, in a Ãan¡er
as-needed basis. This background processing is used .1o inclependeár of íreir name oriocaLion, an¿l th€ users licensecl
determire inlormåtioD lhal is not rmmediâLely required by r. ,,i" l¡.-
the system or which may never be required. As aD exâmple, 55

ir some cases a scratch file is being chânged at a rate grealer Dehiled DescriÐtions of the Data Slrucrures
thân the rate at whicb il is useful 1C) determine itsTrue Name.
In these cÂses, determiniDg the True Name of the file cå¡ be lhe followiDg 1âble sümm¿rirrc,s lhe frelds o[ an local
postponed or performed in Lhe bâckground. direclory extensions lable entry, as illustrâled by record 138
Dala Stmctures 60 iû FIC. 3.

'Ihe following dâ1â sLruclures, stored in memory 110 of
oDe of more processoß 102 are used to implemeot the
mechanisms described herein The dâla struclur€s cao be

local to eacb pÍocess.ìr 102 of the system 100, or they can

reside on only some of the processors 102. 65

The data slructuras descrìbed are assumed to resrde on

rndividual peer processors 102 in the dâlå processing syslem

Reeion ID idcntiÂcs rhc rcsion i¡ shich thi¡ ñlc ù

rhe user p¡ovided naFe or coDrertùÉl rane
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-continued

10
.coDLinued

T)?e

File ID

sate nâe

ol rhe ñlc or dtredort 
'ehtive 

ro rhe

rccio¡ in whicb ¡ occuß-
the @ñputed True Nane or rd€nrLty ot the

ñl€ or diúctory TÌis Tn¡e Name is nol
aìways ùp rb darc, a¡d ¡ is *t to a

specinl ølue whe¡ i ñle is BodiÊed rnd
is laÈr æcoñpùted ¡n tbc back8¡où¡d.
indicârs eh€Lher Lhe frle is r <lâla ñle

rhe physicaì ìo€Liô¡ ol the Âle ia the
Alc syslcfi, wlc¡ ro TEe Narc bas beetr
c¿lcùlâGd for the ile. Às rored abowe,

iùch a ô1. is caìled a scrarc¡ Êle.

rù€ lar acæss tine lo this nle, Il lhis
ñlc ìs å drccrory, rbis is the last
aces liric to any ñle i! the dnedory.
Lbe time of h$ change olthis nle. If
th¡ ñlc ¡ â dirêctory Lbis is Lhc lasL

úodincrrior tine oi ûny Âl€ in thc

irdicates rh¡t ihis frle (and, f this Rle
is a dùectory all ol ils subordirât
ôìeÐ have been bâcled up on some othe!
systcñ, and il is thcÌcforc sfc to lcnove

ird¡c¡tes wh¿rher ¡ ñle is lockêd, thdt
is, it is being lrodiôed by Lhe Iocal pro
cesoÌ or â renoþ Proæsor odìy one
pfoc¿sof ûay Nodif) a Âle ar a tinre.
the tuU size ol Lhk direcrory (inclùding
¡ll subo¡dinare Âlet. ilall Âhs i¡ ir
ser€ tuUv cr?anded ând duplicated. For a

lìlc Lh¡l is not ù dircctory tbú is Ìhc
size ot lhc âcluâlTrue Filc.
Ìhc idcnrily of rhe user who owß t¡is
nle, tor accoùnLing a¡d Iiætrs€ LEc\ine

unddlyine oped'ion systen The
Truc File ID is absc¡r if rlr
ãcLual lìlc is not curcntly
Pfese ar rlE cùücnt location.
nunber ot orhr reco¡ds on lhis

P¡Õceso¡ ehich identify tbis Trur

,4 region table 128, specified by a directory pathnaûe,
records slorage poLicies which allow files in the ûle system
ro be stored, accessed and migraled in drfferent wåys.
Slorage polici€s are programmed in a cooñgurable way
using â set of rules described beÌow.

Each region tabl€ record 142 of region table 128 includes
the Êelds describcd in thc following tablc (wilb refcrcnce to
FrG. s):

Eâch rccord of thc True File regislry 126 has thc frclds
shown in the True File registry record 1¿10 in FIG.4. The
True File registry 126 consists of the datâbase described io
úc table boÌow as well as lhe acluâl Truc Filcs idontiÊed by
rhe Tnre Fil¿ lDs below'

Region ID imemuy ed ide¡tiñer ior lhis
region

ReeioD nìc syren fìlc syslem on r[c loel pDcessor ol
sùich lhis ¡cgion is a pân.

R€gion p Lbname paLhnâmc ¡elàLive to thc region filc
slrem wbich denñes rhe loc¡tioñ Õr
Lhis rcgio¡. The ßSron @nsisLs of
dll ñìes rnd diEctoriq subordinnle

'o 
rhi\ pdhn¡de. cxcepr rro* in .

rcgion .-bo'oi¡¡te ro !his ,eeion
Mirror prccesso(s) zcto or note idcnriÂetr olpræesoÌs

shich are to teep mir¡o¡ or ãrcùiwal
copi€s ofâl¡ Âlcs in the currcnt
region. MulriPìc mitror P¡ocessors
cin be denned lo icrñ r mir bt 91111

lvirro, dupìicarion nunbs ot copics ol e¡ch Âle ir rhis
region rh¡Ì shoùìd ùe rcbined in ¡
nìirror 8roup.
sÞecines wheúer this resion is local
lo ¿ srngle p¡ocesoÌ 102, shar€d by
seveúlp¡oessoß 102 (if, fo¡
i¡slâr@. it ¡esids or a slúEd île
6crycr), o! nanãged by ¿ ÉúoLe

Lhc nigntio! policy to applt to this
regiôn A sirel¿ reeiÕn ñrghl
paricipare in seve¡alpolici6. TlE
poìicrs rrc ß follos þâÉnete's ir
bÉcleß arê speciñed ãs pan of thc

Poricyì:
¡cBion is a ecbed weßion forr

.cBion i¡ a m€mbcr ola nrirror sct
delì¡ed br lpúeso¡ ID]
rceiôn is ro bc archivcd on

regiôb is þ be backed up locâlly,
by plâcirg rcw coP¡ês tu keeion
ID].
rcgion is ¡ad ody and nay trot b€

reBior is pùblis!èd a¡d erpiÍes o¡
Idâre]
Filcs in ¡his rceion should bc

Trùe Nade compùrcd Tru€ Nâúe or identity of
lhe nÞ.

CompEsed coúpresed veßior of'he True Fìe
¡ile lD úây be rored i¡steaded of, or in

add¡ion to, aú lnconp¡e$cd
veßion. Tìis ñeìd provides the
idenLity oi LLe acrùd
rcpÉsenotio¡ of rhe comP¡esed
veßion ol thê ñlc.

G¡oonring renbdve courr ol how úã¡y
deþrc coùnÌ Ìcf€¡ctrc€s bave been selèctcd L,

deleliod du¡i¡B a eooning
op€Ìalion.

Timè .aìrst nosL ¡cccnL dlLe ând liñc Lhe

conrc¡r oi this ñle ks âc@scd.
ExpiÞlon date and r¡ñe aflor whrcl rl]is 6le

õiy be deleted by thi, seder
DeFe¡den! præesor IDs of oth€r p¡Gessoß
p¡ocesos *hich co Àil refe¡eræs to rhis

Îrue Fil¿
source IDs scuÉe ID(s) o¡æ¡o o¡ nore

sourca fom whrcù this 6le or
daià iteû nay be ¡etriewed.

Tn,c File ID idcn,ny or disl loÕrion of rhc
aclüal pbtsiøl rep¡€sentÂliotr of
lhc Âlc o¡ Âlc scenc . It is
sùeEci€br to ùse a ñl€¡ane i¡ tìte
æeisrotion dlecrory oi the

A source table 130 identi6es a source location for True
Files. The source (able 130 is âlso used lo idendry clienf
processofs making resefvaliofrs on the cùúenl processor.

Eacb soürce record 1,14 of the source table 130 i¡cludes the
fields sùmmarized in the following tabÌe, wilh reference to
FIG.6:
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souræ ID irternôl iden¡ifier ùsd to iderrity ¡
pa¡tiolar soure.
ttpe ol soùrcc læalion:

typ. Rcnovôble SrorâCc volunìe

True Nanre Tne Nine olt dala ilc6 subj€d ¡o
licènsc v¡lidatio¡

liceNe identity ota user âurho¡ized ro have
ãccss ro rhis objccl

The âùdit flle 132 ß .ì table oI events orclered by
limeslamp, eâch record 146 in audil flle 132 including lhc
lields summarizcd in the Lòllowing table (wilh reference to
Frc.7):

Clie¡L
includes irforñrariÒn aborr lhc riBhls
of rhis prócesor, such ao wherhcr n
côr asl rhc lool proc.sor ¡o rore

mcasuicDrcn¡ oi thc bandwidtb, cosr,
and reliaùility or Lhe con¡ectior lo
this soùrce olTrue Files, TÏe avtiì-
ability is uscd ro Á€l€ct fron anong
seveÞl po$ible soù¡æs.
inlornrario¡ on ho* the lôcâìprocesso¡
is lo a@c$ the souræ. Tltb úây be,

for cxaDplc, ihe nônc ola removabl€
sLorage voluûe, or the Proceso¡ ID
and rcgio¡ paLh or a rcgion on â

Each r€cord 148 of the accoünting log 134 records an

event which may lâler be used lo provide ioformation lor
billing mechanisms. Each âccounting log enlry record 148
i¡cludes at lcåst thc i¡formatioE $rmmârizcd in the follow-
ing table, wilh reference 10 FIG. 8:

Various oúet dâtÀ structures are employed on some or all
10 of the processors 102 in lbe datÂ processing syslem 100,

Each processor 102 bas a global freeze lock (GFL) 152
(FIG. 1), which is ùsed to prevent synchronizatioD errors
q.hen a directory is frozen or copied . A¡y processor 102 may
include a special archive direclory (SAD) 154 into which

ls directories may be copied for the pìrrposes of archival. 
^nyprocessor 102 måy include aspecial rú€dia directory (SMD)

156, into which 1be directo.ies of removable volùmes are

sLored to form a media inventory. Eåch processor has å

grooming lock 158. whjch is set dur¡Dg a grooming opera-
20 tion. During this period the grooming delete coù¡1 of Tru€

File regislry cntrics 140 is active, and no True Files should
be deleted until grooming is complete.I¡r'hile groomiog is in
effect, grooming informâtioD includes a lable of pathnâmes
selected for deletion, and keeps lrack of tbe amounl ofspace

2s rhat would be freed if all of the lìl€s were del€ted.
Primirive Mechânisms

The frrsl of the mechanisms provided by the presenl

inve¡lion, primitivc mcchanisms, are now dcscribed. The
mechanisms described here depend on underliDg data ûât-

30 agcmcnt mechanisms to crcatc, copy, read, and deletc data
items in the True Fil€ registry 126, as identified by a Trù€
File ID. This support may be provided by Àrl ù¡derlyiDg
operÂtirg systcm or disk slorage mânåger.

The following primitive mechaoisms äre described:
35 

1. CaÌculate True Name;

2. Assimilate Data llem;
3. New True File;
4. Get lÌue Name from Pâtb;

5. Link Path 10 True Name;

6. Realize True File from Location;
7. [-oca!e Remole File;
8. Make True Fil€ I¡cal;
9. Create Scratcb File;
10. Freeze Directory;
11. Expand Frozen Directory;

12. Delele Truc Filc;
i3. Process Audit File Enlry;
14. Begin Grooming;
15. Select For Removal; and

I6. End Grooming.
l. Calculale True Name

A I'rue Name is compìrLecl using a funcLion, MD, which
reduces a dat¿ì block B of arbitråry length to a relalively
smâll, frxcd sizc idenlili€r, the Îùc Nåme ofthe data block,
such lhat the True Name of the data block is vûtually
guarântccd !o ¡epreseol thc data block B and only data block
B,

Tbe funclioD MD must h¡ve the following properLies:

1. The domain of the tuoclioo MD is lhe set of all data
ilems. The range of the fuDction MD is the set of True
Names-

2. The fuDction MD must lake a dåtâ ilcm of årbitrary
lenglh and reduce it to aD rnleger valùe ìn the range 0
to N-1, where N is the cardinality of the set of True

pdh ol rÞ fie i¡ qusLion.
whcLhcr Lhc ñìc was crcâred, rc¡d-
F r€Ã, copied or d¿lctcd.
specifres *leth¿r Lhc aôùrcc is a Âìe

P¡oce$or lD ID ol the reûote P¡ocessor SeneÉling
thls èveir (if ¡o' local).

Tinsllnp riñe rnd date Âle was closd (regùircd
oDl),for acco5c"d modiÉcd ñles,

Patl¡anc Namc of the lLlc (rcquir€d only lo¡
Ûa11e)

T¡ue Nane compùted lue N¿mc or rhe ,ìlc. This is

ùscd by rcmotc s)steñs lo mirror cha¡8cs
to tbe direclory ard is Âlled i¡ duri¡g
baclgrcund procesi¡8.

dare ¡¡d rime oi thß loC eñi:

Errry rÞes include cÉâÉ fle,
dclcrc Âlc. a¡d rÉnsóir ôlc
Trùe Nam€ of dala ilcn i¡ question
idcnrily oirhe u*r rcspo¡sibìc for

Eåch record 150 of lhe lìceose ¡able 136 records a

relationship betlveen a licensable data ilem ând the us€r

Iicansed to hâ\.e access 10 it. Each license lable record 150
includes the informalioo summarized io the following lable,
wilb reference to ¡IG. 9:
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Namcs. 'fhål is, for an arbitrary lcnglh dala block B, A mcchånism tbr câlculating a Tfue Namc givcn a data

O=MD(B)=N. item is now described, wilh referenc€ lo FICS 10(d) and

J. 'Ihe resulls ol N4D(B) musl be eveDly and rândomly l0(b)
clislributed ovcr rhe' ánge of N, in juch a way rhit A s¡mple dalî item js â ¿lâr;ì irem r¡r'hose size is less thâo

simple or regrlÂr chaoge! fo B arl virrually guarinreed 5 a pålicular given size (whjch müst be defrned in each

o p'.oau"" u-aln"."nrialue of MD(B). ' ' pa¡ticular implementarion of the invention). To deLermine

4. It ;ùsr be computatioûally diñcult 10 frDd a differenl the True Name of ã simple dålå item, ù'r'h reference to FIG.

va]ueB,suchlbatMD(B)=MD(B)'.'10(n),ñrstcomPuletheMDfunction(describcdabove)on
s. rhe tuDcrion MD(B) mür be encieorry colll,Í:" 

_^ :::"r,ilïåii[:,i:;i,?fÌ!Tä,tÍ,ì#lÊl*Tiiilt;
Afamily of ñ.rncrions wirh rhe above properie:.1: !!: r0 

iäàr'sl-r+l. nãl"i"liíng 160--_bit value isrhcTrucName of
so.called messåge d igest tu oclions. wh ich ar€ used in drgi¡âl ì¡"'åi¡loÈ ã",i ¡"..
s€curity syslems as techniques for authentifi-catiot__of data. Àcãilpoun¿ ¿ata it"m is ooe wbose siz_e is greater than
These tunctions (or algorilhrns) include MD4. MD5, and lhe partrc;Lr given size of a simple dara ìtem- Iõ <Ìetermine
StlA the True Name of an arbitrary (simple or compoùnd) data

In the prcsently prcferred embodjrEcnls, either MDs or r5 item, with reference toFIG. 10(ó), first determine ifthe dåtâ
SHA is emptoyed as the basis for the compulalion o[ True item is ä simple or a compound d.rta item (SLep 5216). lf Lhe

Namcs. Whichover of lhesc two message digest functioos is dâta ileû is a simple dåra ilem, theo compule ils True Nåme

employed, lhat same funclion rûxst be employed on a iD step 5218 (usin8 steps 5212 and S2l4 described abovc).
system-wid€ basjs. otherwise partitiot tbe data item inlo segmenls (Sl€P 5220)

lt is impossible to defloe a function having a udqùe 20 ând âssimil¿ì{e each segmenl (Srep 5222) (lhe primitive

output for;ach possibl€ input when the number õfelements ûechanism, Assirnilâte a Data Item, is descrìbed below),

tn th" ."og" of the fuEction is smaller lban the number of compì¡tiog the True Name of the segment. Then create ân

elements in its domain. However, a cruciâl obs€rvatior is i¡di¡ect block consisling of the compuled segmenl Tnre

rhâl the actuâl ¿lâla itcms tbat will bc cncoùotered ir the NaÛles (Slcp 5224). A¡ indircct block is a dâ14 itcm whicb

operalioD o[ åny system embod¡ng this invention lorm â 25 consists o[ the sequeDce oI True Nåmes o[ thc segmenls

vãr1, sparse subset of all the possible iDpuls. Then, in step 5226, assimilate the iodirecl block and com-

Á c;tliding ser ol dârrL irems is defrne¡l as ä sel wherein, puLe its True Nâmc. FinâIly, ¡epläce lhc Iìnal tbirly-Lwo(Ð
for on" or rñore pairs x and y in the se!, MD(x)=MD(y) bits of lhe resulting True Nâme (lhat is' the lenglh of the

Since â funcLion conforming to the requiremeDts for MD indirect block) by the length modulo 32 of lhe compound

mùsr evenly and randomly dislribute its outputs, it is 30 data item (SLep 5228). The resùlt is lhe True Name of the

possible, by mâking thc raDge of the fu¡cLion large enough, compolìnd datâ ilem.
to mak€ tlre probåbiliLy arbitra.ily small that actual inputs Note that the compound dâta ilem may be so large thal Lhe

encountcrccl lD the operâlion of an eobodimcnt of this indirect block of scgmcnt True Namcs is ilself a compoùnd

lnventio¡ wilÌ form a colli<1ing set. dåla ilem. In this case the mechanism is invoked recursivcly

To rcugbly qìrântify tbe probability of å collision, Àssume 35 uûlil only simPle data iteûs are being Process€d
lhat there are no mo¡e than 23o sLorage devices in the world, tsolh tbe use of segEeots â¡ld the altachment ol a lenglh

¿rnd thår eåcb storage device bas ao average of at mosr 224 (o thc True Name åre not strictly requir€d jo a sysLem using

difürent data iteûs. Then lhere are ât mosa250 dalr ilems in rhe presenl ioventioD, but are currently considered desirâbl€

lhe world. If the outpuLs of MD range belween 0 and 21æ, feâtu.es in the preferred embod¡ment

it can bc dcmonslrated lhâl thc probabilily of a collision is .10 2. Assimilale Dâla ltcm
approximat€ly I jn 22e. Details on tbe derjvation of úese A mechanism for assimilâliog a data item (scratch file or
p.åbrbiliry uálu"r 

"." 
fou¡d, for examplc, in P Flajolet and segmerìt) inlo â flle systern, givcn tbc scralch ñlc lD of thc

Á. V. O,tlyrtu, "Rândom Mapping Stâtistics," ¿¿cl¡rr" data iLem, is oow described wilh rclerence to FIG. 11 The

Notes in Conputer Scie ce 434: Advinêes m Cryptology- purpose of lhis mechanism ls 10 âdd a given dalâ itern lo th€

Euroctypt '89 Proceedings, Springer-Verlâg, pp. 329-354. as 'lrue l-ile regislry 126. If the data llern âlready exists rn the

Note that for some less-pr€ferred embodimenß of the True File registry 126, this will be discovered and used

pr€seot inveûtion, lower probabiliries of uniçeDess may bc during this process, and the duplicåle will be eliûinâted
ãcceptabte, depending on the tlpes of åpplicalions and Thereby the system stores a1 mosl one copy of any dala

mecúanisms uscd. In somc embodime¡ts ir may also be itcm or file by contcn!, cvcn whcn mulLiplc nam€s refer 10

ùs€fxl to hâve more tbao one level of True Naml}s, with 50 thc s¡rme conlenr'
some ofthe True Names having different degre€s ofunique- First, determine the Îu€ Nåme of lhe dala ilem corre-

ness. l[ such a scheme is implemeDted, il is necessary to spoDding 1() lbc gìve¡ scr¿tch F_ile lD using the CalcùÌ¿ìle

ensure lhå! less uniqre l'rue Names are nolpropagåted i¡ the True Nameprimitive mechanism (Step5230)- Next,Iook for
system. ao enlry for lhe True Name in the Trùe File regislry 126

While the invention is describe-d herein using only the 55 (Step 5232) ånd delermloe whether a True Name entry,

True Name of a data ilern as the i¿leDtilìer fot the dålå item, record 140, exisß in the True File regislrt' 126 If lhe enlry

other pr€ferr€d emboclimeols use tagged, t)?ed, cat€gorized ¡ecord includes a cor¡espooding Trù€ File ID or compressed

or claisified ¿lâta irems and use a crcrDbinalion of both the file ID (Step 5237), deleìe tbe flle witb the scralcb File lD
Tme Nâme and the tåg, typc, câLegorv or cl.rss of the datå (Step 5238). Otherwise slore the grven True File ID in lhe

item as âri identiÂer. Examples of such categorizations are 60 entry record (slep 5239).
frles, directories, and segments; executable flles aDd datâ lf il is delermined (in slep 5232) thât no'frue Name entry

flles, and rhe like. Examples of classes are classes ofobjecls exists in the True File regislry 126, ùen, in Step 5236, cre¿te

in an object-oriented ststem In sììch â system, a lower anewentry in the True File regislry 126 tbr tbisTnìeName-
degree of True Nâme ùniqueness is acceptable over the Set the True Name of Lhe enlry 1() the calculated True Name,

enlire universe ofdata items, as long as sufrcient uniqueness 65 set theuse couot fot the newentry toone, store the given

is provided per calegory of data items. This is becaus€ the True File ID in the entry aod s€t the other nelds of the entry

tags provide an additional Jevel of uniqueness. as âppropriate
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Becâusc tbis proccdurc måy lake somo time to compùtc, rccord 140 of thc co¡rcspooding fruc Name; ootc whclbcr
it is intended 1() run in bâckground afler a ñle has ceâsed to the eotry is a dir€ctory by reâdi¡g the True File to see if it
change. Io lbe meånlime,lhe Êle is considered an u¡assimi- contains a tag (magic nùmber) indicating lhat it represeots a

lated scrâtch frÌe.
3 New True File

backgroùnd mechanjsm (Step 5248).
4. Get True Nâme tom Påtb

tìozen di¡ectory (sce also rhe d€scription of lhe Freeze
5 Direclory primiliv€ mechanism regarding lhe tag); and com.

File regis!ry 126 (Step S27O. (lf the frle receiv€d was
comprcssed, enlcr the Truc Filc ID in the compressedFile ID

The New True File process is invoked when processing pute ånd set lhe other lìelds of the Ìocal directory extensions
the audil frl€ 132, some tjme after â True File hås been appropriately. For instå¡ce, s€arch the regìon table 128 to
assimilated (üsiDg the Assirnitate DÂra Item priúitive identify lhe region of thc patb, aûd sct thc lime oflasl access

mechanism). Giverì â locål dir€ctory extensioos table entry and time of lasl modification to the clrrrent lime.
record 138 in the local direcrory extensioDs table 124, the t0 6. Realize True File from I-ocation
New True Fìle process cån provide the following sleps (wilh 'lìis mechånism is used to lry 10 make a locâÌ copy of â

reference 10 FIG. 12), depending on how the locâl processor True File, given ils Tme Name ând the nâûe of a source
is conflguredì location (processo¡ or media) thât may contain the True File.

Firsl, in step Sæ8, exâmi¡e the local directory extensioos This mechanisnr is now described with refereDce to FIG. 15.
lablo entry record 138 to dctcrminc whethor the âle is locked 15 First, in stcp 5272, dctcrmine whether the location speci-
by acache serve¡.Ifthe lìle is locked, tbeo add the ID ofthe fied is a processor If it is delermiried thât tbe locatioo
cachc scrver to the dependent proccssor lisl of the Truc Filc spccificd is a processor, thon send a Rcqùcst True Filc
registry l¿ìble 126, aDd then send a messâge Lo lh€ cache message (usiDg the RcquqstTrue File remole mechânism) to
server to updale the cache of the cùreDtprocessor ùsing the the remole processor and wâit for a response (Step 5274).If
Updale Cache reûote mechanism (Step 242) 20 a negative response is received or no respoose is received

If desied, compress tbe True File (Step 5246), and, if afLer a timeout period, this mechanism fails. If a positive
desired, mirror the True File lsiDg the Mjrror Tme File respons€ is received, enler the True File retumed in lhe True

fhe True Name oI å ûle cân be ùs€d to icle¡lify a nle by 2s lìeÌd.)
conlents, to coDfrrm that a 1ìle matches ils original conlents, If, on the otber hand, it is determined in step 5272 that the
or to compare lwo frles.'lhe mechanism 1(l geL a liuc Name locâtioD specilìed is nol a processor, thst, il necessary,

given the pathnarne of å file is now descrìbed wirh .eference requcst lhe us€r or operator lo mou¡! lhe indicated voìüme
ro FlC. 13. (SLep S27t). Then (Slep S2E0) fir¡d the indicaled frle on the

First, searcb the local directory exLe¡sions tâble 124 for 30 giveo volume and assimilate the frle ìrsing the Assimilate
the entry record 138 wilh the given pathname (Step 5250). Data Item primilive mechanism. If tbe volÌìme does Dot

If the pathname is not foùnd, this procoss fails ånd no True contain a True File regislry 126, sea.ch the media inventory
Name corrcspo¡ding to rbe given pathnâmc cxjsts. Ncxt, Lo find the path of lhe ûle on lhe volùmc. If no sucb frlc cån

deLermine whether the local djreclory extensions tabÌe cnlry be fouDd, thÈ mechanism fails.
record 138 includes âTrue Name (Slep 5252), and ifso, the 35 A1úispoin!, whether or not the location is determined (io
mechanism's lâsk is complete. Otheru.is€, delermine srep 5272) lo be Â processor, ifdesired, verify the Trùe l,ile
whether the local di¡ectory exlensions table entry record 138 (in step 5282).
identifies a direclory (Slep 5254), and if so, teeze lhe 7. Locate Remole File
dnecþry (Step 5256) (the pdrnitive mechanism Freeze This mechanism alìows a processor to locate a flle or data
Di(ectory is dcscribcd below). 40 ilcm from å remole sourcc of True Files, when â spccifrc

Otherwise, in step 5258, assimilale the file (using the sourc€ isùûkrìown orunavailable. Achent proc€'ssor system
Assimilale Dala ltem pnmitivc mcchârìísm) dcfrned by the may ask one of scvcral or man,\, sources whelher it can
File ID freld to generate ils -lìue Name ând store ils True supply a datä objecL wilh a giv€n'lÌue Name. 'l-tre steps to

Nåme in the local directory extensions entry record. Then perform this mecbanism are as follows (with reference lo
relìrrn lhe 'l'rue Nâme identifred by tbe local direclory as tlGS. 16(a) âDd 16(å).
exleDsions labÌe 124. The cljônt p¡oc€ssor 102 ùses the source table 145 lo
5. Link Path to Trùe Nâme selecl oDe or more source processors (Slep S2E4). If Do

The mechanism lo liok a palh to â True Name provides å source processor can be foünd, the mechanism fsils Next,
way of clcating å new directory eDtry record identifying ao rhc clicnt proccssor 102 broadcasls to the selected sourccs a

exisling, assimil.rt€d filc. This basic process may b€ used to so request lo locâle Lhe ûle with lhe given True Name using the

copf move, and renåûe files without å need to copy their Loc¿te True File remote mechaûism (Step 5286). The
co¡tenLs. The mechanism lo IiDk a palb lo ä 'I'rue Name is request lo locate may be aìrgm€nled by asking to propagåLe

Dow described witb reference 10 FIG. 14 rhis reqùest to dislant serveß. The clieDt processor then
Fißl, ifdesired, conlìrm that tbe True Name exists localiy waits lor one or more servers Lo ¡espond posilively (Step

by searching for it in the True Name registry or local 55 5288). Afler ali servers respond ûegatively, or after a limeoùl
direclory extensions tâble 135(Steps260). Mostusesollhis period with no posilive response, the mechanism repeals
mechanism will reqüire tbis form ofvalidâtion. Nex1, search selection (Step 5284) to altempl to idendfy allerDative
for the path in the local directory exteosions table 135 (Srep sources. If any selected soLìrce processo. (esponds, ils pro-
5262). CoDûrú that Lhe direcLory cìoorai¡i¡g the lìle nam€d cesso¡lD is the rcsult oflhis mechanism. Store the processor

iD tbe parb already exisß (Srep 5264).Ifthe named flle ilself 60 ID in lbe soûrce fieldof the True File registry entry record
exisLs, delere the File using rhe Delete True File operâting 140 of Lbe given True Name (Step 5290).
stst€m mechanisû¡ (see belorv) (Step 5268). If the source locâtion of Lhe True Name is a diferent

fhen, creÀte an enlry record in rhe local direclory exLen- processor or medium than the destinatioÐ (Step S290r¡),

sions with the specified path (Slep 5270) and q)date the perform the following sleps:
eDlry record aod olher data struclures ås follorÃ's: Âll in the 65 (i) Look up the Tnìe File regrstry entry record 140 for the
True Name freld of the entry u¡ilh the specifi€d True Name; corrcsporìding True Name, aod add the source localion lD to

iDcrement the use count for the True File regìstry entry the list of sources for the True Name (Step S290b); and
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(ii) lf lhc source is a publishing syslem, dcterminc thc If thc Ìocal dircclory extcnsiorrs-lÂblc cotry rccord 138

€xpi;adon dale on the pÌìblishing sysrem for lhe True Namc identiÊes ascratch frle lD (SLep 5312), th€n lhe entry âlready

ao¡ acld lhal to tbe list of sources. If lhe soùrce is not ¿ hås a sc.atch frle, so this mechanism succecds
pìlblishing system, send a messåge to rese¡ve lhe True FiIe If the local directory exleÍsions table eDI.y record 138

õn Lhe source processor (Srep S290c). s identifles a True File (5316), ånd lbere is no True File ID for
Source seleèrion in sl;p Sr84 måy be bas€d on oplimi- the True File (5312), then make the Trìre File local lsing th€

zâlions invo\,ing generâl avâilåbitity of the source, access Make'lrue Fil€ Local primilive mechanism (Slep 5322). ¡f
¡ime, banclwidth, ãnd transmissiot cost, and ignoring prc- the¡e is still no True File ID, lhis mcchanism fåils.
viously selecled processors which did ûot respond iû step There is now a local True File for this ûle. If the ùse couDt

5288.' ^ in tbe corresponding True File registry entry record 140 is

8. Makc Trùc File Local 'u one (Stcp 5326), s¿ìvc lbe Truc FiLs ID in lhc scratch flle ID
fhis mecbanjsm is used wheD a True Nåme is known and of the local directory extensioûs table enlry record 138, and

a locâlly accessible copy of the correspon¿ling frle or dala remove the Trùe File r€gislry entry record 140 (StÐ 9328)
item is reqùired. 'lhis-mechanjsm makes il possible to (lhis step makes Lhe lÌue File inlo ¿ scrâtch nle.) This
actually rcâd the d¿rla in a True File. The mechaDism lates mechanism's Þsk is complete.
å T.ue Narne ând returns when rbere is â local, åccessible 15 Otherwise, iflhe use counL in lhe corresponding True Fil€
copy o[ Lhe True File in the Trìre Fite registry 126. This regislry entry rccord 140 is not one (in step 5326), copy the

m;óhanism is described here wilh reference to the flow chart nle with lhe given True File ID lo a Dew scratch ûle, ùsing
of FIGS. 17(a) and 1?(å). ùe Read File OS mechânism and store its frle lD in lhe loc¿ì

First, IooÈ in ihe Trùé File registry 126 for å True File directory exlensions table cnLry record 138 (Step 5330), and

entry record 140 for the corresponding True Name (Slep 20 reduce the üse counl for lhe 'l'rue File by one. tf lhere is

5292). If no sucb entry is foù¡d this mechanism fåils. If in$rmcienL space 10 make a copy, thìs mechanism fails.
rhere is ålready a True File ID tbr the enlry (Slep 5294), this 10. Freeze Direclorv
mechanism's task is complele. If th€re is a compressed ûle This mechanism freezes a directory in order to calculate

ID for thc cnlry (Step 5296), dccompress the 6le corrc- ils True Nâmc. Since thl) True Name of â dircctory is a

sponding Lo the nle ID (Step 5298) and slore úe decom- 25 function o[ thc ûles wilbin lhe direclory, lhey mùst oot
piessed lìle ID rn the enrry (Srep 5300). This mechanism is chÀnge duriog the cornpùtatioû of the Tru€ Name of the

Lhen complete. dircclory. This mecbanism requires the palhDame oI a di¡ec-

If rher; is no True File ID for the enrry (Step 5294) ând tory to freeze. This mechanism is described with reference

rhere is no compressed fìle ID for lbe entry (Step 5296), then ro FICS. 19(¿) Ând 19(b)
conlinue searching for rhe requesl€d fil€. At this lime il may 30 [n slep 5332, add one to lhe global freeze lock Then

be necessary 10 notify the ùser tbat the sysþm is searching search the local directo.y extensions lâble 124 !o frûd each

fo¡ the reque,sled file. subordinate data lìle ând direclory ofthegiven directorf and

If there are one or morc source IDs, therÌ sclccl an order freczc cach subordiDale dircclory found using lbe Frcczc
in which to attemplrorealize thesourcelD (SLep 5304). The Direclory primitive mechanism (Step 5334). Assimil¡tt€
ord€( måy be based on oplimizâdons involving gcnerâl 35 eacb unassimilated data lìle io thc direclory usiog the

a\'aitaìritily of the soùrce, access rime, bandwidlh, ånd Assimilâte Dala ltem primilive mecbanism (Step S33Q-

transmission cost. For eâcb source in tbe order chosen, Then create â dåta item which begins wilh a Lâg or marker
reâlize lbe Trùe File liom the soìrrce locatio¡ (using lhe (å "magicnumber") beiog aùniquedatâ item indicÂting that

Realize True Fil€ from I¡cation primiliv€ mechanism), ùntil this dala itern js a frozen director!, (S1ep 5337). Therì list the

rhc T¡ùc Fitc is realizcd (Stcp 5306). If I is rcalized, 40 lìle nåmc and True Namc for câch fìlc in the cunent
conrinue with srep 5294. lf no known source can realiz-e lhe djreclory (Step 5338). Record any additional ioformâtion
True Filc, usc lhc Locate Remote Filc priúitive mecbanism rcquired, such as lhc lype, lime of last åcccss and

lo a ttemp I Lo lìnd the I rue !-ile (S tep 5308). lf this succeeds, modifrca tron, ånd size (Slep 5340). Nex1, irì sL€p 5342, using

reålize the True Fil€ from lbe idenlifled source localion and Lhe Assimilate Dala Itcû primilive mechånisû, assiûìilale

continue wilh step 5296
9. Crcalo Scrâlch File

45 lhe dalâ item created in step 5336. lhe resulling True Narne
is tbe True Nâme of the ftozen directory. Finally, subtract

A scrâtch copy of a lìle is required when a tle is being one from the globÂl fteeze lock (Step 5344)
creåted orrs aboìrl tobe modified.The scralch copy isstored ll Expaod Frozen Dir€ctory
in thc frlc systcm of thg undcrlying operatiog systcú. fhe This rncchÂnism expands a frozcn directory iD a givcn

scrårch copy is evenluålly .rssimilåted when lhe åudit file 50 location.lL rcquires a given pathname inLo rvhich Lo expand

record entry 146 is process€d by th e Process Audit File En try the directory ând the True Name oI the directory a¡d is

primitive m€chirnism. 'l'ltis Creale Scratcb File rûechanism dascribecl wilh referenæ lo FI(ì 20

requires a local directory exLensions table entry record 138. First, in slep 5346, make the True File with the given Tnìe
Wheo it succeeds, the local drrectory exLensions labl€ ently Name local using lhe Make True File t-ocal primitive

record 138 contåios the scratch ûle ID of a scralch lìle that 55 mechanìsm. Tlìen r€ad each direclory enky in lhe local nle

rs noL conlåined in the True File registry 126 and thål måy created in step 5346 (Step S3,fg). For each such direclory
be modifiecl. This mechanism is now described with refer- e¡try do the following:
€nce to FICS. 18(¿¡) ånd 18(à). Create a full pathnâme using the giveD palhnaûe and the

FirsL dele¡mine whelher the soråLch Âle sboùld be ä copy Âle namc ol [he eDtry (S(ep 5350); and

of rhe exisri¡g T¡ue File (Step 5310). If so, continue 1vilh 60 link the created path to the True Name (SLep 5352) usiog

slep 5312. Otherwjse, deLermine whether the local di¡ectory lhe Link Pâth to True Nâme primitive mechamsm.

eÀlcnsioûs table enlry record 13E identifres aD existiûg True 12 Delete Trùe File
File (Step 5316), aod if so, delete tbe Tme File ùsiDg the This mechaDism deletes â reference to a True Naûe. The

Delere True File prjmilive mechanism (Step S31t). TheD underlying True File is not removed from tbe True File

create a new, empty scralcb file and slore its scratch frle lD 65 regislry 126 u¡less there are oo addilional refe¡ences lo the
jn th€ locat clìreclory exlensions lable eulry record 138 (Step fil€. Wilb reference to FIG.21, tlìis mechârìism is performed

5320). This mechanism is then compleLe
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If thc global freezc lock is on, w¿il until the global frcczc (Step 5388). 'l'bcn 6nd lhe True Filc rcgjsLry cntry record

lock is lurned off(Step 5354). This prevens deleting â True 140 corresponding lC) the True File name in the locål

File whil€ a directory which mjght refer to it is being frozen. directory exiensio¡s table entry record 138 (Step 5390).Add
Next, flnd lhe îue File regist¡y entry record 140 gjven the one lo the grooming delete count in the True File registry
True Name (Srep 5356). If Lhe reference counL field of the s entry record 140 aDd add the palhname to a list of ûles
True File registry 12ó is greåter tban zero, sublrÂc! one from selecled for deletion (Step 5392). If the grooming delete

the refererìce counl field (Slep 5358). If it is determined (rn coùnt of the True File registry en!ry record 140 is equal to

step 5360) thåt the refereoca count ficld of the True Filc úc use couot oftheTruc FiIc registry eElry record 140, and

registry eorry record 140 is z€ro, and if there âre no ifthe lhere are no eotries in the dependency list of the True

dependent sys(ems listed in the Trù€ File regisrry entry 10 File registry entry record 140, theD add the size of the frle

record 140, then perform the following sleps: indicaled by the 1'rue File ID and or coúpress€d Âle ID ro
(i) If the True File is a simple data item, lhen delel€ the the total amount of space fr€€d during grooming (Step

True File, otherwise, 5394).
(ii) (the True File is a cornpound dala ilem) for eacb Tme 16. End Grooming

Namc in the data item, recursivcly dclole the True Filc 15 This grooming rncchånism eDds the grooming phas€ aDd

corresponding to the True Nâme (Step 5362). removes all frIes selected for removal. Wilh reference to

(iii) Remove rhc filc indicaled by the Truc Filc ID and FlG. 25, for e¿ch flle in the list of frles selcctcd for delction,
compress€d nÌe ) ftom lhe True Frle registry 126, ând del€te the frle (Slep 5396) and then unlock the gìobål

reûove the True File r€gislry entry record 140 (Step 5364). grooming lock (Step 5398).
13- Process Audil File Entry 20 Operaling Syslem Mech¿oisms

This mechanism performs rasks which âre required lo The next of the mechanisms provided by the present

maintain rDformalion in the local directory extensions tåble invendoq operating systern mechânisms, are nowdescribed.
124 and True File regislry 126, but which caD be delâyed The followir¡g operating system mechåtisms are

while thc processor is busy doing moro time-criticâl tasks- de'scribed:

Enlrics 142 in the aüdi1 file 132 should be processed ål â 25 1. Open File;
background priorily å5 lo0g as lhere ¿re eûtries lo be :. Close File;
processed. Wilh rEl!ftncE lo FIG.22. lhc slcps lor proces'- 3. Rerd File;
ing ån enlry are ¿s follows: 4. wrilc !rlc:

Derermine the operation in the en¡ry 142 currenllv beinÊ - -'. -..-
processed (Srep si6g. rf rhe operâtio; inii;;;; il;,;ÂË io s Delete [ile or Direcrorv;

i^,rs crearecl oi*rirteí 1slep si66), rheo assimilâte lhe file ó copy File or Directory;

using rh€ Assìmilale Data iten primitive meclìanism (step T Move File or Directory;

5368), ùse thc Ncw True File primitivc mcchanism to do 8- Get File Statìrs; ând

additional desired processing (such âs c¡rche update, 9. Get Files in Directory
compression, and mirroring) (Slep 5369), and r€cord the 35 1. open File
newly comprled True Nâúe for the file in tbe âudil ûle A mechanism to open a frle js described witb reference lo

record entry (Slep 5370). FIGS. 26(a) and 26(å) This mechânism is given as inpür a

Otherwjse, if the entry beirg processed indicates thât a pathname aDd the type of åccess reqüired for tbe lile (f¡Jr

compound data item or dir€clory was copied (or deleted) example, read, wrile, read/write, creãte, elc.) and produces
(Stcp 5376), thcn for cach componenl Truc Nåmc in thc a0 eithcr thc Filc ID oflhe frle to bc opcned or aD indicalion thal

compound data item or directory, add (or sùbrract) one lo the no file should be opened. The local directo.y €xtensions

use ðount of the True Fiie rcgislry cntry rocord 140 corrc- table record 138 and ¡egion table record 142 âssociåted with
sponding ro tbe componenl lÌue Nâme (Step 5378). the opeoed file are ässociâLed with tbe open file for later use

In all cases, for each parent directory of the given frle, ir other processing functio¡s which refer 10 lhe 6le, srch as

update the size, {ime of lasl access, and time of last 45 read, write, and close.

modi6cation, according to the operation in the âudit record Firsl, d€lermine whether ot tot fhe named frle exists

(Step 5379). locally by exâmining the local directory exlensions tåble 124

Note thal the audit record is nor removed afaer prccessing, to determioe whether thore is an entry conespondiûg to the

bùt is retaiDed for somc rcâsonable period so thal it may be giveÐ patbname (Step 5400). If it is delormined that thc Ale

ùsed by the Synchronizè Directory exteoded mechânism to 50 name docs not exist locally, then, usi¡g the access type,

allow a disconnecled rcmote processor ro update iß repre- delermioe whether or not the 6le is being created by this
seDl¿LioE o[ tbe locâI system. openitg process (Step 5402). lf lhe Âl€ is noL being created,

14. Begin Grooming probibit the open (Step S'l{}4). If the frle is being creâted,

This mechanism mâkes it possible to s€lect â seL of frles create a zero-length scratch lìle usiûg an entry iD local
for removaland delermine lbe overall amou¡t ofspace to bc s5 directory extensioos lable 124 aod produce the sc¡atcb frle
recovered. Wilh reference lo FIG. 23, lirst verify that the ID of this scralch lìle as the result (S!ep 5406)
global grooming lock is cìrrrently unlocked (St€p 5382). If, on the olher hand, il is determir¡ed iû srep 5400 that lbe

Then set the global grooming lock, sel the total amount of flle name does exist locallf then determine the regioD iD

spâce freed during groomi¡g to zero ånd empty the lisl of which Lhe ûle is located by seårchiûg lhe region låble 128 þ
flles seìecred for delelion (SLep 5384). For each'l'ruô File in 60 frod the record 142 with the long€sl region pålh which is a

lhe True File regislry 126, set the delele count ro zero (Slep prefrx of the file pathname (Slep 5408). This reco¡d identi-

s386).
15. Select For Removal

fies the region of the specifred fil€.
N€xt, determine using the åccess type, whelher the file is

This grooming m€chaûism teotalively selecls a pathname being opeoed for wriling or whelher it is being opeûed only

to allow its corresponding True ¡ile ¡o be reûoved. With 65 for reâding (Slep 5410). If th€ île is being opeoed for
reference to FlG.2¿, first ûnd the locaÌ direclory extensions readirìg onlf then, if ùe file is a scratch file (Slep 5419),

table enrry record 138 corresponding to thc given pårbname return the scratch File ID of the frl€ (Step 5424). Otherwise
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gel thc'Irüc Nâmc from thc locâl dircctory cxtensioDs lablc 5. Dclctc Filc or Directory
124 and ma]<e alocalversion oflhe True File associaled with The process of deleling a file, for a Biven palhoame, is
the True Name using the Make True File l¡cal primitive described here with reference 10 FIGS. 27(a) and,21(b).
mechadsm, and lhen relurn the True File ID associâled wilh First, determine the local direclory exlensions table enrrv
rhe Tme NåÛle (Slep 5420). 5 record 138 and region lable entry record 142 for the fiÌe

If the frle is nol being opened for reading only (Step (Sreo 5422ì.lfrhe ñLe bas no local direcrorv exl€osions table
54.10), rheú. if_it is deLero_ined by inspe(ting the regjoo table èor.y r"-¿ 138 or is ìocked or is in a iead-only region,
cntry rccord I42 that rbc ñlc is i¡ â read-oDly direclory (Slep o.oíibir úc dcÌetion
541-6), then prohibit the opeoing (Slep 5422): ., -^-., ' iJ"nìiry tf," *rr"rponding Trùe File given the True Name

*J!'¿'ì"',""'i:iqiqï:Ë:'r"¿.lqËJ.i,iilüiü,}.,-l 
, 

¡¡*.*l,illn*;;.":l+;:";*:,i*J".ï'ö,*:Cacbe message to the corresponding cacbe server. ånd wart Y:-' _. -' " :"' "
for a return m-essage (Step S¿1S) lfihe retì delele the scratch coDy of thô file bÂsed on its scratch 6le ID

ùe ûle is already tocked, prohibjr rhe op"l'åf'o""'ut* t l1':*l glr::i:i ;rensions rable 124 (step s42Ð, aDd

If the access type indicaies rhar rhe fllä beini modifred is condnue-with step s428'

being rewritten áómpletely (Step 5419), so úaÏúe origin¿t 15 Iflhc 6lc bas-a TrÙe Nâme ând the Truc File's usc count

dara;i nor u" r"ô'ir"ó ìn"'i n"t"Lã the File usinf rhe isone(step s429). lheD delete the Tru€ File (sleP s430), and

Delete FiIe OS mec'hanism (Step 5421) and perfor;step continu€ wilh step 5428'

5406. Otherwise, mat(e a scratch ¿opy of the frle (Step 5417) lf the ûle has a 'lme Name ånd lhe 'l¡ue Fiie's use counl
ånd produce the scralch file ID of úèscrâtch frle âs thì result is greaLer than ote, reduce its use count by one (Sr€p 5431).
(Step 5424). 20 'l'l¡eú proceed wilh step 5428.
2. Close File In Step 5428, delete the local direclory exlensions tåble

This mechaoism lakes as inpul the local directory exten- en1ry record, and ådd ân enrry to the åudit file 132 indicatiDg
sioos table entry record 138 of an open file and the data the tiúe aûd the operalion performed (deletË).
maintaiDed for the open frIe. To close a flle, add_ ao eotry lo ó. Copy Filc or Directory
the aùdil frle iûdicating the time and operation (create. read :s Âmechanism is proviciecì ro copy a lìle or direcLory given
or write). Tbe âudi1 ñle processing (usìog the Process Audil a source ¿nd desrina¡ion processoi ãnd pathname. The Copy
l-ile Entry ])rimilive mechanrsm) will L¿tke câre of¿ssimi- File mechanism cìoes nui ucruully copy the clata in the ûie,
latiog thc file and lhcrcb y upd âling the other rocords. only rhe True Name of the lìle. Thls meãh anism is performed
3. Reâd Fil€

To read å frle, a program musl provide Lbe :tr*, lld , 
*åT"#"" 

rhe source pârb, ger rhe True Name tiom rhe
IengLhoIrhedara1.'bercåd,ândlhelocatiooofabullèrj¡ro p"ih. lf rbi..r"p tails, rhã meciaoism fails.
which to copy thc datâ read (B) civen lhe True Nåme and rhe desrinarion path, link

The file to be read from is ideDlilied by an ope¡ nle rne ¿esrinarion Drth to thc Truc Nåmc.
descriptor whiclì includ€s a File ID ascomputed by the Opï (C) lt Lhe sou'rce ancldestioarioû proc€ssors ha*e cliferent
File operaling system mccbânism dcfrned åbove. The File ID ¡, fi"hii. i.gi.ui"r, flnd (or, ifneceisary, crearc) an entry for
mÂy idenlify either a scratch fileor a True File.(orTrue File the lrue Nãme in rhe i¡ue FiÌe regisrry râble 126 of rhe
segment). If tbe File lD idenlifres a True Fi-le, it may be desrioåLion Drocessor. Enler into the source ID field of tbis
eilher a simple or a compound True File. R€ading a 6le is n.* 

"ntry 
,i.," source processor idenlity

accomplished by the following st€Ps: (D),Artd an enrry ro t¡e âudir frle ß2 indicâring rhe time
In the câse where the File ID identilìes a 

-scralch 
Êle or a 40 uoà op"rurioo perfármed (copy).

simple True File, us€ the read capabilities of lbe uodedying Thå mechairism adclresse,s capability of lhe system to
operâting system avoid coDvins da!Â fro. n 

"our"ã 
lo"uúon to â destioãtion

In the câse where Lh€ File ID ide¡tifres a compound 6le. tu.iur¡n'í¡"in rh¿ desrinarion already has tbe da1¿ì. ln
break thc rcad opcralion into one or moro read operalions on addition, becaüse ol lhe åbility to freáze a directory, this
componenl s€gmeots a-s follows: 45 mechânism âlso addresses cap;biliry of tbe system imme-

A. ldentiry the segment(s) to be read by dividirg lhe diarely ro malie a copy of any colleciion of frlés, úereby Lo
speciÂed frle ofisel aDd length each by tbe flxed size of x suppo'rt an efficient vérsion áonrol mechanisms for groups
segm€nl (a syslcm dependeûl på.aoeter), lo delermine lhe .f'Áf*.
segmenl nuúber ard Dùmber ofsegmeDts lhal must be read. ?. Move File or Directory

B. For each segmeot oumb€r computed abov€, do the 50 A mechânism is clescríbed wbrch moves (or rcnames) afollowing: frle from a source path to ¿ì destination parh. The móve
i. Read the compoünd True Fil€ index block lo determiDe operarion, l|Jic thc eopy operation, requires no aclual lransfcr

the True Name of the segment to be read. o'f data, and is performed as follows:
ü. Us€ the Realize Tnìe File f¡om l-ocÀtion primitive (A) Copy lhe frle ftom the sourc€ path lo the destioalion

mecbånism to make tbe True File segrnent avåilab¡e 55 palb.
locally. (lf thât mechanism fails, the Read File mechâ- (B) If the source path is difierenr from rhe ¿lestiûârion
nism fails) palh, delele the source path

iii. Determioe the Fil€ ID of lbe True File specifred by the 8. Get Fil€ StâLus
True Name corespoDding 10 this segrnent. This mechanism lakes a file patbnåme .rûd provides

iv. Use the Read File ûechanism (recursively) to read 60 information åboùt the pathname. First the local direclory
ftom lhis s€g.ûent into ihe corresponding locâtion ir efensions table enky record 13t cor¡esponding to lhe
the specifled buffer.

4. Write File
pathnåme given is found. If Do such entry exists, theo tbis
mechanism fails, otberwise, gâtber informâ lion aboùr the flle

File wriling uses the file ID åod dala m¿nagemeDt capâ- and its corresponding True Fiie from tb¿ locâl directory
bililies of the underlying operåling system. File access 65 extensions table 124. The informalion can includô âny
(Make File t-ocal described above) can be deferred until the informalion shown in the dâta structures, inclùding the size,

6rst read or write 1ype, owner, True Name, sources, time of last âccess, time of
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Iast modilìcarion, slarc (locål or not, ¿ìssimilated or not,
compressed or not), use court, expiralion dale, and reser-
valions,
9. Get Fil€s in Directory .

This sìechanism enùmeråtes tbe âles in a directory. It is 5

ùsed (implicitly) whenev€r il ìs necessary 10 determinc
whelher À Âle exists (is pres€nt) in a direclory. For instanca,
it is iûplicìtly used io the Open File, Dclcte File, Copy File
or Directory and Move File operåtiûg system mechanisms,
becåùse the frles ope¡ated on are referred to by pathnarnes 10

contåiniDg direclory nertes.'Ihe mechanism works as foÌ-
lows:

ïhe locål directory extensions table 124 issearched for an

e ry 138 with the given directory pâlbname. If ¡o such
cntry is found, or if the enlry found is no! a dircctorv. then 15

this mechanisû fails.
If thcre is a corrcspoûdhg True File lìeld in tbc local

dir€clory extensioDs lâble record, tben il is assumed thaL lhe
True File represe¡ts a frozen directory. The Expand frozen
Directory primitive mechanNú is ùsed Lo expând the exist- ?o

ing True File iûlo directory eDtries in the local direcfory
exlensrons table.

Fiûally, the local directory €xtetsions tåble 124 is again
soårched, this time to Iìnd each di¡cctory subordinate to thc
given directory. Tbe names lound åre provided as Lhe result. 25

Remole Mechånisms
Ile rcmotc mechatisms provideJ by lhc prcs(nl invcn-

lion are no.¡/ described. Recâll lhâl remote mechanisms are

ùsed by the operâdng syslem in responding to requesls from
other processors. These mechanisms enâbl€ the cåpabilities 30

of the present invenlion in a peer{o-peer neLwork mode of
operâtion.

ID a prcscntly prcfcrred embodiml]nl, proccssors commu-
nicate with each olher ùsing a remote proc€dure cäÌl (RPC)
slyle interface, running over one of any number of commu- 35

nication prolocols such âs fl'XiSPX or TCP/IP Eâch peer
processor which provides access to ils True File registry 126
or île ¡egioos, or \r'bich depends on a¡oLher peer processor,

Ìrrovides a oumber of mechanisms whicb can bc used by ls
pcers. 40

Ttre following remote mechånisms are described:

1. Locâtc Truc Filc;
2. Resewe True File;

Request True File;
Retire True File;
Cåncel Reservation;
Acqùire True File;
I-ock Cache;
Updåte Cache; and

Check ExpiratioD Date
1. t-ocate l'rue È-ile

This mechanism âllows a remote processor 10 delermine
whethcr the local processor contâins â copy of a specific
True File. The mechanism begiDs with a Trìre Nâme and a 55

flag iDdicaliog whether 10 forwård ¡equests lbr this île 10

o1h€r serve¡s. Tbls mechanism is now described wilh refer-
ence to FIG. 28.

Firsl determine iI the True File is availablc locally or if
rhere is some iDdicatioD ofwhere the True File ìs located (for 60

example, in the Soùrce lDs fretd). l¡ok up the requesled

True Name in tbs Trùe File registry 126 (S1ep 5432).
If a True File registry entry record 140 js nol found for (his

True Name (Slep 5434), and the flag indicales lhat the
reqùesl is ¡ot to be forw¿rded (Slep 5436), respond nega- 6i
tively(Slep 5438). That is, r€spond to the ellecl thal the True
File is nol available-
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Oûc lhc olhcr hand, if¿'fruc Þ-ilc rcgistrycnlry record 140

is nol found (Step 5434), and Lhe flag indicales thal lhe
request for tbis True File is Lo be forwarded (Step 5436),
then forward a request tbr this True File lo some other
processors iÐ rhe system (Slep 5442). If the source lable for
rhe cùrrenl processor idendnes one or more publishing
servers whicb should have a copy of lbis True File, theû
forward tbc rcqucst to cach of those publishingscwcn (Step
s436).

If ¿ True File regislry ent¡y record 140 is foùnd for the

required True File (Slep 5434), âûd il the eûtry includ€s a

True File ID or Compressed File ID (Slep 5440), respond
positively (Srep S4{4). If úc entry includ€s a True File ID
úen tbis provides the idenlity or disk localion of the actuål
physicâl rcpresentation ol the Âlc or lìlc scgmcrìl required.
If the eDlry include a Compressed File ID, then a con]-
prcssed version of thc T¡uc Filc måy be slored iDstead of, or
in addition 10, .rn uncompressed version. This field provides
Lhe identity of the aclual representalion of the compressed
version of the frle

If the True File r€gist.y entry record 140 is found (Slep

5434) but does not inclùde Â True File ID (lhe FiIe ID is
absent if the actual ûle is nol currently present at lhe cunenl
location) (Stcp 5440), and if lhe T¡uc File rcgislry e¡try
record 140 includes ooe or more source proc€ssors, ¿tncl if
the requesl cân be forwarded, then forward the requ€st for
this 'lÌüe !ìle Lo onc or more oI lhe soürce processors (Stcp
s444).
2. Reserve True File

This mecbânism âllows a remote processor 10 indicate
lhâ1it depends on the local processor for âccess to a specific
True File. lt tåkes.r True Name âs input. This mecbanism is

doscribed herc.
(A) Find tbc Truc Filc registryentry record 140 åssociâted

wilb tbe given True File. Ifno enlry exists, ¡eply negalively.
(B) tf rbe True File registry en(ry record 140 does not

inclùde a True File ID orcompressed File ID, and if the True
File registry entry record 140 includes no source lDs for
removabl€ storage volumes, theD this processor does ooL

hâve access to a copy of lhc given frlc. Repl!, ncgatively.
(C) 

^dd 
the ID of the sending proc€ssor lo th€ Lst of

depcodcnt processors for tho True FiÌe rcgistry cntry rccord
140. Rcpty positively, with an jnclicålion o[ whether the

res€rved True File is on line or off liDe.
3. Request 'l'rue Fìle

This mechanism allows a ÉDlote pfocessor to r€quest a

copy of â True File ftom the local proc€ssor- lt requires å

True Name and responds positively by sending a True File
back to the requesting processor. Thc mcchaDism operates as

follows
(A) Find tbe Tme File registry entry rccord 140 associated

with rhe grven l rìr€ Name. lI lhere is no such lrue Fil€
registry entry record 140, reply negatively.

(B) MåÌe the True File local ùsing the Make True File
l,ocal primilive mecha¡isrn. If this mechaoism fails, the

Requesl True File mechanjsm also fâils.
(C) Send the local T.ìre File in either it is ùncompressed

or compressed form to the requesting remole processof.
Note lhat iflhe True File is a compound ûIe,lhe components
are nol sent,

(D) lf the remole fìle is listed in the depeDdent process Ìisl
of the True File registry entry record 140, remove it.
4. Retire True File

This mechanism allows â remote processor to indicat€
thaL it no longer plans to maiotain a copy of a giveo True
File. An allernale soùrce oflhe True File can be specifie-{], if,
for instânce, lhe True File is being ñoved ftom one se¡ver
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(B) Remove the idenlily of lhe requesdDg processor f¡on1
th€ list of depend€nt prccassors, if it appears.

(C) If the list of dependent processors becomes zero âDd

the ùse counl is also zero, dôlete lhe True File. 25
6. Acqùi¡e True File

this mechanism ¿llows ¿ rcmote processor to insisl Lhat

â locai proccssor nrakc a copy of a specified Truc Filc. It is
ùsed, for example, when å cache clienl ìvanls 10 write
lhrough .{ nrw v<rsion o[ a frle. The Àcquire True File ,^
mech;nism begins wirb ¡ data item aDd an optionâl True '"
Namc for lhe dål¿r item and proceeds âs folÌows:

(A) Confirrir that Lhe requesling processor has the right to
requirc the local processor 10 acquie dâtÂ ilems lfnot, send
a negativc rcply.

(Ð Mâke a local copy ollhe datâ ilem trånsmilted by the 3s

(C) A,ssimilate the data item inLo lhe True File regislry of
the local processor.

(D) If a True Name was provided wilh the file, the T.ùe
Namc cålculadoû can bc avoided, or lhc mcchanism can 40

verjf), thal lbe lìle received matches the True Name sent.
(E) Add an entry in thc dcpcDdcrìt p.occssor lisl of the truc

tle regislry record inclicaLing th¡ìl the requesting proccssor
depends on thìs copy of the givet True File.

(Þ') Send a positive reply. 4s

7. t¡ck Cache
this mechanism allows â remole cache clieDt to lock â

loca¡ frle so lhal local users or otber cåche clients cånnol
changc it wLìilc rhe remote processor is using it. The
mechanism begioswith a pathname and procec(ls às follows: 50

(A) Fiod the local directory exlensions table e¡ty record
138 ot lhc specifred pathnâm€. l[ no sùcb eotry exisls, reply
negalivelY.

(B) If an Ìocal direclory exleosioDs table entry record 13E

exisls and is al.eady locked, reply negatively that the flle is 55

already locked.
(C) If an local dìrectory extensioos lable €ntry record 138

exists and is nol lock€d, lock lhe entry. RepÌy posilively.
8. UpdåLe Cache

This mecbanism allows a remote cache clieDt lo urìlock a 60

local ôle and updare ilwi1h new conlerß. lt begiDs with â

pathname and a T.ue Naúe. The frle conespotding to the

True NÂme mùst be accessible from the remote processot.

This mechânism operates as follows:
Frnd the local directory extensions table entry rccord 138 65

correspording to tbe given pathname. Reply negatively if no

such entry exlsß or if lhe entry is nol locked.

This mecha¡ism is us€d to ensùre thâl frles are available
in allemate locatioDs in mirror groups or arcbived on archi-
val servers. Thc mcchanism dcpcnds on applicâlion-spccifrc
migratjon/ârchiv al criteri a (size, timesinc€ l¿s1åccess, nùm-
ber of copìes required, number of existing alterDalive
sourc€s) whicb delerminc ünder whal conditions a lìle
shoùld be moved. Tbe Miffor True File mechanism operates
as tblLows, using rhe True File specilìed, perform the fol-
lowing steps:

(A) Counl the number of avåilable localions of the True
File by inspecting the source list of tbe True File registry
cnlry rccord 140 for tbc True Filc. This slcp dolotmioes bow
mary copies of lbe Trüe File are available in the syslem.

(B) If the True file meels the specilìed migraLion criteria,
select â mirror group s€rver lo which a copy of Lhe frle
should be senl. Use tbe Acquire True File remot€ ûechanism
to copy the True File to theselecLed mi.ror group server. Add
the jdentity of the s€lecled system to the source lisl for the
Truc Filc.
2. Groom Region

Tbis mechanism is uscd to âutomatically free up spacc in
a processor by clelcting dalâ ilems lhal may be av.ìilable
elsewhere. The mechânism depeods on application-specific
grooming crite.ia (for instance, â frle mây be removed if
therc is an alLernate online sou¡ce for it, it hâs not been
âccessed io a given number of days, and il is larger than â

given size). This mechanism operates as follows:
Rcpcåt lhc follos iog steps (i) lo (iii) with morc âggressivc

grooming criteriâ untìl sumcienl spâce is lrced or unlil all
g¡oomiog crileriâ hav€ been exercised. Use grooming infor-
mâtion lo delermine how much spâce hâs been freed. Recall
that, while grooming is m efiecl, grooming information
includes a tâble of påthnames selecled for deletiot, âûd
keeps track of the amoünt ofspace thal would be freed if âll
of the flles were deleled.

(i) Begin Grooniog (using the pr¡mjtive m€ch¡nism).
(ü) For each pathname in the specifred region, for the True

File corrcsponding lo the palhnâme, iI the True File is
preseD! hâs at least one alternative soùrce, and meets
application specific grooming criteria for the region, select
the ñlc for ren'ìoval (usìng the primitive mechånism).

(iii) Eod Grooming (usiûg the priûilive mechanisr¡)-
If the region is used as a cache, no other processoß ate

depeodenr on True files to which it refers, and all $¡ch True
Files are mirrored elsewhere. In this case, True Files can bE

removcd wiLh impunit-1,. For a cache region, the glooming
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ro anolhcr. Il bcgins with a True Namc, a rcqucsting pro. Linli thc givcn palhoamc lo thc givcn 1'rùc Namc using
cessor lD, and an oplioDal alt€¡ÍâLe soùrce. This mechanism the Link Path to Tru€ Name primitiv€ m€chanism.
operates as follows: U¡lock the local direclor), exlensiorìs table enlry record

(A) Find a True Nåme eolry in the 'frue File registry 126. 138 and rerurn posilively
Ifthere isno enlry for this True N¿me, thismechânism's lask 5 9. Check Expirarion Date
is complete Retum cuÛent or new expiralrcn dale ând possible aller-

(B) t'iod lhe reqùesling processor on the sourc€ lis{ ând, native source to callcr_
if it is therc, removc it. tsacksrouDd proccsscs and Mcchånisms

(C) If an ¿lter¡ate soùrce is provided, add.il to the source ThË backpround processes and mechanisms provi¿led by
lisl for the True File registry €ntry record 140 l0 rhe orcsent in,rentioi are now described. Recall rhât back-

(D) If thc sourcc lis! of the True File regisrry cn,1ï.",-,.9 -- ;;;,í;-.*;;;;; "." 
inrended ro run occasioDâly ând ¿t

140 has oo items in it, use Ihe Locåle Remole I rle pomrllve'',_--- : -- . _ __

mechanism to search ior ânolher copy of lhe 6le. Íf il fâils, â low prlor¡ly to provloe aìllomalec mânåqeÛlenl capaDulltes

r¿tis€ a serious error whb respect to lhe presenl invention.

5. Cancel Res€rvarion The following backgroun(l mechanisms are descrjbed:

This mechanism allows a remole processor to indicate 15 l Minor Truc Filc;
rhal il no longer rcquircs ilcccss to a True File slúrc(lùn lhe L Groom Rcgion:
Ìocâl processor. [t begins with aTrue Nåme and å requeslirìg j. Check for Expirec] Lrnks,
processor ID and proceeds as follows:' (A) Fincl the T¡ue Name €ntry iû the True File regisrry 4 Verify Region; ånd

126. lf rher€ is oo entry for lhis True Name, this mecha- 20 5. Groom Source Lisl.
tism's task is complete. 1. Mirror True File
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cricriå Nould ordinarily clÌminale thc Ìcasl rcccntÌy
accessed True Files first. This is best dooe by sorting the
True Files jn tlrc region ¡Jy the most recenl access lime
betbre pertbrming slep (ii) above. The Âpplicâtion specilic
criteria would thüs be to select for removâl every True File 5
encountsred (beginning with the least recently uscd) ùtlil
the required amount of free spâce is reached.
3. Chcck for Expired Links

This mechanism is used 10 det€rmiDe whether depende!-
cies on published files sboùld be refreshed.. The following ,o
slcps dcscribc the opcrålion of tbis mechan¡sm:

For each palhname in fhe specfied region, for each True
File conesponding 10 the patboame, perform lhe following
step:

If the True File regisry entry reeorrJ I40 (ùnE\pù¡(ling to,.
lhe True Fjle contåins åt leåst oDe source which js a "
pub¡Ëtùng sewer, ând if lhe expiralion date on the d€peE-
deDcy is past or close, then perform úe followiog steps:

(Ð DetermiDe whether the Tnìe File registry entry record
contâins olher sou¡ces wbich bav€ not expired.

(B) check the True Nåme expiration ot:the server. lf the 20

eryiralion date has beeû exl€oded, or an alternate source is
suggesled, add the source to the True ¡ile regislry entry
recorcl 140.

(C) If 0o acceptable aheroate source was found in sleps ,.
(A) or {ts) lbove, måke I local copy of lhe li.lle Ille.

(D) Rer¡ove thc cxpired source.
4. Verily Region

This mecbanism can b€ ùs€d to ensur€ thâl the dÂlå ilems
in the True File registry 126 have not beeû dâmaged ¿cci-
clentâtly or målicio;sly. The operation o[ thrs m"cñunism is 30

described by the following stepsl
(Ð S€.ìrch Lbc locäl directory exlensions lable 124 lor

each pathname in the specifred region and then perform the

followiDg sleps:
(i) Gct {bc Truc Filc nåmc corespoDding to the pathnamc; 3s

(ii) If the True File registry enlry 140 for Lhe True ¡ile
does not bave â True File ID or compressed file ID,
ignore it.

(iii) Use tbe Verify True Filc necbanism (see exlended 40
mechanisms below) to confirm lbal the True File speci-
ñed is correcL.

5. Groom Sourcc List
The sou¡ce list in a True File entry should be groonred

somelimes to e¡sure there are not 1oo mâny miûor or archiv€ 45
copies. Whcn a 1ìle is deleled or when a region delìnition or
its mirror critcriâ âre changed, it maybe oecessary 10 inspect
the afecled True Files 10 determine whetber there are 1oo

rnany mirror copies. This can b€ done willì the follo$.ing
sLcpsr 50

For each alfecled True Fil€,
(Ð Search rhe local directory extensioos table þ frod

each region that refe¡s lo tbe True File.
(B) Creale a se! of "required sources", inilially emply.
(C) For each region found, 55
(a) deterûine the mi¡¡oring crìteria for thal region,
(b) dctcrminc which sourcas ior lhe Truc Filc satisfy tbc

mirro.inB crileria, and

(c) ådd thcse soùroes Lo the set oI required soürces.
(D) For eacb source in the True File registry ent¡y, if lhe 60

source identiûes â remote processor (as opposed 10 remov-
able media), ånd if the soùrce is not a publisher, aDd iI the
sou¡ce is ûot in lheset ofrequired sources, then elimi¡âte the

source, ând use lhe Cancel Res€rvatioo remote mechanism
to eliminal€ the given plocessor ftom the lisl of depeDdent 65

prccessors recorded al the remote processor identifi€d by the

28
ExLcnded Mechanisms

The exleoded mechanisms provìded by the pre-s€nt inveo-
rion are now described. Recall lhal exteûded mecbanisms
run wilhin applicalion programs over lhe operâli¡g system
ro provide solulions lo speciñc problems aDd applications.

The following extended mechanisms åre described:

1. IDv€ntory Existing Directory;

2. lnverlory Removable, Read-only Files;

3. Synchroûize Directorìes;

4. Publish Region;

5. Retire Directory;

ó. Realize Directory at l-ocâtion;

7. Verìfy True Fìle;
8. Track for AccounLing Pu¡poses; and

9. Track for Licensing Pu.poses.
1. Invenlory Êxisting Dûcctory

This mechanism detErmines the True Names offrles io an

cxisting on-Iine di¡ectory in tho underlying opcrÂting sys-
rem. One purpose oflbis mechaDism is to irNtall True Näme
mechanisms in an exisling frle system.

A¡ eftect of such au inslallâtion is to eliminÀte immedi
ately all duplicate 6les from the file system being traversed.
lf several ñle systems are ioventoried in â si¡gle True File
regislry, duplicåtss åcross the volumes are also eliminated.

(A) Travcrse thc undc¡lying frlc syslem in the operating
system. For each lìle eocouotôred, excluding directories,
perform lhe followingl

(i) Assimilate the file encoùntered (ùsing the Assimilate
File primitive mecbanism). This process computes its
True Name and movEs ils daL.r inLo the True Fil€
registry 126.

(ii) Create apalhname consisting ofthe pâtb to the volume
directory and the rel¿tive path of the frle ot th€ ûìedia.
Liûk this påth to lhe computed True Name ùsing Lhe

Link Påth 10 True Name primitive mechanism.
2- Invenlory Removable, Read-only Files

A system with access 1o removable, read-only media
volumes (such as WORM disks and CD-ROMs) can c¡eåto
a usable inv€ntory of the files on these disks without having
to make onlinc copics. Thcsc objecls can theo be ìrsed lcr
archival pu¡pos€s, directory overlays, or otber ne€ds. A¡
operator mìrsl reqùest that an invenlory be crealed for such
a volùme,

Tbis in€chanism allows for maiDtaining inveDto¡res of the

contenls offrles â¡d dala ilems oD removable media, such âs

diskettes and CD-ROMS, independen 1 of o ther propeliesof
rhc frles such as name, location, and dale of crcation.

Thc mechânism creates an online inventory of Lhe 1ìles on
oDe or moÍe removåble volumes, such as a floppy disk or
CD-ROM, when rhe data on the voluûe is repros€nLed as ¡r

directory. The iwentory s€rvice uses a Ttue Name to iden-
dfy eâch file, providing a way 10 locate lhe data independent
of lls name, date of creation, or locâlion,

The invenlory can be used for archival of dâta (mâking it
possible to avoid arcbiving dalÂ when that data is already on

a separate volum€), for grooming (maki¡g il possible to
deleLe inlrequently accessecl frles if lbey can be relrieved
from removable volumes), for versioD control (making il
possible to geDerate a Eew version of a CD-ROM without
hâvi¡g to copy tbe old veßion), and for other purposes.

The inveDtory is r¡ade by creating a volume direc(ory iD

the mediå ioventory in which eacb file named identifies lbe
dala iteú on the volume bei¡g inve¡toried. Dala ilems âre

not copied from lhe removable volume dûring the inveo(ory
process.
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An opcrator must rcquesl that ån inventory bc crcâlcd for (i) Compùlc thc pâlhnåmc of thc corrcspooding file in thc
a specillc volume. Once c¡eated, the volume directory can be loc al directory. Determine lhe I rue Nâme ot t be coÊ
frozen or copiôd like âny olber direclory. Dala items from responding file.
€ilher the physicål voÌume or the volume directory can be {ii) lfùe Tme Name of the locaÌ nle is the sâme as lhe oid
accessed using tbe Open Fil€ operåting syslem .mechanism t ' i-" N"." i" ihe audit lile, or if rhere is no locâl frleq'hich rvill câr'se them to be reâd from the phvÌ:i]""11-tt ,"ãi¡","Ài""nv t"¿t.år€s a new ûle is being creared,
using the Realize True File ftom I-ocation primitive mecha- nt'ii," "., i." ¡¡"*e in rhe auclir Iìle to the localnism 

oarhDame usinc the Link Palh to True Narne p¡irûilive
To creare an ioveorory the following steps åre takeû: ;;"h^"i... '
(A) A volume direclory in tbc mcdia invc¡tory is created rn .....-.. .

ro èoir"spood to rhe volume beiog in"*t*¿ã.iÀ 1""i".- '" (iii) Otbcrwise. nole th¿ìl tbere is a Problem with the

tual nam; identifies the speciflc vãlume. syocbronization by sending a message lo the operator

(B) Asource table entry 144 for the volume is crcâLed in of to a problem resolution progrâû, indicâting the locâl

rhe såu¡ce rable 130. Thiá entry 144 i¿""ti¡*" i¡" p¡vri"¡ lalhnline.: lemore 
pathnâme' remole processor' ând

sourcc volume åncl lhe volume dircctory crealed in irep 1n). 15 -lrme 
ol change'

(c) Tbe frlesyslem on rhe volume is *";;À;. F;i;;; " 
, 

(c) After svnchronization is compleLe' record th€ tim¿ ol
flle encouDtcred, exclùding dircclorics, ,h; i;ib**g ;i" the fi'al cbange This lime is to ìrc uscd âs thc ncw stârt timc

âre takerì: the nex! time this direclory is synchrooizcd wilh the såme

(i) The True N¡mc ol rhc fìlc is compured. An eDrry is ttTÎl:f:":1il':
creared in lbe True Nam€ reg;rry bl, i¡clud¡0g the :o 4 

l|Dlrsh 
l(cgron

.liuc Name oI Lhe Ale u"ing tlr" prl*irir" fn".frâ;;À - , Tbe publisb regio¡ mechanism aÌlows a processor to offer

The source lield of the 
.l.rue Name ,"¡"ir, "nrryl+o 

rhe_files in a rcgioo lo âny clienl processors for a limit€d

idenribes the source table entry 144. ' perþd ol llmc
,, lhE puroose of the service is lo ellminnlr rny nee(l lor(I) ,l\ palnnåmc ß cfeâled consFlrng ol Inc Þaln fo tnc

volume direc[ory ând rr," ."rrri"" purt oiìt JÀiá l" in" -z. ctient proc€ss9r: t9 make reservalions wilh the publishing

media. This palh is link"a ro m" .o.püJ 1'*" Ñr." 
-- pto""ttot 

.Tïìis 
in turn måkos it possible for thc publishing

using Lir ( Pâ1h ro true Name pnmiiii;;;;;;;"-.- processor lo sewice a much largcr number of clieols

@) Añer all frles have been invenrori"d, rhe volùme - wbcn.a region ìspublished, ¿ exprralion darl3 is deflned

dirLíory is fÌozen The volume ¿lirectory serves as a table o[ for all lìles in.the region' ånd is prop¿ìgated inlo the Pub-

contents for rhe volume. Il can be copied using the Copy File .lo lishing systcm's liuc Ì'ìlc regislry enlry record 140 tro¡ each

or Directory primitivc mecbaûism to create an "overlav'
<lrrecrory wiich cao tben be mociifred, makinß it possibleio when â remole file is copied,lbr itslaoca using the CoPy

cdit a virtual copy of a rcad-only mcdium. " Filc opcratìng svslcm mcchanism, tbe expiration dâlc is

3. Synchronize irirectories copied into the source field of thc clienl's True File registry

Given two versions of a direcrory derived from the sam€ 15 enlry re cord 140. whcn thc soùrcc is a publishing system, no

starling point, this mechanism creiles a nerv, synchronizecl dePe¡dency need be cre¡le(l

version which includes the chaDges froot €ach. Wher€ â ôle The clieDt processor must occasionally änd rn

is changed in both versions, this mechanism provides â ùser backgrouod. check for expired links, Lo måke slÌre it still has

exit for banclliog the cliscrepaocy. By using True Names, :ìccess 10 lh€se files. This is descriìled in lhe bâckground

comparisons arc"instantaneáus, ã"¿ io 
"opî. 

of frlcs are 4u mecbånism Cbeck for ExPired Links.
neccssary. 5. Retire Direclory

This mcchanisrì) lels å local processor synchronizc a 'l'his mecb¡nism makes il possrble Lo eliminaLc s¿Icly thc
directory 1(r account for châng€s m¡ìcle al a remote processor. True Files in a directory, or al least dependeocies on tbem,
Il's purpose is to bring a local copy of a directory up 10 date âtìer ensüring úâl âny client processors depending on those
afier â period ofno commrnicaljon betweeD the local ând 45 nlesremove lheir dependencies. The filesin Lhedirectory are

rcrnote processor. Such a period migbt occur if lhe local ûot âctuâlly doletcd by this proccss. fhe dircctory cåD bc
processor were a mobile processor detached from iß serve¡, deleted with lhe Delele File ope¡åting system mechanism.
or if two distanl processors were run independeotly ând The mechârìism lakes the pathname of a given diectory,
updatcd nightly. and oprionally, the identiflcation of a preferred alternatc

^n 
rdvânlâge of Lhe described synchroni_¿åtioû pruccss is so source processor l¡r clieDrs to ùsc lhc mechânism perliìrms

that il docs not depend on synchro¡izing the clocks of the the followi¡g steps:
local ¿ìnd remole processors. How€ver, iL does require th¿t (A) Traverse rbe directory. For €ach frle in the clirectory,
the loc¿l processor track its position in the remote proces- pcitorm tbe folloq,iDg steps:
sor's audit file.

This mechanism does nor resolve changes made simulra- 55 ( i)cel lhe_True Nâme of lhe frle from its pa{h and find lhe

neously to lhe same file al several 
"ir"..'ä,iråiì".iã 

* 
'' 

Ii: -Fil" 
regislr-\r entrv 140 âssoci¿ìtcd wilb the True

exrernal ¡e,çolution mechanism such as, for exåmtle, opcrâ- i\âme'

.or inte¡veoÌion, is requirôd. (ii) Dclcûinc ân âllcrnâtc s¡urcc fo. (he True File. tf the

Thc mechanism lakes as rnput a sLarl rimc, a local source IDs ñ€ld of the TFR er¡try includes the preferred

directory patbnaúe, a r"aol" paoa""*a oua", uniu ratora 60 âltcmatc sourcc, lhat ìs thc aller¡ate soùrce. If it docs

directory iathname nam", aná it operates by lhe follo$,iog nol, bul jndudcs s{rme other source, thal È lhe ålternale

sreps: source lf it co¡tains no âltemete soÙrces, lb€le is no

(A) Request a copy of the âudit frle 132 ftom lhe remote alLemaLe soÙrce

processor usiog the Request Tru€ Fite remote mechanism. (iii) Foreach dependenl processor in the True File registry
(B) Fo¡ eâch enlry 146 in the audl flle 132 after the sLârL 65 entry 140, ask rbat processor to retire Lhe True File,

time, if the eotry ìndicâles a change to a lìle in the remole slecifying an allernate source if one was determioed,
dircctor!,, pedorm the following sleps: using the remol€ m€chanism.
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6. Rcalizc Dircctory âL Locatio¡ (A) Nole evcrli limc a nlc is crcatcd or deletcd, for
fhis mechanism allows the user or operåling system to inslâoce by moniloring audit entries in lhe Process AÌrdit

force copies of frles from some source location to tbe True File Entry primitive mechanism. When sùch an eveot is
File registry 126 ât å given localron. The purpose of the encouDtered, creâte ån erìtry 14E in the accountjng log 134

mechânism is 10 ensure that Êles are accessible in the evenl 5 thal shows the responsible pa.ly and the ideolily of the 6le
the source location becomes inaccessibie. Tbis can happeo cre¿rle{ì or deleted.
for iDsrance if lhe source or given locâtion are on mobile (B) Every lime a file is lraosmitt€d, for iostånce when a

coûputers, or arc on rcmovable media, or if tbe network frlc is copied with ¿ Request True File rcmorc ûtechânism or
conEectior¡ fo the soÌrrce is exp€cted 10 become unavailable, an Acquire True File renote mechanism, creale aD e¡lry in
or if the soùrce is being retired rn rhc accountinq log 134 that shows thc responsible pafy, rhe

This mcchanism is provided in the following slcps for '" ictenrny of th! frñ, aod the source and rtìsdnarion prãces,
each frle i¡ tbe given d¡reclory with lhe exceplioD of .o... 

-

subdirectories: (c) occasionally run ån âccounting program to process
(A) Get lbe local direc!'lv !*1"ryi"1" g?::",11-'::".11 tlJ"é-unrinj rofiu, disrriburing the events to rhe iccounr

138 givrn lhe Parhnâme of úe frìe Get rbe True_JoiTj "llt: ,. ;".d* ;l;;ilä";Dsibte pâ¡1y. 'Ihe ¿ccourr records can
Iocål direclory exlensions lable enLry record lJE. lhrs rr "'_ -,: :_- '_ ", _, ; -_ ;-_ evenlu¿llv be summârized lor billiog purpos€s.
servlceâssrmrlatcsLnEulc[rtnâsnolalreaClvl)eenas5lmì-
lated. 9. Track for Liccrìsing Purpos€s

@) Realize the corrcsponding True File at the given This m€ch,anism ensuresthat licensed frles åre notused by

bcìtion. This sen ice causes ir ó u" 
"opià¿ 

to r¡" Ëiu"n uoauthorized paflies. The Tme Nâme provides a safe way lo

location from a remote syslem or removable medir. - lo td€nltfy licensed maleriål. Tbis service allows proof of
7. Verify True File possession of specifrc flles åccording lo their contenls wilh-

This mech¿nism is used 10 veriry lhal rhe dåta ilem in a out disclosing their coolents

True FiIe registry 126 is indeed rh; conecl dara ilem give n Enforcing use of valid licenses cân be active (for exÂmPle,

its True Nañe. Iís puçosc is !o grard agåiDsl derice Juo.s, bv refusiDglo provide access to â flle withoù! âùthorization)

malicious changes, oioLher problems. .s or passive (for ex¡mple, bycreating a rePortofusers who do

If an error is"fouocl, the syslem has Lhe Àbilily lo beal" nol havc propcr âultlorization)'

ilself by ñnding anotber source lor the ìÌuË FiL with lhe One t)ossible v/ay lC) perform license vâlidation is lcJ

given name. It áay also be clesirable to verify thât lhe error perform occasional aùdits ofelEployee systems The service

ñ* nor p.op^g"r"i ro oLher systems, and ro lóg tbe problem described. herein rcLes oo 'l'ruc Nâmes to suPport such ân

or indicate it 10 th€ compuler operator. These details are nol lo audit' ås In the tollowmg steps:

described here. (A) For eâch licensed product, record in the license table

To verìfy a data jlem rhar is rìor in å True File regisûy 126, 136 lh€ True Nåme of key files in the producl (thal is, files

usc thc Caícula te True Name primilivc mccb ânismicscribe d rvh ich arc rcqu ircd i t ordcr to use the product, and which do

above. not occùr in other products) Typicallf for a software

The basic mechanism begins wilh a Trùe Nar¡ô, and 35 producl, this would includc thc main cxcculåble image aod

operâtes in the follorving srefs. perhnps olher mâjor lìÌes such ¿ìs clip-¡t¡t, sc¡ipls, or onlin€

(A) Find tbe True Fiie regisrry entry record 1¿f0 corre- help. Also record the identity of each system which is

spònáing to the gr.,en True Ñamå. rìlhorize'l (o håve a copy of the lìle'
- 

(B) Iirhere is'â True File ID for rhe True File regisrry (B) occasionally, compare the coûtents of each user

enùy rccord 1,lO Lhcn usc it. Otherwisc, indicârc rtrat ,io frtc 4u processor agâinsllhe license Låble 136 For each True Naûe

exisis 1Cl verify. in th€ license lable do the following:
(C) Calculate the Trìrc N¿mc ofthe dåta i(cm given the filc (i) Unle.çs th€ ùser processor is authorized to bave a copy

lD of the data ilem. of the lìle, conñrrn that the user procqssor does nol hâve

(D) Connrm tbat rhe calculared Trde Nâme is equal to the a.copy oI the lìle using the l¡c.tte Îù€ File mech¿-

given'lrue Nâme. ¡s nÌsm.
(E) If rhe True Nåmes are nol equal, there is ân error in (ii) lf the user processor is found to have a flle lbat il is

rhe True File regisrry 126- Remove the True File ID fiom the not âuLhorized to have, record lhe user processor and

True File reBislry €ntry record 1,10 and place it somewhere True Name io a licens€ violâtion tâble-

else. hdicalc lhat Lhc True File regislry cntry rccord 140 The Syslem in Opcration
contårned ån error- so Given the m€chanisms dcscribed âbove, the oPeralion o[
8. Track for Accounling Pu¡poses å typical DP system employing these ûiechånisms is now

'lhis mechanism provides å w¿ry to k¡ow rcliâbly wbich descnbed in ordcr to deÐonslrâle how lhe ptesent iÐventioû
frles have been slored on å system or transmitted from one meets ils requirements and capâbilities.
syslem to another. The ûechânism cåo be lsed as a basis lor In op€råtion, data ilems (for exâmple, files, datâbase

a value-based accountrog sysrem in which chårg€s are based 55 records, messâges, data s€gme¡ls, dala blocks, directories,
oD tbe iderlity of the datå slored or lransmilted, rã1her Lhan insra¡ces of object clâsses, and the like) in ¿ DP syslem
simply on the nùmber of bits. employing tbe present invention âre identified by substan-

This mechanism allows lhe system to lrack possession of rially unique identiflers (True Narncs), the idenliflers
speciûc dåLä iteûs âccording 10 contenl by owner, indcpen- depeodingon all of Lhe dätâ in lhe dåLâ items and ooly on the

de¡t of the name, dâte, or other prope¡lies of the data item, óo daLå iD the data items. The primitive mechanisms Calculate
and Lracks the uses ofspecific data ilems and flles by coDtent True Name ånd Assimilate DÂtå hem support this propeny.
for accoù¡ting pìrrposes. True names make ir possible !o For Âny given data item, using th€ Calculåle True Name

idenLify each Iìle brielìy yet uniquely for this purpose primilive mechanism, a subslåntially unique ideûlifrer or
lackiog the ideoLities of files requires mâintâining an True Name for that dâtâ item cÂn be delermined.

accounting log 134 and processing ir for accounting or ós Furher, in operation of a DP system incorporating the

billing purposes. The mecbaoism operâtes in the following pres€ot jnvention, multiple copies ofdata items are avoided
sreps: (unless they are required for some reason such as bacl:ups or
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minor copies in a faulr-Lolcrant system). Multiplc copics of Loc¿ìlion primitivc mcchaojsm to mâkc surc lhât componenl
data ilems are avoided even when multipÌe oames refer to segmenls are locally åvâilable, and then uses the operâtirìg

the same dan ilem. The primitive mechaDisms Assimilat€ system fiIe mechanisms lo read dâtâ from lhe local frle.
Dâtâ ltems aDd New Îûe File srlpport Lhis propefy. Using Tbus, when a compoùnd file is copied from a remote
theAssimilate Datå ltem primilive mechaDism, ifâ dala item 5 system, oDly ils Tnìe Nåme is copied. When it is opened,

alreådy exisls jn the system, as irìdicated by an enlry in the onìy is indlrecl block is copied. When the correspondiog file
Tru€ File regislry 126, this existence will bo discovered by is read, the required componenl segmenls are realized arìd

this mcchanism, ånd the duplicate data itcú (thc new datå lhcrcfore copicd.
item) will be eliminâted (or not added). Thus, for example, Io operation dala jtems can be ãccessed by reference to
if a dala flle is being copied o¡to a system from a floppy 10 theìr identities (True Names) independenl of their preseol

disk, if, based on the True Name of the dâta frlo, il is locÂtion. The aclual data item or'Inìe F-ile co¡responding to
delermined that the dåtå frle aLeady exisls in the system (by a given datâ identjû€r or True Nåme may reside anylvhere in
rhe same or some olher name), lhe¡ the düplicâle copy wilt the syslem (1h41 is, locâlly, remotely, oftliDe, etc). If â

not be installed. If the data ilem was behg iûslalled on the required True File is pr€sent locally, theD the dâla in the frIe

syslcû by some name olhcr tban its currcnt ûame, then, 15 cân bc âcccsscd.Iflhe dala fem is nol prescnt locally, thcrc
using the Link Pâth to True NÂme primitive mechanisû,lhe åre a number of ways in wbich il cån be obtaiDed from
orher (or new) namc can be linked lo the alrcady existing .¡.be¡ever il isprcsent. Using thc soùrcc lDs lìeld ofthe True
daLa item. È-ile registry lable, the loc.ìLion(s) of copies of tbe True Fil€

In gereral, the mechanisms of the presenL iovention corresponding lo a given True Name can be deteÍnined. The
operåLe in sùch away as 10 avoid recreåting ån âcLùål data 20 Reâlize'lruc l-ile from Localion primilive mechânism lries
item at å localion when â copy of thal data item is aheady to miÌke a local copy of â True File, given ils True Name and
preseDt at lhât location. Iû the case of a copy trom a floppy the name of a source locâdon (processor or media) that may
disk, the data item (frle) may hâve to be copied (into a contâir the True File. If, on the other hand, for some reåsot
scrârch frlc) bofore it can be delermined tha! it is å duplicate. il js úot known whero thore is å copy of thc Truc File, or if
This is because only one processor is involved. On theotber 25 the processors idendfied iD lbe source IDs ûeld do not
ha¡d, in a multiprocessor envi¡onmenl or DP sysl€rn, eâch respond wjlh the required True file, lhe processor requiring
processor has ¿r recod of Lhe True N¿ìmes o[ the d¿rla iLems lhe data ilem c.ìn m¿ke a gcneral request for the data item
on thåL processor. When a dâlâ fem js to be copied lo ùsing the Reques! True file remole rnechånism from all
ânother locatioo (anolher processor) in the DP system, â11 processors in the syslem lbât il can coútact.

that is necessary is to examine the True Name of the data 30 As ¿ resul t, thô system provides transparenl access 10 âny

item prior to the copying. If a dala item with the same True data iteû by reference to iß dat¿ idenlil, and independent

Nâme already exisls å1 lbe destjnatioB location þrocessor), of ils preserìl locâtion.
rhen there is no nccd Lo copy Lhc data item. Notc thal ifadatÂ In operalion, dâ1å ilems in lhc system can be verifled and

ilem which rlre.ìcly €xists locåIly at a deslination location is hâve their iDtegrily checkecl. This is from the m¿ìnner in
slili copied ro the destinalion locâlion (for exåmple, because 35 which True Names are determined. This can be used for
rhe remote system did nol have Â Ìiue Nåme for (he dalâ securiLy pùrposes, for inslônce, lo cbeck lor virùses and lo
fem or because it arrives as a stream ofur¡-named dâta), the verifv thâl dåtå retrieved from anoth€r locâtiot is ¡he desired

Assimilâle Dâlâ Item primitive mechanism will prevent and reqresled dâla. Forexåmple, the syslem mlghtslore the
mulliple copies of the (lata item from being created. True Names ofall execùtâble âpplicatioûs on lhe system and

Sincc lhe Truc Name of â largc da!â ilcm (a compoììnd 40 thcn pcriodically rcdotcrmine the Truc Nâmcs of each of
data iLem) is derived ftom and based on lbe Tru€ Names of these åpplications to ensùre tbat they match the sbred True
componcnls of Lhc da[a ìrem, copying of ân entirc data itcm Names. A¡y châogc in a Truc Name potcntially sigrìals
ca o be ¿voided . Since so me (or a ll) of the cornpoûenls oI ¡ì corru p tio o in the systcm and can be Âr rlher invesligä Led . l he

large datâ ilem may âlready be preseDt at â destination Verify Region bâckgroùnd mechÀûism and the Verify Tme
locâtion, only those componentswhich are not present lhere 4s File extended mechanisms provrde direct support for this
need be copied. This propefy derives ftom the manDer in mode of operation. The Verify Region mecbanism is used lo
which True Nâmes a.e delermined. ensure that tbe daLa iteûs i¡ the True File regislry have ûot

Wheo a ñle is copied by the Copy File or Dir€ctory been damaged accidentâlly or malicioùsly. The Veriry Tme
operaLingsystem mechanism, only the True Name of the file Filc mcchanism veriÊes thal a data ilcm in â Truc File
is actüally replicatecl. 50 regislry is indced lhe correcl dala fem gjven its True Name.

¡¡r'heo a frle is opened (using the Open File operalìng Once a processor has determined v¡here (tba1 is, at which
system mechanism), i1 us€S the M¿ke True File Local olher processor or locaLion) ä copy o[ â dâtâ ilem is in the

primitive mechanism (either direcrly or indi¡ectly through DPsystem, thatprocessor might need that o ther processo¡ or
rhe Create Scrâtch File primitive m€cbanism) 10 creÂte a Ìocåtion (o keep â copy of thâL dala item. For exâmple, a

locål copy of the file. The Open File operatiDg system 55 processor mighl waDl to dclete local copies ofdata items to
mechanism uses the Make True File I-ocal primitive make space âvailable locally while knowing lhat il cân r€ly
mechanism, rvhich uses the Realize True File from l-ocation oo relrjeving the data from somewhere eÌse when needed. To

primitive mecbanism, which, in tum ùses the Reqùcst Tme lhis end the system allows a processor to Reserve (and

File remot€ û€chanism ancel lhe rese.\,å!ion oÐ True Files at rcmoLe locatioos
The Request True File remote mechaDisû copies only a 60 (usi¡g lhe reûoLe mechanism). In tbis way lh€ remole

si¡gle dâta ilem from one processor to aoolher. lf the datâ locâtions are pùt on notice tbât ânofber iocåtioû is relying on

item is a conrpound fiIe, its component segmenls åre nol the Presence of the True File at lheir localion.
copied, oûly the iDdirect block is copied. The segmenls are A DP system employing the Pres€nt invention cao be

copied ooly wheû they are rcad (or otherwise needed). made into a faulGlolerant system lry providing a certâio
Ttle Reâd File operåring sysæm mechanism aclually reads ó5 amoünl of redundå¡cy of dalå irems at multiple ìocations iû

dâtâ. The R€ad File mechanism is âware of compouod files lhe system. Using the Äcquire True File and Reserve True
and indirecl blocks, ånd it uses the Realize True File f¡om File r€mote m€cbanisms, a particulår .processor can imple-
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mcor its own form o f fau lt -tolcrancc by copying dâLâ itcms A pùblishiDg servcr, on lhc othcr h¿ìnd, may want lo
to otber processors and then reserving them there. However, provide access to mâny clients, and possibly anonymous
the system also pro\.ides lh€ Mirror True File background ones, wilhoul incurring the overhead of lracking depeoden-
m€chânism Lo mirror (make copies) of the True File avail- cies for eåch client. Tlterefore, å pùblic server can provide
ablg elsewher€ in the system. Any degree of reduDdancy 5 expir¿tion dales for True Files in ils regislry. This allows
(limited by the nuûbor of processors or locâlions iû the clientsvstems to safelv maintain refereocès to a True File oo
system) cat be implemented. As a restll, lhis_ i¡ven¡ion rbe pubiic server Thetbeck For Expired Linlß background
mai¡tains a desired dcgrcc or lcvel of redùndancy-io a meJhanism allows the clìent of a publishiog server to
¡etwork of processors, to protecl against. failure of aoy occasionally coofirm thåt its dependen¿ies on thãpubÌishing
particular processor hy ensur ing thar muhiplc cop¡es ol data ro 

"er,r.r 
,r. .'"f..

items cxisl at difcrcnl locåtions.
The dara srructu¡es used to imptemeol various fearures ., ]:l -"1]i:'-"Ïljf " aspect of the inveotion' a processor

ancl mechanisms of this irìverìLion store , r-;;"'iil'fuì tbåt.is oewly coonecled (or recoDnected after soúe åbsence)

inlorm¿ìrion whicb can be "*¿, . -".¡"*ii"í îit¡'rrì" t 
'lt,:y:l:-. 

t1l obtâin a current veßion of â11 (or of

vârious mechanisms, ro implemenl "*r;;;;";;. 
;;¡ needed) data in the system by requesting it from a server

policjes in a Dp sysrem ómploying rh; i"*;ii;". lo, rs processor Any such.processor cân scnd â request to updatc

åxample, the size, age and toËaL;án ãf ¡ clärâ ircm (or of or resynchro¡ize all of its directories (starting al À ¡oo1

g,oupi ot a"tu lt"i"i i" provided. This intormalion c;n be dircctory). simply by usiog the Synchronize Dircclo¡ies

lsed'to clecide how-the ãata items should be trealcd. For exleûded mechanism oo the ûeeded directories.

examplc, a processor may tmplernent â policy of deleting Using the âccounting log or some oLher ùser provided

locÂl copies of all dâlå itcms over a cetain age if olher 20 mechanism, â ùser caD prove the existence of certain dâta

copies of those ¿lata items are pr€senl elsewhere in the it€ms at celain times. By publishing (i¡ apublicplace) a list
system. The âge (orvariations on the age) cân be determined of all True Names in lbe syslem on a giveD day (or at some

using úe time of lasl access or modiñcatioo iD th€ locÂl giveo time), e user can l¿ter refer back to lha! lisl 10 show
dircctory exteDsions tâblc, and the prcsence of olhc( copics that a paliqrlar dat¿ ilem was prescnt in the system at the

oI the dal¡ì item can be delcrmined eilher from the Safe Flåg 2s time that list wâs pùblished. Such :r mechånism is usehl in
or the source IDs, or by checking which other procesmrs in ¡râcking, for example, laborålory nolebooks or the like þ
rhe system have copies oI the dat¿ item ard lhen .eserving prove clales of coocepLion o[ inventions. Such a mechanism

â t leasl one of those copies. also permits proof of possession of â då!å item al a p articular
ln operalion, lhe syslem c¿ìn keep lrâck ol dåtâ iteßs dale ând time

regardlèss of how those jtems are nåmed by users (or:o The accounling log ñle can also lrack the use of specific

regârdless ofwhether the data iþms even hâve names). The dala items and 61es by content fbr accountitg purposes. For
system cân als¡ track data ilems thal bave different nâm€s instance, an information utility company can d€termine the

(in differcnt or lhc såmc locarion) as wcll âs different data data idenlities of datâ itcms that are stored and transmitted

ilems lhål have Lhe same name. Since dalâ iLem is identiÂed lhrough ils compuLer systcms, ånd ùse these idenlilies to

by the data in the itern, withoùl regard for the conrexl of lhe 35 provide bills to its customers based on the ideDtities of lhe

dår Â, the proble ms of inconsis lent oa minq in a I) P sysLem are dal a ilems being transmitted (âs deñned by the subslanliaÌly
overcome. uDique identifier) The assignmenl of prices for storing and

In operâtion, the sysrem cån publish d¿rra irems, allowing transmilting speciflc True Files would be mÂde by the

other, possibly anoûymous, syslems in a network to gåjn informatìon utilily ând/or its data suppliers; tbis informalioo
accoss to the dâlâ ilcms ând to rely on thc âvåilâbility of ao woìrld bc joiDed periodicâlly wilh tho iDformalion in thc

thes€ data jlems. True Names are globally unique identifiers accouoting log ûle 10 prodüce customer statements.

which cân be published siûply by copying them. For Backing up daLÀ ilems iD a DP syslcm cmploying the

exâmple, a usermighl creÀre a rexluâl representation o[a Iìl€ preseot iDvenlion can be done based on the lÌue N¡ìmes of
o¡ system Awith True Name N ([or inslånce as a hexadeci- the data ilems. By lrÂcking backups rìsing Tru€ Names,

mål slring), a¡d post it on a computer bulletin board. 45 dìrplication in the backups js preveoted. In opelalion, the

A¡other user oo systeû B could create a directory entry F systeû maintai¡s a backup record of daLa ideDtifiers of datâ

for this True Name N by Lsing the Link Pålh to True Name ilems alreådy bâcked up, and invokes the Copy File or
primitive m€chaoism. (Alternalively, an ¡pplication could Directory operating system mecbanism 1() copy only those

bc dcveloped which hidcs the True Name frorn lhc ùscrs, but dala ilcms whose dala identiûcrs are not rocorded in Lhc

provides the same public Lrânsfer service.) 50 backup rccord. Once a data item has bcen bâcked up, jt cån

WheD a program o¡ system B aftempts to open pathnåme be restored by refieving ia from its backup location, based

F linked ro'l'r¡re Name N, the Locå1e Remotlj t-ile primitive on the iden[ifrer of the dat.ì ilem. Using the backup record

úechåDism woüld be ùsed, and would use tbe l¡câle True prodìrced by the backup 10 ide¡dry úe data item, lhe datå

File remote mechanism to seârch for True Name N on one item can be obtained using, forexample,lhe Måke True File
or more renole processors, sucb as system A, lf system B 55 l-ocal primitive mechânisû.
hâs access 10 system A, it would be abie 10 realize lbe True [n operalion, the systerB can be used lo cache data ilems

File (using the Realize Tme File from Locatton primitive from a sewer, so that only the mosl recently accessed data

mechanism) and ùse it locally- Alemåtively, syslem B could ilems need b€ retâined. To operale iD this wây, a cache clie¡l
lìnd True Name N by accessing åDy pubiicly åvailåble True $ conûgured lo have a local rcgislry (its cache) ì¡,,rth a

Name servet if the server could eventuålly forward the 60 remote Local Direclory ExteDsions labìe (from lhe cache

¡equesl to sysleû A. server). Whenever a file js opeted (or rèad), the l¡cal
Clienß of a local s€rver cân indicåte that they depend or Dir€c@ry Exletsioûs lable is used lo idenlify the True

a gìven True File (ùsi¡g the Rese¡ve True File remote Name, and tbe Make True File Local primitive mecbanism

mechanism) so rhat the True File is no1 deleted from the inspects the local registry. When the local reBistry alreâdy

server regislry as long âs some client requir€s âccess to it. ó5 has a copy, the frle is åheady cached. Otheñvise, the I-ocate

(Ttre Retìre True File remote mechanism is Ìrsed 10 indicale Tme File remole mechaoism is used 10 gel a copy of the Iì le.

úât â client no longer needs a giveD True File.) This mechanism consulls the cache seûer and uses the
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Rcquest 1Ìue F'ilc rcmote mechanism 10 ûâkc â locål copy, Whcncvcr a palhnâmc is lrô\'crscd, tho Gct Filcs in
efie;lively loâ<1ing the cache. Dircctory operating system mechânism is used, and wheû il

The Gioom Ca-che background mecha¡ism flushes the €ncounters ¿t fÍozen dfectory, ¡t ùses Lhe ExpaDd Frozen

câche, removing Lhe least-re-cently-used files from thc cache Directory Primjlive mechânism

client;s'lrue Fiie regisrry. While; frle is beiDg modiÊ€d on 5 A.frozen dircctory can be copied from one pathname to

a cache client, the Loci Cache and Updåle õacbe remote â notbe r .efficient Iy' merely by copying ils True NÂDr€ The

mechanisms prevenr ort"r 
"ti"or" 

fro. 
-r.yiog 

io .o,lify th" l9!l 1f "lti1ttoc 
tyslem mechanisû is used Lo coPy a- trozcû dúcclory'

samc nlc,
rn operarion, when rhe sysrem is beins used ro 

::-.1:g11 . ^ ""r,åï'"î iil::1jå:iï:'Jti ::::fiïå'ï:j.$ti.",";
iLems. tbe problems o[ ma¡¡taiDing cache consisteocv are ]0 .: ' :," _ ''--
âvoided. 

*'- '" hisbry (heoce a vcrsion control system).

ro access a cache and 10 fill ir &oú its server. a iey js 
"',ti#::i:':i;jt"''ij;Ï:îIå'J:ï,*ä"j;i:"ï::iJ:required lo identify the data item desired._Ordinarily, thekey such as a disketle or CD-ROM.Ylhe invenrory is indepen-

is â name or address (iD this cåse, it would be lhe pathnÂme dent ofother properties of rhe ¿ara items sucb ás their nãme,
ofaflle). Ifthedata associÀted wilh such a key is cbåoged. 15 location, ancl daæ of creation.
the client's câche becomes inconsistenl; when the cache Thc Inventory Exisling Directory extencled mecbanism
client refers to lhåt name, it will rclricvc thc wroog data. In provides a way ío create irue FiÌe R'egisrry entrìes tbr all of
order to mainlain cache consistency i1 is necessary to nolily rhe files in a directory. Ooe use of úis inventory is as a way
every client immediately whenever a change occuls on the !o preload â True File regislry with baclcrp record infoF
s€rvcr. 20 måtion. 'Ihose frles in rhe legistry (such as previously

By wing an embodiment of the present inveDtion, the installed soflware) which are on the volumes inventoried

cache key uniquely identifies ¡he data it represeDts. IJVhen ne€d nol be backed up o¡to olher volùmes

ùe ¿lata associated with a name chaDges, the key itself The loventory Removable, Read-only Files extended

changcs. Thus, when a câcho clieDt \¡¡ishes 1o acccss the mechaorsm nol only delcrmincs thc Truc Names for thc ûlcs

modiûed dara assoc ì1ed wiLh â given lìle name, it u,ill use 2s on lhe me(lium, bu! ålso records directo.y eolries lor each

a newkey (theTrue Name oflhe new frle) rather than the key file in a ftozen direclory struclure. B], copying and modi-

ro the old lilc conleDrs in irs cache. 'lle client \¡,,itl always fyiog thrs direclory, it is possible lo create än on line palch,

request the correcl dâta, aûd the old dat¿ in its cÂche will be or small modiâcalion of ân existing read-only frle. For

eventually ag€d and flùshed by lhe Groom Câche back- example, it is possiìrle to creatc ¿rn oolioe represenlalion of
ground mechinism. 30 a modified CD-ROM, sucb thal thc u¡modifred frles are

Becâuse it is not necessary 10 immediately nolify clients actually ot the CD'ROM, ând only the modilied files â¡e

when changes on the cache server occur, the pres€nt inven_ online.
úon makes il possible for a single servcr to support a much In operation, thc systcm tracks posscssjon ofspccifrc data

larger number of clients than is otherwise possibl€. iLems according to conlent by owner, indepetdenl of the

È operation, the system âùtomatically archives datÂ ilems 35 nar¡e, date, or other properties of the data ilem, aod tråcks

ås they are crealed or modifred. After â file is created or lhe ùses of sp€cific datâ items ¿ìnd iles by content for
üodiÂed, the Close File operating syslem ûrcchanism c.e- âccouoting purposes. Using tbc Trâck for Accounting Pur-

ales an audit 1ìle record, which is eveDlually processed by poses exlended mechanism provides å w¿ty lo know reliably

the Process Aì¡dir File Entry primitive mechânism. This which ñles have been stored oo a syslem or transmilled from
mcchanism uses lhc Ncw True File primitivc mcchanism for 40 onc systcm 10 anolhcr-

any frle which rs newly created, which in turrì uses lbe Trùe Nåmes in Relational and Objec!-Orienled l)atabases

Mirror Truc File backgrou¡d mcchânìsm if the Truc Filc is A.lúough Lhc prcfcrred embodrrncnl of tbis inventioD hâs

in a mirrored or archived region.'fhis mechânism c¿üssson€ been prescnled in Lhe context of ¿ lilc sysLem, the jnvenlion

or more copies of the new flle lo be made on remoLe of True Naûes would be equaily valuable in å relational or
procsss{rrs. a5 objeclorieDted dllâbâse A rel¿ttiooal or objecL-o¡iented

In operatioD, tbe syslem ca¡ efrciently record and pre- dalabase system usmg Tru.3 Names would have similar
serve iny collection of data ilems. The Freeze Directory benelìts 10 Lbose of the lìle s.vslem employing the inveqtion.
prjmitiv€ mechanism creares aTrue File '¡¡hich identifies all For instânce, sucb a datâbas€ woùld p¿rmit efrcieot elimi_
òfthe frles iÀ th€ dircctory a¡d its $rbordinâles. Because this nalion of duplicalo records, sùppol a cache for rccords,

True File inclüd€s the T¡ue Names of ils constiluenls, it so simplify the process o[ rnainlaining cache consr.sLency, pro-

represenls the exact contenls of the directory tree a! the time vid€ locaLioo-independent acccss to records, maintain
it was frozen- the frozen direcLory câo be copiecl with its archives aod hislorics ot records, ancl synchronize wilh
componenls presefved, dislânt or disconnecl€d sysLems or databases

The Acquire True File remoLe mechaDism (ùsed in mi¡- Tbe r¡ecbanìsms described above cân be easily modilìed

roring and archiving) preserv€s the directory tree slructure s5 to s€rve iD such å daLabas€ enviroDrnenl. The Tfue Name

by ensuring tbat â11 of the componenl segments and True regislry woùld be us€d as a reposilory ofdalabase records.

Fjles in Â compound data item âre actually copi€d 10 a All refererìces to records wouìd l¡evia the True Name oflh€
remote sysrem. Of course, no transfer is oecessary for dåta record. (The Locål Directory l,xtensions table is an example

i(ems åIready jn Lhe regisrry of the remore system. of a primâry index thal uses Lhc True Name as Lhe üniqìlc

ln operâtion, the system can eficiently make a copy of oo identi6er of the desired .ecords )
åny colleclion of dâta items, to support â version conrrol ln such a dalâbase, the opcråtions of mserling, updaling,

mechanism for groups of tbe data items. and deleting recor¿ls would be implemenled by âßt assimi-

Ttre F¡eeze Directory primitive mechånism is used lo lÀting records inlo the registry, and then updaling a primary

creåte a collecrioo of data ilems. The coûstituent nles aod key index to map the key of the record !o jls conlents by

segúents referred to by rhe frozen directory are mairìtained 65 usiDg the True Name as a poinler to the contents.

in the registry without any need to måke copies of th€ The mechanisms described in the p.efe.red embodiment,

constilüenls each time the direclory is frozen. or simila¡ mechanisms, \r!'ould bc employed in such a
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systcm. Tbcsc mccbânisms could iocÌudc, for cxarnplc, lhc
mechanisms for calculating true names, assimilating,
locating, realizing, deleling, cop!'rog, and moving True
Files, for mirroring True Files, for måintaining a cåchc of
True Files, for grooming True Files, and other mechanisms
bâsed on the use of substantially unique identiners.

While the iûv€ntion hås been dcscribed in connection
witb wbât is prcscntly considered to bc the rnost prâclical
and preferred embodimenls, it is to be underslood that lhe
inventioo is not to be limited to the disclosed embodiment,
but on the conlrary, is inleûded to covcr various ûodifica-
tioDs and equivaleDt aÚaDgements included wilhin the spirit
and scope of the appended clajms.

What is claimed is:
1 In a data processing syslem, an apparalus comprisiog:
idenlity meâns for determining, for âny of a plùraliLy of

data items presenf in tbe system, a substantially unique
identifrer, the idenrifrer being detcrmined using and
depending o¡ all of lhe datâ in the dâta item and oûly
the data io the dala item, whereby two identical dala
items iD the system v,/ill have the same identifrer; Ând

cxistcncc means for dctcrmining whcthcr a pa¡ticular data
it€m is present io the syslem, by €xamioi¡rg the iden-
dÂers of the plurality of data items.

2. A¡ rppxrrtus ¡s in clxim l, funher comprising:
Iocal existence means for delermining whether ao

insta¡ce of a parlicular data ilem is preseol at a par'
ticulâr location in the system, bâsecl on tbe identificr of
the dâlå item.

3. A¡ âpparâtus ås in claim 2, whereio each locÂtioo
contains a dislinct pluralily of data items, and wherein sard
local existence means delermines whelh€r a particülar dala
item is present at a pârticular location in the system by
€xåmining tbe id€Dlifers oflhe pluralily ofdâ1¿ ilems at said
pållicùlar locåtioÐ in the system.

4. An âpp¿rârus âs in claim 2. furlrer comprising:
data associatiDg mears for maldûg aod ûraintairiog, for a

dåtå itcm in thc systcm, ån association bclwccn thc dât¿r

iLem índ the idertilìer of the däLa il€m; nd

access means tbr accessing a particular dala item using
lhe ide¡tifrer of the daLâ ileû.

5. An åppåråtus as in claim 2, lurrher comprising:
duplicåtion mcåns for copying a data ilcm fiom a sourcc

lo â deslinâlion in Llìe data processirìg system, by
providing sâid destinâlion with the datâ item only if it
is determiDed usiDg tbe data idendner lhiìl lhe datã item
is ¡ot present at the destination.

6. An xppÂrâtus as in claim 4. furLber comprisiûg:
assimilation means tor assimilating a new dala item into

the syslem, said åssimilaLion means invoking s¡ìid
identity mcâDs ro del€rmine thc identifrer of the Dew
dala item and iDvoking said da1å assocrå(ing meåns to
associate the new data ilem with iß identiôer.

7. An .pparâlus as in c¡aim 4, furrber comprising:
duplicålion mea¡s for dùplicatìng a data item trom a

source location lo a destination Iocation iD the dala
processiog syslem, based on the ideotifier of the data
item, said duplication means invoking said local exist-
ence means to determine whether an instance of the
data ilem is present ¿ìt the deslinalioD Ìocation, aDd

invokiDg said access means lo provide sâid desrination
with lhe dâta ilem onÌy if said local existence meaos
determines ú¡at ûo iûstance of lhe dålâ item is present
at thc deslinâtion.

L An apparatus âs in clainr 7, furrher conìprising:
backùp means for making copies of data ilems io the

system, sâid backùp means mainLainjng a bâckùp
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rccord of idcorifrcrs ol dålå itcrns backcd up, ånd
invokiog duplicalion means to copy only thos€ data
ilems whose datå identifiers åre not recorded in rhe

båchrp record.
5 9. A¡ apparatus as in clåim 8, furlber comprising:

recovcry means for relricving â dâlå iLcm proviously
bâcked ùp by said baclarp mea¡s, bäsed on the idenli-
fler of the dala item, said recovery means ùsing the
bacl:llp record 10 identify the dala it€m, âDd iDvokiDg

10 access mea¡s lo retrieve thc datâ fem.
10. A¡ âpparatus as in claim 2, wherein â location is a

computer ¿mong a nehvork of compùters, tbe apparåtus
further comprìsing:

remole exislence means for delerminins whether â clatal" item is present at a remote localion in the systcm from
a currenl location in the syslem, bascd on the idenlifìcr
of the data item, said remote localion usiog local
existence means at lhe remole locâtion lo determine
whelher the dala item is present at lhc remote location,:u and providing the cìrrreDt locarion wirh an indication ol
the presence of the data item at tbe remole locâlion.

11. An apparalEs as in claim 4, wherei¡ a location is å

compu[er amoDg â ûetwork of computers¡ lhe âpp¿ìråtus

firrther comprising:-t rcqucsting mcans for rcqucsting a dara ircm ât a currcnt
location io lhe syslem from ¿ì renÌote location io th€
system, based on the idootiflor of the dala itcm, said
remote localion ùsiog acc€ss meÂns aL tbe remote

1o locaL¡oû ro obràin rbe dara iteo ¡Ðd Lo send it ro rhe

currenl lßåtioD it il is prcsenl.
12. A¡ app¿rârùs ¿s in claim l, ñrrthcr comprising:

context mcâns for mal,ing and måiÌìtaining a contcxt
association bef¡r'een al least one contexlual name of a

r5 dala ilem in the syslem aDd the idendfier of the data
item; and

referencing means for obtaining the idenliûer of a dala
item in the system given â contextual name for the daLâ

ilem, using said context association.
ao 13. A¡ apparatùs âs iD claim 12, further comprising:

assrgnment means lor assjgning a dalå item 10 a contex-
tual name, invoking said ideDtity means lo d€lermine
thc identifierofthe dâtÂ item, and invokng said context
means to måke or modily the context åssociâtion

45 between the contextual Dame of the data ilem and lhe
identiner of the data ilem.

14. An apparatus as io claim 12, further comprising:
(lata assooiåLing meâns for mâking and mâintaining, lor a

d¿râ item in the system. an assocjårion berween the dalât' item â¡d rhe ident;fier of rhe dârå irem;

¿rccìess meåns for accessing å particulâr data iteor ùsi¿g
thc idcnlmcr of úc particulÂr datÂ itcm; ¿ìnd

contextuÂl name access means for accessiúg adåta item in

s5 lhe system lor â given context name of th€ dâtâ ftem,
delermiDing the dala idenLifier associaled witb the
giv€n contexl nam€, arìd invoking said âccess m€ans to
access the dala itcm usiog the data rde¡ti6er.

15. An apparatus as in clåim 11, further comprisiog:

60 trâtspafett access mearìs fof accessing a data iLem ftorn
one ofseveral localioDs, using the identiûer of the data
ilem, said tråDsparent access ûeans invoking said local
existence meâns lo determine ilrhe particulardata item
is presen[ åt the current localioo, and, in lhe case wh€n

ó5 úe pârticùlår daLa it€m is noL prôsenL aÌ the cur(enl
location, invoking said requesting means to oblaio the
.ìatâ item f¡om â remole locâlion
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16. An appararüs âs in clâim 15, furthcr comprising: .cqucstjng with â pârticùlâr dâta idcnlificr, lo confrrm

idenlilìer copy meåns tbr copying an idenlilìer of â dâla lhâL rhe dåtÂ iLem obtained from lbe requesting means

rlem fton] â source locåtion to a deslinâlion localion. is lhe same data item as the data item requesled, the
17. A¡ åpparalus as in clain 15, furlher comprising: verilyrng mcans invoking the identlry meäIr^s lo dcLer-
contc)tl means for making and maintaining â context 5 mine the dâla idenliâer of lhe obràjned data item, and

¡sçôciâlion between;ì conlexluål name of a dålâ jlcm in comparing rhe determincd clatå icleotiner with the pâr-
lhe systeú and lhe identifier of the datâ ilemi riculiar cl¿"ta idenrifler to verify the obtained data item.

contextcopy meansjor copyi¡g e datÂ item from å source 24. An apparatùs as in claim 2, wherein a location is at
location to a desti¡ation localion, givc-n the îoolextu_al t"^., on" oiïrto,"g" loca lio' and a processing location, anal
name of the data item, by copying only tbe cootexl rn *:- ":-" _-''_Ì-
âssociarion belw€eo the conlerlual ¡ãJ"íiÀã, 

^,ìJ'iú,; 
'" wherein r sloräg( locålion is ât least one of a d¿ìta storâge

data identiûer from the source localion to the desliDa- device aDd a dâta storåge volume, aDd wherein â p¡ocessing

tion localion; ând locãtion is al leâst onô of a dâta processor and a compulef.

trânsparcol refsrencing mcans for obtâining a data ilcm 25. A¡ apparatus as in claim 3, wherein a! leasl some of
ftom one of seveial locatioos tbe syiem given a i5 sajcl clala ilems atc compound datå itoms, cach compoùnd
contextual name for the dalâ ilem, said lranspar€nl dâlâ item including al leasl some component dâta items in a

referencing means invoking sâid conlext åssociâtion lo ixed sequence, ând wherein lhe idenlity mc¿ns delermiDes
dete(fnine the dala ideolifrer of â data iLem given a the idenlifierofa compounddata item bas€don the ìdentifier
contcxtuål name, and invoking said transpa¡cnt access of eactl compo¡ent data ilem of the compound data item.
means lo access the data item from one of several ,n 26. An apparatus ¿-s in claim 3, funhEr comprising:
localions given the ideolifrer of the data ilem. contexl associating meâns for making and mainrairìiûg a

18. A¡ appâratus âs in claim l, wherein ¿rt leasl some o[ cont"xt associ¡_tion, f-or any ¿lata item in the syslem,
said data it€ms are compound data items, eåch compound between th€ ideDliâer of the dâla item and at le¿st one
d âl å ilem including aL least some compoDenl dala 

_ilerns 
in a 

coD tex¡¡al ¡ame of rhe da I a iþû ar a pâr ricùlar locatioû
fixed sequence. and wherein the ident¡ly means deletmjnes ,. in rhc svslem:
Lhc idcnlifrcr of a compound dala itcm bascd on câch
componenl ¿lalå iLem of the compo'ncl d"tâ;;;. 

- '-' mea¡rs for oblaining lhe identifìer of a dalå itern in Lhe

19. An appâralus as io ctaim ta, wlcrcirisiiJlompouna Ðtl:t,c'::i a.contextuâl nâme for the dâlâ item âl â

clata irems are liles and said ."rp"*"i ;;ì; ì;;;;;; parlicul¿r locâtion in the svstem; atd

s€gmeDls, and wherein the i¿lentiry means det€rmines Lhe .n logical copy..meåns for associaling tbe dala id€nliÂer

iclJndûer ot a ûle based on rhe idenLifier of eacb datâ " correspondjng to acontexlùâl nâme ât a source localion

segmenl of the frle. \\.ilh a conlextual narne at a desli¡ation locatioD in th€
"20. Al apparatus as in claim 18, wherein said compound dnlLr proccssing system

data irems ire directories and said componert d¡ra iLems are 27 4î âpparatus as io claim 25, wherein sâid compound

files or subordioâtc clircctorìes, and whcrcin rhc iclentily ,. dxlx items are lìles ând sâid componenl dâtâ ilems Íìre

means clelerm ines the icleûli lìer o f a given d jrectory basecj oã " segmerts, and wherein the idenlity means determines the

each iìle and subordinare directo¡y;irbio rhe given direc- jdcntifier of a lìlc båscd on thc identifier of cach da!â

ror). - scgmenl ot lhe file

á1. An apparatus as io claim 11, futher comprising: 28. An apparalus as io claim 25, fuÍber comprising:

meâns for adverlising â dåtâ ilem f¡om a locâlion in Lhe ,,, compound coPy means lor coPying å dât¿ì ilem from a

system to al least ãre other locario¡ in rbe system. sâid 
-" 

soùrce locaLjon to å d€stinalioD localion in the datâ

means for adverlising providing each of said at leasl processing system, såid compound copy me¿rns iDvok_

onc othcr location wiLh the data ideotifrcr of thc daLa ingsaid local enstence means to determine wh€therthe
item, and providirìg the dåta item to only those locå- data ilcm isprescnl at thc destinâlion, and 10 determine,

tions of said orher locations that request said dara item á{ when the data item is a compouod dala item, whether

in response to said providing. _ 
the componenl datâ ilems of the compound data iteú

22. A.n ãpparatus as in claim 18, fufher comprising: are presenl ¡l the deslinÂlion, ånd Providing sâid des-

locâl €xistenca meaDs for d€termining whether a parlicìr- linåtion \\'ith lhe data item only if sâid local existence

lar data item is present al a paniÃlar locarion io the meansdelermineslhat tbe dâ1a item is not preseDt at lhe

system, baserl on the iclenlifi;r of the data ilem; and 5o destination, and Providiûg said destination with €ach

compounrl copy meâns for copytog a data item from a component dåla ilcm only ifsaid locâl existence mcâns

source to a destination in th; daaa processing sysrem, delcrmines thål lbe compoDent dala item is Ûot presen{

sâid compoünd copy means invoking said locaiexist- --at.lhc 
dcstroåtroÛ

ence meâns lo delermine *hether ihe daLÂ item is 29.4¡ apparatus as in any olcl¡ìims 1-28, wherein å dåtâ

presenl at the deslinalioD, and 10 deteûnine, when the ss il€I is al leasl ooe of a ûle' a dätabasc record' a message'

àara iLem is a compouncl dâÞ item, .rvhethe¡ the coor- 
__ 

a.dâtâ segmenl, â d.(a block, a dúeclory, and ån ins(ånce aD

poncnL dala items of rhe compouncl dala itcm are objÏl :lass. ...
;resent at the cleslinâtion, aod pioviding saicl daslina- 30 4 method of idenlilyìng â dã1â item present in a data

iion with the data item only if said lãcal existence pmcessing system forsubsequent access to the dâla item, the

mcansdeLermines that the datll iter¡ is rot presenl al1he 60 method comprisiEg:

deslination, and providing said desli¡alioo wirh each determiûing a subslantially ünique ideDliñer for the dala

componenl data iiem ooÌy if said locâl exisrence means item, the identiÂer depending o¡ and being determined

deteimiDes that the coúpoûent data item is nol preseûr r¡sing all of the dala in the datâ item ând oDly ùe data

ât rhe destiDatioo. in the data ilem,whe¡eby two ideDtical data items in the

23. A¡ apparatÌrs ¿s in clåim 11, firlher comprising: 65 syslem will have the same identifier; and

means for verifying the ìntegrity ol â dala il¿m oblaìned accessing a dala ilem in lb€ sysaem using the identifier of
from the requesting meâns in respoose to providing the lhe datå ilem.
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31. A method as in clåim 30, furtber comprising:

mâking aod maintaining, for a pluraÌity of datå items
present in lhc systcm, a¡ associalion bclwcen each of
lhc data items an(l Lhe ideûlilìor of each of the data
items, wherein said accessiftg a datå item accesses Â 5

data iL€rn vià Lhe association.
32. A melbod as in clâim 31. ñ:nher comprising:

assimilating a neì¡r' datâ item iDlo the syslem, by deter-

mining the identifret of the new dala item aDd associ-
aling ile new datâ item with its ide¡tifrer. 10

33. Amethod for dùpìicåling a givcD data item presenl at
â source location to â dcstinåtion localion in a dåtâ process-

ing system, the me(hod comprisirìg:
determi0ing a subsrânliâlly unique idenlifier lor lhe given ..

dâtâ item, the illEnli6er depending on aod heing detËr- ''
mined usiog â11of the data io lhc dalÂ ilcm and only lhc

data in ¡he datâ item, whereby 1wo ide¡ticâl data ilems
in lhe system Ìr'ill hâve the same idenlifler;

dolermiûìng, using the dala idenli6er, whelhljr the dala ,0
item is presenl âl the deslinalion location; atd

båsed on the delermining whether tbe d¿1â it€m is presenl,
providi¡g lhe destinâlion locatio! wilh the d¿ìta item
o¡ly if the data item is not pres€nl al tbe desÌinâlioD.

34. A melhod as i¡ claim 33, wherein the given dâla item ,s
is a compoùûd data ilem having a plurâlity of conrponcnt
darÂ ilcms, the melhod funhcr comprising:

for e¡ch dåla ¡lem of lhe componenL datå ilems,
obtâining tbe componenl d¡lâ identiûer oflhe dâtâ item

by determining å substantially unique ideolifrer for 3ç
rhe dalâ ilem, the ideDtilìer depending oû and being
delermined üsing all of tbe data i¡ lhe datâ ilem ånd
orly tbe dåta in thc dalå item, whereby lwo identical
dalå items in tbe system will have lhe same identi-
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(A) mainlaining a bâckup rccord of idcnliñcrs of datâ

items båcked ùp åt the previoùs backup time; and

(B) tbr cach of the plurâlity of data ilems prcsenl in lhc
dåta proc€ssing system,
(i) delerrûiûiûg a substantially uûique idenlifier for the

dala ilem, the ideotiûer depending on and being
determircd lsing all of the datâ iD the dâla item and

only the data iD the data item, whereby two identical
datâ iteús in the systeú will have lhe same identi_
flor;

(ii) determioing those dala items of the plurality ofdala
items whose identiflers are ûot in thc backup record;
and

(iü) based on lhe delerminiDg, copying only those datâ
items whose dâta identiLies åre Dol recorded in lhe
backup record.

37. A method as io clåim 36, fuflher comprisiDg:

recording ir¡ the båckup record lheidentifrers ofthose data

ilems copied in said copying.
38. A melhod of locating å panicular dâta item al â

localioû in a data proccssing syslem, the mcthod compris-
ing:

(A) deternini¡g a $bstaûtially uDique identifier for the

dala item, the identifrer depending on and being deteÊ
mined using allof the data in thc dâlâ ilcm and only thc
data in th€ dâta item, whereby two idenLicâl clala jLems

in the syslem will hâve the same idenliner;
(B) requesling lhe particùlar data ilem by sending the data

identifrer of the datâ ilem fiom tbe requester location lo
ä1 leasL one localion oI a plurâlity ofprovider locåLioDs

in lbe system; aDd

(C) o¡ at least some of the provd€r locåtions,
(a) for each dala ilern of Â piùrality of datå items at the

provider Iocâtions,
(i) delcrûiûing a substanlially uniquo identifier for thc

dalå item, the identilìer dspeûcling on and beitg
delermined ÌìsiDg all of the dâtå io lhe data item and
oDly on the dâ14 i¡ lhe da1å itcm, whereby two
identical datâ items iû lhe system will have the same
idenlilìer; aDd

(ir) making and maiDlaining a set of identiûers of dâta
itcms,

(b) determining, based oû the set of identifiers, wh€tber
the data item correspo¡di¡g 10 thc requesled dala
idenriñer is presenl al tbe provider location; and

(c) based on the determiDing, when the provider Ìoca-
(ioD determines lhât (he particular data item is
present at tbe p¡ovider localion, nolifyiûg the
rcquesbr that the providcr has a copy of thc given
data ilem.

J9. The melhod of clåim 38, furrher comprising:
(a) for each data item of a plurality of data items present

at sâid provider locåLions,
rnaking and maiBtairiing Ân åssociatioD between the

datâ item ånd lhe identifier of the datÂ item,
(b) in rcsponse ro said notifying, said client locatioo

copying said data item from ooe of said responding
remote locations, ùsing said associalion to access the
datå item giveD the dala identiûer.

40. A oelbod of locâliog å påticular dala ilem amoDg a

phrrality oflocations, each of the locatioos having aplùrality
of dala ilems, the method comprisiDg:

determining, for tbe particular dala item and for eacb datå

item of the pluÌality of data items, a subslanlially
uoique identifier for the dâta item, the identifier
depending oo and bej¡g determined using all of the
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delermining, ùsing the oblaincd component däta
ìdentifier, whelhe¡ tbe data ltem is presenl at the

destinalron; ând

based on Lhe delermining, providing the deslioation
with lbe dala item only iflhc dÂ14 ilem is not presenl 40
a1 tbe destinâlio¡.

35 A method for dctcrminiÍg whelhcr a particular dalâ
item is pres€nl in a d¿rl¿r processiog sysLem, the melbod
comprisiûg:

(A) for each darâ irem of a pluralily of dalâ ilems pÍesenl 45

in lhe syslem,
(i) deterûioiûg a substantiâlly unique identifier for the

dâta itcm, thc idenlifier dcpcnding on and being
delermined ùsing all of Lhe d¿ta io the data item and
only the data in the dalå item, whereby two identical 50

data items in the system wili hâve the same ldenti-
ûer; and

(ii) ma.king and måintâioing a set of idetliñers of the

plurality of dala items; and

(B) for the particular dâtâ item, 5s

(i) determining a partiqrlår substântially uDique iden-
tifier for the data ilem, the idenlilìer depending on
and beiog determined using all ofthe dâta in the data
ilem and only the daLa in lbe dalâ item, whereby two
ideDtical data items iû lhe system will have lhe same 60

identifrer; aod
(ii) determining whether the parliculår identiÊ€r $ io

lbe set of data items.
36. A melhod of backing up, of a plurality of data i1€ms

pres€nt in a dalâ processing syslem, data items modifred ú5

since a previous backup lime in the dala processrog system,

the melhod compdsing:
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data in the dala ilcm ånd orìly the dala in thc daÌa jtcm,

whereby two jdentical dala ilems in the system will
have the same identifrer; aod

determining tbe presence of tbe particular data item it
e¿ch of the pluralily of locations by determining
whether the idcnti-ûer of the pârliclrlar dâtÂ ilcm is
presenl at €âch of th€ localioDs.

41. The melhod of clairn 30, wberein said accessi¡g
fùrther mmprises: for a giveD data idenliñer and for a giveD
cu¡renf location ând a r€mole locatioo iD the system:

deterúining whelher the data item correspoDding to the
giveo data identiñer is present å1 the current location,
and

bâsed oû said determiDing, ifsaid data ileE is not pres€nt
at tbe cùrrent location, felchiDg lbe data iteû froû å

remote locâlion in fhe system to the curreDt location.
42. The melbod of claim 41, funber comprisi-og:

for each contextual naúe at a location,
making and maintÀining a cootext association belweeo

1be contexl name of a data item aDd the ideûtifier of
sâid dâta item, aûd when som€ context association
chang€s at said current locatioû, and

notifying said remote locatiorì of å modiflcâtio¡ to the
contoxt association,

43. Thc mcLhod of claim 42, further comprising:

{L said rcmo[e location, updating lhe associatioD b€twcen
the coDtexmal identilìer of the dalå item aod tbe iden-
tilier of the datâ item.

,14.'fbe method of claim 43, further comprising:

from såid remote location, notifyiûg âll otber locâtions
thât sâid dala item has been modilìed, by providi¡g the

contextual identiâer aDd datâ ide¡lifrer ofsâid dåta item
Lo said olher loc¿rtions.

45. The method of claim 44, further comprising, at each

localion notilìed thal the data item hås been modified'
modifying aD association between the contexluâl identi-

ûer of the datâ item and tbe dåta identi6er of the data
item, to recorcl thåt the dalå ilem hÂs bcen modilied.

46. A r¡ethod of mainlaining at least a predelermined
number of copi€s o[ a given dâlâ iLem iû ¡ì daLa processiDg
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sysrcm, al diBìrcnr locâtjons in rhc dåra proccssing syslcm,
the data p¡ocessing syslem being one wherein dâta js iden-
dÊed by a substantiâlly ùnique ider¡tifrer, the identifrer
depeoding on aod being delermined ìrsing âll of lhe data i¡ì

5 th€ dala it€m ând only the data in Lhe daLa ilem, whereby t\Àro

idenlical dâlâ ilems in lbe system will have lhe same
identiûer, and wherein any dala item i¡ lhe syster¡ mây be

accessed using only thc identifrer of the data item, thc
metbod comprising:

10 (i) sending, from a frrst location in lhe system, the data
identilìer of the given datå ilem to other locÂtionsin the
system; and

(ii) in rcsponsc to thc scnding, at cach of the olher
locations,15 

1A¡ ,.letermining whether lhe dat¿ ilem conesponding to
lhe dâta identifler is present al the olher locatioû, ånd

based on the determining, and

(B) informing the fust location whelher the datå jteú is
?o preseot at th€ olher iocalion; ând

(iii) in rcspo¡sc to thc informing ftom the olhor locrìtions,
âl tbe first loc.rlÌon,

(Ð detcrmiûing whethcr lbc dala irem ispres€olin at leasl
the predetermioed number of other locations, aDd ba-sed

25 on the determining,
(B) wh€n less than the pred€termined number of other

locatio0s havc a copy of thc datâ itcm. rcqucsling somc
loca[ions tbat do nol h.ìve a copy of Lhc dala ilem m¿ke
a copy of the dåta item.

30 47. A method âs in clâim 46, wherein said step (iii) furlh€t
compfises:

(C) when more lh¿ìn the pr€(lcLormined number of oLher

locatioDs have a copy of the dâla item p.eseDl, reqìresl-

^- i¡g some locarrons rhrr Jo hâve a copy ol tbe dala item

" preseol delete lhe copy of lhe dara itenì.
48 A metbod as jn aoy of claims 3G45, 46 ar\d 47,

wherein said data items are al least one of a file, a dâtåìras€

record, a messâge, a dala segment, a data block, a diecbry,
¿nd rn instäncc oI än obicct cl.rss.
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