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IDENTIIYING 
^ND 

RtrQUtrSTING D,/\T IN physical dcvjcc, or tbc likc) are alwåys dclìncd rclative to a

NtrTWORK USING IDENTIFIERS WHICH spccific contexl. For instånce, the fil€ identified by å par-

ARE BASED ON CONTBNTS OF DATA ticular file nåme câo oDly be determined when Lhe directory
conlâining Ihe nle (the context) is known. The ôle identilì€d

This is a division of applicåfion ser. No.08,/960,0?9, s by a pålhoåme cåo be deErmined only when the file system

Âled oct.24, 199?, now U.S. Pat_ No.5,978,791 lìled Ocl. (conlexl) is known. Similarly, the addresses in a process

24, 2001 which is a continùatio¡ of Ser. No. Oal425,l61, âddress sPace, the keys jn å dålabase table,or domaio nÂmes

frlecl Apr. 11, 1995, now âbandonecl. On a globål computef nctwork such as the Intcrnet are

B^cKcRouND oF THE IN\€NTI.N ,. åï:Tì:tt 
onlv because thev are specifred relative to a

1. Fiel¿l of the lnvention In prior arl systems for ideDlifying datÂ items lhere is Do

Thjs i¡venrion retates ro dara processing sysrems and, ItJï]:11t'f"Ïh]1::t*"en 
thedâtâ nâmes and thedata item'

more parricuÌârry, ro aata processiog sysr;;'"iil;;r;;Ïi l[::ïii:ll',[H: 'å:-,i:'".ä:ï:li':å""iåi,':it:
itcmsareidenliÂedbysìÌbslântiallyuniqueidentificrswhrch,,;;;;;;";ï;;;;;fcrrorhesamedaraircm.
dcpcnd on åìl of lhe Jåra in the data items and oolv on lhc
dala jn thc dâtâ ilcms. ln ¡ddilion, bccäuse there is no correlalion between a dala

2 Bâcksround or the rnvenrion :"ï;"lrllï:iJ:J::",j",ïft'fl:j:,i:;":Tiååi':
Data processing (DP) systems, compùlers, oeLworks of dulu nua". Foiinslance, iD a Dp system, if one processor

computcrs, or tbc like, t¡pically ofe¡ uscrs and programs 20 requests lhat anoÌher proc€ssot detiver a data item with a

vårious ways to identify th€ datâ in tlìe syslems. giien data name, thi requesting processor cannot, io
Users lypically idenlifydatâ in the dala processing system general, verify thâl the datÂ delivered is the corect dåta

b!, giving lhe dala some form of ûâme. For exîmple, I (gjvcn only tbe name). Therelore il may require furlher
rypical operadng system (OS) on a coñpuler provides ¿ file processing, ryp¡cally on the part of the requestor, to verify
syslem in which dåta ilems are namcd by âlphanumcric 15 rhxt the dalâ ilem il hâs obtained is, in fåct, the item il
iclentifiels. Progrâms typically identify dala in lhe datâ reqùesled.
proccssing system using â localion or address. For cxamplc, Acofi1mon operition in a Dpsyslem is a¿l¿lj¡g a ne.¡/ datå
aprogrôm may idenlify a record in a ûle or dät¡brrsc by using item to rbe svstem. When å n€w data item is;dded lo the
a record number which serves to locâte thàl record ,^ system, a nam. can be assigned to it only by updÂting the

In all bùt the most primilive operaliog systems. users and '" conlext io which names are denned. Thus such systerns
programs are able to create and use colleclions of nåmed rcquirc a ccntralized mcchanism for the managemcnt of
data rtems, thes€ coll€ctþns Lhemselves being nâmecÌ by names. Such a mechaoism is required eveo in a multi-
idenli6ers. These named collections can then, themselves, processing system when dafa items âre creÂled aûd identified
be made pârt of oLher n¿ìmed colleclions. I'or example, în .. il separätc proccssors in distincl loc.rLio¡s, and in which
OS may provide mechanisms to group flles (dalâ jlems) into -_ 

there is no other necd for communicalion when daLa items
dircctories (collcclions). Thcse direclorics can Lhcn, thcm- are added.
selvcs be made pårt of other directories. A datå ilem.nìây l¡ mäny dara processing systems or environmenls, data
lbus be idenlifred relative to these nested direclories using a rLcms ¿re- rr¡nstå¡rerl beLiveán difierenr locaLions in the
sequence of names, or a so-called paLhDame. which <lefincs .,, sysrem. These locations may b€ p¡ocessors jn lhe dÂlå
a path lhroùgh Lhe directories 10 a particular dåtâ item (file "' piocessing system. storug" deíi""s,.".o.y, orlhe like. For
or directory). èxample, one processor may oblain a datâ it€m ftom another

As anotbgr example, a database management sysLem may proccssor or from ân cxtcmal storage devicc, such as a

group datâ records (datå ilems) iolo tables and thcn group floppy disk, aod may incoçorale that dâ1a ilem into ils
these tâbles into database frles (collections). The complete ¿s sysrem (using lhe Dâme provided with that data item).
address of any data record ca¡ then be specitied using lhe Ho\xever, wbeo a processor (or some location) obtâins a

database ûle name,lhe table name, and Lhe record nunìl-erof datå irem iom a¡oiher locariòn in the DP systen, ir is
rhã1 datâ record possible lhat lhis obtained data iLcm is âlready present in the

Olher exânples of identifying data items i¡clude: idenli- system (eilher at the locålion of the processor or at some
fying frles in a nctwork fllc system, identjfying objccts in ao 50 orher location accessible by the processor) ând lherefore a

obtect-orienled dåtabåse, identifyiog jmages io an imÂge duplicate of the data it€m is creâted. This situation is
database, and identifying articles in a lexl database common in a network dala processi¡g envionment where

lD general,lhe terms "data" a¡d "data iteû" as used herein proprietary sofhvare producls are inslalled from floppydisks
rcfor lo s€quenccs of bìls. Thus a da¡a itcm may bc the onto scvcrâl processors sharing a common frle servct ln
conlenls of ¿ lile, a pofion of å ûle, a page in memory, ao 55 thes€ systeús, it is ofteD 1be cåse Lhâl the sâme product will
object iB an object-oriented program, â digilal message, a be iDstalled oo several syslems, so that sevcrâl copies of
digilal scanned imâge, a pal of a video or audio signal, or each frle will reside on Lhe commoD frle server.

any otber eotity which can be represented by a sequence of In some data processing systems iß which several pro-
bits. Tbe Lerú "d¿Ìla processing" herein refers (o the pro- cessors ar€ connected in a network, otre sysLem isdesignåted
ccssing of data items, ând is somelimes dependenl oû Lhe 60 as a cache server to mâinlain master copies of datå ilems,
rype of dåta item being proccssed- For cxamplc, a dâlå and other syslems are desigDâted âs cåche clients to copy
processor for a digilal image may differ from a data pro- local copies of the ûaster dala ilems into a local câche oD aD

cessor for an audio signal. âs-needed båsis. Before usjng a câched item, a cache client

In â11 of (he prior data processing systems the nâmes or must either reload the cached item, be informed of changes

identifrers provided to rdeotify dâtâ items (the dala items 65 to the cached item, or conÂrm that the master ilem corre-

being frles, clirectories, records in tlìe datablse, oiiecls io sponding 10 the cached ìtem hå,s not changed.In otherwords,

objecl-oriented p.og¡amming, locarions in memory or on a a cache clienl musl synchro¡ize its datâ items wilh lhose oD
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lhc cåchc scrvcr. this synchrooizalion may involve reload-
ing dåtå items onto the cache client. The need 10 keep the
cache synchronized or reloâd it adds sigDifrcaot overhead to
€xisting ciìching r¡echanisms.

Iû view of rhe above ånd otber problems with prior art 5

systcms, it is thcrcfore dcsirablo 10 havo a mechanism which
iìllows each processor in å mulliprocessor syslem 10 deler-
mine a commoo and subslantially uniqueideûdfrer for a data
iLem, using oDly the data in the dala iteE aEd r¡o1 relying on
any so of contcxl. 10

Il is fiìrther desirable Lo hâve a mechanism for reducing
multip¡e copiesofdala items in a dâta proc¿ssing system and
!o hâvc å mcchanism whicb cnables lhe identificalion of
i(lcnrisal (l l¿r itrmr so as lo reduce mullìplc !Ðpics. ll is
lurlher desirable to derermine wherher Lwo i¡stances of a ir
data item are Ìn lacl Lhe same dåtå ilem, ånd to perform
various other systems' fuûctions and applications on data
items without relyiog on aDy context informâlion or prop-
€rties of the datå item.

Il is also desirabte lo provide such â mechlnism in sucb 
20

¡ wây as to ûak€ iL transpÂrent to us€rs of the data
processing systcm, and it is desi¡able that a siogle mecha-
nism be used to address each of the problerns described
âbove. 

25

SUMM,A.RY OF THE INVENTION

This invcnrion frovides, rn â ,låtå l)mce"sing syslem. å

melhod ârd appara!ùs for identìfyiog a data ilem io lhe
syslem, wh€re the iderlity of the data ilem depends on all oI 30
ú€ då1a iD thc daLa ilem ând ooly on the data in the dataitem.
Thus the idenlrty of a dala ilem is irìdependent of its Dame,

origio, location, address, or other informålion nol derivable
directly from the data, aDd depends only on lbe datâ ißelf.

This inveDtion further provides an appåralìrs ånd a method 3s
lbr derermining !lhcrhcr a particulâr dala iLcm is preseDl in
rhe syslem or a1a location in the system, by examining otly
rhc data idcnLilies of a plurâlity of dala ilems.

Using lhe mÉlhod or ¿lìlìårallls of lhe present invcntion,
rhc c6cicncy ånd ìntcgrity oI a data proccssing systcm cân iu
be improved. The presenl invenlion improves the design and
operatioo of a da1â storage systcm, fllc sysLcm, relational
databas€, objecl-oriented däl¿ìbase, or Lhe like thât sLores a

pluralily ofdata ilems, by makingpossible orimproving the
design and op€råtion of at least some or aÌl of the following 45

fealures:
the sysLem slorqs âL most one copy of any dâta ilem â1 a

giveo locãlioB, even when multiple dåta names iD lhe
sysl€m refer to the sÀme contents;

the system avoids copyiog data ftom source to deslinatio¡ 50

ìocåtions .Ã,hen the deslination locations âLeady bave
the då(a,

the sysLed provides transparetrl accessto aDy data ifem by
refercnce only to iß ideoLity aDd i¡depeDdenl of its ..
prcscnl locarion. whclhcr iL bc locå]. remotc. or ofilinc; "

the system caches data items from a server, so thåt only
the mosl recenlly accessed dâta items ne€d be retaioed;

when the syslem is beiog used lo cache datå items,
problems of ûâintåining cache coDsislency are 60
avoided;

ahe sys(em mainrains a desired level ofreduûdancy ofdata
items in a netwo¡k of servers, to protect against faihrre
by ensü¡ing that mì¡ltiplc copies of the data ilems are
prcscnl at different locålioDs in tbe system; 6j

the system automatically archives dala ilems as lhey are

creaLed or modifred;

4
Lhc systcm providcs thc sizc, age, and localjon of groùps

of dala ilems in oder to decide whelher they can be

såfely removed ftom a local frle syslem;

the syslem caû eficienlly record and pÍeser!'e any col-
lection of dala items;

thc syslem cao efrcienlly make a copy of any collcclion
of clatå ilems, to supporl a version conLrol mecbânism
for groups of lhe datâ iterns;

the syslem cãD publish dala items, allowing olher, possi-
bly anonymous, sytlems in a nelwork lo gåin access lo
úe data items and to rely on the availâbility of the data
items;

the system câû maintåin å locål i¡ve¡tory of all lhe datå
items Ìocated on â giv€n removable medium, such as a

diskette or CD-ROM, the invenlory is iûdependenl of
other propefies ol the data items sùch âs thcir nåme,
location, and dale of creation;

the sysleûI allows closely related seß of data ilems, such
âs rnålching or corresponding directories oD discon-
necled compulers, 10 be periodjcâlly resynchronized
with o¡e another;

the system can verify that data relrieved from anolhor
location is the dcsircd or roquested data, using only thc
däta iderLiñer used to retrieve the datâ;

lhe system cån prove possession ofspecific dala iterDs by
content,lvilhoìrl disclosing the conlent of lhe data items,
for pùrposes of laler legal verificâtion írn(l lo provide
anonymity;

the sysLem trackspossession oI spec ìc dä1ä iLems accor(l-
ing to conlent by owner, indepeDdent of lhe nâme, date,
or olherproperti€s oflhe dâla ileû, âûd Lrâcks lhe ùses

of speciñc dala ilems ånd ûles by cont€Dl for åccount-
irìg purposes.

Other objecls, fealures, aod chârâcterislics of the prcs€nt
inveorion ås well as thc methods of operation and fuoctions
of the relat€d elemerls of slructure, and the combination of
pârts and economies of manùfactüre, will become more
âpparent upon considerarion oI the following descfiption
and lhe appcnded claims with reference lo the accompany-
ing drâwings, åll of which form a pa.t of this specifìcation.

BRIÊF DESCRIPTION OF THE DRAWINCS

È-IGS. 1(d) and 1(ò) depicl a typical data processing
system in whicb a prefeffed embodiment of the present
inveDtion ope¡Àtes;

FIG. 2 depicl-s a hierarchy of daLa items slored a1 âny
location in $rch a data processing system;

FIGS. 3-9 depict data slrucLures ùsed to implement an

eûbodimeût of the present iDvention; aDd

FIGS. 10(a)-28 are flow charls depicting opcratio¡ì of
various aspecLs oI the pres€nl inventioD.

DETAILED DESCRIPTION OF THE
PRESENTLY PREFERRED EXEMPLARY

EMBODIMENTS

A¡ embodiment ofthe present invenlion is no\Ã,described
with reference to å lypical dâ14 processing system 100,
whicb, ç'ith refereDce 1o FIGS. 1(a) and 1(b), includcs onc
or more processors (or compurers) 102 ånd various stofage
devices 104 cooDected in some way, for cxamplc by a bus
106.

Each processor 102 includes a CPU 108, a memory 110

and one or mor€ local storage devices 112. The CPU 108,
memory L10, and local slorage device 112 mãy be inlemâlly
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connccrcd, for examplo by a bùs U4- E¡ch proccssor 102 proccssor 102 in thc syslcm, a memoÍy of a parlicùlar
may also ioclude other devices (not shown), such as â processor, a storage device, a removable storage medium

keyboard, a display, a prinler, and the like. (such as å floppy diskorcompact disk), orany otherphysicål
In a dala processing syslcm 100, whorein more tha¡r one location in the sysrcm- fhe lerm "local" wilh respecl lo â

processor 10i isusedJhålis, iD a muÌtiprocesso¡ systerÍ, Lhe 5 pårljculår processor 102 refers to the ûôr¡lory and storage

proc"ssors muy be in oDe of various relätionshjps. For devices of lhat parlicular processor

example, two processors 102 may be in a clieûíserver, In the followiDg, the terms "True Name", "dâLa identity"
client/clied, or a server/server relâtioDship. These inter- and "dara identifrei' refer to the substantially uoique dâtâ
processor relatio¡ships mây be dynamic, changing depend- idenli-fier for a pãrticular dâ1a item. l'he term "True File"
i¡g on particular situations ând functions. Thùs, a particular 10 refers to the acluål frle, segment, or data it€m identified by
processor 102 may change its relatioDship Lo ottìer p¡oces- a Tnre Narne.
sors as necded, essenlially settiDg up a peer-lo-pccr rclÂtjoo- A file sysrcm for a dâtå processiûg system 100 is now
ship wilh other p¡ocessors. lD â peer-to-pser rcLalionship. dcscribed;hicb is iDton<t"dìo wo¡k wirú an cxisling oper-
sometimes a pâr[iculaÌ proc€ssor 102 acls as a client - älingsystem by augmenling some oflhe operâLing system's
processor, whereas at other limes the sâße processor åcts ¡s 15 flI" ."nug"m"nt system cãdes, The embodimenf pfovided
â server processor In other \1,ords, there is no bierarchy relics c¡n ihe stanrlrrd û1€ mâniìgement primitives for aclìl-
imposed o¡ or required of processors 102. ally sloriDg to and rerrieving dara items from disk, but ùses

ln a multiprocessor system, tbe processors 102 may be the mechånisms of tbe presenl inveûtion to reference ånd
boúogeneous or helerogeneous, Further, in a ûùhiprocessor access those data items,
dala processing sysleÐ 100, soúe or all of_the processors to 

Th" p.o...... 
"nd 

mech a nism s (services) provided in this
102 may be disconnectcd from Lhc network ofprocessors for ¿mbodimcnr arc groùped into rhe folloíing categories:
periods of time. sùcb disconnecljon may be parl of the primitive mechar_ismi, operating "y"t". ir""buãis*s,
normal operation of the system 100 or it may be becåuse a ic mote mecbanisms, bact<grà,rnO mã"hánisms, ånd extende¿
parricular proc€ssor 102 is in need of repair. -. nrechånjsms.

within Â dâtå processing system 100, lhe dâla 
,mây 

bc -' primirivc mecha¡isms providc fundamcnlâl capabilitics
org¿nized lo lorm â hierarchy of data sloräge clcm€nls. usecl ro supporr oúcr mec'hanisms The following primitive
whereiB lower level da1â storâge elemenß are combined lo mechanisms are descnbecl:
form higher level elemenls. l his hierârchy cxn c::::l:tf !:: 1 C¡tculâre Truc Name;
exåmple, processors, frle syslems. regioûs, directories. dala
frles, igmenLs, and ihe liká. For exaÃple, wirh retèrence ro 30 ] aasimilate f)rta lteml

FIG.2, the dåia items on a pârlicülar processor 102 may be 3. New TIue file;
organized or structurcd as a fle system 116 which cômpriscs 4. Gel True Name from Path;
regions 117, each of wbicb comprises directories 1]8, each 5. Link p,'rh to True Nâme,
ofwhich canconlain orhcr dircctorics ll8 or 6lcs 120. E¿ch
ale 120 beiDg mâde up.r.* - *.," ,ir;; ;;s.:;;1;. " 

ó ReâlizcJrue File from l-ocalion;

In a rypicât dara proceoing 
"y"t"., 

*rn. oått of rh".. l lire-len':l: File;

elementi can be namerl by u,siri given certain implemerrla- S Make'Iiue File I-ocal,

tion speciîc naming conventions, the nãße (orpathname) of 9. C¡eåle Scralcb file;
an elemenl being relalive to a context. In rhe conl€xl ot â rrì lO. Frccze Dirrclory;
data processing syslern 100, a pathname is fully speci6ed by 11. ExDand Frozeo Dircclory;
a processor name, a lìlesystem nåme, a seqr¡eDce of zero,or 11. Deìete Tme File;
r0ore d¡reclory names identifying nested direcLories, and a .: ; , ,.
frnål file namo. (usually rhe lo,r"rt r"u"l 

"i"À"ni", 
io i¡i" 13 Proc€ss Aììdil File Entry;

ca.se segments 122, caonor be namecl by usen.) ,. 14 Begin crooming;

ln other words, a ûle syslem 116 is a collectioo o[ '' ]5 Selecl For Removal, and

direclories 118. Adirecrory 118 ls a collection of named frles 16. Eûd Grooming.
120-borh dâlâ flles 120 and other directory Âles 118.Anlc Operating syslem mechânisms provide tlTical familia¡
120 is a named data itcû which is eitber a data file (which fìle system mechancos, while mainlaining the data slrùc-
may be simple or compound) or a direclory frlc 118. A {0 tù¡cs required to ofer the mechanisms oI lbc, pres€nt

simpte flle 120 consists of a single datâ segmenL 122. A invcndon. Operåting system mechanisms are designed !o

compound frle 120 coosisrs of a sequence o f da tå se gme nts åugme nt existj n g operatìng systems, a nd iD th is way to mâke
122. A data sEgment 122 is a frxed sequence of l)ytes. 

^o 
Lhe present invenlion compatibJe with, ând generally trans-

importaor property of any data segment is irs size, the parcnt to, exisliDg applicatioDs. Thc following operating
number oI byt€s i¡ lhe sequence. 55 system Dlechanisms âre descrihed:

A single processor 102 may access one or more fìle 1- Open File;
syslems 116, ând a single storag€ device 104 may corìtaio 2. Close File;
one or more flle sysler¡s 116, or pofions of a frle system 116. 3. Re¿d r.ile;
For instance, a nle system 116 may span several slorage 4. Wrire File;
devices 104. 60 5. D"l"t" File or Directory;

In order to impleûert controls in a flle system, file system ; ::*';,'" -^i---''
116 måy be diviàed into distìncL regioDs,;here each region Ú L-oPy llle or ureclory;

isa uniiof maoagemeol aDd coDtrol. A region consistsãf a T Move File or Djre(lory;
given direclory 118 and is identified by the palhnâmc (uscr S Get File St¿tus; ân(]

defrned) of the dìrectory 6s 9. Gel Files in DirecLory
In the followiog, the rerm "location", with respecl to å Remole mechanisms are used by lhe operaling system in

dâta processing system 100, refers to any of å parlicùlar responding 10 requests from other processors. Thes€ mecha-
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nisms oDablc rhc capabilitics of rhc prcscnt rDvcntion io å local to cach proccssor 102 oflhc systcm 100, or thcy can

peer-to-peer network mode of op¿ration. Tbe follo*'ing reside ot only some ofthe processors 102.

BackgrouDd mechânjsms âre inlended to run occasjonally 15 It is sometimes dcsiråble lo âllowsome regions to be local

and at a low priority. These provide auromål€d management to a particular processor 102 and otber regioos to be shared

capabililics ;ith respect to rbc presenl invcrtion. Thc fol- among processors 102- (Recall thâl a region is a unil of frl€

lowìng background mechaoismi are described: systcm mânâgcment and control consisting of â givct dircc-

1. Mirfor True File; tory identifred by the pathname of the directory.) In the case

2 croom Reeion; '. :Í;""ïii:i:l^ii:J:,':xï',1|;ï,;:"Ë'Lii":i'il'""J,:ii:
3. Check for Expired l-inks; åod process€s describe¿l below must be made to eniure that

remote mechanisms are described:

1. Locate 
.frue 

File;

2. Reserve True Frle;

3. Requesl True File;

4. Rcti¡e True File;
5. Cancel Reservation;

6. Acqùire Tme File;
7. Lock Cache;

8. Update Cache; and

9. Check Expiration Dâte.

4. Verify Regioo; and

1. Invenlory Existing Direclorv;
2. lnv€o1ory Removable, Read-only Files;

3. Syncbroniz€ direclories;

4. Publisb Region;

5. Retire Dir€ctory;

6. Realize DirecLory ât locålion;

7 Venty True File;

The data structures descdbed âfe âssumed lo reside on
indivi(iual p(cr pro(cs\onj 102 rn lhc (lala pÍ'ccs'ing systcm5 100. However, they cân also be shared by placing them on
a remote, shared file server (for inslânce, in Â local area

nelworkofmåchi¡es). In order to accommodåte shari¡g data
struclures, il is necessary that the processors accessing lhe
shared dalaba,se use the appropriale lockng techniques to

10 ensure thal changes to the shared dåtabÀse do not iDlerfere
wilh on€ aDother but are appropriätely serializecl. These
locking tecbniques are well ùndorstood by ordinarily skilled
programmers oI dislribule,l appticàtiorls.

âpp(opri âte d atâ struclures are selecled for a given oper¿ttion

includes tbe True Nåme for most flles. The inlbrmation in
30 loc¿ìl dircctory exLensÌon Lablc 124 is in ¿dditioD lo lhaL

provided by the nalive file syslem o[ the operåling syslem.

The Tme Fjle regisLry ( l'!ll) 126 is â dâla store for lNtrng
åctual dala itemswhich hâve Truc Nåmes, both lìles 120 and
seamenrs 122. wheo such datä rrems occur in the lrue tile

J5 r.iistry 126 they are known as l¡uc Files. True Filec iìre
idenLiûcd in True File regislry 126 by thcir Truc Namcs or

5. Groom Source List. The local directory exteDsions (LDE) râble 124 is a dara
Exlended mechânisms run \¡'ilhin applicatioo programs ,5 srfl.lcture which protides information aboul Ales 120 and

over thc opcråting systcm. These mcchânisms provide solu- clirectories ll8 in the clata processing system 100. Tlìe local
tions lo specific pro¡rlems ånd applications. The tollowirìg directory cxtcnsions Lablc 124 is indixed by a pathnâmc or
exlended mechanisrns are described: conLext;al nâme (lhal is, a user proviilecl name) of å file and

8 T¡ack for âccounting purposes; aod identjties. The table True Fìle reBistry 126 also stores

9. Track for licensing purposes. localion, depcndenct and migråtion informalion about True

The tile sysLem herein Jcscribed mainrâins sudjcienl aL 
F cs

informaLion to provide a variely of mecbånjsms nol orda The reglon rable (RÐ 128 de6¡es areas in (he network
nâlily offered by an operaling system, some of which are sLorage which are to be man ged separatell,. Region Läble

lisled and described here. Varioùs processing performed by 128 defiDes tbe rules for âccess to ånd migralion of files 120
this cmbodirncnt of thc prcscDt invenlion will now bc âmong various regions *'ith the local frle system 116 and
described in greater delail. ¿s remote peer file syslems.

In some embodimenls, somc files 120 in å dala processi¡e, -

sysfem 100donothaver."Nn."*u"."uå"riö"l;üff .#ï::ïr:f':r:tll:L'iilj''.i,:'i:;:i#"i#ft:
recently received or creÂled or ßodifred, and thus their True 

""*"" i;bì" hó in"tu¿". .".or,r¡t" volümcs ãnd rcmotc
Names have nor yer beeû compuled. À lile lhal does nol vel "'-'--
have a True Naûìe is cdlled a scrâtch ñle. The process of .^ proc€ssors'

assigning å Truc Namc 10 a file is rcfcncd to as assimilation, 
_'" The aìrdil file (AF) 132 is a list of records indicâLing

and-is dèscrrl¡e-d lat€r. Nole that å scralcb fle may bave a chânges to be made ln local orrcmole files,lhese changes to

Some o[ the proc.essing perlbrmcd by lhc presEnt invcn- l'be accounling ]og (AL) 134 is a log ol file r¡ansaclions
tioncaD latrae plac€ in a backgrouod modeoroD â delåyed or 55 used ro creale acmünling information in å manner whicb
as-Deeded basß. I'his bâckground processing is ùsed lo preserves lhe identjry of lites being tracked lndeperìdenl of
delermine information lbal is oot immediâtely reqÙircd by their name or location.
the svslem or which mav never be required,. As rl:--:il]:l 

The liccnse râblc (LÐ 136 is a table idenrifying lìlcs,
in some cases a scr¿lch file is l,cing changed al a rale ercaler . : ,- -- -- , 

_', -

lhanrhcrarcalwhichilisuscfultodctcrmiocisTruc"Nam". ^ ylt"x l"y.ollI be used ÞY llcenseo Ùsers' rn å månoer

In rhes€ c.rscs, derermi¡ing rh" riu" i'rom"I;I ñ' il ;;;';; ó0 indepe ndc nl of lhc ir nâmc or localioD 
' 
and the uscrs liccnscd

posrponed or ierformed i_n rhe backgrouod. lo use lhem'

uscr provided name be processed in background

Datâ Strnctures Delailed Descripljons of thc Dalå Slructùres

The follo\\.ing data srruclures, stored in memory 110 of 65 The followiDg lable summarizes the lìelds of ao locâl
one of more processors 102 are used to inplement the direclory extônsions tåble entry, as jllùstraled l)y record 138

mechanisms described herein. The data struclures can be in FIG.3.
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to be slorcd, âccesscd and migralcd in difrercnt wãys.
slorage policies are programmed in a configurablc way
usiDg a set of rules described below

Each region table record 142 of region table 128 includes
5 the tìclds described in the following låble (wilh refercncc !o

FrG. s).
Region lD dclrfies the regior i¡ which this tle is coôtained.

PaihnÀnìc rhe uscr provid€d nôoc or co¡reÍù¡l ¡¡nre
of lhe lle or direcrory, r€lati\t ro rhe

úgion in wbic[ ir o@ß.
Tde Naúc L¡e @npuled Tru€ Nadc or identity ot lh.

Âl€ o¡ directory. This Truc Namc is not
alM)s up to dale, and it is set Lo a

specid value wher a ôle is modiÊed â¡d
ir lat.r r¿conpùtcd r¡ lb€ bacliBÉurd.

Tyte irdidtes whetler rhe Âl€ is a dal¡ ñle or a diEctô
Scralcb the physical locâtion ol lhc Âìc i¡ lhe

Fiþ fD nle systen, trìren no True Nane has b€on
calculâted lor lhc ñlc. As noted abovc,
such ¿ Âlc is ølle! a scotch Âìc-

Îñc óf lhc ìâst acccss limc lo Lhß Âlc. Il this

la$ nle ii a dú€cto4i tltis is lhc l¿sL

acccss LiDc Lo â¡y nlc in Lhc dircctory.

lime ol lhe liûre ol last cbãnge of this ñle lt
la$ thi6 Âì¿ is â direclort! rhit is Lhe lßr
ûodincadon nodincatio¡ riEe ofatry tle ir rhe difcclo4L
sale naB i¡dicôte! rhaL rhi¡ frle (and, if this Âle

¡ â directory, ill oliß subordindc
tleÐ htve been bacr€d up on sorc orh4
sy$cn. ând i! is thdciÕ¡c sâlc to rcmove thcñ

Lock llag indiqres whether â nle is locked, lhat
rs, it is bci¡g mÕdì6cd Lr' lhe locâl Po-
ccssof or a ¡enote P¡ocessor only one
proc*so¡ Day modily a nle a! t Linß.

size rhe i-ullsizc ofdrb direcroÐ (includin8

"ll suborJin¡e nle.), il rll frle' in 1
werc tully.r?anded and duPli€led. For a

lìlc lhat is not ã direcLory th6 is lhc
sizc of lho aclùd Îrue File.

Owncr Lhe identitt ol tùc user wìto osns lhis
ñle, lor æcÕunLrng and Iiccnsc Lr^cking PùrPoses

Trle Nôú€ côñputed True NaB¿ o¡ Ldenrny of lhe ûìe

CÕnprcscd conptcscd vcßion ot lhe Ttuc Filc
File ID nüy be stored iûtcad ol, or in addnion to.

a¡ r¡coúprcssd vcßion. Tbis Âcld provid6 lhc

idenlily ofrh€ actual ÉP¡eserlatioû ofthe
compresed veßio¡ of rhc nle.

Groomins rerrarive coù ofhow ña¡l¡
delete coûnr Éi€rercs hrve been selecred lor

dclerLor durin8 a gr@ni¡g opemtio¡.
I-rúe oilãsl nost recent dde ând tine the

corrc of this ôlc ws âæcsscd.

E ?ÌnLion date and rime atter shich rhis ñl€
nâv bc dclcbd by tùis scrc.

Depende procEsr IDs ol ot[er prccqsoß
procesß whrch coútoin ¡eleÌenccs ro this Iûe File
Soùrce lDs rcurce ID(s) ol_ zero ot Drore solrces lionr

wlich lhis nlc o' dah net ûay be ¡€Ìricvcd-

Tru€ Fil€ ID idendty or dùli l€ttion of lhÊ ldual Physi€l
represenutio¡ ol Lhe Âle Ôr nle seenert IL is

suñci€nr to use â nlenåñe i¡ lhe regist¡alion
dùeclory ol lìrc underlyi¡B opcÉtLne s-vslem Thc
Truc Filc ID is ûbsont il Lhc ãclùal Âle is not cufcfll)
p¡eenl aL Lle curcnt location,

Usc coùrr nùmbcr ofothcr rccords on lhis
proc$sor shich identift this lrue FiÌe.

t0 Field

Each record of lhe True FiIe regislry 126 has the lields
shor¡,n in the ]'rue File regislry record 140 io FIG.4. lhe
True File regislry 126 consists of the dâlabåse described in
ùe table belo\. as well as lhe actual True Files identili€d by
the Tfuc File IDs below

irteúally usd ide¡Lifrù for ùis region.
ûle syslcû or the locâl prccssor of
which Lhis Egion is â par.
a patbtune reìâLive to tlE Ì.gion ûle
systen which delin* the loøtion ot
rhis Ìcgior. Tlc rcgio¡ consisß ol
all ñles and direcLories sùbordi¡¿le
to lhis p¿Lh¡im€, except thôse in â

æeio! subordiú¿te to Lhis ¡egio..
zerô or úore idenúeN of p¡ocsoG
which ãÉ ro lècp nFor or dchival
copies of all nþß in thc cuûe¡t
rcËiôn. Multiple mtrc¡ prcæ$ors
can be deÂned Lo iorú a diror g¡oup.
Nnbe¡ ot copics ol cach nìc in rhis
reeion dDLslDùld b€ Étâi¡ed iú a nriror Broup
specines shdher this 

'egion 
is locôl

to a singl€ processo¡ 102, sùared by
ßveDì pbcessß 102 (4 for
instarce, il ¡esid¿s o¡ a sbore¡ Âle

serlrt, or ninaeed by ¿ rcmôle prccessoi
rù€ nie¡ation policy to apply ro thi-s

¡egio¡. A sineìe r€gio¡ mi8l!
p¡¡ricipale in scleÉl po¡iciß. Tùc
polici€s ar€ as follows (panmètcF in
brâclcß ârc spcciÂed as part of tho pÕlicy):

re8ion is a ached vcßion ftonì

rcCion is û nrember of a nir¡or tcL
den¡ed by lprocsrcr ID].
¡€C¡o¡ is to be âßhived ot
lp¡oce$o¡ ID]
ÉCior is ro bê backel !p Local\',
bv placi¡B ¡ew copies in lregion ID].
rceio¡ !s rcàd only a¡d úay ¡ol bc

rccion is publishcd ôrd clPircs on

Idatel.
Files i¡ thir ¡eeion should be conp¡esed

Region ID

A source table 130 ideolifies a source localioo for True
Files. The source låble 130 is also us€d 10 identify client
pfocessors mÂlong fesefvåtioDs on lhe cu¡renl processor.

Each source record 1¿l4 oftbe source tåble 130 includes the

fields summârized in lh€ following låble, with refereûce to
FIC.6:

sorce ID inrernaì ideriner used ro identity a pallÌúlar sou¡e.
t}?c ofsoùræ lôcâtion:

Lypc Retr,olable Sloúge voìuoe
I¡câÌ Region
Ciche SeÊ?r
MiÍor Group sertr
coopeútire S¿ cr
PubìishinÊ sen'er
clicnt
incìudes in¡oúarior about lhe ¡igh's ol rùis pl@esor,

righls sùch as whcther ir can ask rhc loel pÉessor to
store dãla ¡€¡rs for iL.

neasufcñc¡t ot Lhc badd*idrh, @st, afd
¿vãilabilny reli¡biìiry or the co¡nection to th¡s souÉe ol

True Fiìec TXe ¡!âilâhiliN is ùsed to selectA region tâble 128, specified by å direclory palhnåme,

records storag€ policies which Âllow Âles in the frle system



The âudir file 132 is a lable of events ordered by
limestamp, each record 146 in audil fle 132 including the
fìclds summarized io tho following tâblc (with rcfcrence to
FIG.7):
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grooming lock 158, which is scl during a grooming opcra-
tion. During this period lhe grooming delele count of Tru€
File registry eolries 140 is active, a¡d Do True Files should
be deleted until grooming iscomplete. while grooming is in

5 e$ect, grooming informatioD iDcludes a table of patbùmes
selected for deletion, and keeps lrack oflbe âmounÌ ofspace
rhât woüld be freed if all of the files were deleted.

Paiûitivo Mechanisms

ru The Êrst of the mechanisms provided by lhe present
inveELion, primilive mechaDisms, are now described. Th€
m€chanisms described here depend oD uDderlfng dala man-
âgemenl mechanisms to creâte, copy, reâd, and delele dåtâ
iteúrs in tbe True File registry 126, as ideotified by ¡ True

15 File lD. Tbis support mây be provided by an underÌying
operatiDg syslem or disk storåge månager.

The following priúitive mechanisms are described:

1. Calcùlâte True Name;

20 2. Assimilâte Dâta ltem;

3. New True File;
4. Get True Name from Palh;

5. Link Path lo True NaBe;

6. Realize True File from Locâlion;
7. Locâte Remole File;
8. Makc Truc Filc Local;

9. Create Scralch File;
10. Freeze Dûectory;
11. ExpaDd lrozen Direclory;
12. De)ete True Fil€;

13. Proccss Audit FiIc Entry;
14. Begin GroorDing;

15. Selecl For Removâl; ând

16. Erid Crooming.
1. Calculale True Name

A True Nâme is compured using a function, MD, which
reduces å dâlå block B of a.bitrary length to å relâLively
small, 6xe¿ size idenLifrer, ùe True Name of the dala block,
such thal the True Name of the dÂla block is virtually
guaranteed ro repr€senl the da1â block B and only data l)lock
B.

The lìrrction MD mus( have the lollowing properlies:

1. Thc domaio of the function MD is lhc scl of â11 dålâ
items. The raoge of the funclion MD is the set of True
Names.

2- The functioû MD must Lak€ a data item of a.bitrâry
length and reduca it lo an inleger value in tbe range 0
to N-1, where N is the cardinäliLy ol lhe sct ot liue
Names. That is, for an arbitrary leogth data block B,
0=MD(B)<N.

3. The resulls of MD(B) mùst be evenly and raDdomly
dislribuled over the range oI N, rn such ä wäy LhâL

simple or regular chaDges to B are vùtually guâranleed
ro producc â diffcrcnl valuc of MD(B).

4. It must be compülârionalLy difficùl! Lo Ând a difrerenl
vålue B' sùch lhat MD(B)=MD(B')

5. Tbe funclion MD(B) musl IJe efficieûtly computed.
A famrly of functions with the above properries are lhe

so-called message digesl functioDs, which are used iû digilal
securily systems ås tecbniques for autheotiÂcation oI data.
These functions (or âlgorithms) include MD4, MDs, and

SIIA,
Iß rhe p¡esently preferred embodimenls, either MD5 or

SIIA is empÌoyed as the basis for the compùlation of True

11

-conlinued

fron adoDg *veBlpo$ible soùrces.
i¡tomation oD bow rhc locâl pþccsor
is ro acces rhe soùrce. This nay be. for exÀnple,
rhc nañc oi a removablc sroÞgc volMc, or thc
procésor lD aod rc8lo¡ pat[ ofa rc8ion on a

O¡iginaì ),rãnß p¡ù of tùe Âle i¡ qùesrion.
OpcÉtion whether Lhe nlc wâs crè¿led, ¡ead,

ú te¡, copièd or deleled.
Ti?c spcciôcs whcthc¡ the sorrcc is o 6le o¡ â dne<lor}
P¡oesso¡ fD lD ol rhe ¡emot€ p¡oceso¡ g€ncntinE

this cvenL (il ¡ot loël).
T'úresl¡nu tiñe ard d3re frìc was closcd (rcqui¡ed

only lo¡ aæesed/nodiÂed nleÐ.
Parì,naûre NanÈ ol tlE Âle tequi¡ed only fo¡ ßnanlc).
T¡ùe Nane coñpûr€d True Name ol rhe ñle. This is used

by rcnote s)ðteús to ñir¡or châ¡8.s ro the directory
and is 6 ed in dud¡g bickg'oDdd p¡oces;¡B

Each rccord 1,18 of the accounling log 134 records an

event which may laler be used !o provide information for
billing mechånisms. Eâch accoùnti¡g log enlry record 148
includes Àt least the informatioD summârized in the follow-
ing lâble, wilh retèrence to FIG. 8:

drrc ¡nd linc ot ¡his log ertry.
Ent¡y Lypes inclùd€ creãle Âl€. d€l€L€ Âl€, and LraNnrit Âle,
True Name oldôl¡ iten in qu4Lion
identiiy ot rh€ user responsible for tbis aclior,

Each r€cord 150 of th€ lice¡se lable 136 records a

relâLionship belween ¿ licensable datâ ileû¡ and lhe ùser
licensed Lo hÂve access 10 it. Each license table record 150
includcs thc informâlioû summarized iD the followj¡g tâblc,
with referenc€ to FIG. 9:

True Nane True Name of a dah iten suhj€ct to license validation.
licensee idertity ofa ùser aùtho¡¿el lo have aæes to tùis objecr

VarioLs otber data structures are employed oD some or all
oI Lhe processoß 102 in the data processing sysl€m 100.
Eacb processor 1m hås a global freeze lock (GFL) 152
(FIC. l). which rs lsed lo preveol synchronizålioD errors
wherì a directory is ftoze¡ orcopied.A¡y processor 1Û2 rnay
include a special archive directory (SAD) 154 into whrch
directories may be copied for the pûrposes of archival. A¡y
processor 102 may include a special media directory (SMD)
156, into which the direclories of removable volumes are

slored to form a media inveDtory. Each processor has a
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Namcs. Whichcvcr of rhcsc tlÀrc messago digcs¡ lioctions is ilem is a srmplc or a compoùnd dât¿ itcm (Stop 5216). lf lhc
employed, lhat same function musl b¿ €mployed on â dåla item is a simple data ilem, then compule its Truo Name
svslem-wide basis. in slep 5218 (using steps S2l2 and 5214 described abov€),

It is impossibl€ lo defrne å fuûction hâving â ù¡ique otberwise partilion tbe dâtâ item into segments (Step 5220)
oùtpu! for eâch possible input whcn the numller of eleme nls 5 and assimilâte eåch segmenl (Step 5222) (lh€ primitive
in the raûge of the functioD is smaller than lhe number of mechânism, Assimilale a Data Ilem, is described below),
elements in its domain. Howev€r, å crucial obs€rvation is computiûg the True Name of thc segment. TheD creale aD

rhât the actual data ileús that will be encounlered in lhc indi¡cct block consisting of the coroputed segmeDl True
operation of any system embodying this ioventioo form â Names (Step 5224). A¡ indirect bìock is â data item which
very sparse subsel of âll the possible i¡puts. 10 consists of lhe sequence of True Names of lhe segmenls.

Acolliding set of data items is deûned as a sel wherein, Then, iD step 5226, assjmilåte th€ iûdùecl block and com-
for oûe or more pairs x aDd y in the set, MD(x)=MD(y). pute its Tme Name. FiDally, replace the final lhirty-two (32)
Since â function coûformi¡g to the reqùire¡nents f-or MD bits of the resulting True Name (that is, the lenglh of Lhe

must evenly and randomly distribute ìts oùtputs, i1 is indirect block) by th€ ler¡glh modùlo 32 of the compoùnd
possible, by making rhe râ¡gc oflhe funclion large enough, rs dat¿ì itcm (Step 5228). Thc rcsult is the True Name oflhc
to nâke tbe probability arbitrarily sm¿ll thal actuål inputs 'compoùnd dâtå ilem.
encountelcd in the operation of aE embodimcnl of this Note thal the compound data itom mayboso lârgc thal thc

invention will form å collidiDg sel indirecl block ol segm€ntTrue Names is ils€ll a compound
To rougbly qüaotify the probability of a collisioo, assume dåta item. lD this case the mechanism is invoked recursively

thât there are no ûore than 23o storage devices in the world, 20 ùolil only simple dâtâ jlems å¡e being process€d

and that each storage device hås an averâg€ of âl mosl 22o Both the ùse of segments and the altachment of â lengú
different dâtå items. Tlìen there are at mosl 25o datâ items io 10 the Îlìe Nâme are nol striclly required in â system usiûg
the world. If lhe outputs of MD range between 0 and 2tæ, the preseDt i¡venliou, bul are clrrreûdy coßidered desirable
it cåD be demonstrated that thc probabilily of a collision is fcâtures in the preferrcd crnbodimcnt.
åpproximately 1 in 2?e. Details on lhe derivation o[ thesc 25 2. Asimilate D¿ìta Item
probâbilily vålues are fouDd, for exâmple, in P Flajoler ånd ,4 mechanism for assimilaliDg a data item (scratch flle or
A. M. Odlyzko, "Random Mapping St¿ìtislics," ¿¿clll,? segmenl) inlo â ûIc syslem, given lbe scråLch fìle lD of lhe
Norcs in Contputer Science 434; Adrances in Ctgptotog!- data item, is now described with reference to FIG. 11. The
Euracryy '89 Proêeedings, SpriDgeFverlag, pp. 329-354. purpose of this mechânism is lo ådd a given dala item 10 the

Note lbal for some less prefeûed eobodimeûts of lhe 30 True File registry 126. If the data item alreâdy exisls in the
pr€se¡t inveDtion, Iower probabililies ofùniqueness may be True FiIe registry 126, this will be discovered and used

acceptable, depeoding on the types of apllications and during this process, ând tlìe duplicale will be eliminaled.
mecbanisms used. In some embodimcÐts it mây also bc Thcrcby Lhc syslcm stores al mosl onc copy of any data

usefirl to hâve more thaD ooe level oI True N¿rmes, wi(b item or fìle by conLent, even wh€n mülLiple oames refer lo
some of tbe True Names having difierent degrees of unique- 35 the same conlent.
ness. lf such â scheme is impleme¡red, il rs necessary lo Firsl, determine Lhe lÌùe Name of the datâ Ìtem corre-
ensure lbal less ù¡ique True N¿ìmes are nol propâgaled in the sponding 10 th€ gjvcn scratcb File ID ùsing the Calcùlale
systcm. Tme Nâm€ primitive mechanism (Step 5230). Next,look lor

\4hile the ioveotion is describe¿ herein using oDly the ân entr], for the Tru€ Name in the True File registry 126

True Namc of â dâLa ircm as the idcnliâc( for thc dålå ilcm, 40 (Step 5232) and dctcrminc whothor a Truc Namc cntry,
other preferrecl embodiments ùs€ tagged, lyped, câtegorized record 140, exisls in lhe T¡ùe File regislry 126. If tlìe entry
or clåssifred dala items and usc a combination of both lhc rccord includcs a co¡responding Truc Filc ID or compressod
'lrue Name aDd the tag, Lype, câtegor,v or class of the da1.ì f,ile lD (Step 5237), delele Lhe Iìle wilh the scratch È-ile lD
item âs an ideDtifrer. Examples of such cålegorizations are (Step S23E). Otherwise store the givcn True File lD in the

flles, directories, ånd segments; execlrlable ôles åûcl dât¿r 45 enlry record (step 5239).
files, and the like. Exaûples of classes are classes ofobjects Ifil is determined (in step 5232) that no True Name entry
in ån object-oriented system. In such a sysleß, a lower exists in lhe True File registry 126, theû, instep 5236, create

degree of True Name uniquenes is acceptable over the a new entry in tbe T.ue File .egislry 126 for tbis Tru€ Name.

eDlire unjversc of daLa items, as long as süfficicnL uniqùc. Sel the Trüe Nâmc of lhc cnLry to the calculated True Namc,
ness. is provided per cåtegory oIdâta fems. ThLs is becausc 50 set the use coünL lor the new cntry 10 one, store tbe given

the lags provide ao âdditional level of uniqueness. T¡ue File ID in the enlry ånd sel the other frelds of the entry
A mecb¿ìnism for calculaling a liuc Nâmc given å dala as appropriat€.

item is now described, \a,ith refereoce to FIGS. 10(o) and Because Ibis procedure may take some time lo comPute,

10(å). il is inlended to run in background after ¿t flle h¿ìs ceased to

A simple dÂtâ it€m is a dat¿ item wbose size is less llìan 55 change. In the meanlime, lhe frle is considered å¡ unassimi-
a particùlâr given size (which musl be defined in eâch lated scralch lìle.
particular rmplem€ntalion of tbe inveotion). To delermine 3. New True File
th€ True Name of a simple datâ item, wilh reference to FIC. The New True file process is invoked when processing
10(a), Iìrsr compute the MD tunction (described äbove) oo the audil tle 132, somc time âIler a True File has l¡een

the given sìmple data ileûr (Step 5212). Then append to lhe 60 assimilåled (using tb€ Assinìilâte Dåta Item p¡imilive
resulting 128 bits, the byle lengtb modulo 32 ofthe dal¿ item mechanisû). Grven å loc¡I direclory extensiorìs tâble entry
(Step S2l4). The resulting 160-bit value is the True Name of record 138 in the local direclory exLe¡sio¡s table 124, the

rhe siûple datå ilem. New Tlue Fileprocesscan provide the following steps (\Yilh

A compound data item is one whos€ size is greâler thåû refereoce lC) FIG. 12), dependiûg on how the local processor

úe parlicular given size of å simple data ilem. To det€rmine 65 is configùred:
the True Name of an arbitrary (simlte or compound) data Flrs1, in step 5238, ôxamine the locål directory €xlensions
item. with reference to FlG. l(Xb). flrst determine if the daLa lable entrv record 138 to delcrmine whether the frle is locked
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úo lime, bandwidth, and trÂnsmissioD cost, ând ignoring Pre-
vioùsly selected processors which did ¡ot respond io step

byacacbescn-cr.lfthcfllcislocked,thcnaddlhclDollhc specifrcd is a proccssor, then scnd a Ilcqucst True File
cáche server to the dependent processor list of the True File messâge (usiog the Requesl True Ëile remole mecbarìsm) to-

registry rable 126, ancl the¡ sencl a message lo the cache rhe reúot€ processor and w¿it for a respoose (Step 5274).lf
sÑer to up<ìate the cache oflhe current proðessor using the a negative response is receìved or no response js received

Update Ca¿be remole mechaDism (Step 242). 5 afler å tirDeout period, lhis mechânism fåils. If a positive
If desired, compress the True File (Step 5246), aod, if response i:s received, enLer lhe 1'rue File retumed in the True

desired, mirror the l'rue File using the Mirror Tme File File regisrry f¿6 (Slep 52?6). (lf lhe file received was
backgrouod mcchadsm (Step 5248). compresscd, enter the Trùe Filc ID in the compresscd File ID
4. Gel True Name bom Påth 6eld.)

The True Name of â fil€ cân be ùsed to idînlify a 6le by r0 If, on lbe other hand, it is dele¡mined in slcp 5272 thal the
co¡tonls, 10 coDfrrm that a frle malches ils original conlcnls, ' localion specifred is nol ã processor, then, if necessary,
or to compare lwo frles. ThemechaDÈm lo gel â True Nâme requesr lh; user o¡ operator tà mount ihe indicated volumé
given the pathnåme of a fiÌe is now described with reference (Srep S2ZS). Tben (Sìep S2B0) Âûcl the indic.ìLcd flle on the
ro ¡-lG. 13.

Firsl, searcb rhe locâl direclory exlensions råbte 124 for åi:^" J*]-i j:.l-.Îtiúilåte úe file using the Assimilate

the enriy record 138 witb rrre giien patrrniåì.äirïri:i '' 3#ä,'j.,î,i:ïii:'åff:ii1ï:"j:"f:rJ$:äl:,l:ä,å,";
iiiå""'åiåXi;"ä#','JTili'Ji:Jffffi';l"J-"i 1",r1ï il ltll" ij¡-.-,-*-re ;n ùe vorìrmc tr ûo such nrc cao

derermine whither tñe lo""r ¿i.".rory 
"*r"n.ìoni 

r^ur. .niiy be found' this-mechânkm fâ;h

i""oiã il¡;o"fu¿"" i f-" N^." <Sí"p SZS)1, ""à-ii*,ì¡å 
Ar rhis-poinl' whclher or Dot the localion is determined (in

mechanism's lask is complete. Oi¡".*i!", ¿.r".Áin" ¡¡ step 5272) to.be a ¡rocessor' lfdesired' verify the True Fil€

whether rhe locål Jireclory eirensions table eotry record l3E (in steP s2-82)

identifies â directory (Siep 5254), and if so; freeze the 7 l-ocâte R€mole File

directory (Step SZSf;'1ftre primíl"e mechanism Freeze This mech¿¡ism allows a processor to locat€ â frle or data

Dlrcctoiy iì dåscribci Uàtow)'. item from a remote source of True Files, when a specific

O¡heiwise, in step S25g, assimilate thc ûlc (usiDg thc 15 source isunlinown or ùnavailable. A client processor systern

AssimilaLe Data Iteå primiiive mechanism) definerl b-y the may ask onc of sevcral or mân!¡ sourccs whclhcr it cÂn

F-jle ID 1ìck1 to gerÌer;te rts liue Name anrl s¡c,." ir"ilÌue sunply a dala ohjecl with å given True Name- The steps 1.,

Nâme in the locãl directory €xteosjons enLty record. Then q9{9rm _tfp mechanism are as lollows (wilh reference to

returo the frue Name identified by the iocal directory l-lCS 16(¿) 3nd 16(b))

extensio¡s table 124. 30 The clienl procassor 102 uses the source lable 145 to

5. Link path 10 True Name select one or more source processors (Step S2a4) If no
,fbe 

mechanism to link a path to a True Nam(] provides a source processor can be found, the ûechânism tàils- Next,

way of crcating a oew direciory cnLry record idenrifying an lhe clictt proccssor 102 broâdcasts 10 Lhc sclected soùrces a

exisLing, assimilated ûle. This úasic process muy U" u""il tc' request lo localelhe 6le wilh the giveD Tme Nåme ùsing the

.op¡ ñor,", and rename Âles wilhour a nee.l ró copy lheir 35 Locâlc True Filc ¡cmotc mechanism (Slep 5286) Thc

coniens. I'be mechanism to link a pârh Lo ¡ lme Ñame is request lo local€ may bo âugmentecl by asking to propagate

now desc¡ibed wirh reference to FIG. 14. this requesl lo distånl servers The clieot Processor theo

Firsl, it desired, confrrm thât the True Name exisls locally Y,âllL for,one-9r more servers to resPond posilively (Sl€P

by seårching for i1 in the True Name registry or local 5288), A-fier all servers respoDd Degâlively, or afle¡ a trmeoul

dírectory cxicnsions tablc 135 (Srcp 5260). Mlosr;es ofrhis 40 period wjlh no posilive response, the mechanism repeâts

mechanism willrequire tbis forn áfvaliclaLion Next,search seleclioo,^(Step 5284) to âlLeûpt lo ideolify altemalive

for thc parh in the local dircctory oxtensions tablc 135 (slep sourccs l[ any selccted soufcc pfocessor rcsponds, iß pro_

5262) 
'Con6rm 

thal lhe directo;y coDtaining Lhe 1ìle nameil ,jcssor ID islhe resuilolthismechâoism.Slore Lhe processor

in rhc path already exjs6 (SLep Si64). If the;âmecl Âle irself ID-in úe source field of the True File regislry entry record

exists, delete rhe'Pile usiìg ih" D"í"t" 1.. File operating a5 l'f)-of the given.'lrue Name (Step s290)

systeÁ mechaoìsm (see bJow) (Slep 5268). If tbe source localion of the True Name is a difrerenl
'Then, 

create an entry record inthè local åirecto4/ exten- procesmr or,mediurn thân Lhe destinalion (Slep 5290r¿)'

"rnn, 
\'itb th" specifiËd path (Slep 5270) ancl upáate the perform lhe fotlowiog steps:

cnlry recor¿l and'orher daia stricruics as follows, fill in rhc (j) Look up lhe True File registry enlry record 140 fo¡ the

Tru; Name lìeld oI lhe entry with tbe sp{rciflecl True Name; so correspondiog True Name, âûd add tbe source locâtion

inc¡ement the us€ coùnt for the True File regislry eDtry ID ltr th€ lisl of sources for tbe 'IÌue Name (step

recor<i 140 oI (he corresponrling lÌue Name; noLe wheth€r S290b); and

lhe enlry is a direclory by reading the True File to s€e if it (ii) If the source is a publishing sysEm, determine the

conLåins a tag (magic nùmber) iodicaling thåt it represents â expiratioo date oo Lhe publishing systeú for lhe True

frozen directory (see âlso the descriptioD of the Freeze 55 Name and add lhal 10 the lisl of sources. If the source

Directory pnmitive mechanism regarding rhe tag); and com- is nol a publishing syslem, send â messåge 10 reserve

pute aod s;t th€ other lìelds oftlìe local direclory extensions the True File on lhe source processor (Step S290c).

approp¡iately. lor instalce, search the regiorì table 128 to Source seleclion in step 5284 úay be based on optimi-
i¿en tify the regior ot lhe pa Lh, and scr the time of lasl access za tìoDs involviDg geæral a v¿rlabilily oI lhe source, access

ând rime of l¿sl modifrcatìon to the curreûr time.
6. Reâlize lÌue Þ-ile from LocaLion

fhis mecharism is used to lry 10 make a local copy of a 5288.
True File, given its True Name and lhe Daûe of a source 8. Make True File Local
locatjon (processor or media) that may cootain the True File. Tbis mechanism is used wheo â True Nåme ìs known and

This mechanism is ¡ow described with refererce to FIC . 15. 6s å locally access¡ble copy of the corresponding Âle or dala

Fißl, in step 5272, determine wherher the loc¡liorÌ speci- item is required. This mechanism makes il Possible to
fred is a processor. lf it is delermined thar the location åctually read the datâ in a True File. The mechanism lal<es
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a Trùc Namc ând rclums whcn tbcrc is ¡ì loc¿ìl, acccssiblc Othcrwjsc, if lhc usc counl in thc corrcspording Truc Filc
copy of lbe True File in the Truc File regisLry 126. This regislry entry record 140 is nol one (in slep 5326), copy the
meclìanism rs descobed here with reference lo lhe flow chårl frle wìlh the given True Frle ID 10 a oew scralch flle, using
of FIGS. 17(d) ånd 1?(à). rhe Reâd File OS mechånism ând stor€ its flle ID in the local

Fi¡st, look in the True File regislry 126 for a True Fil€ s dirôctory exteßions tâble entry record 138 (Step 5330), and
entry record 140 for Lhe corresponding True Name (Slep rcduce lhe use count for the True File by one. If there ìs
5292). ff no such eDlry is found this mechanism fails. lf insufficient space to rnåke a copy, this mech¿-ûism fails.
rhorc is already a Truc Filc lD for thc cnry (Stcp 5294), this 10. Frooze Directory
mechanism's task is complere. If there is a compr€ssed âle This mechanism freezes ¿ directory in orde( to calculate
ID for the enlry (Slep 5296), decompress the file corre- -- its True Name. Sinc¿ the True Name of a dûeclory is ã

sponding to tbe nic fò lStcp szes) ancl storc thc alccom- 
10 funclioo of the 6les wirhin the djreclory, thcy must not

pressed frle ID in lhe entry (Step 5300). This rlechaûism is change dù¡ing the computalioo of the True Name of the
the o complele. directo ry. Th is mech ¿ nism r€quires the palh nâme of â dir€c-

lf there is Do True !-ile ID for lhe enlry (S1ep 5294) and lory to freeze. ThÈ mecbânism is described with reference
rhere is Do compressed flte ID for the enlry (slep 5296), tben to FIGS. 19(n) and 19(ó).
continue searchi¡g for rhe requested frle. At this timc it mây 15 ln step 5332, add one to the global freeze lock. Then
be necessary to noljfy the user th.r1 lhe system is se¡rching s€ârch the local directory exlcnsions table 124 Lo nnd eäch
for lhe requested lìle. subordinatedatÂ lìle and directory ofthegiven dir€ctory, and

If there are one or more source IDs, lben s¿lec! ân order freeze each subordinale directory fouDd using the Freeze
in which 10 attempt to realize thesource ID (Step 5304). Tbc Direclory primitive mechånism (Step 5334). Assimilate
order may be based on optimizâdons involving generål ?o eåch ùnâssimilated data file iD rhe directory using lhe
availâbility of the source, access time, bandwidth, and Assimilatc Data ltem primitive mechanism (Step S33Q.
trensmission cost. For each source in the order chosen, Then cre¿le a dala ilem which begiDs with a lag or marker
realize the TrÌ¡e File from the source location (usine lhe (a mågic numbe¡'') being aunique data item indicating that

Realize True File fiom l¡cation p¡imirivc mccbanlm),-until this dala ilem is a frozen direclory (Step 5337). Then list the

lhe True File is realtzed (Ste¡ 5306). lf n is realizcd, :s file name-^and Trut Nâme for each fite in the current

conrinue with sLep 5294. Ifio kno*¡ sóurc. can realize rhe direclor!, (SteP 5338). Record any additional informâtion
'true File, use tb;Loc¡te Remore File prim¡iv. r*tr*i"rn T!l.I:!:. t]:!,'ì: the tvPe, ìme of Iast ac€ess and

ro atrempiro frnd rhe True rite lsrep siot¡.-ti rtrl.;;;¡r, 1oai!¡1ti9¡t a{ size (step s340) Nex1, in stcp s342, using''' -;_ .: ; lhe Assimilate Data ltem primitive mechanism, assimilate
reâll7-e lhe l e I lle lrom tbe rLlentúled SOUfCe IOCAIIOO lno
con,inu€ wiú step s2e6 .. ll",fJ'å*îïi".1ìi:'"r:"';iiåïï:iïåö::,iåi"ì
9. Create Scratch File

A scrarch copy or a rìle is requ;err when a rìre is tìeing ÏïË''."r|"fiål|in"'"T:Xïlock 
(step s344)

creatcd or is about to bc modified. The scralch copy isslored lÌris mechanism expandj a frozen clirectory in a giveD
in Lhe 1ìl€ system oI the underlying operaling syslrm. Thc localion. lt rcquircs a givcn palhnâmc inlo whi;h to e;pand
scrarch copy is eventuâlly assimilåted when the åudil ñle 15 lhe cljrectory'and lhe"T¡ue'Nâme of the direcrory aod is
recordenlry 146 is processed by Lhe Process Aud it Pi le Entry cjescribed ;ith reference to FIG.20.
primitive mechanism. Thjs Create Scrâtcb File ûecharism First, in step 5346, make the True File with the given True
requir€s a local directory extensions table eDtry record 13E. Name local using lbe Måke True FiIe Local primitive
Wheo il succeeds, the local direclory extensions låble enlry mechånism. Then read each directory entry io the locål frle
record 13E conrains lhc scrarch frlc ID of a scrarch nlc tbat 40 cre¿L€d in slep 5346 (Stop 5348). For e¿ìch such directory
is nol coolained in the Tnìe File regislry 126 and thal may cntry, do lhc followiDg:
bc modilìed. This mechanism is now dcscribcd with rcfc¡- Create a full palhname usiDg the gieen pathnâme ând the

cnce to FIGS. 18(a) ¿nd 18(ó). file name of rhe entry (Step 5350); âûd

Firsr dete.mine whether the scratch flle should be a copy link the qeåted path to the True Name (Step 5352) using
of rhe exisring lrue File (Srep 5310). If so, continue wirb as the Link Patb to True Name p¡imilive mechanism.

slep Sll2. Olherwise. delerrnine whether lhe local dieclory I2 Delele True File

ex¿nsions table eDlry record 138 rdentilies an existing True This mechanism deleles a retèrence 10 a Trùe Name. The

Fite (Step 5316), arìd if so, delere the True File using rhe undtrlyiÍg'Tru€ F¡Ie is not removed from the True File

Delote True File ptimitivc mcchanism (Srep S3l8). Then regislry 126 ùnless lhere âre no addilional refelences to Lhe

creale a new, empiy scratch ûle ând slorc ils scralch ûle lD 50 file. witlì rÉference to FIG.21, this mechanism isperformed

in the local direcioiy ext€nsions rable cntry record 138 (step as lollows:

5320). this mechå;ism is then complete. II thc global frceze ìock is on, wâil unlil tho globâl ft€eze

If ihe locâl ¿lirecrory exlensions iable emry record 138 lock is tumed off (Slep 5354). This prevens deleting a True

iclentifles a scratch ûle íD (Srep S3l2), rherì I he e n lry â lreâd y lì le w hile a directo ry whicb might refer to it is being frozen.

has a scralch frle, so this àeihaoisÁ succeeds. 55 Next, flnd lhe True File registry eotry record 140 giveD the

If the local directory extensions rable enlry record 13E True Name (Slep 5356). If the reference counl neu of the

iclenLifies a True File (Si16), ancl there is no Tnìe File lD for True File regist.y 126 is g.eat€r than 7iÍo, sublrâct one from

rhe True FiIe (5312), ìhen Áake the Tme Filc loc¿l using the lh€ rcfcrencc counl ñcld (Srcp 5358). If n is dctermined (in

Make True Fiìe tocat primiLive mcch.rnism (Stcp S32j) tf slep 5360) tbat rbe reference count lìeld of the True File

rhere is still no True Flle ID, this mechanism fails. 60 rcgistry cnlry rccord 140 is zcro, and if thcre arc no

fhe¡e is now â locål'I¡ue !-ile for lhis frle.lflhe use count dependenl systems lisled in thc True File registry entry

in tbe corresponding True File (egisrry entry record 140 is .ecord 140, the¡ perfonD the following sleps:

oDe (Srep 3326), sâve the True File ID in rhe scratch frle lD (i) If the True File is a simple dala item, then delete the

of the local dire.tory extensiorìs table entry record 138, and Truc File, olherwise,
remove fhe True File regislry eotry record 140 (Sþp 5328). 65 (ii) (the True File is a compound data item) for each True
(This step makes the True File inLo a scratcb file.) This Name in tlìe dâla item, recursively delet€ the True File
mechanism's lask is coûìplefe. correspondiDg to lhe True Nam€ (Slcp 5362)
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(iii) lìcmovc thc nlc indicated by thc lÌuc FiÌc ID and
compressed file lD from the True File registry 126, and

remove lhe Truc File registry entry record 140 (S(ep
s364).

13. Process Audil File Enlry 5

This mechaûisrD performs lasl'5 which ar€ required to
mainlain information i¡ the local directory exteDsions tåble
124 and Tmc FiLc rcgistry 126, but which câû bc delayed
while lh€ processor is bùsy doing more time-critical lasks.
Enlries 142 in lhe ¿udil file 132 should he processed at a ,^
background prioriry as loog as lhcrc arc cotries lo be '"
process€d. with reference 10 FIG. 22, the steps for process-
ing an enlry are a,s follows:

Deteroine the op€räLion in lbe enlry 142 cürrently being
processed (Step 5365). If the operalion iìdica(es thâl â frle
was creared oirvrillen (Step s366), rhen assimilate lhc frle 15

ùsing lhe Assimrl.ìte Data lLem primilive m€chanism (S1€p

5368), use the New True File primitive mechanism to do
âdditional desired processing (such as cache update,
compression, and mirrorÌng) (Slep 5369), and record the

newly compured l'rue Nâme for the file in lbe Âudil fll€ 20

record entry (Step 5370).
Olherwise, if the entry being procesßed indicates that a

compoÌrnd data ilem or dìrectory was copied (or deleted)
(step 5376), lhen for cach componeDt Truo Name in the

compound dala ilem or directory, add (or süblräcL) one to lhe 25

us€ coùnr of lhe True File registry entry record 140 corre-
sponding to the compoDenl 'Iìuc Nåme (Step 5378).

In all cases, for eâch parent directory of lhe given frle,
updal€ the size, time of last access, and Lime of lasl
modiûcalion, according lo the operation in the audit record 30

(Srep 5379).
Note tbat the audrt record is noL r€moved afier processing,

bìr1 is rctaiocd for some reasonâblc pcriod so tbal it may bc
used by Lhe Synchronize Direclory exlended mechanism to
allow a disconnecLed remole processor to updÂle ils repre- 35

senlalioo of the local system.
14. Begìn Grooming

fhis ûlechaoism mãkes il possible to select a sel of nbs
for removal and de1€rmjne the overall amouol ofspace 10 be
recovercd. With refcrenco 10 FIC. 23, ñrsl vcrify that the 40

globâl grooming lock is cur.eotly unlocked (Step 5382).
Thcn sct the global grooûiog lock, set the tolal amounl of
sp¿rce freed during grooming lo ze¡o and emPly the lisL ol
files selected for deletion (Step 5384). For each True File in
ahe'l'rue l.ìle regislry 126, set lhe delele count to zero (Step .15

s386).
15. Select For Removal

This grooming mechanism leotalively selects a pâthname

to allow its corrcspondi¡g True File to bc rcûìoved. wirh
relerence Lo FIG.24, ûrsL frnd the loc¿l dir€clory cxLeDsio¡s so

table entry record 138 correspondiDg to the given pathnâme
(SLep 5388). Then ÊDd the True File regislry enlry record
140 conesponding to the True File name in the local
direcrory extensions tâble eDtry.ecord 138 (Slep 5390).Add
oDe to the grooming delete couût in the True File registry 55

entry record 140 aod ådd the pathnaûe to a list of lìles
sclected for delelion (St€p 5392). If the grooming delete
counl of the True File regislry enlry record 140 is equal to
the use CI]unL oI Lhe Tme File registry entry record 1¿f0, and
if lhe there are no entries in the dependency lisl of the True 60

File registry entry record 140, theû âdd the size of the lile
indicated by the True File ID and or compress€d Âle ID lo
the tolÂl amoùDt of space freed during grooming (Step

s394).
16. Lnd Grooming 65

Ttìis grooming mechanrsm ends the g.ooming phase ¿nd
remov€s all frles selecled for removal. Wilh refe¡ence ro

20
FIC. 25, for e¿ch file in lhc list of 1ììcs sclcctcd tbr doleuon,
delete lbe file (Step 5396) and then unlock lbe global
grooming lock (Step 5398).

Operatjng System Mechånisms

The next of tbe mechånisms provided by lhe present

inveûtio¡, operating sys{em mechaDisms, are now described,

The following operatiûg system mechaDisms âre
dascribed:

1. Open File;
2. Closc Filc;
3. Read Fite;
4. Write File;
5. Delete File or Directory;
6. Copy File or Dir€ctory;
7. Move File or Dircctory;
8. Get File Status, and

9. Get Files in Directory.
1. Open File

Amechanism 10 open â flle is described with reference Io
FIGS. 26(a) and 26(b). This mechanistr is given as ioput a

pathnâne aDd the t'?e of access rcqìrircd for the frle (for
example, read, write, read/write, creatc, elc.) ând produces
either the File ID oflhe frle Lo beopened or an indicâlion thal
to lìle should be upcnetl. llre local r.lut.tt'ry extunsiuos
table record 138 and region lable rccord 142 associated wilh
rhe open€d 1ìle are associaled wilh the ope¡ lìle lbr later use
j¡ other processing funclions which refer to lhô file, sùch as

read, wrile, ând close.
Firsl, d€lermine whether oÍ not the Damcd nle exists

locally by examining thc local directory exten sions tablc 124
lo determioe whelher lhcre is an enlry corresponding lo lhc
givcn påthnåme (S1ep 5400). If i1 is deLermined lhat th€ flle
name does oot exisl locally, then, usifìg lhe âccess rype,

delermine whether or not lbe file is being created by this
opening process (Step 5402). If the file is not beiog crcated,
prohibit the open (Slep 5404). If the file is l)eing crÒalecl,

crcåtc ¿ zorolongth scratch frlc ùsing aD enlry jn local
director], extensions table 124 and produce lhe scrâtch fil€
ID of this scratch frlc as the resull (Step s406).

It on lhe othcr h¡ìnd, it is determÌnecl in sLep 5400 tblt the

flle name does exisl locallf then delermine lbc regioo io
which the frle is locâtedby seârching th€ region table U8 lo
find the record 142 with the Longest region path which is a

prelìx of the Ale pathname (Step 5408). This record identi
fles the rcgioo of the specifred file.

Ncxt, dctermioe usiDg thc âcccss typc, \\'bcther the frlc is
being opcned for writing or whelber il is being opened only
for reading (Step 5410). lf the frlc is being opened lor
reading only, theB, if the Iil€ is a scratch Iìle (Step 5419),
retùm the scratcb File ID of Lhe ñle (Step 5424). Olh€rwise
get the Tme Nåme from lhe local directory exteosioDs table
124 and make alocalversion ofthe True File associated with
rhe True NÂme usiDg lhe Make True File I-ocal primrtive
mechanism, and lhen relurn the Trìre File ID associâted wilh
the True Name (Srep 5420).

II the AIe is nol b€rng opencd lor rea(ling only (Slep

5410), then, ifil is determined by inspccLing the regioo table
entry record 142 (hal the Ale is in å read-only directory (Slep

5416), then prohibit the opening (Step 5422).
If ir is delefmjned by j¡specting lhe regioE lable 128 thaL

thc frle is io a cached region (Step 5423), then send å I-ock
Cache rocssage to the corresponding cacbe s€rver, ånd wait
for a retum marsage (Slel 5418). If the relùrn message says

lhe lìle is ålreådy locked, prohibit lhe opening.
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If rhe acccss rypc inrìicâtcs rhrr lhc fìlc being moditìcd is io lhc Iocal dirccLory cxlcnsiots tablc 124 (Slcp 5427), and

bôing rewritten complelely (Slep 5419), so lhal the original continue with step 5428.
dâta will nol be r€quired, then Delete llìe File using the If lhe Êle has a lrue Nâme ånd lhe True File's use counl
Delele File OS mechånism (Step 5421) and perform srep is one (srep 929),lheD delete theTrue FiIe (Slep 5430), and

5406. Otherwis€, make å scratch copy of lhe frle (Slep 5417) s conljnue with step 5428.
ånd produce the scratch ûle ID of the scratcb frle as thc resìrlL If the file has a True Name aDd the True Fil€'s use count

(Srep 5424). is greater lhân one, reduce its use counl by one (step 5431)'

2. Close File Then procecd with slcp 5428.

This mechanism talres as input the local directory exlen. ln Slep 5428, delete the local directory_€xtensions table

sioDs table entry recorcl ß8 àf an open frle aod ihc <lata 10 :nt ?. 
recordl 

1,1ì9 1dd 
ân en1ry to the audrtfile 132 indicâling

mainrained for rie open fit€. To ctos,, ; frle; add an entry to '" th"]iT: :19 
rhcipcrâtion porformed (dclcrc)

rhe audit frle indicar;g úe lime and operarion lcreate, riad 6 co?y ltle or ljrrectory

or wrire). The audir filã p.o""""iog (u"ing ,t ã"nã*.*.iràiì o ^::llilj:l .i:l:l'ided to copv a fi le or directorv giveo
â sourcc ånd deslinalion prcccssor and pålb0amc Thc Copy

I rle Entry pnmrlrve mecnanlsmJ wrll lalie care oI asslml- -.,
raring tháfiìe aDd rhereby updaring 1¡" ri"-..ã,dî 

.. 
,, :lii:""+:J;',üå:";fÏ:åi:lîit"î:lr'.i:*!1;iji":j:il. Read File

To rcad a frlc. å program must providc tbc offsct ånd as tollows:

length of rhe dara to be re1¿, 
^n¿ 

r¡" io"ut¡on ni u t "ir", 
inio (A) Given lhe sourc€ Palh, get the True Name from the

which to copy the dara read. palh. If this step fâils, the mechaoism fails.

The fite io be reacl from is iclentifiecl by ao open file "n 
(R) Civen lhe True Nâme and the destinâlioo path, liok

descriptor which includes a File ID as compu;d by rbe Open 
-- lhe destination Pâth 10 th€ True Name.

Fileoperaring system mechanism defined ãbove. f¡" ¡lt" IO (C) If the source and destinaliot processors have difierent

may iàendfy-eiiher a scrarch 6le or a True File (or True File I¡ùe File regislries, fi¡d (or, if necessary, create) an

segment). If the FiIe ID idenriûes å True File, ir may be €n¡ry for ltìe True Name in rhe True FiIe regislry tabl€

eiìier a iimple or a compound True File. Reading a Âle is 25 126 of the destinâtion processor. Enler into the source

accomplishcd by tho folòwing stcps: ID fìeld of this new entry the sourc€ processor idenlity.

In the case wher€ the File ID identilìes a scralcb ñle or å (D) Add ân erìtry to th€ aùdit frle 132 indicaLing the time
simple True File, ùse the reåd capabilities of the undcrlying and operation performed (coPy).
operâting system. This mechânism âddresses capåbillly of thc syslem to

In lhe cåse where the File ID identiûes a compound lìle, 30 åvoid copying data frosr a source localion to a destjDÂtion

bleâk the read operation into one or more read operations oo locatioo when lhe destination ålready has the dÂlâ- In
componenl segm€nls ås followsr âddilion, becâuse of the ability 10 fteeze â directory, this

A. Ideotily the s€gmeht(s) Lo be read by divicìing the mcchanism also addresses capability of lhe system imme-

speci6eã frle ofsit and lêngth each by rhe fixed size of dialely to male a copy of any collection of frles, thereby to

a segment (a system rìepe-nrtenr parámeter), to dete.- 35 sìrpporl an cmcicnt vcrsion coDtrol mechanisms for groups

ûine the segmenl Dumber and nììmber ofsegmeûts thal of Iìles

must be ¡eåd. ?. Move lile or Direclory

B. For each s€gmeDl oumber computed above, do lhe ^ 
A mech¡nism is desc¡ibed rÀ'hich moves (or renames) a

followiog: frle l¡om a source path to a deslinalion path The move

i- Rearl úc compound Truc Filc indcx block to detcr- 40 ope¡âtion,likc the copy oPeraljon, requiresto actuâl lraosfer

mrne the Tru; Name of tbe segmenl 1o b€ read of data, and is Performed as followsl

ü. Usc the Realize Truc Filc from Locarion pnmitivc (A) CoPy the iìle from the source pålh to the de.slinâtion

m€ch¡ìnism 10 mak€ lhe 1Ìue F-iIe segment avarlable pâlh

locålly. (If thal mechanism fåils, the Read Filc (B) If the source path is difierent from the destinÂtion

mechâdsm fails)

tbe specilì€d bu]l€r
4 Write File

frrsl read or wrile,
5. Delete File or Directory

45 path, delete lhe source path
iii. Determine lhe File ID of the True File specifled by 8. Ge1 File Status

the True Name coresponding to this segmenl This mechanisrn takes å file palhname ând provides

iv. Uso the Read File mecbaoism (recursively) 1(l reâd informalioo âbout tbe pâthname. Firsl tbe local directory
from úis scgmcnl into the corrcsponding loc¿ìlion iD exlensions tâblc enlry record 138 corrcspondi¡g to the

File wriling uses the Âle ID ând datâ mâûagemenl capã- and ils órresponding lrue l.ile lrom lhe lociìl direclory
bilities of thc ùnderlying operating system. File åccess extensions tåble 124. The information can ioclude any
(Måke File I-ocal described above) can be defèrred ìrntil lhe intbrmalion showo in the datå structures, iDcìuding lhe size,

50 palhn.rme givcn is found. If oo such enLry cxists, then lbis
mechôoism fails, otherwise, gather inform âtion âbout the âle

ss Lype, owner, True Namc, sources, time oflasl access,lime of
last modincâlion, state (Iocal or Dot, assimilÂled or not,

The proc€ss of deleling a lìle, for a given Palhnam€, is compressed or noo, use couol, exPlÉtion date, and res€r-

described here \r¡iù reference to FIGS.27(a) and 27(b). vatioûs.
Firsl, determine lhe locål direcLory extensions t.rble entry 9- GeL Files in Directory

record 138 and region table entÍy record 142 fo¡ the file 60 This mechânism enrìmerates lhe files in a direclory. It is
(Step S422).lflhe ÂIe hasDo locaì direclory ereosioDs table ììsed (implicitly) wheneeer it is necessary to delermine
entry record 138 or is locked or is in å r€ad-only region, whether a file exisls (is pres€Dt) i¡ a directory. For insta¡ce,
prohibir the deletio¡. iL is implicitly used io the Open Fìle, Delele Fte, Copy File

Id€nlify the correspooding True File given the True Name or Directory, ånd Move File operating system mechanisms,

of the frle being delôted using the Tru€ File registry 126 65 because lhe 6les operated on are referred to by paùnames
(Step 5424). lf tbe file has no True Name, (Step 5426) theû containiog direclo¡y names- Tbe mechanism works as fol-
delete tbe scratch copy oflhe frle based on ils scrâtch frle ID lo\r's:
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Thc locål dircclory extonsio¡s rablc 124 isscarchcd for ao Truc Filc ID or Comprcssed Frlc ID (Step 5440), rcspond
enrry 138 with 1lìE giveo direclory pâthnåme. If no such positively (Step 5444). lf Lhe entr], includes å True File II)
€nrry is found, or if the eDlry found is not a direcLory, theo lhen rhis provides the identity or disk location of the actual
lhis mechanism tàils physic¿ìl repres€Dtalion of ùe lìle or liÌe segmeol reqùired.

lf there is a corresponding True File freld in the local 5 If the eDlry include a Compressed File ID, then a com-
directory exrensions lable record,lheû it is assumed that the pressed versioo ofthe True File may be stored instead of, or
True File represeDß a frozen direclory. fhe ExpaDd Frozeo in addition to, aû uncompress€d versio¡. This field provides
Directory primilive mcchaDjsû is us€d to expand tho exist- lhe idcntity of lhe aclùål represerlåtion of the compressed
ing Tru€ File into directory enlries in the locâl direclory version of the file.
exlensions lable. 10 If lhe True File regislry enlry r€cord 140 is foùr¡d (Step

EnaÌly, the locÂl directory extensioos table 124 is again 5434) bul does Dol include a True Frle ID (lhe FiÌe lD is
searched, this lime to frnd eâch directory subo(dinale to the absent ifthe ¿clual file is not currently present at lhe cùrrenl
given dir€ctory. Tbe names found â¡e provided as the resull. locatioD) (Step 5440), ând if the T¡ue File registry en(ry

RemoLe Mechaoisms record 140 i¡cludes one or more source processors, and if
15 rhc lcqucst cån be forwa.dcd, thoD forward the requcst for

The remote mechanisms provided by the present inven- rhis True File to one or more of the source processors (Step
tion are now described. Recall lhåt remole mechanisms are 5444).
used by lhe oper¡ringsysrem io respooding to requests from 2. Reserve Trus Iilc
other procqssors. These mecbaBislns enable the cåpabililies This mechanism allows å remote processor !o iodicate
of the present inv€ntion in a peer-to-peer nelwork rnode of ?0 lhâ( it depeûds on the locâl processor for access to a specific

True Fiìe. It takes a True Name as input. This mechanism is

2423

In a preseDtly preterred embodrmenl, processors commu- descrìbed here.

nicate witlì each other using a remoto procedure call (RPC) (A) Find lhe True File registryenrry record 140 ¿ssociated
style inferfacc, running ovcr onc ofåny Dumber ofcommu- with lhe given True File. If no entry exists, reply
nicåLjon proloøls such âs IPX/SPX or TCP/P Each p€er 2s negatively.
processor which provides access ro ils True File regisLry 126 (B) If the True File regisrry enLr!, record 140 does oot
or nle regioos, or wbich depends on another peer processor, include a True Fite ID-or óompréssed File ID, and ifrbe
p@vides â number of mechaûisms which can be used by ils Truc Filc rcgistry enky recoà 140 includes no sourcc
Peeß.

fhe followiDg remole mechanisms arc dcscribcd

1 I-ocatc True Filc;
2. Reserve T¡ue File;
3. Requ€st Trìre FiLc;

4. Retire True File;
5. Cancel Reservalioni

IDs for removâble storâge volumes, then this processor
30 does not havc acccss to â copy of lbe given fìle. Reply

negalively.
(C) Add the lD oI the seodìng processor lo the Ì$t ol

dependeot processors for the True File registry entry
record 140. Reply positively, with ân iodication of
whether the reserved Tnìe File is on line or off lioe.

6. Àcquire Truc File; 3 Requesl True Filc

7'l-ockCache;Thismechanisnìallowsaremotepfocgssortorequ€sta
8 updâre câche; and ;:rJi:åJffii:';åiËJi:,¿i:iiti:"""ffJï:ÏJiì,:9 chcck Expiråtion Dalc ao back to lhe r.q,-resting proc;ssor. Tbe mechanism operates as

1 In.rtc Tñìe F;le to ows:
This mechanism allows a remotc proccs::l 

:. !"I_tlÏ: (A) Find rhe True !. e regisrry enrry record 140 associared
whelher the locål Processor 'ntains 

¿ copy of a speciÍc ' îitr. ¿r" "i""ìr^" Name.Ifrhere is no such rrue File
True File Ttte mechanism begins with a T,ue N:-..:,ld.i i"*"i" 

".,",ecord 
140, repl.l, ocgâlivcly.

1,lt-lii'-":':"qi.l*:j-':-.:ï:f^::Tj"'l:j3:.11i1",-'-" "' (B; ü;; ;; i;" Flô rocal ùsing rhe Make rrue Fle
oIherservers'ln,smecDånlsmLsnowoescnDeowllnreIer-
ence to FIG. ZE. l-ocal primitive mechânism. lf this mechânism fâils, the

First cletermine if the True Fite ¡s åvailâble locally or if Requesl True File mechânism also fails-

thcre is soûc indicâlion of wherc the True Pile is loca tád 1fo r (C) Send t he local True Fil€ it either it is uncompressed

example, in lbc Soùrce lDs field). l-ook up the requested ,o or comprcsscd form 10 Lhc rcqìrcs Ling rcmolc proccssor'

True Ñame in the True File regisíry u6 (s'rep s432). Note thât if the Trde File is ¿ compound frle, the

lI a 'lÌue !-ile registry entry reiortí t e0 is noit ruoa iut ttris conpo ne nls a re no t senL

True Nâûe (St€t 5434), ánd tbe flag indicates that lbe (D) Iflhe remole flle is lisled in the depeûdeDl process lisl
request is not toie lbrwarded (Srep 5¿36), respond Dega- of lhe'liue Fìle registry en(ry record 140, remove it
liv;¡y (Slep 5438). Tbat is, respond to the efÍect that the Tãe i5 4 Relire True File

File ls noiavailable. This mech¿nism allows a remole processor lo iodicâle

One the other hân.I, ifaTrue File regislry eorry record 140 thåt il no longer Plarìs 10 mâin!åio a copy of a givell Trüe

is nol found (Slep 5434), and rhe flag indicares thar rhe Filc. A¡ ålteroalesourco of lhe True Filecân bcspcciÂcd,if,

requesr for rhiì Tiue Fil; is Lo be torwarctecl (Srep S43e, for instance, lhe True File is being nroved from one server

¡hen for*,ard a requesr for rhis lrue File to some other 60 to âoolber. h begins with a True Namc, â rcqùcsting pro'

processors in Lhe syitem (Step 5442). If the soùrce table for cesso¡ lD, ând an oplional ållernat€ source- l-his mechânism

ihe curent processor identifles oûe or more publishing operates as follows:

servers which should have a copy of lhis True File, the¡ (A) Find a True Name entry in the True File reBislry 126.

forB'ard the request to ôacb of tbose publishing servers (Step If there is no cntry for this Truc Name, this mecha-

5436). 6s Dism's lask is comPlele

If a True File registry enky record 140 is fouod fo¡ the (B) Find lhe requesting processor oo the source list and,

required True File (Srep 5434), ând if tbe enlry iDcludes a if it is there, remove it.
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(C) If ãn allcrnåtc sourcc is providcd, âdd it lo lhe soürcc

list for the Tru€ File registry eotry record 140.

(D) Ifthe source lisl of the True Filc regislry enlry record
I40 has no ilems io il, use the Locåte Remole File
primitive mechanisDr to s€ârch for ånotber copy of úe 5

filc. lf it fails, ¡aise a scrious crror.
5. Cânceì R€servâlioo

fhis mecbanism allows a remole processor lo indicate
thât iL no lo¡ger requires access !o a True File storcd on the

local proc€sso¡. [t begins with a Trùe Name ånd a requesting 10

processor ID and proceeds as follows:
(A) Find the True Name entry in the True File registry

126. If there Ls Do enLry for tbis lme Näm€, lhis
mechanism's task is complete.

(B) Remove the idenlily o[ the reques(mg processor ftom 15

th€ list of dependent process,ors, if it appears.

(C) lf the lisl oI dependcnL prooessoni becomes zc¡o ¡tn(l

the ùse count is also zero, delel€ the True File.
6. Acquire'l'rue l-ile :ro

This mechanism allows a remote proccssor to insisl thal
â locâl processor make â copy of a specifred True File. 11 is
ùsed, for example, when a câche client \\'anls lC) wriLe
throùgh a ncw version of a filc. Thc Acqùiro True Filc
mechanism begins with â dalå item änd an optional True 

25
Nåme for the dâta ilem and proceeds âs follo\\ß:

(A) Confirm thal the requesting processor bâs the righl lo
require tbe locâl processor to acquirc dalâ ilems. Ifnot,
send a regâtive reply.

(B) Make a locâl copy of thc data itcm trânsmiltcd by the ro
remote processor.

(C) Assimilate the data ilem into tbe True File regislry of
the Iocal processor.

(D) If a Truc Name was providcd with thc lìle, tbc Truc
Name calcùlâtioo can be âvordùcl, or the mecbânism 3s

can veriry that the frle received malchcs the True Name
sent.

(D) Add ân entryin thedependeDr processorlisl oflhe true
fìlc regislry re,urd indirating lhiìl lh( Icqr¡csling pr(' -..
cessor depends on lhis copy ol the given'frùe File.

(F) Send a positive reply.
7. Lock cache

-lhis mechânism allows a remotc cache client 10 lock â

local 6le so lhat locàl useß or olher cåche clieDls cannot 
¿s

chåûge il while lbe remote ptocessor is using i¡. The
mechanism beginswilh a påLhname andproc€€ds ¿sfollows:

(A) Fi¡d the locål dlectory exlensioDs lable entry record

l3t of the specified pathnafl1e. If oo such enky exists,
rcply negatively. so

@) If al local directory extensions lable entry record 138
exisrs and is alreâdy locked, reply negalively that the

file is already locked.
(C) IfaD local directory extensions table en1ry record 13E

exisls ând is Dot locked, lock the entry. Reply posi- 55

tively.
8. UpdaLe Cache

This mechanism allows a rcmote cache clienl lo unlock a

local ûle and updaLe it wilh new cont€nLs. tl begins with å

pathname aDd a Trûe Name. The frle corresponding to the 60

True Nâm€ úust be accessible from the reúole processol.

This mechaDism operâLes as follows:
Find tlìe ìocat dìrectory exle¡sioß lable entry record 138

co.responding to the giveo palhname. Reply negalively if no
such entry exisls or if the enlry is not locked. 65

Link the given palhname to the given True Name using
Lhe LirÌli Palh to True Name p.imitive ÍìechaDism.

26
Uolock lho loca! di¡cclory cxLcnsiots table enlry rccord

138 aDd relurD positively.
9. Check Expiratio! Dåte

Return curÍenl or new expirålion dåle and possible âlter-
native source to caller.

Background Processes aod Mecha¡isms

The back€round processes ånd mechanisms provided by
thc pres¡rnl invcntion are ûow desc¡ibed. Recall that back-
groùnd mechanisms are intended to ruo occasiotally ând at

a low priority toprovide automated managemeDt capabilities
with respecL to lhe pres€nl invenlion.

The tbÌlowing background mechanisms are described:

1 Miffor True FiLc;

2. Groom Region;
3. Check for Expired Links;
4. Verify Region; aDd

5. Groom Source List.
1. MÌrror True File

This mechanism is used to ensure lhat ûles are a\'âilable
in åltemåte locations in mirror groùps or archived oû ârchi-
val servers. Tbe mecharism depends on application-speciñc
migrâtior/ârchivål criteria (size, timesince lasl access, Dum-
ber of copics rcquired, number of cxistiDg allemative
sources) which determìne ùnder what condiLions a file
should be moved. Thc MiûorTruc File mechanism operales
âs follows, using Lhc True File specifred, perform the Ioì-
lowing steps:

(A) Count the number of available localions of lbe True
Fiie by iospecling the source list of the True File
regist¡y enlry record 140 lor the True File. Thjs step
delermines how many copies of Lhe True. File are

âv¿ilaìrle in the system.

(B) lf Lhe True File meets the speciñed migration criteriâ,
selecL å minor groùp server 10 which â copy of the frle
shoùld be sônt. Use the Acquire True File remote
mechânisrD ro copy the True File to the seiecled mir¡or
group sewer. 

^dd 
the identity of the selecled syslem to

Lhc source Ìist for the Tr¡ìc Filc.
2- Groom Region

This mecbânism is used to arìtomatically free up space iD
iì processor by deleti¡g dâlâ ilems lhat may be availåble
elscwhere. The mechanism deper¡ds on åpplication-speciñc
grooming criteria (tbr instance, a frle mây be removed if
there is an âlternate online soùrce for it, it has not been

accessed in a givcrì Dumbcr of days, and it is larget thaD a

giveo sìze). This mechanism operåtes as follo,¿r's:
Repeår the following slep. (i) ro (iii) wilh more aggressiv€

grooming oriLeriâ until sumcienl space is freed or until åll
grooming crileria hâve been exercised. Use grooming infor-
mâtion to delerDine how much spåce has been freed. Recall
that, while grooming is in effecl, grooming iDformation
includes a lable of påthûåmes selected for deletion, aDd

keeps lrack of tbe amounL ofspåce thal would l)e fre€d if all
of thc filcs wcrc dclcted.

(i) Begin Groomìng (using the primitive mechanism).

(ii) For eachpalhoame iD thes?ecined region, for the Îìre
File correspoDding 10 the påthname, if rhe Tmc File is
prcseot, has al leasl one altctnaÑe source, and mccts
application specifrc grooming criteria for the region,
select the file for rcmovÂl (usiDg the primilivc
mecbafìism).

(üi) End Groomiog (usiog the primitive mechanism).
If tbe region is us€d âs a cache, oo other processors are

dependenl on True Files 10 which it refers, and all such Ttuc
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Filcs arc ûiûorcd clscwhcrc. In this casc,'f c Filcs caû be ùen climiûâtc Lhc sourcc, aod usc lbc CâDccl Rcscr-

remov€d with impunily. For a cache region, the grooming vatioD remole mechânism to eliminate the given pro-

criteria rvould ordinårily eliminale the leâsl recently cessor from lhe lis! ofdependenl processors recorded Âl

accessed True Files flrst. This is best done by sorling the the ¡eû¡ote processor idenlilied by the source.
True Files in the region by the most receDl access lime 5 Lxtended M€chanisms
belorc performing slep (ii) above. The applrcåLroo specrlic
criteria would thûì be to select for removal everv True File The exleûded mechanisms provided by lhe pres€nt iDven-

cncountered (beginnj¡g '¡,ith the le¿st recendy;sed) ùtil tion are now described. Recall lhat exteûded ûechadsms
rhe required ìmãunt oifree space is reached. run wiùio applicätioD progrâms over the oPeraling syslem

3. Che:k for Expired Links 10 to provide solutions to specific problems and apPlicatioEs.

This mechânism is used 10 determioe whether depe¡de¡- The folJowing extended mechanisms are descdbed:
cies on published frles should be refteshed. The following 1. Invenrcry Èxisting Direclory;
sleps describe the operalion of this mech¿t0ism: 2. Inventory Removable, Read-only Files;

For eacb pathname io the specified region, for e¿cLJ True 3. svnchroniTe Dircctories:
File corrcsponding ro tbc påthoåmc. pcrform thc followitg '5 q. pubtish R"gion;slep: 5, Relire Directory;

It lbc Trìrc File regislry enlry rccord 140 concspoûdinq lo .'^-':.- -:.--'
rhe Ìrue lile contains al l"^r ur" 

"uui"" 

-J¡i"¡-i:'u 6 Realize Direclory ât Locâliot;

publishing server. ând if Lbe expiration dale oo lhe depen- T verify True Filei

à"n"1, i" !^st o. 
"1o.", 

then peáorm the followiog steps: 20 S Track [or Accounling Pu'poses; and

(A) Determine whether the True File regisrry erìrry record 9 Track fol LL(cnsing Purposes

¿ontains other soìrrces wbich have not eipireá. l Inveotory Exisling Direclory

(B) check rhe True Nâme expiralion of rhe ;erver. If rhe Tis me:qilßi delermines the T'ue Nar'es of lìles in an

expirärion ¿räre has been exrended, ä;; ;il;; :Ï":9 "":y" 9ï:l-".1-T^lÏ,:1"::tl-c^.î1i1i':c^,:1":-- r< lem. UnC DUmOSa Ol thrs mCChAûìSm lS lO lnslall I ntC \âmC
source rs sußgesleo, aoo loe soulce Lo tne lrue rlle -" , ' i
¡egistry enky record 140. mech¿nisms in an exisling ñle system

(c) If ¡o acceprabje alremale soùrce was tbund in sreps . .f .:,fr:.:1,:1.:Ì*, 
* jnstâlIâtion is 1.' €liminal€ imrnedi-

(A) or (B) above, mak" 
" 

r"""r ""pyTrìä',i..TìË l;:lJ":','"îiÌIî:,lf: j':îii"ii:l:;iìTi"i"""å'äiäi:
(D) Rernove the expired source :o reg.stry, duplicites acros,s lhe volumes are ahã eÌiminated.

4 Verify Regior¡ (A) Trave6e lhe urderlying lìle sysrem in the operâring'llis mecbanism can be used to eDsure thrl.the d¿tä irems ' ;r"ì;;.- pä. 
"rc¡ 

'nlõ 
encáunterect, 

"xåt,rdingin the True File registry 12ó hâve not been damaged ¿cci- ãíäà¡"", p".¡o.. t¡" folto*;ng,
JenLrlly or maliciously. The operation of rhis mechaoism is ;. -.-' . _; 

'--_
aescribecr bv the rorowing stáps: - -. 

. 

" 
.:. .- ., omtitålÏ,i; 

å':.ïï*'åi'"r'LÍïTåji.:tåiïi::
(A) Search the local direclory exlensions lable 124 for is.lrue Name aocl mores ìts data ioto the lrue I,ile

each pathname in the specined regioD and thenperform registry 126.
lhc follorving slepsr (ii) Õreaie a pathoame consisring of rhe palh ro the
(i) Get the T¡ue lile name conesponding Lo the påth- uolum. drrJ"to.y una the relatj;e path of th€ fil€ on

nâme;
(ii) If ú; Trùe Fjle registry entry 140 for rhe True File 

a0

does not bave a True File ID or compressed lìle lD,

thc mcdiå. Link thispalh ro rhe compulcdTruc Nåmc
using the Liok Palh to True Name primitive mechå-
nism.

rgnore rt 2 Invenlo¡v R€movÂble, Rsâd-onl), t-iles
(iii) Use thc Vorify True File mcchanism (see cxlended e sysæú with access to removable, reacl-only media

mechanisms below) to confirm that rh€ True Fil. .r, 
"oiu-ái i*"¡ as WOnU ¿isXs on¿ CD_ROMS) cin c¡eate

sPecified is corecl 
a usable iûve ory of the frles oD these disks without having

5 Groom source Lisl . ro make online ôies. These objects can then be use<ì foì
Tbe source list in a True Fil€ entry should be grooúed ârchivâl purposes, directory overlâys, or other needs. An

sometimes lo eûsure there are Dot too many mj ío r or arcbive 
ope .ator Luir rcqu cst that án inventory bc crcâLcd for such

copies. WbeD a lìle is deleled or wben å regioo definilion or 50 :r volum€.
ils mirorcrireria are changcd, ilmâybc necessary to inspecl ThÈ mechanism allows for maintai¡ing iDventories of lhe
rhe âEecled True Files 10 determine whelher thcr-e 

_aro 
too 

"onr"nr" 
ofÀf", on¿ ¿uta ilems on remov;ble medi¿ì, such as

many mirror copics. This can bc done wlh the following diskettes â¡d CD-ROMS, indepen¿lent ofother properties ofslePsi lhe files such as ûâme, iocation, ând dale of creation.
For eacb afrecled True File, - 55 The mechanism creates un oniine inventory ofthe files on
(A) Search the local dûectory extensions lable to find one or more r€movable volumes, such as â floppy disk or

cach region that retèrs to úc Truc Filc. CD-ROM, when rhe dâta oo the volume is reprcs€nled as a
(B) Crcåle a set of "rcquired sourccs", iûitially empty. direclory. Tbe invenlory service uses a True Name 10 ideD-
(C) For each r€gion found, tify eåch ûle, provi(ling a way to locate the dal.r indepcndenl

(a) determioe the mirroring crilerià for lhal region, 60 of its name, dal€ of creaLion, or location.
(b) delermiûe which sources for the True File satisfy 'lle iûvenLory can be ùsed for arcbival of dâta (mâking il

rhe mirro¡ing crileria, and possible þ âvoid archiving data. Whe¡ that dala is aheady
(c) add these sources to the set of required soùrces. on a separale voìume), for grootning (mâking it possible lo

(D) For each sou.ce in the True File registry ent.!,, if the delete infrequently accessed frles if they cân be reLrieved

source idenlifres a remote processor (as opposed to 65 from removable volumes), for rcrsion control (making it
removable media), ånd if the source is nol a publisher, possible Lo generate a oew version of a CD-ROM withoul
and jf the soùrce is not iD the set of required sources, baviDg to copy the old version), aod for other purposes.
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Thc inYcntory is mâdc by crcating a volume drrcc(ory in (A) Rcqùcst â copy of tho audil AIc 132 from the rcmole

rhe media inveDlory in which each lìle nâmed idendfìes the processor using thc Request True File remote mechå.
clala item on the volume being ioveûtoried. Dâla ilems are nism.
nol copied from tbe removable volume during the inventory (B) For eôch entry 146 jn the audit file 132 åfler lhe sLart
process. j lir¡ìe, if the enlry iûdicâles ¿ change 10 a frle in the

An operator müst requesl that an inventory be created for romote directory, perform Ìhc following steps:
ÂspeciÂcvolume. ODce created, the volume directory cân be (i) Computc tbe pâthname of the corr€sponding frle in
frozcn or copicd likc ary other dircctory. Dat¡ items frorE lhe local dircctory. Dcrcrmjúc thc Truc Nâmc ol lhc

direclory palbname, a remole processor rìam€, and a remote 65

direclory patbname name, and il operâles by lhe following
sleps:

either the pbysical volume or the volume directory can be coÍesponding frle.
accessed using the Open File operating system mechanìsm ,^ tiiì lf ú¿ True ñåmc of the local frle is lhe same as lhe
which will causc thcm to bc rcad hom the physical volume '" olc.l True Name lo the aùclit file, or if there is no locâl
using the Realize True File from Locâtion primitive mecha- âle and the audit enlry rndicales a new frle is beingn*fi 

"."0r" 
un in,,"o,ory rhe rollowing sreps xre nkeû: . ;;:i::1,1;ïiri1".:î,i;;J¿tr;Ï]ftî*liTJ:

(A) A volume direcLory in tbe medjâinventory js cr(atc(l ,. orimir ivJ mec¡an¡sm.
10 correspond to the volume being inventoned lls " (iiitóih;r*;", nore thal rbere is a probl€m wirh lhe
coolextuål ûame ideoti-6e" the specifrc volumc. " "';-".-:ì ..

(B) A sou¡ce ,abre enrry r44 ror rhe vorume i:,:l..i:d. j: ',]:::ïii:;å.it::J,üå"iå:i#:,:ilä,,it"lï
lhe source rable I30. This eûlry 144 ide0lifies the ; l -.ì'-
physicâl source vohr'" 

^n,r 
rh" "olu;; åì;;;î;; local palhnâme' remote pãlhnâme' remote processor'

ätá in 
"t"p 

1a¡. 
- - - --'-'' -'- :o and lime of change

(C) The filesystem on the volìrûe is raversed. For e¿ìch (C).41ìer synchronization js complete' record lhe time of
' hle encouátered, excluding ilirectorics, thc following the fìn¿l change. This time is to be used as Lhe new start

sleps are taken: time the next time this direclory is synchronized wjÌh
(i)^The True Name of the file is compuled- Ao entry is tbe s¡me remote processot

created iD lhe True Name registry i24. includiDg-the :) 4 Publisb Rcgion
True Name of the file usiDg tbè pnmitivc meiha, The publish region mechanism allows å processor lo offer
oism. The source âeld of the True Name registry the lìles io a region to ¿rny client processors for ¿ limiled
enlry 140 idenlifres the source Lable entry 144. period oI lime.

(ii) Apathname is crcâlcd consisling of thc p¿ìth lo the Ttìe pùrpose of the s€rvice is to eliminate any Deed for
voiume directory and the relalive path of th€ file on 30 clienl processors Lo make rese¡vâtions wilh lhe publishiDg
the media. This palh is linked lo tht computed True processor. This in rurn mâkes il possible for the publishing
Name using Li;k PaLh lo I'rue Name prìmitive pro..ssor ro sewice a much larglr number of clienls.
mechanism. When a region is published, ao expiråtioo dale is defioed

(D) After all files have been invenloried, the voÌume for all frles in the r€gion, and is propagatecl into Lhe plrb-
directory is froze-n. The volume dir€clory servcs ¡s å 35 lishiogsysrem's True FJle registry intiy iecord 140 for ãacb
table ofcontents lor the volume. II cån l)e copi€d rsing -' 6¡. - '
ah€ Copy File or Direclory primilive mech¿ìnism.to wh"n u.emute fil€ is copied,Ior iostanc€ using the Copy
croate ao "overÌay" direclory which .:ii ,h:1 I Fjìe operâring sysrem meihanism, rhe expirarion d¿te is
modifred, makiog it possible to edil a vinual copy of a .åp"¿".r" itZ ó"i* netct of rhe clienfs frue Fìle regisrr],
read-only m€dium-

3. Synchronize Directorics ao enlry fecord 140 when lhesource is a pùblishing system, oo

Given two versions of a direcrory deriv€d from rhe sâme d"*:od"l:I oeed b€ crealed'

slating point, this m€chanism creates a 
".ir, "y".trr."ir.¿ 

The clienl p.rocessor must occasionally and io

versioñwhicú includes rhe changes from eacir.'w¡"i" 
" 
Àf" båckgroùnd, check for expired links, to make sure it slill has

is changed in bolh versions, this;ecbÂ¡ism provides å user access lo lhese frles. This is cìescribed io lbe bâckground

exit foi handling the disciepancy. By usiog True Nâmes, 45 mecbanism Check for Bxpired Links'
comparisons are instantaneous, and no copies oI liles are 5. Retire Directory
nccessary. This r¡echanism nakes it possible to eliminate safely the

fhis mechanism l€ls a locÂl processor synclìro¡ize å Truc Files in â dircctory, or âl least dcpcnde¡cics on them,
difectory lo accou¡ t for changes made ar a remote processor. âfler ensuring lhal aDy clieot procassors depgnding on those

Ils purpose is to bring a locâl copy of â direclory up lo dâte 50 Âles remove their dependencies- The files in the direclory are

aflcr å period of ûo communication belwecn thc local ând no1 actùålly delet€d by this process- Tl1e directory can Lìe

remole processor. Such a period migbt occur if the local deleted witb tbe Delete File operating sysLem úechanism.
proce-ssor wero a mobile processor detacbed from its server, The m€chanism lakes the pathname oÌ â given direcrory,
or if two distant processors wcre ruo iodependently and and optionally, the idenfiñcätion of a preierred alternaie
uPdaled Dightly 55 sourc;processor for clienß !o usc. The mèchanism performs

An a.lvanlåge of the described synchronizalion process is rhe fo 'orv;nc srens:
thal il does nol depend on synehr,-roizing Lhe ulocks ot thc
locat and remole processors. However, ir ä"";;;ö;ñ (oìt:11:lî *":|t-"ory' For each lìle in tbe directorv'

rhe local processoi lrack its posilion ú 
'¡"ì"L"ð-p-""l- 

perform,lhe following sleps:

sor,s audìr flle. (i) Cel thc Truc Nâme ot Lhe ûle from its path and Ând

This mechanism does Dor resolve chaDges maale simulta- óo the Trut File regislry €nlry 140 associâted wiLh the

neously to Lhe såme 6le al several sires.if that occurs, an .._lrue 
Nâme'

e¡1ern;l resolution mechâ¡ism such as, for example, opera- (ii) Determine ao altemate source for the True File If
ror intervention, is requi¡ed_ rhe source IDs field of lhe TFR entry inctudes lhe

Thc mechaDism takes as inÈrl a slârt limc, a locâl preferred âlternale source, thal is the alternate
source.lfit does not, bùt includessome othe¡source,
thal is the alternate source, If il conlains no alternate
sources, there is oo altemate sou¡ce.



fhis mechanism âllows the user or operating system to sleps:
force copies offiles ftom some source locåtion to the TnÌe (A) Note every time a fìle is created or deleted, for
File regislry 126 at a given location. Thc purpose of lhe iDstance by moniloring audit entries in the Process
mecbanism is to en$rre that frles åre âccessibl€ in the evenl Audit File EDtry ptimilive m€chånism. When such ãn

lhe source locålion becomes inåccessible. This can happen 10 event is encountered, cro¿te an cntry 14E in the

for instånce if the soù¡ce or given locâtion are on ¡¡obile accoùntìng log 134 rhal Shows the responsible party
computers, or are on removable media, o¡ if the network and the idontity of thc filc crcarcd or dolotcd.
conoeclioD to the source is expecled 10 becorne unâvåilable, (B) Every til¡e â frle is tråosmirLed, for instance rvbeo a

or if the source is being retired. fìle is copied with a Request True File remore mechå-
This mcchânism is provided in thc follo\Àing sleps for rç nism or å Acquire True hile rcmote mechaûism, create

eâch Iìle in tbe given diroclory, with the excepLioo of un cnrry io tÉe accoù¡ring log 134 thâl shows the
subdirectori€s: responsible parry, lhe idenriiy oithe file, and the soùrce

(A) Get the local dir€cLory exteDsrons leble eotry record ånd destiDarion proccssors.
138 given the pathnaúc of tbc frlc Get lbe Truc Namc (C) Occasionälly run an accounling program lo process
ofthelocâldrrectoryextensioûstableenlryr€cord138.:o rh. 

"..ounring 
log 134, disrribuing tãe e.r,eori ro the

This service assimilales the 6le if it has nol already åccouût recorãs oieach respoosible parLy. The accoùnt
been assimiläted. records cån eventually be sùmmarjze¿l for billiúg pur-

(B) Realize the correÐonding Truô lile al úe given poses.
location. Thjs service causes it Lo be copied to (he given -_ 9. tack for Lrcensiog Purposes
Iocation from a remote system or removable media. 2s This mcchanism .niures thar ticcnscd ñlcs are nolused by
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(iii) For cach dcpcndcnL proccssor in thc I'rìtc Filc for accouoting purposcs. Tme namcs mâkc rl possiblc lo
registry entry 140, ask thål processor to relire the rdentify èacb file brielly ye1 ùniquely for tbis purpos€.

True File, specifying ån ahe.nåte source ifone wÂs Tracking lbe id€nlilies of files requires ûâinLåiniûg aû

determined, using the femote mechanrsm
6. Realize Directory at l¡cation

âccounting log 134 ârid processìng il tbr accounting or
5 billing purposes. The mechanism operâles in the followiDg

7 Verifv Trùe File unäulhorized partres. The True Näms provi(les â s¡fc wåy to

descrlbgd heÍe described herein relies on True Names lo support such an

ûle exßls to verify Lhe frle

This mechanism is used 10 verify thât ú€ data ilem In a idenlrfy licensed material. This service aì1ows proof of
Trùc Filc rcgistry 126 is indecd thc corrccl data ilem givco possessron of spccifrc frles according to lherr confents with-
irs True Name. I1s purpose is 10 guard agaiDsl device errors. -- out disclosiDg thejr contents.
mâlicious chångcs, ol othcr problems. ru Eoforcinguse ofvâlid licensescân be aclive (forexaúple,

If an error is louocl, the syslem has Lhe abiliLy to 'heal" by refusioB toprovide access to å 6le without ãülhoriza{ion)
ilself by fìnding another soì¡lce for the True File with the orpâssivc (forexample, by crcaling å rcport ofusers who do
given name. 11 may also be desirâble to verìfy thâL the eÍror no1 have proper âùthoflzation).
has nol propagåted lo olher systems, and to log lhe problem -_ One possiblc way to perform ìicensc validation is to
or j nd icåte it to tbe computer operâtor. These d e la ils âre no I " per fo rm oceasic'nal :r u dit:s of emplo¡,ee sys Lems. Thc s€rvice

To v€rjfy a dÂ1a iLcm Lhåt is nol in a Truc Filc rcgistry 126, âùdit, as iD the followjng sreps:
ùse the Calcùlate Îùc Name primìtjve mechanism described (A) lor each license(] producl, reco.d iD th€ license tåble
ãbove 136 lhe Tme Nâme of key liles i¡ the product (Lh¿tt is,

'lhe b¿sic mechanism ìregins with a liue Namc, rrntl " ñles which are required in orclcr ro use ihe product, and
operates in the follorving steps: which do Dot occìrr in other products) Typicall% tbr a

(^) Find lhe True File registry enLry record 1¿10 corre- sofb¡¡are producL, this woùld includ€ the ûain execut-
sponding to the given Tme Narne. able imâgc Ând pcrhaps other major filcs such as

(B) If rbere is a True File ID for the True File registry ¿s clin-årl.scritfs, or onlìne help. Also record lbe idenlity
entry record 140 lhen ì¡se it. Otherwise, indjcale lhatno _ 

ofeåcb syslem which is âuthorized lo have a copy of

(C) Catculale theTruc Nâmcofthe data ilem givcn thc ûle (B) occâsionallf compare the coulcnLs of cåch user

tD of the dalä item. proc€ssol rlgåitst lhe license 1äble 136. For eâch True

(D) Conlìrm tbat the calcìllated True Name isequalro the s0 Ncme in the license tâble do the lollowing:.givenTrueName'(ÐUnlesslheuserprocessofisâuLhorizedtohaveâ

(E) lI úe Tlue Names arc nol equal, there is ân error io copy of the frle' confrrn thal thc user processor does
' 

ihe True File regislry 126. Remove the True File ID nol have a copy of the lìle usi¡g lhe l-ocâte True File

hom rhe True File registry 
"ntrv 

record 140 :ìnd place . m-ech¿oism

it somewhere else. Indicâte that the Trùe Fìle reiisry ss (ij) If Lhc uscr processor is found to havc ¿t ûle that it

entry record 140 coDlained an error is not authoriæd lo have, r€cord tlÌe Ùser Processoa

8. Track for 
^ccounting 

Pùçoses ând Tru€ Name in â license violalion lable.

This mechanism provides a way 10 know reliâbly wbich Tbe System io Operâlion
Iìles hävc beeû slore(l on ¡ì systcm ur lr¡rnsmitled fÍom onc
sysrem 10 anothe. The mechanism can be ìß€d as a basis for 60 Given the mechanisms described above, the operâlion of
ivalue-based accountrng system in which charges are base¿l â typicål DP syslem employing these mechanisms is oow

on the idenlfy of the daia slored or rrânsmitted, rather than descrjbed in order to demoDstrale how the Present inventioo

simply on the number of bits. meeß its requiremenls and capabililies

This mechaoism allo\',s the syslem fo lrack possession of In operalion, detâ items (for example, files, datâbas€

specifrc datâ items âccording 1() content by owner, indepen- 65 ¡ecords, messages, dala segmeoLs, data blocks, directories,
dent of the rìâme, dale, or other properties of the dalâ item, instancas of o{¡ecl classes, atd the like) in â DP system

ancl tracks th€ uses ofspeciâc dala iteûs and flles by content employing tbe presenl iovenLion are identifred by sìrbsfan-
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lially ùEiquc idcntifrcrs (Truc Nâmcs), the idcntificrs mcchanism, which ùscs lhc Roålize Truc lrilc from Localion
depeoding on all ol the datâ in the dara irems and only oo the primitive mechanism, whicb, in tùrn uses the Reqüesl Truc

dala in the datâ ilems. The primitive mechanisms Calculate FiÌe remole mechånism.

True Nâme end Assimilale Data lrem supporl this properly. The Rcqucst True File remole mechänism copies only
For any given data item, using the Calculôte True Name 5 single dala irem from one processor !o anoth€r- If the dalå
primilive mechanism, a substantiâlly unique idenlifrer or item is a compound lìle, ils component segmeDts âre not
True Name for that dala il€nÌ can be det€m1ined. copied, oDly the jndirec! block is copied. Th€ segmenls are

Futher, in operatioû of a DP system incolpofåting the copied o¡ly when fhey åre r€ad (or otherwise úeeded).

pres€nl iDvenlion, mìrltiple copies of data ilems Â¡e âvoided The Read File operating system mecha¡ism aclually reads
(unless they are requiredforsome re¿son sucb asbackupsor 10 dâta. The Read File rE€chânism is aware ofcompound ñles
mirror copies in â faùh-toleranr sysLem). Multiple copies of and indirect blocks, and it uses the Realize True File from
datâ items are avoided even when multiple names refer lo Locârion primitive mechanism to make sure that compotent
lhe såme dâla item. The primilive mechanisms Assimilåte segments are locally availåble, åod lhen uses the operâling
I)ata Items åod New Tru€ File support this properly. Usitg system lìle mechanisms 10 read data from the locâl frle.
theAssimilalc Data Itcm primilive mccbânism. ¡fa data item " Thu., wh€n â compoùnd file is copiel from a remote
already exlsls io Lhe syslem, as indjcaled by än enlry in lhc syslcm, oûly irs True Nâmc is copied. When il is opcncd,
Truc File registry 126, this exislence will be discovered by o;t y ils indirecl block js copie<I. When Lhe corresponding ñle
this ûcchânism, Ànd the dìrplicate dâla item (lhe new drl:ì is read, the required component segmenls are realized and
item) will be eliminated (or not added). Thus, for example. therelore coÞjcd.
if a data file is being copied oDlo a system kom-a tloppy to 

ln op"rr,àn,.1"," items câ¡ b€ accessed by reference to
disk, if, bâsed on the Trùe Name of the dala file. ¡_.is rheir ic'ìendries (Truc Nâmes) ind€pendenl oi rheir present
detcrûincd Lhal tho data filc alrcÂdy exisls in rhc sysrcm (by 

location. The acìual ilata iteo or True File correspor¡ing to
the same or some otlÌer name), then the dùplicaf.coly will î given ¿hra identifrer or True Nam€ may reside any-tr"rã in
not be installcd. If lhc dat¿ item was bcing installed on lbc 

^. rh! sysrem (!har is, locallf remorely, ofli¡e, ;tc). It a
syslem by some nâme other lhan iLs crrlrenl name, tbÈn. tt r"quiica Truc File is preseni iocally, rhcn rhe dâta in ihc file
ùsing the Link Path 10 Trùe Name prìmitive mcch¿nism. lbe carl ue accessed. If thc d¿rtå item is not preserìt locâllf there
olher (or new) name can be linked lo the alreâdy existing arc a number of ways in which ir can bc obtaincâ f¡om
dala item wherever it is present. Using tb€ soìrrce IDs fi€ld of the T.ue

Iû general, the mcchânisms of the pr€sanl iûvention ,. Filc regislry rable, lhe location(s) of copies of the True File
operate in such away as 10 avoid recrealing tn aclual dâla'" correspondìng Lo a given True Name can be clet€rmined. The
ilem al â location when a copy of lhal data item is alreâdy Realize Tme File from Location primirive mechanism lries
pres€nl at thÂt localio¡. ln tbe cäse ot a copy from a lloppy to mâke â locâl copy ofaTrue File, given ils True Name ând
disk, the data iteû (ñle) may have lo be copied (into a rhe nåme ofa source locâlion (p¡ocessor or media) that may
scrâtch ûle) before il c^n be delermioed thålil ß å dupliciìte. ,. contain rhe Truc Fjlc. If, on lhe other hand, for somc reason
This is becåuse only one processor is i¡volved. On the olber -_ n is nor koown where there is â copy of the True File, or if
hand, in â mr liprocessor cnvironmenl or I)P systcm. eåch thc processors ideotifred in the source IDs Êeld do ûot
processor llas a record of the Trìre Names of the d¿ta itEms reslond wilh the required True File, tbe processor requiring
on that processor When a dâ(a ilern is lo be copjed Lo lhe data ilem cân måke a general reqùest for the dala it€m
anolher localion (anothcr processor) in the DP syslem, all ." using the Requesr True File remole mechanism fiom all
that is necessary is to exâmine the True Nâme ol the dala -" processors in the system that it can coûþcl,
ilem prior to Lhe copying. l[ ¿ data item wilh thc samc 'iÌut 

As iì resu[, thc system provides transparcnl access to åoy
Name already exisls at the destinâtion location (!roc_essor). data item by refereíce toìs cJaLa identiiy, an¿l independert
then thcrc is ro nced to copy thc dÂ!å i!cm. Notc lhat jJ adaLr of is oreseát locatioll.
irem whicb already exists locttlly al a deslination ¡ocation is

srill copied to the áesdr^,ion ro"oio, 1ro, i"i,io'iì'oi"ii"i * ,^Ï:i:f i:ijii fli:i]'åì:"ïî:'J ï"""Jåilii
the remote system did oot have a True Name for the.data *i;.¡ ï-"-Ñ""."å åre derermiDed. This can be used for
ilemorbecausei!årrivesasaslreâmo[uû-nameddal¿).lhe 

_. -_-- _ - ;

^ssim 
are Dâ1å rrcm pnmirive '".n,'#";ìi;;;ì :":i.li',1L"T:':s.'-ror 

instaDce' to check ror vi¡t¡scs and ¡o

murriple copìes of rhe aìt" iL". fto'' 1,",n'g'.;'ï:'"'-" ,. :iått"'li:i:fi:Ïlî;:*:irï:li:'";."¿'få;iÏ:å::'[:
Sincc the True Namcof a large data ilcm (a compound- 

_- 
True Names ofaltexecutable àpplicatiánson ttre-system and

daLa item) is derived ftom aDd based on Lhe lue Names of Lhen ne.iodicallv redete¡mine_rlhe True Narnes of eàch of
componeDls of thc datâ itcm, copying of ân enLirc data itcm thcse applicatiois Io ensùe thÂr they mâtch the slored fruc
can be avoided. Sincc some (o. all) of lh€ ùompoûrnls o[ 3 Nr*.r. 

.AIry 
cha¡ge in a True Náme porentially sigDals

la.g€ data item may already be present at a deslinâtion 55 corruption in ùe syatem and can be further i¡vestigâted. The
location, otÌy those compo oenls which Àre nol prese n t lhere -- Ve¡ifi Region baékground mechanisnr and the V;rify True
need be copìed. This properLy derives from tbe mânner in pil" áxr"ria"¿ mcch-anisms providc di¡cct suppon fór rhis
which True Names are delermioed. mocle ofoperation. The Veriiy Region mechanism is used to

When a Iìle is copiecl by the Copy File or Direclory ensure that the dala items io the True File regislry have not
opcrating systcm mechanism, only the True Namc of thc frlc oo been damaged åccidenlally or mâliciously. The Verify 'lÌue
is actüally replicated File mechânism verifres that a dalå item in a True File

Whe¡ a file is opened (using the open File operating regislry is indeed the conect daLâ item giveo ils Trùe Name.

system mechanism), il ùses the Make True File I-ocal Once a processor has determined where (lhal is, ar which

primitive mechanism (either direcdy or iodirectly tbroììgh other processor or localion) a copy of â dala item is in the

rhe Create Scralch File primitive mcchånism) to creale a ó5 DP system, that processor might need thatother processoror

local copy of the Âle. Th€ Op€n File operatjng system location to keep a copy of ahat data item For example, a

mechanism ùses the Make True File Local primitive processor might wanl to delete local copies of dâfa items to
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m¡ko spaco åvåilablc localiy wbilc knowing that il can rely Filo remotc mcchaoism 10 scârch tbr Truc Nåme N on onc
on retrieving the dåta from somewhere else B,hen needed.To or more remote processors, such as syslem A. lf syslem B
this end the systern allows â processor 10 Reserve (and hâs access to systeú A, il would be åbÌe to realize the True
c:ìDcel the reservalion of) True Files âl remote loc¿rtioos File (using the Realize True File from Locâlion primitive
(using th€ Ìemot€ mechaDism). ID this way the remote 5 mechânisû) and ìlse i! locally. Alle.natively, system B could
localions a(e put on nolicc that another location is relying oD find Tme Namc N by accessiog any publicly available Tme
the presence of the True File ar their location. Name servet if the server could evenlually forward the

A DP syslem employiDg the Present inventiot caD be request to system A'
made into â fâùIl-tolerånl syslem by providiDg å cerlâiD Clienls of å local server c¿n iDdicate thal they depend on
amount of redÌrndancy ofdata ileûs at multiple locatioDs in 10 a giveo True File (ùsiog the Reserve True File remote
the syslem. Using the Acquire Tme File and Reserve True mechanism) so rhât the Trùe File is not deleled from lhe
File remote mechanisms, a particular processor can imple- server registry ¿ìs long as some clieot requires access lo it.
ment ils own form of fault-tolerånce by copyiDg data items (The Retire True File remote mechaoism is used to iDdicale
ro olher proce.asoß and lben r€serving them tbere. However, that a clienl oo looge¡ Deeds a given True File.)
lhc system also provides the Mirror True File bâckgroùnd 15 A publishìng server, on lhe other hand, mây wanl ro
mechånism to mirror (make copies) oI lhe True Fjtc ävail- provicle access to many clients, and possibly irnonymous
able etsewhere in the systeú. Any degr€e of reduodancy ãnes, witboul iDcurring the overhead of tracking deper¡den-
(limiled by the nÙûber of processors or localioDs in lh€ cies for eåcb client. Therefore, å public s€rver can provide
system) can be implemented. ,4s a resull. this iovettion expiration dates for True Files in its registry. This allows
¡nåiotains a desired degree or level of redunda¡cy io ¡ 20 client systems lo satbly mainlain relbrencãs to a True File on
network of processors, to protecl agajnst failùre of âny the püblicserver The Check For Er?ired l-inks bâckground
pa¡ticlrlar proccssor by cnsuriûg that multiple copies ofdata mechanism allows the client of a publjshing server to
items exisl al difierent locatioDs. occasionally urnûrm thât its dependencies on thepublishing

The datâ sttuc!ü¡es ùsed to implemenl vaaious features s€rver are safe.
ând mechânisms of this invenlion store â vâriety of ùseful 2s 

In a variation of this âspect of the invention, â processor
informâlion wbich can be used, in conjìrnction with the rhatis newly connecled (or reconnecLed âflersome absence)
varioìrs mechanisms, lo impl€ment storage schemes and !o the system cân oblílin â current version of âll (or of
poìicres in a DP syslem employing the invention. For needed) dala in the syslem by requesling it from a server
example, the size, age and locatiorì of a data ilem (or of ," processor. A¡y such processor cân send a request to updâte
groups of data items) is provided. This information cân be "" or resynchroqize all of its directories (srarling at a rool
used lo decide how the data ilems should b€ trealed. Iior direcþry), simply by using lhe Synchronize Directories
ex¿rmplc, â p¡ocessor m¿ìy implemenl a policy oI deleting e)dended ¡ìechanisnr o0 the neecled dir€ctories.
local copies of ålI dålå items over a cefåin ag€ if olh€r Usiûg the accounLiûg log or some other user provided
coPies of lhose datâ items Àre preserìt elsewhere in th9 .. .""¡unl.., , u.", .^n-p.oi" Lhe exislence of cer'tain clata
system. The age (or vârialions on the âge)cån be deterúined " ircms at c"nuin rim"s. Bypublishiog(in a public placc) Àlist
using the limc of last acccss or modiflcåtion_ iD the local oI all True Names jn tbi iy"r"- oo o giv* clny (o. 

"i "o."directory extensions table, and the presence of othcr conies siveo time). a user ca¡r later ref€r båck Lo thåt list to show
of the dâtâ item cån be delermined eilher from tbe Safe Flag ihrt a particuÌu clat' itern wes present in the syslem al lhe
or the source IDs, or by checking which olher processors in ,^ rìme túar üsr was oublishecl. Suèh a mechanism is useful in
rhe syslem hâve copies of the dåla item a¡d tben reserving "" rru.king, for exumple, labo¡alory noLebooks or the like to
at leasl one of those copies prove dãtes ofcooóeption of invãntions. Such a rìlechanisû1

In operation, the system can keep trâck of dala ilems âlso pcrmits proof ofpossession of adalaitem at aparticulâr
¡cgårdless of how those items ¿re naûcd by uscrs (or date and lime.
regardless of wheth€r the data items even have names). The 45 Thc åccouotiDg log frle caD also lrack tbe usc of spccifrc
syslem can also 1râck datã items that have different names datâ ilems and fiiás b-.v content for accoì¡nting purpos¿s. For
(in different or lbe same locålion) as well :ìs differenl data instaoce, an informalioD utility company can àeermine the
items lhal have thesame name. SiDce a datâ ilem is identiñed cliìta rdenliries o[ dåLa irems lh.ì1 ar€ stored and trânsmitted
by the dât¿ì ir the ilem, withoul regard for lhe conl€xl of lhe rhrough i|5 compuler syslems, an¿l ùse thes€ identities lo
da14f he pfobþr¡s of inconsisLen'Ì namiûs in a DP svsrem aÍe 

'o å:?;11"ïr"iÌf;_ï:,;"jiïftï?:"äååî 
,ff ,'ff:itffjii;

In operalion, tbe system can publisb dâtâ items, âllowing uûique identifró. The assignmeot of prices for storing aná

olher, possibly anonymoùs, systems in a netrvork to gajn tratrsmitting specifrc Tru€ Files would be måde by the
access lo Lbe data ilems and lo rely oD the aeailability of informalion utility and/orits data sùpplic¡s; this informalion
lhese data ilems. True Naûes are globally unique idenli6ers 55 u,ould be joined periodic.ìlly wlh the inlormâtion in the
which cÂn be published simply by copying them. For âccounting log ñle lo produce customer slatements.
€xample, a usermigbl creåte å Lexlual represenlatioo ofâ file Backing ùp dåta items in a DP system employiog the
on system Awith True Name N (for instancc âs å bcxadcci' pr€sent invention can be done båsecl on rhe True Names of
mal string), and post it on a computer hulletin I'o¿rd. ihe rtata irems. By trackiDg backùps ìrsing True N.ìmes,
A¡olher us€r on syslem B could crcate a dircclory eolry F 60 duplicarion in the backups ìs prevented. In- operation, rhe
Ior Lhis True Name N by using lhe Link Patb to 'lÌùe Namc system mainlains a bacì<up recônl of data idenûfrers of daLa
primitive mechånism. (Altemativel¡ an application could iiems atready backed up, and iDvokes the Copy File or
be developed which hides tbe I'rue Naúe from lhe users.but Directory operâting systeú mechanism ro copy only those
provides lhe såme public transfer service.) clata items whose clata idenlifrers are Dot recorderl in the

Wbeo a program on syslem B allempls to open patbname 65 bâckup record. Once å data ilem has been backed up, il can
F lioked !o True Name N, tbe Locate Remole File primìtive be restored by retrieving it from ils backup localion, bâ,sed

mechanism would be ùsed, ând would use the Locate True or the idenLifier of lhe data i!em. UsiDg the backup record
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produccd by lbc backup to idcntify lhe data ircrn, lhc dÀra f wâs äozcn. Thc frozcn dircctory cao bc copicd with ils
item can be obtained using, for example, the Make Tme File componenLs Preserved.
Locål primilive mecbanism The Acquire True FiLe remole mechanism (used in mir-

In operation, the system can be used ro clrchc data items roring ând ârchìving) preserves the direclory tree slructùre
from a s€rver, so that oDIy lhe most recenlly accessed dala 5 by ensuring tbat all of the component segments ând True

iL€ms needbe reLåined. To operale in thiswÀy, â cachecÌjent Files in a compound datâ item are actuâlly copicd 10 a

is co!flgùred to bave a locål regislry (ils cache) with a remoLe syslem. Of course, no Lra¡sfer is necess.try for dala

remote l-ocÂl Directory Exteosio;s table (from the cÂche ilems already it fhe registry of lhe reúote sys(em.

server). Wheûever a frle is opeûed (or r€ad). lhe l¡cal In operation, rbe system can efrciently make a copy of
Di¡cctory Extensions tåble is used to idcnliry lbe True r0 a¡y collectioo of data irems, 10 supporl ¿ version co¡trol
Name, âod the Make True File Local primrlive mechanism mãchanism for groups of rhe datå items.
inspects lhe locâl rcgistry. lvhen thc local registry alrcâdy The Freeze ñirectory pnmirive mechaoism is used to
has a copy, the nb is already cached. Olherwise, the Locät€ create a collection of data ir"ms. 

.I.¡e coostituent files ând
TrueFileremolernechaoismisusedtogcLacopy¡ttbefile.,.,.g;.ntr."i"rr.a,obyrhefrozendirecloryäremåintaioed
'l his mechânism coosùlls thc câche sener ând uses lhe t. in-rh. ,"girtry, rvithoít any need to make copies of the
Reqìresl True File remote mechânism to make a local copy. .ànrritu"ir. 

"ä"¡ 
dme the djrecLory is frozen.

efectively loâding the cache 
whenever a Dåthname is lraversed, the Get Files iû

fhe Grooú cache background t*h"1t.1 0i!1ll: oi..i"iv op"^tåJ 
"ysrem 

mechanism is used, and when iL
cache, removing the least-recently-used lìles fr"nltl...:i"l: ," *àã""õ,.'" fi.r"'" clirectory, it Ììses the Expancl Frozen
cliert's True File registry. While a ûle is berng modjfred on " Oii"-.-.i" "¡.iiir" mechânlsm.
â câcbc clie¡I, rhc Lock Cachc aod Updalc Cacbc rcmolc
mechanisms pievent orher clienrs from ìryi;g to ;;iiit ih. l,ftttt: !]t"-tt:'y cân be copied trom one pathoame to

same file. ' anolher efrciently, nÌerely by copying iß True Name The

In operation, when rhe syslem is treinB ùsed ro cache datiì ^. ::tl-1f..:t:::ttg "vslom 
mecbânism is used to copy â

iLcms. thc problcms of måirtaining caãhc consistencv âfc 's lrozen oÌrcÙlÚry 
.

âvoictecj- ' Thus it is possible Lo efficienlly create copies of diftèrent

To acccss â câchc and 10 fill ir tÌom its scrvct a kcy is versions,of a directory' lhereby creating a ¡ecord ol its

required lC, idenlify the <lata item d"srr"¿. o"rãin;;lù;;;'*.; hisrory (hence a.ve¡sjon control svslem)'

is å name or addrãss (in this case, it would be tb. iuthouo',. .^ ln operation. the syslem cao maintain a local inventory of
ofâûle). If the dara ìssoci¡reci wirh such a k y is uhange.t, 

r' all lhe dâla. items located on a given removable medium,

rhe client,s cache becomôs inco¡sislenl; whán the ciche such âs a dislietle or CD-ROM The inventory is indepen-

client ref€rs to tha 1 name, il will fetfieve the wrong cl atr. In (len t o I o the I propc rties of the däta iLems sü ch as their namc,

order to maittâin câche consislency il is necessary-to nolify location' and d¿le of creâlion

evory clicnt immcdiålely whcoevcr a change occurs on rhc r- The Iovcnlory Exisling Dircctory cxlcnded mechanism,

server. _ 
provides a way to creale True File Regislry enlries for all ol

By using ân embodimenL oI th€ pr€sent invention, lhe the fries in a direclory. One use of this invenlory is ûs a way

cache keyìrniquely identifies rhe dåiå ir represenls. When to lre-lord a True File registry wilh bacl:up reco¡d infoÊ

Lhe rlata associarecl wirh a name changes, the key rtsell malion. Those ñles iD the r€gistry (such as previously

chang€s. Thus, when a cache clienf *iihes lo access th" 4u inslalled soflwire)_which are on the volumes ioventorìed

modìierl daLa associated wilh a given file name, jt will usc " need 0ol be back€d up onþ otber volumes.

a newkey (the True Name ofthc rew frle) ralher than thekey The InvenLory Removable, Re¿d-o¡ly l'-iles extend€d

lo the old file conlcûts in irs cachc. Thc cÌicnt will always mechanism nol only determines the True Names for the liles
request the correct dåta, and theolddata in irscåchewill l)e on the medium, but also records directory enhes for €acb

eventually aged and flushed by the Groom Cache back- q¡ file in a fÍozen directory slructure. Bv copying and modi-
ground mechâûism. tyirìg this directory, il is possible to creale Ân oû line palch,

Because it is not necessåry to imm€diâtely ûotity clienls or small modiñcâtion of an extsting read-only file. For

when changes on the cache server occur, the pfesenl inve¡- exaûplc, il is possible to crcâtc Ârl oDline rgPrescDlâtion of
don makes-it possible for å single server to support a mucb a mo(lited CD-ROM, such lh.ll the ùomodified Iìlcs åre

larger numbei of clienls than rs olherwise possible. 50 actually on Lhe cD-RoM, and only lhe modifred frles are

In operâtjon, the system automatically archives data ilems online

âs they are created or modified. After a frle is created or In operation, the sysLem lracks possession ofspecifrc dâta

modifred, the Close File operating syslem mechânism cre- ilems âccordiDg to content by owner, i¡dependent of the

ates ân aìrdiL flle record, which is eventually processed by name, dåle, or other properlies of the data ilem, aod lfacks

rhe Process Auclil File Entry primitive mecbanism. This 55 the us€s of speciiìc dala items and frles by contenl tor

mechânism uses the New True File primitiv€ mechanism fo¡ accounting purposes. Using the Track for Accountrng Pur-

aoy fllc which is newly crcatcd, which i¡ turn üscs thc pos€s exlcndcd mechanisû providcs a way to know rcliably
Mirror True File backgroìrncl mechånism if thc True Fite is which files bave been stored on a system or lransmitted from

in â mirrored orarchived region. This mechanism causesone oo€ syslem to aDoth€r.

or morc copies ol 'he new file to br made un remole ö0

proccss{Jrs''"TrueNamesinRelationål.lndobject.orienled
In operatioD, tbe system ca¡ e8icientÌy ¡ecord and pre- Dålâhâses

serve ãny colleclioo of dâ1â items. fhe Freeze Di¡eclory Ahhough the preferred embodiment of this invention hãs

prìmitive mechanism creares a True File which idenlifies all been presenled in the context of a lìle system, the invenlion

ofùe frles in the directory aDd ils subordinâles. Becâuse this 6s of True Names would be equally valuable i¡ Â relationaÌ or
True File includes the Tru€ Names of ils consrilùents, i1 oblecl-orienled databas€. ,^ relatiooal or object-oriented

represeDts the ex åct conlenls of the direc Lory tree a t the lime dalabase syslem using True Names woùld have similar
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bcnefiß to thosc o[ thc flc system emplofng lhc itveoûon.
For instance, such å database would permit efrcier¡l elimi-
oalion of dìplcale r€cords, sùpporl a cache for records,
simplify rhe process of mainlaini¡g c¡che co¡sistency, pro-
vide localion-independent access !o records, maintaio 5
archives aod hjstories of records, aod synchronize wilb
dislanl or disconnecLed systems or aatabâses.

The mecbÂnisms described above can be easily modified
lo serve ir such a database €nvi(oDmeDt, The True Nâme
regisrry would be used as a reposilory ofdåtabåse records. 10
All r¿ferences Lo records woulrl be via the True Name ol lhe
r€cord. (lhe Locål DirecLory Exlensions table is aD example
of a primÂry indcx that uscs the Truc Nåme as the ìrnique
ide¡ti-ûer of the desired records.)

In such a dalabaie. the operâlionsof inserling.updåling,,-
ånd delering recorlls woùld be implemenled hv fir$ åssimi- "
lâting records inlo the registry, and then updâtrng a primary
key index ro mÂp the key of the record to its conlenls by
ìrsing the True Name as a pointer lo lhe conleDls.

The mechanisms described in tbe prefeûed embodimenl, --
or similar mechRnisms, would be employ€d in such a 20

syslem. lhes€ mechanisms could include, for exampÌe, the
mecbanisms for calculating true rìames, åssimilating,
locating, realizing, deleting, copfng, ând moving True
Files, for mirroring True Files, for meintaining a cache ol
Trùe Files, fbr grooming True Files, ând other mechanisms 25

based on thô use of substantially unique identiflers.
while thc invcntion has been describcd in conncctioo

wìtb whal is presently considered to be the ûost praclicâl
and preferred embodimeols, jt is to be understood Lhal th€
inventioD is no1 lo be limited to the disclosed embodiment, 30

but on lhe contrary, is inteDded to cover vâaious modifrca-
tions and equivalent anÂûgemenLs incÌûded wilhin the spiril
and scope of the âppencled claims.

What is clâimed is:
l. In a system in which a set of dalâ files are distributed 3s

across a nctwork of servcrs, al least somc of lhc dau frles
being cached versions oI da!å Âles from a soìrrcc server,
wherein the source sewer is disli¡ct from the servers in lhe
ncrwork, x (Ðnte0l delivery mcthud ¡romprising:

delermining â dalâ identifler for a patljcular datâ file on 40
the soùrce server, the data idend6er being determined
using a given funclion of thc data, wherein said datâ
uscd by lbe given funcLion 10 delermine lhe data
idenlifier conpris€s the contents of tbe pârticulå. dala
lìle; iìDd 45

responsive Lo â request tbr the pârticular data 1ìle, lhe
¡equest ioclüding al leâst the data ideolifrer of ùe
particular dala 6lc, providing the parlicular dålå flle
ftom a given one of the servers of the network of
servers, sâid providing being bâsed on the dala identi- so

fier of tbe reqùested data i{em.
2. A melhod as in claim I whereiû the given funclion is

a messâge digest funclion or a hash fuDclion.
3. A melhod as in clâim 2 wherein lhe given function is

selecled from the 1\nclions: MD4, MD5, and SHA. 55

4. A method âs in claim I wherein lhe given function
randomly dislribulcs its outputs.

5. A meLhod as in claim I Ì',herein, for a pa icular data

fìle,lhe given function produces a subsLanlially unique value
based oo the dnta coûprising the daLa lile. 60

6. A method as in claim 1 wherein å data frle may
comprise â file, å por¡ion of a fiIe, a pâge in memory, a digital
message, a digital image, a video signal or aD aüdio siglìal.

7. A mcthod âs io clåim 1

40
8. Amcthod ¿ìs in claim I whcrcin saìd dal¡ identilìcr for

sâid paliculâr dala file, as determined using sâid given
funcLion, will chaDge wheD lhe pârliculÂr data lìle is modi-
lìed.

9. ln a system in which À seL of dala ñles are distributed
across a nelwork of servers, some ol lbe dala files being
cached from å source server disliDct from the s€¡vers in the

rctwork, a conrcnL dcl¡vcry melhod comprisiúg:

delermining å dâtâ identiñer for a parlicuùìr dâlâ frle oD

rhe source señ,er, the dalâ id€ntifrer being delermined
ùsing â given funclron of the daLâ, wherein såid data
ùsed by tbe givôn furclion to delermine the data
id€rlifier comprises the cont€nts of the parlicììlar dåta
frle; and

¡esponsive 10 a reqùesr for the pÂrticulâr datâ Âle, the

request i¡cluding al least 1he dâla idenlifrer of the
particulårdala frle, caìrsing a copy ofthe paliculardala
file lo be nrovided from a gìven oneoflhe servers ofthe
network of s€rve¡s.

10. A ùontcût (l(livrry mclbo,l, |j.'úprisiog
distributing a sel ofdåla files âcross â network ofservers;
clelermiring a datå identi6er for a pafliculâr datâ frle, tbe

dãta idcndner boing dctc¡mincd usìng a given function
oI Lhe data, wherein s:rid daLa rsed by th€ giv€n
function to determine the dala identiûer comprises the
conlenls ol tbc pürlicular dalÄ lìle; âod

in response Lo a request for the pâficulâr data ûle, the
request iocluding at leasl lhe dåLa identifler of the
pa(icular dâta frle, providing the particular data frle
tiom a gjeen one of the servers of the network of
scrvers, sâid provjding beiog based on the data id€nt!
ficr of tbo particular dâtâ frlc.

ll. A m€lhod ¿s in claim l0 furlher comprisiog:

determùing whether the dÂ1â idenlifle¡ correspoDds to a

dalâ identiJìer of any data lìle preseût on the given

12. 
^ 

nìelhod as in claim ll furtlrer comprising:

bascd on sâid delermining, if thc data idcntifror does Dot

coraespond lo a dåta file present oD lbe given s€rver,
localing the paliculår dala file from anolber server.

13 A mcthod Js in cl:rim 12 funhrr comprising:
obraining, oD rhe givcn scrvcr, a local copy of thc pâÊ

ricular Jaril tle, lrom thc olhrr server.
14. A method as in claim 10 wherein â1 least some of the

dala flles distributed across the network of servets are

cached versions of dåta frles ftom anolher server, distincl
tiom Lhe network ot servers.

15. A method as in clarm l0 further comprising:

resolvi¡g ùe requesl [_or lbe panicular data lile based on
a meåsùrc of âvåilabilily of al leasl one of lb€ servers.

16. A mcthod Âs in claim 15 \r,hereio thc mcasure of
âvailability is based on one or more of:

(a) å measuremenl of bandwidtb Lo lhe server;

(b) å measuremenl of a cost of â cooneclio¡ to the serv€r,
and

(c) a meâsuremenl of a reliability of â conneclion lo the

17. A method as i¡ claim 10 wherein Lhe dala frIe is a

compound dâta Êlc måde up ofvarioùs componcnt data Êles,
the melhod fur1her comprising:

for eâch componenl dala flle of al least some of lhe
componenl dala filesi

wherein cerrain processors in lhe network commûnicaLe 65 (a) determining a dala identifler for th€ cor¡ponenl datå

with eacb other using a TCP,{P commünication proto- frle, the data rdenlifier for the component file deter-

col- mined using the given functioo of the dâta, wherein
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s¿id data ìrscd by lhc givcn fùnction 10 determinc rbc

då1a idenlifìer comprlses lhe cont¡3nls of the compo-
nenl dala fiÌe; and

(b) providing the comporìent data file fiom a given one
of lhe servers of the network of servers. 5

lE. A conleot delivery method, comprising:

dislribüting a ser ofdata frles across a nelwork of servenr;

for a pa¡liculâr datÀ ûle having a pårticular oame speci-
fyiDg a location in the net$'ork at which the data file
muy b" locut"<l, deþrrnining another name for the 10

parlicular dalâ frle, lhe olh€r name includjng a data
identiô€r determined ùsing a given funclion of the dala,
whrrc sîlù (l¿tä uscd by lhc givcn [unction compÍisÉs
ahe coDteols of tbe particùlar data frle; and

iD response to â request for lhe pårticulâr clala flle, the 15

reqùesl including the other name of the particulâr dala
file, providiog the pårlicular data 1ìle from a given one
of the serge¡s of the ¡etwork of servers.

19. A mclhod ãs io clairn lt whcrcin al lcast some of úc
dala 6les are cached versions of clâta lìies from anoLher 

20

server wbich is dislincl from the network of s€rveß.
20. A merhod ar in el¿ìim l8 furlher comprising:
rcsolviog the rcquest for lhe parliculå¡ data frle based on

a mc¡sure oI avâilâbility of at leâst one of tbe servers. ,<
21. A merhod as in clâim 20 wbereir the mea\uÍe o[ -'

av¿ìilabilily is bâsed on ooe or more of:
(a) a measuremenL of bandwidth !o the server;
(b) a measuremeol of a cos! of a connection to the seryer,

and 30

(c) a meâsuremenl of a reliâbility of â connection 10 the

22. A nethod ås in claim 18 rvherein the particular dala
file is a compound data lìle comprising v¿rior.rs component
data ûles, the method further comprising: 35

for at least one component dala nle:
(a) cletermining.ì dala idenlrfier lor the compon¿nldâlâ

flle, the dåLa identifler delermined usiDg a giv€n
function of the dôtå, wherein said dala ùsed ìJy lhe
givcn ñìncLion comprises the contents of lhe com- 40

poneDl dala lìle; ãnd
(b) providiog the componenl data lìle from â given oûe

of thc scrvcrs of thc nclwork of soflers.
¡. 

^ 
corlÉor deüvcry mcthod. comprisiog:

distributing ¿ sct ofdata lìles across a network ofservers, 45

at least some of the data files boing cached versions of
data frles from ânolherserv€r, distinct froû the nelwork
oI s€rvers,

determiniDg a dala identifier for a particular dala fìlc. lhc 
sn

dâta ideofilìer (lerermined usrng:ì gjven lunclron ul lhc _-

data, wherein said dâla used by lhe given funcdon
comprrses lhe conlents of lhe pârticulâr dâtÂ frle; ând

i¡ response to a reqüest for the pârLicular dala 61e, lhe
¡equest including al least the data identifrer o[ the 
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parlicular dala flle, providing the parlicular dala ûle
tiom a givcn orc of thc scrvcrs of the network of

24. A contcot dclivcry octhod. mmprisiDg:
causiDg a sel of data lìles to be distribuled åcross a 60

network ofscrvers, ar l€ast somc of thc dâta 6les bcing
cached versions of data lìles from aoother server drs-
rinct from the network of sc¡vcls;

determining a data identifier for â parlicùlar dâta file, the

data idenliÂer determined using a given funclion of the 65

data, wh€rein sâid data üsed by the given furìction
comprises lhe coDteDrs of the partiqìlar data file; ând

42
jn rcsporsc to a rcqucst for thc panicular data lìle, thc

requesL ioclùding at lea-sl the dala ideDtiñer of the
particulâr data flIe, causing the parlicular dala ñle to be
provided from â given o¡e of thc serversofthe ¡etwork
of servers,

25. A cooleot delivery method, comprisiDg:

dis[ibutiDg â se! ofdåta files across a Detwork of servers,
the Detwork of seivers bei¡g orga¡ized i¡to a set of
regioDs;

det€rmiûing a dÂt¿ identifrer for a parlicular dala frle, th€
data identifrer determined usùg a given funclioD ofthe
dåta, wherein said dåla ùsed by the given fuoction
compfìses the conlonts of the data file;

in response Lo a client request for the parlicular daLa tle,
the requesL including al le¿st the dala ideDtifrer of th€
particular dalâ ûle, providing the clieûl with th€ par-
ticular data frle from a given one of the servers of lhe
nelwork of scrvcrs wilhin tbc rcgion.

26. In â system ìn which a sel ofdata files are distributed
across a nelwork of servers, at least some of the data flles
being cached versions of dala ûles ftom å source server
distinct from the Detwork of serve¡s, â cont€nt delivery
method comprising:

responsive 10 a reqrest for â particular data Iìle, the
lcqucst including at lcast å datå identiÊer of the par-
ticular dalâ file, wherein the data identifier is deler-
miDed by applying â message digesl fìrnction MD5 lo
the data, wherein sard datâ ùsed by thc MD5 fùûclion
Lo delermine the data identifr€r is the contenls of the
particulår data frle, providiDg the parlicùlar dâ14 frle
from a given one of the servers of the nelwork of

wberein a dala frle may b€ a frle, a porlion of a file, a page
in memory a digilâl message, ¿r digital image, a vid€o
signal or an audio signal.

27. A coDteol delivery method. comprisjng:

distributing a set ofdalâ files across a nctwork ofservers,
at leasl somc of lhe data filcs bcing cachcd vcrsions of
dâta ôles from anolher se.ver distinct frcm the network
of servers;

determinin8 a data ideotifier for a pÂrlicular drla lìle, the
dâta idcntifrcr dclcrmincd ùsing a given function of the
d.ìta, q,herein sdd d¡¡tâ Ì¡sed by tbe given funclio¡
compris€s rhe cootents of the parlicrìlâr dalå frle, arìd

wherein the given function rãndomly distributes its
outpuß; Ând

in response Lo a request for the parlicular dala frle, the
request including â! least the data identifrer of the
pârticular dÂta frle, providiûg lhe padculår dâta file
from a given one of lhe servers of the network of
scrvcrs, said providi¡g boi¡g bascd oD the data idcnti-
6er of th€ particular data item.

28. A method as io claim 27 furrher cornprising:

maintaining accounting information relâting to the dâta
lilcs; âDd

ùsing the accounting informåtion as a basis for a value-
based accounting syslem in whìch chargcs arc based on
an ideotity of lhe data Âles.

29. A method as in claim 28 whereio the mairìtaidng of
accounling informalion includes at leasl some of:

(a) tracking which data frleshave beeû srored on asystcû¡;
ând

(b) tråcking which data flles have been lraosmilted from

30. A metbod as io claim 28 funber comprising:
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cnsùring that a datâ nlc is not uscd by an uoauthorizcd

pafty.
31. A conlenr delivery meLhod. comprisiDg:

distributing a ser of dalå flles across a nelwork ofservers;

delerminjng an MDs hash of tbe c¡ntents of a particular 5

data fllc; and

iE response lo a reqùest for the particular dala ûle, the

request including at least the MDs håsh of the parlicù-
lar dara lile, providiog the paficulår dåla file lrom a jn
given one o[ lhe servers of lhe network of servers. sâid --

providiog bëing bâsed on lbe MDs hash of the particù-
lar dala file.

32. A metbod as in claim 3I fùrlher compris¡¡g:

rcsolving lbe request for the pârlicìrlar dâla frle based on 15
a measure of availâbilily of a! leasl oDe of tbe s€rvers.

33. A mclbod as in claim 32 whereiD the measure of
availâbility fo¡ a server is bas€d on one or more of:

(a) a measurement of bandwidth to the server;

' (b) å measur€meDt of a cosl oI â connectiot Lo the server, 20

ånd

(c) â measùrement of reliability of a conûection to lhe

34. A conten! delivery method, comprisiDg:

di$rlbuting â scr of dara nlcs across â nework of serucrs: "
for a paficular data 6le having a particular dâtÂ identifier

specifyi¡g a location in the network al which the
pårticular dala lìle may be locâted, determining âDolher
dala iderìtifler for lhe padcular dala frle, the other dåta 30
identifler i¡cluding a data identifrer determined usiDg a

messag€ digest function of the contenlsoflhe particular
data flle;

in response Lo a requesL fo¡ thc parLicular dala fil€, lhe
requesl inclùdiDg the olher data identifrer of the pår- 35

ticulâr dâta f,le, providing the pa-(ticùlâr dâta frle from
â given one of the seryers of the nelwork of servers,
sard providing being based on the otber data jdenlilier
which was determioed usìog the message digest func-
tio¡, 40

35. A content delivÉry melhod. cnmprising:

distribùting a sel of data frles across â netwoÍk of se¡vers,
at leâsl some of tbe data flles being câched versions of
data files from arìother serve¡, said other server beiog
disli¡ct trom lhe network of servers; 4s

delermioiûg a data idenlifr€r for å palicular data frle, the

dala id€nriÂer includiûg a hash of the conlents of the
parLrcuÌar d.ìt.r Íle; and

i¡ response to ¿ rcquesr for Lhe particular data ûle, the .n
rcquesl iocluding âr lcâsl lhc dÂla idcotifrcr of lhc
på¡ticular data ñle, providing the particular data file
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¿rssociâLing lhc conlcxtual namc of thc datâ fllc wilh thc

hâsb ol the coûlenls of the data file.
38. A melhod of delivering a data frle iû a ûelwork

coûprisiog å plurality of processors, some of the proccssors
being servers and some of thô processors beiog clienls, the
melhod comprising:

sto¡ing the dat¿ frle is on a frrst server âBd storj¡g copies
of the dat¿ lìle on a sel of servers dÈlincl froú lhe flrsl
server; aûd

responsive 10 â clienl request for the data file, the reqûesl
i¡cluding a value detemlined ås â given fuDclioD ofthe
coDteDts of tbe data filc, providing thc dåtå ûlo 10 the
clienr.

39- A rneLhod ås in ciaim 38 wherein lhe data fìle hâs a

contextual name comprising a palhname iûclì¡ding a pro-
cessor oame and a frle name,lhe method further comprisinS:

associating thc conlextual mme of the dara frle with the
value delermined äs the given function oflhedalain the
data frle.

40. A method of deliveri¡g a data file in a netwolk
comprising a plurality ofprocessors, some ofthe Drocessors
being servers ând some of the processors being clienls,
wberein some processors in the network commuflicåte with
each other using a TCP,{P communication protocol, wbereirì
â key is required to identif,v Â dâta 6le on th€ nelwork and

whereio ordioarily the key is a name or address lor th€ data
lile, lhe method comprising:

storing somc datâ frles on a ûrsl scrver in fhc nelwork Ând

storing copies ofsome ofthe data lìles on a sel ofcachc
s€rvers dislinct from the 6rst server;

delermidng a differeotcache key from the ordinarily used

cåche key, the diftèrenl cache key being a funclion of
the contenls of lhc data il represenls; and

rcsponsive to ¿ clieot request for tbe data lìle,lhe requesL

including thc difcrcnt cache key for the dâta 61c,
provicling the (iat.ì lìle to lhe cli€nl.

41. A method âs in claim 40 wherein the functron is â

messâge digesl l]rncuon or ¿ hasb Lìnclion.
42. A method as i¡r claiD 41 whe¡ein the function is

selecled ftom the functions: MD4, MD5, and SHA.
43. A method as in clâim 40 wherein the fuDctroo rân-

domly dislribulcs ils outputs.
44 A framework operâlive in a computer network in

which users of clienl processors connecl to À content server,
lhe framework comprisi¡g:

¿ì set ofcontenl servers, distmct from lhe content provider
serve., for hosting at least some ofthe dala frles lhat are

normally bosled by the contenl provider server;
â ûechaûism consl¡ucted and adapled lo delermine ån

idenlifier for a data lile as a given function of the
conlenE of a data file in lhe nelwork;

ftom a givcn onc of thc scrvers of the network of .*,bereio, in response lo requesß for a data frle, generaled

. bv one ol lhe clienl mâchines the reqùest inclùding an
36 4 melhod of deliveri¡g a dala filc" in ¿t oet\Àork 5ç iienti6er based on the given fuuction ofthe co¡tent-s of

comprising a plurâlily of plocessors, some 
.of 

I he processors ùe particulår dala lìleihe parriculâr d å tâ lìle is served
being servers and some of th€ processors beiog clienls, lhe frori one of rhe conrenr serren.
method comprising: 45. A ftamework as In claim ¿f4 whereiu the giv€n

sloriog thc data frle is on a Ârst server in the network and Ârnction is a m€ssage ciigcsr function or a hâsh fuDclioD.
sloriDg copies of the data lìle on å se! of scrvers in the 60 46 A framewori as in claim 45 wherein lhe given
network distiDcl from tbe 1ìrst serv€r; ånd funclron is selecLed from rhe functions: MD4, MDs, and

responsive to a client reqùe$ for lhe data frle, the reqùest SHA.
includiDg a bash of the contents of the darâ Âle, causiDg 47. A frârnework as io claim.l4 wherein the giveo
the data Âle to be provided to the cljent. function randomly distribùl€s ils outptìts,

37. A melhod âs in claim 36 wherein the data file hâs â 65 48. A framework as in claim 44 wherein processors in the
conlextual name comprising a pathoame including a pro- nelwork commünicale with eâch olher using a TCP/IP
cessor name ând â frle name, lhe method fùrlher comprising: communicatio¡ protocol.
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49. A framc*'ork as in claim 44 whcrcin thc dåtå lìlc has

a conlextuâl namc. Lhe fr¿mework funhrr comprisrng:

a mechanism constructed ând adapl€d to åssociate lhe
contexrual oame of the data 6le wrth fhe idenlificr for
the data file.

50. A ftamework ¿s in clåim 49 whcrcin tbe co¡lextual
name of the data fil€ comprjs€s ¿r pâthnåme iDcluding a

pfocessof ûame ånd a frle name,
51. A ûåmework ås in claim 44 whereiD å dåt¿ 6Ìe may

be a frle, a polio¡ of a file, a page in memory, â digilal
rû€ss¿ge, a digital image, a video signal or ân audio signal.

52. ID å network comprising a plurality of processoß,
some of lhe processors functioning âs servers and some of
lhe processoß funclroning ås c¡ienls. wherein some proccs-
sors in lhc ¡elwork communicate with cach othcr using å

TCP/IP commùnication protocol, wherein a key ìs required
to identify a dala file oE the nelwork and wh€rein ordioariiy
the key is a name or address lor the dâla ûle, a metLlod of
deliveri¡g Â dâta ûle:

storing some dâtâ frles on a firsl server in the network ånd
storing copies of some of th€ data files from the lìrsl
se¡ver oû â sel of cache servers distinct from the firsl
s€rver;

for a paficular data file, determining â different cache key
Èom the ordinarily uscd câchc kcy for úe dâta fllc, lhc
diflerenl cåche key being clelermined using ¿ mcss¿gc
digcst funclion MD5 of thc data, whcrein said da1â ùscd
by the MD5 function comprises tbe coolenl,s of the

particular data file; aod

responsive 10 â clienl reqùest for lhe particular dala fìle,
the request including the different cacbe key for lhe
data âle, causing the parlicular da1â lilc lo bc providcd
to thc client,

wherein the dâtâ frl€ may be a frle, a portioo of a file, â

page in memory, a digital message, a digital Ìmâge, a

video signål or an audio sigrìal.
53 A fiamework operalive in â comput€r nelwork in

wbich users ofclienl proc€ssors connect to a conteúl serverr
whcrcin proccssors i¡ lhe net!!'ork communicalc with cacb
other using â TCP/IP communicalion protocol, the frame-
work comprising:

a mechånrsm constructed ân¿l âdapted to delermine â

given functron of a d¿la Iìl€ in thc ¡etwork, lbe giveD
funcLion being a messåge digesl tunclion or a hasb

functioD;

a sel of conteot servers, distinct from the conlent provide¡
s€rver, for hosting å¡ leåst some oflhc dâlâ lil€s lbal ar€

normally hosted by the coolenl provid€r server,
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whcrcrn, in rcsponsc to rcqùcsLs tor a clÂtâ 1ìlc, gcocralcd
by one of lhe client machioes the request including ao

iclenlúer basÉd on lhe giveri firncliori oflhe contenlsof
lhe pâ¡licìrlar dalå 1ìle, the parlicùlar dat¡ lìle ls served

s from one of ùe corìlent servers.
54. A contenl delivery method in å network in which at

Ìeâst some processors i¡ the network communicate wirh
each other usiog a TCP/IP communicâtion protocol, the

melhod comprising:

10 for a particular dâla filc hâving a pâlticùlår oåme speci-
fying a localion in the Detwork at which the dala file
ûay be locåted, determining another name for lhe
particular dala lilc, lbe olher nâme inclùding a data
identifler determined ùsiDg m€ssage digest function

15 MDs of lbe data, wherejn said dâla used by Lhe MDs
funclioo comprises the conlenls of the pa.licular dala
frle; and

io rcsponsc to a rcqucst fo¡ thc pårlicular data filc, thc
request including the other name of lhe particular d¡ì1¡

2o file, causing the paticulâr data frle to be provided lÌom
à given one of the s€rvers oI the D€lwork o[ sencrs,

wbereiD the data ñle may be a lile, å portioD of a file, a

pÂge in memorf a digilal message, a digitâl imâge, â

video signal or an audio signal.
25 55. A method, iD a network comprising a pluralily ot

proccssofs. some o[ Lbe processors funclioniog as servers
nd some oI lh€ processors funcLioning as clients, \À,berein

some processors in lhe nelwork coûmunicâLe with each

otber using a TCP/IP communication prolocol, wherein ¿r

30 key is required to identify a frle on the D€twork and wherern
ordinârily the key is a name or address lbr the file, the

method comprising.
storing some files on a first server in th€ nelwork and

storing copies of some of the lìles from rhe frst server
35 on a set of câche servers distincl tìoû tbe firsL server;

for a particular lìle, de¡ermioing a di-frèrent c¿ìchc kcy
from the ordioarily used cache key for tbe nle, lhe
diÌè¡ent câche key bejng determiDed using å message
function MD5 of the dåla, wbereiD said data used by the

40 MD5 function comprises the conlenls of the parlicülår
Iìle; aDd

responsive lo a clienl requ€st for the partiqrlar frle, the
requesl i¡rcluding tbe differenl cache k€y for tbe frle,
causiDg the palicular file 10 be provided to Lhe clienl,¡5 wbcrcin thc data i¡ thc fllc måy represeDl a dìgital
m€ssåge, a digìtal image, a video signal or ân ¿rudio

signå1.


