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CONTROLLING ACCtrSS TO DÄIA INA DÄTA

PROC¡]SSING SYSTI]M

RELAIED,A.PPLICATIONS

Tlis âpplication is a contiDuatioD ofan claims priority to
pendingU.S. pateùt applicatio¡ Ser. No. 1 1/724,232, wlÌiclì is
a coÂti-ûuation of application Ser. No. I I /01 7,650 fi led Dec .

22,2004, whichis a contiouation ofpending applicatioù Se¡.

No. 101742,912, frledDec. 23,2003, whichis a coùtiûuatio¡l
ofSer. No. 09/987,723, 6lcd Nov. 15,2001,pare edasU.S.
Pat. No. 6,928,442; which is a whicfi is a conlinuatior of
application Ser No. 09/283,160, ÂÌed Apr l, 1999, Dow U.S.
Pat. No.6,415,280, wNcb is a division ofappÌicatior Ser. No.
08/960,079, filed Oct. 24, 1997, ùow U.S. Pat. No. 5,9'78,791,
which is a cotrliruatiorì ofser No. 08/425,160, filed Apr 1 l,
1995, now abålldoned, Î¡e contents ofwlúch each of tlæse
applications ¿¡e hereby incorporâted he¡eìr by referetrce.
This applicaliou is a contiÂùation of ånd cÌaims priorily to
application Ser. No. 11/017,650, ñledDeî.22,2004, wHch is
a corÌtinìration ofapplicâtion Ser No. 09/987,723, filed Nov.
t5, 2001, ûow U.S. Pat. No. 6,928,442, whìch is a coDtinùa-
tioD of application Ser No. 09/283,160, filed Apr. I, 1999,
row U.S. Pat. No. 6,415,280, which is a divisior ofapplica-
tioD Ser No. 08/960,0?9, EledOcl.24, 1997. uoç U.S. Pat.

No. 5,978,791, which is a cortìuùation of Ser. No. 08/425,
160, filed Apr 1I, 1995, now abardoned, dre coÌrteùts of
which each of dìese âpplìcatioÀs are hereby iDcorporated
hereil by reference. This is also å conti¡luation ofandclaims
pdority to application Ser. No. 10/742,972. filed Dec. 23,
2003, whiclr. is a division of âpplicarion Ser. No . 091947 ,723 ,

filed Nov. 15, 2001, now U.S. Pat. No. 6,928,442. wlicù is a
conliûuation ofapplication Se¡. No. 09/283.160, fi1ed Apr 1.

1999, now U.S. Pat. No. 6,415,280, wlÌich is a divisior of
application Ser. No. 08/960,079, 6led Oct. 24, 1997, now
U.S. PaÎ. No. 5,978,791, q,hich is â contiùùatioD ofSer. No.
08/425,160, filed,A.pr. 11. 1995, row abandoned, the conte¡fs
ofwbiclì eâch of t¡rcse applications are hereby incorporated
herein by reference.

BACKGROLII.ID OF THE INVENTION

1. Field of the Invention
This inventionrelates to dâta processing systems and, rnore

paficula¡ly, to data p¡ocesshg systems wherein dât¿ itenìs
are ìdentified by substantially unique identifiers which
depend où all ofthe data il1 tlìe data i tems âod oDly o]1 the data
iD dre dâlã itenìs.

2. Bâckground ol ùe I¡ventio[
Dara processiûg (DP) systems, cornputersr networks of

computens, or the like, typically offer users and progmrns
various ways to ideúify the data in tire systenls.

Users rypically idemify d¿ta in rlìe datâ processing systerÌ
by giviùg the data somefo¡mofname. For exar¡ple, atypical
opeEting system (OS) où a coûìFu ter provides â frle system in
rrùich data itelns are ùaûred by alplìanùnleric identifiers. Pro-
g-rams typically identiry data ilì tlrc data processirìB systerD

usiÌìg a location or address. For example, a p¡ograù may
identiry a recordin afiieordatabaseby usilìgâ record nurnber
¡xhich serves to locate that record.

lD all bùt tlÌe most primitive oper¿ljng systeDìs. users ând
p¡ograms a¡e a ble to cre¿te and use collecti olls ofrlaùed data
irenìs, thesc collcctioDs dreÙìselves be;ng named by ideDtifi-
ers. These named collections caD the¡, theûselves, be urade
part ol otlÌer ¡aùed collectiorN. For example, aD OS may
provide rnechiurislrs to group lìÌes (dala ilems) iùlo direclo-
ries (collectio¡ìs). TlÌese directories caû theq themselves be

us 7,802,310 B2
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ÌÌade part of olber directo¡ies- A data item rnay thus be
ideulified re¡årive lo lhese nesled directorìes usinga sequence
of rìârnes, or â so-called patlìrlânÌe, which defnes a path
tbroùglÌ the directories to apafjculardâta item (frle o¡ direc-

5 tory)
As another example, â dâtâbâse management system may

group data records (data itenN) into tablcs ând then group
these tables irto database files (collections). The complete
address of a¡ìy data record cân theû be specified ìlsing the

lo database file nârne, the table nåme, and the record tumber of
that data rccord.

Otlrcr examples of ideûtifying dâta iterìN inclùde: iderti
ty¡rg files iû a network file system, ìdeDtiryiDg objects in aD

objecl-ode0ted dâtâbase. identiSiDg inrages ill a$ i.rnage

15 database, and identifyjng articles in a texl database.
In gelìeÉI, the terms "data" ¿ì¡d "dâtâ item" âs used lrcrein

refer to seqùerìces of bits. Thùs a data itern may be the co4-
teDts ofa file, a pofiorì ofa file, a pâge in nÌeruory an object
in ¿ì¡l objeoL-orieùtcd progråm, a digiþl message, a digital

20 scânned image. â pârt ofâ video or âudio siglìal. or arìy other
entily which can bc rqrrcse¡led by â sequence of bits. Tle
terur "dâta processing 'herein refeß to the processiDg ofdata
iteûs, and is sometirnes depellderlt or1 ùe type of datâ item
being processed. For exâmple, a datâ plocessor for a digiral

25 inuge ay difer îrolll a dâtâ prccesso¡ for an audio signâI.
IÌì âll of the prior dala processirìg systeùìs dìe ùâDìes o¡

ideDtifien provided to ideùtiry da!â iterns (dÌe data itenrs
beiûg files, directories, records io the database, objects in
objecr-orieÌìred progrturlllrjlrg, locâlio¡s b memory or oD a

30 physical devjce, or dre like) âre always defiDed relative to â

speci6c colìtext. For iùstance, the file identiûed by a pânicù-
lar file rìâùe can oily be dete¡nircd wherÌ lhe directory
contâiìing tlrc file (the context) is kDown. The file idenlilìed
by a pa ua¡ne cân be deternÌired oDly when dìe ñle systeù

15 (context) is krÌown. SinÌila¡lf the addresscs in a process
åddress space, the keys in a database table, or doüaill names
oÀ a global corùpùter nelwo¡k sùch as tÌìe Lìtenret are meâD-
inglìl only because they nre specified rclative to a contexL.

lû prior ¡rrt systeûs for identifying datâ items drere is ùo
40 djre€t relaliorNhip bet\\'eeD the dåta Daùes aDd the da€ itenl.

The sarne data [arue iD two different contexts may refer to
difìèreÀt data items, arrd two differeùt dâta ùaùes in the sâme
context may rcfer to tlìe sarne data item.

In additioD, bccause thcre ìs no corre¡ation between a data
¿5 laure aud the data it ¡efe¡s to, tlrcre is no a p¡iori ìray to

confirrn ùat a givel data itern is lD fact tlìe oæ na¡¡ed by a

dâta [ame. For instance, in a DP system, iI one processor
requests that anotlÌe¡ p¡ocessor deliver a data itell'l with â

givcn datâ naùe. the requesting processor carnot, in geneË1,
50 veriry thât the dâÎâ delivered is tlìe corect data (give¡ì oûly ûe

[ame). Therefore it nray reqùire fìrthe¡ processìng, OÞically
ou tlle parl o-[ the requester, to ve¡ify llìât 1læ data ilem i( hâs
obtained is. in fâct, úe itenl it requested.

A corÌmorr opemtiol iD a DP systcm is adding a Dcw data
55 ìleln to rlÌe systeÌìì. WlìerÌ a ùew data jteN is added to the

system, a oarne can be assigred 1o it olrly by updatiùg tlÌe
context jù \\'hicb names ùe defilled. Thus such systeùrs
¡equire â cenrmlized mccharúsDr for thc lllaDâgemeDt of
ûanìes- Such â mechaúsm is required weù iD a multi-pro-

60 cessing system wlìeù data iteùs are created a¡d jde¡rtiñed at
sepâ-rateprccessoß in dìstìnct locations, and in which there is
llo oiher need for commuûicatiorì when dâÎa ilems a¡e added.

hr lllany datâ nrocessing systc¡l1s or enviroûÌÌents, dara
iteÌns â¡e trâùsfe¡red between different locatioDs in the sys-

65 lem. Tlrcse locatiols rùây be píJcessoN irìdre data processing
syslem. sto¡-¿ge devices, memory or the like. For example.
olle processorùay obtaiD a data itelll froÌ¡ aDother processor
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or fronì aDextenaì storågedevice, sùclì as a floppy disk, ånd
nlay incorpo¡ate thatdata item illto its system (usingthenâme
provjded wjlh llìat data itern).

However, whe¡ a processor (or some location) obtains a

Jata itenl lrom another localiolì in dre DP systcm. it is pos- j
sible that tlìis obtäined datâ item is already preseDt in the
systcm (citherâtthe locatiorì of theprocessororat someothcr
locatio¡ accessible bv the processor) aûd therefo¡e a dupli-
care ofthe dåtâ ;te is creåted. This situatiorì is collrrìron i¡ a

network dâtâ prccessing envinìment where proprietåry soft- ro
waÌe products are installed from floppy disks onro seve¡-¿l

prccesso¡s shad[g a corûnon file servet- In tlæse systems, it
is ofte[ dìe case tlÌat dre sâme pmdùct wil] be ìDstalled oD
several systems, so tlut seve¡al copies oleach file wiÌl reside
o¡1 ihe con]mon nle serye¡. l5

I¡ some dâta processi[g systems ill which several p¡oces-
soß are coNected jn a network, one system is desigDated as

a caclìe ser¡/er to ùâirltaiû nÌaster copies of data iteÌDs, arìd
o{hel systems are designaled as cache clients to copy local
copies of fhe master data iteÌ¡s into a local cache o¡ aù 20

as-needed basis. Beforc usiDg â câclìed item. a cache client
Drust eidrer reload the caclìed item, be iDfo¡ûed ofchanges to
dre cached ilem, or confiün that tlìe masteÌiterll coÍespond-
iùg to úe câched item lìâs r'rot châIlged- In otlìer words, a

cache client mùst synchrolize its dåta iterÌìs wìtlìtlrcse oD tlìe 25

cache se¡ve¡. Tlìjs synchronjzatiol nray involve reloading
data ìtems o[to the cache cliell1. The rleed to keep the cache
syDclüonized or reload it adds s ignificâût overlìead to existing
cachi[g Ðechanisnìs.

Ìn view of tlìe âbove alld other prcblenÌs wfth prior ârl io
systems, it is tlìerefore desjrable 10 have a mechâDjsm whicil
aÌlows eaclì processor in a Dultiprocessor systerD to deter-
Dìirìe a cotlunon and substanlially unique ìdcnlifier fora dala
item, using oDIy dÌe data iÌÌ the datâ iteù a¡d not rclyiDg o¡
any sort ofcorÌtext. 35

11 is füfher desirâble 1o lr¿ve a mechanis¡ lor redùciÌrg
ùùltìple copies ofdata items iDa data p¡rcessing system ând
lo luve a mechanism which enables the identìlìcatio¡l ofiden-
tical dam iteùs so as to rcduce üùhjple copies. h js furthe¡
deÀirâble to detennirc wlæiher two irìstaices of â dâtâ item 40

are iù ùct the saDÌe data item, âlrd 1o perfonn varioùs other
systelÌrs' fìuìctioùs aDd applications oD data itelÌrs without
relyiDg on arly coÌrtext information or properties of ùe data
itcDr.

lt is âlso desirâble to p¡ovide such a mechanism ir such a 45

way as to ]]]ake rt tra[spare[t to useß of dre d¿ta processilg
syslem, aDd it is desinble tlüla single mechanisllr beused to
âddress eåch of the proble s desc¡jbed above.

SUMM RY OF lllE INVENTION 50

This i[veDtion provides, iD a data processiÌrg system, a

Dìethod and apparatus for jdeDtiryjng a data item irÌ the sys-
lem, wlìere the ide¡liry olllìe dala item depends on alloflhe
data iD tlÌe datâ ilem ând oDly on the dârâ irÌ dre dâta iteu.TlnÌs 55

úe ide ity ofa data iteÌll is indepeldelt ofits name, origir\
location, address, or other iDilormatiol Dot de¡ivable directly
from tlìe data, arìd depeùds oÀly orl tlÌe data itself.

This irÌverltiorl furdìer provides aD appamtus and â method
fo¡detenniûiùg whethera pafjcrìl&dâ1a ilem is present in the 60

system or at a locatioD jn ihe system, by exar¡iuiDg ouly tùe
dala identities oIâ plur¿lit-v ofdâta itenls.

UsiDg lhe mcthod or appâralus ofthc prcscnt irN.cntion, thc
efficieùcy and irìtegriry of a dâfâ processirìg system cåû be
iùproved. The pleserìt inverìtìol inp¡oves the design and 65

ope¡âtion oI â datâ stor¿ge syslenì, file systeù. ¡elâtionâl
datâbase. object-orie[ted database, o¡ the like dìât stores a

4
plur¿lity ofdata itenìs, by DrakiDg possible or irùp¡oving the
design and operatioìr ofât leâst so e or alì ofthe following
featurcs:

tlìe system stores at most one copy of åDy datâ iteDÌ a1 a

gi\€n locatioù, even whelì multiple dala names jn the system
lefer to tlìe sârne coÌrtents;

the systerì avoids copying data lrom soùrce to destiMtion
locâtioDs wheD the destinatiolì locatioDs akeady have the
dâtå;

the system provjdes rransparellt access to any data iteÌù by
relèreÂce olly to its ìdentity ând iûdependenl ofiLs presenl
location, whetlÌel it be local. remote, or offline;

the systeDÌcaches data ìteDs fÌoDÌ â sewe! so thato¡lythe
mosl recerìtly accessd datâ itenrs Deed be ret¿i[ed:

wlìeù tlìe systenì is bei¡g used to cache data items, prob-
lems ofnÌaintaining câche corÌsistency are âvoided;

tlrc system Dìâi ail1s a desired level of¡edunda¡cy ofdata
ilems in a [er\,ork of servers, 10 prcrect agaiDst fai]ure by
ensu¡ir¡g that ¡Ìrultiple copies ofthe data jtems are preseDt at
differe[t locâtions in dæ systeù;

tlrc system autonìaticalÌy arclÌives data iteÌDs as tlìey ale
creâled or Dìodified;

the system provides the size. age. ând location of groups of
dåta itenN ill order to decide whedrer they cao be safely
removed liom a Ìocal file systeD;

fhc syslem caD effciently record ând prcscryc aDy collcc-
{ioD ofdâta items;

tlrc system canefnciently mâke a copy ofany collectioriof
data iteùs, to support â versio¡l coù1rol meclìanislìl for groùps
ofthe data items;

tlrc system call publish dáta itenìs, allowing otlìer, possihly
anonymous, systems in a network 10 gain access 1() the data
items ând to rely on the avâilâbility of the dâtâ items;

tlrc systen can rnai[tai[ a locâl ìnventory of âll tlìe dâtâ
items located oD a given rcÌnovable rnediurìì, such as a dis-
kette o¡ CD-ROM, the invenlory is jndependent of oûer
prope¡ties ofùe dâtâ itell'ls such as dìeir ÌìanÌe, locâtioD, â¡d
date ol creation;

the systemâllows closely related $ets old.ala items, suclÌas
matclÌing o¡ correspondir'lg directories on discomecled cor¡-
puters, to be periodically resynchroDized wiú oDe another;

the sys tem can verily tha t d¿ ta reùieved froù alother loca-
tjorÌ is the desired or requestd data, using only the darâ
idelÌtifier used to ret¡ieve dÌe datâ;

tlìe system call prove possessio[ ofspecìfic dâla items by
content v,/idrout disclosing the conteDt oftlÌe data itens, lb¡
prìrposes of iate¡ legal veri 6câ lion aûd to provide aDollylìlity;

tlìe system tracks possession ofspecific dâtâ ite¡N accord-
illg to coDterÌt by owDet i¡dependent olthe naÌlle, date, ol
other propelies of Lhe data ìtem, and lråcks the uses of spe-
cinc data items and nles by conteùt for accourtilìg pu¡poses.

Otìrer objects, fealùres, and characteristics ol the preseDt
ir¡\,eDtiorì as well as dre rùetlìods ofoperâtioù alld fuûcfiolrs oI
dìe rela ted eleÌnents ofst¡ucllre, and the combiMtion ofpans
âÌrd economies ofr¡aoufâcfure, will become lllore appalerÌt
upon co¡ìsiderâtion of the followiDg descriptiou and the
appended claiDìs with reference to the accompaDyrng draw-
iùgs. all ofwbiclì l-o¡m a pa(t of ihs specificalioû.

BRIEF DESCzuPTION OF THE DRAWINGS

FIGS. 1(a) a¡d 1(å) depict a typicâl da tâ proces sìng systeûl
ill wlúch a preferred eDbodiDeDt of the prcsent ilve[tion
opemtes;

FIG. 2 depicls â hierarclry ol dnta items s{ored at ¿uìy

locâtion ill sùch a datâ processillg systeÌn;



5
FIGS. 3-9 depict dâta stn]ctùres used to iùpleDÌeDt an

enrbodiûent ofdre present irve tion; åìÌd
|IGS.10(d)-28 are flow chals depicting opemlion ofvari-

oùs aspects ofdre present iûvenljoII.

DE]AILÈD DESCzuPÏ]ON OF THE PRESENTLY
PREFERRED EXEMPLARY EMBODIMENTS

Ar eÌ¡bodiÌnent ofthe present iñ,entjon is now dcscribed
\'¿itb reference I o a lypical data processi[g systen 100, whicl\
wilÌì reÈrerce to !-lGS. 1(d) and 1(ó). i¡cludes o1ìe or ûo¡e
processo$ (or computels) 102 and va¡ioùs sloÉge devices
104 connccted in soDle way, for evårìple by a bus 106.

Each processor 102 illcludes â CPU 108, â memory 110
ând orìe or llìore local storage devices 112. llìe CPU 108,
rnemory 110, ard local stomge device 112 may be jntemally

connected, forexaùpleby a bus 114. Eachp¡ocessor 102 nÌay
âlso include otherdevices (not shown), such âs a keyboar4 a

display, a printet and dÌe like.
ln â dâtâ processìng systenì 100, $here¡Ì more tÌÌan orle

processorl02 is used, ùatis, ina mùltiprocessor syslem. lhe
processoß m¿y be in oûe of various relatio slìips. For
cxaDplc, twoprccessors 102 ûay be ¡n a client/server, cliend
clierìt, or a server/server relatioÀslÌip. These iuter-processor
relationships trray be dJtanic, chauging dependiug on par-
ticular sjtuâtjons arÌd functions. TlÌùs, a particular processor
102 rnây chaDge rts rel¿tionshiJ, to other processors as

Deeded, essentially setti¡1g ùp â peer{o-peer relaliolìslúp witlr
other processo¡s, In a peer-to-peer relationslÌip, sornetirnes a
pâlicù Ìar processor 102 acts as a client p¡ocessor, whereâs âI
olher tinìes tlÌe same processor acts as a sewer processor, ID
otlrcr words, rhere is rÌo hierarchy imposed oll orrequired ol
processors 102.

In a rùultiprocessor syster¡, the processors 102 rÌay be
homogeneous or heleroge[eous. Fulher, in â multiprocessor
data processillg systeù 100, some orall oftlìeprocessoß 102

ay be discoDnected from thc nctwork of proccssors lor
periods oftime. Sùctr discorìrìection may be part ofdìe llonDal
operation of tbe systeù 100 or it 1lay be becaùse â pa¡ticùlar
p¡ocesso¡ 102 is iù need ofrepair.

Within a datâ processi¡rg system 100, the datâ ruây be
o¡ganized to form a hiemrchy of d¿rta storage elemeDts,
wlÌereil lower level dara Íorage elerûerìts âre combiled 10

fonn Ìrigher leveJ elements. Tbs lÌierarchy caÀ corNist ol. lor
example, processors, file systems, regioDs, directories, d¿tâ
files, scgments, and tlìe like. For examf,le, with reference to
FIG. 2r the data irems oû â pâficular processor 102 may be
o¡ganizedor structu¡ed as a file systeù 116 \Àfuch coùprises
rcgions 117, eâcl ofwlich comprises direclories 118, eachol
which caD co[tair other di¡ecfories 118 or nles 120. Each flle
120 bcing mâde uJì ofone or Ìnore data segments 122.

ln a lypjcal data p¡ocessirìg system, some or all ofthese
elemenrs cal'lbe laDìed byuseß giveD certâin jmpleûìe[tation

specinc uamiDg colveDtions, dre Dalìle (or patlrnaùe) of an
elemeot beiûg relative to a colltext. Lr tlìe coùlext of a d¿ìta

processilÌg system 100. a patll¡ârÌre is fully speciâed by a

processor narne: a filesystem llarne, a seqùerìce oi'zerc or
rùore directory uaÈes identifying Dested directodes, ¿lld â
final nle ¡âme. (Usuâllythe lowest level elements, iD this câse
segùeots 122r cârùrot be na$ed by ùse6-)

ID odrerùords, a file system 116 is a collection ofdiæcto-
¡ies 118. A directory 118 is a collectioû ofnamed nles 120
both data filcs 120 and olhcr directory filcs 118. A ñle 120 is
a rlamed data jtenl wlìicb is eitlær a datâ fìle (which rìray be
simple or coùpound) or a dì-rectory fiÌe 118.Asirnplefile 120
consists ofa single data seglnel'lt 122. A compor¡nd file 120
consisrs ofa sequence ofdatâ segmeDts 122. A data segnent
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122 is a fixed sequeDceofbles. AD illlporlantprope¡ty ofany
data segmeDt is its sjze, the Dumberolbytes in the sequence.

A single processo¡102 may access oùe orrnore fiìe systenN
116, and a sillgÌe stoftBe de\.ice 104 Àìay contailÌoDe or mo¡e

J file systems 116, orpoliolìs ofa 6le system 116. Forinsta¡lce,
a file system 116 may spân seveml sfo¡age devices 104.

l¡ì order to implemerú contmls in â file systeû, file system
116 may be divided into distirct regions, where each region is
a ùÂit ofmanageDÌe[t aDdcoDtrol. A region consists ofa giveD

r0 direclory 118 a¡d is identined by the patlnarne (user dentred)
ofthe directory

lD the followiDg, the tenn "location", with ¡espect to a data
processing system 100, refers to a¡y ofa particulårp¡ocessor
102 jn dre systeû, a meùorv of a pârticular processor, a

li s toftge device, a reDovable srorage mediìiÌn (sùch as a floppy
disk or compact disk), or ary other physical locatior in the
system. The te¡ì "locâl" wiûrespect to â pâ¡ticular proces-
sor 102 rcfers to the rnernory aDd stor¿ge devices of that
particular proccssor

zo ln the followirìg, the lemÌs "True Nâme", "d¿ta identity"
aM "dara identifier" refer to the substantially ¡¡niquc dalâ
ideutifier fo¡ â paficulâr dâtâ jtenl. The te¡m "True File"
refe$ to d1e âcruâl fle, se$nent, or ¿låta item ideùtifiedby a

TrLìe Naùe,
:5 A nle system for a data processing system 100 is novr'

described which is irltellded to wo¡kwidr an existirÌg operat-
iììg system by augmentjDg solne ofthe operating sysler¡'s âle
Dìanageûe[t systeûr codes. The eûbodiûrent provided relies
on tlìe stalldsrd Iìle Ìnallagement prilnitives fo¡ âctually sto¡-

30 irìgto arÌdretrieviÌìg data items lìom disk, but uses theûecha-
rÌisDÌs ofthe prcseÌìt irlverìtioll to ¡efere[ce arld access those
data items.

Tlìe p¡ocesses âr'rd mechanisms (services) p¡ovided in ùis
eùbodiment are grouped iDto tlìe followiûg categories: p¡imi-

l5 iivc nrcrhânisms, operalirìg system mechâiìisms, reûìote
mechållisnls, backgrourd rDecharúsìns, arld ex1erlded meclÌa-
rìisrns.

Primitive mechârnsms provide Îùndârnenlal capabilities
used to support otlìer mechallisms. The followitg priûitive

40 ùrechaÌislÌs are described:
l- Calcùlate T e Naùe;
2. A.ssirìÌi Iâ te Dâta ltern;
3. NelÀ' Tnìe Filei
4. Get TrLìe Name frorn Pâth;

a5 5. Linli path 1o True Name;
6. Realize l¡ue Èile froû Locâtioùi
?. Locate Remote File;
3. Make True File Local;
9. Creatc Scratch Filc;

50 10. Freeze Directory;
I L Expa¡d Frozel Dìrectory;
12. DeleLe Tnle File;
13. P¡ocess AudiÌ File Entry;
14. BcgjrÌ Grooming;

55 15. Select For Renìoval; alld
16. End Groonirg.
opemtiDg system mechaDisms provide typical familiar file

system mecha isms, wh;le maintajniig the data strlÌctures
rcquired to offer tlìe meclìanisms of ihe, present iÌvention.

60 Operating systen meclÌanisrrls are designed to aug]ìent eúst-
ing opeÉting systeùs, ånd in this way to make the p¡esent
iuvention compatible with, and generally transpa¡ent lo:
existirìg applications. Tle following operating systcD
mechaùisms are descdbed:

65 1- Open !ile;
2. Close File;
3. Read File;
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4 write lrile;
5. Delete File or Dircclory;
6. Cop), File or Directoryi
7 Move File or Djrectory;
8. Get Fìle Slatus; aud 5

9. Get Files in Directory.
ReDote mecharÌisms are used by tlrc operating system iD

responding to requests from other processoß. These Dìecha-
lìisns enable tlìe capabililies of the present inventioì¡ in a

peer{o-peer network mode of ope¡ation. The foJlowing r0

reùote nreclìaDisms â¡e described:

l. Locale Tn¡e File;
2. Rcscrve True File;
3. Reqùest'lfle È-ile;

4. Retire Tnre File; rs

5. Câììcel Rese¡vation;
6. Acquire True File;
7 Lock Cache;
8. Upd¿te Caclìe; aùd a)
9 Chcck ExpiratioD Dare.
Elackgro[ud üechaûi srì1s are iDte[ded to rull occasionally

and at a low prioriLy. These prcvide automaaed managemerÌt
câpâbilities pitb respect 10 the present iùve¡tion. The foÌlow-
ing backgroLrrrd rtcchan;sm' are dcscribcd: ?t

l- Mir¡o¡ Tnìe File;
2. (iroon Region;
3. Check for Expired LìDks; ard
4. Verify Regiorì; âud
5- GrooÌù Source List. 30

Exle[ded nrechårnsns run withiD âpplicahoD progr¿ms

ove¡ dre operathg system. These mechanisms provide solu-
tio¡s to spccific p¡oblelns a¡d apFlications. The follorving
extended nÌechadsrùs âre described:

1. IN,eDtory Exrsting Directory; 15

2. hveDtory ReÌrovable, Read-only Files;
3. Synclrrorize directories;
4. Publish Regioù;
5. Retire Di¡ectory;
6. Realize Directory at location; 40

7. Verify 1nle F'ìle;

8. Tmck for accou,rting pury)oses; and

9. Tr¿ck for liceûsing pùrposes.

The file system herein desc¡ibed mai[tairìs sufficiellt irifor- 45
lllatiorì to provide a riety ol meclìanisms not ordi[arily
offered by anoperatiDg system, some ofwhich are listed and
describcd hcrc. Various processing perfomred by this
embodirneDt oflhe present inventionwill Ììow be desc¡ibed iD
g¡eater detail. 50

In sonrc cnbodiments, some files 120 in â data proccssing
system 100 do not have True NaDes because they have been

recendy ¡eceived or created o¡ modilìed, aùd tlìùs their True
Naìnes have rÌo1 yet beerl computed. A lì]e Lhat does llot yet
lur,e a T¡ue Name is câlled â scmtch flle. The process of s5

assiglling a True Nâme to a file is ¡efe¡.ed to as assirnilation,
aÌd is described later. Note drat a scratch file Dray havea Lìser

provided na e.

Someoldìe prccessing perlon¡ed by the preseut ¡wentioù
ctuì tâke place ìD a background Drode or on a delayed or 60

âs-needed ba sis. TIis background processiDg i s used to deter-

¡nile information tlÌat is rìot jnrnìediately requi¡ed by le
sysrem or ¡ÀÌÌich may rÌever be required. As arÌ example, in
some cases a scratch ñleisbeiig châùged ata rate greater than
the rate ar which it is usefirl to deter¡ìiÌre its'lrue Nùne. In 65

tlìese cåses, determining tlÌe Tnìe Name of the file carÌ be
postpond or perfonned iÌr the backgrouûd.

8
Dala Strìrcfures

Tlìe followiDg dala structures: s tored irl lrleùory 11 0 ofo¡e
of more processors 102 a¡e used to implellleDt the nlecha-
nisms described herein. The data struclures can be local to
eaclì processor 102 ofthc systcm 100, or they can reside on
only some ofthe processors 102.

The dâta structrres described are assumed to leside on
individùal peer processorc 102 in dre datâ processing system
100. However, dìey call also be shared by placing them o¡ì a

remote, sha¡ed fiÌe server (for iDstaûce, iD a local area Ìrefwo¡k
of machitres). In orde¡ to accommodâte shâriDg dåta struc-
tures, il is necessary that ihe processors accessing the sha.red

datâbaseuse dÌe appropiate lockiDgteclmiques to en$rre thât
changes to the sha¡ed datâbâse do not intedere with oDe

alolherbul are approp¡iately serialized. TlÌese locking lech-
niques a¡e well understood by ordimrily skilled programùe¡s
of distributed applications.

It is sometimes desilable to allow soDre regions to be local
1o a particular p¡ocessor 102 alld otlÌer regioDs to be shared
amoûg processors 102. (Recall tìÌat a ¡egioD is a ùÐit of file
system management and control co¡sistiDg of a giveo dtec-
tory idertified by dre pathúme ofthe directory.) ID tlÌe case of
Iocal arrd shared legions, dÌere woùld be botlì local aûd shared
vclsions of câch datâ structure. Simple clìaìÌges to thc pro-
cesses described below must be ùade to eD$re tbal appro-
priate data structures are selected lor â giverì operatio¡.

The local directory extcÌrsions (LDE) tablc 124 is a dalâ
sfucture which provides iûfon¡ation aboùt files 120 and
directo¡ies 118 in tlrc data processing systeÌn 100. Ï¡e local
directory ex¡ensions lable 124 is iDdexed by â patlìrÌåme or
coútextual name (dlât isj a user provided ùarìre) ofâ file aDd
irìclùdes the True Name for most filcs. Ïrc iùfonnation in
local directory extensioD table 124 is iD âdditior to tlìat pro-
vided by tl¡e native ñle system ofdre operalinB system.

TlÌe TnÌe File registry (TFR) 126 is a data store for listing
âctual data iteùÌs wlÌiclÌ ha1.e'lrue Nanes, both frles 120 alld
se¿meDts 122. !14reù such data items occur irl tbe T¡ue Frle
regi$ry 126 they are known as True Files. Tfle Files are
identified in True File regjstry 126 hy tbeir True Nâùes or
identjties. 1]ìe tâble T¡ue File registry 126 also stores locâ-
tiolt' depeDde[cf a¡d ùigratioD iDfonnatioÍr about True
Files.

The regioù table (RI) 128 defi[es areas ir tlìe retwork
stomge vLich are to be managed separately. RegioDtable 12E

defines the rules for access to âlld nigraliot of files 120
among various regions with tlìe local file systeD 116 ând
remote peer file systetìs.

The souce table (ST) 130 is a lisl ofthe sources ofTrue
files other ùan tlÉ cùnerìl Tnre Fileregistry 126. Tbe sou-rce

table 130 irÌcludes rerþvable volùües alìd reDìote proces-

The aùdit fìle (AF) 132 is a list of records i¡dicatirg
changes to be nrade in local or remote lìles, these clÌanges lo
be processed in background.

Tlìe accorultillg log (.,\L) 134 is a log oflìle tmrNactions
used to create accountilg infonnatiolì irì â Ìì]ârÌÌer ì¡¡hich
preserves ûe ideùtilv of files beiDg tracked jDdepeldent of
their tame o¡ location.

The licemetable(LI) 136 is â table iderìtiryiÌÌg files. which
ùÉy oÐly be used by liceûsed ùse¡s. in â mallller ildepetrdeÌrt
ofiheirname orlocation. â¡d lhe users licensed to use them.

Detailed Desc¡ipLio¡ls oI Lhe Data Structures

The foiÌowìDg tabÌe $Ìl¡ma¡izes the fi elds of arr local direc-
tory extensioìrs tâble entr). as illustrated by record 138 in
FtG. 3.
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Each regioù table record 142 ofregioD table 128 inclùdes
ùe fields described in rhe followirÌg table (with refereDce to
FlG. s):

Regjo¡ ID identiñes tne Fgjo¡ in whic¡ this fileis co¡tÀrned.
låthlsne lhc uer pñvided rme or ø¡têxtù¿L bme oltie 6le

or diÉctory, relstile to tbe Egio¡ i¡ which it

Tno NMc t¡o cohpurcd l ne NMe or identity ol rhe nlc or
direcLory. This True N@e is rÕl ¿ls¡ys up Lo dare,
ùd ir is ser to ¿ s?æid vdùe wlÈ¡ û âle rs
modified dd is lâter Éconputed in the bæIg¡ôùd.

TlTe i¡dicates whel¡e. dp nle js a dlr¡ frle o¡ a
di¡ectory,

scrãtc! File ùe pl,ysiol læ io¡ofùeÊleinúe6lesysren,
lD wlèn ro Tne Núe hß bæn @lcuhted fordE 6le-

As ¡otod rbove, ilcl â file is ølled a scÞtcn flc.
Tinreof ld tle ìsr a(Ærmero rh,s nle.Ild,is file is¡

dnectory, ùis is úe lar a@*s rine to dy 6le
in tl'e di@tory

Timeoflsr úc time oflstchqse ofrhk Âle.Ifthis file
mod'fics ro¡ is À dire.loD, this Ft!e lsl modifrc¡rio¡r¡me

ofúy 6le in the directory.
stfe nâg hdicåÎs ¡JrÈl this tue (ùd. if¡his ñle ;s â

d'!cc¡o¡y, sl I of its subordi¡atc fr16) Iåvc b@¡
bacled up o¡ somc otbs sylm, úd iL is úcreforc
sEfê to rûove t¡en.

Lock ns8 i¡dica's wheúera ñle ß lo<ked, th$ ß. il is
beins modifred by rhe ìæ¿l p
plocesor only one p¡ocesrñ.y nÕdiIy ¡ 6le ¡r
atime-

size Lhe tullsize oftJìis diEctoly (i¡cÌudi¡s áll
ebodi¡de 6let, ìfsll6lcs in irec¡cfùlly
qpùded ed dùplicded. ¡or dfile that is not ¿

directo¡y tli6 i6 úe size oltlte ætul Tne File.
Otrîq tlc jdcntity ol0rc usc¡ who owns ù is filc, ior

accou¡ti¡g ùd lice¡se tmckiùg purpoes.

t5

Rcsion lD i¡tcm¡lÌyuscd idc¡tificr lò¡ this ¡cgio¡.
R€sior frle 6le s-\'stem où d,e local Þroce$or of wlìjcl, tl, is

ry$em regio¡ is rp¿jÎ.
Regio¡ a p¿dùde ælalive to ùre Égion ûle syslem
ptLh¡me whicl de6¡es d¡e læarion of tbis Egion. TÄe

¡(sion co¡sirs of oll fr les ed di¡ecrories
sbo¡dinite to ùispsdùme,qcept rhose i¡ a

¡esior bordi¡rte to úis regior.

Mi!rcr

zcrc or morc iddliûcF oIpñccsoÉwIicl dc
þ Leep n,i(ôror @Iiv¡l copi6 of¡ll 6les nì
tle clEnl regior Mùlriple mixorpñcesoß
r be defi¡ed to fo¡m 3 miftr grcùp.
¡umbc! of @p,s oI eæI Rle ir¡ U¡is ¡egion
rhar slìould be Frûj¡ed j¡ r mnlor sroup.

sÞecines whedÈr drìs eqion is loøl to s
si¡elc prccssor 102, shùed by s6erûl proc6soß
102 (il fo¡ irsrùæ, irr6ìdes o! å sbùcd Âle
serve¡), or nsEged by Â ¡emore prccesror
thc mjgr¡tio! policy to ¿pply ro thir ¡cgio¡. A
si,ìsle Èsìo¡ oì iglìt panicìpate ir seleril
polici€s. Tnepolìcies N s rollows (prmereß
Ln b¡ackers ¿rc Ðeciñed ß p¿n oidre policy):
rèsìo¡ is ¡caclod veFjon Îrcm tpÞc€ssor IDI:
regiô¡ ìs r nembe¡ of! nirrcr ser defi¡cd by

lecioD is ro be $hilcd on þ¡o6so¡lDl.
rcgio¡ is to bc bsckcd ùp loc¡lly, by placi¡e
neq copi6 i¡ [region ID].
regioD ìs Etd only sd nìûy ¡ot be clúged.
rc8io¡ is pùblished od qpireso¡ [d¿te]-
Files iI tl'is region sl'oùld be compÉssed.Each reco¡d of the True File ¡egistry 126 has the lìelds

shown in Lhe True File¡egislry rccord 140 in FIG.4. The Tme
File registry 126 coùsists of the database described i¡r the
table belou, as well âs tlìe âctuâlT¡ue Files ide¡lified by the
True File lDs below.

A source table 130 ideotifies a source location for True
Files. The source lable 130 is also used to ideùtjû cliert
processols rnaking reservatìols où the cuÍent processor.
Each source reco¡d 144 oftlìe source table 130 includes tlìe
fields suÌmDarized ir the lbllowìùg table, witlì refererìce to
F'ICì.6:

Filc lD

corrpuredTruc Nùñor jde jrl ofrìe 6le.
compFssdveEion ofùe Tne Fjle my be stored
ìnst@d of, ô¡ in addirio¡ !o, ùLrncomp$sd
veFion Tlt¡s Iìeld pþvids tle idcntity oftlÈ
ccuûl Fpr6e¡ûion olthe @mpmsed re6io¡ soùrce ID inren¡l idenûfierùsed ro ideniry a

pe-ticulù sÒme.
sourcc typc rypc of souæ loc¡tio¡:

Renrovâblè Sloßgc lbhùro
Loc¡l Regio¡
CacIe Scdcr
)4irc!Grcup Serye¡
CoopercÌùe SeNer
PìrblislìiÌgS¿ ¿r
CIient

croomi¡g te ùive coùt ofhow mùy refererces ¡we bær
delete count selected fordeleLion dùrngo g¡oomùg oper¡tio¡-
Time of 16r nrost j@ùl date od tiDc tlÉ corteDt of dris ñle

qs æce$ed.
Expimtion dsre dd limê slìer whicn this Rle m¿y be del€led

by U,is se^,er
Depe¡de¡r procesor lDs ol oúer gocersoÉ {lich co¡rd¡
pócsoÉ ele¡e¡cs lo this True File.
Soúce IDs sôúce lD(s) of ztu or moE soùEs fom w¡ich

tnis nle or dstâ iGm m¡y be lerrievod.
TrueFilelD idenril,vo!disklocationolt¡excnial phjridl

rep¡*¡râtio¡ oftle 6le or 6le seemenì. ft
is suficiclr lo trsc ¿ nlcme i¡ thc rcgistr¿tio!
di@to¡y oftle udedynrg ope¡rti¡g systeù- The
Tne ¡il€ ID ¡sabse¡t ifL\eactud nle isNt
cùlcntly p$c¡t al thc cùe¡t loc¡tio!.

Use øù¡r ¡umber of other Èods d this proæssor qhicn
identifv ùis l e Fìlê-

úclùd* inIôÌfution $ôur the righLs ôf u s
proesto¡, sùcl N wleùer it cu 6l the loc¡r
p¡oæsso! lo stoc dsta ireos for it.
mecrwne¡rofdro bodwidù, cost, ùd
reli3bility ofthc co¡¡ectio¡ !o ùis soucr
ofTNe Files. T¡e ¡lailo¡iliry is used to
select lìom more several possiblesoùces.
infomeliÕ¡ o¡ low ùe loel processoris to
@s l¡e soLE. This mEy bè, fôr dmple,
úe ¡ane of¡Èmovåble$oEgelolme, or
the prGessor lD ùd Égio¡ p!t! ofr regio¡

rielrs

A regioù table 128, specified by a djrectory patlù¿ùûe,
¡ecords stomge policies which allow frles in the file systenr to
be stored, accessed aDd ùigrated ir differeùt ways. Stor¿ge
policies are progranmed ina conngrùable way usiûg a ser of
nrles described below

ïrearìdit file 132 is a table of evelts ordered by tirnestâÌnp.
each record 146 iù âudit file 132 hcludirg tlle fields süùnìa-
rized ìll the followitg tâble (with refere[ce to FIG. 7):

6i



Each record 148 of tlÌe accorurting log 134 records an evenl
which rnay later be Lrsed to provide i[formâtio[ for bi]liDg
mechanisms. Eâch accourìtiùg log eùlry ¡ecord 148 includes
at least the i¡foûnation sunma¡ized iD the follo\¡r'ing table,
wilh refereûce to FIG. 8:

latllrme Nsne of tle nle @qùired orlylorrcndìe).
True Nme compured'lrue Nme oldre 6l€. Tik isùsed

by remote sysrems b miror clùges to the
dftctory ùìd is tllcd i¡ dù¡ing bsÌgou¡d
pþæssi¡g.

dareofertry d.1te ùd rime oftlis log e¡ùy.
type ofe¡try E¡tD types i¡clùdc cre¿le ñle, delee 6le, ùd Lùsmir Ale
Tn,cNme 'Ime Nme ÕÎd ¡ irem in qùerion.

ìde¡riry of rhe ùser ¡esponsjble for dìis ¡ctio¡.
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Tnle File registry 126, âs iderìtifred by Â True file ID. Tlis
suppof nìay be provided by arl underlyiDg opemli[g system
or disk storâge malìager

The following primitive mechanisDÌs âre described:

5 1 Calculate True Na¡ìe;
2. Assiùilafe Dâta Item;
3. New True File;
4. Get True Name fiom Path;
5. LiDk Path lo True Naùe;
6. Realize True File from LocåtioD;
7. Locate Remote File;
8. Make True File Local;
9. Creâte Sc¡atch File;
10. Freeze Directory;
I L Expand Froze0 Di¡ectoryt
12. Delete True File:
13. Process Audit File Entry;
14. Begin GrooDriug;
15. Select For Rellloval; and
16. Eùd Groonirg.

L Calculate True Name
A lrùe Narne is conpìrted ùsiûg a fuûction. lvfD, wluch

¡educes a data blockB ofarbitr¿ry le[gth to a relalively sùal,-
fixed size identiñe¡, tlìe True Nâme oftlrc da ta block, such that
the True Na[re of the data block is vjñuâlly guarânteed to
¡epreseùt lhe ¿lå1â block B aDd orìy data block ts.

The lìDcriorì MD must harc tLc fulìolrirts properties:
1. The domaiû of the functioD MD is dìe set of âll data

items. The ralge of the íùÌrction MD is the set ol T¡ue
Nâmes.

2. Thc fluction MD mùst tâkc â dâtâ item of arbitrâry
letrgtlÌ aìld reduce it to an iNeger va]ùe in tlìe ¡ange 0 to
N-1, wlrcrc N isthe cardi¡âlity ofthe set ofTrue Names.
That is, for aD ârbitrâry lengtlì dât¿ì block B,o=MD(B)
<N.

3. The results of MD(B) ntust be evenly âùd rârdomly
distribùtedover the ralge ofN, irì such a way thai simple
or regulâr châÌìges to B â-re virtùally gùamllteed to pro-
duce a different value of MD(B).

4. lt lìust be coùputatioûally dilncult ro find â diffèrert
valùe B' such tlìat MD(B)=MD(B).

5. The fr.ìrclioû MD@) ùusì be eflìcieDtly collrpùted.
A family of functions with thc abovc propcrtics arc the

so-câlled nressage digesl fiìnctions. whiclì âre used iû digitâl
secùrity systeDs as tcclxliqùcs for authcntification of data.
These lìrnclions (or algo¡ithms) include MD4, MD5, and
SH,A..

Iù tlÌe preseùtly prefened embodime¡ts, either MD5 or
SHA is eùployed as tLe basis for the coDìputatioD of T¡ue
Names- Wlicheve¡ ofthese 1wo nessâge digest flil'lctioùs is
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Eâch record 150 ofthe liceNe t¿ìble 136 records å relalion-
slnp befween â licerß¿rble dâta ìteln âlìd tle user liceDsed to
have access to it. Each license tâble record 150 iÌìcludes the
ì[fonDatroD suÌrù¡arized in the followiùg table, with refer-
ence to FlG.9:

Tne Nù¿ Tne Nme oIr &tû item sutrjæt ro Ii*Ee lslidstion.
licensee ide¡dry ó1¡ ßer {ùorized to I'we !c6s lo lhb object

\'â¡ioùs othe¡ dâta structures ¿ì-re eùployed orl some or âÌ]
oft¡e processors 102 irì thcdala processirlg systeü 100. EaclÌ
p¡ocessor 102 has a globâl freeze lock (G¡L) 152 (¡lG. 1),
wlich isüsed (o prevelt syrìclúorÌizatioD erors wheu a direc-
tory is frozeD or copied. Any processor 102 nray include a

special archive directory (SÂD) 154 into which directories
nmy bc copicd for the purposes of archival. Ary proccssor
102 ûay include a special media dirc,ctory (SMD) 156, ifio
whiclì thedirectories ofreÙlovabl e vo hxrÌes are storcd to fonn
a nredia iÌrventory. Each processorlìas a grooming lock 158,
which is set dùrilrg a groorúng operatio¡. Dùrillg tiris period
tbc gmoming delete coun¡ ofTnÌe File rcgistry cDtrics 140 is
active, arÌd rìo Truc Filcs shoìrld be deleted uùtil goonillg is
complclc. Wtile grooûing is i¡ effect, g¡oo ing infonÌation
irìcludes a tableofpatlDaùres selected fordeletion, and keeps
track ofdrc amounl ofspacc that woììld be freed ifall ofthe
files were deleted.

P¡imitive MechaùisrÌs

The first ofthe DìeclÌanisrns provided b], tlÌe present inveD-
tioÌr, priùìitive ùìecharlisnls, are now described. TIle ùechâ-
lrjsms descnbed lleredepeÌìdoÌlu[derlyilg ¿iâta marÌageùÌent
meclÌânisùs tocreâter copy, read. alld delefe data iteÌns iù tlÌe

50 employed, thât sâÌne ñÌnctioD Ìnust be empìoyed on a system-
wide basrs.

ll is iDrpossible to defuie a fllllction llavillg a ùniqueoutput
for each possible ilput wherr lhe DullÌber ofeleDrents iu tlÉ
r¿[ge of re lù¡rction is sùalÌer thao tlìe ùùllìber ofeleme[ts
irÌits doùaiù. However. a crucial observatio[ ìs tlÌal theactual
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d¿ta iteuìs thåt will be e¡cou¡tered iû the opemtion of arÌy
systeù embodying tlÌis irve[tiol fonll a very spaße subset of
all ûe possible irputs.

Acolliding set oldata ìtems is delìned as a set rvhereiq for
one ormore paiß x ând y in the set, MD(x):MD(y). Since a

60 function conforming lo the requircments for MD nrus ! evetrly
and rdndomly distibute its outputs, it is possible, by making
Lhe mnge ofthe function large eDough. to make tlæ probabil-
ity arbitr¿rily sûall thât actual inpùts elÌcouÌìtered iÌì dre
oper¿Lion oI ârì e¡¡bodinìen1 of this inve[tiorÌ will form a

65 collidiÌÌg set.

To roùglÌly quartiry the probability ola collisioù, assurne
tlút there âre ûo rno¡e thau 23o storage devices in tJre world,
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aDd that each storage device has an average of at mosl 22o

diffe¡eùt data items:Île¡r ìere are at mostiso darâ iter.Ds irì
rlìe world. Ifthe olìtpuls of MD range between 0 and 2r'?B, jt
carì be dernorìstÉ¡ed llÌat dre probability of a collision is
approximarely I i¡ 2". Dctails on lhe derivarion of rhese
probabilityvalues are fourìd, forexample, iÀ P FlajoletaMA.
M. Odlyzko, "Raldom Mapping Statislics,"¿¿cllùe Notes in
Con¡nter Science 414: rldvonces in Cryplolog) Eurocrypt
'89 ProceedÌngs,Spnnger-yeía5, pp. 329 -354.

Note tlìat for sorne less preferred embodiDÌellts of tlÌe
present invention, loì¡r'er probabilities oluniqueness may be
acceptable, depending on the Itpes of applications and
nlechanisms used.ln some embodimenls jtnìay also beuseful
to have Ìnorc than olle level ofTrue Names, witlÌ some of[Ìe
True Nzunes having dillerent degrees olul.iqueness. Ifsuch a

scheme is implemeDted, i1 is necessâry to eDsure thât less
unique True. Names are not propagatcd jn the system.

While the iuvention is described lìereiD ùsing ody tlÉ True
Name ofâ dâtâ iteùr as lhe idenÌifier lor tlìe data ite¡ll, othe¡
prefer¡ed embodimeÌrts use tagged, typed. calegorized or
clâssified datâ items ând use a co bìnation olbotlì the Tfle
Narne arrd the lag, twe, category or class of tlÌe dåtå iteù as
ân identifìer Exarnples of sùch categorizatioDs are files,
directories, a¡d segnreûts; executable files alld data flles, aÂd
1lìe lìke. Exanples ol classes are classes of objects iD an
object-orielted systerÌr. LÌ sùch å systern. a Ìowe¡ deBree oî
Tne Name uùiqueless is acceptãble over the eltire u¡]rverse
ofdåta items. as ìoDg as su1ûcieDt uDiqueDess. is provided per
category of dâu iteùs. This is becaùse tlÌe tags prcvide an
additional level of uniqueness.

A ¡rechauisur for calculating a lrue Narrre given â data
jte¡¡l js now desc¡ibed, ì¡r'ith referelce to FIGS. 10(ø) alld
1o(ó).

A simple data item is a dåta item whose size is less than a

paficulargiven size (whiclì mÌr s t be defrlled iù eåchpaÍicular
iùplementatioD of the jDve[tioD). To deten¡iDe the True
Name ofa siDpledata item, with refcrerce to fIG.10(d), fißr
compute the MD fuùctjo,ì (desûibed above) on the given
simple data item (Step 5212). TLeu append to the resulliDg
128 bits, the byte length rnodùlo 32 of tlÌe dâta item (Step
5214). The resulting 160-bit value is the T¡ue Naùe ofthe
sinrple data item.

A compoìrûd data iteû is oDewhose size is greâter tlÌù the
particÌrlar give¡ì size ofa sjmple dâta itellì. To determiDe the
Tlue Nanle of an ârbitrâry (siùple or compoùDd) data item,
widr refereDce to FIG. 1 0 (ó), nrs t detennine ifthe data i tem i s

a simpleorâ compounddau ireÌll (Step S216).Ifthe d¿ta iteü
is a simple dala ilem, then cornpute its Trrìe NâÐe iù step
5218 Gsing steps 5212 and 5214 desc¡ibed above), otlìerwise
partitjon thedata iteù iùto segnents (Step 5220) ârldassìmi-
lâte eåch segmeìrt (Step 5222) (tlìe primitive rneclìanisrìÌ,
Assim;late a Dâta llem, is described below), coùrputiDg the
True Nâme of tlæ següellt. TheD creåte all ildirect block
coDsjstiDgofthe cornpùted segment True Names (Step 5224).
A¡ iDdirect block is a data iteDr wlìich coDsists of t¡ìe
seqùe[ce ofTrue Naùes of the segmerìts. Tlìen, in step 3226,
assimilâte tbe ìùdirect block arld compute its Tfle Nallle
Iinally, replace the fural thirty-two (32) bits ofthe resültiùg
Trùe Náme (tlìat is. ùe leùgth ofthe iMirecr block) by the
lengdr rnodulo 32 of the compound datâ item (Step 5228).
The result is the True Narne of the compoùnd data itenl-

Note that tlÌe compou¡d d¿ta item Ì¡ay bc so large that thc
indirect block of segrneDt True N¿mes is itselfâ cor¡poùnd
datâ item. hr this case the meclìanism is invok€d recußively
ùr1il only simple data items arc bcing proccsscd.

Borh the ùse of segùents a¡rd tlÌe attaclulreDt of a leogth to
llìe True NaDÌe âre llot strictly required il a sysleù ùsillg the
present iDventioD, but are cLüeùtly colìsidered desi-rable fea-
tu¡es jn the prefened embodilÌre¡t.
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2- Assimilale Data Item
A mechalisn for assiruilati]ìg a daÞ itellr (scmtch file or

seg¡e¡f) irto a ñle system, given the scmtch file ID of the
dåtâ itelD. is llow described with reference 1o FIG. 11. The

j purpose of this nìechanism is ro add a giveD data item to the
True File registry 126. lfthe dâla item alreâdy exists iÌì the
T¡ue File registry 1 26, this will be discovered and used duÌing
rhis process, and the duplicate will be elimhated.

Tlìereby the system stores at most one copy of ar1y dâla

, n itern or Iìle by coutent, even wlìeD multiple names refel lo the
same content.

Filst, detemÌine lhe Tnre Name of the data ilem corre-
sponding to the givel sc¡âlch File ID usiûg the Calculate True
Narne prirnitive Drecha[ism (Step 5230). Next, look for a¡ì
entry for rhe True Nâme in dìe True File regisfy 126 (Step

l5 5232) and determine wheilìer a True Name eDrry, record 140,
exists in the Tlue File regis t¡y 126. Ifthe ent¡y record inclùdes
a corespordhg True File ID or coúpressed File ID (Step
S237), delete the file wirh the scratch File ID (StA 5238).
Orlìe¡wjse store the give¡ì True File ID jù the entry ¡ecord

20 (step 5239)
If it is deremìiDed (in slep 5232) ûat ¡ìo True Nåme ent¡y

exists rD lhe True Fiìeregisrry 126, theû, in Sfep 5236, qeate
a new entry in the lrue File rcgistry 126 for this Tlue Name.
Set the T e Name oflhe ent¡y to the calculated True Name,

25 set tlrc use courÌt for the new entry to orìe, store tlrc given T¡ue
File ID iì tlÌe entry and set ihe other fields of tlæ eÌrtry âs
appropdate.

Becåuse this procedurc may tâke some time to compute, it
is iùtended ro nn il'I background aÍÌer a nle ]ras ceased ro
chcxee. hr tlìe rneåntinle. dre file is coûsidered ûì unassimi-lo lrt..l_."."r.h Ê1"

3. New True ¡ile
l1re N*:1rue lrile process is in\rcked ûhen processiDgtlìe

audit fiÌe 132. sonÌe tlìlre aftera True File has beeùassimilâted
¡5 (us ing dre Assimila te Datâ I teù primitive ùeclÉ.nism). Given

a local directory exteDsjons tâbleeùtry recordl38 in drelocal
dìrectory extensioùs table 124, the New True FiÌe process ca.D

provide the lollowing steps (with reference to FlG. 12).
depeDdilg oD how the local processor is colrfigured:

¿, Firsr. in srcp S238. exäJnine Llìe lutjål djrecrory extensions
kble enlÌ1 record 138 to delermine whelher llìe file is locked
by a cacÉ server. If the file is locked, then add the ID ofthe
caclrc server to llìe dependeDl processo¡ list oIlhe True Fiie
registry table 12 6, and theD send a message to the caclìe sefler
to updarc llìe cachc ullhe currenl pruùessor using tle Update

45 Cacire rer¡ore meclranism lstep z'lz.¡.
If desired, compress dre True FiÌe (Step 5246), aûd, if

desired, mirror tlÈ True File using the MiÍor True File back-
g¡ouDd Ìneclullism (Step S24E).

so 4. Get Tme Narne from Path
'llle lrue Narûe of a file caD be used to identify a file by

coDte¡ts, to coDfinlì ihat a file nlatclìes its o¡igiMl coDteDts, or
to corìÌpare tÈ,o files.'lhe ecl¡anjsm 1o get a'l'rue Naùe
giver the padname of a file is ro.¡ desc¡ibed with ¡efe¡euce

s to F'lG. lJ.-" 
FjrsL, sea¡ul tlle lo(aldirectory cxtens;ons lable 124 lor dre

entry record 138 with the given pathnane (Step 5250).IIthe
patlxranre is Dot found, llis process fails âûd no Tme Nâme
corresponding to lhe given path¡ane exists. Next, detemine
whelher the local directory extensions lable enlrv record 138

60 inclurlcs aTrue Name {SLep 5252). and jfso. tbe ¡recba¡ism's
task is complete. Otherwise, determine whether tlìe local
directory exlellsio¡ìs lable erlry reco¡d 138 identilìes a direc-
tory (Step 5254). aDd ifso, freeze the di¡ectory (Step 5256)
(he primilive mechanisDì Freeze Direclory is desc¡ibed

65 below).
Othe¡wise. iù sfep 3258, assjùilate dre frle (usi[g the

Assiùilâte Dâtâ Ilem primitive meclìaDisù) defined by the
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fjle ID 6eld lo generate its True Nâùe tuìd store iis Tnìe
Name iù tlìe local direcrory exteNioDs entry reco¡d- Then
rerurll the Tn]e Name ìde¡rined by tlæ local directory exten-
siorìs table 124.

5. Li¡li Path to True Name
The ùecharÌism to 1ìIl( â path to a True Name provides a

way of creating a new directory entry record identiryiDg an
existirg, assimilâÎed file. This basic process úay be used to
copy: rnove, ¿nd renaùe files without a need to copy their
coÌrterÌts. TlÌe mechârlism to lj¡ú a pa tlì to a True Naúe is row
described with refe¡ence to FlG. 14.

First, ifdesired, confrnn ûat ùe True Na¡ne exists locally
by sea-rching for it in the True Nâme registry orlocaldi¡cctory
exteDsions tâble 135 (Step 5260). Most uses oftlìis meclta-
Dism will require this form ofvalidâtion. Nexr, search for thc
path in lhe locâl directory extensio¡s tâble 135 (Srep 5262).
Confinn that the directory containing the file named in the
pathalready exists (Step 5264). Ifthe named ûle itselfexists,
dclctc lhc Filc using thc Dclcle Truc File operaring systenì
¡¡rechanism (see beloq,) (Step 5268).

Thcn, crcate an cntry record in the Iocal directory exten-
sio¡rs with tbe specifled path (Slep 5270) and ùpdate the entry
record and other data structurcs as follows: fill in the True
Name field of the eùtry with the specified True Name; incre-
nÌent tlÌe use count fortìreTrucFilc rcgistry eDtry rccord 140
ofthe corresponding True NânÌe; note whetlìer the entry is â
directory by reading tlÉ T¡ue File to see if it contâiDs a tâg
(magic n!Ìrìrbcr) jlldicatiDg thât il ¡epresents a frozen direc-
rory (see also the desc¡iprjon ofthe Freeze Directory primi-
live mechanism regârdi¡g thc tag); alÌd compute and set the
odrer fields of the locâl directory extensions apprcpriately.
For instance, search the region table 1281o jdqttily the rcgion
ofthe patlì, and set the tillle of last access ârrd time of last
ùrodificatioD to thc culrcnt tilne.

6. Reâlize True File from Localior
This mechanism is used to try to rrralie a local copy ofâ

Tll]e File, givel its T¡ue Nallle and the mme of a soùrce
locatioù (processor ormedia) ihat Ìuay coltaiù the True File.
This mechadsDr is now described with referel1ce to FIG. 15.

FißÎ, in step 5272, dere¡mine wlìedter tlle locatiotr speci-
fied is a processor. Ifit is deten ùed dlât tbe locâtiol speci-
fied is a processo¡ then seDd a Request True File ûessage
(usjng the Request True FiÌe remote Declì¿lnism) to the
remote processor and waìt for a response (Srep 5274).If a
ùegative respoùse is received or no rcsponse is received aie¡
¡ timeout pe¡io4 tlìismecÌranism fails. Ifa positive response
is received, e er (he True File returDed in the T¡ue File
registry 126 (Step 5276). (Ifthe fil e received was compressed,
enter the True File ID i¡l the comgessed File lD field.)

lf, on tlìe orherha[d, ir is deten¡ined ir step 5212 rhaTThe
locâtio¡ specined is not a processot tlìen, if necessary.
¡equest dre ùser or opcÉtor to nÌount dÌe iÌdicated volume
(Step 5278). ftelÌ (Step 5280) fird tlìe indicated file on the
giveû volu¡¡e and assimilatc thc fi lc usitlg the Assinlilate Data
Iteû primitive ùechaùis¡ìl. If tlìe volù¡e does lrot contain a

Truc Fiie regist¡y 126, scarch dre media inventory to frnd the
path ofthe ñle on the volu¡re. Ifno such file canbe fou[d, this
mcchânism fâils.

At tlìis point, \rllether o¡ not tlÌe location is detenDined (il'l
step 5272) to bc apDcessot ifdesired, verìry dìe True File (in
step 5282).

7. I¡cate Rernote File
This mechanism allows a processo¡ to locate a ôle or data

iteÌú from a remote source of True Piles, whell a specific
source is udinown o¡unavailable. A clieût processor system
ruay askone ofseveral or ûany sources $ihether it cârr supply
a data object wjdi a giver Inìe Name. Tlæ steps 1o perform
this mecharjsmare as follows ($r'itlì refererce to FiGS.16(a)
and 16(ó)).
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The c¡jeDt processor 102 ùses dre sourcetâble 145 to select
oùe o¡ r¡ore source prccessors (Step 5284). If no sou¡ce
processorcanbe foùnd, dre nÌeclunism fâils. Next, the ciieDt
processor 102 broadcasts to the selected soùrces a lequest to

5 locâte tlìe fi ie with the given Tlue NaJrÌe usi¡g úe LocateTrue
File remote mecha¡risùr (Step 5286). The requesr ro locare
may be augmented by asking to plopagâte this request to
distant seflers. The clie¡t processor then waits for one o!
rnore sefleß to respond posilively (Step 5288). Aíìe¡ all

. servers respond neeâtivelv. or aftera rimeoul period wirh nol0 posirive ,Åpoo.","th" oiechanism repeats s;lecLion (Slep
5284) to afteùpt to idendry altemative sources. Il any
selected soùrce processol responds, its processor ID is the
resultofthis meclìanism. Sto¡e the processorlD in tlæ source
field ofdìe True File registry entIy ¡ecord 140 of the give¡

r5 Tme Name (Step 5290).
If the souce locatioû of the True Name is a different

prccessor or medium lan the destiû¿lioù (Step S290a), per-
form the following steps:

(i) Look up ùe True File ¡egistry entry record 140 for the
20 cor¡esporúing True Name. and add tlìe source location

lD to ihe listofsources for úe True Nâûe (Step S290å):
arld

(ii) lf the source is a publisìring systenr. deteûnine the
expimtion dâÎe on the publishing system fot the True

25 Narìre a.ùd add that to the list of sources. lf d1e source is
not a pùblishiDg systeÌrÌr seDd â nessâge 10 reseoe tlìe
True File o¡'l the soùrce prccessor (Step 5290c).

Source selectioÀ irì step 5284 may be bâsed on oprimiza-
dons involviùg general âvailability ofthc soùrce, acccss timcj

,n bârdwiddì. a¡d ùa¡ìsrnjssiou cosr. and igÌoring previously
"- sclcclcd proccssors which d;d ¡ol rcspond ;n srep S288.

8. Make lrue File Local
Tlis mechâûism is use,J when a T¡ue Name is known and a

Jocally accessible copy olthe correspondiDg file ordata ite¡r
l5 is required. TJrismeclmllismrnakes itpossible to actual]y read

the datâ iÂ â Trùe File. The mechanism takes a True Name aÌrd
rcnrms when drere is a local, accessiblecopy oItheT¡ue File
in ùe Tlue Fìle regisay 126. Tbis neLha sm is described
here with releretrce 10 the flow clmrt ofFl GS. 17(d) ¿I]d 17(¿).

ao Fißt. look ¡n rhe Tnre File regislry 126 for a Tnìe File enûy
record 140 for re corresporìding True NâlÌe fStep 5292). If
Do such e[try is fourÌd tlljs mecha¡ism fails. Ifthere is alreådy
a True File lD fo¡ the entry (Step 5294), this DreclÌaùist)ì's
taskis conìplete. Iftlrcre is a cornpressed ñle ÌD for tl¡e ertry

,- lStep 5296). decompress úe file corresponding lo lhe 6le lD-' (Srep 5298) a¡d slore rhe deconrpressed nle lD in lhe e¡1rry
(Step 5300). This mechaûisrr is lhen coDplete.

If tlrcre is tro True Fìle iD for the erìtry (Step 5294) and
therc js nocomprcsscd filc ID for the entry (Step 5296), then
co[ti[ue searching for the reqùested file. AÌ úis time it lrlay

50 bc nccessâry to notiry drc ù ser tlÌat ihe systeÌn is seârching for
tiìe reqùested file.

Ifdre¡e a¡e oDe o¡ mo¡e sowce IDs- drerì select an order in
wlich to attempt to realize the soù¡ce ID (Step 5304). The
order may be based onoptimizatioDs i¡rvolvi¡tg general avail-

55 ability oftlìe source, access time. ba.ùdwiddÌ, alld trarsmis-
sion cost. Fo¡ eâch source in the o¡der chosel\ realize the Tru e
File f¡oûr tlÌe source location (ùsirlg the Realize True File
froü l,ocalioù primitive ¡¡eclË¡ism), uDti] the True File is
rc¿lized (Step 5306). Ifit is realized, contirue witlì step 5294.

60 lfno known source caD reålize the True F e, use the Locate
ReDote File pimitive mechaDism lo âttempt 1o fir:d the T¡ue
File (Step 5308). Ifthis succeeds. realize d1e True File from
the ideúifred source locatioD and conú¡ìue wjth step 5296.

9. Cre¿te Scr¿tch File
65 A scratclì copy ofa nle is reqrìired when a file is being

created or is aboùt to be ùÌodined. The scr¿tch copy is s¡ored
iD tlle nle sysrem of the ùÌìderlying operarjng system. The
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sc¡atch copy is eveD[Ìally assimilated whe¡ the aùdit file
record eùtry 146 isprocessed by the PrccessÄudil File Eù|ry
prinirive mechanism. This Create Scmtch File mechanism
requires a local directory o\4ensjo¡s labÌe etrtry record 138.
'When it succeeds,lhe local directory extensions table eDtry 5

record 13E contaiN lhe scmtch6lelD ofa scEtch file l¡al is
Doi conraiûed rn the True File registry 126 ard that may be
modi fred. This mechanism is now descdbed with referetce to
FIGS. 18(a) and 18(å).

Firstdererminewbetberlhescratchfileshould beacopyof ,n
rhe exislirg True Fjle (SLep 53l0). lf so. conlinue willì step '
5312. Othe¡wise, deteImiÌIe whether the locål di-rector]
exteùsioN table entry record 138 identifies an existiûg TIue
File (Step 3316), aDd if so, delete tlìe T¡ue File ùsing lhe
Delele Trùe f ile primitive mecl)anism lslep Sl lS). T]leD . -
creale å ùew. eDrpty scmtch file and slore its scmtch file lD in ')
the local di¡ectory exteDsions tâble ently recod 138 (step
5320). This mechar sm is then conìplete-

If the loc¿l directory extensions table eùtry reco¡d 138
ideùtifies a scratclì file ID (Step 5312), tlìen the eÌrtry alreâdy
llas a scratch file, so this mechanism succeeds. :0

lf the local di-rectory extensioDs table elìtry record 13E

identines a True File (3316), ând there is no True File ID fo¡
üe Tnle File (3312), then make the True File locâl using ùe
Make True FìJe Local p;mitive mechanism (Step 3322). If
dìere is still no True File ID. this mechalism fails. 25

Therc is noìÀ'a local Trtle File for this file. lfthe ùse counl
iD ÎlÌe correspoù¿hng T¡ue File registry eDtry record 140 is orÌe
(Step 5326), saye the True File ID in rhe sqatclÌ file ID ofthe
local directory exteNio¡rs tâble eDtryrcco¡d138, and remove
the True File registry er1iry record 140 (Step5328). (This step 30

rnakes the True File iûto a scr¿tch nle.) This rnecììâuism's task
is complete.

Otherw-ise, if the use count in the correspo¡ding True File
registry eDtry record 140 is Ìrot ore (ir step 5326), copy tlæ
file withthe give[ True File lD 1o aÀew scratclì fiÌe,usìlg dre 35

Read File OS mecharúsm a¡d store its file ID ir tlìe local
directory exte¡Nrons table eirtry record 138 (Step 3330), alìd
¡educe dre use couût for tlìe 'I'rue File by olle. lf there ls
iDsumcieDt space to make a copy. this [rechanisur fails.

10. F¡eeze Directory 40

This mecharìism ùeezes a directory iù order to calculâte its
True Nære. Siùce the True Name ofa dìrectory is a flìùction
ofthe nles within the directory, dtey must not clÌange during
the coùputation of tlæ T¡ue Name of tlæ directory This
rìrechânism requlres dre patluame of a directory to freeze. 45

This mechanisnl is described with referetce to FIGS. 19(a)
and 19(å).

In slep 3332, add oDe to tlìe globalf¡eeze lock.l1en search
the local djrectory extensìoN table 124 to find eâch sùbordi-
ùate data file a]ld directory oftlìe giveù dircctory alìd f¡eeze 50

eâclì subo¡dinate directo¡t f'ound usilg the FreeT,e Directo¡ ]-
priDrjtive mechaDisuì (Step S334). Assinìilate each ùnass¡ùi-
lâted data file in tlìe directory usilg theAssjmilate Data Iterù
primitive mechanisur (Step 5336). 'llìen create a då14 iteDl
wlúclì begins with a tag o¡ ùrârker (a 'l¡agic Dumber") beilg 55
a unique data item i[dicatiDg that tlìjs dâlâ iteû is a fiozelr
directory (Step S337). Then list tlÌe fìle rame ard True Name
for each file iû tlrc cunert directory (Step 5338)- Record any
additìonål ilÌformatioû require4 sùch as dìe type, time ollasr
access a¡d oodificarion. aDd size (Slep 5340). Nexl. jn step ."
S34.2. using lbe Assimilate Dara Jtem irimirive u¡echalism. 

u'

assimilate tlìe dâta item c¡eâted iD step S33E. 'I'be resultjùg
T¡ue Name is the True Nanre of tìre f¡ozen di¡ectory. Finally,
subtract ore fronl the global free?æ lock (Step 5344).

11. ExparÌd Frozen Directory 65

Thjs mechånjsn expands â froze¡ì direclory ìn â piven
locarior. It requi¡es a give¡ì paduâDÌe ilìto which lo expaûd

r8
ahe di¡ector,v, âDd ùe True Nânìe of the directory and is
desc¡ibed llillì refe¡ence to FlG. 20.

Fi¡st, irÌ step 5346. lllake the Tfle File with the given True
Name localusilìg the Make True File Local prilììitive r¡eclìa-
tism. Then read each directory eùtry inthe local file created
ir srep 5346 (S1ep 5348). For each such direclory entry, do tlÌe
following:

Create a fiìll pathrìaûe usiùg the given pathname ¿ûd the
file name ofthe enlry (Step 5350); aùd

liÌìk the creâted path to l-he True Narne (Step 3352) using
tlÌe Liùk Pâth to True Name primitive û.rechanisor.

12. Delete True File
This mechânisnì delcrcs a rcfcrcDcc to a True Name.TlÌe

uùderlyirlg Tnre File is ûot reùìoved fro]¡ tlÌe T¡ue File reg-
istry 126 uùless therc arc no additionâl references to the fillr.
WìÎh refereuce to FIG. 21, tlìis Ìnechâ¡isnl is perfomìed as
follo¡¡r's:

Ifthe global freeze lock js oD, wait until the global freeze
lock is rumcd off(Stcp 5354). Tlìis preverìts deleting a True
File while a directory which night refer to it is beiùg frozer¡ .

Next, find tlÌc True File registry entry record 140 given the
Trùe Nôrne (Step S356). If the refereùce courìt field of llÌe
Truc Fjlc rcgisfry 126 is greater than zerc, subtract one froùr
tlìe refererìce courÌt field (Step 5358). Ifit is determined (in
stcF 5360) that dre refere¡cc coulÌt field of the Tnle File
registry entry record 140 is zero, ârìd ilthere are no dependent
systems lisred ir the TnÌe File registry entry record 140, then
perfonì lhc lollowirg steFs:

(i) lf the True File is a siÌDple data item, tlÌen delete üe True
Filc, otherùise,

(ii) (Îhe True frle is â compouùd data item) for each True
Name inthe dâta item, recù$ively delete the Trùe File coffe-
spoudiDg to the True Nâùe (Step 5362)

(iii) Remove rhe ñle irdicated by tÌrc'l'rue Þ'ile lD alÌd
cornpressed file lD from the lrue File registry 126, aûd
rellìove the TrLìe File registry ertry record 140 (Step 5364).

13. ProcessAùdir Pile Eúry
TlÌis mecha sm perfo¡ms tâsks whiclì are reqì.ired to

maintâin information in thc local directory extcnsioDs tablc
124 ârd True File registry 126, but which can be delayed
while thc proccssor is bùsy doing more lime-critical tasks.
Eûtries 142 in the ârìdit frle 132 should be processed at â

backgrouDd priority âs long as there arc cntrics to be pro-
cessed. With refere¡ce to FIG.22, the steps forprocessingarr
cntry are as follows:

DetenÌrine dìe operation iD the entry 142 currently beiùg
processed (Step 5365). If tlìe opemtion indicates that a file
was creâId o¡ w¡itten (Step 5366), tlìen assimilâte the 61e

usirlg tlÌe Assiûìilâte Dâta Item primitive r]rechaûism (Step
5368), use the New Tnre lile prìmitive mechâdsù to do
additioDôl desired processing (sùch as cache update, com-
pressioû, and ùÌirro¡irg) (Step 5369), aM record the newly
computed T¡ue Name for tlìe 61e in rhe audit file record enky
(Srep 5370).

Otberwjse, if the eDÎry beiDg processed iùdìcates tbat a

corÌrpourìd data ilenr o¡ directory was copid (or deleted)
(Step 3376), ther fo¡ each coDrpoûeùt Tnre Nallìe ilì tlle
corÌÌpoùùd data ite[r ordjrectory, add (or subtmct) oDe to tlìe
use courÌt of the True File registry enlry record 140 corre-
spoùdirg to ttre compo[eùt Irue Naùe (Step 5378).

ID aìl cases, Ior each parent directory of the giveÌ¡ lìle,
updale the size. time oflast access, and lime ollast úodiÂ-
catioÌ! according to the operdlioû in the audil record (Step
s3?9).

Notetlìat the âùdil record is not reÌDoved after processiÌ1g,
but js retaired for sorne reasouable period so thar it may be
used by the Syùckonize Directory exlellded nìeclìanisD to
allow a discoùìecfed relllote processorro ùpdale its ¡ep¡esen-
tatio[ of the loc¿l syslem.
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14. Begin GroorÌring

This nrechanism makes ilpossible to select a set offiles fo¡
rernoval and detelmine the overall amoùlrt of space to be
recovered. With relerence 1o FIG. 23, 6ßt veriry that the
global grooming lock is curellly ùnlocked (Slep 5382).
Then set the global groo¡njng lock, set the totâl amoullt of
spacefreed duringgrooming to zero and eÌnpty the list ofnles
seleqed for delet¡on (Step 5384). For each True File in the
True lile registry 126, set the delete coùf to zero (Step
s386).

15. Selecl For Removal
This groomiûg rnechanisûr tentatively selects a patìmame

to allow its conesponding True File to be reÌÌoved. Wjth
refereûce to FlG. 24, fi¡st find the local directory extensio¡ìs
tâble entry ¡ecord 138 correspo¡ìdiDg to the giveù pathDame
(Step 5388). Tlìer fiùd the True file rcgistry entry record 14 0
cor¡espondiDg to the Tfle File name iû the locâl directory
extensioos table ert¡y record 138 (Step 5390).Add one to the
g-rooÌrÌing delete couìt in tlìe Tfle Fiie registry eùtry recold
140 aûd add the pathDarne to â list offiles selected for deletion
(Step 5392). IfIlrc grooming delete coùnt of the Tnle ¡ile
registry erìtry record 140 is eqÌÌal to the use couù1 ofthe True
¡il e registry entry ¡eco¡d 140, âùd ìf the tlrcre are Do entries in
tlìe dependeDcy list ofthe True File registr_v eDtry record 140,
then add tlæ size of the file indicated by the True File ID and
or cornpressed file ID to the totâl âÌnoùnl of space freed
durirg gIooDrirg (Step 5394).

16. End Grooùing
This groomiDg meclËnism ends the grco¡¡ing phâse ând

rerÌìoves all files selected for rernoval. witb reference to FIG.
25, for each file iu the lisl ofnles selected fo¡ deletiorÌ, delete
the fìle (Step 5396) aDd theD uulock the global g¡ooûirglock
(Step S398).

Operâting System Mechâ¡isms
Thenext ofthe ùìecharisnÌs provided by the pleseDt iùven-

tjorì, operâliDg syslerû nìeclìâùisms, are ¡ow described,
The followiug ope¡ating systen necharisms a¡e

described:
1. Open File;
2. Close Èilei
3. Reâd File:
4. Write frle:
5. Delete File or Direclory;
6. Copy File or Directory;
7. Move File or Directory;
8. Get File slatus: aùd

9. Get Files i¡l Djrectory.

1. Open File
A nrechânisùl lo open â frle is described \lith relereDce to

FICS. 26(a) aud 2ó(ó). T¡is rneclunisrn is giveo as inpul a

patluarne ând llìe type of access required for the fiÌe (for
extuùpieJ rcad, write, read rrite, create, etc.) and prodùces
eitlìer the File ID oftlle frle to be opeDed or ftr indicatioD tlüt
¡o file shoùld be opeDed. The localdirectory exterìsions table
record 138 aDd region table rcco¡d 142 associated ¡Ã'ìtL tlrc
opeDed 61e are associated q,ith the open file fo¡ later ùse in
other prccessillg fiìnctioß which refer lo dre nle, such as

read, write. aûd close.

First, determine wheiher or ¡lot the ùamed fi le ex ists locally
by examinilrg the locâl directory exteùsioDs tâble 124 to
determine whether dre¡e is au elìlry corresporìdi[g to fte
giver patlùame (Step S400). Iff is delerÌniDed tlìat tlrc frle
¡aûe does nol exist locally, then. usingtheaccess type, deter-
IrìiDe *heiher or rot the nle is beillg crealed by this opeìirg
process (steF s402). Ifthe file is ¡or being created, prclibir
tlÌe opeD (Step 3404). lf tlÉ file js beirg c¡ea1ed, create a
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zerolerìgth sc¡âtch file usiru! âlr eDlry iD local dilectoryexleD-
sioùs table 124 ard prodlìce the scmlclì lìle ID ofdìis scratch
file as rhe result (Step 5406).

If. où tlìe otherhand. i1 is deteûìÌined jn step 5400 that thc
5 file namc does exis! locally, then detennine the Ìegion in

whjch ihe file is locared by sea¡ch;ng the region tablc 12E to
find the rccord 142 wjth the longest region path wliclÌ is a
prefix ofthe frle path¡åme (Step 5408). This record identifies
dre region oflhe speci6ed 6le.

rô Next. determine using the access type. whether the 6le is_ 
beiug opened lor llritiug or uhether it rs beiug opened only
for re¿ding (Step 5410).lftlìe file is beiDg opened for reading
oDly, then, ifthe file js a scratch file (Step 5419), retun] llìe
scrâlch File lD oftlìe file (Step 3424). Otheiwise get the True
Name f¡oDr the local direclorv exleÌrsiors table 124 and make

l5 a local versiol ofdre Tne Fìle associated u'iththeTrue Name
using the Make Tnte File Locål p¡imitive ÌDechanism, aùd
thell retun tlle True file ID associated widì the Tnìe Name
(Step Sa20).

lfûìenle is Do t beìng opeùed for reading orÌly (Step 5410),
20 ihe[, lf it is detem¡ined by iNpecting tlìe region table entry

rccord 142 tlü( the frÌe is ìD a read-or y directory (Step S416),
theù prohibjt the opeoing (Step 5422).

Ifit is detelmined by inspectirìg the region table 128 that
dìe file is iD a caclÌed region (Step 3423), thelÌ send a Lock

25 Câche messâge to the correspondiDg cache server, ând wail
for a retunl ùessage (slep s418). IftlÌe rettun rnessage sâys
lhe file rs clrerdy locked. pmhibit the opning.

IfdÌe access type iDdicates thât the 6le being modified is
beiDg rewrìlten completely (Step 5419), so that the origiDal

30 data will not be ¡eqùired, lheD Delete tbe File usìDg tlìe Delete
File OS mechaDism (Srep 5421) a¡d perfonìì step 5406.
Odrerwise, ùake a scratch copy of the file (Step 5417) aDd
producethe scmtchôle ID oftlæ scmtch fileâs tlìeresult (Step
s424).

15 2. Close File
This mechanism lakes as iDpùt the local directory exleD-

sioß table entry record 138 of all opell file aDd the data
Duintailed for the opeu file- To cÌose a file, addaù entry lo the
âudìt file iÀdlcatiDtr the trnÌe alìd opemtioD (creale, read or

10 w¡ite). The aûdit nle processing (ùsiùg tlæ Process Audit File
Eltry pÌimrúve rnechaûjsrn) w ill take câle of as si¡Ììilatirg ùe
file aird tlìereby updating the otber lecords

3. Read File
,. To read a fiIe. a program nìrrst provide rhe o flset dnd lengdl
"' ol'the data to be read, a¡Ìd tlìe locâtiolt ol â bLriler inro wlücb

to copy the data reâd.

The frle to be ¡ead î¡om is ideuti fied by an opel file descrip-
tor wlich includes a File ID âs coÌnputed by tlÌe Open File
oper¿ting system rìecharüsm defi¡ed above. Tlìe File lD rûay

'o idenrifv eitlìer ¡ scnlch nle or :ì True Fi¡e (or True File
segme;ù.Ift]le FiÌelD ideDtifies a True File, it ì¡ay be either
a simple or a compound True File. Readilg a file is acco¡r-
p¡ished by rlæ followiDg sreps:

Ill flìe câse ùlÌere the ¡ile ID iderìtifies a scratch file or aj5 sìmple Tme File, use tbe read capabilities of the uùderlying
oPeÉtiDg systern.

ln Îlìe cåse where the File lD identifies a conpoùnd lììe.
break the read operation inlo one or more read operalions on
co¡ÌrpoDerÌt segÌnenls as follows:

60 A. IdcDtify the segûrent(s) to be readbydividing the speci-
lied file offset ând lerìgth each by tlÌe fixed size ofa segment
(a system dcpcndcnt paramcter), to determine the segment
rlurllbcr and number ofsegnìents dlat must be read.

El. For eaclì segnreût ¡runrber coùpùted âbove, do tLe fol-
65 lowingl

i. Read the compoùnd True File i¡dex block to detenlÌire
t1Ìe True NâDìe of the segmeDt to be read.
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ii. Use the Realize True File froùr LocatioD priDritive
¡necbalisnr to ûake dìe True File seglnent available
locally. 0f thât mechanism fails, the Read Fìle Drecha-
nisnl fails).

iii. Determiûe the File ID ofùe True File specifiedby dre 5
True Nanìe conespoùding to this segmeÀt.

iv. Use the Re¡d Filemechanism (recùsively) to read ùom
dris segmenr ilrto the coEespondiùg locatioÀ iû the
specified buffer

4. Write File ro
FiJe writing uses thc filc ID and data manageme¡l capa-

bilities of the underlyirg oper¿ ting system. File âccess (Make
File Local dcscribcd abovc) can bc dcfcrrcd until tlìc ñrst read
or write.

5. l)elete File or Directory rs

Thc process of dcletiûg a file, for a given pallnìamc, is
described here \r,ith reference to FIGS. 27(¿) alrd 27(å).

First, deterúìrre rhe local directory extensions lable enlry
record 138 and region table entry record 142 for dÌe file (Srep
5422). Ifthe file hâs no locâl directory exteùsions lable eniry 20

record 138 or is locked oris in a read-only region, prohibìt tlÌe
deletiolì.

Identiry drc corresponding Truc File given thc True Nåme
of the nle being deleted ùstug tlìe True File registry 126 (Step
5424).lftlìc filc has Do Truc Narììc, (Stcp 5426) tlìcD dclctc l5
the scratch copy of tlìe file based ou its sc¡atch file lD in the
local directory extensions table 124 (Step S427), aììd coD-
tinùe 'rrrth step 5428.

'If the 61e has a True Narne arÌd tlÌe True File's use courÌt is
one (Srep 5429), rlìen delere the Tnte File (Srep 5430), and ,o
corltiÌÌrc with stcp S42E.

If thefilelüs â True Nalrle arld tlæ T¡ue File's ùse coùùt is
grcatcr dìâD one, rcduce its usc coùnt by oDc (Stcp 5431)
TheD proceed wifi step 3428.

lri Step 5428- delete tlìe locâl directory exlerìsions tâble
eDtry record, aùd add an eùtry to the a dil file 132 indicatiDg 35

ihe time alld the oper¿lio[ perfonned (delete).

6. Copy Fiie or Directory
A meclìarisù is provided to copy a nle or directory given

a source and desrinâr;on processor âDd pârhname. Ihe Cop¡ ,^
File nrechaìisD does Dot aclually copy the dat¿ i¡ the ñle. -
orìly the True Nameofthe frle- fhis mecharìism is perlonned
âs follows'

(A) Givel the sou¡ce patl! get the True Naùìe f¡om dre
path. lfthis slep lails.lhe mec[anrsur [ails.

(B) Giveû the'l'nle Nanle ard tlìe destiûâtion padr. link the a5

destiùatioû paih to dre True Nane.
(C) If úe source and destimtioll processors have diflerenl

True File registries, find (or, ìfnecessary, create) an e¡ìt¡y for
the T e Name iù the T¡ue File registry table 126 of the
deslinâtiol processor. Entel inLo the source ID field oI thìs 50

llew eûÍy the sou¡ce processor identity.
(D) Add an entry to drc audit file 132 indjcatiùg tlæ tiùe

âDd operatio¡ performed (copy) .

Thìs mcchanism add¡csscs capability of thc systern to
avoid copyilg dalâ from a source location to â destirìâtion 55

locatioD ùlrcn the destilìâtion already has the data. h addi-
tjo¡r, becaùse of the âbilily to freeze â directory this ûìechâ-
rìism also add.resses capability ofthe sysrem i[xnedìâ(ely to
Ðâke a copy ofalry collectiorì offiles, tlìereby to suppof aÌ1

efrcieDt velsion control mechadsms for groùps offrles. 
60

7. Move File or Directory
Amechâûism is desc¡ibed wbch moves (orrenames) a Iìle

from a sowce patlÌ to a destinatiolÌ padÌ. Tlìe Dove opemtion,
Iike the copy operatiou, rcquires Do actual lraDsfer of data,
and is performed as follows: ó5

( ) Copy drc file from the soùrce pâth to the desriùation
path.

22
(D) IltJre source path is diIïereDt lroDÌ thedestinatioD path,

delete ûe soùrce path.

8. Get File Status
Tlús urechalism takes a file patlDane Ðrd provides infol-

mâtion about the pathn¿me- Fi¡st ûe local directory exteû-
sioDs table eDtry record 138 collespondiDg 1o the pathname
gìr,en is fourld. Ìfno such entry exists, then this mechânism
fails, oiherwise, gatlìer i¡formation about the file and its
corresponding True File frcm the local directory extensions
table 124. The information call include âny inio¡matioD
shown in lhc dâta slructurcs. including úe sizei type. owner-
Trùe Name, soù¡ces, time oflast access, time oflast modifi-
catioìr, stale (local or ¡o1, assimilated or not, compressed or
Dot), ùse coùn1, expimtion dåte, and reseñ€tions.

9- Get Files in Djrectory
This mechanism enume¡ates the frles in a directory. h is

used (j¡Ìplicitly) wheDever it is necessâry to determine
whether a fileexists (is preseú) in a directory. For instance, it
is inÌplìcitly used in the Opeû File, I)elete File, Copy File or
Directory âûd Move File operating system mecha.Disms,
because the files opeÉled où are refered to by patlìnames
coùtai rìg direclory Dames. The mechaûis¡û wo¡ks as fol-

The local directory exte¡sioûs table 124 is searclrcd for âÂ
cntry 138with tlìe giveDdirectory patb¡ame.Ifno suclÌ entry
is fourd, or if the eDtry foùnd is r1ot a directory tlælt this
mcch¿lììsm fails.

If there js a corlespondirlg T¡ue File freld iD the local
directory extensions table record, then it is assumed that the
True File represeDls a frozen directory. TlÌe Expatrd Frozel
Dirccto¡y p¡imitive mechanism is ùsed to expâùd theexistillg
True File iùto directory eùt¡ies in tlìe local directory exten-
sioDs table.

FiDally. the local directory exteùsions table 124 is agaiD
seârched. Ûis t¡me to nnd each directory subordiDate to the
gi\,elÌ directory. Tlìe names fould are pÌovided as the rcsult.

Remote Mechadsms
Tlìe renote rDeclìanisms provided by the preselt invention

are now described. Recall tlMt reùote meclla.¡ìisms a¡e used
bylheoperatiD8 system in respo[dDgto requests from other
processo$. These ûìeclìarìisms eDâble tlìe capabilities ofthe
present iweûtion jn a peer{o-peer Detwo¡k mode of operâ-
tioD.

lù â pÉsently prefefl:ed ei¡bodinìent, processoß coÌÌ¡mu-
nicate with each other usìng a remote p¡ocedùre cåll (RPC)
style iDterface, nùùìirìg over one of any number of coùrmu-
nicatiolr protocols such as IPX/SPX or TCP,4P E€ch peer
processor wlìiclÌ provides access to ils Trùe File regis|A 126
or file regions, or which depends oD a]lotlÈr peer processorj
provides â ûùmber ofmechanisEs whiclÌ caD be used by its
peers,

The followirÌg reûlole ûìeclìaüsÌ¡s are described:
1. LocateTrue file;
2. Reserve True File:
3. Request True File;
4. Retire Tfte File;
5. Câùcel Reservâtio¡;
6. Acquire Tnre File;
7. Lock CaclÌe;
8. Upd¿te C¿che; and
9. Check Expiration Date.

1. Locate T¡ue File
Tlìis mechadsD âllows a ¡emote prccessor to deterrnine

whetlÌer ihe loc¿l processor conta s a copy ofa specific True
File. TlÌe meclÌarism begins with a True Nâme a¡d a flag
ir1dicatir1g whether to forward reqì]ests lor this file to other
servers. This meclìa¡islìl is ûoì¡/ described wiih refererce to
FIG,28,
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Fi¡sr delemìine iI the True File is availâble locally or if

ihe¡e is soùe indicatioù of whe¡e the True File is located (fot
exanple, irlhe Soùrce IDs field). Look up llìe requested T e

Name jrì rhe -frue File rcgistry 126 (Step 5432).
lfâ Tn]e File registry entry ¡ecord 140 is not found for this

Truc Namc (S1cp S434), a¡rd thcffagindicatcs that the requesr
is nol to be forwarded (Step 5436), respond negatively (Step
S43E). TìÉt is, respond to the cffcct that the True Fjle is nol
availâble.

ODe the other lu[d, ifâ True file registry eDtry record 140
js ûol foùDd (Step 5434), ard dìe flag indicates that the
request fo¡ this True File is to be forwarded (Step 5436), then
forwârd â request fo¡ tlìis True File to soùe otlrc¡p¡ocessors
iÌì the system (Step 5442). lfthe soùrce table for the current
processor identifies one or more publishirÌg seryers which
should have a copy oftlÌis True Flle, then forwârd the request
to each ofdrose publishing sewers (Step 5436).

If a True FiÌe registry ently ¡ecord 140 is found fo¡ the
required'ì'n¡e File (Step 5434), ând ifthe etrtry inclùdes a

True File ID o¡ Compressed File ID (Step 5440), respoûd
posirively (Step 5444). ff dìe entry inclùdes a True File lD
theD ùis provjdes the ideDtity or disk iocation ofthe actual
plìysìcal reprcseltation ofthe file or file segEìetrt required. lf
the eDtry i¡rclude a Colrpressed File lD, dìerì a cornpressed
versioD oftlìc True Filemay be stored iNtead of, o¡ iû addi
lioD 10, ârì uncoùìp¡essed version. This field provides the
jdentity ol-the âctual represeùÎa1iorì ol the cornpressed ver-
sìoû of the fiìe.

If tììe True File registry eDtr,v record 140 is fouùd (Step
5434) bùl does notincludeâ True File iD (the File ID is absent
ifthe actlìalfile is nor cu,lently present attl]e cur¡ent location)
(Stcp Saao), and if the Trùe Filc regislry entry record 140
j¡tclùdes one or nÌore soùce processorsr and if dre request can
be forwârded, then forward the request for this True File to
olle or llìorc ofdre soùrce prccessoß (S¡ep 5444).

2. Reserve Tn]e FiÌe
This mechanisrn allows a rcÌùote processor to ilrdicalethat

jt depends o¡ d1e local processor for âccess to â specific True
File. It takes a True Name as ìDpui. This mechatlism is
desc¡ibed here.

(A) Find tlìe True Fileregistry entry ¡ecord 140 associated
with the giveD True File- Ifno entry exists, reply [egatively.

(B) If the Tnìe File registry entry record 140 does ¡ot
iDclude a Tme File ID or coÌnpressed Fiie ID, aDd if ¡e True
File registry entry record 140 includes Do source IDs lor
removable storage volùnes, then this processordoes not have
access to a copy ofthe given Iìle. Reply tregatively.

(C) Add ¡he lD of the sendiùg processor to the list of
d?endent processoß for the True File ¡egistry enty record
140. Reply positively, with âD iDdication of whether the
rese¡ved Tnìe File is on lirìe or off lìne.

3. Reqùesl True File
This nrecha[ism allows a rcmote processor to rcqùesl a

copyofå Tnìe File froùr the local processor. lt requires â True
Name arÌd responds positively by seÌlding aTrue File back to
dìe reqùesl jùg proces sor The ùrecha¡x s¡n operates as follows:

(A) Fjrìd the T¡ue Fileregislry e¡try record 140 åssocialed
wilh Lhe given True Name. If there is no sùclì True FiÌe
regislry cntr) rccord 140. rcpl) negätivety.

(B) Mâke the True File local ùsing the Make Tnìe File
I-ocâl prinlilive mechanism. If this mecha[isìn fails, the
Request True File echanism also fails.

(C) Send the localTnle File il1 either lt is ulco¡ìrpressed or
coorpressed fomr to the reqlìesljng ¡eûote processor. Note
tlìat ifrhe]'rue File is â coùlpound file, tlìe coDlponeùts ale nol
seùt,

(D) Ifthe remote fiÌe is listed in tlæ depeDdeÌrt process list
ol'lhe True File registry entry record lJ0. re¡nove it.
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4. Reti¡e True File
This mechalisrn allows a remote processor to iDdicate thât

it no loDgerplans to maiùmin a copy ofa given True File. A¡
altenÌate source of the True File can be specified, il for

5 iùstance, the True File is beiDg moved frorn one server ro
arcther. Ir begins witlì a Tlue Name, a reqìrestirÌg processor
ID, ard ao optional altemate source. This mechanism oper-
ates as follows:

(A) Find a True Name entry in the True Fìle registry 126. If
there is uo entrv fo¡ this T¡ue Name. this meclnniso s task islo 
compl"te.

(B) Find the reqùesting processor ol1 tbe source list aùd, if
it is there, remove it.

(C) If an altemate sorìrce is provided, add it to tlìe source
list for the True File registry enûy record 140.15 (D) Iftlìe soùrce list ofthe True File rcgistry e ry record
140 has no items iÌr it, use the Locate Remote File primitive
mechanism to sea¡ch for anorher copy of tlìe file. If it fails.

5- Cancel Reservârion20 
Thìs mechanisr¡ allows a rcnotc proccssor to indicatc tlút

il Do longerrequires access to a True File stored oùthe local
processor. It bcgins wilh a Truc Namc ând a reqìrcsti¡g prô-
cessor lD and proceeds âs follows:

(A) Find the True Narne enlry in the T¡ue File registry 126.
25 lfthere is no entry for this True Nalne, this nÌeclÌâDisr¡'s task

is complete.
(B) Remove thc idcntity ofthe rcqucstrÌÌg pmccssor from

tlìe list ofdepeûdeùt processoß, ifit appea¡s.
(c) lfthc list ofdeperìdent processorsbccomes z-cro andthe

30 use count is âlso zero, delete tlÌe True File.

6. Acquire True File
This mechâúsm allows a rerDoteprccessor to ìnsìst tbal a

local processorrùâke â copy ofâ specifiecl True File.Itisùsed,
for example, when a caclrc cÌient q,alÌts to B'rite through a uew

15 version of a Âle. The AcqÌr e Tnre Pile ÌDechanislu begirÌs
with a data item and an oprioDalTrue Nâme for rhe datâ iteù
alld proceeds as fol]ows:

(A) Co¡-6rm tlìât tlrc requestiììg processor h¿ìs the righl to
require dÌe local processor to acqùire datâ items.Ifnot, send

40 a negative rcply-
(B) Make a locâl copy oflhe dãta item tmnsnitted by the

remote processor.
(C) Assjmilate dìe dâla iterìl into the True File registry of

the local processor.

a5 (D) If a Tme Name was provided with the file, dre True
NaùÌe calcùlation caD be ¿rvoided, or dÌe nÌechanisnÌ carì
veriry tlút the frle received mâlches tlÌe True Name seÌrt

(E) Add an ertry iD the deperdeDl processor ljst of the true
ñle regislry record i¡dicali¡g that llÌe requestiDg processor

-^ depends on {his copy olìthe giverr lnre File.
'" 1F; Seld a positive reply.

7. Lock Cache
Tlìis ÌDechaÌ snÌ allows a ruDote cacÌìe clieDt to lock å

local file so llìal local users or olher cache clients carìnot
j5 change it wlÌile tlrc remote prccessor is usirÌg it. TlÌe meclÌa-

nisrn begins with a pathuame aud proceeds as follows:
(A) Fird the local directory extensiorìs table entry reco¡d

138 oflhe speciñed patlÌnâme- Ifno suclì eìÌÎry exists. reply
regâtively.

6¡ (B) Ifan local directory extensjons table eÌrtry record 138
exists and is already locked. reply Degatively that the file is
already locked.

(C) Ifao iocal directory exreDsioDs table eDtry record 138
exists ând is rot locked, lock tlìe eùtry. Reply posilively.

65 8. Update Cache
Tlìis mechaûism allows a remote cache clieùt to unlock a

locâl lìle a¡rd update it wilh llew coùrerts. It begiDs ìr'itlÌ â
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patluâme aDd a True Name. The 6le correspoùding to the
Tíre Name must be accessible from tbe rerDote processor,
This mechadsm opeÌåtes as follows:

Find the local directory cxtensioDs table eDtry record 138
corrcsponding to tlÌe given pathname. Rcply ncgalively ifno 5

- such entry exists or ifthe entry is nor locked.
Link the given pathname to tlìe given True Name u sirìg the

Li-Dk P¿th to True Na¡re primitive mechanism.
Unlock the local dircctory extensioûs tâble elÌhy record

138 a¡rd ¡etur¡1 posilively. lo

9. Geck Expiration Date
Re¡rm culreût or oew expirätion dåte and possible alter-

ùative sourcc to cailer

Background Processes and Mechanisms t5
The backgrouûd p¡ocesses ard mechadsnrs provided by

tlæ present invention are now described. Recall that back-
ground mecbaoisms are intended to run occasionâlly åndât a

low prio¡ify to provide autor¡ated ûEn¿lgement capabiJities
witll respect to dle present iÀ,entioD.

'Ihe fôllowing báckgrotùìd meclunisms arc describedr 2¡)

1. Mirro¡ True File;
2. Groom Regiotr;
3. Check for Expired Links;
4. Verify Region: and
5. Croom Source List.

1. Mi¡rcr TrLÌe Fi¡e
This mechanism is used to ensure that files are available in

altemâte loc¿tions iII mirror groups or archived on archival
se¡ve¡s. The meclìanisnì depelds on âpplicatiorì-specific a0

rnigråtioD,/archival criteria (size, tìllle siDce last access, ¡urn-
ber of copies requi¡eq number ofexistiDg altenìâtive sources)
which deten¡ine under what coDditioDs a file shoùld be
ùoved. The Mirror True Fjle nìechâoism oper¿tes as follows.
r¡sjrìg the True File specified. perfontt lhe followiDg steps:

(A) Count re ulunber of avâilable locatrous of tLe Inre
File by inspecting the sourcc lisloILheTrue Fileregistly enlry
¡ecord 140 for the True File. Tlús step determhes how nDrÌy
copies ofthe True- File â¡e avâilable in the system

(B) If lbcTrue File ¡¡eers lhe specified tnigratiou crileria.
select a mirror group serve¡ to tvhjch a copy olthe file sltould "''
beseùt.Use theAcquire True File rcmote ùechaùism to copy
the TIue File to the selected ùÌir¡or groÌrp server. 

^dd 
the

identity of dìe selected system to the source list for the Tnre
File.

2. G¡oom Region 
45

ftis ¡nechanìsmis used to aùtomatically free ùp space irì a

processor by deleting data ireD'ìs that may be available else-
r¡r'he¡e. The mecharism depeuds on applicâtion-specific
groomingcriteriatloriustârce.a ñleinaybererÌoved rfthere .n
is aD alternâte onl¡re source lor il, i1 lÉs iloi been accessed in -_

a given nulrber ofdays, and it is larger d'url a gì\'en size). This
Declìaûjsm operates ¿ìs follows:

Repeat the lõllowing steps (i) to (iij).rith more aggressive
g-rooming crìleria u¡{ii suflicient space is lreed or unlil âll
fuooruin! criteria have beel exerciJed. Use groo¡niûg iûfor- 55

¡lÌation to determine how muclÌ space lÌas beeù f¡eed. Recall
tlìaÎ, wlúle groornirìg is in eflect, grooming infoûlâtioÌt
jùcludes a table ofpathnames sèlecÈd 1o¡ deletior, a¡d keeps
track of ilìe amount ofspace thât would be freed ifall of the
ûles we(e deleted. 60

(i) Begin Grooming (using the p¡imitive mecha¡ism).
(ii) For eåch patlùìane iD the speciÂed regjoD, for dÌe True

Filecoffespo[di[gto the padúârlle, if ùe'I'¡ue Filersprese[t,
has at least one altemative soùrce: aDd meets applicatiolì
specific groomi¡g criteria lor the regioÌr, select tlÈ fiÌe fo¡ 65

reùrovål (ùsiDg tbe primitjve mechaDisrn).
(iii) EÌld Groollli¡ìg (usitg tlìe primitive ùeclÌaDism).
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If the region is Ìrsed as a cache, no otlìe¡ p¡ocessors â¡e

depe[dent oD Tnìe liles to wlúch it refers, alld all suc]Ì Tnìe
Files are ¡ni¡rored elsewherc. Ir this case, T e Files can be
removed wiù inpurity. For a c¿che ¡egiol, the g¡ooìniDg
crileriâ would o¡diD.arily eliminate the le¿sl receûlly accessed
T¡ue Piles fust. This is best done by so¡ting dre T¡ue Files in

re regio¡ by the most recent access lime befo¡e performing
step (ii) above. The applicatiot specific criteria would thu s be
to seleq for ¡emoval every True File encoùnte¡ed OeginJling
with the least recently ùsed) u il the required âmount offree
spâce is rcached.

3. Check for Expired Links
This mechar)isû is used to detelminc whcther depe¡ìden-

cies où publislÌed files slìould be refreslìed. Tle following
slcps dcscrjbc rhc operation olthis mccharúsm:

For eâch patllnâme iD the specified region, for each Tfie
File coretpondiDg to the path¡amc, pcrlon¡ tlìe following
steP:

lfthe True File registry cntry record 140 corespondiDgto
rhe True File contaiN al least one sourcewìichis apublishing
se er, and ifthe expirâtjoD dale où the dependenry is past or
close, theù perform the followiog sreps:

(A) DercrmiDe whether the True File regislry entry rccord
contains other soùces which hâve no! expired.

(B) Chcck the True Nåme expimtion of thc scrvcr. lf the
expjrâtion dâle hâs beeD extended, or ân âltenlate sou¡ce is
suggested, add the source to ûe True File registry €ntry
record 140.

(c) Ifro acceptable altemate sorrcewas foùnd iû steps (A)
or (B) abovc, rnake a locâl copy ofthe True Filc.

(D) Remove tlæ expircd soùrce-

4. Verily Region
This mechanism can be used 10 ensure tha! dre da ta iterìs in

the TnÌe Fileregistry 126 have rot been dar¡agedaccidertally
ormalicrously. The opeútion of this mechaúsm is described
by the followiÌrg s¡eps:

(A) Search the l ocal directory extcnsions tâble l24 fo r eâch
pâtlìrÌâùe in the specified regioû and theD perform the fol-
lowing steps:

(i) Get the Tnìe Filename correspondingto tlìe patbDaÐe:
(ii) l1'11Ìe lfle ! ile registry ertry l40 lor fie'In¡e l-ile does

not have a True File ID or compressed nle IDr ignore it.
(iii) Use the Ve¡ily True File mechanism (see extended

ùechanisnÌs below) to coDlìnn that tl¡e True Fìle speci-
fied is co¡rect-

5. Groom Soùrce List
The source 1ì$ iìr a True File e¡try slrcùld be grr:omed

sonÌetirùes to erìsrìre therc â¡e not too llìarly DÌi¡ro¡ o¡ a¡chive
copies. wlìen â frle is delet€dorwhellâ regioû defnitionor its
ùìrror cliteia are clìanged, it nlây be necessary to ilìspect the
affected True Files to determine whether tlære are too marÌy
rnirror copies. This can be dore with the followiùg sreps:

For each âfecred Tnle File.
(A) Search thelocâl di¡ectory extensioDs tableto find eâclì

region tlìal ref€ni to the True File.
(B) Create â set of "reqùired sou¡ces", irìitially eùìpty.
(C) For each regioû found,
(a) dete¡mirÌe 1lìe ÌuinoriDg criteria for tlïìt regioÌr,
(b) deteûriùe *'hìch sources Tor the 'l'rue File satisry dre

lnirroriDg criteria, and
(c) add these sources to ilÌe sel ofrequired sources.
(D) For each source ill tlìe True File registry e¡Ìtry, if the

soürceidentines a remote processor (as opposed to Hnovable
media). âùd if the soùrce is l'lot ¿ publisher. and if the sou¡ce
is ûot in the set ofrequiled soùrces, tlìet eliùinate dìe source,
and use the CäDcel Resedation renlote mecharlism to elimi-
ùate the give[ processor from rhe list of depeDdeû! prccessors
rccorded ât the reùole processor ideDlined by the source.
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Lxtcnded Mechanisms
Tlìe exteDded mechanistlìs provided by d]e preselt iDverr-

tion are Dow described. Recall tlìâl exfended lrìechaùisn)s mû
witlìin applicalion progËûls ove¡ Lhe operatiDg syslenr to
provide solùtiorìs to specific probleûs aùd âpplicatjons. 5

Tlìe followiDg extelìded rDecha¡úsms are described:
i. In\etrtory Exisling Directory;
2. lûvento¡y Removable, Read-oÃly Files;
3. Sytrcbro¡rize Direclo¡ies;
4. Publislì Regioû;
5. Retire Dir;tol; 10

6. Realize Directory at Locatjooi
7. Verify True Fiìe;
8. Track forAccounting Purposes; ând
9. Tr¿ck for Licelìsiûg Purposes. 

t5
l l¡Nentory Existing Direcfory

TIìis mcchanism determines the True Naùìes of 6les in an
existirìg onliùe di¡ectory in 1lìe underlying opeladng system.
oDe purpose of this mecharìisr¡ is to iùstall True Name
nìechaùis¡¡s j! ân exisriùg file system.

An cffcct of such ân inslallarion is to climinatc ¡nulcdi' 20

ately all dùplicate files fiorn ihe file system being traversed.If
several file systems are inventoried in a single T¡ue File
registry, dupljcates ac¡oss the volumes are also eli¡¡inated.

(A) Traveße the underlying file system in thc opcrating
system. Foreâch fileencountered, excl uding direc tories, per- 25

form tlìe followiùg:
(i) AssirÌilåte dÌe file eDcou¡tered (ùsirÌg tlÌe AssiNilate

Fjle primitive mechanism). Tbis process cornputes its
True Name and moves its datå into the T¡ue Filc rcgistry
126. io

(ii) Creâtea p¿ìtbname consistiÌìg ofthe path to the volume
directory and tlìe relâtive path ofÎlìe file on tlrc nledia.
Liû[. tli s path to ûe computed Tnte Name us ing the Link
Patlì to Tnìe Narne p¡iuitìve mechallisÌll.

2. lDvenlory Removable, Read-only Files '15

A sysreÌn lvilh access to removable, rcâd-oDly media vol-
ùûes (sùch as WORM disks aM CD-ROMS) caù create â

ùsâble irveDtory ofthe files oû these disks withoü lìavi[g to
ûlake orÌli¡e copies. Theseobjects ca¡l dìerl be used for arcli-
vâl pùrposes, direclory overlays, or other Deeds. An opemtor 40

¡Ìust ¡equest that an inveDtory be cre¿ted for suclì a volurne.
ftis mechâ isnì â1lows for nìaintaining inventories ofthc

contents offiles âlÌd dâtâ items orr removable media, such âs

diskcfes arÌd CD-ROMS, irdependeDt ofother properties of
the files sùch as Dâme. location, and d¿te olcreatiorl. 45

The mechârìisùì c¡eates aù oûliûe iùventory ofthe files on
o¡e or more reÌnovâble vollunes, such as a floppy drsk ot
CD-ROM, when the dÂtâ on tlæ vollìûe is ¡epresented as a
directory. fte iDYetrtory service ùses a True Narne to ideDtify
each file, providing awây to locâte the data iDdeperÌdertofits 50
ûame, date ofcreation, or location,

-fhe iDveDtory car be used for archivd ofdåÞ (making it
possible 10 âvoid ârchiving data wheù tlüt dâta is already oÌl
a separate volume), for groo[ring (making it possible ro
delete infrequeùdy âccessed nles ifùey can be letdeved frolù - -
removabÌe ;oll¡ùes). for version coutroì (uraking it possible 
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to gerÌerate a rì*: veßio¡l of â cD-RoM withour lìaviÌlg to
copy the old versìoD). arìd for other pùrposes.

The inverÌtory is made by creating a volume directory in the
rnedia invenlory in whicll each ñle named identi6es the data
ilenr on the volume beiÌg inventoried. Data items are not 60

copied from the removable volune du¡i¡rg ùe iûvenlory pro-
cess,

A¡ opemtof ÌÌrust reqùest t1Ìat âr invenlory be created for â

specifrc volume. ODce üeated, llÌe volurne directory caû be
froze[ or copied like ally othe¡ directory. Datâ ilems fronÌ 65

eitlÈr the physical voluùe or tlÌe voluÌìÌe directory carl be
accessed usillg tlìe Open File operatiùg systeùì mechadsm
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which will cause them to be reåd Irolll the physjcal volulùe
usirg the Realize True File from Locâlion primilive uìecha-
nism.

To creâte âû inventory the followi]lg steps are lâkeD:

(A)A volunle direclory in the media illventory is created to
correspond to dìe volÌrme beirg invenforied. Its co4texhÌal
Ì1ame ideotifres the specinc volunle.

(B)A source table eDtry 144 for the volume is crcated in the
source tablc 130. This entry 144 identi6es the physìcal soùrce
volu¡re and the volume directory created iD step (,4).

(C) The frlesysteù oll ùevolùrne ìs tr¿versed. For eachfile
encouûtered, excludirg directories, the lollowiùg steps are
takeù:

(i) TÌre True Name of the 6le is conÌputed. An en1ry is
creåted ir the Trìie Namc regjstry 124, including the
True Nâme of tlÉ file usiùg the priùitive ûechaûism.
The source field of the Truc Name registry cùtry 140
idenlifies rhe soùrce tâble entry 144.

(ji) A pâilÌrame is created consisting of dre path to the
volume directo¡y aÌìd the relative path of the file on the
nedia. This path is lirked to the conÌputed T¡ue Name
usillg Link Path to True Name primitive mechaÀisllì.

(D),^fter all files have been iwerìtoried, the volune dircc-
lory is frozen. TlÌe voluÌne dircctory serves âs â table of
co[tents for tlle volunrc. It canbe copiedusi]rg the Copy File
or Directory priDÌilive mechaùsùr to create åD "overlay"
directory whiclÌ carÌ llÌeD be rnodified, ùaki[g il possible to
edit a vinualcopy oia re¡d-orìly mediuru.

3. SylchoDize Directories
Gven two versiorìs of a directory derived froû the same

startiìrg poht. this mechanisrn creates a [ew, syìchrolìized
vercion which inclùdes the chåoges from eâch. Wlere a nle is
changed iD both versions, tlÌis mechaùislnp¡ovides a user exit
for hândlillg the discrepâÌrcy. By usi[g True NaÌnes, compari-
soûs are iDstantâneous, and no copies offiles âre necessary.

Tlìis mechânism lets â local processor synchronize â direc-
tory to accouDt for chaDges made ât a remote processor. lts
pùrpose is to brhg a local copy ofa directory up to date after
a period ofllo conunùDicâtiolì betweeû the local and re¡note
processor Such a period might occur ifdre local processor
were a rnobile p¡ocessor detaclìed froû its server, or if two
distâlìÎ processors were nlD independeùlly and updâted
nighrly.

An adval]iage olLhe described syllchrcnirarion process is
tlül it does nol depen<l on syncluonizing lhe clocks oI the
local and reùote processors . HoÞ evel it does ¡eqùire that the
local processor trdck its position in lhe remotè processor's
audit file.

This mechanjsrÌÌ does lrot rcsolvc clÌarÌges nÌadc simulta-
Deously to dre sarne file ât seveml sites. If that occùrs, an
extemal resolutioD rnechaùism sr:chas, fo¡ exaDplcJ operator
intervention, is reqùired.

'Ille DìeclÉnism takes âs iDpur a start tillle, a localdirectory
patlmarùe! a ¡erDote p¡ocessor Darle, arld a relnotc directory
pathranìe rÌanre, aìd it operates by the followj¡ìg steps:

(A) Reqùesl a copy oltl¡e audit file 132 from the remore
processo¡ using the Rcqucst Truc Filc rerÌlotc mecharÌisr¡,

(B) Fo¡ eåclÌ entry 146 ill the aùdir file 132 afte¡ the stâ¡t
time, if the entry indic¿tes å clMnge to a file iD tlìe remote
directory, perform tlÌe followiÀg steps:

(i) Compúe the patbnalrle of the correspoDding file in the
Iocal diectory. Determine the True Name ofthe cor¡e-
sponding file.

(ji) If the True Name of tlìe local file is dìe same as the old
TrueName iÀ the aùdit file. or ifthere is no local file aud
tlìe âudit entry i¡dicates a Ìrew file is being creare4 lil]li
dìercwT e Naûre in the audir nle to tlìe local patb¡ame
usirìg tlÌe Li¡li PadÌ ro Tnre Nâùe primitive DÌeclullism.
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(iii) Othe¡wise. Dote that there is a p¡rbleÌÌ with ihe syÍr-

clùoDization by se¡di¡g a nessage to lbe opemlor or to
a probleDì resolution p¡ogrâìn, indrcaliDg llìe locâl palh-
name, remote p¿tlìDarne, renrole processo4 ålld tìÌne of
charge. 5

(C) After syrch.roùization is complete, record the rime of
the final clÉnge. Tlìis lime is to be usedâs tlìe new stârt time
the next time this directory is syncluonized with the same
renote processor.

4. Ilûblish RegioÌl

The publish region meclìalrisü allows å processor to ollèr
the lìles iD a regioD to arry clienl processon ior a Ìimiled
period oftiure.

The purpose of tLe service ìs to eliùirlâte any ueed Ior 15

clieùr p¡ocessors to rnake reservatioûs with the publishirìg
processor 'llìis in tt¡rt ûakes it possible for dre publisliug
processor to seryice a üruclÌ larger ùuùber ofclierlts,

wlreD a regio¡ì is published, å.n expir¿tioD date is defiled
forall6lesintheregion,andìspropagatediDto thepubljslúng :0
system's True File registry eúry record 140 for eâch file.

'Wtren a renrote file js copied, for instance using the Copy
File ope¡ating system meclúùjsm, dìe expìration date is cop-
ied into llìe sorìrce fleld of the clieDt's Tnre File registry entry
record 140. \\4Ìen the sorìrce is a pùblislúllg system, no 25

depeDdency need be created.

Thc c Iicnt lmcessor 1ìrust occasional ly and r n backgrouûd,
cìÉck for expired links, to Drake sure il stilllus âccess lotlÌese
filcs. This is described in thc background mechanism Check
fo¡ Expired LiDks. 30

5. Retire Directo¡y
TlÌis mecbanism ¡¡akes it possible to elininate sâlely the

Tnìe Fjles fu a directory, or at leâst dependencies orÌ tlìem,
after eñuring that arÌy cÌieÌrt processors depending oÌÌ tlrcse 1{
files renove ùeir depeûdeùcies. The frles iDthe directory are

Do1 actuâlly delered by tlÌis process- Tl1e directory caD be
deleted witlì tlìe Delete File operating systeDì lÌleclaûis .

Tlle mechaùism takes Lhe paLhnânle of a grven directory.
anJ optionally. lhe idenlificälion ,..rI a pr<lenerJ allemale 40
sorrrce procesjor f\ìr ljlierìts lo usc. Tbc mecltanism Pcrfurms
the lollowing steps:

(A) Traverse the direclory. F-or each lìle iD the directory.
perform the lolìowilìg steps:

(i) Get the T¡ue Name ofthe file froDÌ its pâth and ñnd the a5
Trùe File registry enlry 140 associated wlth tlìe True
Nânìe.

(ii) Determi¡ìe an alteflâÎe soùrce for the True File. If the
source lDs fieÌd ofthe TFR eDtry incltdes the preferred
altemate source, thal is the alte¡rÌate soürce. lfit does 50
not, bùt iùcludes some otlÌer source, tbât is the altemate
soùrce. lf it contains no altemate soù¡ces. tlÌere is no
altemate soulce.

(iii) For cach depcndeÌrt processor iD thc TrucFile registry
cntry 140, ask tl)at prcccssor to rctire the True Filc. 55
speciryiDg aÌr altenlåte source if ollc w¿s dclcnniùed,
usiDg thc rerÌote nìechanisnl

6. Rcaljze Directory al Localion
Thjs meclürlism allows the user or opeñìling syslem lo --

force copies of files from some source locatio¡ to the True ou

File registy 126 at a give¡l locatjon. The purpose of the
¡lecha¡isr¡ rs 10 erìsure dlat files are åccessible iD the eveùl
dÌe soùrce locâ¡ion becoùìes inâccessible. ftls cân happe[
for iùstaûce if the source or given location âre oll mobile
compùteß, or are oD removâble mediâ, or if tlÌe Ilet\Ã,ork 65

cornectio¡1 to the source is expected to become unavailâblei
or jfdre source is beilìg retired.

30
This mechanism is provided irr tbe following steps Ior eâch

file i¡ì tlìe give¡ di¡ectory wiLh the exceptiou of subdirecto-
ries:

(A) Get the local directory extensiorìs tâble eDtry rccord
138 given the pathname of tlìe file. Get the True Name ofthe
local directory exte¡sioDs tâble enty lecod 138. This service
assi$ilates the file if it has ¡ìot already beeD assimilated.

(B) Re¿lize the co¡responding True File at the given loca-
tioù. This sen'ice câuses it to be copied to the giver locâtioû
from â remote svslem ff ¡emovabie media,ì0 '
7. Veriry True File

This mechanisú is u sed to verify that the dâÎâ item in â T¡ue
Fjle registry 126 is indccd thc correct data item given its True
Name.lls purpose is 10 guôrd agai¡st device errors, malicious
changes, or othcr problcms.

If an enor is fouùd, dìe systeü has the ability to 'heal"
itself by findiDg another soùrce for the True File witlì thc
give[ Da¡ne. It ùay âlso be desimble to verify that tlìe eÍor
lìâs not propagatcd to other systems, andto logtheproblem or
irìdicate it fo the co¡rputel operator. These details a¡e not
describcdhc¡e.

To veri& a datâ itelll Îhât is not in â T¡ue File registy 126,
usc the CalculâteTrue Name pimitive mechanism described

Thc basic mechanism begins with a True Name, aDd oper-
âtes iÌì the following steps:

(A) Fiùd fhe TnÌe File ¡egistry eDtry record 140 corre-
spoDdiDg to thc given True Name.

(B) If there i s â True File ID for the True File registry enty
rccord 140 then use it. Otherwise, indicatethat no fileexistsro
veri8.

(C) Câlculate thc Truc Name ofthe dâta item given thc file
lD ofthe data item.

(D) Confirm that the calcllâted True NanÌe is equalto the
givel True Name.

(E) Ifthe True Names âre nol equâl, tlìe¡e is an errcr ill the
True File registry 126. Remove dÌe Tnìe File ID from the True
fìle registry eÐrry record 140 and plâce ìt soÌnewhere else.

Indicate tlüt the TrueFile registry entry record 140 coDtaired
an error.

8. Track for Accounting Purposes
This nìeclìanism provides a way to k¡ow reliably which

fìles lüve been stored on â s:/stem or traùsDìitted from olle
system ro allother. The ùeclìaûism can be used as a basis fo¡
a valì¡e-based accounting system in which clÞrges are bâsed

on tlìe ideDtity oflhe data stored or trårÌsmitte4 r¿ther than
simply ol the number ofbits.

Tllis mecha¡ism allows the sysrem to lmck posscssion of
spccific dâtâ items according to contcnt by owDer, iudepen-
dentofthename, datc, orotlìerFmFefies ofthe data itcm, aDd
tracks the uses ofspecific data itqns âr1d files by content for
accounting pùrpo scs- Truc nâl¡es måke it possibleto idcDtiry
each file briefly yet ùniquely for this purpose.

TÉcking ùe ;denlities of 6les requires ûrâiùtâiniDg an

accounti[g log 134 ând processilg it for accouÌrtingorbilliDg
purposes. The nìechanism operates in the followi¡g steps:

(A) Note every tirlle a file js created or deleted, for iÌìstance
by monitorirìg audit enties i¡ the Process Audit !'ile EDtry
priùitive nlecharlisììr, Wlerl such an eve¡ìt is encoultered:
create al,l etrtry 14E in the accouûti[g Iog 134 that shows the
resporìsible paly alld ùe iderÌtity of tlÌe fiie creâted or
deleled.

(B)Every time a 1ìleis iruLnsrnjtle{ for instance when a lìle
is copied with a Request Tnle File rcmote mecharúsm o¡ an

Ac$ri¡e True File reùote ûechaûisln, create all effry iD the
accounting log134 thal shows the¡esponsible party. the idell-
riry olthe nle. aDd lhe source aud destiualion processors.

(C) Occasio[ally nl all âccourìting program to process the
accourÌtitrg log 134, dislribùting the ever s to tlrc accoùú
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rc.cords of each responsible pafy, TlÌe accoùDl records catl
eveDtually be suûùÌúrized for billirg purposes.

9. Trâck for Licerìsing Purposes
This mechalrism ensures tlìat licensed files are Dol used bv

un¡ut}orized paries. Tlte True Naùe provides ¿ stle way l; 5

identify liceDsed ûaterial. This service âllows prcofofpos-
session of specìfic files âccording to their contents without
disclosing their coÀtents.

Enforcing useofvaìid Jicenses can beactive (for example,
by refrrsing to provide access to a flle without authorizatioù) l0
or passive (for cxamplc, by creatìng a rePort ofuse¡s who do
not have proper authorizatioù).

C)ne possib]e way to perfonn license validation is to pcr-
fornl occasional aùdirs of employee sysaems. Tlle service
desc¡ibcd hcrcin rclics on T e Names to support such an t5
aûdit, as i¡ì the followj[g steps:

(A) lor each licensed prodùct, rccold iÌr the license table
136 the Tn|e Name of key files in the product (thal js, files
wlìich åre required in order to rße tlìe p¡oduct, and which do
roloccÌrrirìorherproducls)Typically.Iorâsoftwareproduct.,^
rhis would include the main execulable image and perhaps '"
other ùâjor files such as clip-af, scripts, or online help.,Also
record the identity ofeach system which is authorized to lìave
a copy of the file.

{B) Occasjolrally. conìpare llle conleDls ol'each userpro- ..
cessor âgai¡sr lhe license lable 136. For eacb True NanÌe iir _'

the license table do tlÌe foÌlowingl
(i)Unless the user processor is autlÌo¡jzed to have a copy ol'

tlÌe lìle, corìfum that the user processor aloes ùot luve a

copy oflhe file usitrg the Locate True File mechanism.
(ii) Ifthe user processor is found to have a file thar i is rot l0

autÌrorized to have, record the user prccessor aùd T¡ue
Nânìe iD a license violation table.

The System in OperatioD
Giveu lhe Ireclun;sn)s described above.lhe operaliorr of a ìr

rypical DP system eDployi¡E llìese mechaiisnÌs ìs now
descrjbed in order to denorNtr"te lìow tbe preserìt inventioD
neets its rcqùiremelts a¡d câpabilities.

lD operatioo, data items (for example, fìles. dâtabase
records. rnessages. dala segruents. dala blocks. direclories.
ilstalces of oblect classesÌ and lhc like) jn a DP system o0

employirìg the present i¡rventiol a¡e idendfied by substarì-
lially urÌique identilìers (T¡ue N¿ùres). the identifìers depend-
ing orì all of the data in tlìe datâ items alìd o¡ly on the alata jn
Lhe data iaems. The primitive mechânisms Câlculate True
NaÌne alrdAssjmilate Data Item support this property. For aûy 45

given dala ilem, usirìg the Calculate True Name primitive
nìechanism. a subslaDlìally ì.rllique idenliûer or Trùe NânÌe
for thât data ilem c¿uì be determined.

Fufher, iD operatioD of a DP system incorpo.¿liDg ûe
presellt i¡ventionj mùltipÌe copies ofdata ilems are avoided 50

(urless they are required for soÌLe ¡easou such âs backups or
mjÍor copies ilì a faùh-toleraût system). Multiple copies of
data items a¡e avoided even wlÌen mulliple naDìes ¡efer to the
same data ilem. Tlìe primitive ùecha¡ìis¡ns Assimilate Data
I¡e¡¡s a¡d New Tnre FiJe suppon lhis propeny. Usiùg dre .,
Assimil¿te Dala llem primitive mech isnÌ. iI a dala iterù
already exists iD the system, as iDdicated by arÌ elltry in the
Trùe Fiie ¡egistry 126, this existetce will be discovered by
ihis ÀreclÌanism, and the dùplicate dâta iteù (tlìe Dew data
ilem) w¡ll be elim;oâted (or nol added). Thus. lor exa¡nple- iI 

^
adala nle is beiDg copiedoulo a system from a floppydisk. if. Òu

based on rhe T¡ue Name ofllÌe dâta file, iÎ is dete¡mited that
the data file already exis ts in ùe sysreû Gy the same orsome
other naìùe). tlìer the duplicafe copy will not be iDstalìed. If
dre data item was bei¡g iùstalled olÌthe systeDì by some narne
oiher flìaù its current Dâùe. therÌ, usilìg the Li¡I( Paù to True úi
Name priùiiive Drechadsm, the other (or rrew) nane can be

li¡ked to ùe already existirÌg data ilell.

1t
I1l geDeml, the mechanisms of tlìe present ¡ÌventioD opemte

in suclì a way as fo avoid ¡ecreatitlg arì actual data iteÌ]ì a1 a

localion wlrcn a copy oflhal data itenì is âlreâdy preseìÌt at
(hat location. In the case ofa copy lroDr a flopp1' disk, tlìe dala
item (frle)may have to becopied (jnto a scratch ñle) before it
carl be detemriDed tb¿t it js a dup]icâte. Tlis is because only
one processor is iDvolved. OD the other lìand, iû a ùultip¡o-
cessor enviroùne¡lt or DP system, each processor has a rccord
ofthe True Nårnes ofthe dala items orì ùal processor. When
â data ilem is to be copied to anothe¡ locatio¡ (aDother pro-
cessoÐ iD rhe DP syslem. allllìal is necessåry is to examine
the True Naùe ofdre data iteù pdor to rhe copying. If a dara
ifem with the sarne Tr¡re Nanre already exists at tlæ destina-
tioD locatioû (processor), then the¡e is no Deed to copy the
dâta iteÌl'l. Notellütifa data jtem whiclÌ alreâdy exists locally
at a desti¡åtion locatior ìs still copied to the destinaliot
locatio[ (for example, because the remote systern did not
luve a True Name lor re data itern or becaûse it ar¡ives as a

streaDì ofuì-named dâtâ), theAssimilate Dâta IteÌu p¡irÌritive
mechaùjsm will preveú DruldpÌe copies ofthe dala iteDÌ froù
being cre¿ted.

Si¡rce the True Name of a ìarge data itcnl (a compoùnd data
item) is derived ûom alld based orÌ dre True Naùes ofcom-
ponents ofthe data ìtem, copying ofaD cntire data item cânbe
avoided. Since some (orâll) ol tlìe compoDenls ofa large datâ
itern may aiready bc prcscDt at a desti âtion location, only
drose coDìpo]leffs w1úch are DotpreseDl therc rìeed be copied.
This propcfy dcrives from the manner in wlicb Truc Namcs
are deterllìilled.

Wheu a file is copied by the Copy File o¡ Directory oper-
âtilg systern mechanisllr, oDly tlìe Tnìe Name of the 6le is
actually replicated.

w]ren a file is opeDed (using the Opeo File operating sys-
tern mecharìisù), it ùses the Make.l'rue File Local prirnitive
nechanism (eitler directly or ildirectly tlìrough llle Create
Scrâtch !-ile priÌitive lllecha sm) to create a local copy of
the fi1e. The Open Fìle operatiìg system mechallisDr uses the
Make True trile Local priDrìtive nreclìâÌrisÌll, ùlúc]ì uses tire
Reâlize True File liom Locatioìr primitive meclÌanism,
whicl\ intumuses the Request'lrue File renote rneclullisnl.

fte Request Tme File remote DÌeclìanisrn copies only a

s ingle data item from one processoÍ to arÌotlÌer. Ifthe da ta item
is a compoùDd file, lts componertl segments âre Dot copied,
only the indirect block is copied. The segDreDls are copied
only whe]l they areread (or othe¡wise needed).

Tlte ReadFile oper¿tingsystem nÌechanjsm âctually rcads
datâ. The Read Pile mechâDisr¡ is awâre oî compoùìd files
and indirect blocks, aìÌd it uses thc Rcaliz-c Trltc File frolll
Locâtion p¡imilivc nrccharìis¡¡ to make sure that colnponerÌt
scgrncnts are locally availablc. and thcn ùscs thc opemtiùg
system file meclÌanisms to reãd data lronì the local 6le.

Thus, wbell a cornpound file is copied ûoD] a re¡lote sys-
tcor, only its'lrueNaûe is copied. Wherl it is opelìed, oDly its
hdirectblockis copied- Wheu the correspondiùg 6le is reâd.
the required componer¡t seg¡Ìeùts are realized and therefore
copied.

hr operàrion dâta iteÌ¡s can be accessed by referelce to
tlìeir ideiìtitjes (True NaDres) irdepeDderÌt of their preseûl
location. Tlrc acftal data itenì or Trùe File co¡respoidiùg to a
giveldataide jner or True NanÌe may reside anylvlìere in the
system (that is. locally, re[rotely, offiiDe, etc). ìf â reqùired
True File is preseùt locally, theù the datâ in the file cal'l be
accessed. lf the data item is llot p¡eseÍ iocally, tlìere are a

ùùnbe¡ ofways itì which it ca¡ be obtaired from wherever it
is presetrt. UsiDg the source IDs field oftheTrue Fileregistry
table. the locatiou(s) ofcopies oftheTrLre File correspoûdi¡g
to a given True Name calÌ be detenl1iùed. The Realize True
File from Locatioû p nlitive lnecl'ÞÌÌisÌìr t¡ies to rDâke a local
copy of a True File. giveD its Tllle Name aDd tlìe llaûe of a

soùrce location (processor or ûedia) flìal may corìlâiD the
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True File. If, on llìe olher hand, for soùe reâson it is rÌot Flag or the source ÌDs, or by clìecki¡ìg which other processors

krown where there is a copy of the l'rue F ile, or if the pro- in the system have copies ofdre datâ itelll and then resewing
cessors identified in tlìe soùrce IDs field do not respoud with al least one ofthose copies

tlrc required True File, ihe processor requiring tlìe data ieûl In operatior¡ the system can keep track of datâ items
caomake a genemlrequestfo¡ ihedata itemusing the Request : regardless ofhow thoseitems are nameil by usen (or regard-
Trùe File renote nechanis¡¡ fiom all processors in the sys- less of whefher the data items even have Dames). Tlìe system

tcm that it c¿¡ contact- caIlålso tlack dala items lhat have diJlerent names (iû differ-

As a resùlr, the system provides tmmpare access ro ¿ny :ll 9: q YT:]9*t¡9n) as well as different data iteús tlMt_-,.'-, _--;- 
. -" have the same¡ame.Sincea data item isidentificdby dÌed¿tâ

dala llem by relerence Io lls oala loenlIIy, âno rooeÞeooent or
irs present locatjo¡r. t, i" r,L" ll:11"Y]19"t 

regard for the coulext of the data' the

In operatiotr, dâta items jn tÌÌe systeú cån be ve¡ified arìd Problems ofinconsistent naming in a DP syslem are over-

have tlreir i ntegri ty cbecked. This is lrom the manue¡ in wh jch '"ii'. . .". -_ ;_; - -- _ .. ln oDeralron. the system calt publis[ data iterns. allowirìglrue Names a¡e oelen¡r¡xeo. lÀts ctul Þe nseo Tor secur,ß
olher. Þossrblv anoûynrous. systerns in a rrerwork to gaiDptùToses, lor tnsþllce. to check lor vlruses aDo Io \¡eDIv fnat ' : .. . ':-- ; .- ",' _: ,. access to lhe data ilen¡sa¡ìdrorelyolLlheavailabilityoltlìesedâtâ retneved trom anotner locâIlon ls tlle oesteo. aDo i) _

dâra rlems. lrue Names are globally urrique iderrrifiers wlich
requesrco dala, I or example, ure syslemmrelìr sroreule r rue
Names ofatÌ execùtabte apptications ontlreÇ;;*d;iJrì :- b:,|:lli"hÍ :i*lv bv copvi¡re them For example' a

.. _ l ; .';.;__ _ 
user miÈht create a texR¡al rcpresenlalion ola file on systenìperlodcallyreoeIelmlnelnelrueNâmesoleacnolInese

' . ;; ., - - Awilh frue Name N(l-or i¡sta¡ce as a hexadeci¡lal srìDg).
appltcâ¡tolts toensureloat mey ll)ârctì tne storeo lrue l\ames
iriy cha'ge in a Tme Nuo," pot"otiutty ,ijiàiJ;;;täi; ,,, 'nd. 

pot:it of,u 
:o¡rputer 

bulletin boa¡d- A¡odrer user o¡
. i',--,':';r;-:. '" svstem B coLìld create a direclory entry F f or this True Name

te syster'n anoca¡ rìe rù nLìer Invesügareo, I lte venrv l(eetoD .i,
bacfground mecha¡ism aud the Või¡, r-" riË'Ë.ìà'iáãä Xlt ":l-".q'f'L|ú 

P"lhto Tnìe Name Primitive "''99ITî'3'" ..:"- ';::;': ::' (Ahemativelv aD application could be developed wLich hides
meclìâtusms provtoe Glrect stìppon lor uüs mooe or opem-
rion. The veriry Regior¡ *""1l"'nlr,n ;r u."dìo "iri"ã,riåürr" lh: Tf eNlT: 

{rom 
úe users, bùt provides the same pùblic

data irems in ihe Tìrre File registry have xot been damâged ,. lralìsler servrce )

accidentally or mâlicioÙsly. Tñe Vérify Tnre file ¡rechaúilu rr Whe[ a progranl orì systeÌn B atterÌìpts to open patlùanìe F

verifies thaì a data iteÐ iri a Tme Filè regisrry is iDdeed rhe liDkcd to l-rue Name N, the Locate Rerìote È-ile primitive

correct data iteû given its Trlle Naùe. urecharúsù would be used, and would use the Locate Tnre

oncc a prccessor has derennined where (rlÌar is, ar which l]l:IlT:lt lt-{î"'ì lo seârch forTrue Nârre N on one or
- - ., -_ r '.- ., _;; 

ùore relrÌote orocessors, sucb as syslen -4. lf system B lusouìer processoror localron) a copyor â oâta rrem rs lr'r ure ur:, - .__ lu access lo svsLem A, il would be able lo re¿lize lhe lrue Filesysrcm. rnar proccssor ùrgnr neco tllar orñcr. -: '"--*:' ' {usins tlÌe Realize lh¡e filef¡om Local¡on prinl;live orecha-
tocaüon ro ñeep â copy ot üar oâra ltem ror exantp¡e. a

processor mighi *a'tiá d"t"t" to"ut 
"opi"" 

åià"ìi-iìåi"" ,ã iTl,1"i ä,:l]:*ltv 'Altemativelv' svstem B could find
'make space aiaiiable tocally.¡hile krco,ine t;t t;;;;;l;;; 

-l 
rue Name N bv accessing anv publiclv availâble True Nallre

retrieving dre data from 
"o*"" 

h"." 
"1."|¡r'Ë* """¿ä. 

ìá ,rti. server' if the server could eventually forward the leqÙest to

eld tle s-ysrem ailows a processorto Reserve lând cance¡ úìe l' lystelrì q

reservatìou of) T¡ùe Files at ¡emote locatio¡s (usiDg tlÌlr . 
Clie¡ìls ofa_local server calì iDdicate that they depe[d o¡a

rernote rnechírism). hr this way tlÌe reùìote locations aã pur give¡ True F;le (usiùg the Rescrve Tme File ¡enrote nrecba-

on uotice ihat alotire¡ locâtioiis ¡elyilg orr the prese[ce of tìisn]) so tllãt tlle T eFile jsnol deleted from the server

the True File at their location. regislry as loDg as sorìe clieDt requires âccess to it. (The

A DP system employiDg rhc prcsenr jnvemion can be r¡adc 40 1:ll:: I^Î: -!t ::tt" mechânism is ùsed to indicale tlìat â

i'ro a tâuÌr-rolera systern uy prov:aing a cài;il*Ju;; client no longer 
'eeds 

a given True File )
redundanry ofdata items at rirúkiple loätions i llÌc systcln. A publishiDg server, or1 the otlìer haud, lrlay wâ¡ìt to pro-

Using the'Acqùire True File a¡d Reserve Tnre File iemote vjde âccess 1o ¡na[y clients, and possibly anotrymous oDes.

nreclianisms, á panicular processor can irnplemenr its own wilhoul ircùrdng tbe ove¡head oftrackiug depe¡dencies for
fon¡ of fauli-toieraùce by copying data iteins to other pro- 45 eâclì client. Tllerefore,¿ public sewel canprovide expiratioù

cessors and then resewinþ thËm diere. Uoweuer, thc sysìcnr dates Jor Tn¡e F iles iu jts ¡egjsr,v. Tlìis all ows client systems

also provides tlìe Mirror Tir-re Fìle backgrouud mcchanís,n to to sâfely nlaintajn references 19 9 Trug File on the prblic
mìnor (make copies) of tbe Tme File a-vailable elscwherc jn serve¡ The Check For Expired Lìnls backgrouùd mechânism

the systàm. Auy àegree ofredundaDcy (liDrircd by lhc nutnbcr âllou s the clieDt of a pùblishiùg serv€r to occasiorìâlly co!-
ofp.ocessors oiloútions in thesystem)can bc iinplcrrrcntcd. s0 firul that its dependeDcies oû tlle Pùblishilg server are safe

As a resuft, ihis iNeltion ùaiDtains a dcsircd dcgrcc or leve] In a variation of this aspect ofthe invcntion, a proccssor
of redùnd¿rc.v iì a Detwork of processors, lo prcfect âgai¡st tbat is newly corùìected (or recoDrected after some absence)
fai lùre of any pâ-rticular processor by ensu riùg tha t multiplc to 1lìe system can oblain a current vcrsion of all (or of nceded)
copies ofdatâ iteDìs exis! at difereDl localions. dátâ ir the system by requestiùg it from a se¡ver processo!.

ThedatastfuctutesusedtojmplelllentvaÌiousfeanrresand.. Any such F_roc^essor can serÌd â requesl to updatc or rcs,vn-

nÌechanisùs ofthis ilfention stõ¡e a va¡ietv ofusefulinfor- " cluonize ¡ll of its diectories (startiDg a1 a root directory),
Datior wlich caÀ be used, in co¡jurctiolÌ;ith rlÌe various silllply by ùsing the Synchronize Direclories exlended

mecharisms, to iDÌplement storage schenres and policies iù a ûechanism o¡r ùe needed directories.

DP system erûploying the inveûlion. Fo¡ example, the size. Usirìg the accouttiûg log or some other user proYided
age aÃd locâtiolÌ of a datâ irelll (orofgroùps ofdcta items)is -^ mechanism. a user can prove the existence of certaill dala
provided. This iìfonnatiorcaDbeused to decide lìow the data ou iteurs at ce¡tair times. By publishitg (iû â public place) âlist
items should be feated. Fo¡ exaÌrÌple, â processor ùray imple- of €ll True Names i¡r the s:/ste¡r on â given dây (or at some
ùìelìt a policy of deletilg local copies of all data iteûìs over a given time), a user call later refer back to ihat lisl to show tl]at
certain âge i f olher copies of drose data i fems are preseù a pârticùlar d ata ileû was present in the sys tem a1 rhe ú me ihal
elsewhere iû the system. Tlrc age (or variations ol.l tlÌe âge) call li st wa s prì blislìed. Sùch a mecha r¡i s LìÌ js usefu I i D tracki|rg. for
be deterNined using dre time oflast âccess or ùÌodincadon in 65 exarìple, l¿borâtory ñtebooks or the like to prove dates of
the localdi¡ectory extelìsiolÌs table, alld tlÌe prese[ce ofo tlÌe¡ co[ceptio[ of i[ve[tions. Such a üechadsm also permits
copies ofrhe dâra item can be detenni[ed either fiorn rhe Safe proofofpossessio[ ofâ data iteru at a panicular date âDd time.
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T1ìe accountilg log file can also track the ùse of specific
data itenN aûd nles by coDteDt for ¿ccountirìg purposes. Ior
inslance, aD information utility company caD deter¡nine tlìe
data idertities of data itenìs that are stored aùd trârsmifted
dÌrough its computer systemsr and ùse ihese ideììtities ro 5
provide bills to ils customeß based on tlìe identities of dìe
dâtå items beitrg t¿nsmitted (as defined by the sùbstântially
unique idertifie¡). The assig¡¡rert of pices for storing and
tansmitting specific True Files would be made by the iùfor-
malio¡r uliliry aDd/or irs dara suppliersi rhis iDlonìaLion ,n
would be joiued periodically willr úe infonnalion iû dre '"
accou¡rti¡rg log file to produce cuslonìer stalements-

Bâckiùg up data items in a DP system elnploying thc
prcscù1 invcntion can bc donc based oD tlÌe Tnic NaDles oldle
data ilems. By lråcki g bacl'-ups using Tn¡c NaDcs. duplica-
tion in lhc backups is prc\'cntcd. In opcralion. thc sysrern rr

ùâiotains a backup record of data idcntificrs ol data ilcms
alrcãdy backed up, and invokes the Copy File or l)irectory
operating system meclul1ism to copy only those datâ items
whose datâ ide¡ìtifiers are not recorded iù the bacLup record.
ouce a data item lìas beeD backed rÌp, it can be ¡estored by 20

¡etrieving it from ifs backup location, based on tlrc identifier
ofthe data jtem. Usirg the backup record produced by the
bâckup to identify ùe data item, the data item canbeobtained
ùsing, for exarnple, the Make Tfle File Locâl p¡imitive
ùeclürúsm. 25

lD operâtioÌr, the system can be used to cache datâ items
f¡om â server, so tlÌât oliy tlrc rllost ÌeceÀtly accessed data
ite¡¡s need be retaiûed. To ope¡ate ill thìs way, a cache clie[t
is configured to have a locaÌregistry (its cache) witha remote
I ocal Directory Extensions table (ftonÌ lhe cache server). 1ñ
whene\,er â nle js operìed (or read). rhe Local Directory -"

ExteDsions table is used lo ide[tiry Ìe True Narìe, ând the
Mâke T¡ue File Local primidve nÌeclüllism iospects the locai
registry. Wher the local registry already has a copy, ùe file is
âlready cached. OdÌe¡¡r'ise. the Locate True Fi¡e remote
rììechinisnr is used to ger c copy ofthe 6le. This nrechanis¡r lf
consults tlÌe cache server a.Dd uses the Reqùest True File
reùote ìneclìaÌisnì to rùake a local copf effectiveìy Ìoadrng
the cache.

The Grool'D Cache backgJoùrld rneclülism flushes tlÌe
caclìe, removing tììe least-receltly-used files froùr tie câclle 40

clìent's T¡ue Fileregrstry. Wìrile a file isbeìng nìodified or a
caclìe clieflt, tlÌe Lock Cache aÀd Update CaclÌe relllote
rìecharúsrDs prevent other clielts from trying to nìodify the
same file.

ln operation, when dre system is being used 10 cache dâta 45

herns. the problcnrs of nrainraiùing cache consisLency arc
avoided.

To acccss a caclle ând to fill it from its server, a key is
reqùired 10 idendry the data item desired. Ordinarilt tlÌc kcy
is a nanre or address (in this case. ilwouldbe the pâlhname of \ô
a fi le). lf the data âssociated witlÌ such a key is clÌaDgcd, thc' -

clieDt's caclæ becomes i[colsistent; when the cache clieût
relers to tlÌat nanÌe, it will retrieve the wrong data, In order to
mairtain caclìe co[sistency it is necessary to lìotify every
cljent imi¡ediately whenever a clÌarÌge occùrs on thc server, _-

By ùsirg alÌ embodirìÌent of tlæ present ilveutiol, the ))
cache key uÌrquely ideDtifies the dáta it repres€uts. \À'heD tlÌe
data associated with a ¡arlle charges, tlÌe key itselfchanges.
'lìus, wheùa cacheclieùt wishes to access tbe modlfied data
associated \ritlì a gjve[ file Daûe, it will use a new key (the
'I-¡ue Name of lhe ùeì¡r file) råthe¡ thâù the key to the old file 60

contelts in its cache. 
_lle 

clìelt will ¿lways request the cor-
rectdata, alld tlìe old data in its cachewjllbe eveùtually aged
aod fluslìed by the Groorù Câche backgrourìd ruechaúsm.

Because it is lìot necessary to jnuùediately nodry clieNs
wlÌen cha[ges oll the câche sewer occLrr. the prese¡l inveDtìoû 6J

Nakes it possible for a siDgle server to sùpport a nìuch la¡ger
nul¡ber ofclie s thâ¡lis otlrcnvise possible.
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ln opemtion, the systeù autom¿tically ârchives data itellìs

âs they are crealed or lllodified. After a lìle is created or
ûrodified, tlre Close File operatiùg system ùìechaùisrÌr creates
al'l âudit frle rccord. wlich is eventualiy processed by the
Process 

^udit 
File Entry p¡initive rùechaÌlism. TlÌjs mecha-

¡ismuses the New Trlle Fileprimitive ùeclìaDism for âny file
wlúcb is ¡ìewly created, which i¡1 tum uses the Mirror True
Fjle backgroutrd mechanism ifrhe True File is in a ¡ni¡¡ored or
arclúved region. Tlús mecha¡úsm causes oÀe or more copies
of tlÌe llew fìle to be üade orì remote p¡ocessors.

In opem tioD, the system can efficiently record and presewe
any colleclion ofdala items. ï¡e Freeze Direclory primilive
mechâùisrn creates a True Iilewlich iderÌtifies all ofthefiles
iu the directory and ils stìbordinales. Because tlÌis Tnte File
includes dÌe True Narnes ofits colrstituerÌts, it represeDts the
exact co¡rteDls oftlÌe directora t¡ee ât the lime it wâs f¡ozen.
The ûozelÌ dilectory can be copied with its compoDents pre-
se¡ved.

TIìe Acquire TILle File remote mechanism Grsed in miÌror-
ilrg and archivjDg) presefles the directory t¡ee srructure by
ellsuring thât âll ofthe coùponent segmeÌìts arìd True Files in
a compounddâta item åre actùally copied to a rerìote svste¡l.
Of course, lìo transfer is tecessary for data items âlready iû
drc regis[y ofthe rernote systeÌn.

Inopemtion, ihe systeù caD eficientlymâke a copy ofâny
collectiorì ofdâtâ items, to suppol a versiorl corìt¡olmecha-
llisù for grcups ofthe data iteÌlls.

Tlìe Freeze Directory prirnitrve DrechaDrsÀr is used to c¡e-
ate a collectioù of data items. The coDslilrìe¡t files alìd seg-
ments refè¡red to by d1e froze[ directùry a re nÉiDlai¡ìed in tÌle
registr)'. wilboùt aÐ, need to mâke copies of tlÌe corìstìtuents
eâcb tìme Lhe directory is l-rozeD.

Whe¡ìever â pâtb¡âùe is traversed, the Ger Files ill Direc-
tory operâting svstem rÌÌechanism is ùscd, âùd when it
encoùDters â liozeD directory. it uses the Expârd Frozen
Directory prinr¡tive nÌecllanisln.

A lrozen directo¡y can be copied froû oùe patlìname l(J

anolìrer ellìcrenlly, nerely by copyrDg ils T¡ue N¿me. The
Copy File operøting systenì mecllanism is used 1o copy a

IrozeD direclory.
Thus it is possible to ellìciently create copies of differenl

versions of â di¡ectory tlÌe¡eby creatiùg â rccord of its lis(ory
(hence â versjou control system).

ln operalio¡, the systeù ca¡r mai ain a local iûveùtory of
al ¡ the dâtâ iterÌÌs locâled on â given rernovable rùediunÌ, such
âs â diskette or CD-ROM. The i¡rventory is iûdependent of
otlÌer propenies ofthe datâ iterns such ss dÌeir llâÌne. location.
and dâte ofcre¿tion.

The lNeÀtory Existing Directory exteDded Ìneclìanisrn
provides a wa)/ to create True File Registry entries fo¡ all ol
tlìe files in a directory. Onc use of ris iûveDtory is as a way 1o

pre-load a T¡ue File regis!ry wiùbackup recold iDlòlmatìoD.
T1ose flles irì tlÌe ¡egistry (such ås previously iustaìled soft-
w¿-re) wlììch are otr the volumes invenloried need not be
bâcked up oDto otlìer voluDìes.

The Inve[tory ReDovable, Read-only ¡iles extelded
Drechadsm ¡ol ody detedÌìi¡es the True Naùes for the 6les
on the mediùù, but âlso lecords directory eNries for eachfile
irr a frozeD dr-rectory stflcture. By copying and mod ifying this
directory, it is possible to create âl,l oD line patch, or súâll
modiÊcation ofalr existirìg read-oDly file. for example, it is
possible 10 creâte âlì oDlire represeDiatio[ of a rnodified CD-
ROM, such that dre unrnodified files are actually on tbe CD-
ROM, aDd ouly the modified files a¡e o¡line.

Iù opemrion, tlÌe s]'stem trâcks possession ofspecific dålâ
items accordiDg to corÌtent by owner, indepe[delt oT t]ìe
ùanìe, dare, or other prope¡ljes ofthe data itenr, ¿ùrd tmcks the
uses ofspecific dâta iteùs al.ld files by coÀteff foraccorurtiDg
pùrposes. Usirg the Track for Acco untiûg Purposes extended
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mechallislll provides away to know reliably lvlìrch 6les lìave
been stored ou a systeû or trâDsÌìitted lrom one system to
anotller

True Naùes ir Relational and Object-Orierted Databases
AJthough the prelened embodirne¡t of t}is invenlion hâs 5

been pre€eÀted ilr the coltext ofa fi]e system, tlìe inventio¡ of
True Names would be equâlly valuable iû â relâlional or
object-oÌiented data ba se. A relationâl or object -oriented da!a -

base systenì using True Names would have sinÌilâr benefits ro
tlìose ofthe lìle system employing the inventiorÌ. For instance, to

such a dâtabâse would permit eficicnt elinÌiuarion ofduplì-
ca te records, sùpporI a cache for ¡ecords, simplify the Process
of Ìnaintâining cachc consistcncy, provide location-iDdcpcD-
dellt âccess to records, maintaiD aÌchives âud histo¡ies of
rccords, and synchronizc with distant or discoDDcctcd sys- t5
fems or databases.

The mechani sms dcscribed âbove can be casily modilìed to
serve iD such a database erNircnneDl. The True Na¡ìÌe regis'
try would bc used as â repository of databasc rccords- All
rel'erences to records would be vi¡ the Tnle Naure ofthe ,,,
record. Cfhc I ocal f)irecrory FxlcDsiorrs !ahlc iç arì examplc '-
of a piùrary index that ùses tlrc True Name âs the uniqùe
identifier ofthe desi¡ed recolds.)

In sùch â ¿lâtabâse, the operations of irsening, updating,
and dcleting records would bc irnnlcnìcntcd hy first assirni-
lâring records into the regislry. and then updcliug a f,rinì3ry 2'

key ildex 10 map tl]e key of the record to its coùteùrs by ùsiÌtg
tlìc Truc Nanrc ac a ¡oinlcr lo tlÌc conlcllls.

The mechâûisms described in the prefened enbodimeDt,
or similar mechanisms, would becnrployed in such â system.
These mechadsms could include, for exaDrpÌe, the mechâ- lo
Ìrisms for calculâtilrg truc Dames, âssinìilating, ]ocating, rcal-
izing, deleting, copying, and moving True Files,lor mirro¡ing
True Files, formajntaining â caclÌe ofTruc Filcs, for grooÌìl-
ìng Tnìe Files, and other rnechanis[rs based on the use of
substantially uDique iderÌlifrers- jj

'Wlile flle inventioìr Ìú s beeD descri bed in coruection willt
what is presently considered to bc thc most practical aDd
prefered enlbodillìeÌÌts, il is to be urìde¡slood that tlrc irÌven-
tioD js not to be lirnited io thc discloscd embodinlcDt, but on
tlìe corÌtrâry: is intended to cover various nrodificalìoùs and .-
cquivalelt áirangerncnts inclùded w;thintbe spirit and s"o¡e 40

of the appended claims.

We clairD:
1. A cornputer-impleDrented method in a syste whiclt

includes a [etirork ofcoùìpurers, the Dethod implemented ât 45

least itr paft by hardware conÌprisilg at ]east oùe processor,

the method comprisiùg lbe steps:
(a) at a ñrst computer! obtåhring a coìrteû-bâsed nanle for

a pârticular data itc¡¡ fronl a secoDd compùtcr djstinct
fronì the nrst computct thc conterll-based rame beiDg ,o
basedât least in par on â ftÌnctionofal lcast somc olthe
data which comprise dre coúe[ts ofdìe pâlicular dâtâ
item, wlÌerein thc functjon comprises a mcssagc digest
function o¡ ¿ h¡sh function, arld *terein two identical
data ilenìs will havc thc sâlne cotÌtent-based ÌÌamc; and

O)by lürdware iD coùìbination with soílware, a processor 55

at said first compùter âscertaiDiDg wlìether or not the
conteùt-based Dame for tlìe particùlar data heù corre-
spoDds to aDentry iù a database comprising aplùralityof
ideDtifie¡s; aÌrd

(c) based at least in part or said ascefaidrÌg ù (b), deter- ó0

ùinillg,¡/hether or ùo1 access to the particùlar dåta iteot
is anfhorized-

2. A lìlelhod âs recired irr clairn I funher courprisiug:
(d) basedâl least inparl ou saiddete ìilriÌrg in (c), caùsing

âccess to the particulâr daÉ itenì to be deûied wheùit is 65

detenined tlìar âccess to the paricular data ileù is rlot
authorized.
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3.4 melhodâsrecitedinclaim 1 whereiù tlìecoúenÎ.based

name for the particular data ilem was included iD a request to
access the particular d.atâ ilem, rhe request lìaving been
received frolll å particular requestor, and whereil said step (c)
of detenùining comprises: determining whetlìe¡ o¡ not the
paficular requestor is authorized.

4. -4 ùethod as reciled in claim J fuÍler comprisiDg:
if it is determined thât the particulâr requestor is tot autho-

rized, causing fhe pârticul rcquestor's request 1o

access the paficulâr alata iteûl to be denied .

5. A merhod as recited in claim I whelein said databâse
comprises a table or a list comprisiDg said plurâlity ofideD-
tifiers.

6. A ùetlrcd as recited i¡ clajm 1 wlìereil tlìe plu¡alit-v oi
ideltifiers iD the database are identifie¡s ofliceDsed coÂte¡t
items, and wlìerch the identifie¡ ofeâch licensed content item
is based at least inpârton ihe function ofat least some ofthe
dãta comprising llÌe licensed content itetn.

7. A mcthod as rccited iu claim I funher contprising:
(d) collectirìg information regarding the particulår data

itern.
8. A medrod as ¡ecited in claim ?, wherein dìe itfonnation

collected inclìldes at least olle ol (a) iûformation âbout which
data irems lìave beer stored on a computer; (b) iûfonnation
abour the conrent of tlìe particula-r data item, (c) itformalion
aborìr an ow¡rer of the pâficular datâ item, (d) infonnatio[
about â type ofparticular data irem, (e) iDforùìatioù aboul a

coDtextual Dame ofthe paficûlar data item, (Ð iDformation
aboùt wheihe¡ tlìe particular data item was copied; (g) the
coùte¡t-based name of the particular data item; (Ð iDfoIma-
tion aboul a¡ identiry of a rcquestor; (i) a times¡amp; (j)
ido¡matio[ aboùt ùhether drc particular dâtå item was cre-
ated; â[d (k) iDfonnatiorì about rvhedìer dre particula¡ dala
ileÌn was rcad,

9. A medrod as recited irÌclaim 7 whereiû at least sollle of
the ¡fomatiorÌ collected is mâilltaìned for accoùrfi¡tg o¡
billing pu¡poses.

10. A DÌethod as recjted in claim I Iìr rer colnprising:
(d) tr¿cking ideDtities ofdata iteDs.

L1. A method as recited in clâim 1 wherein the co ellt-
based Darne offlìe pdticula¡data item is based, at leâst inpart.
on a fr¡ùction of all ofthe dâta \r'hich comprise the coùtelts of
the paticùlar data ileDr.

12. A method âs recited in claiÌn 1 wherein the message
digest fuùctioÀ or hash fuùctiol1 is selected lrom the fÌìnc-
tiotrs: MD4. MD5. ard SllA.

13. A ì¡etlìod as recited in claim I wherein the contcnt-
based nanre ofthc paniculâr dâta item is a True Nâùrc ofthe
particular dâta iterìr.

14. A nethod as reciled in claim 1 vherein the particular
data ilem is selected from the g¡oup comprisirìg: a lìle, a

portior of a flle, a page iu memory, a digiral ùessage, a

porlioû of a digilal Nessage, a digitâl image, a poliolr of a

digital iûage, a video signal, a pofion ofa video signal, a¡r

audio signal, a porlion ofan audio signal, a software p¡oalucl,
and a polio¡ ofa software product.

15-,4. ùet!rcd as recited iD claim 1 whereitr at leasl sorìÌe
corDputeß malie up part of a peer-to-peer neF:¿ork of com-
pùters.

16. A method as reciled in clâiDr 1 further comprisi[g:
(d) authorizing access lo lhe panicular data item whel¡ i1 is

Dot deternìined ftat dìe data item is unautl¡orized.
17. A metlìod as reciled iì claim 16 wherein tbe aùthorized

access pemits copying oftlle pafjculardata iteù to o¡ from
at leåst oùe of tlìe computers in sâid ûetwork ofcoDrp¡rters.

18. A nìethod as ¡ecited ill clairn 16 wherein the content-
based nanÌe of tlrc paficular data item is ¡eceived at the fiIs1
computer aûd wherei¡- if i1 is l.lot determiled that sâid par-
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licular data item is unâutlìorized, access to ùe data item is
pennitted from at leastoDeofa plur¿lity ofcon1purers distinct
froù the first computer.

19. A ¡ìethod as recited in ciaiû 16 whereiD, if it is ¡tot
dete¡ùìirÌed ll'Þt access to said particular data jlern is urrau-
thoized, access to the data item is penritted fron¡ ¡role thaù
one ofâ plùâlily ofcomputers in the network of computers.

20. A computer-implemented method operable in â sys¡em
which iDclu des a plurality ofcomputers, the method compris-
ing:

conÍoÌliÀg distribulio¡ ofconle¡t ftonì a first computer ao

at least one other computer, in response to a request
obtailed by a first device in the system fiom â second
device iû the systeDì, the 6rst device comprising hard-
ware illcludirlg at least ore proces sor, the request includ-
fug at least â content-dependent name ofa pa¡ticììlar data
item, rlìe conte[tdependerìt name being based at leâ st in
part olÌ â fünctionofat least some ofdre data comprising
dre particlrlardâta item, wherein ihe frinction comprises
a ùessâge djgest ñuction or a hâsh fu¡rctio¡ì, and
u'hereiû rw-o ideûtical dala items will lÌave the same
conteDt-dependent name,

bâsed at le¡st iû paÍ o¡ì said coûteùt-dependert ¡ìaúe of
said paticùlâÌ data item- tlÌe ñrst device (A) permitting
the couteDt to be provided to or accessed by the at least
one other compute¡ if it is Ììot detenniæd tlìat the coll-
lent is u[authorized or uDlicensed, otlÌerwise, (B) ifit is
del€nniûed thât the content is ùnaùthoriz-ed or ùtli-
ceNed, ùot pendttirìg the coûtent to be pÞvided to or
accessed by dre at ¡e¿st orle other colrpùter.

21.4 computer-inplemeúedûethod iùplementedat leâst
ill pål by hardwale comprising one or more p¡ocessors, Lhe

ûetlìod co¡nprisirìg:

(a) obtaini[g a list of conte[t-dependeDt names, o¡e fo¡
each ofa plurality ofdata items, whereiD, for each par-
ticìrlar data item ofthe plurality of dâÎa ite¡Ìrs, the cor-
respo[ding conte¡t-dependent llame fo¡ dìat pa¡t;cùla¡
dala item is basedât leasr in part onå firlìctionofat least
sonÌe oftlÌe contents oftlÌe paficulardata item, wherein
the ñìnctiorl coDrprises a message digest flrùction or a

hash ñtnction, and whereiD two ideltrcal data ltems lìave
dÌe sar¡ìe conte¡t-dependeot name oûilrc listofcoflteDt-
depeDdenl names;

(b) receìvi[g at a first locatioq ârd fiom a second location
distinct fiom said fust locatioD, a conteÌÌt-depeùdent
ideDtifier cofiespondi-og to â particular data item, said
coùteùt-depe[de[t ideDtifier beirìg based at least iÌì part
on at least sorDe of tlÌe conteots of the paficular data
item;

(c) at sâid fi-rst locatio& by a plocessot in corùbination
with software. determinrng, basedat leastinpart ol1 said
co[teDt-depeldent identiÂer fo¡ said paticular dâtâ
item, and usilg said list of conteDt-depeldent llames,
whether a reqùestormay âccess the palicÙlar dãÎa iteDr;
aDd

(d) bâsed on sajd detenniûing i¡ì (c), ifit is detennined dËr
dre rcqùestor rìÌay Dot access the particular data item,
caùsing access to the panicùlâr data item to be deded.

22. A method âs rccited in claim 2l wlìerein tlle list of
content-dependent names comp¡ises â list ofTrlÌe Names of
authorized dâla items a¡d wherein the content-dependcDt
identifier of the particular dala itenì is a True Name of the
parlicular data itcm.

23. A )nedrod âs ¡ecited in claiù 21 whereiû at least some
ofsaid cornpùters rnake up part ofâ peer-ro-peer nefwo¡k of
compute¡s.
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24.4 compùter-iûpleûreDted melhod impleDìeDted at Ieast
i¡ part by hardware comprisirg oûe or ûrore p¡ocessors, the
metlìod comp¡isirg;

(a) ùsilÌg a processot receiving at a first compùter fro¡ì a

j second conrpùter, a requesl regarding a parliclìlar data
iteùL said request i¡cludi g at least a colteùt-deperìdent
¡ar¡e for the particular dâtâ irem, the contelt-dependent
name bejng based, at le¿st iù paf, ol1 at leåst a functioû
of the data iù the paficùlâr datâ item, whereh the dâta

_ ^ usedby dre function to detemìiùe the co[tent-deperìdentt' 
uame comp.ises at leâst some of the contend ofthe
pârticular dafa iteuì, wherein the functjoû that was used
conìpdses a message digest ft¡nction ora haslÌfunctioD,
ard whereiD rwo idellticaldata ite¡ùs will have tl]e sarne
content-depeûdent Dame; aûd15 (b) iD respoDse to said request:
(i) causj[g the content{epeûdeût Dame ofthe pa¡ticùlar

dåÎa iteÌn m be compaÌed to â plurality ofvalues;
(ii) lârdw¿re il1 coùbiûatiorì wjth sofrw*âre detennidng

whether or Ìlot access to the pa¡ticulaÌ dala jtem is
20 u¡autholized based où whethe¡ ihe content-depeD-

dent Dame ofihe particular data item correspolds to at
least one ofsaid plùâlity ofvalues, aod

(iii) bâsed or said determining ir step (ii), not allowing
the particùÌâr data item to be provìded to or accessed

25 by the second coûpùter ifit is determiled drat access
ro the particulardatâ item is ùot autlÌorized.

25.,{ ûethod as recited i¡ clåi¡n 24 fuíher comprisiDg:
ill respoùse fo said request:

(iv) allowing the paficular dåÎâ item ro be providedto or
,^ ¡ccessed by rhe secoDd computer iI it is not deter-
'" rìúned that access to tlìe panicular data ,ie¡Ì is urrìu-

thorized.
26. The rrethod ofclaim 1 wherein the coDtenFbased Darne

ofthe paficular data item is b¿sed oI1 â frr[ctioD ofouly the
dâta wlich comprise ihe coùte[ts ofthe particu]ardata item.

:15 27. The ¡ìethod ofclaim 20 whereiD ùe corltent-depelldenr
llallle of the particù laÌ dâ ta itern is bâsed o¡ ¿r function of only
tbe data comprising lhe pcrIicul¡r dâra ileûr.

28. The nrethod of clairn 21 wherein, for eaclÌ particùlâr
dåta ilem of rÌre plumlity of data items, the correspondjng

40 conteDl-depeDdeDl nar¡e for thât pârticular d¿Îa itenÌ wâs
determined a s å frillctionofoìÌly Îlìe co¡ïents ofrh¿t panicùia¡
data ite¡ìì.

29. T1le Ìnethod ofclaiÌù 24 wherein tlìe dala used by llle
íirnction to detennine tlÌe coùte[t-depeDderìt naìne of the

45 particular d¿ta ìtelll comprises only the coDtents ol the pâr-
ticulâr dalâ ilem.

30. Tlrc ùethod ofclåiùr 20 wlìereiD llÌe contenl-dependent
ùame of tlìe particùlar data itell] is based où a Íìrnctìon ofall
oflhe data comprtinp tLe paficulâr dara irerìr.

<ñ 31. The nìeùrod ol cla;nl 2l where;,r. lòr each panicular-_ data iLcm ol rhc plur¿lily ol däla ilems. lhe correspunding
coÌÌteÀÎ-depellderÌl name lor that paficu]âr ¿låta itelrr was
based on a Junctio¡loI all of tlìe co¡ìlents ol'dlål paficulardata
iteûÌ.

32. The ¡rethod ofclaiDÌ 24 wherein the data used bv the
55 functio¡ lo delennine the conrerìr-depeùderl nanre oî rhe

particÌrlar drìla ileÌD courprises of all ofthe colllel1ts of the
particular d¿ta item.

33.ÎÌe metlìod ofclaim l whcrcin thc hardwarc conÌpriscs
â prccessor ¿ìnd rlen)ory.

60 34. TLe method ofclaim 20 wherein lhe hardware co¡)r-
prises a processor a¡ìd nìe¡¡ory

35. 'fhe nìetlìod of claim 2l *hereir the ha¡drra¡e coor-
pnses a processor âlld rDeùory.

36. Tlrc method of claim 24 wlìerein lhe hårdrvâre com-
ó5 prjses a processor and ùremory.

3 7. The ùrethod ofclaim 1 whereil the hardrvare cotrprises
â coÌrputer.
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38. The ùethod of clairn 20 whereiD the hardware conl-
pIises a coùputer.

39. The method ofclaìm 21 whereiD lhe hardwåre corrì-
pdses a conlpÌÌter

40. The method oI olaim 24 rvlÌerei¡ì lhe hârdwâre coÌì' 5

prises a computer.
41. The method of claim l whc¡ein said content-bâsed

DaJne for said paljcular data item w¿s obtaiæd as part ofa
request to allow providing ofthe particula¡data jtcm to o e or
rìrore computeß i¡ìthe network ofcomputers, âldwhereiÀ dre 1l:l

determining itr (c) whether or ¡lot acccs s to dÌc paficu]âr dâ14

item is authonzed comprises:
usitrgatleast dìe co¡rtent-based ùârne ofthe pal1icular data

item alld info¡DìalioD in the database to determine
whetlær or not to allow tlìe pa¡ticulaÌ data item to be 15
provided to compùters in the nelwork of compììters.

42. Thc method of clåim 4l tufher cornpris¡ng:
(d) based at le¿ st in part oû said determinirg iD (c), causing

pe¡missiotr to provide the particular data itenì to corìl-
pulers to bede¡ied wherì jr is detennined that access ro,ô
dre particùlar d¿ta ileù is lþl aLìrhorized.

43. Tlæ method as in claim 1 whe¡ein:
tbe functio[ comprises a nlessagedigest furìction or a hâsh

function applied to at least some oftlìe data iD the par-
ticùlar data itenl to obtain a digital lìogerprint of dre 

".pâriicular data item,
44. The nrethod ofclâinì l wherein the corÌtent-bâscd Damc

for the particular dâfâ jfem comprises â digit¿rl fingerpriol of
the particula¡ data ìtem, ând whereiD eâch of thc pluraliry of
identilìers ìn dìe darabase comprises â dip.jrâl fingemriDt oI
Lhe corresponding data ilcrn.

45. The metlìod of claim l wherein. when ihe pâficùlar
data irem comprises a lìle or a pofiorì oIa file comp¡isirÌg an
aùdio sigDal, tlìe content-bâsed naùe of tlÌe parlicular data
iteù is a function ofat least sonre of re data conrpris g the 

^
audio siÉclâ1.

46. l he nredÌod as in claiû 1 ,rlæreill, wheD ùe particular
dâta item coüprises a fiÌe or â poftlon ofa file cor¡prisi¡g a

video signal, the coDteDt-based Ìla e of the particular data
iteû is a fiiDctio[ofat least solÌre of the datâ corìlpisirìg tlìe
video signal. 40

47. A r¡etlìod âs recited in clâirn I whereir, when it is no¡
determi[ed ìD stqr (c) that âccess to sâid pârticular dala item
is ùnaudlorizßd, provìding of the particùìar data itcn is pcr-
rnitted to or from onc or ûore computers iù the neNvork of
comPutefs. 45

4S.Amethod as reoitedinclaim 16 whereìn theautlDrizing
access to the paficùlar data item âùthorizes providìlg the
pa¡ticular dâlâ ilem Lo or from one or n]ore conpule¡s irÌ the
ùelwork ofcoûputers.

49. The metlìod of clåim 21 \ùheretu determrnirg in (c) 50

whether the requestor ¡llay access tlìe particùlar dâla itelll
comprises:

usiru at leåst the conte[t-depeldent ideDtifier of the pâr-
ticulardata itc¡n aDd the ljst ofconte¡t-dependeùt ûames
to deteûine whelher or not the requestor is ar¡thorized 55

to allow copyiug ofthc particulâr dâlâ ilcrn.
50. Tle Nethod o f c laiü 1 whe¡eiù deterùiniùg wlÌether or

ùol access to the pafticùlaralala item is aulhorized comprises
detennirìiug wlìether or Dot access to llæ particular data itenl
is not utrauthorized. 60

51. The methodofclâiDr l wherein the co[teDt-based Dame
for the particulff data iteìn correspoDds to all erÌtrv jD the
databasewhen ilìe coDteDt-based rìane for rhe paficular data
itemmatches oûe ofthephrr¿liry ofideùtifie¡s ilt the database.

52. The nethod of claim 1 whereiù said datâbâse ùÌâps ú5

each identifierofsaid plùali¡y ofidentiners il1 said dâtâbase
10 jùfonnâriolì rclâtiÌrg to â conespoùdhg dâta jtem.

42
53- A metlìod âs recited iù claiìn 1 furlhel coì¡prisiDgl
(d) pernittiDg at leâst oDe copy olthe paficùlar data itenì

to be distributed 10 or fioiD ât leâst one computer iÌì the
network when it is determiued (hat the palicular dara
item is not unauthorized.

54. The me rodol'cl¡im I luíher comprisi¡g:
(d)bâsedat leasf in part on said defermiûing jn (c), câusing

de[ial ofpermissioD for ât least one copy ofthe particu-
lar fileto be dislributed across ùe plumlity ofcomputers
in a ¡ætwork wheÌr it is detenùined that the file is Dot
aùthorized.

55. The ¡Ìrethod ofcÌaim 1 frúhe¡ comprisirg the step:
(i) by hardware in coûrbinatioû witlì software, detenniDirg

said coDleff-based name lor said particular dara ileù.
56. The melhod olclåin 55 furher coDrprising:
obtaini[g a copy of t]Ìe particùlar data item, alrd wherej¡ì

the step (i) detennines the conteDt-basedname usiÌìg the
copy of the particùlar dâta item.

57. The rnedlod olclaim I l'unher conprising:
obtaidng üe dalabase.
58. Tlrc medrod ofclâim 1 wlìerein the conterrFba sed ùame

lor said parlicûlardata irem is based, at leasl in p¿n. orì a size
or length ofthe palicular dâra item.

59. Tlìe metlìod of claim 51 wherein tbe contenl'based
Dâme for dìe pâficulâr data iterì coûespoùds fo an eùtry iìr
ilÌe database when the content-based IlâÌne for the particùla¡
data item exacdy ùatches oùe of the pluraliry ofide[tifren ilÌ
the dâtabase.

60. The ûethod ofclaiù 1 wherei¡ lhe dâtâbâse coìrÌprises
a table ora list identiryiùg data irenN wlìich may oûly be used
by liceDsed users.

6l . The rnctlÌod ofclajm 1 whcrcin lhc dalabâse comprises
a table ideD¡iryitrg IìceNe ì¡formation associated with datâ
items, and whcrcin lhc lâble is indexed ât leâst by tlæ ìdenti-
fie¡s ofdâta items.

62. The nethod ofclâim 1 rvhe¡eiD, wherein fhe database
colllprises a table coDtainiDg a plurality of records, and
whereiD a record offhe table reco¡ds a reiatiorìslip bet$,eel'l a

specrfic data rterìì a¡d useIs licensed to lave âccess to tbat
specific dala ileì¡.

63. The method ofclaim 1. whereiu tlrc plùmlity ofideù-
ti6ers in dre dâtabâse are idertifìers oflìcensedcontent iterns.

64. The nìethod of clainÌ 5 whereiD the ¡able or list identi-
6es conditiol'rs uùder wlìich ce¡tai¡r data itenÌs rìÌay be used.

65. ,{ meùod âs recited in claim I whe¡ein ¿ccess to said
datâ iteùl cornprises orìe ormorc of: (a) copyingthe dâta jtcDl

1() or fronÌ at leâstoneofa plurâlity ofconputers; (b) provid-
ingtlìe data item to at least orrc ofa plumlity ofcompùtcn (c)
reading tlÌe datâ itcml (d) copyiDg thc data jteñ; (e) distrib-
ùting dìe dâta ilem;(Ð rnodiiying thedata itcr¡; (g) storiDgthc
d¿ia item: (h) openirg the d¿tâ iÌcD; (i) publjshjùg thc data
irem; (i) writirÌg the data itenu (k) rnoving the data jtcm; and
(l) deletirg the data itcDr.

66. A systenr operable in a ùelwork of compute¡s, the
systern comp¡isiÌìg hârdware inclùding at leâst oneprccessor
to:

(a) obtaiD at a first cornputer, froûì a second coÌrÌpùte¡
distirÌct froû sard first cornputet a coüterìt-based Dar¡e
fora partr cula¡ data item, tlìe coDteDcbased lraûe being
bâsed ât least in pa¡t on a fuùctio¡ ofât Ìeast soDìe ol the
data wlúch coDprise the cotrtelìts of tlÌe particùlâ¡ dala
item, whereiù the fìmctioù comprìses a message digest
ñÌùctjoû or a lüsh furction, arld wllereitr t\ro ideDtical
d¿ta items will have the sar¡le coûtert-bâsed ùâlre; and
to

(b) âscertaiÌÌ whether or Do t tlìe content-based DaDìe fo¡ lhe
particùlârdata itetr'lcorresponds to an entry in adatabâse
coûprisiùg a pluraliry ofideutifrers; and to

(c) detemi¡e, based at least il'l pân on whetlÌer or Ìrot tlÌe
pâficulâr dâra iteD correspoDds to ân eûtry in a data-
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base, whetlEro¡ Dor access to tlìe data itelll is uDaulho-
rized at or by oæ or lÌlore coÌììpùters disliûct fror¡ tlìe
first co¡rìputer

67. 
^ 

syslenì operable in a uetwork ol compufe¡s, dre
systeDÌ comprisiûg hardware includì¡g at least one processor 5

tol
contol di stribulion of content f¡om a fust computer in said

rÌetwork, at a nrst compulet iIì response to a request
fiom a secord coûputer dis tinct fiom the 6rst compùÎe¡,
the requesl i¡cluding åt leasl a content-depe¡ìdent nanìe,^
ofa paticular dala item, the content-dependeDt nâme '"
beingbased at leâst i¡ palt on a function ofat le¿sf soùre
of the d¿ta coûprisi¡ìg the pa¡ticular data item. whereit
fhe fuùction conìprises a message digest function oÌ a

lÌaslì fìrnctioÌì, ârìd whe¡ein two idelltical data items will
have the same contellt-depeùdeDl ùame, aùd to t5

based at least in part on said contellt-deperdeùt tame of
said pârticùlar dala item, seleclively pennit dre coDtent
to be provjded to or from åt leâst one ollrcr compìrter if
providiÌg of tlìe conteut is ûor deterDi[ed to unaudro-
¡ized o¡ unlicensed. 20

63.Adevice operâbleinâ ne¡rorkofcompuleß, tlædevice
comprising hüdware ilcluding at least oûe prccessor, and
software, in combinatjorÌ with said llaadwüe:

(a) to obtâin a list of coûterÌt-dependent naÌDes, oue con-
tenl-dependenr name for each of a plùÉliry of data 25
items, whereiD, for each ofthe plùrâlityofdatâ itenN, the
correspo¡ìding content-depende llame fo¡ that data
iteû is b¿sed alleast ir pfft oÌì â fuDctioD ofat least some
of tlìe conteDts ofthat data i¡eùl wherejD tl¡e functiollis

. a ness.ge digesl lunclion or a hash functjol. ¡nd ..
u hereir Ñvo ìdènrical dala iter¡s hâve dle sameconlenl- ru

depeldeDt Dame;
(b) to rcccivc at å lìrsl locâtiorì, f¡onÌ â secood locatjo[

distinct from said fi-rst locâtioù, ân ide¡tifier for a par-
ticular dala ìlenìr

(c)to determìne, based at least jnpâlt orì sâid ìdentìfier fo¡ rr
said particùlar data item, alld usiDg said list of colÌteDF
dq)eldeDt Dames, whether a requestor ùay access dÌe
particulâr dâta iteù: aùd

(d) based åt least iD part on said detemìiùing, ifit is deter-
rni[ed that requestor may not access tbe panicular data 40

iteù, to cause access to ihe partìcùlar dâta item to be
de¡ied.

69. A systeN operâble io a ùerwork of coÌnputeß, the
systern coñprisjng hardwa¡e includitrg at leâsl â prccesso¡,
a¡d software, in combimtion wiû said hârdware: 45

(å) to receive at a first computer, from a scnoDd coùìputer,
å rcquest regarding a dsta item. sâid request i[cludingåt
lcast a conte¡l'dependeDt namc for thc dâta iterÌ, tlÌe
conteÌÌt-dcpcìÌdcntDamc bei¡lg based at leåst in part on a

fu¡ìction ofthe data in ùe data itcm, \rhcrein the data çn
ììscd by lhc funclion lo dctcnnìnc lhc conlcnl-deÍìcndcrrl 

''
rÌane comp¡ises ¿t le¿st some of the contents ofdÌe datâ
item, wherein the lìÐction tlút wâs used is a nÌessage
digest lulctioD or â lìash fullction, and whereiD two
ideú;cal data items will havc the saûe conlentdepen- 

5-derÌÎ rÌânìe; aùd
(b) irl respo¡se to sâid reqùesf:

(j) to cause tlìe coÍerÌÎ-depelìderÌl Da.Ilre olthe data item
to be coÌDpa¡ed to a pl!Ì.aljty ofvalues; and

(ii) to delenìriDe ifaccess to the dala itemls authorizedor
uDautlìo¡ized based on wheiher o¡ nol tlÌe content- 60

dependeDl name cofiesponds to aL least one of said
plurality o-l valrres, and

(iii)based onwhelhero¡not it is detenniDed ihat access
tothe dâtâ item is aùthorized or uûaùthorized, to alloñ
the dât¿ ìte¡ì to be provided to or âccessed by the 65

second computer ifit is not determlìed dút access to
the data iaem is uluuthorized.

44
70.4 coDìputer-jnrplemeDled ì¡elhod ope¡able iD a system

wlÌich iDcludes a Ìreßvork of computers, the systeD iDlple-
mented ât least in part by hardrvare inchrdiùg at leâst one
processor. the metlÌod conprising dre steps of

ill tesporse to a request at a first compuler, ffoù ano$er
computer, said request colìrpfising at leâst a conte[t-
based identifier for a particìrlar dala item, the come¡t-
based ideûtifier for tlle particula¡ data item being bâsed
at leâst iD part oD a give[ flìnctio[ ofat Ieast some dala
whichcomprise the coùtents ol rhe pafjculâl data iteü,
whereil the given luucrioÌr comp¡ises a nìessage digest
ora hash fi¡nction. aùd wherein tw*o ide¡tical dåla items
willhâve the saùe corìtent-based idetrine¡l
(A) lìardware in conbinado[ wjth software, detemri¡-

il'lg whether the coDteÌìt-bâsed ideûrifier for the par-
ticùlar data iteû correspoods to an eDtry in a database
comprisilg a plurality of coùtent-based ideffifiers;
and

(B) based at leasl inpart oD sâjd detenììi¡Ìing in slep (A).
sclc,ctivcly permitting the particulâr dåta itcm to bc
accessed at or by olre or llìorc cornputeß i[ tlæ rlet-
wo¡k ofcoù1pùters, sâid one or nÌore computcrsbeing
distinct from sâjd ñrst cornpùte.

71. Ä coDrputer-impleme ed ûetilod iÌnplemeDted at least
iù part by hardware cornpising ar least one processor and
soft*_are, iù combinâtioD with said hardware, the method
coùprisilìg the steps:

at a first locatioq by a flrst coùrputer,
(A) for a paficùlâr dâþ jtem, sajd panicula¡ dâta item

comprisilg a plùrality ofsegÌììents, for ât least some of
said plùraljlv of segûents, oblâilÌirg a correspoDding
co[tent-dependent segûeùl ideDtifier froDÌ aDother
corÌ'ìputer at another location, each said correspoûding
coltentlepe[deÌrt seg¡e¡rt identifier beiûg based, at
leâst il'l pârt. oD â give[ fùDctioD of ât Ìeast some ofthe
datå comprisilìg the correspondi¡g segÌnerÌ1, whereirì
sâid givel flìllction lor coùteùt-dependeDt segnÌent ide]r-
lifier ofal leâst one ofthe segrneDts coùprises at least a
message digest ñìnctjod or haslÌ ñÙ,lctiol.l, aDd wherein
tw*o identical segìretrÎs will llave the sanìe coûtent-de-
peDderÌt segûent identiner; alld

lB) hârdwârc in cornb¡nalior¡ $ ith soflwârc. ascclâinjng
whetlìer or not at least so¡ne ofsâid coúent-dependeÌrt
segment i dcDti ficrs lÉvc corrcsponding cntries in a dâta-
base comFrisirìg â plur¿lity of content-depeDdeDl rden-
Îificß: aDd

(C) based at least jnparl on said ascertâiriigin (B), selec-
tively pe¡nìtti[g access to lhepârticulù datâ ilemât one
or more locatioùs distinct from the fir$ location,

u'hereiû, when thepâlìcular alata ìteDì comprises a file or a
portiolofa file coNprisiDg an audio sig¡âI, thecoúeÍ-
dependent segmelt ideùtifìer olat le¿st olìe of t¡e plu-
mÌi ly ofsegìÌeùts for particular data iteù i s a fiùctioù of
at least some oftlÌe data courprisiùgtheaudio sigDal;aûd

whe¡ci¡l, wheû tlìe pârticular d¡ ta il€lÌr conlprises a lìle ora
porlioD oIa file comprising al'lvideo signal,lhe conteDt-
dependeût segìneDt identiÊer olat leasl one of the plu-
mlity ofsegments lorparticulardatâ item is a function ol
at leaslsomeolLhe datacomprising tlÌe video sigMl, and

whereir såid selectively penùitti[g access !o said paficù-
lar data item irl step (C) comprises one o¡ more of: (a)
selecrively pemitting coplng of úe data ilem to or
fronì at leåst oDe ofâ plurality ofcomputers; (b) selec-
lively permitting providing of the dâta itern to at leåst
o¡e of a plùrâlity ofconrputers; (c) selectively pen¡it-
tirÌg readi[g ofthe data itern; (d) selectively peruÌitting
copyirg ofthe data irem; (e) selectively penniftirg dis-
ribùlio¡ of the dâta item; (Ð selectively pennifting
modification of the data iten; (g) selectively pe¡¡nittilg
slorage ofthe dáta jte¡| (h) selectively penrìittiDg ope¡-
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ing ofthe dâta iteoÌ; (i) selectively pe¡rùittingpÌrblishiìrg
ofdre data iteÌìÌ; (j) selectively pennitting wnting the
data item: (li) selectively pellnittiûg moving tlÌe dalâ
item; and (l) selectiveÌy permitting deÌe1ing the data
item. 5

72. 1l1e method of claim I wlÌereiD step (c) comp¡ises:
detemidûg whether or not access to tle particùla¡ data

item is autho¡ized at ol by oùe or more compùters dis-
tinct from the firsl computer

73. Tlìe metlÌod ofclaim 20 wlrclein ahe fißt location is the lo
flrst compùter,

74. ftemethod ofclair¡ 20 ¡À,herein the second location is
the secoDd compulcr,

75. The method ofclaim 21 pherein t[É step (c) ofdeter-
¡rinirg takes place at said fi¡st locatìon.

76. The ruethod of cÌaim 21 whe¡eiu the first locatio¡ 15

receives tlìe content-depelderìt ideltifier froü tlle requestor.
77. TIÌe system âs i¡r clâim 67 whe¡ein the at least one other

computer is disajnct from the fißt computer.
78. The systerù âs in claim 63 lvhereh the identjner is

received a the fißt locatioD from dre requestor. l0

79. The system ofclaim 68 ùhereirÌ ¿ccess to tùeparticular
d¿ta item comp¡ises one o¡ D¡ore ol (a) copying ihe data item
to or from at least oneofa plur¿lity ofcomputers: ft)provid-
irg the dâta jtemÌo âlleâst one ofâ plùrality ofcoûpurers, (c)
reading dre data item; (d) copyjng lhe datå ireù; (e) distrib- 25

uting üe dâtâ item; (Ð modiiiùgrhedata item;(g) storing rlÌe
dâta item; (ll) opedùg úe datâ item; (i) pùblishiùg the dala
iteùr; (i) wdling dre datâ ìten; (k) nìovirg dre data item; aud
(l) deleriûg the data item.

80. The system ofclaim 69 whereiD l0
based on whelhe¡ ornol it is determined tbat access Lo the

dâta itenì is autlrcrìzed or ùnaùthorized, rlìe systern
allows tlÌe dâLa iteù to be provided to Llìe second conl-
pu¡e¡ fiorn the lìrst compurer il it is rrot deternrjned that
access to the data item is Lìnauthorized. tj

81. A device operabteiDa Def¡¡orkofconputers, the devjce
comprising hardware irÌcludiDg at Ìeâst one processor and
ùleDÌory to:

(a) rece;ve, at sâid device, from another dcvicc iD thc nct-
rvork, e contenl-based idenliner tor 3 Faficul¡r
scqucncc of hils. thc conlcnl-hascd idcntificr bcing a0

bâsedat least iDpart on â funcrio c)Îât Imst soùe of the
particular seqùc¡ce ofbits, v¡hcrcjD thc fùnction com-
priscs s r¡cssagc digest function ora haslÌ functioD, ând
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whereiD two ideùticâl sequeDces of bits will llâve the
same content-based ideùtner; aùd to

(b) coDpare the co¡rtent-based identifier of the paficular
seque[ce ofbits to a plulaljty ofvalues; and to

(c) selectively allow said paficular sequence ofbits to be
p¡ovided to or accessed by otler devjces dependhg on
whedÉr or ¡ìot said coûetrt-deperdent identifie! coÍe-
spoûds to oæ ofthe plurality ofvalues.

E2. The device ofclâim 81 whereiû the paticula¡ sequence
ofbits represent data selecled f¡om lhe group colÙprising: a

file, a portion ofa 6le, a page irì meúory, a digiEl message, a
porfior of a digital message, a digital inlage, a portion ofa
digital image, a video sigral, a potion ofa video signal, an
audio sigoal, a po¡iiol1of aÌl audio sigÉ1, a sorrw*arc prodùctj
alld a pofion of a software product.

83 . The method of clâi& I wl¡erei[ the coúeDtbased name
fo¡ tlÌe particula¡ data item comprises a ¡equest fo¡ the par-
ticular data irem.

84. The method of claiùr 24 wherein dæ request ¡egaÌding
tlle palticulaÌ datå item is a request for the particì¡lar data
ilem.

85. The system as iD claim 69 wlrcrein the request ¡egard-
irg the dala item is a requesr for the dâ1a item.

I6. A device operable in â network ofcomprìÎers, tlìe device
co¡¡prising luÌdwâreJ including at leâst one processor and
ùemory to:

(â) receive ât said device, frolll anothe¡ device iû the net-
work, a di gital ideùdner fora pa¡tjcular sequerce of bits,
the digilâl idertiûer beirg based, at least in part, on a
give¡1func tioù ofat least some of drc bits inthe particular
sequence ofbits, wherein the given fi.rrctio0 comprises a

message digest function or a hash fuDction, a¡1d wherein
two idenricâl seqùeDces ofbitswill have the sarne digiral
identifien arìd

(b) selectively alÌow the particuÌar seque[ce of bits lo be
provided to or accessed by otlìe¡ devices ìn the systen,
based at least iD pa¡t on whether o¡ rot dìe digifal iden-
tifiel for the particulâ¡ sequence ofbils correspolds to a
value iù ¿ plurality of values, eaclì of dìe plurâlity of
values bei[gbased, ât le¿st iù p¿ìrt, on the give[ functiolì
ofal least soÌne ofthebits in a corresponding sequence
ofbits.

87. A device as in clâim 86 wiìerein the device is a com-
pute¡.


