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1
METHOD AND SYSTEM FOR IMPROVING
CLIENT SERVER TRANSMISSION OVER
FADING CHANNEL WITH WIRELESS
LOCATION AND AUTHENTICATION
TECHNOLOGY VIA ELECTROMAGNETIC
RADIATION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of previously filed U.S.
application Ser. No. 11/540,637, filed Oct. 2, 2006, now 1.8,
Pat. No. 7,647,024 which claims the benefit under 35 U.S.C.
§119 of previously filed provisional patent application Ser.
No. 60/722.444, entitled “Online Mecthod and System for
International Tourism Business™ and filed on Oct. 3, 2005,
and also claims the benefit under 35 U.S.C. §119 of previ-
ously filed provisional patent application Ser. No. 60/787,
510, catitled “Intelligent Kiosk for Mobile Paymemt™ and
filed on Mar. 31, 2006, and also claims the benefit under 35
U.S.C. §119of previously filed provisional patent application
Ser. No. 60/832,962, entitled “Method and System for Global
“Telecommunication Transactions™ and (iled on Jul. 25, 2006,
‘The entire contents of these applications are hereby incorpo-
rated by reference in their entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally wireless communication
securily, and more particularly to a method and system (or
facilitating electronic communication of secure information.

2. Description of the Related Art

Wircless communication and network technologies have
advanced with an accelerating rate. How 1o integrate, apply,
improve, and manage wircless communication and computer
server lechnology advancement in industry and economic
development always remains a challenge.

Although network communication has become prevalent
in people’s lives, how 1o enable secure data transmission in
the global context with wireless terminals presents another
area of need.

SUMMARY OF THE INVENTION

The applications of pan or all the embodiments of present
invention provide improvement of secure data communica-
tion in industry and business. The potential increased effi-
ciency and profits generated are sustained by integrated infor-
mation across industry sectors, time, and networks.

By improving wireless communication security technol-
ogy and integrating wircless communication with remote
server functionality. this invention provides a method and
system to advance security and efliciency of data communi-
cation. The invented method and system have valuable appli-
cations in sectors ol'servers and computer software, logistics,
telecommunications, global trade, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

The figures depict, in highly simplified schematic form,
embodiments reflecting the principles of the invention. Many
items and details that will be readily understood by one famil-
iur with this ficld have been omitled so as 10 avoid obscuring
the invention. In the drawings:
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FIG. 1 is a schematic diagram illustrating the architecture
of an example of a system in accordance with the presemt
invention.

F1G. 2 is a block diagram illustrating an example ol Center
Control Server Modules in accordance with the present
invention.

FIG. 3 is a block diagram illustrating an example of a
wireless communication structure of a system in accordance
with the present invention.

FIGS. 4A-B are schematic diagrams illustrating an
example of an authentication process in accordance with the
present invention.

FI1G. 4C is a schematic diagram illustrating an example of
an NFC communication system in accordance with the
present invention.

FIG. 5 is a block diagram illustrating an Account Manage-
ment Server and corresponding functionality.

FIGS. 6 and 7 are functional block diagrams illustrating
processes in accordance with the present invention.

FIG. 8 is an cvent diagram illustrating an example of infor-
mation flow in accordance with the present invention.

DETAILED DESCRIPTION

The invention will now be 1aught using various exemplary
embodiments. It will be appreciated that the invention is not
limited to just these embodiments. It is and will be apparent to
onc skilled in the an that these specific details are not required
in order to practice the present invention.

FIG. 1 illustrates an example of a system architecture in
accordance with the present invention. The system includes
Center Control Server 200, which is connected 1o a wircless
HUB 320, Aunhentication Server 330, Location server 340,
Account Management Scrver 250, and user terminal(s) 460
through a network 100, such as the Internet. The wireless
HUB 320, along with Authentication Server 330, authenti-
cates user's identification through a short range Electromag-
netic (EM) radiation and provides the user with access to
secure data communication with a wircless terminal such as a
cellular phone or a PDA. The Center Control Server 200,
through various functional modules, manages the data flow
and coordinates the functions of the scrvers and user termi-
nals. User location information is sent from the Location
Server 340 and processed to initiate, accelerate, and optimize
the flow of information and corresponding processes.

Various aspects described herein may he embodied as sys-
tems, methods or computer programs. Computer program
embodiments may be stored on a computer readable medium
such as a magnetic disk. optical disk, non-volatile memory, or
other tangible computer readable media. Such computer pro-
grams variously include program instructions that are execut-
ablc by a processor to perform operations comprising thosce
described in detail herein.

Onc aspect of the invention implements a cellular network,
awireless personal arca network (WPAN) and wireless iden-
tification technology. Various technologies ane applicable to
this aspect of the invention, including but not limited 10 3G
technology for the cellular network; Zigbee, Bluetooth, or
UWB technologies for the WPAN; and RFID (e.g., NFC) for
the wireless identification technology.

The present invention facilitutes secure data transmission
through the wircless HUB 320. The wircless HUB 320 first
receives and recognizes a unique identifier corresponding 1o a
mobile terminal through a wircless connection. Once this
authentication is processed, the wircless HUB 320 cstab-
lishes a communication channel with the user terminal for
sceure data transmission. The data is routed via the secure
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communication channel to the Center Control Server 200 and
processed by the function modulcs.

FIG. 3 illustrates and provides a system process in accor-
dance with this aspect of the invention. In FIG. 3, the sccure
communication channel is separate from the short range wire-
less connection used 10 receive the unique identifier in order
to achicve a greater bandwidth. Altematively, the authentica-
tion and data transmission upon the completion of the authen-
tication can share a wireless communication channel.

‘The wireless HUB (WHURB) 320 is located in a public or
private location. For a public location, the WHUB 320 is
preferably housed in a kiosk. The kiosk may be located on a
street, or in an airport, shopping mall, or any location that is
perceived as convenient and likely to include user traffic. For
private locations. the WHUB 320 is preferably configured for
usage in locations like homes or hotel rooms. In these envi-
ronments, the WHUB 320 may be provided in a smaller
device such as part of a Set Top Box (STB).

The handsct 310 is cquipped with a tag that provides a
unique identifier that can be wirelessly communicated to the
WHUB 320. A preferred tag is a Near Field Communication
(NFC) 1ag 312. NFC provides short-range wireless connec-
tivity via KM radiation that uses magnetic field induction to
cnable communication between the devices. It has a short
range of a few centimeters, which is belicved to provide
security advantages for applications of this aspect of the
present invention. Although NFC is preferred, RFID or other
substituies can also be provided. The handsct 310 also
includes a WPAN transceiver 314, which allows an additional
communication channel between the handset and the WHUB.

The wircless WHUB 320 is similarly equipped with an
NFC reader 322, a WPAN transceiver 324 and a network
adaptor 326. The NFC technology accommodates secure and
amtomatic authentication and data exchange between the
NEFC tag and NFC reader.

The process of authentication may be based upon a Tag 1D
and password 002, The Tag 1D and password 006 are sent to
the authentication server, which then returns a notification
012 confirming authentication. Preferably, this authentica-
tion indicates whether the individual is who he or she claims
to be, but does not address the access rights of the individual.
The authentication server may reside within or outside the
WHUB 320. The authentication processes are further illus-
trated in FIGS. 4A-B.

‘The communication through the separate secure commu-
nication channel (¢.g., WPAN) is then established upon the
completion of authentication. The WPAN functionality is
used to communicate between the handset and the WHUB, so
that content related 1o a requested action may be securely
cxchanged. In this example, the requesied action is a purchase
request 004.

According 1o onc aspect of the present invention, the NFC
is uniquely associated with other information that allows an
appropriate action (payment, alen, elc.) o take place. For
example. when the system is being used 1o accommodate
mobile payment, the RFID tag can be associated with the
user's bank account. Further, both the WHUB 320 and wire-
less handset/terminal 310 are authorized by the Authentica-
tion Server 330. Once the devices are authenticated (i.c., the
WHUB is a genuine WHUB), a second secure communica-
tionchannel with more capabilities is established between the
handset 310 and WHUB 320. This allows the action request
and transaction information to be reliably transmitied
between the two devices. Once the user’s werminal 310 is
associated with the user’s bank account, the WHUB 320 can

10

20

30

35

40

45

S0

55

60

65

4

perform the functions of an ATM for the user to manage his
bank account (c.g., depositing or withdrawing money from
the user’s bank account).

A communication of the second secure wireless connec-
tion or both wircless connections can implement a WPAN
transceiver, which has a higher data rate and longer opera-
tional ronge compared to NFC. The secure communication
can be implemented by hardware (e.g., a dedicated hardware
chipset) and software (e.g., data ercryption algorithm). The
secure communication allows the exchange of transaction
process information such as price and credit card information
for a purchase request and bidding proposals among transac-
tion parties. It is also noted that the WHURB 320 is optionally
configured with a wireless communication capability such as
cellular network communication. The WHUB 320 is also
preferably configured to operate with a system that delivers
Internet content.

The WHUB 320 can also exchange data with other WPAN
devices 350, and the WPAN can include NFC functions for
authentication purposes.

The NFC communication system used in this invention is
an inductively coupled RFID sysicm. Its working frequency
is designed to utilize cither low frequency (LF) 125 kHz or
high frequency (HF) 13.56 MHz, due to the fact that higher
usable field strengths can be achieved in the operating range
of the reader (e.g., 0-10 cm) in a lower frequency band than
would be the case in a higher frequency band.

Due to the short distance between the reader and NFC tag.
this NFC system employ inductive coupling for data trans-
mission. All the energy needed for the operation of the NFC
tag 322 has to be provided by the NFC reader 312 (FIG. 4C).
For this purpose, the reader’s antenna coil generates a strong,
high frequency electromagnetic field, which penctrates the
cross-section of the coil area and the area around the coil.
Because the wavelength of the frequency range used (125
kHz 2400 m, 13.56 MHz: 22.1 m) is several limes greater
than the distance between the NFC reader's antenna and the
NFC tag, the electromagnetic field may be treated as a simple
magnetic altenating field with regard to the distance between
NFC 1ag and antenna.

NFC uses magnetic field induction to ¢nable communica-
tion between devices when they're touched together, or
brought within a few centimeters of each other. The enenzy
and wave transmission are based on Maxwell’s equation

()

where B is the magnetic induction, E is the clectric ficld, D is
the electric displucement, and H is the magnetic field. The
definition for cur ¥xA is

Az BA,\. (BA, dA)- (OA, A ()
vxAa=[E -2 ek e peahL A b
xA ay az z+( a8z dx] 3% ay

A plane electric wave travel in the horizontal (*x™) direc-
tion space is represented as
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where ¢ is the speed of light. The same form can be applied to
magnetic field wave in a place perpendicular the electrical
field. Both E&B field are perpendicular to the travel direction
x:

E-E,, sintkx-o)

B=8,, sintkx-ar) 3

The WHUB 320 communicates with Location Server 340
for the mobile terminal 310 location. The Location Server
340 may detect the mabile terminal 310 location using vari-
ous techniques such as Time Difference of Amival (TDOA),
Received Signal Strength Indication (RSSI), GPS/AGPS, and
cellular tower. The location information is used 10 promote
merchandise trading and accelerate and optimize the transac-
tion process. The user location information can be further
uscd for sccurity purposes. For example, a user detected at
location A may be declined to a request for a cash advance or
withdrawal that is made from a WHUB 320 that is actually at
a different location B.

Received signal strength indication (RSSI) based location
mechanism is typically used in the environment where the
density of fixed reference signal sources (such as cell tower,
access points) is high. The transmitting power of a reference
signal source is denoted as P, and the distance between the
reference signal source and the mobile device is d. The RSS]
can be calculated as follows:

P,~P~20log,(47f'¢)-20 log,od

where fis the RF frequency.

‘The RSSI based location mechanism constitutes two steps:
1) site survey to generate radio map and 2) table looking based
location estimation. In step 1, a radio map is generated via
cither manual site survey or sume automolive software algo-
rithm. The radio contains list of positions with correlated
RSS| values. After a radio map is generated, the location of a
mobile device is estimated by comparing the instant RSSI
from different reference signal sources with the radio map.
The location in the radio map with the RSSI data that match
the current RSSI data will be considered as the mobile termi-
nal’s location.

Another position tracking method that may be used to
provide the location information 10 the Location Server 340
would typically involve a mobile user who is operating on an
OFDM wircless communication system. The OFDM system
is one of the modulation schemes for next generation wireless
communication systems. An OFDM system with N sub-car-
riers employs M-ary digital modulation, a block of log, M
input bits is mapped into a symbol constellation poini d, by a
data encoder, and then N symbols are trmnsferred by the
serial-to-paralle] converter (8/P). If T denotes the symbol
interval, the symbol interval in the OFDM system is increased
to NT, which makes the system more robust against the chan-
nel delay spread. Lach sub-channel, however, transmits at a
lower bit ratc of

(|)

log, M

NT bits/s.

‘The parallel symbaols (dod, . . . d, . . . dy.,) modulate a group
of orthogonal sub-carriers, which satisfy
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Lo " 1 i=j (B))
_NT,L explf2afir)-expljnf,nndi = 0 isj
where
= (i=0.1 N-D
= ﬁ =0, ERTI -

The baseband transmitted signal can be represented as

IR "y n )
SN=—=—= > 4" A (0<iSNT) f = =
VNT é NT

The average energy for the complex baseband symbol s, is
denoted by 2E,. Then s, is given by:

5o = VIE, -4 m

where d,=d, +j d,,, is the signal constellation point
(e.g. BPSK, QPSK, QAM, etc.) with nomalized vanance
E[td,1*]-1. The real and imaginary parts d; , and d, , are sta-
tistically independent, identically distribuied and E[d, ]=E
(d,,]=0.

A command frequency selective randomly varying channel
with impulse response h(t,1) is considered. Within the nar-
rower bandwidth of cach sub-carricr, compared with the
coherence bandwidih of the channel, the sub-channel is mod-
eled as a frequency nonselective Rayleigh fading channel.
Hence, the channel impulse response h,(t,t) for the k™ sub-
channel is denoted as

hrx =By dix) (8)

where (1) is a stationary, zero mean complex-valued pro-
cess described as follows. It is assumed that the processes
B(). k=1, ..., N, are complex-valued jointly stationary and
jointly Gaussian with zero mean and covariance function

Roy o 0-EMBer0B* AN)KI-0, ., . N1,

For cach fixed k, the real and imaginary parts of the process
Bi(1) are assumed independent with identical covariance
function. Further assumed is the factorable form

Ry, o) -RAORK-D), (10)

with R{T) and R,(k-1) specified below. R{(t) gives the tem-
poral correlation for the process f,(1) which is seen to be
identical forall k-0, . . ., N-1. R (k-1) represents the corre-
lation in frequency across subcarriers. In this circumstance it
is assumed that the cormresponding spectral density WAf) to
R,(t) is given by the Doppler power spectrum, modeled as
Jakes model, i.e.,

(£3]

] 11
115 Fe an

DUfy=1 aF,- l—(;f_:]:

0 otherwise

where I, is the (maximum) Doppler bandwidth. Note that

RAT)=Jo( 22k 1) 12)
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where Jo(T) is the zero-order Bessel function of the first kind.
In order to specify the correlation in frequency scross subcar-
riers, an exponential multipath power intensity of the form

S(n)-ae ™ v>0,0>0 (13)
is adopted. where «t is a parameter that controls the coherence
bandwidth of the channel. The Fourier transform of S(t)
yields

a “4)

which provides o measure of the correlation of the fading
across the subcarriers. Then

Rytk=-D-vy(AfiR1Y)

where Af=1/NT is the frequency separation between two
adjacent subcarriers. The 3 dB bandwidth of W,(f) is defined
as the coherence bandwidth of the channel and easily shown
10 be {4 erence vV 30/2:T. This model is applicable 10 many
practical wireless OFDM systems and physical channel sce-
nario.

The given value of the first arrived path t, and noise vector
n are both zero mean random variable with probability den-
sity function represent as

(15)

7, sy 1o

1
pls|tp) = Wexp(-

The value t, is obtained by applying ML when equation
(16) is maximized. Therefore, the location of the mobile user
is estimated based upon the value of 1,

According to one aspect of the invention, the financial
transaction may or may nol immediately follow authentica-
tion. The cellular phone may be configured 10 include brows-
ing capability, which allows the cellular phone to be used to
communicate with merchants prior 1o making a purchase
request. Intemet content can also be accessed by the cellular
phone in association with a transaction request.

Also, the cellular phone may access Intermet content
through methods other than through the WHUB.

Various purchase types may be made with the purchase
request. Examples may include a physical item that is sepa-
rately shipped 1o an address, a download that is made avail-
able immediately, possibly to the cellular phone, a service,
eic.

Itis also noted that a purchase request is just one form of an
action that may be carried out. Other business or financial
transaction information processed by the system include but
arc not limited to bill payment, populating an account with
funds, online shopping transactions, dynamic and reverse
bidding, and others.

As necessary, additional information may alse be required
in association with a requested action. For example, account
identification information or passwords to access an account
for the trinsaction parties hosted by the system or an external
server may be required. In these circumstances, the Account
Management Server 250 sends a request to the WHUB for the
information. ‘The WHUB may store such information and
respond to such a request. Aliematively, the WHUB may
further exchange information with the user (through the
handset), in order to obtain the additional information
requested.

In connection with the purchase request 004, o payment
request 014 is made between the WHURB 320 and Account

[
=)

30

35

40

4

“

50

60

[

Management Server 250 through the network connection.
The payment request 014 allows the user to complete the
transaction related to the purchase request 004. To accommo-
date a satisfactory completion of the payment request, the
Account Management Server 250 corresponds with a pay-
ment gateway, and sends a solution 018 indicating the success
or failure of the payment request.

Upon an indication of a successful payment request, the
WHUB 320 reccives a receipt 022 or confirmation number
from the Account Management Server relating to the
requested action, and passes 024 that and related information
to the handset confirming completion of the action. This may
be areceipt, confirmation numbers, coupon codes, or the like.

According to another aspect of the invention, Account
Management Server (AMS) 250 opens and manages accounts
for users. The system users are categorized into two transac-
tion parties: the Item Request Party (IRP) and lem Supply
Party (ISP). The ISP's income is remilted instantly or peri-
odically to the ISP’s bank account from ISP's account with
Account Management Server 250. This solution has unique
advantage for cross-border financial transactions, particu-
larly, for those countries that don’t have compatible credit
card payment infrastructure across borders.

FIG.§ illustrates certain functionality of the Account Man-
agement Server corresponding 1o an example of a payment
solution for a transaction processed according (o one aspect
of the present invention. In this example, the IRP 410 is a US
tourist who has purchased tourism service package in China
from a Chinese travel agency (the ISP 450). The credit pay-
ment of the IRP 410 is transmitted 413 10 the system provid-
er’s bank account in the US 253. The Account Management
Scrver 250 adds the credit to the ISP's account with Account
Management Server. The payment to the ISP’s bank account
in China is transmitted from the system provider’s bank
account in China 257, e.g. with the Bank of China, as soon as
the IRP in the US confimms the purchase. Hence, the charge
related to cross border money transmission is avoided for
every single international trade and business processed by the
system. The accumulated payment in the system provider's
bank account at one country can be transmitted to the account
at another country periodically. Or the payment from IRPs at
country A to ISPs at country B cancels out the payment from
IRPs. at country B to 1SPs at country A so cross country
money transmission can be avoided. Further, the system pro-
vider may choose the same international bank for its accounts
at different countries to reduce the cross border financial
transmission fee. This aspect of the present invention not only
allows sellers of international business to receive payments
promptly, it also benefits the onlinc buyers and sellers with
lower transmission fee for international trade and business. In
addition, it provides an improved payment solution 1o the
countrics without sound credit card operations.

FIG. 2 is a block diagram illustrating the Center control
Server 200 configured to provide an information platform for
the information process. In this embodiment, the system pro-
vides registered users wilh user terminals 460, 310 and 420.
IRP request information is from Center Conitrol Server to
ISPs” terminals according 10 ISPs’ panticular needs. Users can
access their terminals from a server, a wireless terminal, and
the like. Account Management Server 250 manages the pay-
ment of the transaction based on the mechanism described in
FIG. §. Intelligent Recommendation Module 230 provides
the users with information related 1o the transaction such as
market competition information and transaction partics’
credit and location information. Dynamic Reverse Auction
Muodule 210 and Dynamic Group ‘Transaction Module 220
manage the transaction information process.
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FIGS. 6 and 7 illustrate an example of information flow
among the hem Request Party (IRP) 410, center control
scrver (CCS) 200, Location Scrver (340), and Item Supply
Panty (ISP) 450. In the invented system, ISPs bid instead of
[RPs. In addition, the IRP leads the bidding process by sub-
mitting (step 426) and modifying (step 436) requests and
requirements of items or services. The ISPs, at their custom-
ized terminals, access IRP®s requests (step 428), submit trans-
action proposal/offers (step 432), and monitor the competi-
tors’ proposals and modification of requests in real real time
(step 438). The requests and requirements may alter during
the process according to the real-time competition informa-
tion (step 436). During the real time progress of the informa-
tion process, the Center Control Server (CCS), via Intelligent
Recommendation Module (IRM) 230, provides IRPs and
I1SPs with market competition information pertaining to
IRP's requests and ISP"s proposals including but not limited
to prices from market competitors. quality, accessories of the
requested items or services, credit rating and locations of
transaction parties, analysis and recommendations, and ongo-
ing bidding activities and group buy/sale negations related
with the requests and proposals.

According to another aspect, this present invention facili-
lates negotiation and competition among transaction parties
using user's location information. Center Control Server
obtains the location information from Location Server. With
the location information of IRP, certain request and require-
mentare sentonly to ISP closc to the IRP. Further, the location
information of IRP is used to initiate “group buy™ request
(step 462 in FIG. 7) by IRP within a same geographical
location. According to this embodiment, individual IRP with
similar demand may organizc into groups and negotiate with
ISPs collectively. Further, ISP can use the IRP's location
information to organize “group sale™ by outputting discount
group sale information only to the IRP located in a same
geographical area via Center Control Server. One application
of this invention is in retail indusiry: retail buyers pay dis-
count price available only for bulk purchase and manufactur-
ers benefit from increased sale, reduced cost and improved
operation efficiency.

In the process of transaction information, the formation of
group is integrated into the process of ISP's bidding and
IRI’'s request modification. In step 472 in FIG. 7, the vari-
ables of group purchase request modified include group for-
mation requircment and information such as the time left
before the deal is closed, size of the group, price, quantity,
quality. services, and accessories of the item requested, efc.
These variables alier simultancously and continuously and
affect the change of each other. The related market competi-
tion information and recommendations are sent to the IRPs
and ISPs from Center control Server. And the two transaction
partics monitor the status of information variables of the
competition real time.

‘This embodiment of the invention significantly improves
the static reverse bidding process in applications. The
dynamic leature of the negotiation process enables 1SPs and
IRPs to locate cach other most efficiently and cffectively
climinating traditional distribution channels and layers of
middlemen and bypassing obstacles presented by time and
space.

A good application of this aspect of invention is in E-com-
merce. With the invented process, the buyers buy the most
optimum products with the best price based on real time
competition among sellers in the global context. Since the
buyers themselves define requests and product requirements,
sellers are able 10 tamget the clientele effectively. In addition,
the scllers” benefits are beyond being informed of market
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demand real time—they are able to update the customers of
the latest product information through their terminals.

The location information of'the users provided by Location
Server can be used to start a “group buy” bidding by [RPs in
a same geographical area, e.g. skiers at a ski resont. Further-
more, an IRP can initiate a dynamic reverse auction among
ISPs from a designated geographical area. In addition, ISP
can sclect IRPs according to IRPs locations 1o promotc
“group sale” products or services. Critically, according to
users’ location information, the location of the nearby wire-
less HUBs along with the information of ongoing bidding,
negoliation, and group transaction promotion processed by
the system are sent to user's terminals. Last but not least, the
user's locaticn information is used to authenticate a user
and/or restrict his activitics in a geographical area such as
withdrawing money from some wireless HUBs.

Besides location information. the request and transaction
proposals can be sent 1o ISPs according 1o other criteria.
Exclusive ISP receives information that is blocked 1o his
competitors. Further, ISPs can be categorized into classes for
receiving market demand and competition information of
varied level of quality and/or at different time interval.

Another embodiment of the invention provides transaction
partics to trade by exchanging their products and services
without monetary transactions. This ecmbodiment of inven-
tion also provides credits or a system currency for circulation
among the users.

In another embodiment of the invention, a user's partici-
pationof the transactions or programs processed at the system
is motivated through system credit or other kind of reward.
The system credit is used among system users for trading
goods, services. The credit is calculated with a rate, which
increases with acceleration based on the participation of the
user or the credit accumulated through participation. The rate
can also be determined together with other variables such as
user's participation of an ongoing promotion or the numberof
system uscrs referred.

One embodiment of the jnvention is that an immediate
acceptance price for IRP's request is indicated and/or a cor-
responding deposit is made in an escrow account managed by
the Account Management Server. As soon as an ISP propose
a transaction that meets the immediate acceptance price, the
transaction is confirmed and the deposit is transferred 10 an
ISP’s account.

‘Theabove applications of the disclosed method and system
are merely example of the invention, provided for the suke of
completeness and for the education of the reader by way of
concrete examples. The invention can be embodied in various
forms and applied in different industiry sectors. Combinations
and sub-combinations of the various embodiments described
above will cceur to those fumiliar with this field, witkout
departing from the scope and spirit of the invention. There-
fore, the following claims should not be limited to the descrip-
tion of the embodiments or otherwise constrained in any way
to the details of implementation.

The invention claimed is:

1. A method for facilitating clectronic communication of
secure information, the method comprising:

receiving a unique identifier corresponding 10 a client ter-

minal;

recognizing the unique identifier and establishing a secure

communication channel with the client enminal based
on the recognition of the unique identifier;,

receiving information from the client terminal through the

secure communication channel, wherein the informa-
tion is related to an item transaction or a financial trans-
action;
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receiving location information of the client terminal,;

using the location information to correlate the client termi-

nal to group transaction information wherein transaction
partics belonging in a group transaction are provided
with a price discount; and

providing information pertaining to the group transaction,

wherein receiving the unique identifier is througha wire-
less communication channel.

2. The method of claim 1, wherein the location information
is used at least for security management or for initiation of the
transaction.

3.The method of claim 1, wherein the location information
is provided by one or more of GI’S/AGPS, Time Difference of
Arrival (TDOA), Rececived Signal Strength Indication
(RSSI), Internet address information, Direction Difference of
Arrival (DDOA), ZIP code, information sent from a client
terminal or cellular tower.

4. The method of claim 1. wherein the group transaction
information is associated with a request for an item or service
from an item request group comprising a plurality of indi-
viduals requesting the same one or more item or service.

§. The method of claim 1, wherein the group transaction is
associated with one or more item supply parties. wherein one
item supply party is an exclusive item supply party, and
supply transaction information from the exclusive item sup-
ply party is not provided 10 the others of the item supply
parties.

6. The method of claim 1, wherein the information pertain-
ing to the group transaction is selected and only provided 1o
oncormore selected item supply parties meeting a criterion at
same time or at different time.

7. The method of claim 1, further comprising receiving an
immediate transaction indication with respect to the one or
more items requested, wherein:

the immediate transaction indicates a threshold acceptance

value; and

when one of the suggested transaction meets the threshold

acceptance value, the suggested transaction is immedi-
alely accepted at the threshold acceptance value.

8. The method of claim 7, wherein:

the immediate transaction indication is provided together

with an immediate accepiance value; and

the acceptance of the suggested transaction is followed by

the transfer of the immediate acceptance value to a cor-
responding party.

9. The method of claim 1, further comprising receiving
information of an item transaction method, wherein the item
transaction method operates one or more of the following:

specific credit circulated among the transaction parties;

a currency; and

an exchange of goods or services between any two or more

transaction partics.

10. The method of claim 1, wherein the information of
group transaction includes group formation status and group
formation information comprising a group size and a time
limit of group formation,

11. The method of claim 10, wherein the group size and/or
the time limit alters based on the information pertaining to the
transaction including one or more of:

progress of the group formation;

a suggested supply from an ilem supply party;

market competition among the item request partics and/or

item supply parties;

product related information; and

a transaction request from an item request party.

12. The method of claim 1, wherein the unique identifier is
associated with financial account information.
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13. The method of claim 1, further comprising providing a
uscr application on the client terminal for communication
information related with the group transaction and/or online
status of the transaction partics.

14. The method of claim 1, the information pertaining to
the group transaction comprising one of more of the follow-
ing:

a. Jocation information ol a transaction panty;

b. credibility rating of a transaction party;

¢. product information and analysis including one or more
of historical price, features, quality, and accessorics:

d. market and competition information and anolysis
including one or more of current price competition and
promotion discount;

c. information relating to communication among transac-
tion parties such as online status;

f. information relating 1o credit or reward from an item

supply party or another party;

. a number for calculating the user’s reward such as a
system credit, wherein the number increases with accel-
eration based on the accumulation or frequency of a
user's participation in the transactions processed by the
system;

h. requirement about the group formation such as a quan-
tity of the items by a joining party;

i. a transaction message indicating a suggested supply; and

j. status or modification of one or more of group transaction
and group formation.

15. The method of claim 1, wherein the location informa-

tion is received with one of:

a. ccllular/GPS location information;

b. IP address information;

¢. Time Difference of Arrival (TDOA),

d. Direction Difference of Arrival (DDOA)

e. ZIP code

f. Received Signal Strength Indication (RSSI), and

g. profile information provided by users.

16. The method of ¢laim 1, wherein the location informa-
tion is used for security management for one or more of: user
identification, user activity restriction, and rejecting the
user's item lransaction request or financial transaction
request.

17. The method of claim 1, further comprises:

transferring a value, for the payment of the transaction
item, from an account of a first transaction party request-
ing the item, to a first account of a system provider,;

transferring the value from a second account of the system
provider, to an account of a second transaction party
supplying the item;

wherein the first and second transaction partics are
involved with fulfilling the item transaction;

wherein the first and second accounts of the system pro-
vider are in different nation statcs;

wherein the transferring of the value from the second
account of the system provider (o the account of the item
supply party is made cither upon a request from the item
supply party or is made periodically, and

the value is accumulated payments for one or more item
transactions.

18. The method of claim 1, further comprising receiving

onc or more of the following:

a. a group inclusion request message pertaining to group
formation event for the group transaction;

b. a transaction message indicating one or more items
requested;

¢. a transaction offer indicating onc or more items supply:
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d. acceptance of a suggested supply transaction or confir-
mation of the transaction;

¢. modification on transaction information such as group
formation requirement or request or modification on
other transaction variables;

f. financial information of a transaction party.

19. A system for facilitating electronic communication of

secure information, the system comprising:

means for receiving a unique identifier and location infor-

mation corresponding to a client terminal;
means for recognizing the unique identifier and establish-
ing a secure communication channel with the client ter-
minal based on the recognition of the unique identifier;

means for receiving information from the client terminal,
through the secure communication channel, wherein the
information is related to an item transaction or a finan-
cial transaction;

means for using the location information 1o correlate the

client terminal to group transaction information wherein
transaction parties belonging in a group transaction are
provided with a price discount; and

means for providing information pentaining to the group

transaction; wherein receiving the unique identifier is
through a wircless communication channel.

20. The system of claim 19, wherein the location informa-
tion is used at least for security management or for initiation
of the transaction.

21. The system of claim 19, wherein the location informa-
tion is provided by one or more of GPS/AGPS, Tune Differ-
ence of Arrival (TDOA), Received Signal Strength Indication
(RSSI), Internet address information, ZIP code, Direction
Difference of Arrival (DDOA), information sent from a client
terminal or cellular tower.

22. A terminal device, comprising:

a communication module, a user interface module, a stor-

age module, and a control module;

wherein the control module provides control functions for

the communication module, the user interface, and the
storage module;

wherein the storage module stores a client application; and

wherein the control module executes the client application

to perform operations compnising:

receiving location information and a unique identifier cor-

responding to a client terminal;

using the location information to correlate the client termi-

nal to group transaction information wherein transaction
parties participating a group transaction are provided
witha price discount and providing information pertain-
ing to the group transaction;

recognizing the unique identifier and establishing a secure

communication channel with the client terminal based
on the recognition of the unique identifier;

receiving information from the client terminal, through the

secure communication channel, wherein the informa-
lion is related to an item transaction or a financial trans-
action: and

wherein receiving the unique identifier is through a wire-

less communication channel.

23. The terminal device of claim 22, wherein the client
terminal is one or more of a computer, a server/computer
system, a wireless device, a PDA, and a cellular telephony
device.
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24. The terminal device of 22, wherein the client terminal
comprising a user application for communication of transac-
tion information including onc or more of:

a. supply information,

b. an item requested,

c. time limit of the group formation,

d. requesl or requirement relating to group formation of the

group transaction,

e. a group inclusion request message pertaining to the
group transaction:

f. a transaction message indicating one or more items
requested;

g. acceptance of the suggested supply transaction or con-
firmation of the transaction;

h. market competition information or product/service
information;

i. medification on transaction information such as group
formation request or requirement for group transaction;

J. payment information.

25. The terminal device of claim 22, wherein the informa-
tion pertaining to the group transaction is conveyed by an alert
message 1o the client terminal.

26. A computer program for facilitating electronic commu-
nication of secure information, the computer program stored
on a computer readable medium and including instructions
which are exccutable to perform operations comprising:

receiving a unique identifier and location information cor-
responding to a client terminal;

using the location information 1o correlaie the client termi-
nal to group transaction information wherein transaction
parties participating a group transaction are provided
with a price discount and providing information pertain-
ing to the group transaction;

recognizing the unique identifier and establishing a secure
communication channel with the client terminal based
on the recognition of the unique identificr,

receiving information from the clieat terminal, through the
secure communication channel, wherein the informa-
tion is related 1o an item transaction or a financial trans-
action; and

wherein receiving the unique identifier is through a wire-
less communication channel.

27. The computer program of claim 26, wherein the infor-
mation of group transaction includes group formation status
and group formation information comprising a group size and
a time limit of group formation.

28. The computer program of claim 26, wherein the unique
identifier is associated with financial account information.

29. The computer program of claim 26, further comprising
receiving one or more of the following:

a. a group inclusion request message pertaining to the

group transaction;

b. a transaction message indicating one or more items
requested:;

<. a transaction offer indicating one or more items supply;

d. acceptance of a suggested supply transaction or confir-
mation of the transaction;

e. modification on transaction information such as group
formation requirement or request or modification on
other transaction variables.

f. financial information of a transaction party.
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30. The computer program of claim 26, wherein the client f. a transaction message indicating one or more items
terminal comprising a user application for communication of requested;
transaction information including one or more of: g acceptance of the suggested supply transaction or con-
a. supply information, firmation of the t'rans.;action: )
b. an ilem requested, 5 h. market competition information;

i. modification on transaction information such as group
formation request or requirement for group transaction;
J- payment information.

<. time limit of group formation for the group transaction,
d. request or requirement relating to the group transaction,

¢. a group inclusion request message pertaining to the
group transaction; * = 2 = 3



