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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Richmond Division

FRANK BOOKER, JR.,
Plaintiff,
V- Civil Action Number 3:09cv759
DOMINION VIRGINIA POWER, et al,
Defendants

MEMORANDUM OPINION

This matter is before the Court on thetmns to dismiss filed by Defendants TDS
Telecommunications Corporation (“TDS”) (Dt Nos. 3 & 7), Dominion Virginia Power
(“Dominion”) (Docket No. 5), and #aUnited States of America (“lted States”) and Special Agent
Mark Bertsch (“Bertsch”) of the Drug Enforcemexdministration (DEA) (collectively referred to
as “Government Defendants”) (Docket No. 18) (all defendants collectively referred to as
“Defendants”). Plaintiff, Frank Booker, JrRlaintiff” or “Booker”) has responded, a hearing was
held on March 29, 2010, and these matters are ripe for adjudication.

. INTRODUCTION

Plaintiff Frank Booker brings this actionallenging two administrative subpoenas that were
faxed by Bertsch in connection with a hydroponic marijuana investigation. The subpoenas were
issued to Defendants TDS and Dominion. At d#vant times, Bertsch was a special agent in the
Richmond DEA Division Office. Hiprimary function as a DEA Agent is to investigate controlled
substance violations.

In 2008, Bertsch became involved in an irtigedion of the source of hydroponic marijuana.

During the investigation, Bertsch learned thitiephone call had been made to a local hydroponics
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supplier to inquire about prices for certain products that are used to cultivate marifteaa.
Affidavit in Support of Search Warrant § 6 (attadlas Exhibit A to the Government Defendants’
motion to dismiss and memorandum in support and as Exhibit A to Dominion’s memorandum in
support of its motion to dismiss, hereinafter “Aff:")Based on this and other information, on or
about May 28, 2008, Bertsch’s Grouggervisor signed an administikae subpoena directed to TDS
requesting customer information regarding the telephone number that was used to inquire about the
marijuana cultivation productsSeel'DS Subpoena (attached as Exhibit A to TDS’s memorandum

in support of its motion to dismiss and as ExhB to the Government Defendants’ motion to
dismiss and memorandum in support, hereinafter “the TDS Supoena”). Bertsch transmitted the TDS
Subpoena to TDS by facsimile. Complain6.J On May 29, 2008, TDS responded that the
telephone number was assigned to Booker at 13011F6rks Road, Amelia, Virginia. Aff. § 8.
Bertsch subsequently learned that Benjanmorfpkins (“Thompkins”), not Booker, lived at 13011

Five Forks Road. However, Booker is Benjamin Thompkins’s stepfather, and he lives nearby at

13015 Five Forks Road, Amelia, Virginia. Aff. 1 9-10.

!As the Court recognized in its Order otbifeary 4, 2010 (Docket No. 12), the Affidavit in
Support of Search Warrant was previously attachedéoof Plaintiff's pleadings and is integral to
the Complaint. It does not convert the motiodigmiss into a motion for summary judgment. The
same is true for the other exhibits attacheBéfendants’ motions andemoranda. A court may
consider documents attached to a complaint oumhents that are integral to the complaint and
authentic without converting a motion to dismiss into a motion for summary judgment.

In reviewing the dismissal of a complaint under Rule 12(b)(6), we may properly
take judicial notice of matters of public recorndall v. Virginia, 385 F.3d 421,

424 (4th Cir. 2004) (citingPapasan v. Allain4d78 U.S. 265, 268 n.1 (1986)). We
may consider documents attached to the compkeeted. R. Civ. P. 10(c), as

well as those attached to the motion to dismiss, so long as they are integral to the
complaint and authenti§ee Blankenship v. Manch#iy1 F.3d 523, 526 n.1 (4th

Cir. 2006).

Secretary of State For Defence v. Trimble Navigation 4&#,F.3d 700, 705 (4th Cir. 2007).



Because he was aware that significant gyes required to power grow lights, air-
conditioners, water pumps and other electrical power equipmentedguicultivate marijuana, Aff.

1 12, on or about May 30, 2008, Bertsch’'s DEA Group Supervisor signed an administrative
subpoena directed to Dominion requesting thatfdtiowing information be provided to Bertsch:

“any and all information about the subscriber, and bills for the most recent 12 months for; 13011
Five Forks Road, Amelia, Virginia 23002-2928 . . . [a]nd any other two residences in the vicinity
of 13011 Five Forks Road, Amelia, Virginia 23002-2928&eDominion Subpoena (attached as
Exhibit C to Government Defendants’ motiordismiss and memorandum in support, hereinafter
“the Dominion Subpoena”). Bertsch sené tbominion Subpoena to Dominion by facsimile.
Complaint § 6. On or about June 5, 2008, Dominion provided the information requested in the
Dominion Subpoena. Because Booker livedla®15 Five Forks Road, near his stepson, his
residence happened to be one of the two residences “in the vicinity of 13011 Five Forks Road”
chosen by Dominion in response to the DomirSoibpoena, so Booker’s power records were also
included in Dominion’s response. The infotioa received from Dominion indicated that the
power usage for 13011 Five Forks Road over the pix billing periods was substantially higher
than that of the other nearby homes, including Boskeme. Such usage was consistent with the
indoor cultivation of marijuana. Aff. § 12.

A search warrant was later issued for Tiptums’ residence, and Thompkins was arrested
and charged with violating several federalgland firearms laws. On July 22, 2008, Thompkins
was indicted on four counts: (1) Possession with Intent to Distribute 50 Grams or More of Cocaine
Base; (2) Possession of a Firearm in FurtherahaeDrug Trafficking Crime; (3) Possession of a
Firearm and Ammunition by a Convicted Feland (4) Manufacture and Possess with the Intent
to Distribute Marijuana. On November 20, 2088)ry found Thompkins guilty on all four counts.
Thompkins was sentenced to a total term of B@dths consisting of 240 months on Count One,
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60 months on Count Two to be served conseelytvand 120 months on each of Counts Three and
Four, to be served concurrently. Thompkioged an appeal, and bray 6, 2010, the United States
Court of Appeals for the Fourth Circuit affirmed Thompkins’ convictiddseJudgment in a
Criminal Case (Case Number 3:08CR33%®)jted States v. Thompkiri$o. 09-4143, slip. op. at 2
(4th Cir. May 6, 2010) (per curiam).

On May 21, 2009, Booker filed an administratioe claim with DEA. Booker claimed that
Bertsch violated his Fourth Amendment righptovacy when he faxed the Dominion Subpoena to
Dominion. The claim did not refence the TDS Subpoena in any w&geAdministrative Claim
(attached as Exhibit E to Government Defenslanbtion to dismiss and memorandum in support).
Booker’s claim was denied on September 16, 2@8oker thereafter filed the instant Complaint
in Amelia Circuit Court agaist Dominion, TDS, and Bertsch asserting both common law and
constitutional tort claims. Booker did not name the United States as a defendant.

On December 1, 2009, the United States filed@@of substitution with respect to the non-
Constitutional claims asserted against Bertsch pursuant to 28 U.S.C. § 2679(d)(2). The United
States also removed the case, specificallygovasy the defense of improper service pursuant to
Federal Rule of Civil Procedure 4(m). Oacember 10, 2009, after the case was removed, Booker
filed a document entitled “Request for Order Dissiig TDS” in the Amelia County Circuit Court
and submitted a sketch order. On December 18, 2009, one of the judges of the Amelia County
Circuit Court granted a revised version of the sketch or8eeOrder (attached as Exhibit B to
TDS’s Memorandum in Support of Motion for Entry of Order Dismissing TDS).

In his Complaint, Booker alleges that heégitled to recover damages from each defendant
on the theories of liality hereinafter enumeratl in Counts | through V, and under such other
theories of liability as may bappropriate based upon the factsalisged herein or as revealed

during discovery.”



Count | — Negligence — includes the followintggations: (1) that Dominion had a “duty
to Plaintiff to act with reasonable care in promglireasonably safe keeping of Plaintiff's private
power records, and particularly by not disseating Plaintiff's private information to an
unauthorized person;” that Dominion “breached stiaty, and that “as a proximate result of the
conduct of Dominion alleged herein, Plaintiff ieeen damaged in an amount which Plaintiff will
prove;” (2) that TDS had a duty to Plaintiffaot with reasonable care in providing reasonably safe
keeping of Plaintiff's private subscriber imfoation and phone records, and particularly by not
disseminating Plaintiff's private information &m unauthorized person;” that TDS “breached such
duty,” and that “as a proximate result of the conductlleged herein, Plaintiff has been damaged
in an amount which Plaintiff will prove;” and (3)ahBertsch had a “duty to Plaintiff to act with
reasonable care in respecting Plaintiff's privagynot unlawfully procung Plaintiff's power use
records, maintained by Dominion, and Plaintiffersonal phone records, maintained by TDS, and
particularly by not disseminating Plaintiff's prieaihformation to members of the general public;”
that Bertsch “breached such duty,” and that “as a proximate result of the conduct of . . . Bertsch
alleged herein, Plaintiff has been damaged in amount which Plaintiff will prove.”

Count Il — Invasion of Privacy & Public Disdare of Private Facts — includes allegations
that the defendants invaded the Plaintiff's pay as follows: “Dominion and TDS electronically
transmitted private information about Plaintif [a] location where a bevy of people reviewed
Plaintiff's private records,” and that Bertsch “presented Plaintiff's records to an enormous public
crowd in an effort to make it appear to the puthlat Plaintiff's power use records were an example
of why Plaintiff's neighbor Benjamin Thompkins was operating an illegal marijuana cultivation
scheme.”

Count Il — Declaratory Judgment — seeks a declaratory judgment that Dominion and TDS

did not have the authority to “fulfill a ‘faxed’ subpwe’ and “did violate Plaintiff's right of privacy
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when they unlawfully furnished Plaintiff's privatecords to Agent Mark Bertsch.” Count IV —
Deprivation of Civil Rights againg\gent Mark Bertsch — allegesathBertsch violated Plaintiff's
Fourth Amendment rights and that he ivleaunder 42 U.S.C. § 1983. Count V — Punitive
Damages — alleges that the conduct was “in part intentional and in part evinced a reckless and
callous disregard for Plaintiff's interest,” was “consciously malicious or negligent; and displayed
a conscious or unconscious disregard for the unjustifiable substantial risk of harm to Plaintiff.”
Plaintiff seeks $10,000,000 in general and spatdatages; and punitive damages “in an amount
which Plaintiff will prove.”
I[I. STANDARD OF REVIEW

Under Federal Rule of Civil Procedure 8(a)@tomplaint must contain “a short and plain
statement of the claim showing that the pleadenigled to relief.” Fed. R. Civ. P. 8(a)(2). “The
purpose of a Rule 12(b)(6) motion is tsttéhe sufficiency of a complaint[.]JEdwards v. City of
Goldsborg 178 F.3d 231, 243 (4th Cir. 1999). To survive a Rule 12(b)(6) motion to dismiss, “a
complaint must contain sufficient factual matter, ategas true, to 'state a claim for relief that is
plausible on its face."Ashcroft v. Igbal556 U.S. ----, ----, 129 S.Ct. 1937, 1949 (2009) (quoting
Bell Atl. Corp. v. Twombjy550 U.S. 544, 570 (2007)). “A claim has facial plausibility when the
plaintiff pleads factual content that allows the court to draw the reasonable inference that the
defendant is liable for the misconduct allegedtd. Although “a complaint attacked by a Rule
12(b)(6) motion to dismiss does not need detadetlfal allegations,” a pleading that merely offers
“labels and conclusions,” or “a formulaic recitatmfithe elements of a cae of action will not do.”
Twombly 550 U.S. at 555. Likewise, “a complaint [will hstiffice if it tenders ‘naked assertion[s]’
devoid of ‘further factual enhancements.ljbal, 556 U.S. at ----, 129 S.Ct. at 1949 (quoting

Twombly 550 U.S. at 557).



As a general rule, a Rule 12(b)(6) motion to dismiss for failure to state a claim does not
permit the Court to look dside the complaintSeeFed. R. Civ. P. 12(dY5asner v. County of
Dinwiddie, No. 3:05¢cv378, 162 F.R.D. 280, 281 (E.D. Va. 1995). As a general rule, if the Court
does consider “matters outside the complaintyitist convert the motion into a motion for summary
judgment, affording the parties a “reasonable oppdxtto present all material made pertinent to
such a motion.Fayetteville Investors v. Commercial Builders, Ji©®86 F.2d 1462, 1471 (4th Cir.
1991). However, as noted previbys court is permitted to consider matters on the public record
in connection with a motion to dismiss with@onverting the motion to one for summary judgment.
See Papasam78 U.S. at 268 n.1. Additionally, “when a plaintiff fails to introduce a pertinent
document as part of his complaithe defendant may attach tth@cument to a motion to dismiss
the complaint and the Court may consider the same without converting the motion to one for
summary judgment.Gasner 162 F.R.D. at 282. Such documents include “official public records,
documents central to plaintiff's claim, and doeuwmts sufficiently referred to in the complaint so
long as the authenticity of these documents is not displeitkfiohn v. Fed. Ins. CaNo. 05-1378,

164 Fed. Appx. 395, 396 (4thiClan. 31, 2006) (citinglternative Energy, Inc. v. St. Paul Fire &
Marine Ins. Cqo.267 F.3d 30, 33 (1st Cir. 2001) ardillips v. LCI Int'l, Inc, 190 F.3d 609, 618
(4th Cir. 1999)). To that end, the Court wahnsider the records appended to the Defendants’
motions and memoranda, as they include publicjatiiecords on the subject of the Complaint and
other documents that are integral to the complaint and authentic.

[11. ANALYSIS

Dominion Virginia Power

Dominion argues that Booker's Complaint fails to state a claim for invasion of privacy

because he does not make a proper privacy claim and he lacks standingttodociagn. It argues



that Booker fails to allege a claim of negliigwe against Dominion, lacks standing to seek a
declaratory judgment, and fails to state a claim for punitive damages.

Invasion of Privacy

Dominion correctly notes that the common legognized four different torts of invasion
of privacy: (1) unreasonable intrusion upon the pii& seclusion, or solitudeor into his private
affairs; (2) public disclosure of true, embarrasgingate facts about the plaintiff; (3) publicity that
places the plaintiff in a false light in the puldige; and (4) misappropriation of the plaintiff's name
or likeness for commercial purpos®8JLA-TV v. Levin564 S.E.2d 383, 395 n. 5 (2002) (citing
William L. Prosser,The Law of Tort§ 117 (4th ed. 1971)). The Mdinia General Assembly,
however, codified only the last of these tort¥irginia Code § 8.01-40. In so doing, “the General
Assembly has implicitly excluded the remaining three as actionable torts in Virdthi&citing
Falwell v. Penthouse521 F. Supp. 1204, 1206 (W.D. Va. 1981) (interpreting Virginia law)).
Booker does not allege that Dominion aryaof the Defendants violated Section 8.10-40.
Accordingly, to the extent that Booker claimattominion or the other Defendants invaded his
privacy by transmitting his utility records to a largroup of people, Booker fails to state a proper
claim. See Wiest v. E-Fense, In856 F. Supp. 2d 604, 610-12 (E.D. Va. 2005) (dismissing a
plaintiff's claim for common law invasion of paey because “no such action exists under Virginia
law™).

Booker also lacks standing to challenge Dominion’s response to the administrative subpoena.
The Dominion Subpoena was served on Dominion pursuant to 21 U.S.C. § 876, which authorizes
the United States Attorney General or his gese to issue a subpoena for the production of “any
records . . . which the Attorney General finds relevant or material” to the investigation relating to
a Federal controlled substance offense. The Ag¢to@eneral may delegate his authority to special

agents in charge of those criminal investigatid®se28 C.F.R. § 0.100, Subpart R (delegating the
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Attorney General’s functions vested in him by @ontrolled Substances Act, including the issuance

of subpoenas pursuantto 21 U.S.C. § 876adBA Administrator); 28 C.F.R. 8 0.100, Appendix

to Subpart R (re-delegating the DEA Administra@uthority to issue administrative subpoenas

to DEA personnel, including Special Agents in Charge, Associate Agents in Charge, Resident
Agents in Charge, and Diversion Program Managses);also United States v. PhibB89 F.2d

1053, 1077 (6th Cir. 1993) (noting that “[tjhe Attorn@gneral may delegate this power to special
agents in charge of those criminal investigiasicovered by the statute”). Thus, Dominion produced
Booker's power usage records in response to an authorized administrative sidbpoena.

To the extent Booker seeks to assert a claim against Dominion , or TDS, for accepting
service of the subpoena by facsimile, the righhsist on service by a particular means is a right
personal to Dominion that Booker lacks standingtallenge. Further, Booker also lacks standing
to challenge Dominion’s or TDS’s substantive response to the Administrative Subpoena. Booker
would have to show “not only &t he suffered actual personal injury traceable to the challenged
action but that he is in the zone of interest the statute is meant to prdtatgd States v. Moffett,

84 F.3d 1291, 1293 (10th Cir. 1996). Title 21 U.S$®@76 “was written to give the DEA broad
powers to investigate violations of federal diags” and it “provides no express right to challenge
the Attorney General's subpoenas issued undeddt.at 1293-94. This contrasts wifhitle 26
U.S.C. 8§ 7609 which requires notice and givegghtrio intervene to a person whose business
records are subpoenaed by the IRS. Thus, Bookmt iwithin the zone of interest the statute is
meant to protect, and he does not have standidgpoite the subpoena’s issuance, unless he can

demonstrate that he had a legitimate expextatif privacy attaching to the records obtained

2 Administrative subpoenas issued under 23.0. § 876 by an authorized DEA employee
may seek telephone and power recor@ge Phibbs999 F.2d at 1076-77 (telephone records);
United States v. Domitrovi¢ci852 F. Supp. 1460, 1462 n.2 (EWash. 1994) (public utility
records).



pursuant to the subpoerfzhibbs 999 F.2d at 107 Moffett 84 F.3d at 1293. Thus, there is no
express or implied private right of actiondimallenge administrative subpoenas under 21 U.S.C. 8§
876.

Further, Booker did not have an actual or justifiable privacy interest in records related to his
“private business affairs with Defendant Donaimi” The records produced in response to the
subpoena were Dominion’s business records. Weeg not records over which Booker could claim
ownership or possessioBiee Phibh®999 F.2d at 1078 (defendant had no justifiable privacy interest
in his credit card statements and telephone records that were produced to the DEA pursuant to
administrative subpoena, as the statementsenmids were business records.). Moreover, utility
records do not contain informatiorwhich individuals possess as®nable expectation of privacy.

See United States v. Hamilto#34 F. Supp. 2d 974, 979-80 (D. Or. 2006) (finding no legitimate
expectation of privacy in power recordS§amson v. Stat®19 P.2d 171, 173 (Alaska Ct. App.
1996) (finding no reasonable expectation of @civin power consumption utility record®eople

v. Dunkin 888 P.2d 305, 308 (Colo. Ct. App. 1994) (sari§&gte v. Klus867 P.2d 247, 254 (Idaho

App. 1993) (noting that the records were mairgdiby the utility company in the ordinary course

of business, that they do not identify any activities of the defendant, and finding no reasonable
expectation of privacy in power consumption recor8tte v. Chryst793 P.2d 538, 542 (Alaska

Ct. App. 1990) (stating that an electric utility customer does not have a reasonable expectation of
privacy in his address information given to a company for the purpose of obtaining service and
noting that the information “was available becaGbeyst was a consumer of a public utility [and]
[flew people would regard the fact that they avasuimers of the services of a public utility to be
private information.”). For theses reasons, Bodhkés to state a claim for invasion of privacy

against Dominion, and this claim will be dismissed.
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Negligence

Booker alleges that Dominion “had a duty twdBer to act with reasonable care in providing
reasonable safe keeping of Booker's private paweords, and particularly by not disseminating
Booker’s private information to an unauthorizedsom.” Complaint § 16. However, as discussed
previously, Bertsch was authorized to subpoenkiareceive Booker’s utility records, pursuant to
21 U.S.C. § 876 and the related regulations. An administrative subpoena “leadstopésory
production of private papers.fh Re: Subpoena Duces Tegu28 F.3d 341, 347 (4th Cir. 2000)
(emphasis in original). Thus, the Dominion Subpassrapelleddominion to produce Booker’s
power usage records. Neither Virginia coammlaw nor Virginia statutory law imposes on
Dominion a duty to refuse to comply with a validly issued administrative subpoena. For these
reasons, Booker fails to state a claim thatidoon negligently produced Booker’s power usage
records in response to Bertsch’s administrative subpoena.

Declaratory Judgment

Booker seeks a declaratory judgment that Doomiridid not have the authority to fulfill a
‘faxed’ subpoena” and “did violate Booker’s rigbt privacy when they unlawfully furnished
Booker’s private records to Agent Mark BertsctComplaint § 24. However, for the following
reasons, Booker lacks standing to seek a declgrptdgment. The request for a declaration that
Dominion did not have the authority to “fulfill'taxed’ subpoena” fails for several reasons, several
of which have already been discussed. Firdgilé because the right to insist on service by a
particular means is a right personal to Dominion, not Booker. His request for a declaration that
Dominion violated Booker’s right to privacy wh it furnished Booker’s power usage records to
Bertsch also fails because Virginia does nobgedze such a claim. Further, Booker cannot show
that he had a reasonable expectation of privacy in his power usage records. In addition, Booker also

fails to meet the three requirements for desiory relief — personal injury, causation, and
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redressability.See Comite De Apoyo a Los Trabajadores Agricolas v. U. S. Dep’t of, [989%or
F.2d 510, 513 (4th Cir. 1993). For these reashissclaim for a declaratory judgment will be
dismissed.

Punitive Damages

Booker alleges that “[tlhe conduct, acts, and omissions of defendants and each of them
alleged herein were in part intentional and in part evinced a reckless and callous disregard for
Booker’s interest, were consciously malicious or negligent, and displayed a conscious or
unconscious disregard for the unjustifiable substantial risk of harm to Booker.” Complaint { 28.
Under Virginia law, punitive or exemplary dages “are allowable only where there is misconduct
or actual malice, or such recklessness or negligence as to evince a conscious disregard of the rights
of others.”Xspedius Mgmt. Co. of Va., L.L.C. v. Steplédr, S.E.2d 385, 387 (Va. 2005) (quoting
Giant of Virginia, Inc. v. Piggl52 S.E.2d 271, 277 (Va. 1967)). While Booker does allege “a
reckless and callous disregard” for his interests and that the actions of the defendants “were
consciously malicious or negligent,” neither Boogellegations nor the actual facts of this case
reach the level of egregious conduct that punitive damages are intended to address. Further, as
discussed previously,
he has failed to allege any facts demonstrating that Dominion breached any duty owed to him or that
he had a legitimate expectation of privacy regaydiis power usage records. For these reasons, he
fails to state a claim for punitive damages.

Accordingly, for all these reasons, Dominion’s motion to dismiss will be granted.

TDS Telecommunications Cor poration

TDS argues that Booker admits that his claagainst TDS should be dismissed. According
to Booker’s counsel’s statements at the Marche2@ing, that is correct. As discussed previously,

Booker actually submitted a sketch order entitiRéquest for Order Dismissing TDS” to the
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Amelia County Circuit Court. On DecembE8, 2009, one of the judges of the Amelia County
Circuit Court granted a revised version of the cheairder. However, because the case had been
removed to this Court, the state court had no jigigoh to grant the ordeidn addition, as TDS also
argues, the Complaint does not state a clammatyTDS upon which relief can be granted because
the Complaint is barred by 18 U.S.C. § 2703(ecti®n 2703(e) bars any cause of action against
a telecommunications provider for providing information in response to a subpoena.

No Cause of Action Against a Providersbiosing Information Under This Chapter.

— No cause of action shall lie in any coagiainst any provider of wire or electronic

communication service, its officers, employeagents or other specified persons for

providing information . . . in accordance with the terms of a court order, warrant

subpoena, statutory authorization or certification under this chapter.

18 U.S.C. § 2703(e). Accordingly, for all these rea$dr3S’s motion to dismiss will be granted.

The United Statesand Mark Bertsch

As noted previously, the United States has lsedastituted as the sole federal defendant for
the negligence and common law right to privacy clairBee28 U.S.C. § 2679(d)(2). This is
because the exclusive remedy for non-Constitutional claims of damage resulting from the actions
of a federal employee then acting within the seusind scope of his office or employment lies in
an action against the United States of Aleetinder the Federal Tort Claims Act (“FTCAJee
28 U.S.C. § 2679(b). However, Bertsch remaires defendant in his individual capacity with
respect to the Fourth Amendment righptovacy claim alleged in Count IVSee Fed. Deposit Ins.
Corp. v. Meyer510 U.S. 471, 475, 484-86 (1994).

Fourth Amendment Right to Privacy

In Count IV, Booker alleges that Bertsch violated his Fourth Amendment right to privacy

by obtaining Booker’s telephone and power records pursuant to administrative subpoena. Booker

3Further, much of the analysis with regard to Dominion also applies to TDS.
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also alleges that Bertsch made his records dtaita the public. Complaint 1 13, 20. It appears
that Booker is referring to Bertsch’s descriptiotha records in an affidavit in support of a search
warrant and also possibly during Thompkins’ criminal trial. However, it does not appear that the
substance of Booker’s records was ever divulgeddratfidavit or at trial. Moreover, even if the
records were disclosed, officers are absolutely immune from civil liability for damages based on
their testimony. Briscoe v.LaHug460 U.S. 325, 329-36 (1983). Thus, to the extent Booker’s
Complaint is based on Bertsch’s testimony in connection with the criminal proceedings, it will be
dismissed.

Although Booker does not specifically refereiigc¢he only cognizable basis for asserting
a constitutional claim against federal employaeting within the scope of their employment is
underBivens v. Six Unknown Fed. Narcotics Agea@3 U.S. 388 (1971). Booker actually cites
42 U.S.C. 8§ 1983 as the basis for his Fourth Adneent claim. However, Section 1983 applies to
actions taken under the law of “any State or Tawitw the District of Columbia” and not under
federal law. Thus, a Section 1983 claim would fail.

Bertsch argues that the doctrine of quadifieimunity shields him from liability under
Bivensand that this claim must therefore be dssed for failure to state a claim upon which relief
may be granted. Qualified immunity shields gowveent officials “from liability for civil damages
insofar as their conduct does nailgite clearly established statutory or constitutional rights of which
areasonable person would have knowaivlow v. Fitzgerald4d57 U.S. 800, 818 (1982). “Clearly

established” for purposes of the qualified immumitalysis means that the “contours of the right
must be sufficiently clear thatreasonable official would undenstbithat what he is doing violates

that right.” Wilson v. Layng526 U.S. 603, 614-15 (1999) (quotiAgderson v. Creightqri83

U.S. 635, 640 (1987)). Qualified immunity is immty from suit, not a defense to liabilit$aucier

v. Katz,533 U.S. 194, 200 (2001). Courts must analyze the alleged violation at a “high level of
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particularity” in determining whether aright is clearly establisk@dissman v. Marylan@72 F.3d
625, 638 (4th Cir. 2001). The Fouldircuit has also held that a plaintiff must demonstrate that
“precedent, either from the Supreme Court, theud in which the case arises, or a consensus of
cases from other circuits, puts the offioarnotice that his conduct is unconstitutionadltman v.

City of High Point 330 F.3d 294, 301 (4th Cir. 2003).

Prior to a Supreme Court decision in 200@part was required to undertake a two-step
inquiry to determine whether the dfi@l was entitled to qualified immunit$see Saucief33 U.S.
at 20Q Parrish ex rel. Lee v. Cleveland72 F.3d 294, 301 (4th Cir. 2004). First, the court would
ask whether the facts alleged, taken in the light fiaestrable to the party asserting the injury, show
the official’s conduct viated a constitional right. Saucier 533 U.S. at 201. If the court
determined that the conduct alleged did not violate a constitutional right, then the inquiry would end.
Id. If, however, the conduct allegielid violate a constitutional right, the second step was to ask
“whether the right was clearly established” at the time of the alleged cofaluct.

But in Pearson v. Callahagnl29 S. Ct. 808 (2009), the Supreme Court decided that it does
not matter in which order a court conducts 8zeicie analysis. The Court held that while it “is
often appropriate” to determine, first, whethentimdation of the right has been alleged, and second,
whether the right was clearly established, this sequence “should no longer be regarded as
mandatory.” Id. at 818. Instead a court may “exerdigg] sound discretion in deciding which of
the two prongs of the qualified immunity analysisould be addressed first in light of the
circumstances in the particular case at hand.”

It does not matter in this case in which order the Court considers the qualified immunity
issue because Booker’s allegations lack any substantive merit, both at the threshold and at the
clearly-established inquiry. The Fourth Ameradrhprotects an individual from invasion only
where the individual has “a legitimate exmdwin of privacy in the invaded place.Rakas v.
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lllinois, 439 U.S. 128, 1431078). “An expectation of privacy does not give rise to Fourth
Amendment protection, however, unless society isgyegpto accept that expectation as objectively
reasonable.”California v. Greenwood86 U.S. 35, 39-40 (1988).

As discussed previously, despite his bald assertions to the contrary, Booker does not have
a legitimate expectation of privaay the business records of DominioBee supralO-11. Nor
does he have a legitimate expectation of privaithi vegard to the business records of TDS. An
individual does not have a legitimate expectatigoriMacy in the telephone numbers that are dialed
on his or her telephone because “even if [he ordidejarbor some subjective expectation that the
phone numbers he dialed would remain private gkigectation is not ‘one that society is prepared
to recognize as “reasonable.”Smith v. Maryland442 U.S. 735, 743 (1979) (quotikgtz v.
United States389 U.S. 347, 361 (1967pee also United States v. Plufik3 F.3d 1011, 1019-20
(9th Cir. 1998) (“individuals possess no reasonaRfeectation of privacy in telephone records”);
United States v. Nolad23 F.2d 1031, 1044 (10th Cir. 1969) (samAccordingly, since Booker
had no legitimate expectation pfivacy and, therefore, no Fourth Amendment interest, in the
business records of either TDS or Dominion, omciinis Fourth Amendment claim is based, this
claim will be dismissed for failure to state a claim.
Tort Claims

It appears that Booker asserts two tort claagainst the United States: (1) that Bertsch was
negligent in collecting and disseminating his power and telephone records, and (2) that in doing so,
Bertsch violated his common law right to privadys noted previously, the exclusive remedy for
non-Constitutional claims resulting from the actioha federal employee acting within the course
and scope of his office or employment lies iraation against the United States of America under
the FTCA. The right to sue the United Statemler the FTCA “exists wholly by consent as

expressed in § 2675, 28 U.S.C., which fixes the terms and conditions on which suit may be
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instituted.” Kielwien v. United State$40 F.2d 676, 679 (4th Cir. 1976). The requirement that an
administrative claim be filed with the appropriatgeency before any civil action may be commenced
in federal court “is jurisdictional and not waivabldd. (citing cases)see28 U.S.C. § 2675(a).
Two elements must be satisfied under 8§ 2675(ajder for the administrative claim to have been
sufficiently “presented” to the agency: (1) written notice sufficient to cause the agency to
investigate, and (2) a sum-certain value on the clainmed v. United State30 F.3d 514, 517 (4th
Cir. 1994).

On May 2, 2009, Booker presented a claim segpk10 million to DEA. The claim was
denied on September 16, 2009. The alleged factsrdlein the Administrative Claim relate only
to the Dominion Subpoena:

In may [sic] of 2008, special agent Mark Bertsch of the Drug Enforcement

Administration faxed an adminsitrative [sic] subpena [sic] to Dominion Virginia

Power for power use records regarding claimants [sic] home. The claimant was

not under investigation and Dominion VirgifPower faxed claimants [sic] private

records to agent Bertsch. This act by agent Bertsch violated claimants [sic]

Fourth Amendment right to privacy.
Exhibit E to Government Defendants’ motion to dismiss and memorandum in support. The
Administrative Claim does not mention TDS, theSBubpoena, or that Bertsch allegedly disclosed
the contents of TDS’s recordBy failing to even mention TDS in the Administrative Claim, Booker
did not give notice sufficient to cause the DEA to investigate that portion of his current claim.
Therefore, the portions of the Complaint seekiegjlity against the United States based on the TDS
Subpoena must be dismissed for failure to exhaust administrative remedies.

In Count |, Plaintiff attempts to state aich for negligence based on Bertsch’s having faxed
subpoenas to TDS and Dominion and then giving thidtseof those subpoenas to the courtin order

to effectuate a search warrant. The UnitedeStat only liable for thevrongful acts or omissions

of its employees if a private person wouldliaédle under the law of the place where the act or
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omission occurred. 28 U.S.C. § 2674. Under Vigglaw, to state a claim for negligence, a
plaintiff must plead the existence of a legalygat violation of that duty, and proximate causation
which results in injury. Kellermann v. McDonough278 Va. 478, 487 (2009)Delk v.

Columbia/HCA Healthcare Cor@59 Va. 125, 132 (2000). In Count I, Booker alleges as follows:

Defendant Mark Bertsch had a duty taiBtiff to act with reasonable care in

respecting Plaintiff’'s privacy by not unl&My procuring Plaintiff’'s power use

records, maintained by Dominion and Plaintiff's personal phone records,

maintained by TDS, and particularly by not disseminating Plaintiff's

private information to members of the general public.
Complaint § 20. However, Bertsch did not obt&ooker's power use and telephone records
“unlawfully;” rather, he obtained them pursuanatoadministrative subpoena authorized by federal
law. Moreover, and as discussed with respe&ooker’s Fourth Amendment claim, Booker had
no privacy interest in the business records o§TD Dominion. Therefar, Bertsch owed no duty
to refrain from procuring the records or testifying about their contents in court. Further, even if
Bertsch did owe Booker a duty to carry out thestgons with reasonable care, the Complaint fails
to allege any facts that would, even if true, lpksh a breach of that duty. Booker has not stated a
claim for negligence, and Count | will be dismissed as to the United States.

As noted previously, the United States has only waived its sovereign immunity under the
FTCA for torts of its employees in instancesem a private person would be liable for the tort
under the law of the state where the act allegecttyrred. 28 U.S.C. § 2674. Plaintiff's claim that
Bertsch invaded his common law right to privamyst be dismissed because a person would not be
liable under Virginia law for the todlleged. As discussed previoustypraat 8, Virginia only
recognizes one tort for invasion of privacy —itieappropriation of a person’s name or likeness for

commercial use. Va. Code § 8.01-40(A). Bookas not alleged that the Federal Defendants

misappropriated his name or likeness for commercial purposes. Thus, the United States has not
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waived its sovereign immunity under the FTCAhUS, as to the United States, this claim must be
dismissed for lack of subject matter jurisdiction.
V. CONCLUSION
For the reasons discussed herein, the motions to dismiss will be granted. An appropriate

Order shall issue.

May 7, 2010 /sl
DATE RICHARD L. WILLIAMS

SENIOR UNITED STATES DISTRICT JUDGE




