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3 UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON
9 AT SEATTLE
10 PINNACLE PROCESSING GROUP, CASE NO. C10-1126-RSM
INC.,
11 ORDER ON CROSS MOTIONS FOR
Plaintiff, SUMMARY JUDGMENT
12
V.
13

HARTFORD CASUALTY INSURANCE
14 COMPANY, a foreign insurer,

15 Defendant.

16

17 [. INTRODUCTION

18 This matter comes before the Court uporiebdant’s Motion for Summary Judgment

19 (| (Dkt. # 22); Plaintiff’'s Motionfor Partial Summary Judgmefidkt. # 37); and Defendant’s

20 || Motion for Protective Order (Dkt. 20). For the reasons set fotielow, Defendant’'s Motion i

)

21 || GRANTED, Plaintiff's Motion is DENIED, anthe Motion for Protective Order is DENIED.
22
23

24
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IIl. BACKGROUND
A. Credit Card Processing, Generally
Plaintiff Pinnacle Processing Group, INndPPG”) is a Washington corporation whose
primary business is to process credit card tratisas for merchants. PPG is an Independent
Sales Organization (“ISO”) as that term is undsodtin the credit card industry and it contragts
with a “merchant bank” called Merrick Bank. BBuant to PPG’s ISO Agreement with Merrick

Bank, PPG is responsible for marketing creditd processing senés to merchants and

assisting them in obtaining the equipment and software necessary to access those servides. Thus,

PPG utilizes independent sales agents to enter into agreements with individual merchants who

wish to offer their customers the ability toydfar goods and services with bank cards. Upon
entering into an agreement with PPG, the mercisastuld or leased a credit card terminal
through which its customers may swipredit cards to make purchases.

Once a merchant has entered into an agreement with PPG and set up its credit card

terminal, its customers may use credit cardsayp for goods and services at their place of

business. When a customer swipes a credit card at the merchant’s credit card terminal, data

passes through the terminal to the bank #mited the credit card — the “issuing bank.” The
issuing bank returns an electronic message itidgahether there are sufficient funds or there
is sufficient available credit taoger the cost of the transactiotl.there is money available on
the card, the transaction is apprdyvand the merchant’s salettee customer is consummated.

At the end of each day, the merchant’s act@migettled: Merrick Bank deposits funds
into the merchant’s bank account in an amauntal to the sum ofllaof the credit card

transactions processed in tllaty. Merrick Bank, in turn, issimbursed by the banks that issuge
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the credit cards. The banksathssue the cards pay MerriBlank by debiting their customers’
accounts.

In certain situations, money must be refunftedh the merchant to the customer. Wh
this happens, the transaction is reversed in what is termed a “chargeback.” A chargebac
occur when a customer returns an item to the nagrtc when there is aror in the transaction
or in processing the transactiam,as a result of fraud. When a chargeback occurs, funds a
either returned to the custorigissuing bank or the charged anmt is never posted against th
customer’s account at the issuing bank. Thechent must then enable the same amount of
funds to be debited from its account. If thesra chargeback and the merchant cannot cover
amount of the refund, or has digeeared, one of the processafities will generally end up
covering the loss. In this case, the entity tleatrb the risk in the case of chargeback losses
PPG.

Pursuant to PPG’s ISO Agreement withrkilegk Bank, PPG is required to establish a
$250,000 “reserve account” (the “ISO Reserve Accumith Merrick Bank as security for the
satisfaction of chargeback crexthat do not get reimbursed by merchants. Dkt. No. 39, §7.]
Merrick Bank is the sole and éxsive owner of the ISO Resernecount and is authorized to
withdraw amounts from the account to coite losses incurred through unreimbursed
chargebacks:

Merrick may withdraw from the ISO Rese Account from time to time amounts

equal to any losses suffered or incdritey Merrick, or reasonably expected by

Merrick to be suffered ancurred, in connectio with (i) Merchant chargebacks,

other Merchant acts, omissions, activity fares, charges or other assessments

made by any Association based upon &mgrchant activity... (ii) any other
amount payable by ISO to Merrick pursuémtthe terms of this Agreement, and

(i) ISO’s acts, omissions or activity, éinds, charges or other assessments made
by any Association based on ISO activity.
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Id. When Merrick withdraws from the reserve agnt, PPG is required to replenish those furn
within two days.Id.
B. The Fraud Alleged in this Case

In 2008 and 2009, PPG sustained chargebadekin the sum &360,823.56 as a resu
of fraudulent credit card trand#ons processed through PPG’ snputer system by several rets
merchants with whom PPG had established basingationships. One of those merchants v
Kirakosyan Jewelers. Kirakosyan Jewelers retpeemerchant services from PPG for the
purpose of selling watches, jewelry and accessories for an average price of $500 and an
estimated monthly credit card volume in #raount of $50,000. PPG accepted and activate
Kirakosyan’s merchant account in September 2008.

Kirakosyan Jewelers processed credit cardsaations within the contracted limits unt
December 2008. Between December 8 aadember 17, 2008, however, it processed $228
worth of credit card transactions. PPG’dfstarified each of these transactions by having
telephone conversations with timerchant, the customers, anamstimes with the issuing bani
Each of the transactions was processed #feelegitimacy and capacity of the cardholder
customer was established. Nonetheless]anuary 6, 2009, Kirakosyan Jewelers ran 23
requests for refunds for a total amoun$8£8,044. PPG attempted to freeze the refund
requests, but was ultimately obligated toga®s them when the cardholders submitted writtg
requests to the issuing banks for the refundéien PPG attempted to electronically recover
these refund credits from the Kirakosyan barntoaat, they were dishonored. As a result,
Merrick deducted $228,044 from PPG’s reseageount to cover the sbof refunding the

issuing banks that had extended refunds to their customers. PPG replaced the funds in {

!t is believed that the customers in this casee working together witKirakosyan Jewelers
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perpetuate the fraud. Dkt. # 23-1, p. 39.
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reserve account within two days pursuant te@dtstractual obligations. The additional
approximately $132,000 in losses were incurredthyer merchants in a substantially similar

manner.

C. The Insurance Policy

PPG is covered by a policy of insurancatti purchased from Defendant Hartford
Casualty Insurance (“Hartford”). The polivas effective for the policy period 7/29/08 —
7/12/09, and consisted of the “Spectrum Poli@cRrations,” the “Special Property Coverage
Form,” and a “Financial Services Stretch” endorsement.

The Special Property Corage Form provides:

Additional Coverages ...Money and Securities.. We will pay for loss of
“money” and “securities” used in yoususiness while at a bank or savings
institution, within your livhg quarters of the living quars of your partners or
any employee having use and custody tioé property, at the “scheduled
premises”, or in transit between anytbése places, resulting directly from: (a)
“Theft”; (b) Disappearanceyr (c) Destruction.

The most we will pay for loss in any onecurrence is: (a) The limit shown in the
Declarations...

Dkt. No. 23-4, p. 12-13. The Spectrum Polidgclarations provide “NO COVERAGE” for
Money and Securities. Therefore, PPG is netced for a loss of “money” or “securities”
under the Special Property Coverage Form.

PPG, however, purchased additional insuedinc computer fraud. Pursuant to the
Financial Services 8ttch Endorsement:

Computer Fraud The following Additional Coverage is added: We will pay up
to $5,000 in any one occurrence for phgbitoss of or physical damage to
“money”, “securities”, and other propertyviiag intrinsic valueresulting directly

from computer fraud. Computer &rd means any act of stealing property
following and directly related to the usé any computer to fraudulently cause a
transfer of that property from insig@ur premises or from a banking institution
or similar safe depository, to a persoth@ than a “messenger”) outside those

premises or to a place outside those premises.

ORDER ON CROSS MOTIONS FOR SUMMARY JUDGMENT -5
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Id. at 33.
Other relevant provisions of PPGisurance policy are as follows:

EXCLUSIONS...We will not pay for physical loss or physical damage caused by
or resulting from:...Dishonesty:Dishonest or criminal acts by you ... or anyone
to whom you entrust the property for any purpof@lse Pretense)Moluntarily
parting with any property by you or anyoekse to whom you have entrusted the
property if induced to do so by any didulent scheme, trick, device or false
pretense.

Id. at 22-23.

PROPERTY DEFINITIONS ... “Money” means: a. Currency, coins and bank
notes whether or not in current use... “Securities” means negotiable and
nonnegotiable instruments or contractpresenting either “money” or other
property and includes: a. Tokens, tickefxcept Lottery Tickets, revenue and
other non-postage stamps whether or naturrent use; antl. Evidence of debt
issued in connection with credit or chaxggerds, which are not of your own issue;
but does not include “money.”

Id. at 24-25.

In late 2009, PPG submitted claims under the Computer Fraud endorsement to H3

for the losses caused by the fraudulent credit targactions. Hartforceviewed and denied
the claims. This lawsuit ensued.

In its motion for summary judgment, Hartford argues that PPG’s losses did not res
from computer fraud because thee not directly related toeghuse of a computer; that PPG’s
claim is an “economic loss” not covered by théiqye and that the exclusns for dishonesty an

false pretense bar coverageee generallipkt. No. 22. Even if there were coverage, Hartfor

argues that the PPG’s claim is limited to $5,p@0 occurrence and selsf to a $250 deductible

and is limited or barred by the two-yeamtractual limitation for bringing suitd.
PPG argues in its motion for partial summpggment that PPG’s losses were in fact
directly related to use of a computer. PP@cis the Court to the daftion of “Securities” in

the Hartford insurance policy as including “evidenckdebt issued in connection with credit

irtford
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charge cards, which are not of your own issugkt. No. 37, p. 11, citing Dkt. No. 39, p. 25.
Under PPG’s analysis, the “losses suffered b§ P&sulted from fraudulent acts which follows
and were directly related to the use of a patar because a request for a fraudulent electron
refund credit is clearly evidence of debt.” tDMo. 37, p. 12. PPG alsontends that ambiguit
in the policy requires that the Court construe tdgrms in its favor. Finally, PPG argues that i
does not have to suffer a loss of its own fundsrder to secure coverage for computer fraud
the manner in which it sustained the losdésat 13.
[ll. DISCUSSION

A. Standard

Summary judgment is appropigawhere “the movant sh@xhat there is no genuine
issue as to any material factcathat the movant is entitled jjisdgment as a matter of law.”
FRCP 56(c)Anderson v. Liberty Lobby, In&t77 U.S. 242, 247 (1986)n ruling on summary
judgment, a court does not weigh evidence terdane the truth of the matter, but “only
determine[s] whether there is a genuine issue for triatane v. Conoco, Inc41 F.3d 547, 549
(9th Cir. 1994) ¢iting O’Melveny & Meyers969 F.2d at 747). Material facts are those whic
might affect the outcome die suit under governing lawAnderson477 U.S. at 248.

The Court must draw all reasonable inferes in favor of the non-moving part$ee
F.D.I.C. v. O'Melveny & Meyer969 F.2d 744, 747 (9th Cir. 1992), rev'd on other grounds
U.S. 79 (1994). However, the nonmoving party nmiake a “sufficient showing on an essen

element of her case with respéx which she has the burden of proof” to survive summary

judgment. Celotex Corp. v. Catretd77 U.S. 317, 323 (1986). Furthftlhe mere existence of

a scintilla of evidence in suppant the plaintiff's position will be insufficient; there must be

evidence on which the jury could reasonably find for the plaintifi.”

U
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Where policy language is clear and umégnious, Washington courts enforce the
provisions written “and do not modify the polioy create ambiguity where none exist®ub.
Util. Dist. No. 1 v. Int'l Ins. C9.124 Wash.2d 789, 797 (1994)\mbiguity exists if the policy i
susceptible to more than one reasonable interpretdiranscon. Ins. Co. v. Wash. Pub. Util.
Dists'. Util. Sys.111 Wash.2d 452, 456-57 (1988), and any guityi is interpreted in favor of
the insured, Sears Grange Ins. Ass'i11 Wash.2d 636, 638 (1988&yinally, definitions set

forth in an insurance policy must be applied aindefined terms are givé&eir plain, ordinary,

and popular meaning, as defined iangtard English dictionariesOverton v. Consolidated Ins.

Co, 145 Wash.2d 417, 427-428 (2002).

B. Analysis

1. Cross Motions for Summary Judgment

Both parties seek a judicial determinatmfrwhether coverage for PPG’s losses exist
under PPG’s insurance policy with Hartford. Teeties do not dispute that, if PPG’s losses
covered, they are covered undex omputer Fraud clause ottRinancial Services Stretch
endorsement. The Computer &declause provides coverage for “physical loss of or physic:
damage to ‘money’, ‘securities’, and other pedp having intrinsic value resulting direcfipm
computer fraud.” Dkt. No. 23-4, p. 33. “Conteufraud” is defineds “any act of stealing
property following and directly related to theeusf any computer to fraudulently cause a
transfer of that property fromside your premises or frombenking institution or similar safe
depository, to a person (other than a “messengeitgide those premises or to a place outsid
those premises.1d.

“Direct means without any inteewming agency or step: withbany intruding or diverting

factor.” Moeller v. Farmers Ins. Co. of Washingtd®5 Wash.App. 133, 143 (2010) (citing

are

=

Webster's Third New Int'l Dictionary 640 (1976)tommentators generally agree with this
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definition.” 1d. (citing 11 Lee R. Russ, Couch on Insurance, § 156:21 (3d ed. 1998) (Supp.

2009)). Here, PPG’s loss was not direct. RIiRGnot suffer a loss until (1) Merrick Bank was
unable to recover the chargall funds from the merchabénks; (2) Merrick Bank deducted
funds from PPG’s Reserve Account; and, finally,R®G fulfilled its comactual obligation to
replace those deducted funds. To interpret the tdirectly” as potentiajl applying to such an
attenuated chain of event®uld be to “create ambigy where none exists.Pub. Util. Dist.
No.1,124 Wash.2d at 797. Moreover, such arrpmétation would render the use of the wor
“directly” in the insurace policy superfluous: there woude no difference between the phras
“resulting from computer fraud,” an‘resulting directly from computer fraud.” Accordingly, th
Court gives the term “direct” is plain meaningdain so doing, determines as a matter of law
that that PPG’s losses aret covered under the policy.

Indeed, several courts that have examinelisisue have determined that where a los
must “directly” result from a specified occurrence, the insured’s obligation to reimburse a
party for losses that result from that specifieduence, does not give rise to coverage. In
Lynch Properties, Inc. v. Potomac insurance Company of llliaoctgrporation’s employee
embezzled money from one of its clients. 962 F.Supp. 956, 959 (N.D. Tex. 4896140
F.3d 622 (5th Cir. 1998). The corporation transfiite own funds to cover its client’s loss af
then filed a claim withts insurance companyd. The corporation’s insurance policy provideg
“[w]e will pay for loss of ...Covered Propertyselting directly from the Covered Cause of
Loss.” Id. at 961. “Covered Cause of Loss” waefined as “employee dishonestyid. The
Court held that the words “resulting directipm” unambiguously limited coverage to the
insured’s direct losses and adoptke insurance company’s interfagon that “[s]ince the direg

result of [the employee’s] embezzlement was a loss to [the client’s] personal funds, and t

e
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indirect result was Lynch’s reptement of those lost funds..hét corporation] cannot recover
under the policy.”ld. at 962-63. The same analysis is appwdtprhere: since the direct result
the purported computer fraud was a loss to MkrBiank, and the indirect result was PPG’s
replacement of those lost funds, PPG cannot recover timgleolicy.

Several other courts interpreting similar contract language have reached the sameg
See Vons Companies, Inc. v. Federal Ins. ZI2,F.3d 489, 492-93 (9th Cir. 2000) (“We holg
that ‘direct’ means ‘direct’ and &t in the absence of a thirdrpaclaims clause, Vons'’s policy
did not provide indemnity for vicarious lialty for tortious actof its employees.”)Methodist
Health System Foundation, Inc. v. Hartford Fire Ins. C2011 WL 2607107, at *3 ( E.D. La.
July 1, 2011) (also relying drynchand interpreting identical computer fraud provision as th
issue here as precluding covggdbecause “only Tremont suféerlosses ‘resulting directly
from’ the Madoff ponzi scheme; Plaintiff was too far removed from the Madoff scheme in
to recover under a ‘direct loss’ provision becausaff invested in Median, who invested in
Tremont..”); Finkel v. St. Paul Fire and Marine Ins. C2002 WL 1359672, 5 (D. Conn. 200}
(“That the insured may be liable to a thirdtgdor a loss of money resulting from employee
dishonesty does not transform a policy covethmginsured against a direct loss into one
indemnifying against liability.”) (internal citation omitted).

PPG argues that it suffered a loss — in thiaiciirred a debt — as soon as the frauduler
requests for refunds were issued. The computer fraud provision coysisgblosses of both
“money” and “securities.” Dkt. No. 23-4, p. 33The definition of‘securities” includes
“[e]vidence of debt issued in connection witledit or charge cards, va are not of your own
issue.” Thus, argues PPG, “the losses sedfdy [PPG] resulted from fraudulent acts which

followed and were directly related to the use@omputer because a request for a frauduler

of

result.
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electronic refund credit islearly evidence of debt.” Dkt. # 37. The Court is not persuaded
this argument. The computer fraud promrsby its express terms covers the phydmsdof
securities, or, “evidence of debt.” To comsgtthe provision as sirttaneously covering angain
of a debt to another — whichessentially what PPG argues — would be to read the terms of
policy as providing coverage for exactly the oppostteéhat which it pgports to cover.

Rather, PPG’s loss resulted directly frasicontractual obligation to cover any
chargeback losses incurred by Merrick Bank,frmh computer fraud. PPG’s loss was only
indirectly caused by the purpodteomputer fraud. There® coverage for PPG under the
computer fraud provision of its insuranaatract with Merrick.Because the Court has
determined that there is no coverage for PP& raatter of law, it declines to address the oth
bases for denial of coverage in this ordeiartford’s motion for summary judgment is
GRANTED and PPG’s motion for p&at summary judgment is DENIED.

2. Motion to Strike

In its reply to PPG’s motion for summary judgnt, Hartford moves to strike from the
Declaration of Eric Zubel “thgestimonial references and thigaghed exhibit 1 pertaining to
Hartford Casualty’s alleged inteet advertising.” Dkt. # 34, pp. 8-9. Because the Court did
rely on these materials in remawg its decision on the parties’ cross motions for summary
judgment, the motion is MOOT.

3. Motion for Protective Order

Hartford moves for a protective order undedHe. Civ. P. 26(c)(1) regarding a 30(b)(
deposition notice issued by PPG. A motion fpratective order “must include a certification
that the movant has in good fagbnferred or attempted to confeith other affected parties in
an effort to resolve the dispute without couti@t” Fed. R. Civ. P. 26(c)(1). “A good faith

effort to confer requires a face-to-face megtor a telephone conference.” Local Rule CR
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26(c)(1). Hartford did not include a certifigat that it conferred witl?PG in a face-to-face
meeting or by telephone prior bwinging its motion. Accoidgly, the motion is DENIED.

4. Motion to Continue Trial and Related Dates

Before the Court is Plaintiff's unopposed tibm to Continue Trial and Related Dates
(Dkt. # 43). The trial is currently set foePember 5, 2011, only slightly more than a month
away. To allow the parties ample time to prepardrial, the Court GRANS Plaintiffs motion,
The parties are directed to cenfegarding the amount of timeaessary to complete discover
and prepare for trial and submit a joint revised dahieg order to the Couwtithin fourteen (14)
days of the date of this Order.

V. CONCLUSION

Having considered the parties’ motions, th&gpanses and replies teéw, all declaration:

and attached exhibits, and tteamainder of the record, the Court hereby finds and ORDERS:

(1) Defendant’s Motion for Sumary Judgment (Dkt. # 223 GRANTED. The motion
to strike contained therein is moot.

(2) Plaintiff’'s Motion for Partial SummarJudgment (Dkt. # 37) is DENIED.

(3) Defendant’s Motion for Protectiv@rder (Dkt. # 20) is DENIED.

(4) Plaintiff’'s Motion to Continue Trial and Related Dates (Dkt. # 43) is GRANTED.

Dated this ¥ day of November 2011.

(B

RICARDO S. MARTINEZ
UNITED STATES DISTRICT JUDGE

y
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