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, LLC v. Replacements, Ltd.

HONORABLE RICHARD A. JONES

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

AT SEATTLE
SPAM ARREST, LLC,
Plaintiff, CONSOLIDATED
V. MASTER CASE NO. C12-481RAJ
REPLACEMENTS, LTD., et al., ORDER
Defendants.

I. INTRODUCTION
This matter comes before the court on a motion calendar it created on Augu

to resolve the parties’ cross-motions for summary judgment. Defendants Sentient
LLC and Sentient Jet Charter, LLC (collectively “Sentient Jet”) moved for summaryj
judgment against all of the claims of Plaintiff Spam Arrest, LLC. Spam Arrest filed
cross-motion for summary judgment solely as to a subset of its breach of contract (

On August 20, the court issued a preliminary order addressing its likely
conclusions as to the motions. The court set an August 28 oral argument to give t
parties the opportunity to address the preliminary order. At oral argument, Spam A

addressed very few of the court’s conclusions from the preliminary order. It did nof
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dispute dozens of conclusions as to the inadequacy of its evidence. It did not mention its

tort claim or its statutory claims. The court has revised its preliminary order to refle

Spam Arrest’'s minimal argument as well as Sentient Jet's input. None of those re\
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however, change the court’s ultimate conclusions. Sentient Jet is entitled to summary

judgment against all of Spam Arrest’s claims.

. SUMMARY OF DECISION

Spam Arrest says that Sentient Jet owes it more than $1,000,000 because Sentient

Jet sent almost 600 unsolicited emails (or “spamsua$f emails are ubiquitously

known)' promoting its jet-charter service to about 500 Spam Arrest customers. In going

so, Sentient Jet allegedly breached about 600 contracts it allegedly entered promiging not

to send spam to each of those Spam Arrest customers. Each contract eontains

liquidated damages clauparporting to award Spam Arrest $2,000 for eachepafc

spam. 600 pieces of spam at $2,000 per piece is $1.2 million. But that figure accqunts

only for Sentient Jet’s breaches of contract. Spam Arrest also ¢laatnsaclpiece of
spam is a tortious interference with its relationship with its custommest of whom pay
a monthly fee.Spam Arresasserts that each piece of spam is a violation of the
Washington Consumer Protection AGCPA”). Finally, it contends that Sentient Jet
violated the Computer Fraud and Abuse Act (“CFAA”), 18 U.S.C. § 1088cbessing
Spam Arrest’s computers without authorization.

After reviewing the parties’ motionfiowever, the court concludes that Sentien
Jet owes Spam Arrest nothing. @hasSpam Arrest alleges that Sentient Jet breach
about 600 contractdhere areopen questions as to whether anyone at Sentient Jet w
aware that he or she had entered even a single contract. Although the court canng
resolve those questions on summary judgment, it can determine that Spam Arrest
offered evidence from which a jury could conclude #gbne who assented to a
contract had authority to bind Sentient Jet. And even if the court were to assume t
Sentient Jet entered at least one contract with Spam Arrest, Spam Arrest has not g

evidence from which a jury could conclude thah&ent Jebreachedt.

! SeeGordon v. Virtumundo, Inc575 F.3d 1040, 1045 n.1 (9th Cir. 2009) (explaining how
“spam” came to refer to unsolicitednail).
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Putting aside Spam Arrest’s failure to raise a factual dispute as to the format
a contract or its breach, it also has not proven any damages arising from a breach
contract. Its $2,000 liquidated damages provision is invalid, and Spam Arrest has
no evidence that would permit a jury to conclude that Sentient Jet's alleged breach
contract caused quantifiable damage. In particular, it cannot show that any custon
Spam Arrest as a result of email from Sentient Jet. Indeed, there is scarcely any ¢
that any Spam Arrest customer has left as a result of receiving spam from anyone.

For many of the same reasons, Spam Arrest’s tort claim and its statutory cla
not, as a matter of law, pass muster. Spam Arrest’s tortious interference and CPA
are not triable for the same reasons that its breach of contract claims @ awt.
Arrest’s attempt to invoke the CFAA is doomed because there is no evidence that
Sentient Jet has done anything that the statute prohibits.

The court will explain each of these conclusions in its later analysis. Before
does so, it explains Spam Arrest’s anti-spam service and Sentient Jet’s interaction

. REVIEW OF EVIDENCE

A. Spam Arrest Attempts to Require Every Person Who Emails a Customer to
Enter a “Sender Agreement” Promising Not to Send That Customer Spam.

Spam Arrest sells (or in some cases gives away) an anti-spam SeMis. anti-
spam services operate by filtering,, by using software to scan the content of incom
email for the hallmarks of spam, then segregating suspected spam from other ema

Spam Arrest takes a different approach. Its customers give Spam Arrest ac(
their email accounts at thiggarty providers Incoming email from a verified sender
remains in a customer’s inbox. Spam Arrest diverts email from unverified senders

customer-accessible “unverified folder” on Spam Arrest’s compufensunverified

2 Spam Arrest’s Director of Operations testified that its service cost lessSBgefyear as of
October 2012. Todaro Decl., Ex. 1 (Dkt. # 36) (Harb Depo. at 118). The Spam Arrest we
offers a free 3@lay trial with subscription prices stiag at $3.75 per monthd., Ex. 15 (Dkt.

# 30-15). Spam Arrest’s Director of Technical Operations testified thatspecified number
of customers pay as much as $396 per month. Nguyen Decl. § 20 (Dkt. # 51).
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sender must complete Spam Arrest’s verification process. If she does, Spam Arre
automatically removethe email from the “unverified folder” and delivers it to its
customer’s inbox.

The verification process begins with an automatically-generated “verification
email” from Spam Arrest to the unverified sender. The verification email is a short
message asking the sender to click on a hyperlink to “complete the verification pro
Todaro Decl., Ex. 11 (Dkt. # 30-11) (p. 175 of 201). A sender who clicks the hyper
will find herself at the “verification page” of Spam Arrest’'s website. A user who clic
the “Verify” button on the verification page becomes a verified sender.

According to Spam Arrest, however, clicking the “Verify” button also binds th
sender to its “Sender Agreement,” a two-paragraph contract at the end of the verifi
page, below the “Verify” button. Sentient Jet contends that no sender would have
she was entering a Sender Agreement because the verification process does not
conspicuously disclose the agreement.

Prior to changes Spam Arrest made in October 2011, the verification email 3
verification page had no references to the Sender Agreement other than the Agree
itself. The verification email explained that “[w]hen you click the above link, you wi
taken to a page with a graphic on it. Simply read the word in the graphic, type it inf

form, and you're verified.” Todaro Decl., Ex. 11 (Dkt. # 30-11) (p. 175 of 201).

3 Spam Arrest’s evidence regarding thedivkery of email to its customers is vague in critical
respects. There appears to be no dispute that email sent to one of its custsnaervés in the
servers of the third party who hosts the customer’s email account. Todaro Re8I(CHt.

# 30-3) (Nguyen Depo. at 23, 47). In some cases, Spam Arrest automatically downloads
incoming mail from the thirgbarty serversld.; see alsdHarb Decl., Ex. A (Dkt. # 5@)
(compiling versions of Terms of Service Agreement, which require customemtdgiam
Arrest a license to access her thpaty email account). In other cases, users forward their

email to Spam Arrest. Todaro Decl., Ex. 3 (Dkt. # 30-3) (Nguyen Depo. at 23). It ayatars

even email from verified senders leaves the customertsplairty account and arrives at Span
Arrest, although Spam Arrest then “immediately” passes verified email baskctesstomer.
Nguyen Decl. 1 51 (Dkt.# 51) (“All email to Spam Arrest customers flows thropginS
Arrest’s system). Unverified emaill, it jpgars, resides on Spam Arrest’s servers (where a
customer can access it) for seven days. Todaro Decl., Ex. 14 (Dkii4) 8®pam Arrest
website FAQS).
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Clicking on the hyperlink would take the sender to a verification page that began w,
instructions to “type the verification code into the box below and click the ‘verify’ bu
to approve the delivery of the email. You will not need to do this agédin.Just below

was a CAPTCHA - in this case a graphionposed of distorted letters. The distorted

tton

letters forned a verification code, which the user entered in a box just below the graphic

Adjacent to the box waes “Verify” button.

In October 2011, Spam Arrest made two changes to the verification process
it modified the verification email by adding one more clause to the critical sentence)
which the court emphasizes by underlining: “[w]hen you click the above link, you w

be taken to a page with a graphic on it. Simply read the word in the graphic, type i

the form,_accept the Sender Agreement] you're verified.” Todaro Decl., Ex. 11 (Dkit.

# 30-11) (p. 176 of 201)Second, ithanged the verification page such that the vertic

space between the CAPTCHA graphic and the box for entry of the verification code

contained the following sentence: “l accept the Sender Agreement bdthpwEx. 13
(Dkt. # 30-13) (p. 180 of 201).

Both versions of the verification page contain a Sender Agreement below thé
into which a sender inputs the verification code and the adjacent “Verify” button. T
Sender Agreement, which is the same in both versions, begins with the following
statement:

By clicking the “VERIFY” button above, and in consideration for Spam
Arrest, LLC forwarding your e-mail (and any e-mails you may send in the
future) to the intended recipient (the “Recipient”), you agree to be bound by
the following Sender Agreement . . . .

Todaro Decl., Ex. 12 (Dkt. # 30-12) (p. 178 of 201). The complete Sender Agreem

follows that introductory statement:

* A “Completely Automated Public Turing test to tell Computers and Humans Apart,” or
“CAPTCHA,” is software that distinguishes human website users from automated users.
Craigslist, Inc. v. Naturemarket, In694 F. Supp. 2d 1039, 1048 (N.D. Cal. 2010).
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You represent and warrant to Spam Arrest and the Recipient that any e-mail
you desire to send to the Recipient is not “unsolicited commeraoielilé-

l.e., the e-mail does not primarily contain an advertisement or promotion of
a commercial product, service or Web site; unless the Recipient expressly
consented to receive the message, either in response to a clear and
conspicuous request for such consent or at the Recipient’s own initiative.
Further, you represent and warrant that your transmission of any e-mail
does not violate any local, state or federal law governing the transmission
of unsolicited commercial email, including but not limited to, RCW

§ 19.190.020 or theAN-SPAM Act of 2003. You understand and
acknowledge that it is fair and reasonable that you agree to abide by the
restrictions set forth in this agreement. You acknowledge and agree that
this agreement is central to Spam Arrest’s decision to forward your e-mails
to the Recipient. Accordingly, if you violate this agreement, Spam Arrest
and the Recipient shall be entitled to (1) temporary and/or permanent
injunctive relief to restrain any further breaches or violations of this
agreement; and (2) damages in the amount of two thousand dollars
($2,000.00) for each violation of this agreement. You acknowledge that
such remedies are appropriate and reasonable in light of the costs and
expenses Spam Arrest incurs as a result of eradicating and filtering
unsolicted commercial enail. You acknowledge that the $2000.00

remedy is a reasonable estimate of Spam Arrest’s and the Recipient’s actua
damages. This agreement is governed by the laws of the State of
Washington and the exclusive venue for any action related to this
agreement shall be held in the state and federal courts located in
Washington. You hereby waive any right to object to venue or jurisdiction
based on inconvenient forum, lack of personal jurisdiction or for any other
reason.

Todaro Decl., Exs. 12-13 (Dkt. ## 30-12, 30-13).

B. Sentient Jet Employee&mail Spam Arrest Customers, Completing the
Verification Process About600 Times.

People using Sentient Jet's computers completed Spam Arrest’s verification
process about 600 times. Spam Arrest compiled a spreadsheet showing the date
of each verification, as well as information about the Spam Arrest customer whom

verifier was emailing.SS® The spreadsheet reveals that those verifications corresp

® The spreadsheet, which the court cites with the notation “SS,” is the most comeetates
set on the 600 Sentient Jet verifications at issue. Todaro Decl., Ex. 6 (DktNg@9en Decl.
19 2322 (Dkt. # 69) (explaining each column of data in spreadsheet). The court relied on
version Sentient Jet submitted, despite Spam Arrest’'s complaitihéheatrsion it produced in
discovery is “similar” but perhaps not identical. Nguyen Decl., 1 21 (Dkt. # 39pérorg
Dkt. # 39 to Dkt. # 73-2). Sentient Jet submitted an electronic version of the spreadsheet
whereas Spam Arrest relied solely on awitdy 90-page printout for which it provided no
courtesy copy.
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to emails sent to about 500 unique Spam Arrest custortterdvore than 500 of the
verifications took place in 2010 or 2011, although there are a few in 20 fand
dozen from 2005 to 2009d.

No one knows who at Sentient Jet completed the verification procesg in a
specific instance. No one haamal any Sentient Jet employee who completed the
verification process even once. Because the verification process does not require

sender to identify herself, Spam Arrest can point only to the IP addresswhichan

emailtriggering the verification process cantlsat email’s return address, and the date

and time of verification. Nguyen Decl., Ex. D (Dkt. # 51-4). No one disputes that tl
600 or so verifications on which Spam Arrest bases this lawsuit came from IP addr
associated with Sentient Jet. Various Sentient Jet employees in various departme
might be responsible for these verifications. Johnson Decl. 8 (Dkt. #B&Yy.include
employees with no power to bind Sentient Jet to any contract and employees who
power to bind Sentient Jet to jet-service contracts worth more than $10&6&00ent Je
has hundreds of employedsl. 1 12. Relatively few of the emails that triggered the
verifications came from Sentient Jet addresses that correspond to an indevigual (

rcampbell@sentient.cominostcame from general-purpose addresseas, (

info@sentient.com, charterinfo@sentient.com) to which many employees have ac¢

Linke Decl., Ex. S (Dkt. # 52-19) (Johnson Depo. at 61-62, 68, 79, 89). There is ng
evidence from any Sentient Jet employee who recalls sending an email to any Spa
Arrest customer, who recalls completing the Spam Arrest verification process, or w
recalls entering a Sender Agreement. Johnson Decl. { 12 (Dkt. # 32). One Sentie
employee was able to locate a single example of a verification email that Sentient |

received. Linke Decl., Ex. S (Dkt. # 52-19) (Johnson Depo. at 92). With one possi

® An IP address specifies the location at which a computer connects to thetintehnson v.
Microsoft Corp, No. C06-900RAJ, 2009 U.S. Dist. LEXIS 58174, at *10-11 (W.D. Wash. J
23, 2009).
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exception, which the court will now discuss, there is no evidence that Sentient Jet
explicitly authorized any employee to enter a contract on its behalf that would oblig
to pay $2,000 for every piece of spam. Johnson Decl. § 12 (Dkt. # 32).

There is patchy evidence that Sentient Jet's former Director of Marketing
registered for Spam Arrest’'s “Known Sender Program.” Spam Agoesétimesequires
senders who send more than 12 unverified emails per day to register for the Know
Sender Program. Nguyen Decl. 1 14 (Dkt. # 51). The only evidence of the registra
process is a page from the Spam Arrest website that explains that “companies peri
a high volume of verifications are required to subscribe” to the Known Sender Prog
Id., Ex. C (Dkt.# 51-3). The page requires the entry of a name, email address, and
number.Id. Just below those entries is an “I Agree” button adjacent to this text: “B

clicking on ‘I Agree’ you acknowledge that you understand, and agree t®pére

Arrest Sender Agreemehtld. (punctuation in original). Although there is no evideng

to prove as much, the court assumes that the underlined text served as a hyperlink

Sender Agreement. What no one explains, however, is what relevance the Sendef

Agreement has in this context. A Sender Agreement is a promise not to send Spa
specific Spam Arrest customer. The Known Sender page, however, does not targs
specific Spam Arrest customer. Spam Arrest offers no explanation, and does not 3
to address the poor fit between its Known Sender registration page and its Sender
Agreement.

When Spam Arrest responded to interrogatories from Sentient Jet in Novem
2012, it stated that Sentient Jet had not subscribed to the Known Sender Program
Todaro Del., Ex. 9 (Dkt. # 41) (response to Interrog. No. 2). During discovery,
however, Sentient Jet produced a document that suggests that Amy Kass (who wo
Sentient Jet’s Director of Marketing froltay 2010until she left the company in
November 2011) pd $99.95in May 2010 to become a “Known Sender, 100
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Verifications/Day.” Linke Decl., Ex. J (Dkt. # 52-1@ge alsod., Ex. Q (Dkt. # 52-17)

(Vaughn Depo. at 8) (describing Ms. Kass’s roles at SentientAiough Spam Arrest

later provided its own version of that record which included a few Sentient Jet IP

addresses (Nguyen Decl., Ex. C (Dkt. # 69-3)), it has not explained what Ms. Kass
for or how she (or any other Known Sender) was induced to pay for the privilege of
a Known Sender. Spam Arrestsunsel(whose personal knowledge of Spam Arrest’
Known Sender practices is dubious) refers to the record that Sentient Jet produced
“true and correct copy of a Known Sender Agreement entered on Sentient Jet’s be
Amy Kass.” Linke Decl. 1 11 (Dkt. # 52) (describing Ex. J). But the record is at mg
proof of a payment. Itis not an “agreement” of any kind. The same is true of Spar
Arrest’s version of that record. Nguyen Decl. Y 16-18 (Dkt. #&60X. A (Dkt. # 69-
1). Indeed, there is no competent evidence ofagrgement associated with the Know

Sender Program other than the Sender Agreement itself. The Known Sender regig

paid
being

UJ

as a
half by
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=)

n
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page does not discuss an option or requirement to pay $99.95 or any other amount for the

privilege of being a Known Sender. Nguyen Decl., Ex. C (Dkt. # 51-3).

Other than the record of Ms. Kass’s payment, there is no evidence at all as t
she did about her participation in the Known Sender Program. There is no evidend
she discussed the program or Spam Arrest with any employee. There is no evider
she was aware that other employees had entered or would enter Sender Agreeme

C. With the Exception of Seven Customers, No Evidence Permits a Conclusion
as to Whether Anyone Consented to Receive Sentient Jet's Email.

No one knows what was in the 600 or so emails Sentient Jet sent to Spam A
customers that triggered the verification process. Sentient Jet sends commercial g
and generally uses its “charterinfo@sentient.com” and “info@sentient.com” addres
for that purpose. Johnson Decl. | 3 (Dkt. # 32), Linke Decl., Ex. S (Dkt. #52-19)
(Johnson Dep. at 61-62). Although a jury might conclude that some (perhaps mos

the 600 emails were commercial solicitations, there is almost no evidence from wh
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jury could conclude that any specific Spam Arrest customer received a commercia
solicitation from Spam Arrest.

The only customer-specific evidence is a set of seven declaration$ fram
Arrest customers who state that they received unsolicited commercial email from
Sentient Jet years ago. None of them can recall the content of the email or produg
copies of the email. Linke Decl., Ex. | (Dkt. # 60-4)

With the exception of those seven Spam Arrest customers, the evidence dosg
permit the conclusion that Sentient Jet lacked consent from any of the people it em
There is no evidence that any customer complained contemporaneously alofitosp
Sentient Jet. The closest indication of customers’ contemporaneous views is that §
them used &pam Arresteature to “block”email hat purports t@omefrom one or morg
specific Sentient J&mailaddresss Most of the blocked addresses, however, are
“spoofed” addresses from people (or automated spam generatassociated with
Sentient Jef. Todaro Decl., Ex. 7 (Dkt. 80-7) (list of about 400 Spam Arrest “block”
requests targeting addresses bearing sentient.com domain). Even as to blocked e
addresses that correspond to actual Sentient Jet addresses, there is no evidence t
equates a “block” with a lack of consent to receive the email or emails that led to th
block. A Spam Arrest customer might, for example, consent to receive Sentient Je
emails, grow tired of them, then block future emails. Sentient Jet has produced
unchallenged evidence that only 6 customers who bloal&ghm Arrest address later
canceled their Spam Arrest subscription, and none of those did so within 31 days d
“block.” Todaro Decl., Ex. 24 (Dkt. # 65) (Torelli Report at 7). With the excepti@n ¢

few of the 7customers wherovided declarations and declared that they blocked a

"“Spoofing” is the practice of making spam appear as if it came from a legitimate s&wager.

Karvaly v. eBay, In¢.245 F.R.D. 71, 91 n.34 (E.D.N.Y. 2007). A spoofer might, for example

send an email bearing the return address “fakeaddress@sentientSmme”spoofers use emg
addresses that appear to be randomly geneatgdfjagb@sentientom. Others use address
craftedto appear legitimates.g, bob.smith@sentient.com.
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Sentient Jet address after receivipgra, Spam Arrest’s block evidence would not pel
a jury to infer a lack of consent.

Sentient Jet falls short of proving as a matter of law that any sp8pdinc Arrest
customer consented to receive email from Sentient Jet. Sentient Jet has purchase
addresses from numerous third parties. Johnson Decl. 1 4 (Dkt. # 32). At least so
those parties boast that the email addresses they sell belong to people who have
consented to receive commercial email, and Sentient Jet asserts that its “practice”
ensure that it has consent to send email. Linke Decl., Ex. S (Dkt. # 52-19) (Johnsd
at 101);see alsaJohnson Decl. at 11 19-21 (Dkt. # 32) (reviewing promotional matef
from various email list providersiNo evidence confirms that assertion. Sentient Jet
admits, moreover, that it cannot ascertain the source from which it acquired many
email addresses of Spam Arrest customers. Johnson Decl., 1 17, 22 (Dkt. # 32).
Sentient Jet also obtains some (but probably not most) email addresses directly frg
people who provide addresses either after browsing Sentient Jet’s websites or afte
contact with Sentient Jet representativies.{ 4. Even as to those customers, howevg
there is no evidence of consent.

D. Spam Arrest Has No Evidence of Quantifiable Damages.

Assuming that Sentient Jet sanpiece ospam in violation o Sender
Agreementthere is no evidence thabuld permit a jury to assess damages flowing fr
that violation. Indeed, Spam Arrest has made no attempt to quantify its damages.
relies solely on the Sender Agreement’s $2,000 liquidated damages clause. At org
argument, it for the first time stated that it wished to present evidence of actual dan
or nominal damages at trial.

Spam Arrest contends that Sentient Jet spam imposed both operational cost
associated with the segregating and delivery of email by its computer systems) ang

damag@s from customers who left Spam Arrest after receiving spam. Spam Arrest’
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evidence of increased operational casfgsaltry. Asender who falsely verifies a piece
spam theoretically imposes two types of operational cost: the cost of processing th

verification form, and the cost of delivering (or redelivering) spam to a customer’s t

of
e false
nird-

party inbox. Spam Arrest’s Director of Operations speculated that Spam Arrest inqurred

operational costs, but admitted that she could not quantify them. Todaro Decl., Ex
(Dkt. # 37) (Harb Depo. at 15-18). Its Director of Technical Operations was similar
unable to quantify any additional technical cost that Sentient Jet implasegBx. 3 (Dkt.
# 30-3) (Nguyen Depo. at 46).

2
y

Spam Arrest has no evidence of damages flowing from customers who left Spam

Arrest because of Sentient Jet’'s spam. Indeed, it has scarcely any evideang that

customer has left Spam Arrest because of the receipt of spamariggone Spam Arrest

has never attempted to learn if any customer left because he or she received spam.

Todaro Decl., Ex. 1 (Dkt. # 36) (Harb Depo. at 114). Although its Director of Operations

declares in cursory fashion that customers have canceled service or demanded ref

unds or

credits as a result of receiving spam, Harb Decl. § 8 (Dkt. # 58), Spam Arrest offer$ no

business records or other evidence to support her statement. Spam Arrest admits

that it

has no evidence that any customer has left because of spam from Sentient Jet. Todaro

Decl., Ex. 2 (Dkt. # 37) (Harb Dep. at 33, 83Df the approximately 500 Spam Arrest

customers who received email from Sentient Jet, about 440 of them are still customers.

SS. As to the 60 or so who canceled, just one of them complained about the receipt of

spam.ld. Many others provided reasons for cancellation that had nothing to do wit|
receipt of spamld. Most who cancelled provided no reasada., see alsorodaro Decl.,

Ex. 24 ( Dkt. # 65-2) (Torelli Report at 4 (summarizing account status and cancella

h the

tion

data)). Sentient Jet has produced unchallenged evidence that only 4 customers canceled

8 Spam Arrest's admission under oath is in sharp contrast to the following stateriten
summary judgment motion: “Spam Arrest’s business records show hundreds of csistome
cancelled their service after Defendants spammed them, sometimes wittsri Hritf.’s Mot.
(Dkt. # 57) at 2728. No evidence accompanies that statement.

ORDER - 12
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their Spam Arrest subscriptions within 31 days of receiving a Sentient Jet email, and that

all but one of those gave a reason for canceling that had nothing to do with the recg
spam. Todaro Decl., Ex. 24 (Dkt. # 65-2) (Torelli Report at 4-5).
With the foregoingevidencan mind, the court turns to tleammary judgment

motions. Sentient Jet asks for summary judgment against each of Spam Arrest’s

ipt of

approximately 600 breach of contract claims, as well as its tortious interference claim and

its claims invoking the CPA and the CFAA. Spam Arrest asks for summary judgment

that Sentient Jet breached the Sender Agreement 253%imes.

IV. ANALYSIS
The court applies the familiar summary judgment standard, which requires it

—+

o

draw all inferences from the admissible evidence in the light most favorable to the pon-

moving party. Addisu v. Fred Meyer, Inc198 F.3d 1130, 1134 (9th Cir. 2000).

Summary judgment is appropriate where there is no genuine issue of material fact|and the

moving party is entitled to a judgment as a matter of law. Fed. R. Civ. P. 56(a). The

moving party must initially show the absence of a genuine issue of materiaCilotex
Corp. v. Catrett477 U.S. 317, 323 (1986). The opposing party must then show a

genuine issue of fact for triaMatsushita Elect. Indus. Co. v. Zenith Radio Co45

U.S. 574, 586 (1986). The opposing party must present probative evidence to support its

claim or defenselntel Corp. v. Hartford Accident & Indem. G®52 F.2d 1551, 1558
(9th Cir. 1991). The court defers to neither party in resolving purely legal quesiieas
Bendixen v. Standard Ins. C&85 F.3d 939, 942 (9th Cir. 1999).

\"4

% Spam Arrest compiled this 253-breach subset by focusing on Sender Agreemeresttaat g
Jet allegedly entered within six years of the beginning of this suit, aglaakgerifications
completed by persons using the charterinfo@sentient.com and info@sentient.corseadfives
the purpose of sending email to a person whose email address Sentient Jet obtaiagdifdom
party. Pltf.’s Mot. (Dkt. # 57) at 24. Spam Arregd dot reveal which of its customers met
these conditions until it submitted a spreadsheet in conjunction with its reply brisf on i

summary judgment motion. Linke Decl., Ex. F (Dkt. # 74-3). The court counted 253 custpmers

on the spreadsheet.
ORDER - 13
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A. Breach of Contract
To prevail in any one of its hundreds of breach of contlaoins, Spam Arrest

bears the burden of proving the existence of a contract that imposes a duty, a breach of

that duty, and damage#lyers v. Dep't of Soc. & Health Serv218 P.3d 241, 243
(Wash. Ct. App. 2009) (reciting elements of a breach of contract clée)p’s Meadow
Owners Ass’'n v. Plateau 44 11, LL.C62 P.3d 1153, 1165 (Wash. Ct. App. 2007) (not

that plaintiff bears the burden of proving existence of contrBet)ples Mortgage Co. v|

Vista View Builders496 P.2d 354, 356 (Wash. Ct. App. 1972) (noting that plaintiff b
the burden of proving breach).

1. The Court Cannot Decide on Summary Judgment Whether Spam
Arrest’s Verification Process Informs a Senderthat She is Assenting to
the Serder Agreement.

In Sentient Jet's view, Spam Arrest cannot prove mutual assent to enter any|
Sender Agreement because no one who completes Spam Arrest’s verification prog
knows that he or she is entering a contract. In Washington, “parties must objective
manifest their mutual assent” in order to form a contretystone Land & Developmer
Co. v. Xerox Corp.94 P.3d 945, 949 (Wash. 2004). Subjective evidence, including
evidence that a party did not read the contract to which she manifested assent, is 1
relevant. Yakima County Fire Prot. Dist. No. 12 v. City of Yaki®&s8 P.2d 245, 255
(Wash. 1993)Ford v. Trendwest Resorts, Iné2 P.3d 613, 616 (Wash. Ct. App. 200¢
(“[T]he unexpressed subjective intention of the parties is irrelevant; the mutual assg
the parties must be determined by their objective acts or outward manifestatrensd”)
on other grounds43 P.3d 1223 (Wash. 2002). Whether parties manifested mutual
Is a question of factSea-Van Investments Assocs. v. Hamil@&1i P.2d 1035, 1039
(Wash. 1994). So long as a Sentient Jet sender could have seen a reasonably cof
reference to the Sender Agreement while completing the verification process, a jur
could conclude that the sender manifested as&s#.Mortenson v. Timberline Softwa
Corp., 998 P.2d 305, 313 (Wash. 2000) (affirming summary judgment, concluding {
ORDER - 14
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references in “numerous locations” to license agreement was sufficient to manifest
assent, even if purchaser “never saw the terms of the licefise”).

Disputed issues of fact prevent the court from deciding whether anyone at S
Jet assented to a Sender Agreement. After October 2011, a sender would have sq
reasonably should have seen) one reference to the Sender Agreement in the verifi
email and one in the portion of the verification page that precedes the box for entry
verification code. A reasonable jury could reach different conclusions as to whethg
those disclosures were sufficiently conspicuous. Among other things, the jury wou
consider whether Spam Arrest’'s use of a CAPTCHA tends to obscure the disclosu
the Sender Agreemengentient Jet offers evidence that the standard use of a CAPT|
is not to indicate assent to a contract, but to differentiate humans from coniputass.

possible (although far from certain) that objectively reasonable senders associate

CAPTCHAs so strongly with their identification function that they do not notice Spam

Arrest’s use of the CAPTCHA as a means to manifest mutual assent. In short, fact
disputes prevent the court from deciding whether senders who verified after Octob
2011 manifested assent to the Sender Agreement. Sentient Jet conceded as muc

argument.

©The marties devote much attention to courts not applying Washington law who have cons
“clickwrap” and “browsewrap” contracts that are now ubiquitous in online coneme§o far as
the court is aware, only one court has applied Washington law to these online coKtnantsy.
Clearwire Corp, No. C09-1392JLR, 2011 U.S. Dist. LEXIS 150145, at *19-24 (W.D. Wast
Jan 3, 2012) (reviewing authority from many jurisdictions regarding “clickwaap’
“browsewrap” contracts). Neither tik@vandecision nor any ber authority of which the court
is aware suggests that Washington law applies differently to online contlaemains Spam
Arrest’s obligation to demonstrate mutual assent by objective evidence.

1 Sentient Jet’s evidence comes from its counsel,affens examples from internet commerct
sites of the use of CAPTCHAs solely to distinguish human web users from complaeeso
Decl. 11 1617 (Dkt. # 30), Exs. 17-18 (Dkt. ## 30-17, 30-18). Spam Arrest correctly pointd
that counsel is not competent to opine on all uses of CAPTCHAs. Nonetheless, counsel i
competent as any web user to query, based on everyday experience, whether ehexsers
that CAPTCHASs exist only to identify a user as human. The court notes that Speshpdints
to no other person or entity who uses a CAPTCHA as a means of manifestingaasent t
contract.

ORDER - 15
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As to verifications prior to October 2011, it was possible for a sender to com
Spam Arrest’s verification process without seeing any notice of the Sender Agreen;
Spam Arrest did not mention the Sender Agreement in its verification email and dig
mention it on its verification page until after the CAPTCHA whose completion was {
sole obstacle to completing the verification process. Thus, depending on the size i
resolution of a sender’s computer screen and the size and magnification of the sen
browser window, the sender might complete the verification process without
encountering anything that would put her on notice of a contract. There is evidenc
one user was able to achieve a combination of screen resolution and browser size
that the sender agreement was not visible. Denton Decl., Ex. 1 (Dkt. # 33). There
however, no competent evidence of how many Sentient Jet senders completed the
verification process in that visual environment. Neither party presents probative ev
of how senders were likely to view the verification page. For these reasons, the cd
cannot decide on summary judgment whether Sentient Jet senders before Octobel
(who make up the majority of the 600 senders at issue) manifested assent to the §
Agreement.

2. Spam Arrest Cannot Prove that Anyone with Authority to Bind
Sentient Jet Entered the Sender Agreement.

Assuming that Spam Arrest could demonstrate that a Sentient Jet employee
manifested assent to a Sender Agreement, it remains its burden to demonstrate th
employee had the authority to bind Sentient $&thoonover v. Carpet World, I1n&88
P.2d 729, 733 (Wash. 1978) (“[T]he burden of establishing the requisite authority r¢
upon the one who asserts it.”). An agent’s authority derives entirely from the acts (¢
principal. Actual authority, whether express or implied, is authority that the principa
expressly or impliedly invests in an age#ing v. Riveland886 P.2d 160, 165 (Wash.
1994). The doctrine of apparent authority permits an agent acting in excess of her

authority to bind her principal if the principal’s conduct leads a third party to believe
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agent had authorityUdall v. T.D. Escrow Servs., Ind54 P.3d 882, 888 (Wash. 2007
(“An agent has apparent authority when a third party reasonably believes the agen
authority to act on behalf of the principal and that belief is traceable to the principal
manifestations.”). Apparent authority requires both that the third party actually beli
that the agent has authority and that the belief is objectively reasoméblEhe agent’s
conduct is irrelevant to establishing apparent authority; only the principal’s

manifestations mattefRanger Ins. Co. v. Pierce Couny92 P.3d 886, 890-91 (Wash.

t has

S

9]
<
®

2008). Apparent authority is judged from circumstances at the time the purported agent

entered the contracAssociated Indem. Corp. v. King County Sch. D4st.P.2d 10, 13
(Wash. 1935).

Spam Arrest makes its burden to proven agency more onerous by failing to
evidence that any specific Sentient Jet employee completed the verification proces
Thus, even if it could identify an employee with authority, it could not show that
employee actually bound Sentient Jet to a Sender Agreement. Spam Arrest insists
Sentient Jet employees with authority to bind the company to $100,000 charter jet
contracts necessarily had authority to enter the Sender Agreement. Spam Arrest i
probably incorrect as a matter of law. Authority to obligate the company to a conttr:
the core of its business, without more, is unlikely to carry authority to bind the com|
to contracts (particularly contracts carryin§2000 price tag for a single email) far
afield from that core business. But the court need not decide the issue, because tf
no evidence that any employee with power to bind Sentient Jet to a charter jet cont
purported to bind Sentient Jet t&ander Agreement.

To circumvent its inability to prove thahy specific Sentient Jet employee
completed the verification process, Spam Arrest assertevbatSentient Jet employeg
who might have completed the verification process had authority to enter the Send

Agreement. It reasons that every Sentient Jet employee who completed the verific
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process had authority to send email on Sentient Jet’s behalf, so every one of thosg
employees had authority to enter a Sender Agreement incidental to sending email.
court disagrees. Employees who have authority to use corporate email addresses
probably have authority to undertake certain acts incidental to sending email. With
additional evidence, however, no jury could conclude that this generarigyincludes

authority to enter a contract that imposes $2,000 in liquidated damages for every €

The

out

mail

sent in violation of the contract. It is not reasonable, either from the point of view of the

employee or of Spam Arrest, to assume thaatltbority b engage in an act that
typically costs nothing implies authority to bind the company to pay $2,000 for the ¢
act. As a matter of law, Sentient Jet’s authorization for its employees to use its em
addresses did not vest them with actual or apparent authority to enter the Sender
Agreement.

Evidence regarding Sentient Jet’s participation in Spam Arrest’'s Known Sen
Program is also insufficient to establish anyone’s authority to enter the Sender
Agreement. At the threshold, Spam Arrest has not produced evidence that would |
the jury to conclude that Sentient Jet entered a contract reflecting participation in th
Known Sender Program. At most, there is evidence that Sentient Jet’s former Dire

Marketing, Amy Kass, may have paid about $100 in connection with the program if

same

ail

der

permit
e
ctor of

1 May

2010, that she may have done so for the right to complete up to 100 verifications per day,

and that she may have “agreed” to a single-recipient Sender Agreement in the pro(
Assuming that a jury could infer Ms. Kass’s actual authority from her title alone, the
no evidence that Spam Arrest knew that Ms. Kass was Sentient Jet’s Director of
Marketing. Other than the thin evidence regarding her interaction with the Known
Sender Program, there is no evidence about what Ms. Kass did. There is no evidg
she completed the verification process as to one or more emails. There is therefor

evidence that she was aware of the verification process, much less that she was a
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Sentient Jet employees were completing the verification process. There is no evid

that Ms. Kass discussed the Known Sender Program or anything else about Spam

gnce

Arrest

with anyone at Sentient Jet. There is no evidence that the frequency of Sentient Jet's

verifications increased or decreased following her alleged entry into the Known Se
Program. There is no evidence that she advised Sentient Jet employees that they
authority to enter the Sender Agreement, either before or after her interaction with

Known Sender Program. On this evidence, no jury could conclude that Ms. Kass’s

hder
had
the

actions gave actual authority to anyone to enter the Sender Agreement. And, because no

one at Spam Arrest knew who Ms. Kass was, her participation in the Known Sender

Program gave Spam Arrest no basis to conclude that Sentient Jet's employees had

apparent authority to enter the Sender Agreement. Indeed, there is no evidence that Spam

Arrest even knew that Ms. Kass had participated in the Known Sender Program unt

after it filed this lawsuit, and thus no basis to conclude that it subjectively believed that

she had authorized anybody at Sentient Jet to enter Sender Agreements.
The dearth of evidence regarding Ms. Kass is emblematic of another gap in
Arrest’s evidence — there is no evidence that anyone who could have authorized S

Jet employees to enter Sender Agreements was aware (until this lawsuit was filed)

employees were entering Sender Agreements. If there were such evidence, it woyld

support the conclusion that Sentient Jet gave one or more of its employees expres

implied authority to continue entering Sender Agreements. If there were evidence

Spam
entient

that

S or

that

Spam Arrest knew that someone with authority at Sentient Jet was aware its employees

were entering Sender Agreements, a jury might conclude that those employees had

apparent authority. But there is no such evidence.

In its reply brief, Spam Arrest for the first time contended that even if Sentient

Jet’'s employees had no authority to enter Sender Agreements, Sentient Jet later ratified
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them. Putting aside that the argument is untimie§pam Arrest ignores that ratificatign

requires a principal to accept the benefits of a contract “with full knowledge of the
material facts . . . ."Barnes v. Tree¢b49 P.2d 1152, 1157 (Wash. Ct. App. 1986g
also Riss v. Angeb34 P.2d 669, 683 (Wash. 1997). There is no evidence that anyd
with authority at Sentient Jet knew that employees were entering Sender Agreeme
until Spam Arrest sued.

For all of these reasons, the court concludes that Spam Arrest has not offere
evidence from which a jury could find that any employee except perhaps Ms. Kass
Sentient Jet to a Sender Agreement.

3. Spam Arrest’s Evidence Does Not Permit the Conclusion that Anyone
at Sentient Jet Breached thé&ender Agreement.

Assuming Spam Arrest could prove that a pers@eatient Jet with authorityad
manifested mutual assent to the Sender Agreement, it remains its burden to prove
Sentient Jet breached the contrd@eoples Mortgaget96 P.2d at 356. In particular, it
must prove that Sentient Jet sent “unsolicited commercial email” within the meanin
the Sender Agreement. The Sender Agreement defines “commercial email” as em
“primarily contain[s] an advertisement or promotion of a commercial product, servig
Web site . . . .” It defines all email as “unsolicited,” “unless the Recipient expressly
consented to receive the message, either in response to a clear and conspicuous |
for such consent or at the Recipient’s own initiafivin this case, Sentient Jet did not
breach the Sender Agreement unless it sent an email without consent. Spam Arre
the burden of proving the absence of consent just as it does all other aspects of br

Although Spam Arrest finally conceded at oral argument that it bears the bur

of proving consenit attempted in its briefing to shift that burden to Sentient Jet. It d

12 3pam Arrest contended in an earlier brief that the Washington Supreme Courtifiad™ea
plaintiff's belief as to the apparent authority of a salesman bastt @alesman’s apparent

control of a corporate office. PItf.’s Mot. (Dkt. # 57) at 18 (citinglker v. Pac. Mobile Homesg,

Inc., 413 P.2d 3 (Wash. 1966)). TWéalkercourt did not discuss ratification of an agent’s
unauthorized acts.
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not, however, point to any precedent for a court shifting the burden of proving an a
of breach to the breaching party. The court is aware of only one comparable
circumstance: Washington courts require a defendant to prove payment where the
plaintiff alleges breach of contract by nonpayment, reasoning that it is easier for a
defendant to prove payment than it is for a plaintiff to prove non-payrifén€oast
Credit Corp. v. Pederse390 P.2d 551, 553 (Wash. 1964). Similarly, Spam Arrest
asserts that it is easier for Sentient Jet to prove that it obtained consent than for Sy
Arrest to prove otherwise. It does not explain the assertion. Spam Arrest need on
customer if he consented, as it did with seven customers in this case. Even assun
Washington law permits a court to shift the burden of proving breach based solely
which party is more likgl to have proofthe circumstances of this case do not warran
shift.

Spam Arrest’s other attempts to shift the burden of proving consent fare no |
It points to non-contract causes of action (like the tort of conversion, or a violation ¢
Telephone Consumer Protection Act) for which consent is an affirmative defepam
Arrest brought a breach of contract claim (600 of them, actually), and in doing so
accepted its burden to prove breach. It also argues that the Sender Agreement its
the burden of proving consent. The court finds no support for that argument in the
agreement’s language.

Because Spam Arrest bears the burden of proof, Sentient Jet can force Spa
Arrest to produce some evidence to meet that burden merely by pointing out “that {
an absence of evidence to support the nonmoving party’'s daséotex 477 U.S. at
325. As to all but 7 of the 500 Spam Arrest customers that Sentient Jet emailed, S
Jet has done so.

The court begins with the 7 Spam Arrest customers who provided declaratio

they did not consent to receive email from Sentient Jet. The court assumes for pul
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of these motions that the declarations are admissible evitiéhaewould permit a jury

to conclude that these customers did not consent. A jury could also conclude, bas

ed on

evidence of Sentient Jet's marketing practices, that these customers received unsolicited

commercial email. Sentient Jet does not deny that the emails it sent to Spam Arre

St

customers, particularly those by the info@sentient.com or charterinfo@sentient.gom

return addresses, were commercial. Evidence from these 7 customers, however, feveals

nothing about the remaining 493 who received email from Sentient Jet. Spam Arrest has

no evidence that these 7 customers are representative of others, and no argument

that it

can discharge its burden of proof by ignoring the vast majority of the customers withheld

consent. As Sentient Jet notes, this case is not a class action, it is a single plaintifi

attempt to prove about 600 breaches of contract.

S

Beyond these seven customers, there is little evidence that Sentient Jet sent emails

without consent. If there were any evidence of the content of the commercial emai

Sentient Jet sent, a jury might be able to infer lack of consent. An email that begin

Whom it May Concern,” for example, is much more likely to have been sent without

consent than an email that begins “Dear Ms. Lewis, we have learned from one of @
marketing partners that you are interested in charter jet travel.” Spam Arrest admit
however, that it does not know the content of any email Sentient Jet sent to one of
customers. Todaro Decl., Ex. 2 (Dkt. # 37) (Harb Depo. at 29). On this record, a
reasonable jury wouldt mostbe able to conclude that Sentient Jet sent commercial
to Spam Arrest customers.

If Sentient Jet were to present the same evidence at trial that it presented in

motion, a jury might also conclude that Sentient Jet obtains from third parties most

¥ Sentient Jet askbe court to strike these declarations because, among other things, Spaf
Arrest did not specifically identify these customers as witnesses until it filednisaty
judgment motion. Were it necessary, the court would give Sentient Jet the oppdootdeippse
these customers. It is not necessary, however, because there is no evidencednogrjwrii
could conclude that Sentient Jet is bound to a Sender Agreement as to these severscustg
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email addresses to which it sends commercial email. No jury could conclude that those

third parties obtained consent from the consumers whose email addresses it sold t
Sentient Jet. There is no competent evidence underlying Sentient Jet’s assertion t

obtained any Spam Arrest customer’s address from a third party who first obtained

0

hat it

consent. No jury could conclude, for example, that Spam Arrest derives consent from a

third party based on the third party’s advertisement boasting about its consent pragtices.

Among other things, that evidence is inadmissible hearsay as to the truth of the bo
Moreover, Sentient Jet offers no evidence at all as to where it obtained many of thg
addresses of the Spam Arrest customers at issue. A jury could speculate, howeve
both on Sentient Jet’s evidence and common experience, that some of those cons
may have consented to the receipt of commercial email.

Based on this thin evidence, a jury could only speculate as to whether any S
Arrest customer (beyond the seven who provided declarations) consented to recei
email from Sentient Jet. The line between permissible inference and impermissiblg
speculation is not always easy to draw. The court finds, however, that the bare fadg
person received a commercial email from a marketer who obtained the person’s ag
from a third party is insufficient to permit anything but speculation as to whether thé
person consented to receive the email. To rule otherwise would be to create a
presumption that no one consents to receive commercial email, and the court decli
do so.

Evidence that some Spam Arrest customers blocked Sentient Jet addresses
insufficient to permit the conclusion that Sentient Jet lacked consent. As the court
many of the addresses that customers blocked were spoofed addresses with no cg
to Sentient Jet. Even as to legitimate Sentient Jet addresses, only speculation can
transform evidence of a blocked address into evidence that a customer did not con

receiving prior emails from that address.

ORDER - 23

AStS.

A1

r, based

mers

pam

/e

A4

t that a

ldress

A4

nes to
is also
noted,

nnection

sent to




© 00 N o o0~ W DN P

N N NN N NN NDNDR R R B R B R R B
W N o O N~ W N P O © 00N O 0o » W N P O

4, Spam Arrest’s Liquidated Damages Clause is Invalid.
Even if Spam Arrest could provide sufficient evidence that Sentient Jet boun

itself to a Sender Agreement and breached it, it would still need to prove darbagés
oral argument, Spam Arrest relied solely on the Sender Agreement’s $2,000 liquids
damages clause.

Liquidated damages are “a sum of money agreed upon in advance that is a
reasonable forecast of just compensation for the harm caused by breach” of a cont
Minnick v. Clearwire US, LL(275 P.3d 1127, 1131 (Wash. 2012). Washington law
favors “[t]rue liquidated damages clauses, those that are not penaltiesWaltet
Implement, Inc. v. Foch?30 P.2d 1340, 134 (Wash. 1987). In determining whether
liquidated damages clause is valid, the court considers a number of factors. The nj
important factor is whether the liquidated damages are, at the time of contracting,

reasonable estimate of the losses that will arise from a br&dalace Real Estate Inv.,

hted

ract.

a

nost

Inc. v. Groves881 P.2d 1010, 1017 (Wash. 1994) (adopting a “single-factor approach,

which focuses on the reasonableness of the preestimate of sessgtsdNVatson v.
Ingram 881 P.2d 247, 249 (Wash. 1994) (adopting “the date of contract formation
proper timeframe” for evaluating the reasonableness of the estimate). There is no

requirement “that the parties specifically discuss anticipated losses from a breach.’

As the

Wallace 881 P.2d at 1018. Courts give some weight to contract clauses that declare a

liuidated damages clause reasonable (like the one in the Sender Agreement
“acknowledg[ing] that the $2000.00 remedy is a reasonable estimate of Spam Arre
and the Recipient’s actual damages”), but the clauses are “not necessarily controll
conclusive.” Walter Implement730 P.2d at 1343.

A court cannot rejediquidated damages merely becatlsey are greater than
actual damagesWatson v. Ingram881 P.2d 247, 251 (Wash. 1994). Indeed, there i
requirement that the plaintiff prove actual damages in order to rely on a liquidated

damages clause/Nallace 881 P.2d at 1017. Nonetheless, the court may consider a
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damages “in evaluating the reasonableness of the preestimate,” and “where [actug
damages] are so disproportionate to the estimate that to enforce the estimate woul
unconscionable.ld. A court should consider whether the damages arisingdrom
breach were “easy or difficult to estimate in advandéettner v. Buchanar9d4 P.2d
1047, 1049 (Wash. Ct. App. 1999). A plaintiff need not, however, prove that actua
damages were difficult to prove as a condition for the recovery of liquidated damag
Wallace 881 P.2d at 1017. Instead, “[t]he greater the prospective difficulty of estim
possible damages, the greater the range of reasonableness used in assessing a li
damages provision.\Watson 881 P.2d at 251. The court also considers the
sophistication of the contracting partidd. at 1019.

Taking all of these considerations into account, the court holds that the Seng
Agreement’s liquidated damage clause is invalid. No reasonable finder of fact cou
conclude that $2,000 was a reasonable forecast of damages arising from a breach
Sender Agreement. The evidence suggests that Spam Arrest has never attempteq
forecast or calculate the damages arising from a breach of any Sender Agreement
instead plucked the $2,000 figure from thin air. Even now, forced to defend the $2
figure as a reasonable forecast, Spam Arrest is unable to draw a plausible connect
between the $2,000 it claims and the damages it suffers as a result of the breach g
single Sender Agreement. Although forecasting damages from a single breach of
Sender Agreement is difficult, that difficulty does not justify $2,000 in liquidated
damages. Evidence from Spam Arrest’'s business records demonstrates that unde
theory of loss, $2,000 is a gross overestimate. Evidence from its expert withess cq
that the $2,000 is justifiable only as a deterrent, not as a reasonable forecast of da

a. Spam Arrest’s Actual Damages from the Bzach of a Sender
Agreement Are Virtually Always Less than $2,000.

The court begins its assessment of the Sender Agreement’s liquidated dama

considering Spam Arrest’s actual damages. Although Spam Arrest asserts that it k
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direct operational cost from its computer systems handling spam that violates Sender

Agreements, the most charitable reading of the evidamggorts only theonclusion

that this cost is nowhere near $2,000. Given the evidence the court reviewed in Part

[11.C, it would be difficult to conclude that Spam Arrest’s direct operational costs as
result of a single breach approach even $0.02. Spam Arrest could receive, at mos
nominal damages if it relied solely on the operational costs it incurred adtafesu
Sentient Jet's spanSee Ford43 P.3d at 1229 (remanding for nominal damages awj
on contract claim where plaintiff had no proof of the amount of his damages).
Spam Arrest might plausibly lose revenue as a result of a customer receiving
spam. Itis plausible (although far from certain) that every piece of spam a custom
receives makes it incrementally more likely that the customer will leave Spam Arre
a cusomer leaves, Spam Arrest loses that customer’s future subscription fees.
There is no evidence that the loss of a customer costs Spam Arrest, on aver

anywhere near $2,000 in direct revenue. Of the 500 or so Spam Arrest customers

a

ard

)
er

st. If

age,

corresponding to Sentient Jet’s verifications, only a few have paid Spam Arrest mare than

$1,000, and all paid less than $1,200. SS. Many more (about 60) of those custom
have never paid Spam Arrest anythind. Most of the 500 customers have paid roug
$100 to $300 over the course of their relationship with Spam Arrest. There is no
evidence that other Spam Arrest customers have paid more on average. There is,
no evidence that $2,000 is a reasonable forecast of lost revenue directly from any
customer as a result of a breach.

Perhaps because it cannot justify a $2,000 award as a reasonable estimate
revenue loss, Spam Arrest relies instead on a theory of “downstream revenue” l0s
“downstream revenue” associated with customer X is the revenue Spam Arrest eaf
from new customers who subscribe after learning about the corbgamynpleting the

verification process after emailing customer X. By implanting cookies on senders’
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computers during the verification process, Spam Arrest is able to calculate how md
downstream revenue a customer generates. Nguyen Decl. {1 6-8 (Dkt. # 69). Thg
calculations assume that any customer who joined Spam Arrest after completing th
verification process did so because of the verification proc®sam Arrest has no
evidence to substantiate that assumption. Its downstream revenue data thus starts
shaky ground?
Spam Arrest touts evidence that its top producers of downstream revenue aj
lucrative assets. According to Spam Arrest, its 5 top downstream revenue producq
brought in more than $100,000 in downstream revenue, another 9Brbdueed more
than $10,000, and 235 have produced more than $2,000. These figures are suspe
the least. They are not estimates of a single level of downstream reventiee(
amount of revenue that Spam Arrest earns from customers who joined as a result
verifying email sent to customer X), but of four levels of downstream reveerye¢he
amount of revenue that Spam Arrest earns from customers who joined as a result
verifying email sent to customer X, or to any downstream customer of customer X,
any downstream customer of a customer of customer X, or to any downstream cusg
of a customer of a customer of customer X). Because of the four-level calculation,
virtually assured that Spam Arrest’s top producer data is duplicative, and perhaps
so. For example, imagine that customer X produces a single downstream customs
who produces a single downstream customer Z who pays Spam Arrest $100,000 i
subscription fees. In Spam Arrest’s view, both customer X and customer Y are prd
of $100,000 in downstream revenue, even though the company has received only

$100,000. Spam Arrest produces no business records to document its downstrear

* The court observes that neither party has addressed wtddherstream revenue” is
recoverable as a matter of contract law. Washington law limits contract datoabese that
were “reasonably foreseeable” by the breaching party when it entered the cdrdraen v.
Walton Plywood C9.390 P.2d 677, 681 (Wash. 1964). Could Sentient Jet have reasonabl
foreseen “downstream revenue” losses as a result of sending spam in violatioSaridie
Agreement? The court declines to answer the question because no party has raised it
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revenue calculations. Its counsel insisted at oral argument that its downstream re\
calculations do not improperly duplicate revenue, but counsel’s insistence is no sul
for evidence. The evidence, from Spam Arrest’s Director of Technical Operations,
reveals a methodology thaill inevitably lead to multiple customers receiving credit f
the same downstream revenue. Nguyen Decl. {1 6-8 (Dkt. # 69). Nonetheless, th
will consider Spam Arrest’s data as to its top producers of downstream revenue. T
data serves only to emphasize that $2,000 is not a reasonable forecast of damage
breach of a Sender Agreement.

The most salient feature of Spam Arrest’s top producer data is that the
overwhelming majority of Spam Arrest’s customers produce less than $2,000 in
downstream revenue. Compiling Spam Arrest’s yearly subscriber and cancellation
figures, Todaro Decl., Ex. 9 (Dkt. # 41), Spam Arrest has had about 268,000 custo
since 2002. About 67,000 of them were customers as of October BD1Paking Spam
Arrest’s top producer data at face value, less than one half of one percent (0.5%) G
current customers have produced at least $2,000 in downstream revenue. Less th
eight of one percent (0.125%) of the customers Spam Arrest has had since 2002 h
produced at least $2,000 in downstream reve@jpam Arrest’s profiand-loss
statements from 2006 to 2011 show that the $1.9 million its 333 top producers hav
brought in is a sizeable fraction of its total revenue (about $6.9 million) from subsc
during that period. Todaro Decl., Ex. 10 (Dkt. # 42). Estimating that Spam Arrest |
had about 200,000 customers since 2006, customers other than its top producers |

produced an average of $25 in downstream revéhiiedeed, even if the court ignores

15 In connection with its expert’s report, Spam Arrest compiled a spreadshiketdownstream
revenue generated by each of the 999 customers who have resulted in the most new cust
Linke Decl., Ex. A (Dkt. # 60-1) (Shavell Rep., Ex. F). Those 999 customers produced ro
$4 million of the $6.9 million Spam Arrest earned from its subscribers from 2006 to RD11.
The remaining 199,000 customers produced an average of about $14.50 in downstream i
The court’s figures are rough, in part because Spam Arrest’s subscdbzararellation data
reaches back to 2002, whereas its revenue information reaches back only to 2006.
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the data from the top producers, Spam Arrest’s customers since 2006 have produg
rough average of $35 in downstream revenue. Spam Arrest makes no attempt to ¢
how $2,000 can be a reasonable forecast of damages when its data show that 99.}
cusbmers prodoe less than $2,000 in downstream revenue, and that an average cl
produces less than $50 in downstream revenue.

Moreover, whether Spam Arrest justifies its liquidated damages as a forecas
direct revenue loss or downstream revenue loss, it cannot ignore that it has virtuall
evidence that its customers leave because they receive spam. The data that the ¢
summarized suggest that about 200,000 people who never received an email from
Sentient Jet have left Spam Arrest in the past decade. The court has no idea why
because Spam Arrest has produced no evidence. Indeed, Spam Arrest admits thg
not attempted to determine if its customers leave because they receive spam. As {
500 or so customers who allegedly received spam from Sentient Jet, about 450 of
are still Spam Arrest customers. Most of the 50 or so who canceled were silent as

reasons. Those who gave a reason generally offered one unrelated to Spam Arres

ed a
pxplain
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spam-protection prowess. Only one of the 500 customers complained that Spam Arrest

was ineffective at filtering out spam. On this record, any reasonable forecast of dal

resulting from a piece of spam sent in breach of a Sender Agreement would have fo

reflect a substantial discount to account for the lack of evidence that spam makes
customers leave Spam Arrest.

b. The $2,000 Figure Bears None of the Hallmarks of a Reasonab
Forecast of Damages from a Breach of the Sender Agreement.

If Spam Arrest were to make a reasonable forecast of downstream revenue
would almost certainly have to begin by acknowledgingehahSender Agreement is
an agreement not to send spam single Spam Arrest customer. If that customer wef
one of Spam Arrest’s feftop producers,” Spam Arst might have a reasonable basis

forecast high damages in the event of a breach of the Sender Agreement. Conver
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that customer were one who had never produced any revenue (“downstream” or
otherwise) for Spam Arrest, Spam Arrest would have little basis to forecast any dal
Spam Arrest could, of course, develop numerous approaches to estimating probah
future losses (at the time of entry into a Sender Agreement) based on a compariso
customer’s revenue history and the length of his or her tenure as a customer to a
comparable average customer’s revenue production. But Spam Arrest does none
It imposes a $2,000 liquidated damages figure without regard to the characteristics
customer whom the Sender Agreement protects and without regard to data that ex
the time a sender enters a Sender Agreement.

Spam Arrest selectively quotes Washington precedent to argue that so long
liguidated damages fall within the range of “possible” or “potential” damages, thay
reasonable forecast of damageésg, PItf.’s Mot. (Dkt. # 57) at 22; PItf.’s Reply (Dkt.
# 68) at 10. In its view, $2,000 is a reasonable estimate because its “possible” dar]
might exceed $100,000 in downstream revenue loss. While the range of “possible
damages is relevant in forecasting damages, an estimate is not reasonable merely
it falls within that range. Even accepting Spam Arrest’'s dubious downstream rever
data, the probability that the loss of any customer will lead to as much as $2,000 in
revenue loss is microscopic. Put simply, even if the court accepts that Spam Arres
“possible” damages are $2,000 or more, its damages will be less in the overwhelm
majority of cases.

The court acknowledges that Spam Arrest faces substantial difficulty in
forecasting the harm arising from a breach of a Sender Agreement. It knows that i
be difficult to determine the extent to which any particular breach of a Sender Agre
causes a customer to leave. It knows that it will be difficult to estimate the damags
arise from a customer leaving. These difficulties do not excuse Spam Arrest’s faill

consider relevant evidence in making a reasonable forecast. They do notSpanse
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Arrest’s failure to compile basic data revealing the extent to which spam causes it {
customers. They do not excuse the gross disproportion between even the most ch
estimate of damages arising from a breach of the Sender Agreement and the $2,0(
Spam Arrest claims in liquidated damages.

C. Spam Arrest’s Expert Does Not Opine on Whether $2,000 Is A
Reasonable Forecast of Damages from a Breach.

Spam Arrest hired Dr. Steven Shavell, an economics expert with an impress
resume, to bolster its case for imposing $2,000 in liquidated damages. Dr. Shavell
opinions, however, support the conclusion that although the $2,000 figure makes s
a deterrent to breach of a Sender Agreement, it makes no sense at all as a reason
forecas of damages arising from breach. Dr. Shavell points out, reasonably enoug
Spam Arrest will not pursue remedies for every breach of a Sender Agreement, an

it is very unlikely that any person who breaches a Sender Agreement would pay $2

o lose
aritable
DO that

ve
'S
ense as
able

n, that
d thus

,000.

People who consider breaching the Sender Agreement, in his view, implicitly discount

the $2,000 figure sharply to account for the low odds that they will ever pay damag
Shavell Report 87-42.*° Dr. Shavell refers to the discounted figure as the “effectiv
damages.1d. 1 3#38. He opines that Spam Arrest must choose a liquidated dams
amount that is high enough so that the associated “effective damages” amount is
sufficient to deter violations of the Sender Agreeméat ] 56854. The court has no
qguarrel with Dr. Shavell's reasoning. The problem is that his reasoning is wholly
divorced from the analysis of liquidated damages clauses that Washington law req
Spam Arrests cites no law permitting a party to impose liquidated damages §
as a deterrent to breach, and the court is aware of none. If a liquidated damages d

that complies with Washington law incidentally serves as a deterrent to breach, so

But a party cannot justify a liquidated damages clause by touting its deterrent value.

Were it otherwise, parties could inflate liquidated damages simply by declaring that

18 Dr. Shavell’s report is Exhibit A to one of Spam Arrest’s counsel’s dedagatiDkt. # 60-1.
ORDER - 31

eS.
e

lges

Lires.
s0lely
lause
be it.

D

a




© 00 N o o0~ W DN P

N N NN N NN NDNDR R R B R B R R B
W N o O N~ W N P O © 00N O 0o » W N P O

bigger award is a bigger deterrent. This is the hallmark of a penalty, not a reasong
forecast of damages.

At oral argument, Spam Arrest appeared to concede that Dr. Shavell's opinig
to the deterrent value of the liquidated damages clause were irrelevant to the analy
Washington law requires. It nonetheless insisted that Dr. Shavell also opined that

was a reasonable estimate of loss. It did not cite a word from his expert report. Th

ble

DNS as
sis that
$2,000

e court

finds nothing in that report that suggests that $2,000 is a reasonable forecast of damages.

At most, his report recycles Spam Arrest’s view that because $2,000 is in the rangg
“possible” danages, it is not excessive. At Dr. Shavell's deposition, he stated that “
unlikely that on average each piece of spam causes $2,000 worth of harm. That's
extremely unlikely.” Todaro Decl., Ex. 22 (Dkt. # 62-3) (Shavell Dep. at 89-90). A
liguidated damage clause need not precisely forecast an average loss, but it canng
“forecast” a loss that Spam Arrest knows (or should have known) will never occur f
least 99.5% of its customers.

For the foregoing reasons, the court concludes that even construing the evid
the light most favorable to Spam Arrest, $2,000 is not a reasonable forecast of dan
arising from breach of a Sender Agreement. The liquidated damages clause is inv|
a matter of law.

The court now summarizes its disposition of Spam Arrest’'s approximately 60
breach of contract claims. Although a jury might conclude that one or more Sentie
employees was aware (or had an objective basis to be aware) that she was enterir|

Sender Agreement, no jury could conclude that any Sentient Jet employee who diq

power to bind the company. Even if one of those employees had power to bind the

company, no jury could conclude that employee actually sent an email that violates

Sender Agreement the employee entered. Finally, even if a jury could find that Se
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Jet was bound to a Sender Agreement and breached it, the $2,000 liquidated dam
clause is invalid.

The court now considers Spam Arrest’'s non-contract, claims, even though S
Arrest mentioned none of them at oral argument.
B. Tortious Interference

To prove that Sentient Jet tortuously interfered with contracts or business
expectancies, Spam Arrest must prove the following:

(1) the existence of a valid contractual relationship or business expectancy;
(2) that defendants had knowledge of that relationship; (3) an intentional
interference inducing or causing a breach or termination of the relationship
or expectancy; (4) that defendants interfered for an improper purpose or
used improper means; and (5) resultant damage.

Leingang v. Pierce County Medical Bure®&30 P.2d 288, 300 (Wash. 1997).

For reasons the court has already stated, with one possible exception, there
evidence from which a jury could conclude that anything Sentient Jet did caused th
breachor termination of any customer’s relationship with Spam Arrest. That one
exception, consisting of a single entry on a spreadsheet suggesting that a customs
Spam Arrest because of his dissatisfaction over receiving spam, is insufficient to c
triable issue of fact as to whether Sentient Jet was even part of the cause of that
customer’s dissatisfaction. Spam Arrest correctly notes that in cases where it is
impossible to determine which of many tortious actors actually caused a harm, cou
nonetheless deem each of the actors responsible for the BagiCox v. Spanglers
P.3d 1265, 1271-72 (Wash. 2000). But as to the single customer who received en
from Sentient Jet and left Spam Arrest after complaining of spam, there is nocevide

from which a jury could conclude that Sentient Jet was even one of the senders of

"The court summarily rejects Sentient Jet's contertiiabthe Sender Agreement is void under

Washington law because it is contrary to the policy expressed in a featesgam statute.
Def.’s Mot. (Dkt. # 35) at 16 (citing the “CAISPAM Act”, 15 U.S.C. § 7704).
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who caused this customer to leave. For at least that reason, Spam Arrest cannot prove

that Sentient Jet interfered with any contract or business expectancy.

C. Consumer Protection Act
A CPA claim has five elements: “(1) [an] unfair or deceptive act or practice;

occurring in trade or commerce; (3) public interest impact, (4) [an] injury to plaintiff
his or her business or property, [and] (5) causatibtiahigman Ridge Training Stables,
Inc. v. Safeco Title Ins719 P.2d 531, 523 (Wash. 1986).

Here, the only “unfair or deceptive act or practice” to which Spam Arrest poir
Sentient Jet’s alleged transmission of email to Spam Arrest customers without thei
consent. As the court has already stated, Spam Arrest has not provided evidence
which a jury could conclude that a person with authority to bind Sentient Jet sent e
any Spam Arrest customer without consent.

Spam Arrest also suggests that it is pursuing the CPA claims of its customer
noting that they suffered injury from the receipt of spnwith the exception of the
seven customers who provided declarations, it has no evidence of its customers’ in
Each of those seven customers, moreover, lives outside Washington. Spam Arres
not explain how non-Washingtonians could invoke the Washington Consumer Prot
Act against Sentient Jet (a company headquartered in Massachusetts).

D. Computer Fraud and Abuse Act
The CFAA, which criminalizes unauthorized access to computer systems, al

provides a limited civil cause of action. 18 U.S.C. § 1830(g). Among other things,
cause of action requires proof that a defendant violated the statute. Spam Arrest g

that Sentient Jet violated the statute’s prohibition on “intentionally access[ing] a

18 Spam Arrest’s subscriber agreements contain a clause in which thetseibassigns all lega
claims arising out of the receipt of spaf.g, Harb Decl. § 13 (Dkt. # 58) & Ex. A (May 11,
2012 Terms of Service Agreement at p. 7 of 8) (Dkt. #B0H is not clear if Spam Arrest
purports to pursue its customers’ claims in this suit. If so, it has presented nocewdi¢heir
damages other than the seven customer declarations the court has referenced.
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protected computer without authorization” and causing damage as a result of that access.

18 U.S.C. § 1830(a)(5)(C). Spam Arrest also acknowledges that its CFAA claim re
it to prove that Sentient Jet caused a loss over a one-year period “aggregating at le
$5,000” in value. 18 U.S.C. 8 1830(c)(4)(A)(i)(1).

Spam Arrest contends that Sentient Jet accessed its computers without
authorization both to complete the verification process and to send emails in violati
the Sender Agreement. Neither contention withstands scrutiny as a matter of statu
interpretation. Spam Arrest gives authorization to any email sender to access its
computers for the purpose of completing the verification process. Even if a sender
completes the verification process by falsely indicating that the email she sends is
spam, the user still has authorization to access Spam Arrest’'s computers, at least 1
purpose of completing the verification process. Nothing advises any user that her
submit the verification form depends on the accuracy of any statement she makes
form. As to accessing Spam Arrest's computers by sending email, therevislence

that anyone at Sentient Jet actually knew that email it sent to Spam Arrest customs

passed through Spam Arrest’s computers. The emails were addressed to third-par

email accounts. Putting that fatal defect aside, Spam Arrest autherergsne
spammers or not, to send email to its customers. Spam Arrest simply segregates
from other emails. Although what Spam Arrest does with an email to one of its
customers depesdn whether the sender is verified, the authorization to send emai
Spam Arrest’'s computers does not. Moreover, no Ninth Circuit court has ever helg
the mere act of sending an email constitutes access to a computer through which t
email passes on the way to its recipient.

Spam Arrest implicitly recognizes that it grants free access to its computers {
purpose of completing the verification process and sending emails to its customerg

instead insists that Sentient Jet “exceeded [its] authorized access” by “repeatedly S
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spam.” PItf.’s Mot. (Dkt. # 57) at 31. Spam Arrest does not, however, attempt to re
any portion of the CFAA that makes it unlawful to exceed authorized access. In th
Ninth Circuit, moreover, a person with authority to access a computer does not “ex
authorized access” within the meaning of the CFAA merely by violating restrictions
the use of the computeUnited States v. Nosa76 F.3d 854, 863 (9th Cir. 2012). Th
court declines Spam Arrest’s request that the court disregaiNbgscourt’s
interpretation of the CFAA becaublmsalconcerned an alleged criminal violation of th
statute. A statute’s words do not mean one thing in a civil case and another in a cf
case. Thé&losalcourt’s interpretation of the CFAA binds this court.
Spam Arrest’'s CFAA claim also fails for at least two of the reasons that its by
of contract claim fails. It cannot prove that Sentient Jet (as opposed to its employe
accesse®pam Arrest’s computers; and it cannot prove (except for seven customer

Sentient Jet sent emails to Spam Arrest’s customers without their consent (and thy

whatever “access” Sentient Jet had to Spam Arrest’s computers was unauthorized).

The court’s disposition today makes it unnecessary to decide whether Spam
Arrest’s evidence is sufficient to permit a jury to conclude that Sentient Jet’s acces
Spam Arrest’'s computers caused at least $5,000 in loss over any one-year period.

V. CONCLUSION
For the reasons prmusly statedthe court GRANTS summary judgment for

Sentient Jet on all of Spam Arrest’s claims. The clerk shall TERMINATE the Augu
motion calendar, DISMISS this case with prejudice, and enter judgment for Sentier

DATED this 29thday of August, 2013.

V)
The Honorable Richard A. Jones
United States District Court Judge
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