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poration v. John Does 1-10

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

AT SEATTLE
)
MICROSOFT CORPORATIONa )
Washington Corporation, ) CASE NO.C17-074RSM
)
Plaintiff, )
) ORDERGRANTING PLAINTIFF'S
V. ) MOTION TO EXPEDITE DISCOVERY
)
JOHN DOESL-10 using IP address )
24.9794.58, )
)
Defendars. )

l. INTRODUCTION

Plaintiff allegescopyrightand trademark infringement claimgainst severalnknown
John Doe [Bfendantsthat gpear to be using IP addreg4.97.94.58to illegally activate
Plaintiff's software Dkt. #1 at {  453. It now seeks permission to take limited, expedi
discovery fromTime Warner Cable, Inc. (“Time Warrigr an internet swice provider
(“ISP”), to identify and name the John DoefBndants in this case so that it can comp,
service of procesand proceedvith litigation. Dkt. #9at 69. As further discussed below
Plaintiff has demonstrateddh (1) theJohnDoe Defendants are real peopénd/or entities tha
may be suedn federal court; (2) it has unsuccessfully attempted to identifyJtia Doe
Defendants prior to filing this motion; (3) its claims againstibbn Doe [@fendantsvould

likely survive a motion to dismiss; and (4) there is a reasonable likelihoodetivatesof the

ORDER
PAGE-1

Doc. 11

red

lete

[

Dock

pts.Justia.com


https://dockets.justia.com/docket/washington/wawdce/2:2017cv00747/245474/
https://docs.justia.com/cases/federal/district-courts/washington/wawdce/2:2017cv00747/245474/11/
https://dockets.justia.com/

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

proposed subpoenan Time Warnerwill lead to information identifying theJohn Doe
Defendants.As a result, te Court finds that good causiststo allow Microsoftto engage in
expedied, preliminary discovery.

I. BACKGROUND!?

Plaintiff develops, distributes, and licenses various types of computer soff
including operating system software (such as Microsoft Windows) and protjusbftware
(such as Microsoft Office).Dkt. #1 at] { 8-18. Microsoft holds registered copyrights in t
variousdifferent versions of these productsd has registered trademarks and service m
associateavith the productsld. at{ 19.

Microsoft has implemented a widange of initiatives to protect its customers §
combat thdfof its intellectual propertyincluding its product activation system, which involy
the activation of software through product keyd. at{ 27. A Microsoft product key is a 25

character alphanumeric string generated Microsoft and provided either directly t

Microsoft's customers or tiicrosoft’s original equipmentanufacturer (“OEM”) partners.

Id. at 1 28 Generally, when customers or OEMs insMlitrosoft software on a device, the

ware,

—

e

arks

\nd

es

O

Y

must enter the product keyld. Then, as part of thactivation process, customers andyor

OEMs voluntarily contact Microsoft's activation serverger the Internet and transmit th

product keys and other technical information about ttewiice to the serversld. Because

Microsoft software is capable of being installed onuatimited number of devices, Microsoft

uses the product activation process to detect piracypmtelct consumers from the risk of Agn

genuine softwareld. at{ 29

1 The following background is taken from Plaintiff's Complaint and the Declaratio

Brittany Carmichael filed in support of Plaintiff's Motion for Exmed Discovery. Dkts. #1

and #10.
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Microsoft hascreated theéMicrosoft Cybercrime Center where they utilizeter alia,
certaintechnology to detect software piracy, which it refers técgerforensics.” Id. at § 32.
Microsoft usests cyberforensics tanalyze product key activation data voluntarily providgd
users when they activate Microsaftware, including the IP addref®m which a given
product key is activated. Dkt. #1 @t33 Cyberforensics allows Microsoft to analyttes
activations of Microsoft software andentify activation patterns andharacteristics that mak|
it more likely than not that the i®ldress associated with certain product key activations i4
through whichunauthorized copies dflicrosoft software are being activatedkt. #10at |
2-5. Microsoft’s cyberforensics havdentified a number of product key activatiargyinating
from IP addresg4.97.94.58.1d. at{ 6. According topublicly avalable datathat IP addresss
presently under the control @fme Warner Id.

Microsoft alleges that for at least the past three ydasforementionedP addresdas
been used to activate hundreds of Microsoft product kéysat § 7. These activations hav,
characteristics that demonstrate thia@ John Doe Defendants are using thie address to
activate unauthorized copies Microsoft’s software.ld. Microsoft believes these activatioy
constitute thainauthorized copying, distribution, and use of Microsoft software, in violatig
Microsoft’'s software licenses and intellectual property rightsl at 8. Despte its best
efforts, Microsoft hasbeen unable to positively identify the John Ddefendants.ld. at T 9.
Microsoft believes Time Warndras access to the subscriber information associated wit|
subjectlP address from records kept in the regular course of its busittesgJ 11
11
11

I
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1. DISCUSSION
A. Legal Standard

This Court may authorize early discovery before the Rule 26(f) conferendhefq
parties and witnessésconvenience and in the interests of justice. Fed. R. Civ. P. 2
Courts withinthe Ninth Circuit generally considerhether a plaintiff has shown “good caug
for suchearly discovery. See, e.g., Yokohama Tire Crop. v. Dealers Tire Supply, Inc., 202
F.R.D. 612, 6134 (D. Ariz. 2001) (collecting cases and standards). When the identit
defendants are not known beforeCamplaint is filed, a plaintiff “should be given af
opportunity through discovery to identify the unknown defendants, unless it is cleg
discovery would not uncover the identities, or that the complaint would be dismissed of

grounds. Gillespie v. Civiletti, 629 F.2d 637, 642 (9th Cir. 1980)n evaluating whether 3

plaintiff establishes good cause to learn the identityyasfn Doe defendants through early

discovery, courts examine whethihe plaintiff (1) identifies thelohn Doe defendant with
sufficient speciftity that the @urt can determine that the defendant is a real person who g
sued in federal court, (2) recounts the steps taken to locate and identify the def€3)d
demamstrates that the action can withstand a motion to dismiss, and (4) proves (b
discovery is likely to lead to identifying information that will permit service of @ssc
Columbia Ins. Co. v. seescandy.com, 185 F.R.D. 573, 578-80 (N.D. Cal. 1999).

B. Plaintiff Has Shown Good Causeto Take Early Discovery

Here, Plaintiff has establishedood cause to engage in early discovery to identify

JohnDoe Defendants. First, Plaintiff has associated thiohnDoe Defendants with specifi¢

acts ofactivating unauthorized software using product keys that are known to have beer

from Microsoft, and have been used more times than are authorized for the pastittware.
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Dkt. #10 at 1 § @. Plaintiff has been able to trace the product keiyaons as originating
from onelP address, and nearly all of the activations have involved voluntary communi
between the John Doe Defendants and Microsoft activation servers in this judstradtDid.
at § 7 SecondPlaintiff has adequatelglescribed the steps it took @&m effort to locate and
identify the JohnDoe Defendants. Dkt. #1Q  Specifically, it utilized its “cyberforensics’
technology to analyze product key activation datad identified certain patterns ai
characteristics which indicate software piradykt. #10 at § 7 24 and Dkt. #1 at { $2-35.
Third, Plaintiff haspleaded the essential elements to state a claimCfopyright Infringement
under 17 U.S.C. 8 50%f seq., andTrademark Infringement under 15 U.S.C. § 1114. Dkt
at 1 § 4153 and Exs. 44. Fourth, thenformation proposetb be sought through a Rule 4
subpoenaappears likelyto lead to identifying information that will allowlaintiff to effect
service of process on tld®hnDoe Defendants.Dkt. #10 atf 111-12 Specifically, Plaintiff
states it will seek subscriber information associated with the alleged infrifiyadygress.Dkt.
#10 at 7 12.

Taken together, th€ourt finds that the foregointactors demonstrate good cause
grant Plaintiff's motion for leave to conduct limitedxpediteddiscovery See Semitool, 208
F.R.D. at 276. Therefore, the Court wgrant discoverylimited to documents and/q
information that will allow Plaintiff to determine the identities of the John Doe Defeaida
orderto effect service of process.

V. CONCLUSION

For the reasons set forth above, the Court hereby ORDERS:
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1. Plaintiff may immediatelyserve onTime Warner Cablelnc. (or its associateq
downstream ISPs) a Rule 45 subpoena to obtain docuraedis information to
identify John Does 1-10.

2. At this time, any documents requests shall be limitedowuments sufficient tg

identify all namesphysical addresses, PO boxes, electronic addresses (including

email addresses), telephone numbers, or other customer identifying inforrhatig
are or have been associated withlth@ddres24.97.94.58.

DATED this8th day of June, 2017.

(B

RICARDO S. MARTINEZ
CHIEFUNITED STATES DISTRICT JUDGE
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