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A LANDMARR LEGAL SHIFT OPENS
PANDORA'S BOX FOR DIY GUNS

Cody Wilson makes digital files that let anyone 3-D print untraceable guns. The
government tried to stop him. He sued—and won.

BY ANDY GREENBERG

FIVE YEARS AGO, 25-year-old radical libertarian Cody Wilson stood on a
remote central Texas gun range and pulled the trigger on the world’s first
fully 3-D-printed gun. When, to his relief, his plastic invention fired

a .380-caliber bullet into a berm of dirt without jamming or exploding in
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his hands, he drove back to Austin and uploaded the blueprints forwther se

pistol to his website, Defcad.com.

He’d launched the site months earlier along with an anarchist video
manifesto, declaring that gun control would never be the same in an era
when anyone can download and print their own firearm with a few clicks.
In the days after that first test-firing, his gun was downloaded more than
100,000 times. Wilson made the decision to go all in on the project,
dropping out of law school at the University of Texas, as if to confirm his
belief that technology supersedes law.

Cody Wilson, the founder of Defense Distributed, plans to create the world’s largest repository of digital
gun files. MICHELLE GROSKOPF

The law caught up. Less than a week later, Wilson received a letter from
the US State Department demanding that he take down his printable-gun
blueprints or face prosecution for violating federal export controls.
Under an obscure set of US regulations known as the International Trade
in Arms Regulations (ITAR), Wilson was accused of exporting weapons
without a license, just as if he’d shipped his plastic gun to Mexico rather
than put a digital version of it on the internet. He took Defcad.com
offline, but his lawyer warned him that he still potentially faced millions
of dollars in fines and years in prison simply for having made the file
available to overseas downloaders for a few days. "I thought my life was
over,” Wilson says.

Instead, Wilson has spent the last years on an unlikely project for an
anarchist: Not simply defying or skirting the law but taking it to court
and changing it. In doing so, he has now not only defeated a legal threat
to his own highly controversial gunsmithing project. He may have also
unlocked a new era of digital DIY gunmaking that further undermines gun
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control across the United States and the world—another step towarekrise
Wilson's imagined future where anyone can make a deadly weapon at

home with no government oversight.

Two months ago, the Department of Justice quietly offered Wilson a
settlement to end a lawsuit he and a group of co-plaintiffs have pursued
since 2015 against the United States government. Wilson and his team of
lawyers focused their legal argument on a free speech claim: They
pointed out that by forbidding Wilson from posting his 3-D-printable
data, the State Department was not only violating his right to bear arms
but his right to freely share information. By blurring the line between a
gun and a digital file, Wilson had also successfully blurred the lines
between the Second Amendment and the First.

"If code is speech, the constitutional contradictions are evident,” Wilson
explained to WIRED when he first launched the lawsuit in 2015. ”So what
if this code is a gun?”

The Department of Justice’s surprising settlement, confirmed in court
documents earlier this month, essentially surrenders to that argument. It
promises to change the export control rules surrounding any firearm
below .50 caliber—with a few exceptions like fully automatic weapons
and rare gun designs that use caseless ammunition—and move their
regulation to the Commerce Department, which won't try to police
technical data about the guns posted on the public internet. In the
meantime, it gives Wilson a unique license to publish data about those
weapons anywhere he chooses.

"I consider it a truly grand thing,” Wilson says. "It will be an irrevocable
part of political life that guns are downloadable, and we helped to do
that.”

Now Wilson is making up for lost time. Later this month, he and the
nonprofit he founded, Defense Distributed, are relaunching their website
Defcad.com as a repository of firearm blueprints they’ve been privately
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creating and collecting, from the original one-shot 3-D-printable pistodse
he fired in 2013 to AR-15 frames and more exotic DIY semi-automatic
weapons. The relaunched site will be open to user contributions, too;
Wilson hopes it will soon serve as a searchable, user-generated database
of practically any firearm imaginable.

All of that will be available to anyone anywhere in the world with an
uncensored internet connection, to download, alter, remix, and fabricate
into lethal weapons with tools like 3-D printers and computer-controlled
milling machines. “We’re doing the encyclopedic work of collecting this
data and putting it into the commons,” Wilson says. “What’s about to
happen is a Cambrian explosion of the digital content related to
firearms.” He intends that database, and the inexorable evolution of
homemade weapons it helps make possible, to serve as a kind of bulwark
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against all future gun control, demonstrating its futility by making=ceess

to weapons as ubiquitous as the internet.

Of course, that mission seemed more relevant when Wilson first began
dreaming it up, before a political party with no will to rein in America’s
gun death epidemic held control of Congress, the White House, and likely
soon the Supreme Court. But Wilson still sees Defcad as an answer to the
resurgent gun control movement that has emerged in the wake of the
Parkland, Florida, high school shooting that left 17 students dead in
February.

The potential for his new site, if it functions as Wilson hopes, would also
go well beyond even the average Trump supporter’s taste in gun rights.
The culture of homemade, unregulated guns it fosters could make
firearms available to even those people who practically every American
agrees shouldn’t possess them: felons, minors, and the mentally ill. The
result could be more cases like that of John Zawahiri, an emotionally
disturbed 25-year-old who went on a shooting spree in Santa Monica,
California, with a homemade AR-15 in 2015, killing five people, or Kevin
Neal, a Northern California man who killed five people with AR-15-style
rifles—some of which were homemade—last November.

"This should alarm everyone,” says Po Murray, chairwoman of Newtown
Action Alliance, a Connecticut-focused gun control group created in the
wake of the mass shooting at Sandy Hook Elementary School in 2013.
"We’re passing laws in Connecticut and other states to make sure these
weapons of war aren’t getting into the hands of dangerous people.
They’re working in the opposite direction.”

When reporters and critics have repeatedly pointed out those potential
consequences of Wilson’s work over the last five years, he has argued
that he’s not seeking to arm criminals or the insane or to cause the deaths
of innocents. But nor is he moved enough by those possibilities to give up
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what he hopes could be, in a new era of digital fabrication, the winydag s¢

move in the battle over access to guns.

With his new legal victory and the Pandora’s box of DIY weapons it opens,
Wilson says he’s finally fulfilling that mission. “All this Parkland stuff,
the students, all these dreams of ‘common sense gun reforms’? No. The
internet will serve guns, the gun is downloadable.” Wilson says now. “No
amount of petitions or die-ins or anything else can change that.”

DEFENSE DISTRIBUTED OPERATES out of an unadorned building in a north
Austin industrial park, behind two black-mirrored doors marked only
with the circled letters "DD” scrawled by someone’s finger in the dust. In
the machine shop inside, amid piles of aluminum shavings, a linebacker-
sized, friendly engineer named Jeff Winkleman is walking me through the
painstaking process of turning a gun into a collection of numbers.

Winkleman has placed the lower receiver of an AR-15, the component that
serves as the core frame of the rifle, on a granite table that’s been
calibrated to be perfectly flat to one ten-thousandth of an inch. Then he
places a Mitutoyo height gauge—a thin metal probe that slides up and
down on a tall metal stand and measures vertical distances—next to it,
poking one edge of the frame with its probe to get a baseline reading of
its position. ”"This is where we get down to the nitty gritty,” Winkleman
says. "Or, as we call it, the gnat’s ass.”

Winkleman then slowly rotates the guage’s rotary handle to move its
probe down to the edge of a tiny hole on the side of the gun’s frame. After
a couple careful taps, the tool’s display reads 0.4775 inches. He has just
measured a single line—one of the countless dimensions that define the
shape of any of the dozens of component of an AR-15—with four decimal
places of accuracy. Winkleman’s job at Defense Distributed now is to
repeat that process again and again, integrating that number, along with
every measurement of every nook, cranny, surface, hole, lip, and ridge of
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arifle, into a CAD model he’s assembling on a computer behind hisvgande

. | -1

then to repeat that obsessively comprenensive modei-building for as

many guns as possible.

That a digital fabrication company has opted for this absurdly manual
process might seem counterintuitive. But Winkleman insists that the
analog measurements, while infinitely slower than modern tools like
laser scanners, produce a far more accurate model—a kind of gold master
for any future replications or alterations of that weapon. "We're trying to
set a precedent here,” Winkelman says. "When we say something is true,
you absolutely know it’s true.”

One room over, Wilson shows me the most impressive new toy in the
group’s digitization toolkit, one that arrived just three days earlier: A
room-sized analog artifact known as an optical comparator. The device,
which he bought used for $32,000, resembles a kind of massive cartoon
X-ray scanner.

Defense Distributed’s optical comparator, a room-sized machine the group is using to convert physical

guns to collections of digital measurements. MICHELLE GROSKOPF

Wilson places the body of an AR-9 rifle on a pedestal on the right side of
the machine. Two mercury lamps project neon green beams of light onto
the frame from either side. A lens behind it bends that light within the
machine and then projects it onto a 30-inch screen at up to 100X
magnification. From that screen’s mercury glow, the operator can map
out points to calculate the gun’s geometry with microscopic fidelity.
Wilson flips through higher magnification lenses, then focuses on a series
of tiny ridges of the frame until the remnants of their machining look like
the brush strokes of Chinese calligraphy. "Zoom in, zoom in, enhance”
Wilson jokes.
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Wilson’s first controversial innovation was to demonstrate how digital files could be

converted to physical, deadly weapons. MICHELLE GROSKOPF

He now sees an opportunity to cripple gun control with the opposite tactic: digitizing as many

weapons as possible and making the files available to gunsmiths. MICHELLE GROSKOPF

Turning physical guns into digital files, instead of vice-versa, is a new
trick for Defense Distributed. While Wilson’s organization first gained
notoriety for its invention of the first 3-D printable gun, what it called the
Liberator, it has since largely moved past 3-D printing. Most of the
company’s operations are now focused on its core business: making and
selling a consumer-grade computer-controlled milling machine known as
the Ghost Gunner, designed to allow its owner to carve gun parts out of
far more durable aluminum. In the largest room of Defense Distributed’s
headquarters, half a dozen millennial staffers with beards and close-
cropped hair—all resembling Cody Wilson, in other words—are busy
building those mills in an assembly line, each machine capable of skirting
all federal gun control to churn out untraceable metal glocks and
semiautomatic rifles en masse.

The staff of Defense Distributed: part startup, part advocacy group, part armed insurgency.

MICHELLE GROSKOPF

For now, those mills produce only a few different gun frames for
firearms, including the AR-15 and 1911 handguns. But Defense
Distributed’s engineers imagine a future where their milling machine and
other digital fabrication tools—such as consumer-grade aluminum-
sintering 3-D printers that can print objects in metal—can make
practically any digital gun component materialize in someone’s garage.
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Most of Defense Distributed’s staff work on the group’s central source of revenue: building

gun-making computer controlled milling machines called the Ghost Gunner

MICHELLE GROSKOPF

A Ghost Gunner can finish an AR-15 lower receiver, the central part of the rifle’s frame, in a
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In the meantime, selling Ghost Gunners has been a lucrative business.
Defense Distributed has sold roughly 6,000 of the desktop devices to DIY
gun enthusiasts across the country, mostly for $1,675 each, netting
millions in profit. The company employs 15 people and is already
outgrowing its North Austin headquarters. But Wilson says he’s never
been interested in money or building a startup for its own sake. He now
claims that the entire venture was created with a singular goal: to raise
enough money to wage his legal war against the US State Department.

AFTER HIS LAWYERS originally told him in 2013 that his case against the
government was hopeless, Wilson fired them and hired two new ones
with expertise in export control and both Second and First-Amendment
law. Matthew Goldstein, Wilson’s lawyer who is focused on ITAR, says he
was immediately convinced of the merits of Wilson’s position. ”"This is
the case you’d bring out in a law school course as an unconstitutional
law,” Goldstein says. "It ticks all the check boxes of what violates the
First Amendment.”

When Wilson’s company teamed up with the Second Amendment
Foundation and brought their lawsuit to a Texas District court in 2015,
they were supported by a collection of amicus briefs from a shockingly
broad coalition: Arguments in their favor were submitted by not only the
libertarian Cato Institute, the gun-rights-focused Madison Society, and 15
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Republican members of Congress but also the Electronic Frontiersusscrise

Foundation and the Reporters Committee for Freedom of the Press.

When the judge in the case nonetheless rejected Defense Distributed’s
request for a preliminary injunction that would have immediately
allowed it to continue publishing gun files, the company appealed, and
lost. But as the case proceeded toward a ruling on Defense Distributed’s
first amendment argument, the government surprised the plaintiffs by
suddenly offering them a settlement with essentially everything they
wanted. It even pays back $40,000 of their court costs and paperwork
fees. (Wilson says that’s still only about 10 percent of the $400,000 that
the plaintiffs spent.)

Goldstein says the settlement may have had as much to do with ITAR
reforms begun during the Obama administration as with the gun-friendly
Trump administration that took over the case. But he doesn’t rule out
that a new regime may have helped tip the balance in the plaintiffs’ favor.
"There’s different management at the helm of this agency,” Goldstein
says. "You can draw your own conclusions.” Both the Department of
Justice and the State Department declined to comment on the outcome of
the case.

With the rule change their win entails, Defense Distributed has removed
a legal threat to not only its project but an entire online community of
DIY gunmakers. Sites like GrabCAD and FossCad already host hundreds of
gun designs, from Defense Distributed’s Liberator pistol to printable
revolvers and even semiautomatic weapons. "There’s a lot of satisfaction
in doing things yourself, and it’s also a way of expressing support for the
Second Amendment,” explains one prolific Fosscad contributor, a West
Virginian serial inventor of 3-D-printable semiautomatics who goes by
the pseudonym Derwood. "I'm a conservative. I support all the
amendments.”
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But until now, Derwood and practically every other participant onutlzoses
platforms risked prosecution for violating export controls, whether they
knew it or not. Though enforcement has been rare against anyone less
vocal and visible than Wilson, many online gunsmiths have nonetheless
obscured their identities for that reason. With the more open and
intentional database of gun files that Defcad represents, Wilson believes
he can create a collection of files that’s both more comprehensive and
more refined, with higher accuracy, more detailed models for every
component, giving machinists all the data they need to make or remix
them. "This is the stuff that’s necessary for the creative work to come,”
Wilson says.

In all of this, Wilson sees history repeating itself: He points to the so-
called Crypto Wars of the 1990s. After programmer Philip Zimmermann
in 1991 released PGP, the world’s first free encryption program that
anyone could use to thwart surveillance, he too was threatened with an
indictment for violating export restrictions. Encryption software was, at
the time, treated as a munition and placed on the same prohibited export
control list as guns and missiles. Only after a fellow cryptographer,
Daniel Bernstein, sued the government with the same free-speech
argument Wilson would use 20 years later did the government drop its
investigation of Zimmermann and spare him from prison.

"This is a specter of the old thing again,” Wilson says. "What we were
actually fighting about in court was a core crypto-war problem.” And
following that analogy, Wilson argues, his legal win means gun
blueprints can now spread as widely as encryption has since that earlier
legal fight: After all, encryption has now grown from an underground
curiosity to a commodity integrated into apps, browsers, and websites
running on billions of computers and phones across the globe.

But Zimmermann takes issue with the analogy—on ethical if not legal
grounds. This time, he points out, the First Amendment-protected data
that was legally treated as a weapon actually is a weapon. "Encryption is
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a defense technology with humanitarian uses,” Zimmermann says:¢&uns
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"Arguing that they're the same because they’re both made of bits isn’t
quite persuasive for me,” Zimmermann says. "Bits can kill.”

AFTER A TOUR of the machine shop, Wilson leads me away from the
industrial roar of its milling machines, out the building’s black-mirrored-
glass doors and through a grassy patch to its back entrance. Inside is a far
quieter scene: A large, high-ceilinged, dimly fluorescent-lit warehouse
space filled with half a dozen rows of gray metal shelves, mostly covered
in a seemingly random collection of books, from The Decline and Fall of
the Roman Empire to Hunger Games. He proudly points out that it
includes the entire catalog of Penguin Classics and the entire Criterion
Collection, close to 900 Blu-rays. This, he tells me, will be the library.

And why is Defense Distributed building a library? Wilson, who cites
Baudrillard, Foucault, or Nietzsche at least once in practically any
conversation, certainly doesn’t mind the patina of erudition it lends to
what is essentially a modern-day gun-running operation. But as usual, he
has an ulterior motive: If he can get this room certified as an actual,
official public library, he’ll unlock another giant collection of existing
firearm data. The US military maintains records of thousands of the
specs for thousands of firearms in technical manuals, stored on reels and
reels of microfiche cassettes. But only federally approved libraries can
access them. By building a library, complete with an actual microfiche
viewer in one corner, Wilson is angling to access the US military’s entire
public archive of gun data, which he eventually hopes to digitize and
include on Defcad.com, too.

https://www.wired.com/story/a-landmark-legal-shift-opens-pandoras-box-for-diy-guns/ 7/29/2018



DIY Guns: A Landmark Ruling Opens the Door for Homemade Firearms | WIRED Page 13 of 20

To exploit a technical loophole that gives him access to military weapons files, Cody Wilson issalg&criBE
building a library. He proudly notes it will include the entire Criterion Collection on Blu-ray.

MICHELLE GROSKOPF

"Ninety percent of the technical data is already out there. This is a huge
part of our overall digital intake strategy,” Wilson says. "Hipsters will
come here and check out movies, independent of its actual purpose,
which is a stargate for absorbing ancient army technical materials.”

Browsing that movie collection, I nearly trip over something large and
hard. Ilook down and find a granite tombstone with the words
AMERICAN GUN CONTROL engraved on it. Wilson explains he has a plan
to embed it in the dirt under a tree outside when he gets around to it.
"It’s maybe a little on the nose, but I think you get where I’m going with
it,” he says.

Wilson plans to bury this tombstone by his library’s entrance. “It’'s maybe a little on the nose,” he admits.

MICHELLE GROSKOPF

Wilson'’s library will serve a more straightforward purpose, too: In one
corner stands a server rack that will host Defcad’s website and backend
database. He doesn’t trust any hosting company to hold his controversial
files. And he likes the optics of storing his crown jewels in a library,
should any reversal of his legal fortunes result in a raid. ”If you want to
come get it, you have to attack a library,” he says.

On that subject, he has something else to show me. Wilson pulls out a
small embroidered badge. It depicts a red, dismembered arm on a white
background. The arm’s hand grips a curved sword, with blood dripping
from it. The symbol, Wilson explains, once flew on a flag above the Goliad
Fort in South Texas. In Texas’ revolution against Mexico in the 1830s,
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Goliad’s fort was taken by the Mexican government and became thesite:
of a massacre of 400 American prisoners of war, one that’s far less widely

remembered than the Alamo.

Wilson recently ordered a full-size flag with the sword-wielding bloody
arm. He wants to make it a new symbol for his group. His interest in the
icon, he explains, dates back to the 2016 election, when he was convinced
Hillary Clinton was set to become the president and lead a massive
crackdown on firearms.

The flag of Goliad, which Wilson has adopted as a new symbol for his group. He suggests you interpret it
as you will. MICHELLE GROSKOPF

If that happened, as Wilson tells it, he was ready to launch his Defcad
repository, regardless of the outcome of his lawsuit, and then defend it in
an armed standoff. “"I’d call a militia out to defend the server, Bundy-
style,” Wilson says calmly, in the first overt mention of planned armed
violence I've ever heard him make. "Our only option was to build an
infrastructure where we had one final suicidal mission, where we
dumped everything into the internet,” Wilson says. "Goliad became an
inspirational thing for me.”

Now, of course, everything has changed. But Wilson says the Goliad flag
still resonates with him. And what does that bloody arm symbol mean to
him now, in the era where Donald Trump is president and the law has
surrendered to his will? Wilson declines to say, explaining that he would
rather leave the mystery of its abstraction intact and open to
interpretation.

But it doesn’t take a degree in semiotics to see how the Goliad flag suits
Defense Distributed. It reads like the logical escalation of the NRA’s “cold
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dead hands” slogan of the last century. In fact, it may be the perfectscrise
symbol not just for Defense Distributed’s mission but for the country that
produced it, where firearms result in tens of thousands of deaths a
year—vastly more than any other developed nation in the world—yet
groups like Wilson’s continue to make more progress in undermining gun
control than lawmakers do in advancing it. It’s a flag that represents the
essence of violent extremist ideology: An arm that, long after blood is
spilled, refuses to let go. Instead, it only tightens it grip on its weapon, as
a matter of principle, forever.
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

STATE OF WASHINGTON; STATE OF NO.
CONNECTICUT; STATE OF MARYLAND;
STATE OF NEW JERSEY; STATE OF NEW | DECLARATION OF

YORK; STATE OF OREGON; MITZI JOHANKNECHT
COMMONWEALTH OF IN SUPPORT OF PLAINTIFF’S
MASSACHUSETTS; COMMONWEALTH MOTION FOR TRO AND
OF PENNSYLVANIA; and DISTRICT OF PRELIMINARY INJUNCTION
COLUMBIA

Plaintiffs,

V.
Noting Date: August _ , 2018
UNITED STATES DEPARTMENT OF
STATE; MICHAEL R. POMPEQ, in his
official capacity as Secretary of State;
DIRECTORATE OF DEFENSE TRADE
CONTROLS; MIKE MILLER, in his official
capacity as Acting Deputy Assistant Secretary
of Defense Trade Controls; SARAH
HEIDEMA, in her official capacity as Director
of Policy, Office of Defense Trade Controls
Policy; DEFENSE DISTRIBUTED; SECOND
AMENDMENT FOUNDATION, INC; and
CONN WILLIAMSON;

Defendants.

I, Mitzi Johanknecht, declare as follows:

1. I am over the age of 18 and have personal knowledge of all the facts stated herein.

2. I have been the Sheriff of King County, Washington since January 1, 2018.

3. I have been a law enforcement officer for 33 years with the King County Sheriff’s
Office (KCSO). During my time as a law enforcement officer, I worked my way up the ranks

from deputy and have served in leadership roles in every division and location in the KCSO. As

DECLARATION OF MITZI 1 ATTORNEY GENERAL OF WASHINGTON
800 Fifth Avenue. Suite 2000

JOHANKNECHT IN SUPPORT OF Seattlo, WA 08104-3188

PLAINTIFF’S MOTION FOR TRO AND (206) 464-7744
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the Sheriff, I oversee a staff of 1,200 employees who are responsible for the public safety of
approximately 2.2 million people who live in King County, plus thousands of others who transit
to and through the county on a daily basis.

4. As a law enforcement officer, I am very familiar with firearms. I have carried a
gun as part of my job for the last 33 years, have received instruction on a variety of weapons
including pistols and long guns, and have personally witnessed the damage that guns can do to
the human body if guns fall into the wrong hands.

5. I am also familiar with Washington’s gun-safety laws, which prohibit certain
categories of persons from buying or possessing firearms. This group includes minors, persons
convicted of violent felonies, persons under the supervision of the Department of Corrections,
the mentally ill, and persons subject to a wide variety of protection orders, including domestic
violence, stalking and anti-harassment protection orders.

6. Washington’s gun laws place a significant amount of responsibility on local law
enforcement. For example, the KCSO handles the vetting and granting of applications for
concealed pistol licenses, firearms dealer licenses, and alien firearms licenses for citizens living
in unincorporated areas of King County, as well as those municipalities for which the KCSO
contracts for law enforcement services. Information about such licensing is available on the
KCSO page of the King County website; for example:

https://kingcounty.gov/depts/sheriff/services/gun.aspx (last visited July 29, 2017);

https://kingcounty.gov/depts/sheriff/services/firearms-dealers.aspx (last visited July 29,

2017):

https://kingcounty.gov/depts/sheriff/services/alien-firearms-license.aspx (last visited

July 29, 2017).
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7. I understand that technology exists that allows the manufacture of firearms
through the use of commercially available 3-D printers. I further understand that this technology
would allow someone to “print” or make guns in the privacy of his or her own home or anywhere
a 3-D printer is available. The guns made in this manner can be constructed out of metal or
plastic; regardless, I understand these “ghost guns” generally bear no identifying serial number
or manufacturer’s mark. In addition, I understand that the 3-D printed guns made out of plastic
are not detectable by metal detectors used at places such as courthouses and airports.

8. I have great concern for public safety if the technology (e.g., software, computer
files, computer code) that would allow 3-D printers to be used to print guns were to become
publicly available, including via the internet. Ghost guns are aﬁ extreme risk to public safety that
would disrupt the ability of law enforcement to conduct, solve and prevent violent crimes.

9. As I said above, Washington has a very strong and comprehensive set of gun laws
designed to ensure that persons who are ineligible under Washington law from possessing
firearms cannot obtain guns. The widespread availability of the technology to print guns—
especially nonmetal guns that can pass uhseen and unrecognized through metal detectors—
greatly increases the likelihood that persons who are ineligible to possess guns will be able to
get guns. Such a world would be much more dangerous for the public, and for the deputies at the
KCSO whose job it is to protect the public.

I declare under penalty of perjury under the laws of the State of Washington and the
United States of America that the foregoing is true and correct.

DATED this 3@ Téay of July, 2018, at SEA7 7€ € Washington.

Tk bt —
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

STATE OF WASHINGTON; STATE OF NO.
CONNECTICUT; STATE OF MARYLAND;
STATE OF NEW JERSEY; STATE OF NEW | DECLARATION OF CARMEN BEST
YORK; STATE OF OREGON; IN SUPPORT OF PLAINTIFF’S
COMMONWEALTH OF MOTION FOR TRO AND
MASSACHUSETTS; COMMONWEALTH PRELIMINARY INJUNCTION
OF PENNSYLVANIA; and DISTRICT OF
COLUMBIA,

Plaintiff,
\2 Noting Date: August __ , 2018

UNITED STATES DEPARTMENT OF
STATE; MICHAEL R. POMPEQ, in his
official capacity as Secretary of State;
DIRECTORATE OF DEFENSE TRADE
CONTROLS; MIKE MILLER, in his official
capacity as Acting Deputy Assistant Secretary
of Defense Trade Controls; SARAH
HEIDEMA, in her official capacity as Director
of Policy, Office of Defense Trade Controls
Policy; DEFENSE DISTRIBUTED; SECOND
AMENDMENT FOUNDATION, INC; and
CONN WILLIAMSON

Defendants.

I, Carmen Best, declare as follows:

1. I am over the age of 18 and have personal knowledge of all the facts stated herein.

2. I am the Chief of the Seattle Police Department. I began serving as interim chief
on January 1, 2018, and have been nominated to the permanent position by Mayor Jenny Durkan.

3. I have been a law enforcement officer for 26 years with the Seattle Police

Department (SPD). During my time as a law enforcement officer, I worked my way up the ranks
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from deputy and have served in leadership roles in a wide range of positions with SPD, including
school safety, operations lieutenant, and assistant chief in the criminal investigations bureau. As
the Chief of SPD, I oversee a staff of 1945 personnel who are responsible for the public safety
of approximately 725,000 members of the public in Seattle.

4. As a law enforcement officer, I am very familiar with firearms. I have carried a
gun as part of my job for the last 26 years, have received instruction on a variety of guns, and
have personally witnessed the damage that guns can do to the human body if guns fall into the
wrong hands.

5. I am also familiar with Washington’s gun-safety laws, which prohibit certain
categories of persons from buying or possessing firearms. This group includes minors, persons
convicted of violent felonies, persons under the supervision of the Department of Corrections,
the mentally ill, and persons subject to a wide variety of protection orders, including domestic
violence, stalking and anti-harassment protection orders.

6. Washington’s gun laws place a significant amount of responsibility on local law
enforcement. For example, SPD is responsible for enforcement of court orders to surrender
firearms; testing and processing firearms recovered as evidence; and conducting investigations,
searches, arrests, and other activities that may result in lawful seizure of a firearm. Information
about these responsibilities is contained in the Seattle Police Department Manual, which is
available at the SPD page of the City of Seattle website:

http://www.seattle.gov/police-manual/title-15---primary-investigation/15215---seizing-

and-releasing-firearms (last visited July 29, 2018);

http://www.seattle.gov/police-manual/title-7---evidence-and-property/7030---firearms-

ammunition-and-shell-casings (last visited July 29, 2018);
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http://www.seattle.gov/police-manual/title-6---arrests-search-and-seizure/6180---

searches-general (last visited July 29, 2018);

http://www.seattle.gov/police-manual/title-15---primary-investigation/15410---

domestic-violence-investigation (last visited July 29, 2018);

http://www.seattle.gov/police-manual/title-16---patrol-operations/16110---crisis-

intervention (last visited July 29, 2018).

7. I understand that technology exists that allows the manufacture of firearms
through the use of commercially available 3-D printers. I further understand that this technology
would allow someone to “print” or make guns in the privacy of his or her own home or anywhere
a 3-D printer is available. The guns made in this manner can be constructed out of metal or
plastic; regardless, I understand these “ghost guns” generally bear no identifying serial number
or manufacturer’s mark. In addition, I understand that the 3-D printed guns made out of plastic
are not detectable by metal detectors used at places such as courthouses and airports.

8. I have great concern for public safety if the technology (e.g., software, computer
files, computer code) that would allow 3-D printers to be used to print guns would become
publicly available, including via the internet. As I said above, Washington has a very strong and
comprehensive set of gun laws designed to ensure that persons who are ineligible under
Washington law from possessing firearms cannot obtain guns. The widespread availability of
the technology to print guns—especially nonmetal guns that can pass unseen and unrecognized
through metal detectors—greatly increases the likelihood that persons who are ineligible to
possess guns will be able to get guns. Such a world would be much more dangerous for the

public, and for the SPD officers whose job it is to protect the public.
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I declare under penalty of perjury under the laws of the State of Washington and the
United States of America that the foregoing is true and correct.

DATED this 3)dhday of July, 2018, at Seattle, Washington.

DECLARATION OF CARMEN BEST 4 ATTORNEY GENERAL OF WASHINGTON
IN SUPPORT OF PLAINTIFF’S MOTION 800 Filth Avenue. Suite 2000
FOR TRO AND PRELIMINARY (206) 464-7744
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF TEXAS
AUSTIN DIVISION

DEFENSE DISTRIBUTED, et al.,
Plaintiffs,
V. No. 1:15-cv-372-RP

U.S. DEPARTMENT OF STATE, et al.,
Defendants.
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United States Department of State

Bureau of Political-Military Affairs
Office of Defense Trade Controls Compliance

Washington, D.C. 20522-0112

In reply refer to WAY 0 8 2013

Mr. Cody Wilson
ne Distributed

Dear Mr. Wilson:

The Department of State, Bureau of Political Malitary Affairs, Office of Defense
Trade Controls Compliance, Enforcement Division (DTCC/END) is responsible for
compliance with and civil enforcement of the Arms Export Conitrol Act (22 U.S.C.
2778) (AECA) and the AECA’s implementing regulations, the International Traffic in
Arms Regulations (22 C.F.R. Parts 120-130) (ITAR). The AECA and the ITAR impose
certain requirements and restrictions on the transfer of, and access to, controlled defense
articles and related technical data designated by the United States Munitions List
(USML) (22 C.F.R. Part 121).

DTCC/END is conducting a review of technical data made publicly available by
Defense Distributed through its 3D printing website, DEFCAD.org, the majority of
which appear to be related to items in Category I of the USML. Defense Distributed
may have released ITAR-controlicd technical data without the required prior
authorization from the Directorate of Defense Trade Controls (DDTC), a violation of
the ITAR.

Technical data regulated under the ITAR refers to information required for the
design, development, production, manufacture, assembly, operation, repair, testing,
maintenance or modification of defense articles, including information in the form of
blueprints, drawings, photographs, plans, instructions or documentation. For a complete
definition of technical data, see § 120.10 of the ITAR. Pursuant t0 § 127.1 of the ITAR,

App. 13
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it is unlawful (o export any defense article or technical data for which a license or
written approval 1s required without first obtaining the required authorization from the
DDTC. Please note that disclosing (including oral or visual disclosure) or transferring
technical data to a foreign person, whether in the United States or abroad, is considered
an export under § 120.17 of the ITAR.

The Department belicves Defense Distributed may not have established the
proper jurisdiction of the subject technical data. To resolve this maiter officially, we
request that Defense Distributed submit Commodity Jurisdiction (CJ) determination
requests for the following selection of data files available on DEFCAD.org, and any
other technical data for which Defense Distributed is unable to determine proper
jurisdiction:

o,

. Defense Distributed Liberator pistol

I~

.22 electric

125mm BK-14M high-explosive anti-tank warhead

5.56/.223 muzzle brake

Springfield X13-40 tactical slide asscmbly

Sound Moderator — slip on

“The Dirty Diane™ 1/2-28 to 3/4-16 STP S3600 oil filter silencer adapter
12 gauge 10 .22 CB sub-caliber insert

. Voltlock clectronic black powder system

10. VZ-38 front sight.

© oW N W AW

DTCC/END requests that Defense Distributed submit its CJ requests within three
weeks of receipt of this letter and notify this office of the final CJ determinations. All
CJ requests must be submitted electronically through an online application using the
DS-4076 Commodity Jurisdiction Request Form. The form, guidance for submitting CJ
requests, and other relevant information such as a copy of the ITAR can be found on
DDTC’s website at pttp://www.pmddtc.state.gov.

Until the Department provides Defense Distributed with final CJ determinations,
Defense Distributed should treat the above technical data as ITAR-controlled. This
means that all such data shouid be removed from public access immediately. Defense
Distributed should also review the remainder of the data made public on its website to

App. 14
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determine whether any additional data may be similarly controlled and proceed
according to ITAR requirements.

Additionaily, DTCC/END requests information about the procedures Defense
Distributed follows to determine the classification of its technical data, to include the
aforementioned technical data files. We ask that you provide your procedures for
. _ determining proper jurisdiction of technical data within 30 days of the date of this letter

= to Ms. Bridget Van Buren, Compliance Specialist, Enforcement Division, at the address
below:

Office of Defense Trade Controls Compliance

We appreciate your full cooperation in this matter. Please note our reference
number in any future correspondence.

Sincerely,

Glenn E. Smith
Chief, Enforcement Division

App. 15
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SETTLEMENT AGREEMENT

Defense Distributed (“DD”), Second Amendment Foundation, Inc. (“SAF™), and Conn
Williamson (collectively, “Plaintiffs,”) and the United States Department of State (“State”), the
Secretary of State, the Directorate of Defense Trade Controls (“DDTC”), the Deputy Assistant
Secretary,. Defense Trade Controls, and the Director, Office of Defense Trade Controls Policy
(collectively, “Defendants™), out of a mutual desire to resolve all of the claims in the case
captioned Defense Distributed, et al. v. Dep’t of State, et al., Case No. 15-cv-372-RP (W.D.
Tex.) (the “Action”) without the need for further litigation and without any admission of liability,
hereby stipulate and agree as follows: |

Plamtiffs and Defendants do hereby settle all claims, issues, complaints, or actions
described in the case captioned, and any and all other claims, complaints, or issues that have
been or could have been asserted by Plaintiffs against Deféndants in accordance with the

following terms and conditions:

1. Consideration: In consideration of Plaintiffs’ agreement to dismiss the claims in the
Action with prejudice as described in paragraph 2, below, Defendants agree to the following, in
accordancelwith the definitions set forth in paragraph 12, below:
(a) Defendants’ commitment to draft and to fully pursue, to the extent authorized by
law (including the Administrative Procedure Act), the publication in the P_@
R_Qghi_stﬂ‘of a notice of proposed rulemaking and final rule, revising USML
Category I to exclude the technical data that is the subject of thé Action.
(b) Defendants’ announcement, while the above-referenced final r_ule 18 in

development, of a temporary modification, consistent with the International



(©)

(d)

(e)

Traffic in Arms Regulations (ITAR), 22 C.F.R. § 126.2, of USML Category I to
exclude the technical data that is the éubj ect of the Action. The announcement
will appear on the DDTC website, www.pmddtc.state.gov, on or before July 27,
2018.

Defendants’ issuance of a letter to Plaintiffs on or before July 27, 2018, signed by
the Deputy Assistant Secretary for Defense Trade Controls, advising that the
Published Files, Ghost Gunner Files, and CAD Files are approved for public
release (i.e., unlimited distribution) in any form and are exempt from the export
licensing requirements of the ITAR because they satisfy the criteria of 22 C.F.R. §
125.4(b)(13). Fér the purposes of 22 C.F.R. § 125.4(b)(13) the Department of
State is the cognizant U.S. Government department or agency, and the Directorate
of Defense Trade Controls has delegated authority to issue this approval.
Defendants’ acknowledgment and agreement that the temporary modification of
USML Category I permits any United States person, to include DD’s customers
and SAF’s members, to access, discuss, use, reproduce, or otherwise benefit from
the technical data that is the subject of the Action, and that the letter to Plaintiffs
permits any such person to access, discuss, use, reproduce or otherwise benefit
from the Published Files, Ghost Gunner Files, and CAD Files.

Payment in the amount of $39,581.00. This figure is inclusive of any interest and
is the only payment that will be made to Plaintiffs or their counsel by Defendants

under this Settlement Agreement. Plaintiffs’ counsel will provide Defendants’

2



counsel with all information necessary to effectuate this payment.
The items set forth in subparagraphs (a) through () above constitute all relief to be
provided in settlement of the Action, including all damages or other monetary relief,
equitable relief, declaratory relief, or relief of any form, including but not limited to,
attorneys’ fees, costs, and/or relief recoverable pursuant to 2 U.S.C. § 1302,2 U.S.C. §
1311,2U.S.C. § 1317,22 U.S.C. § 6432b(g), 28 U.S.C. § 1920, Fed. R. Civ. P. 54(d),

and the Local Rules.

Dismissal with Prejudice: At the time of the execution of this Settlement Agreement,
Plaintiffs agree to have their counsel execute and provide to Defendants’ counsel an
original Stipulation for Dismissal with Prejudice pursuant to Fed. R. Civ. P.
41(a)(1)(A)(1i) and 41(a)(1)(B). Counsel for Defendants agree to execute the stipulation
and file it with the Court in the Action, no sooner than 5 business days after the |
publication of the announcement described in Paragraph 1(b) of this Settlement
Agreement and issuance of the letter described in Paragraph 1(c) of this Settlement

Agreement. A copy of the Stipulation for Dismissal with Prejudice is attached hereto.

Release: Plaintiffs, for themselves and their administrators, heirs, repres'entatives,
successors, or assigns, hereby waive, release and forever discharge Defendants, and all of
their components, offices or establishments, and any officers, employees, agents, or

successors of any such components, offices or establishments, either in their official or

3



individual capacities, from any and all claims, demands and causes of action of every
kind, nature or description, whether currently known or unknown, which Plaintiffs may
have had, may now have, or may hereafter discover that were or could have been raised

in the Action.

No Admission of Liability: This Settlement Agreement is not and shall not be construed
as an admission by Defendants of the truth of any allegation or the validity of any claim
asserted in the Action, or of Defendants” liability therein. Nor is it a concession or an
admission of any fault or omission in any act or failure to act. Nor is it a concession or
admission as to whether the monetary or equitable relief, attornéys’ fees, costs, and
expenses ‘sought by Plaintiffs in the Action, are reasonable or appropriate. None of the
terms of the Settlement Agreement may be offered or received in evidence or in any way
referred to in any civil, criminal, or administrative action other than proceedings
permitted by law, if any, that may be necessary to consummate or enforce this Settlement
Agreement. The terms of this Settlement Ag,rcémcnl shall not be construed as an
admission by Defendants that the consideration to be given hereunder represents the
relief that could be recovered after trial. Defendants deny that they engaged in ultra vires
actions, deny that they violated the First Amendment, Second Amendment, or Fifth
Amendment of the United States Constitution, and maintain that all of the actions taken
by Defendants with respect to Plaintiffs comply fully with the law, including the United

States Constitution.



_U1

Merger Clause. The terms of this Settlement Agreement constitute the entire agreement
of Plaintiffs and Defendants entered into in good faith, and no statement, remark,
agreement or understanding, oral or written, which is not contained therein, shall be
recognized or enforced. Plaintiffs acknowledge and agree that no promise or
representation .not contained in this Settlement Agreement has been made to them and
they acknowledge and represent that this Settlement Agreement contains the entire
understanding between Plaintiffs and Defendants and contains all terms and conditions
pertaining to the compromise and settlement of the disputes referenced herein. Nor does
the Parties’ agreement to this Settlement Agreement reflect any agreed-upon purpose
other than the desire of the Parties to reach a full and final conclusion of the Action, and

to resolve the Action without the time and expense of further litigation.

Amendments: This Settlement Agreement cannot be modified or amended except by an
instrument in writing, agreed to and signed by the Parlies, nor shall any provision hereof

be waived other than by a written waiver, signed by the Parties.

Binding Successors: This Settlement Agreement shall be binding upon and inure to the
benefit of Plaintiffs and Defendants, and their respective heirs, executors, successors,
assigns and personal representatives, including any persons, entities, departments or

agencies succeeding to the interests or obligations of the Parties.
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11.

Consultation with Counsel: Plaintiffs acknowledges that they have discussed this
Settlement Agreement with their counsel, who has explained these documents to them
and that they understand all of the terms and conditions of this Settlement Agreement.
Plaintiffs further acknowledge that they have read this Settlement Agreement, understand
the contents thereof, and execute this Settlement Agreement of their own free act and
deed. The undersigned represent that they are fully authorized to enter into this

Settlement Agreement.

Execution: This Settlement Agreement may be executed in one or more counterparts,
each of which shall be deemed an original, and all of which together constitute one and
the same instrument, and photographic copies of such signed counterparts may be used in

lieu of the original.

Jointly Drafted Agreement: This Settlement Agreement shall be considered 4 jointly

drafted agreement and shall not be construed against any party as the drafter.

Tax and Other Consequences: Compliance with all applicable federal, state, and local tax
requirements shall be the sole responsibility of Plaintiffs and their counsel. Plaintiffs and
Defendants agree that nothing in this Settlement Agreement waives or modifies federal,

state, or local law pertaining to taxes, offsets, levies, and liens that may apply to this
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Settlement Agreement or the settlement proceeds, and that Plaintiffs are executing this
Settlement Agreement without reliance on any representation by Defendants as to the

application of any such law.

Definitions: As used in this Settlement Agreement, certain terms are defined as follows:

- The phrase “Published Files” means the files described in paragraph 25 of
Plaintiffs’ Second Amended Complaint. ‘ .

- The phrase “Ghost Gunner Fﬂes” means the files described in paragraph 36 of
Plaintiffs’ Second Amended Complaint. |

- The phrase “CAD Files” means the files described in paragraph 40 of Plaintiffs’
Second Amended Complaint.

- The phrase “Other Files” means the files described in paragraphs 44-45 of
Plaintiffs” Second Amended Complaint.

- The phrase “Military Equipment” means (1) Drum and other magazines for
firearms to .50 caliber (12.7 mm) inclusive with a capacity greater than 50 rounds,
regardless of jurisdiction of the firearm, and specially designed parts and
components therefor; (2) Parts and components specially designed for conversion
of a semi-automatic fircarm to a fully automatic firearm; (3) Accessories or
attachments specially designed to automatically stabilize aim (other than gun
rests) or for automatic targeting, and specially designed parts and components
therefor. ' ' |

- The phrase “fechnical data that is the subject of the Action” means: (1) the
Published Fﬂes; (2) the Ghost Gunner Files; (3) the CAD Files; and (4) the Other
Files insofar as those files regard items exclusively: (a) in Category I(a) of the
United States Munitions List (USML), as well as barrels and receivers covered by

Category I(g) of the USML that are components of such items; or (b) items.



covered by Category I(h) of the USML solely by reference to Category I(a),
excluding Military Equipment.

Dated:’\x’\’\e 232 ,2018

Dated: j WL Qq, 2018

/1
Matthew A. GoldStsm—=""
Snell & Wilmer LLP

One South Church Ave. Ste. 1500
Tucson, Arizona 85701

Counsel for Plaintiffs

Dated: SWQ/ 3(1 ,2018

e

Eric J. $6skin )

Stuart J. Robinson

United States Department of Justice
Civil Division, Federal Programs Branch
20 Massachusetts Ave., N.W.
Washington, D.C. 20001

Tel. (202) 353-0533

Counsel for Defendants
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https://www.pmddtc.state.gov

(© NOTICE: GENERAL 07/27/18
Temporary Modification of Category I of the United States Munitions List
Consistent with the International Traffic in Arms Regulations (ITAR), 22 CEFR. § 126 2, the Acting Deputy Assistant Secretary for Defense

Trade Controls has determined that it 15 in the interest of the security and foreign policy of the United States to temporarily modify United
States Munitions List (USML) Category I to exclude the following technical data identified in the Settlement Agreement for the matter of
Defense Distributed, et al., v. U.5. Department of State, et al, Case No. 15-cv-372-RP (W.D. Tex.) (hereinafter “Defense Distributed”):

- “Published Files.” 1.e., the files described in paragraph 25 of the Second Amended Complaint in Defense Distributed.

- “Ghost Gunner Files,” 1., the files described in paragraph 36 of the Second Amended Complamt in Defense Distributed.

- “CAD Files,” ie_, the files described in paragraph 40 of the Second Amended Complaint in Defense Distributed.

- “Other Files.” 1.e., the files described i paragraphs 44-45 of the Second Amended Complaint in Defense Distributed, insofar as those
files regard 1tems exclusively: (a) in Category I(a) of the USML, as well as barrels and recervers covered by Category I{g) of the
USML that are components of such ttems; or (b) items covered by Category I(h) of the USML solely by reference to Category [{a),
excluding Militarv Equipment. Military Equipment means (1) Drum and other magazines for firearms to .30 caliber (12.7 mm)
inclusive with a capacity greater than 30 rounds, regardless of jurisdiction of the firearm, and specially designed parts and components
therefor; (2) Parts and components specially designed for conversion of a semi-automatic firearm to a fully avtomatic firearm; (3)
Accessories or attachments specially designed to automatically stabilize aim (other than gun rests) or for automatic targeting. and

specially designed parts and components therefor.

This temporary modification will remain in effect while the final rule referenced in paragraph 1(a) of the Settlement Agreement is 1n
development.

Please see the Settlement Agreement and the Second Amended Compliant for additional information.
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Engel Decries State Department Policy
to Allow 3-D Gun Printing

Jul 20, 2018 | Press Release

WASHINGTON—Rep. Eliot L. Engel, Ranking Member of the House Committee on Foreign Affairs, today
called on Secretary of State Mike Pompeo to immediately suspend a dangerous State Department policy which
would permit internet publication of software for 3-D gun printing.

“There are several disturbing aspects of the Department’s action. Foremost is the likelihood that weapons will
become available to anyone with a laptop and a 3-D printer. This defeats US laws which require background
checks on the sale of weaponry. The danger is magnified because 3-D printed firearms would be made of
plastic and, therefore, undetectable by most security systems. With these stealthy weapons in the hands of
terrorists, lone wolf killers, or mentally unstable individuals, it will become virtually impossible to protect

anyone from gun violence,” Ranking Member Engel wrote.

The State Department’s change in policy is the result of a settlement of a law suit: Defense Distributed v.
United States. If no action is taken, the policy takes effect on July 27, 2018.

Text of the letter can be found here (https://democrats-
foreignaffairs.house.gov/sites/democrats.foreignaffairs.house.gov/files/07-20-18%20Letter%20to%
20Secretary%20Pompeo%20Regarding%203-D%20Printed%20Arms.pdf) and below:

Dear Mr. Secretary:

I write to register my profound concern about an action by Department of State officials to remove from export
controls certain software for 3-D printing of firearms. This is exceptionally dangerous because it will promote
global availability of such technical information and consequent unrestricted manufacture of firearms. This

action was taken in settling a lawsuit: Defense Distributed v. United States.

There are several disturbing aspects of the Department’s action. Foremost is the likelihood that weapons will
become available to anyone with a laptop and a 3-D printer. This defeats US laws which require background
checks on the sale of weaponry. The danger is magnified because 3-D printed fireams would be made of

https://democrats-foreignaffairs.house.gov/news/press-releases/engel-decries-state-departm... 7/29/2018



Engel Decries State Department Policy to Allow 3-D Gun Printing | House Committee on... Page 2 of 2

plastic and, therefore, undetectable by most security systems. With these stealthy weapons in the hands of
terrorists, lone wolf killers, or mentally unstable individuals, it will become virtually impossible to protect
anyone from gun violence.

Moreover, the text of the settlement, attached, suggests that the Department’s officials are mis-using authority
under Section 126.2 of the International Traffic in Arms Regulations to “temporarily” remove this technical
information from the United States Munitions List (USML). However, as anyone who has ever posted
something on the internet knows, once posted, the item is instantly and permanently available to all who seek
it. Therefore, it is impossible to temporarily publish 3-D gun printing software on the internet. In as much as
Sec. 126.2’s authority is reserved for use only in the interests of U.S. security and foreign policy. It stretches

credulity to believe that release of this information is in the U.S. interest.

Use of this temporary ITAR authority also suggests that Department officials sought a way to avoid complying
with Section 38(f) of the Arms Export Control Act, which requires advance notification to Congress for any
removal from the USML.

The settlement of this lawsuit is slated to go into effect by July 27th. I urge you to suspend the Department’s
implementation of the settlement immediately and prevent the inappropriate and dangerous release of this
technical information.

Sincerely,

HHt#

https://democrats-foreignaffairs.house.gov/news/press-releases/engel-decries-state-departm... 7/29/2018
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