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INTHEUNITED STATESDISTRICT COURT
FOR THE SOUTHERN DISTRICT OF WEST VIRGINIA

HUNTINGTON DIVISION
CHARLES JOHNSON, et al.,
Plaintiffs,

V. Case No.: 3:13-cv-06529

FORD MOTOR COMPANY,

Defendant.

MEMORANDUM OPINION and ORDER
REGARDING SOURCE CODE DISCOVERY

This action involves claims of sudden unintendedeteration in Ford Motor
Company (“Ford”) vehicles manufactured between 2@®2 2010, allegedly arising
from defects in the electronic throttle doal system (“ETC”). The parties have
engaged in extensive discovery, inclugihhe production by Ford of source code
related to the ETC in several vehicle mtsdédowever, the parties disagree about how
the source code should be examined, used, anditestel despite numerous attempts
by the parties to resolve their disagremmts, issues still remain unsettled.

Given the complexities associated with discoveriz®C source code, the court
determined that the assistance of addpendent technical advisor experienced in
computer engineering would hasten the just adjutboaof the discovery process
“without dislodging the delicate balance of theigiic role.” Reilly v. United States,
863 F.2d 149, 156 (1st Cir. 1988). Therefaerercising its inherent authority, the court
appointed William H. Sanders, Ph.D., M.S.B.S.E. (“Dr. Sanders”), as a technical

advisor for the purpose of assisting with issudates] to source code and source code
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discovery.See TechSearch, LLCv. Intel Corp., 286 F.3d 1360, 1377 (Fed. Cir. 2002).

The parties subsequently met and conferred witlpeesto an agenda of
discovery disagreements to present to Dr. Sandérs.parties could not agree on all
aspects of the agenda; therefore, eachysubmitted a proposed agenda to the court.
After considering the parties’ submiesis and reviewing the relevant hearing
transcripts and orders, the court set an agendgutde the discussions with Dr.
Sanders. (ECF No. 744). Thereafter, the partiesthed experts met in person with
Dr. Sanders at the secured source codeeveroom in Dearborn, Michigan; they
submitted relevant written materials to bgamined by Dr. Sanders; and they had
follow-up conversations with him. Upon coneping an analysis of the outstanding
issues and the positions of the parties, Banders issued a written report, which set
forth hisrecommendations regarding the code, fiesguand drivers produced by Ford,
as well as Plaintiffs’request for additiontabls. (ECF No. 793). The parties were then
permitted to submit written responses and objeditm Dr. Sanders’s report. (ECF
Nos. 794, 795). On Thursday, August 25, 2016, thgips appeared, by counsel, with
their experts at a hearing before the undersigned Br. Sanders to argue their
positions with respect to the outstanding sourabecdiscovery.

Having now fully considered the issyethe court finds that Dr. Sanders’s
recommendations should be adopted in their entiréfith regard to the issue of
whether additional source code should bedurced by Ford, the court finds that Ford
should produce certain pieces of ETC-telhcode not previouslyrovided, which are
described herein. However, thirespect to non-ETC code (code running in theesam
binary but not directly involved in ETC futionality), the court does not find that

Plaintiffs have demonstrated a genuine need foritadthl source code, which
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outweighs the anticipated burden and expense tod.F®aintiffs have yet to
adequately test the source code already produaoeplait, due to a misunderstanding
or disagreement regarding self-created pragsand test files. Nevertheless, Plaintiffs
have in their possession source code that shodtvaihem the opportunity to
reasonably investigate thailaims. Therefore, the couBRDERS as follows:

1. Source Code, Features, Drivers

The court previously ordered Ford froduce the source code that, when
translated into object code, executes BI&C in certain vehicle models, which models
were jointly selected by the parties. b&ddition, Ford was ordered to produce the
source code related to watchdogs and fail-safes itteaured proper operation of the
ETC in said models. Ford produced sourcee;daut Plaintiffs assert that they have
been unable to confirm that the soucoele supplied to them accurately encompasses
the ETC and its watchdogs and fail-safes.

First, Plaintiffs complain that they hamw®t received the source code relative to
the throttle place position controller (“TPPC”), igh should have been produced in
response to an earlier order of the court. Fagdees that Plaintiffs have not received
this source code, but claims that it hasatbality to produce the code, because the code
belongs to a contractor, Visteon Corporation. At titearing, Ford further advised the
court that Visteon Corporation apparenhlgs misplaced/lost the TPPC source code
for the vehicles currently being examined by Pldist

In his report, Dr. Sanders confirms that the TP&iirce code should be
provided to Plaintiffs, as it provides funchiality for one of the key parts of the ETC.
Dr. Sanders also explained that the TPR@ctionality is located in a separate

microprocessor from the ETC functionality the vehicle models currently being
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examined by Plaintiffs. However, somehveles manufactured by Ford in 2008 and
later have the TPPC functionality on thedm micro,” which runs other parts of the
ETC code. Ford refers to this TPPC functionalityiasernal” versus “external.” Ford
acknowledges that the “internal” TPPC codevailable, despite the apparent loss of
the “external”’ code. Dr. Sanders recommends thlaintiffs be provided with ETC and
TPPC source code for a vehicle modelwhich the ETC functionality and TPPC
functionality are on the main micro. €hundersigned agrees with Dr. Sanders.
Accordingly, withintwenty (20) days, Ford shall provide Plaintiffs with the source
code for the ETC, TPPC, and ETC watchdogd &il-safes for one vehicle model to be
selected by Plaintiffs in which the TPPOnfetionality is “internal.” In regard to the
external TPPC source code, Plaintiffsaihpromptly issue a subpoena to Visteon
Corporation requesting that source code.

Next, Plaintiffs seek additional source code nonhsidered primary to ETC
functionality. For example, Plaintiffs request asseto files that create the global
variables that are used by the ETC code fitesfiles running in the same task as the
ETC code; and to files that control the opgon and timing of the tasks sharing the
main micro (the powertrain control modulédccording to Plaintiffs, these files are
necessary to determine whether interactiofedts can cause unintended acceleration.

In response, Ford argues that Plaintstsould not be given this additional
source code for two reasons. First, the source atré@ady produced to Plaintiffs allows
them to fully test the fault tolerance tie ETC. Consequently, additional code is
unnecessary to achieve the goals set out by thetdoyrior orders. Second, when
taking into consideration the proportionality recpments that govern the scope of

discovery, requiring the production of thaslditional code would violate Fed. R. Civ.
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P. 26. According to Tom Erickson, Ford3upervisor of Global Software Tools and
Processes, Powertrain Engineering, if Fordeveequired to supply the entire source
code for the powertrain control module system, Fovduld be forced to spend
approximately 150 man hours per vehicledeband model year. (ECF No. 665-1). Ford
contends that once engine configurations are adddtie equation, source code for
130 different vehicles would have to beopuced. Ford argues that such a burden
clearly outweighs any anticipated benefit taiRtiffs; particularly, as Plaintiffs have
not conducted a meaningful review of the sourceecdtht has already been provided.

In his report, Dr. Sanders concludes that the fileeating global variables used
by the ETC code are not needed to test the ETCtianality, including its fault
tolerance, so long as Plaintiffs are permitted ta@tevtest harnesses that can alter the
global variables. On the other hand, Dr. Sandelistgout that to test for interaction
faults, in addition to ETC functionality, it wodilbe useful for Plaintiffs to have the files
for the global variables; the files running in theeme task as the ETC code; and the files
that control the operation and timing tfe tasks. Dr. Sanders indicates that the
decision regarding whether to order ma@eurce code depends upon the nature of
Plaintiffs’ claims. If the “hypolesis is that the defect is source code that provides
ETC functionality, this hypothesis could bested using the ETC code alone ...if the
hypothesis is that the defeis caused by an intecaon between non-ETC and ETC
code (e.g. an unintended timing interaction)then it would be useful to have access
to all source code that runs on the Main Mi¢o test for the defect.” (ECF No. 793 at
6).

The argument over how much soumme Ford should produce has persisted

for well over a year and has been revisitedltiple times by the court. On November

5



13, 2015, during one of many discusssometween the court and counsel concerning
source code, the parameters of souraée discovery were set as follows:

[Plaintiffs] should be allowed to lockt the source code afhatever is in

the PCM that directly affects the opiag and closing of the throttle plate

...[T]hey should be able to compileahpiece ofthe source code from the

PCM and run it in some way so that they can see lhawts and reacts.

[T]hey ought to be able to injectud#ts so they can see what the system

does when faults are injected. And .ethought to be able to see how the

watchdogs work because that's Ford®sje of Ford’s defenses, is that

theyve got these redundant watchdogs that wilverd there from being

a throttle open more than what the person wantpt®ssing on the

pedal.
(ECF No. 677 at 10-11). These parameters weretszldry the court, because Plaintiffs’
theory has always been that Ford’s ETC eystis not fault tolerant, regardless of the
nature of the faults. Therefore, identifyingegpfic faults (such as interaction faults)
should not be the focus of discovery. Discoveryhims case should center on how the
ETC functionality—including its watchdogs and fad&fes—works when
simultaneously confronted with mullgp faults. Taking into account the
proportionality argument raised by Fords well as Dr. Sanders’s findings and
recommendations, the undersigned finds tR&intiffs have sufficient source code
already available to them to test their theory.detngly, Ford shall not be required
to produce additional source code, otheartiithe following: (1) TPPC source code as
previously discussed; (2) source codmt already produced related to ETC
functionality, watchdogs, and fail-safes thextsures that the data written to memory
is not corrupted, and that does checksums and ededection and correction
functionality in the independent plaudiby checker (“IPC"); (3) the PC-Lint

configuration files; and (4) files Ford already agd to produce.

Therefore, to the extent Ford has nobguced all of the source code described



in category two above, ghall produce same withitwenty (20) days. In addition,
Plaintiffs asked for PC-Lint configuration files e by the eQuizzer build tool. Dr.
Sanders recommends that Plaintiffs be provided whtt PC-Lint configuration files,
and the court agrees that providing Plaintifish these files willimprove the efficiency
of review. Accordingly, Ford shall produdde PC-Lint configuration files within
twenty (20) days. Finally, Ford also agreed to @aduce calibration files for the
eQuizzer, and those files shall also be producediwittventy (20) days.

Although Ford need not produce sounmele for other files, Plaintiffs must be
permitted to create test harnesses that will atloem to fully evaluate the ETC source
code and functionality. Tools needed to accomptifsdit testing are addressed below.

2. Source Code Tools

Ford and Plaintiffs have worked togethterassemble certain software tools for
Plaintiffs to use in their analysis and tegtiof the source code. Plaintiffs want to add
the following tools:

i. Python;

il. Cygwin;

iii. Wiki software; and

V. MathworksPolyspace
Ford objects to the first three tools, bagrees that Plaintiffs may use Mathworks
Polyspace.

Dr. Sanders recommends that Plaintiie permitted to use Python and
Mathworks Polyspace, and to a lesser degree, Cygwond does not expressly object
to these recommendations in its resporesed the court finds that these tools are

appropriate for the testing to be performedRigintiffs. As indicated by Dr. Sanders,
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Python shall be limited tahe language and libraries provided in the standard
distribution of Python, unless at some futdiee, certain add-ons are required. In that
event, Plaintiffs shall meetnd confer with Ford to agree on the add-ons tages. In
addition, Plaintiffs shall, to the extentailable, use a precompiled version of Python.
In regard to Cygwin, Plaintiffs shall fitsattempt to compile the eQuizzer using the
Cosmic compiler. If Plaintiffs determine &h Cygwin is still needed, the minimum set
of commands within Cygwin necessary ¢dompile the eQuizzeusing the provided
makefile should be used. Plaintiffs $haot use Cygwin for any purpose other than
execution of the eQuizzer makefile.

One issue that arose during the discussions with $&nders was what
restrictions, if any, are or should be placed Plaintiffs in using programs or object
files to build test harnesses. Ford does not objectPlaintiffs using compilers,
assemblers, linkers, and associated toolsremte programs for automated testing of
source code. However, Ford believes thahibuld be permitted to “review” any such
programs in advance to ensure that theirctionality is limited to automated testing.
Ford’s concern is that Plaintiffs will create pragns that modify Ford’s source code
and then execute tests using the altered cod®lation of an agreed Protective Order
Governing Source Code. (ECF No. 630). Aetiearing, Plaintiffs advised the court and
Ford that they did not intend to create pragps for use in the test room that would
modify the source code. Plaintiffs stated wewer, that they would need the ability to
“unlock” source code in actual vehiclesdaim the Green Hills compiler to perform
testing.

Dr. Sanders recommends that Plaintiffs be allowed use “compilers,

assemblers, linkers, and associated tools iplex/to create programs and object files,
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that when linked with Ford-produced sourcede, can automate testing of the code,
for various global variables and other configtion settings.” (ECF No. 793 at 10-11).
He further recommends that these progrand object files not be considered “tools”
requiring a ten-day notice to Ford prior t@age as set forth in the court’s June 12,
2015 order. (ECF No. 543 at 18). The coagrees with these recommendations. When
drafting the June 2015 order, the undengid never intended to include as “tools”
programs and object files created by Pldfatio automate testing of the source code.
Forcing Plaintiffs to check with Ford everyrte such a program dile is created or
modified would unnecessarily delay the tegtprocess. Plaintiffs should be allowed to
conduct robust testing on the source code in afenvironment without having to
suspend its process to obtain approval from Fordh\Wespect to the issue of whether
the Protective Order requires modification dbow Plaintiffs to automate testing or
unlock source code, the undersigned findattheither of these actions results in a
change or alteration of the source codethe manner envisioned by the Protective
Order. Accordingly, Plaintiffs may proceedtWwithis testing—including injecting faults,
changing global variables, and alteringnfiguration settings—without violating the
Protective Order.

As to Plaintiffs’request to use Wikbftware, Dr. Sanders recommends that Wiki
not be permitted due to its cost, complgxiand potential security concerns. Dr.
Sanders also mentions that Wiki comesariany different packages, and the specific
package proposed by Plaintifis unknown. In response, Plaintiffs argue that Wik
poses no security threat to Ford given the pdatsand electronic isolation of the source
code review room. Plaintiffs assert that Rivivould allow them to generate reports

more quickly and efficiently as several ivtiuals could work simiianeously on each
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report. Plaintiffs did not explicitly prode information regarding the Wiki package
they seek to use, or the hardware anddoftware support needed for Wiki. In order
for the court to evaluate the propmirebdf Wiki, Plaintiffs shall providedetails
regarding the software version or packagk Wiki they wish to use, and the
software/hardware support they believe is necesisaoyder to run that Wiki package.

Plaintiffs are instructed to begin steng of the source code in a manner
consistent with this Order. PHtiffs shall be prepared to pvide the court with a status
report and estimated time table for completion @miice code discovery at the next
status conference scheduled in October.

The Clerk is directed to provide a copy of thisd@r to counsel of record.

ENTERED: September 1, 2016

AU
Cherfl A\Eifert f
Unijted States Magistrate Judge
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