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....,IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
r§ ,

(CANTS : FLANDERS ET AL EXAMINER NIA

CONTINUATION OF
SERIAL NO. 07/626,227

PARENT FILED: 12/7/90

GROUP

CASE NO.

NIA

CE02132RP3

ENTITLED METHOD FOR AUTHENTICATION AND PROTECTION OF
SUBSCRIBERS IN TELECOMMUNICATION SYSTEMS

Motorola, Inc.
Corporate Offices
1303 E. Algonqui n Road
Schaumburg, IL 60196
April 21, 1993

PRELIMINARY AMENDMENT

Honorable Commissioner of
Patents and Trademarks

Washington, D.C. 20231

Sir:

After granting a filing date, please amend the above-identified patent

application as follows:

In the Title

Please delete "METHOD FOR AUTHENTICATION AND PROTECTION OF

SUBSCRIBERS IN TELECOMMUNICATION SYSTEMS" and insert therefor-

METHOD AND APPARATUS FOR AUTHENTICATION IN A COMMUNICATION

SYSTEM--.

In the Drawings

In FIG. 1, as indicted in the enclosed marked up drawing sheet, please rotate

the text of element entitled "Microprocessing stage" within element 20 by 180°.

Similarly, please rotate .the text of element 12 by 180°,



In the Specification
- ~-

page~e 10, please delete "Application Serial Number 7-176951", and

insert therefore --Number 4,992,783--.

In the Claims
'/

l{(.>~leasedelete claim 28:-/

l~fJ
I

J7

~
1,?6.

'J
Ii

1,2;(,

ollowing new claims:
(New) A method of authentication between a subscriber unit and a

communication unit of a communication system, comprising:

(a) maintaining an historic non-arbitrary value in the subscrib unit;

(b) generating an authentication message in the subscribe unit as a

function of the at least part of the historic non-arbitr value; and

(c) transmitting the authentication message to the munication unit.

(New) The method of claim ~~wherein the histo c non-arbitrary value

comprises a record of pseudo random commu cation events associated with

the subscriber unit selected from the group nsisting essentially of the number

of telephone calls attributed to the subscr,' er unit, the number of channel

handoffs attributed to the subscriber u . , a frame count assigned to the

subscriber unit, and a slot count as . ned to the subscriber unit.

(New) A method of authentica' n between a subscriber unit and a

communication unit of a co munication system, comprising:

(a) receiving an auth tication message at the communication unit;

(b) maintaining an IStOriC non-arbitrary value in the communication unit;

and

(c) determini in the communication unit, through the use of the received

authen 'cation message and the maintained historic non-arbitrary value,

whe er a received service request is authentic,
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(New) The method of claim 127 wherein the historic non-arbitrary v

comprises a record of pseudo random communication events sociated with

the subscriber unit selected from the group consisting es tially of the number

of telephone calls attributed to the subscriber unit, t number of channel

. handoffs attributed to the subscriber unit. a fra count assigned to the

subscriber unit. and a slot count assigned t e subscriber unit.

(New) A method of authentication tween a subscriber unit and a

communication unit of a com nication system. comprising:

(a) providing the subsc' er unit with at least part of a plurality of dialed digits

which uniquely' entity a target communication unit;

(b) generating authentication message in the subscriber unit as a

function the at least part of the plurality of dialed digits; and

(c) trans tting the authentication message and the at least part of the

pi ality of dialed digits from the subscriber unit to the communication

nit.

t/ 1D
1~. (New) The method of claim 1~wherein:

(a) the subscriber unit is provided with an identification number; and

(b) the authentication message is generated in the subscriber unit further as

a function of the identification number.

tZ- ~O
1)"1. (New) The method of claim 1J9 wherein the authentication message is

generated in the subscriber unit further as a function of a random number

known to the subscriber unit.

13 2~
~. (New) The method of claim 1)9 wherein the authentication message is

transmjtted during a communication session on a communication medium

selected from the group consisting essentially of a radio communication link,,
satellite link, fiber optic cable, coaxial cable, and wireline.
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(New) A method of authentication between a subscriber unit and

communication unit of a communication system, comprising:

(a) receiving an authentication message and at least part a plurality of

dialed digits which uniquely identifies a target com nication unit, the.
authentication message being derived from the ceived dialed digits;

and
(b) determining in the communication unit, th ugh the use of the received

authentication message and the recei d dialed digits, whether a

received service request is authent'

1'1
(New) The method of claim 298 wh ein:
(a) the communication unit is rovided with information regarding an

identification number; d

(b) the determination I e communication unit of whether a received

service request i authentic further occurs through the use of the

information r arding the identification number.

'? ~ <, tj
Y35", (New) The me od of claim 1,;33 wherein the authentication message is further

derived fro a r~ndom number known to the communication unit.

2-7 'J.tf
~. (New) The method of claim 1)8' wherein the authentication message is received

during a communication session on a communication medium selected from the

group consisting essentially of a radio communication link, satellite link, fiber

d optic cable, coaxial cable, and wireline.

1b 2¥ .
17- (New) The method of claim 1)1 wherein the step of determining further

comprises:

(a) granting communication between the subscriber unit and the target

communication unit uniquely identified by the received dialed digits, if the

received authentication message was substantially derived from the

received dialed digits; and

(b) providing outP~~icatifl9..'bmk multiple user is attempting to access the
communication system, if the received authentication message was not

substantially derived from the received digits.

\) -4-



iWJ A method of authentication between a subscriber unit and

communication unit of a communication system, comprising'

(a) receiving an authentication message and at lea art of a plurality of

information bits which uniquely identifies rget communication unit, the

authentication message being deriv rom the received information bits;

and

(b) determining in the comm cation unit, through the use of the received

authentication mess e and the received at least part of the plurality of

information bit, hether a received service request is authentic.

'30 t1
~. (New) The method of claim 1)« wherein:

(a) the subscriber unit is provided with an identification number; and

(b) the authentication message is generated in the subscriber unit further as

a function-of the identification number.

;.1
(New) The method of claim~wherein the authentication message Is

generated In the subscriber unit further as a function of a random number

known to the subscriber unit.

3~ ~r
)A"t. (New) The method of claim ~ wherein the authentication message is

transmitted during a communication session on a communication medium

selected from the group consisting essentially of a radio communication link,

} ""L satellite link, fiber optic cable, coaxial cable, and wireline.
I

../

1, r
1 (New) A method of authentication between a subscriber unit mn('lJIlIIW __

communication unit of a communication system. com . ng:

(a) providing the subscriber unit with at leas rt of a plurality of information

bits which uniquely identify a ta~ ommunication unit;

(b) generating an authentication1TIessage in the subscriber unit as a

function of the at I part of the plurality of information bits; and

(c) transmittin authentication message and the at least part of the

plura' of information bits from the subscriber unit to the communication

it.

I
L-
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) A subscriber unit which authenticates communications with

communication unit of a communication system, compri .

(a) memory means for maintaining an histor' n-arbitrary value;

(b) processor means for generatin authentication message as a function

of the at least part of th . oric non-arbitrary value; and

(c) transmitter mean r transmitting the authentication message to the

communic . n unit.

r.J, {'! ,">
. ~ ""7.-;>

143. (New) The method of claim {4'2' wherein

(a) . the communication unit is provi ed with information regarding an

identification number; and

(b) the determination in the co munication unit of whether a received

service request is authe IC further occurs through the use of the

information regarding e identification number.

31
).44'. (New) The method of cl 1m 1,ft2wherein the authentication message is further

derived from a rando number known to the communication unit.

30' .J3jAS. (New) The method of claim~ wherein the authentication message is received

during a communication session on a communication medium selected from the

group consisting essentially of a radio communication link, satellite link, fiber

optic cable, coaxial cable, and wireline.

3'1 33
~. (New) The method of claim~ wherein the step of determining further

comprises:

(a) granting communication between the subscriber unit and the target

communication unit uniquely identified by the received information bits, if

the received authentication message was substantially derived from the

received information bits; and

(b) providing output indicating that a mUltiple user is attempting to access the

communication system, if the received authentication message was not

substantially derived from the received digits.

.,..

,-

\1 -6-



3Y
~g. (New) The subscriber unit of claim 1,4'1 wherein the historic non-arbitrary valu

comprises a record of pseudo random communication events associated 'h

the subscriber unit selected from the group consisting essentially of the mber

of telephone calls attributed to the subscriber unit, the number of cha el

handoffs attributed to the subscriber unit, a frame count assigned t e

subscriber unit, and a slot count assigned to the subscriber unit.

t{D
1)g,· (New) A commu~ication unit which authenticates communi tions with a

subscriber unit of a communication system, comprising:

(a) receiver means for receiving an authentication essage:

(b) memory means for maintaining an historic n -arbitrary value; and

(c) processor means for determining, through e use of the received

authentication message and the mainta' ed historic non-arbitrary value,

whether a received service request is uthentic,

yl ro
J,.5c1. (New) The communication unit of claim M:f wherein the historic non-arbitrary

value comprises a record of pseudo ndom communication events associated

with the subscriber unit selected fr the group consisting essentially of the

number of telephone calls attrib ed to the subscriber unit, the number of

channel handoffs attributed to e subscriber unit, a frame count assigned to the

subscriber unit, and a slot c unt assigned to the subscriber unit.

~;L
}5{ (New) A sUbscri~er uni hich authenticates communications with a

communication unit a communication system, comprising:

(a) input mean or obtaining at least part of a plurality of dialed digits which

uniquely i entifies a target communication unit;

(b) proces r means for generating an authentication message as a function

of th at least part of the plurality of dialed digits; and

(Q) tra mitter means for transmitting the authentication message and the at

I ast part of the plurality of dialed digits to the communication unit.

-7-



~·t . *-~ .r- (New) The subscriber unit of claim J..i1:
(a) further comprising memory means for providing an identification number;

and

(b) wherein the processor means comprises means for generating the

( authentication message further as a function of the identification number,

~NeW) The subscriber unit of claim ~~rein the processor means comprises

means for generating the authentication message further as a function of a

random number known to the subscriber unit.

~/p . ~-;

~ (New) The subscriber unit of claim 1Bfwherein the transmitter means transmits

the authentication message during a communication session on a

communication flledium selected from the group consisting essentially of a

radio communication link, satellite link, fiber optic cable, coaxial cable, and

wireline,

(New},.A communication unit which authenticates communications wit
I ~l-----

subscriber unit of a communication system, comprising:

(a) receiver means for receiving an authentication message nd at least part

of a plurality of dialed digits which uniquely identify arget

communication unit, the authentication messag eing derived from the

received dialed digits; and

(b) processor means for determining, throu the use of the received

authentication message and the re Ived dialed digits, whether a

received service request is aut ntic,

~7 yh
196:" (New) The communication un' f claim 1$:

(a) further comprising emory means for providing information regarding an

identification n ber; and

(b) wherein the rocessor means for determining whether the received

service quest is authentic further utilizes the information regarding the

iden ' Jcation number.

-8-



l/fr:J
(New) The communication unit of claim 155 wherein the received authenticatio

.'
message is further derived from a random number known to the communic 'on

unit.

, '1m
(New) The communication unit of claim 155wherein the receiver ans

receives the authentication message during a communication s ssion on a

communication medium selected from the group consisting sentially of a

radio communication link, satellite link, fiber optic cable, c xial cable, and

wireline.

(lb
(New) The communication unit of claim 1»5 wher 'n the processor means

further comprises:
(a) means for granting communication be een the subscriber unit and the

target cort'lmunication unit uniquely' entified by the received dialed

digits, if the received authenticati n message was substantially derived

from the received dialed digits' and

(b) means for providing output I cicating that a multiple user Is attempting to

access the communicatio system, if the received authentication

message was not subs ntially derived from the received dialed digits.
~;(

t60. (New) A subscriber unit ich authenticates communications with a

communication unit of communication system, comprising:

(a) input means f r obtaining at least part of a plurality of information bits

which uni ely identifies a target communication unit;

(b) process means for generating an authentication message as a function

of the t least part of the plurality of information bits; and

(c) tra mitter means for transmitting the authentication message and the at

a. I st part of the plurality of information bits to the communication unit.
~v.., q
1fl1'. (New) The subscriber unit of c1aim~

(a) further comprising memory means for providing an identification number;

and

(b) wherein the processor means comprises means for generating the

authentication message further as a function of the identification number.

-9-



g1 .
~. (New) The subscriber unit of claim ~erein the processor means comprises

means for generating the authentication message further as a function of a

random number known to the subscriber unit.
QJ1lf)·, g 1
~. (New) The subscriber unit of clai~1.,.,6b wherein the transmitter means transmits

the authentication message during a communication session on a

communication medium selected from the group consisting essentially of a

radio communication link, satellite link, fiber optic cable, coaxial cable, and

wireline.

"A communication unit which authenticates communications wit

subscriber unit of a communication system, comprising:

(a) receiver means for receiving an authentication message d at least part

of a plurality of information bits which uniquely identify target

communication unit, the authentication message b . g derived from the

received information bits; and

(b) processor means for determining, through t use of the received

authentication message and the received 'nformation bits, whether a

received service request is authentic.

(New) The communication unit of clai j)4:

(a) further comprising memory ans for providing information regarding an

identification number; and

(b) wherein the processor eans for determining whether the received

service request is a entic further utilizes the information regarding the

identification num er.
t: r
,)..)

(New) The commu cation unit of claim 161f wherein the received authentication'

message is furt r derived from a random number known to the communication

unit.

-10-
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(New) The communication unit of claim~ wherein the receiver mean

receives the authentication message during a communication sessi on a
comml,mication medium selected from the group consisting es tially of a

radio communication link, satellite link, fiber optic cable, xial cable, and
wireline.

~~ S
(New) The communication unit of claim 1.6 erein the processor means
further comprises:,
(a) means for granting commu' tion between the subscriber unit and the

target communication uniquely identified by the received information
bits. if the receive uthentication message was substantially derived
from the recei information bits: and

(b) means for oViding output indicating that a multiple user is attempting to.

acce he communication system, if the received authentication

ssa e was not sUbstantially derived from the recei~~d i!l!~J:mation bits.

-11-



In the Abstract

_--1I-- !-P!..::le~a~se~de~l~et~e~theabstract, and insert therefor,

METHOD AND APPARATUS FOR

AUTHENTICATION IN A COMMUNICATION SYSTEM

Abstract of the Disclosure

2\

A method and apparatus for authentication between a subscriber unit and a

communication unit is provided. The authentication process includes: maintaining an

historic non-arbitrary value in the subscriber unit, generating an authentication

message in the subscriber unit as a function of at least part of the historic non-arbitrary

value, and transmitting the authentication message to the communication unit. In

addition, the authentication process includes: receiving an authentication message at

a communication unit, maintaining an historic non-arbitrary value in the

communication unit, and determining, in the communication unit, through the use of

the received authentication message and the maintained historic non-arbitrary value,

whether a received service request is authentic. In another embodiment, the

authentication process includes: providing the subscriber unit with at least part of a

plurality of dialed digits which uniquely identify a target communication unit,

generating an authentication message in the subscriber unit as a function of the at

least part of the plurality of dialed digits, and transmitting the authentication message

and the at least part of the plurality of dialed digits from the subscriber unit to the

communication unit. In addition the other embodiment authentication process

includes: receiving an authentication message and at least part of a plurality of dialed

digits which uniquely identifies a target communication unit. the authentication

message being derived from the received dialed digits, and determining in the

communication unit, through the use of the received authentication message and the

received dialed digits, whether a received service request is authentic.--

Remarks

The Applicant has amended the title, corrected typographical errors in the

drawings and the specification, deleted claim 28, added new claims 125-168, and

amended the abstract to more closely correspond to the subject matter which the

Applicants regards as their invention. In addition, a new oath and declaration is

-12-



,provided to cover the claims as amended by this preliminary amendment. It is

submitted that these amendments do not constitute new matter. Claims 125-168 are

pending in the application.

In accordance with the Examiner's suggestions in the parent patent application,

a new substitute specification has been provided under 37 C.F.R. 1.125 (M.P.E.P.

608.01 (q)) to facilitate processing of the patent application. This substitute

specification does not contain any new matter, except for that which was added by

amendment in the July 13,1990 and December 7,1990 amendments. In addition, a

corresponding marked-up copy has also been provided which details the locations of

each insertion and deletion of text in the specification.

Favorable action with respect to the present application is respectfully

requested. If there are any question or comments regarding the prosecution of the

present application, please do not hesitate to contact the undersigned by telephone or
facsimile.

........ F8 39 og 7()'31~

....,D.-_4......'k.........1._J_~__

-13-

Respectfully submitted,

FLANDERS ET AL.

BY~~--
Shawn B. Dempster
Agent for Applicants
Registration No. 34,321
Phone: (708) 576-0053
Fax: (708) 576·3750
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Handoll of subscriberto
another channel required

~
Handoll count and

session key communicated
over landline network to

target site

• /

Subscriber gets the/new
handoff channel. and is

handed off,.
Targef site and subscriber
unit update handoff count

•
Target site broadcasts

Irame count lor
synchronization with

subscriber unit via RF link

•Target site continues
communicatiuon by
restaning encryption

process using the handoff
count as a new encrytion

variable
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